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Terminal 100 Satellite network

device 200

Cellular network
device 400

S401: Negotiate about a specified key

S402: Obtain original data

S403: Generate a first
authentication code based on
the specified key and the
original data

S404: Generate a first data
packet based on the first
authentication code and the
original data

S405: First data packet

S406: Generate a second
authentication code based on the
specified key and the first data packet

S407: Determine
whether the first authentication
code is the same as the second
authentication code

S408: Failure

application receipt

S410: Success application receipt

Yes

S409:
Original data

FIG. 4




Terminal 100

S501: Service request 1
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Cellular network device 400

S502: Service

S503: Service request 2

S507: Generate the CK, the
IK, and an RES based on the
RAND and the AUTN

S509:

Determine, through
comparison, whether the XRES

is the same as the
RES

Yes

BeiDou network Bootstrapping sullgls%rrri]ger
device 200 server 41 server 42
response 1 S504:
Authentication
request
S505:
Authentication
parameters
(including a
RAND, an AUTN,
S506: Service response 2 (including the an ?rgiﬁ’ﬁé)x’
RAND and the AUTN)
S508: Service request 3 (including the RES)

S510: Generate a Ks_NAF, a key
validity period of the Ks_NAF, and a
B-TID of the Ks_NAF based on the

CK and the IK

S511: Service response 3

S512: Generate the
Ks_NAF based on the
authentication parameters

S513: Service request 4
(including the B-TID)

S516: Service response 4

request

S514: Parameter

S515: Parameter
response

FIG. 5
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Terminal 100

Satellite network
device 200

Cellular network
device 400

S901: Negotiate about a key

S902: Obtain original data

I
S903: Generate a first
authentication code based on
the specified key, the original
data, and first information

S904: Obtain a first data packet
based on the first
authentication code and the
original data

S905: First data packet

S906: Obtain receiving time of the first data
packet, and generate second information
based on the receiving time

S907: Generate a second authentication code
based on the specified key, the original data,
and the second information

first data

whether the first authentication
code is the same as the second

S910: Application Yes
receipt, indicating that the S909: Original data

successfully sent

S908: Determine

authentication code

packet is

S911: Application receipt, indicating that
the first data packet fails to be sent

FIG. 9
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Satellite network Cellular network

Terminal 100 device 200 device 400

S1001: Original data

S1002: Service request

S1003: Generate a fourth authentication
code based on the original data and
sixth information

S1004: Obtain a third data packet based
on the fourth authentication code and
the original data

S1005: Third data packet

S1006: Record receiving time of the
third data packet, and generate fifth
information based on the receiving time

S1007: Obtain a third authentication
code based on the third data packet
and the fifth information

Determine whether
the third authentication code
is the same as the fourth
authentication

Yes

S1009: Display
receiving prompt
No information

S1010:
Application
receipt,
indicating that
the third data

packet is
successfully |7

received

S1011: Application receipt,
indicating that the third data
packet fails to be received

FIG. 10
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Satellite network
device 200

Cellular network
device 400

S1201: Negotiate about a key, first information, and second information

S1202: Obtain original data
I

S1203: Generate a first
authentication code based on the
specified key, the original data,

and the first information

S1204: Obtain a first data packet
based on the first authentication
code and the original data

S1205: First data packet

authentication code based on the
specified key, the original data, and the

S1206: Generate a second

second information

Determine whether
the first authentication code is
the same as the second
authentication

S1208: Update a value of the second

information

application receipt

S1210: Success S1209: Original data

S1211: Update a value of
the first information

I
S1212: Display success
prompt information

S1213: Failure application receipt

S1214: Display failure
prompt information

FIG. 12
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Satellite network
device 200

Cellular network
device 400

S1301: Negotiate about fifth information and sixth information

S1303: Service request

S1302: Original data

S1306:

code based on the original d
sixth information

S1304: Generate a fourth authentication

ata and the

the original data

S1305: Obtain a third data packet based
on the fourth authentication code and

Third data packet

S1307: Obtain a third authentication
code based on the third data packet
and the fifth information

Determine whether

the same as the fourth
authentication

the third authentication code is

Yes

No

S1309: Display
receiving prompt

information

S1310: Update a value of
the fifth information

S1311:
Success
application
receipt

S1312: Update a value
of the sixth information

S1313: Failure application receipt

FIG. 13




Sending device
[

S1401: After generating an
authentication code A based on
information A, obtain a data packet
based on the authentication code A and
original data, where a value of the
information A is X in this case

27173

S1402: Data packet

Receiving device

S1405: Success application receipt

S1403: Generate an authentication
code B based on information B and the
data packet, where a value of the
information B is X in this case

S1404: Determine that the
authentication code A is the same as
the authentication code B, and update
the value of the information B to X+i

S1406: Update the value of the
information A to X+i

S1407: After generating an
authentication code A based on the
information A, obtain a data packet

based on the authentication code A and
original data, where the value of the
information A is X+i in this case

S1408: Data packet

S1411: Success application receipt

S1409: Generate an authentication
code B based on the information B and
the data packet, where the value of the

information B is X+i in this case

S1410: Determine that the
authentication code A is the same as
the authentication code B, and update
the value of the information B to X+2i

S1412: Update the value of the
information A to X+2i

FIG. 14
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S1601: After generating an
authentication code A based on
information A, obtain a data packet
based on the authentication code A
and original data, where a value of
the information A is X in this case

S1602: Data packet

S1603: After generating an
authentication code A based on the
information A, obtain a data packet
based on the authentication code A

and original data, where the value of
the information A is X in this case

S1604: Data packet

Receiving device

FIG. 16A

S1605: Generate an authentication
code B based on information B and
the data packet, where a value of the
information B is X in this case

S1606: Determine that the
authentication code A is the same as
the authentication code B, and update
the value of the information B to X+i
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S1611: After generating an
authentication code A based on
information A, obtain a data packet
based on the authentication code A
and original data, where a value of the
information A is X in this case

S1612: Data packet

Receiving device

S1615: Success application receipt

S1616: After generating an
authentication code A based on the
information A, obtain a data packet
based on the authentication code A

and original data, where the value of
the information A is X in this case

S1617: Data packet

S1613: Generate an authentication
code B based on information B and
the data packet, where a value of the

information B is X in this case

S1614: Determine that the
authentication code A is the same as
the authentication code B, and update
the value of the information B to X+i

FIG. 16B

S1618: Generate an authentication
code B based on the information B
and the data packet, where the value
of the information B is X+i in this
case

S1619: Determine that the
authentication code A is different
from the authentication code B
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S1701: After generating an
authentication code A based on
information A, obtain a data packet
based on the authentication code A
and original data, where a value of
the information A is X in this case

S1702: Data packet

Receiving device

S1705: Failure application receipt

S1703: Generate an authentication
code B based on information B and
the data packet, where a value of the
information B is Y in this case

S1704: Determine that the
authentication code A is different
from the authentication code B, and
update the value of the information B
toZ

S1706: Update the value of the
information Ato Z

FIG. 17A




Sending device

S1711: After generating an
authentication code A based on
information A, obtain a data packet
based on the authentication code A
and original data, where a value of the
information A is X in this case

35/73

S1712: Data packet

Receiving device

S1715: Failure application receipt

S1713: Generate an authentication
code B based on information B and
the data packet, where a value of the

information B is Y in this case

S1714: Determine that the
authentication code A is different
from the authentication code B

S1716: Update the value of the
information Ato Z

S1717: Value of the information A

FIG. 1/B

S1718: Update the value of the
information Bto Z
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S1721: After generating an
authentication code A based on
information A, obtain a data packet
based on the authentication code A and
original data, where a value of the
information A is X in this case

S1722: Data packet

Receiving device

S1725: Success application receipt

S1726: After generating an
authentication code A based on the
information A, obtain a data packet

based on the authentication code A and
original data, where the value of the
information A is X in this case

S1727: Data packet

S1723: Generate an authentication
code B based on information B and the
data packet, where a value of the
information B is X in this case

S1724: Determine that the
authentication code A is the same as
the authentication code B, and update
the value of the information B to X+i

S1730: Failure application receipt

S1728: Generate an authentication
code B based on the information B and
the data packet, where the value of the

information B is X+i in this case

S1729: Determine that the
authentication code A is different from
the authentication code B

S1731: Update the value of the
information A to X+i

FIG. 17C




37173

No signal 08:00 No signal 08:00
< Alice oo < Alice oo
1801«{ X } 1801 A x ]>
1802~ Sent 1802~ Sent
1800 | 1800 | 18114 x }
1812~ Sent
( o) ( o)
FIG. 18A FIG. 18B
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No signal 08:00

— 1811+

< Alice

1801-fx ]>

.

1821~ Sending succeeds

ks }

1822..~Sending fails

)

( @®)[[Send |

FIG. 18C




Sending device

39/73

S1901: After generating an
authentication code A based on
information A, obtain a data packet
based on the authentication code A
and original data, where a value of the
information A is X in this case

S1902: Data packet

S1903: After generating an
authentication code A based on the
information A, obtain a data packet
based on the authentication code A

and original data, where the value of
the information A is X in this case

S1904: Data packet

Receiving device

S1907: Success application receipt

S1905: Generate an authentication
code B based on the information B
and the data packet, where a value of
the information B is X in this case

S1906: Determine that the
authentication code A is the same as
the authentication code B, and update
the value of the information B to X+i

S1908: Update the value of the
information A to X+i

FIG. 19
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No signal

08:00

< Alice

-

18011 X

.

;

2101~ Sending fails

— 1811+

~X

.

;

2102 — Sending succeeds

@) (57 ]

FIG.

20




Sending device

Information
about a quantity
of sent data
packets
Original Information
data A
Specified
authentication
algorithm
Authentication
code A
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FIG. 21A
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TO
FIG. 21B
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Satellite network
device 200

Terminal 100

Cellular network
device 400

S2201: Negotiate about a key, first information, and second information

S2202: Obtain original data

S2203: Generate a first
authentication code based on
the specified key, the original
data, and the first information

S2204: Obtain a first data
packet based on a first message
ID, the first authentication
code, and the original data

S2205: First data packet (including
a first message ID field)

S2206: Generate a second
authentication code based on the
specified key, the first data packet, and
the second information

Determine whether
the first authentication code is
the same as the second
authentication
code

Yes

S2208: Update a value of the second
information, and determine a value of a
second message ID field

e
TO FIG. 22B

FIG. 22A

No

T

TO FIG. 22B
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CONT. FROM

FIG. 22A

|/-—\_//

S2210: Success | S2209: Original data

CONT. FROM

FIG. 22A
T

application

receipt

S2211: Update a value of
the first information

S2213: Obtain temporary
information based on the second

information

S2212: Display success
prompt information

S2214: Generate a temporary
authentication code based on the
specified key, the first data
packet, and the temporary

information

S2216: Indication
application
receipt (including Yes

a second message
ID field)

S2217: Update a value
of the first information

S2218: Display success
prompt information and
failure prompt

information

|
S2219: Failure application receipt

S2215:;
Determine
whether the first
authentication code is
the same as the
temporary
authenticatio

S2220: Display
failure prompt
information

FIG. 22B




Terminal 100
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Satellite network
device 200

Cellular network
device 400

S2301: Negotiate about fifth information and sixth information

S2303: Service request

S2302: Original data

S2304: Generate a fourth authentication
code based on the original data and the
sixth information

S2305: Obtain a third data packet based on
a fourth message 1D, the fourth
authentication code, and the original data

S2306: Third data packet
(including a fourth message

ID field)

S2307: Obtain a third

authentication code based on the
third data packet and the fifth

information
rL ~NJ
TO FIG. 23B TO FIG. 23B

FIG. 23A

[a\

TO FIG. 23B
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CONT. FROM CONT. FROM CONT. FROM
FIG. 23A FIG. 23A FIG. 23A

~N/ ™

Determine whether
the third authentication code
is the same as the fourth
authentication
code

Yes

S2309: Display
No receiving prompt
information

[

S2310: Update a value of
the fifth information, and
determine a value of a
fourth message ID field

S2311:

- Success
S2313: Obtain temporary application

information based on the fifth receipt
information

S2314: Generate a temporary S2312: Update a value
authentication code based on a of the sixth information
specified key, the third data
packet, and the temporary
information

Determine whether
the fourth authentication code
is the same as the temporar
authentication
code

Yes

S2316: Indication
application receipt
(including a third
message 1D field)

No

S2317: Update a
value of the sixth
information

S2318: Failure application receipt

FIG. 23B
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Sending device
[

S2401: Obtain a data packet 1 based on a
message 1D, context information A, and
original data, where a value of the context
information A is X, and a value of the
message ID isyl

S2402: Data packet 1 (including a message 1D
field A and an authentication code A)

Receiving device

S2403: Generate an authentication code B
based on context information B and the
data packet 1, where a value of the context
information B is X

S2404: Determine that the authentication
code A is the same as the authentication
code B, update the value of the context

information B to X+i, and determine that a
value of a message ID field B is y1

S2405: Success application receipt

S2406: Update the value of the context
information A to X+i

S2407: Obtain a data packet 2 based on the
message 1D, the context information A,
and original data, where the value of the

context information A is X+i, and the value

of the message ID is y1

Al

TO FIG. 24B

~J

TO FIG. 24B

FIG. 24A
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CONT. FROM CONT. FROM
FIG. 24A FIG. 24A
nNJ N/

S2408: Data packet 2 (including a message
ID field A and an authentication code A)

S2409: Generate an authentication code B
based on the context information B and the
data packet 2, where the value of the context
information B is X+i

S2410: Determine that the authentication
code A is the same as the authentication
code B, update the value of the context

information B to X+2i, and determine that

a value of a message ID field Bisyl

S2411: Success application receipt

S2412: Update the value of the context
information A to X+2i

FIG. 24B
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No signal 08:00

2500
—

< Alice

2501 »{ X (00) }>

2502 — Sent

( @) [[Send |

FIG. 25A

No signal 08:00

2500
—

2501«£x (00) }

2511~ Sending succeeds

< Alice

( @) [ Send |

FIG. 25B
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No signal 08:00

< Alice e

2501«{ X (00) ]>

2511~ Sending succeeds

;

2521{ X+1 (00)
2522 _~ Sent

( D) [

FIG. 25C

No signal

08:00

< Alice

2500 +—

2501«{ X (00) }

2511~ Sending succeeds

2521{ X+1 (00) }

2531~ Sending succeeds

©

FIG. 25D



Sending device
|

S2601: Obtain a data packet 1 based on
a message ID, context information A,
and original data, where a value of the
context information A is X, and a value
of the message ID is y1

S2602: Data packet 1 (a message ID field A and
an authentication code A)

S2603: Obtain a data packet 2 based on
the message ID, the context information
A, and original data, where the value of
the context information A is X, and the

value of the message ID is y2

S2605: Obtain a data packet 3 based on
the message ID, the context information
A, and original data, where the value of
the context information A is X, and the
value of the message ID is y3

S2604: Data packet 2 (a message ID field A and
an authentication code A)

S2606: Data packet 3 (a message ID field A
and an authentication code A)

51/73

Receiving device

S2609: Success application receipt

S2607: Generate an authentication
code B based on context information B
and the data packet 3, where a value of

the context information B is X
|

S2608: Determine that the
authentication code A is the same as
the authentication code B, update the
value of the context information B to
X+i, and determine that a value of a

message ID field B is y3

S2610: Update the value of the context
information A to X+i

FIG. 26
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No signal 08:00 No signal 08:00
< Alice oo < Alice oo
2701 X (00) } 27014 X (00) }
2702 J:Sent 2711\/:Sending fails
2700 1 2703 A X (01) ]> 2700 { 27034 x (01) ]>
2704 J:Sent 2712 \/:Sending fails
2705 A X (10) ]> 2705 X (10) ]>
2706 «:Sent 2713 «:Sending succeeds
( @) [sond_ ( @) [Send |

FIG. 27A FIG. 27B
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Sending device

S2801: Obtain a data packet 1 based on
a message 1D, context information A,
and original data, where a value of the
information A is X, and a value of the
message ID isyl

Receiving device

S2802: Data packet 1 (including a message ID
field A and an authentication code A)

S2803: Obtain a data packet 2 based on

the message 1D, the context information

A, and original data, where the value of

the information A is X, and the value of
the message ID is y2

S2804: Data packet 2 (including a message 1D
field A and an authentication code A)

S2805: Generate an authentication code
B based on context information B and
the data packet 2, where a value of the
context information B is X

I
S2806: Determine that the
authentication code A is the same as
the authentication code B, update the
value of the context information B to
X+i, and determine that a value of a
message ID field B is y2

S2807: Success application receipt i

| D

TO FIG. 28B TO FIG. 28B

FIG. 28A
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CONT. FROM CONT. FROM
FIG. 28A FIG. 28A
rw/ Y

S2808: Obtain a data packet 3 based on

the message 1D, the context information

A, and original data, where the value of

the information A is X, and the value of
the message ID is y3

S2809: Data packet 3 (including a message ID
field A and an authentication code A)

S2810: Generate an authentication code
B based on the context information B
and the data packet 3, where the value

of the context information B is X+i

|
S2811: Determine that the
authentication code A is different
from the authentication code B, and
generate an authentication code C

S2812: Determine that the authentication code
A is the same as the authentication code C,
and generate an indication application receipt
(including an indication ID field B, where a
value of the message ID field B is y2)

S2813: Indication application receipt

S2814: Update the value of the
context information A to X+i

FIG. 28B




55/73

No signal 08:00

< Alice eee

27014 X (00) }>
2901 — Sending fails

2700 g
e 2703 X (01) }>

2902 — Sending succeeds

2705 X (10) ]>

2903~ Sending fails

( @)

FIG. 29
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Sending device Receiving device
[

S3001: Obtain a data packet 1 based on a message ID,
context information A, and original data, where a value of
the information A is X, and a value of the message ID is y1

S3002: Data packet 1 (including a message
ID field A and an authentication code A)

S3003: Generate an authentication code B based on
information B and the data packet 1, where a value of the
information B is X

S3004: Determine that the authentication code A is the
same as the authentication code B, update the value of the
information B to X+i, and determine that a value of a
message 1D field B isyl

S3005: Success application receipt

S3006: Obtain a data packet 2 based on the message 1D, the
context information A, and original data, where the value of
the context information A is X, and the value of the
message ID is y2

S3007: Data packet 2 (including a message
ID field A and an authentication code A)

S3008: Generate an authentication code B based on the
information B and the data packet 2, where the value of
the information B is X+i

I
S3009: Determine that the authentication code A is
different from the authentication code B, and generate an
authentication code C

S3010: Determine that the authentication code A is the
same as the authentication code C, and generate an
indication application receipt (including an indication 1D
field B, where a value of the message ID field B is y1)

S3011: Indication application receipt

S3012: Obtain a data packet 3 based on the message 1D, the
context information A, and original data, where the value of
the context information A is X, and the value of the

message ID isy3
/\I\, e~
TO FIG. 30B TO FIG. 30B

FIG. 30A
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CONT. FROM CONT. FROM
FIG. 30A FIG. 30A

S3013: Data packet 3 (including a message
ID field A and an authentication code A)

S3014: Obtain a data packet 4 based on the message 1D, the
context information A, and original data, where the value of
the context information A is X, and the value of the
message ID is y4

S3015: Data packet 4 (including a message
ID field A and an authentication code A)

S3016: Obtain a data packet 5 based on the message 1D, the
context information A, and original data, where the value of
the context information A is X, and the value of the
message ID isyl

S3017: Data packet 5 (including a message
ID field A and an authentication code A)

S3018: Obtain a data packet 6 based on the message 1D, the
context information A, and original data, where the value of
the context information A is X, and the value of the
message ID isy2

S3019: Data packet 6 (including a message
ID field A and an authentication code A)

S3020: Generate an authentication code B based on the
information B and the data packet 6, where the value of
the information B is X+i

|
S3021: Determine that the authentication code A is
different from the authentication code B, and generate an
authentication code C

I
S3022: Determine that the authentication code A is the
same as the authentication code C, and generate an
indication application receipt (including an indication 1D
field B, where a value of the message ID field B is y1)

S3023: Indication application receipt

S3024: Update the value of the context information A to
X+i

FIG. 30B
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Sending device

Receiving device

S3401: Obtain a data packet 1 based on context
information A (including a sequence number A)
and original data, where a value of the context
information A is X||y1, || is a concatenation symbol,
and a value of the sequence number A isyl

S3402: Data packet 1 (including a sequence
number field A and an authentication code A)

S3403: After determining a value of a hyper
frame number B based on the sequence number
field A, generate an authentication code B based

on the hyper frame number B, the sequence
number field A, and the data packet 1, where the

value of the hyper frame number B is X

S3404: Determine that the authentication code A
is the same as the authentication code B, and
generate a success application receipt

S3405: Success application receipt

S3406: Obtain a data packet 2 based on the context
information A (including the sequence number A)
and original data, where the value of the context
information A is X||y2, and the value of the
sequence number A isy2

FIG. 34
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Sending device
[

S3501: Obtain a data packet 1 based on context
information A (including a sequence number
A), where a value of the context information A
is X||y1, || is a concatenation symbol, and a
value of the sequence number A is y1

S3502: Data packet 1 (including a sequence
number field A and an authentication code A)

S3503: Obtain a data packet 2 based on the
context information A (including the sequence
number A), where the value of the context
information A is X||y2, and the value of the
sequence number Aisy2

S3504: Data packet 2 (including a sequence number
field A and an authentication code A)

Receiving device

S3507: Success application receipt

S3508: Obtain a data packet 3 based on the
context information A (including the sequence
number A), where the value of the context
information A is (X+i)||y1, and the value of the
sequence number Aisyl

~
TO FIG. 35B

FIG.

S3505: After determining a value of a hyper
frame number B based on the sequence
number field A, generate an authentication
code B based on the hyper frame number B,
the sequence number field A, and the data
packet 2, where the value of the hyper frame
number B is X

S3506: Determine that the authentication code
A is the same as the authentication code B,
and generate a success application receipt

TO FIC\SJ. 35B

35A
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CONT. FROM
FIG. 35A

S3509: Data packet 3 (including a sequence
number field A and an authentication code A)

S3510: Obtain a data packet 4 based on the
context information A (including the sequence
number A), where the value of the context
information A is (X+i)||y2, and the value of the
sequence number Aisy2

S3511: Data packet 4 (including a sequence
number field A and an authentication code A)

S3512: Obtain a data packet 5 based on the
context information A (including the sequence
number A), where the value of the context
information A is (X+2i)||y1, and the value of
the sequence number A isyl

S3513: Data packet 5 (including a sequence
number field A and an authentication code A)

CONT. FROM
FIG. 35A

S3514: After determining the value of the
hyper frame number B based on the sequence
number field A, generate an authentication
code B based on the hyper frame number B,
the sequence number field A, and the data
packet 5, where the value of the hyper frame
number B is X+i

S3515: Determine that the authentication code

A is different from the authentication code B,

and reset the value of the hyper frame number
B to X

S3516: Failure application receipt

S3517: Reset the value of the context
information A to X||y1

FIG. 35B
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Sending device

S3801: Obtain a data packet 1 based on a
retransmission indication field, context
information A, and original data 1, where a
value of the context information A is X, and a
value of the retransmission indication field is z1

S3802: Data packet 1 (including the retransmission
indication field and an authentication code A)

Receiving device

S3803: Generate an authentication code B
based on context information B and the data
packet 1, where a value of the context
information B is X

S3804: Determine that the authentication
code A is the same as the authentication
code B, and update the value of the context
information B to X+i

S3805: Success application receipt

S3806: Update the value of the context
information A to X+i

FIG. 38
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Sending device
|

S3901: Obtain a data packet 1 based on a
retransmission indication field, context
information A, and original data 1, where a
value of the context information A is X, and a
value of the retransmission indication field is z1

S3902: Data packet 1 (including the retransmission
indication field and an authentication code A)

S3903: Obtain a data packet 2 based on a
retransmission indication field, the context
information A, and the original data 1, where the
value of the context information A is X, and a
value of the retransmission indication field is z2

S3904: Data packet 2 (including the retransmission
indication field and the authentication code A)

Receiving device

S3907: Success application receipt

S3905: Generate an authentication code B
based on context information B and the
data packet 2, where a value of the context
information B is X

S3906: Determine that the authentication
code A is the same as the authentication
code B, and update the value of the context
information B to X+i

S3908: Update the value of the context
information A to X+i

FIG. 39
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Sending device Receiving device
[

S4001: Obtain a data packet 1 based on a
retransmission indication field, context
information A, and original data 1, where a value
of the context information A is X, and a value of
the retransmission indication field is z1

S4002: Data packet 1 (including the retransmission
indication field and an authentication code A)

S4003: Generate an authentication code B based on
context information B and the data packet 1, where a
value of the context information B is X

S4004: Determine that the authentication code A is
the same as the authentication code B, and update
the value of the context information B to X+i

S4005: Success application receipt

S4006: Obtain a data packet 2 based on a
retransmission indication field, the context
information A, and the original data 1, where the
value of the context information A is X, and a
value of the retransmission indication field is z2

S4007: Data packet 2 (including the retransmission
indication field and the authentication code A)

S4008: Generate an authentication code B based on
the context information B and the data packet 2,
where the value of the context information B is X+i

S4009: Determine that the authentication code A is
different from the authentication code B and the
value of the retransmission indication field is z2, and
generate an authentication code C based on the
context information B

S4010: Determine that the authentication code A is
the same as the authentication code C, and generate
a success application receipt

S4011: Success application receipt

S4012: Update the value of the context
information A to X+i

FIG. 40
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Sending device Receiving device
|

S4101: Obtain a data packet 1 based on a
retransmission indication field, context
information A, and original data 1, where a value
of the context information A is X, and a value of
the retransmission indication field is z1

S4102: Data packet 1 (including the retransmission
indication field and an authentication code A)

S4103: Generate an authentication code B based on
context information B and the data packet 1, where
a value of the context information B is X

S4104: Determine that the authentication code A is
the same as the authentication code B, and update
the value of the context information B to X+i

S4105: Success application receipt

S4106: Obtain a data packet 2 based on a
retransmission indication field, the context
information A, and original data 2, where the
value of the context information A is X, and a
value of the retransmission indication field is z1

S4107: Data packet 2 (including the retransmission
indication field and an authentication code A)

S4108: Generate an authentication code B based on
the context information B and the data packet 2,
where the value of the context information B is X+i

S4109: Determine that the authentication code A is
different from the authentication code B and the
value of the retransmission indication field is z1,

and generate a failure application receipt

S4110: Failure application receipt

S4111: Update the value of the context
information A to X+i

|
FIG. 41
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Terminal 100

Antenna 2

\y’
|
]
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Mobile communication module
2G/3G/4G/5G [150]

Wireless communication module

BT/WLAN/GNSS/NFC/IR/FM/satellite

communication [160]

Speaker
[170A]

Receiver

[170B] Audio

module

Microphone
[170C] [170]

Headset
jack [170D]

Display screens 1 to N
[194]

Cameras 1 to N [193]

Indicator [192]

Motor [191]

Button [190]

Internal memory [121]

SIM card interfaces 1
to N [195]

External memory
interface [120]

Processor [110]

Sensor module [180]

Pressure sensor
[180A]

Gyroscope sensor
[180B]

Barometric pressure
sensor [180C]

Magnetic sensor
[180D]

Acceleration sensor
[180E]

Distance sensor
[180F]

Optical proximity
sensor [180G]

Fingerprint sensor
[180H]

Temperature sensor
[180J]

Touch sensor [180K]

USB interface
[130]

Charging
input

_— e —————

Power Ambient light sensor
. t [180L]
Charging managemen
management module [141]

module [140]

Battery [142]

Bone conduction
sensor [180M]

FIG. 42
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