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authentication code A based on 

information A, obtain a data packet 
based on the authentication code A and 

original data, where a value of the 
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S1402: Data packet
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Sending device Receiving device

S1611: After generating an 
authentication code A based on 

information A, obtain a data packet 
based on the authentication code A 

and original data, where a value of the 
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authentication code A based on 

information A, obtain a data packet 
based on the authentication code A and 

original data, where a value of the 
information A is X in this case

S1722: Data packet

S1723: Generate an authentication 
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information A is X, and a value of the 

message ID is y1
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based on context information B and the 
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a message ID, context information A, 
and original data, where a value of the 
context information A is X, and a value 

of the message ID is y1

S2603: Obtain a data packet 2 based on 
the message ID, the context information 
A, and original data, where the value of 
the context information A is X, and the 

value of the message ID is y2

S2602: Data packet 1 (a message ID field A and 
an authentication code A)

S2606: Data packet 3 (a message ID field A 
and an authentication code A)

S2607: Generate an authentication 
code B based on context information B 
and the data packet 3, where a value of 

the context information B is X
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the authentication code B, update the 
value of the context information B to 
X+i, and determine that a value of a 
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S2801: Obtain a data packet 1 based on 
a message ID, context information A, 
and original data, where a value of the 
information A is X, and a value of the 

message ID is y1

S2802: Data packet 1 (including a message ID 
field A and an authentication code A)

S2804: Data packet 2 (including a message ID 
field A and an authentication code A)

S2805: Generate an authentication code 
B based on context information B and 
the data packet 2, where a value of the 

context information B is X

S2806: Determine that the 
authentication code A is the same as 
the authentication code B, update the 
value of the context information B to 
X+i, and determine that a value of a 

message ID field B is y2

S2807: Success application receipt

S2803: Obtain a data packet 2 based on 
the message ID, the context information 
A, and original data, where the value of 
the information A is X, and the value of 

the message ID is y2
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S3001: Obtain a data packet 1 based on a message ID, 
context information A, and original data, where a value of 

the information A is X, and a value of the message ID is y1

S3003: Generate an authentication code B based on 
information B and the data packet 1, where a value of the 

information B is X

S3004: Determine that the authentication code A is the 
same as the authentication code B, update the value of the 

information B to X+i, and determine that a value of a 
message ID field B is y1

S3011: Indication application receipt

S3005: Success application receipt

S3008: Generate an authentication code B based on the 
information B and the data packet 2, where the value of 

the information B is X+i

S3009: Determine that the authentication code A is 
different from the authentication code B, and generate an 

authentication code C

S3007: Data packet 2 (including a message 
ID field A and an authentication code A)

S3010: Determine that the authentication code A is the 
same as the authentication code C, and generate an 

indication application receipt (including an indication ID 
field B, where a value of the message ID field B is y1)

S3012: Obtain a data packet 3 based on the message ID, the 
context information A, and original data, where the value of 

the context information A is X, and the value of the 
message ID is y3

S3002: Data packet 1 (including a message 
ID field A and an authentication code A)

S3006: Obtain a data packet 2 based on the message ID, the 
context information A, and original data, where the value of 

the context information A is X, and the value of the 
message ID is y2

TO FIG. 30B TO FIG. 30B

FIG. 30A 
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S3013: Data packet 3 (including a message 
ID field A and an authentication code A)

S3024: Update the value of the context information A to 
X+i

S3023: Indication application receipt

S3014: Obtain a data packet 4 based on the message ID, the 
context information A, and original data, where the value of 

the context information A is X, and the value of the 
message ID is y4

S3015: Data packet 4 (including a message 
ID field A and an authentication code A)

S3016: Obtain a data packet 5 based on the message ID, the 
context information A, and original data, where the value of 

the context information A is X, and the value of the 
message ID is y1

S3017: Data packet 5 (including a message 
ID field A and an authentication code A)

S3018: Obtain a data packet 6 based on the message ID, the 
context information A, and original data, where the value of 

the context information A is X, and the value of the 
message ID is y2

S3019: Data packet 6 (including a message 
ID field A and an authentication code A)

S3020: Generate an authentication code B based on the 
information B and the data packet 6, where the value of 

the information B is X+i

S3021: Determine that the authentication code A is 
different from the authentication code B, and generate an 

authentication code C

S3022: Determine that the authentication code A is the 
same as the authentication code C, and generate an 

indication application receipt (including an indication ID 
field B, where a value of the message ID field B is y1)

CONT. FROM
FIG. 30A

CONT. FROM
FIG. 30A

FIG. 30B 
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Sending device Receiving device

S3401: Obtain a data packet 1 based on context 
information A (including a sequence number A) 
and original data, where a value of the context 

information A is X||y1, || is a concatenation symbol, 
and a value of the sequence number A is y1

S3406: Obtain a data packet 2 based on the context 
information A (including the sequence number A) 
and original data, where the value of the context 

information A is X||y2, and the value of the 
sequence number A is y2

S3403: After determining a value of a hyper 
frame number B based on the sequence number 
field A, generate an authentication code B based 

on the hyper frame number B, the sequence 
number field A, and the data packet 1, where the 

value of the hyper frame number B is X

S3404: Determine that the authentication code A 
is the same as the authentication code B, and 

generate a success application receipt

S3405: Success application receipt

S3402: Data packet 1 (including a sequence 
number field A and an authentication code A)

FIG. 34 
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Sending device Receiving device

S3501: Obtain a data packet 1 based on context 
information A (including a sequence number 

A), where a value of the context information A 
is X||y1, || is a concatenation symbol, and a 

value of the sequence number A is y1

S3503: Obtain a data packet 2 based on the 
context information A (including the sequence 

number A), where the value of the context 
information A is X||y2, and the value of the 

sequence number A is y2

S3502: Data packet 1 (including a sequence 
number field A and an authentication code A)

S3504: Data packet 2 (including a sequence number 
field A and an authentication code A)

S3505: After determining a value of a hyper 
frame number B based on the sequence 

number field A, generate an authentication 
code B based on the hyper frame number B, 
the sequence number field A, and the data 

packet 2, where the value of the hyper frame 
number B is X

S3506: Determine that the authentication code 
A is the same as the authentication code B, 
and generate a success application receipt

S3507: Success application receipt

S3508: Obtain a data packet 3 based on the 
context information A (including the sequence 

number A), where the value of the context 
information A is (X+i)||y1, and the value of the 

sequence number A is y1

TO FIG. 35B TO FIG. 35B

FIG. 35A 
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S3513: Data packet 5 (including a sequence 
number field A and an authentication code A)

S3516: Failure application receipt

S3517: Reset the value of the context 
information A to X||y1

S3509: Data packet 3 (including a sequence 
number field A and an authentication code A)

S3514: After determining the value of the 
hyper frame number B based on the sequence 

number field A, generate an authentication 
code B based on the hyper frame number B, 
the sequence number field A, and the data 

packet 5, where the value of the hyper frame 
number B is X+i

S3515: Determine that the authentication code 
A is different from the authentication code B, 
and reset the value of the hyper frame number 

B to X

S3510: Obtain a data packet 4 based on the 
context information A (including the sequence 

number A), where the value of the context 
information A is (X+i)||y2, and the value of the 

sequence number A is y2

S3511: Data packet 4 (including a sequence 
number field A and an authentication code A)

S3512: Obtain a data packet 5 based on the 
context information A (including the sequence 

number A), where the value of the context 
information A is (X+2i)||y1, and the value of 

the sequence number A is y1

CONT. FROM
FIG. 35A

CONT. FROM
FIG. 35A

FIG. 35B 
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Sending device Receiving device

S3801: Obtain a data packet 1 based on a 
retransmission indication field, context 

information A, and original data 1, where a 
value of the context information A is X, and a 

value of the retransmission indication field is z1

S3802: Data packet 1 (including the retransmission 
indication field and an authentication code A)

S3803: Generate an authentication code B 
based on context information B and the data 

packet 1, where a value of the context 
information B is X

S3805: Success application receipt

S3804: Determine that the authentication 
code A is the same as the authentication 

code B, and update the value of the context 
information B to X+i

S3806: Update the value of the context 
information A to X+i

FIG. 38 
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Sending device Receiving device

S3901: Obtain a data packet 1 based on a 
retransmission indication field, context 

information A, and original data 1, where a 
value of the context information A is X, and a 

value of the retransmission indication field is z1

S3902: Data packet 1 (including the retransmission 
indication field and an authentication code A)

S3905: Generate an authentication code B 
based on context information B and the 

data packet 2, where a value of the context 
information B is X

S3907: Success application receipt

S3906: Determine that the authentication 
code A is the same as the authentication 

code B, and update the value of the context 
information B to X+i

S3908: Update the value of the context 
information A to X+i

S3903: Obtain a data packet 2 based on a 
retransmission indication field, the context 

information A, and the original data 1, where the 
value of the context information A is X, and a 

value of the retransmission indication field is z2

S3904: Data packet 2 (including the retransmission 
indication field and the authentication code A)

FIG. 39 
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Sending device Receiving device

S4001: Obtain a data packet 1 based on a 
retransmission indication field, context 

information A, and original data 1, where a value 
of the context information A is X, and a value of 

the retransmission indication field is z1

S4002: Data packet 1 (including the retransmission 
indication field and an authentication code A)

S4003: Generate an authentication code B based on 
context information B and the data packet 1, where a 

value of the context information B is X

S4005: Success application receipt

S4004: Determine that the authentication code A is 
the same as the authentication code B, and update 

the value of the context information B to X+i

S4006: Obtain a data packet 2 based on a 
retransmission indication field, the context 

information A, and the original data 1, where the 
value of the context information A is X, and a 

value of the retransmission indication field is z2

S4007: Data packet 2 (including the retransmission 
indication field and the authentication code A)

S4008: Generate an authentication code B based on 
the context information B and the data packet 2, 

where the value of the context information B is X+i

S4009: Determine that the authentication code A is 
different from the authentication code B and the 

value of the retransmission indication field is z2, and 
generate an authentication code C based on the 

context information B

S4010: Determine that the authentication code A is 
the same as the authentication code C, and generate 

a success application receipt

S4011: Success application receipt

S4012: Update the value of the context 
information A to X+i

FIG. 40 
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Sending device Receiving device

S4101: Obtain a data packet 1 based on a 
retransmission indication field, context 

information A, and original data 1, where a value 
of the context information A is X, and a value of 

the retransmission indication field is z1

S4102: Data packet 1 (including the retransmission 
indication field and an authentication code A)

S4103: Generate an authentication code B based on 
context information B and the data packet 1, where 

a value of the context information B is X

S4105: Success application receipt

S4104: Determine that the authentication code A is 
the same as the authentication code B, and update 

the value of the context information B to X+i

S4106: Obtain a data packet 2 based on a 
retransmission indication field, the context 

information A, and original data 2, where the 
value of the context information A is X, and a 

value of the retransmission indication field is z1

S4107: Data packet 2 (including the retransmission 
indication field and an authentication code A)

S4108: Generate an authentication code B based on 
the context information B and the data packet 2, 

where the value of the context information B is X+i

S4109: Determine that the authentication code A is 
different from the authentication code B and the 
value of the retransmission indication field is z1, 

and generate a failure application receipt

S4110: Failure application receipt

S4111: Update the value of the context 
information A to X+i

FIG. 41 
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Wireless communication module 
BT/WLAN/GNSS/NFC/IR/FM/satellite 

communication [160]

Cameras 1 to N [193]

Indicator [192]

Motor [191]

Sensor module [180]

Touch sensor [180K]

Temperature sensor 
[180J]

Fingerprint sensor 
[180H]

Optical proximity 
sensor [180G]

Distance sensor 
[180F]

Acceleration sensor 
[180E]

Magnetic sensor 
[180D]

Barometric pressure 
sensor [180C]

Gyroscope sensor 
[180B]

Pressure sensor 
[180A]

Speaker 
[170A]

Receiver 
[170B]

Microphone 
[170C]

Headset 
jack [170D]

Mobile communication module 
2G/3G/4G/5G [150]

Internal memory [121]

External memory 
interface [120]

Display screens 1 to N 
[194]

Button [190]

Ambient light sensor 
[180L]

SIM card interfaces 1 
to N [195]

Bone conduction 
sensor [180M]

Terminal 100

Processor [110]

Charging 
management 
module [140]

Power 
management 
module [141]

Battery [142]

USB interface 
[130]

Charging 
input

Antenna 2

Audio 
module 
[170]

Antenna 1

FIG. 42 
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