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Communications Network

The present invention relates t0 a communications network and in
particular to a network. in which packets are routed on circuits established in a
circuit-switched network.

Conventionally, networks using packet-based protocols such as internet
protocol (IP) have functioned on a best-effort basis. As a result, quality of service,
as measured by such paramsters as packet loss and latency, has varied
considerably depending on the loading of network resources such as routers.
While such variation is acceptable for some applications, such as Email, it is
potentially a barrier to the use of internet protocol for more critical applications
such as voice telephony or multimedia conferencing. Accordingly, considerable
effort has been addressed to developing guaranteed quality of service mechanisms
for internet protocol traffic. One approach is to convert IP traffic for transmission
via a circuit-switched network, such as an ATM (asynchronous transfer mode)
network and to rely upon the QoS machanisms inherent in such a network. One
example of this approach is the architecture proposed by the ATM Forum and
known as MPOA {multi-protoco! over ATM). This Is described in the specitication
published by the ATM Forum Technical Committee, “Multi-Protocol Over ATM
Version 1.0” AF-MPOA-0087.000, July 1987. This type of approach suffers a
number of disadvantages. In particular, it tends to achieve efficient routing only
when the end-point of a particular connection lies on the circuit-switched network.
Moreover this approach tends to function optimally only within the bounds of
single network domain having a common control and management system.

According to a first aspect of the present invention, there is provided a
method of operating a communications system comprising

a packet-switched network, a circuit-switched network, a plurality of
gateways connecting the circuit-switched network to the packet-switched
network, the method comprising;

a} receiving packet traffic at one of the gateways;

b) establishing in the circuit-switched network a circuit from the gateway
to a node on the circuit-switched network; and

c} outputting the said packet traffic from the gateway onto the circuit;
charactarised by
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d) outputting from a plurality of gateways polling messages addressed to
the destination addrc;e’ss' of the packet traffic; '

e) receiving at the gateways replies from the destination address;

f) determin_ihg. ;-the respective delays for the replies at the different
respective gateways; ) '

glselecting one of the gateways depending on the respective delay times;

h) establishiﬁg the circuit to the node selected in step (g).

The inventio'_n :;i:rovides a communications system which maximises the
benefits to be obtained by the use of “cut-throughs” for packet traffic on a circuit-
switched network, even when the ultimate destinafion.. of the packets does not
itself lie on the cir{:uiﬁ_switched network . This is achieved by sending polling
messages, such as- Ping messages as defined for packet networks using Internet
Protocol, from gateways on the circuit-switched network into the packet-switched
network. The optirpurq destination point on the circ.uit-switched network for the
cut-through can the_n._':be selected dynamically to give the best path to the
destination packet address. _

Preferably :th_e circuit-switched network- includes a plurality of
independently controlled networks and different ones of the plurality of gateway
platforms are connec.’_ced to different respective ones of the plurality of networks. -

A further imbdrtant advantage of the present invention is that it enables
circuits to be.establis'h:_ed across different networks. By contrast, in an MPOA
architecture, an SVC cut-through is limited to the extent of the MPOA network

Preferably the _Steps of selecting one of the gateways is carried out by a
control nqde, and one g:ir more of the gateways communicate a respective delay
time to the control npde. Preferably one or more of ihe 'gateways communicate a
respective delay time ﬁo a control node and the sté_;')" of selecting one of the
gateways is carried .6u1_:_" by the control node. The control node may be one of the
gateways, or it may be a separate platform, remote from the gateways.

In a preferred implementation a control node, such as the gatekeeper
described below, go_mmunicates with the gateways.. By communicating a
threshold delay to thé nodes, and only returning delay vélues to the control node

~ when the delay is léss fhan the threshold, the processing and signalling overheads

for determining the appfopriate destination gateway are further minimised.
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The inventiSn.-4lso encompasses control nddssf gateways and networks
incorporating such control nodes and gateways.

Systems embodying the present invention will now be described in futher
detail, by way of examble only, with reference to the accompanying drawings, in
which;

Figure 1 is a schematic of a communications system embodying the
invention;

Figure 2 is a diagram showing a gateway platform for use in the system of
Figure 1;

Figure 3 is a diagram showing a gatekeeper platform for use in the system
of Figure 1;

Figure 4 is a flow diagram showing the illustrating tha operation of the
network of Figure 1;

Figure 5 is @ message flow diagram;

Figures 6a to 6e are schematic showing an alternative approach to
determining the end point of a switched virtual circuit;

Figures 7a and 7b are schematics showing a prior art system;

Figure 8 illustrates a system embodying the present invention and
spanning different ATM networks.

A communications system includes a gateway 1 which is connected via a
network 2 to a number of customer terminals 3,4. In this example, the network 2
is an ethernet LAN, and the customer terminals generate traffic comprising
Internet Protocol (IP}) packets, The gateway 1 is connected to an ATM
{asynchronous transfer mode) network which provides circuit-switched
connections to an IP router 6, to one or more further gateways 7, and to ATM
terminals 8. The IP router is connected in turn to the internet 9. The gateway 1 is
also connected via the ATM network to a gatekeeper platfrom. The gatekeeper in
combination with the gateway constitutes a control platform which controls the
establishing of circuits through the ATM network that route traffic so as to provide
required QoS levels, as will be further described below.

Figure 2 shows the gateway 1 in further detail. The gatéway includes an
Ethernet interface 21 which communicates IP packets with the network 2. It also
includes a first group of ATM ports 22 which are connected to switched virtual
circuits (SVC’s) in the ATM network 5. A further ATM port 23 is connected to a
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permanent virtual circuit (PVC) which connects the gateway via the ATM network
5 to the IP router 6, aﬁd via the IP router to an IP network. An ATM adaption layer
(AALB) associated with the ATM ports 22,23 converts IP data to the format

- required for transmlsslon on the ATM network. The: flow of traffic through the

ports is controlled by a switching modute 24. The swntchmg module 24 is in turn
controlled by inputs from QoS modul_e 25 and from'a gatekeeper interface 26.
The O.bS module may be programmed to respond to a number of standard IP-
related QoS protocols including, in this example, F?RSVP {resource reservation
protocol), SIP (sessioh initiation protocol) and H323. in addition, the QoS module
25 may include a propnetary interface to allow direct requests for QoS levels to be
transmitted from, e. .g, one of the terminals on the network 2.

Figure 3 shoyvs the structure of the gatekeeper. Although it may
alternatively be intégrated ‘'with one of the gafeways, ‘in  this preferred
implementation the gat_ekeeper is a separate platform af a location remote from the
gatekeepers. It includes an interface 31 for communication with each of the
gateways, and a UNI/SAAL (User-to-Network Interface/ Signalling ATM Adaption
Layer) interface 32 to the ATM network. This interface 32 to the ATM network is
used to output control signals to ATM routers and other entities in the network in
order, for example to -:set up a switched virtual circuit SVC. A gatekeeper control
module 33 responds to signalli_ng on the interfaces 31,32. The control module 33
is linked to an egress point selection module. As will be described in further detail
below, the egress point selection modul_e cooperates with the gateways to find and
select an appropriate end-point for the switched virtual Ci_rcuit.

The operatioﬁ of the system of Figure 1 is now described with reference
to the flow diagram of Figure 4. Initially, one of the terminals connected to the
LAN outputs a stream of IP packets éarrying a particular IP Address and also
carrying an associated IP QoS level. These are recefived at the gateway (4.1).
These initial packets are passed from the gateway on via the PVC to the internet
router, and are routed (4.2) on the internet to the destination address in a
conventional fashion. Concurrently, the gateway transmits a request to the

gatekeeper (4.3). A configurable algorithm in the gatekeeper ensures that this

_request is only generated after a predetermined minimum number of packets to the

same destination have been received. 'In this example the required minimum

number is three packets in a ten second period. - This threshold prevents
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overloading of the 3§’E€i<eeper by transient requesté‘-?ﬁe request sent to the
gatekeeper includes the IP address and quality level Q of the stream of packets.
The gatekeeper then selects an appropriate egress node on the ATM network
{4.4). The process of selection is described in detail below with reference to
Figure 6 This returns (4.5} an ATM address which may be that of the destination
itself, if that destination is on the ATM network or, as in this example, is that of a
gateway connected to a network on which the destination is located. If there is no
ATM address for this IP destination address it will mark this address accordingly in
the short term address cache at both the gateway or gatekeeper to avoid another
lookup to this IP address. The gatekeeper then determines (4.6} whether a SVC to
the ATM address is capable of providing the requested QoS, {f not, then the
gatekeeper function is terminated, and the IP packets will continue to be passed
via the IP router onto the internet. If the required QoS is available on a SVC, then
the gatekeeper forwards the RSVP request to an egress gateway {4.7}). This is
then forwarded to the or each other router between the gateway and the
destination address. The response to the RSVP request, which in this example is
positive, is then returned via the egress gateway to the gatekeeper (4.8). The
gatekeeper returns this positive RSVP response (4.9} via the gateway to the
originating terminal. The gateway may then request the gatekeeper to set up the
SVC. Alternatively, the gateway may inform the gatekeeper of the required flow
rate and a decision whether or not to set up an SVC is then left to the gatekeeper.
The gatekeeper then uses proxy signalling into the ATM network to set up the
SVC to the destination ATM addresses, and identifies the SVC to the gateway
{4.10}. Once the SVC identification is received by the gateway, it routes
subsequent packets in the datastream out via one of the ATM ports onto the
SVC.

Release of the SVC may be initiated by the ingress gateway when the flow
of packets from the terminal having the specified destination address stops, or
alternatively when an explicit signal is received from the terminal indicating that
the transmission to that address had ended. In addition, the gatekeeper is able to
release the SVC, for example in order to free capacity for another higher priority
data stream, by direct signalling into the network.

Figure 5 shows the message flows used to implement the process

described above.
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Figures 6a to 6e show the preferred scheme for identifying the optimum
egress gateway for t;he_- switched virtual circuit. As fshoWn in Figure 6a, packets
are initially routed frém a gateway into a non-ATM IP network. Subsequently the
gateway may detect 'a. éustained flow of traffic to a"_par"_cicular IP address, and/or
may receive a requesfli for a certain QoS level for a data flow to that IP address. In
response to these 3cdnd_itions, the gateway notifies the gatekeeper. The
gatekeeper instructs .'(.Fig'ure 6b) all of its gateways td tr_ansmit a Ping message to
the destination IP addfgs;e». This instruction is accomp:anie_d by a threshold time for
the response to the ng message. The gateways recei\)ing this instruction from
the gatekeeper. may ‘be located on different ATM 'netwérks. -In response, each
gateway transmits a Ping message into the IP networ!c (Figure 6¢). The ' different
gateways receive replies (Figure 6d) to the Ping mes_s-agé with delays which vary
according to factors éuch as the nu_mber of roﬁ_t_er hobs between the gateway and
the destination, and the loading of the IP network between the gateway and the
dgstination._ in this _é_xample, two. of the gateways havé response times for the
replies which fall below the threshold specified by fhe 'gatekeeper. These two
gateways, referenced GW4, GWS5 in the Figure, return a signal to the gatekeeper
indicating the delay -in ‘their respective responses to the Ping message. The
gatekeeper selects the gateway with the lowest delay, GWS5 in this example, and

sets up a switched v_irfual circuit from the initial gateway, GW4, to GW5. In this

. way a significant increase in the level and reliability of the QoS for the data stream

is realised, despite the fact that the destination is an IP address that, in this
example, is not directly connected to any ATM network.

Figures 7a and 7b illustrate a prior art system using the MPOA (multi
protocol over ATM) architecture. This system inclﬁdes an MPQOA server that
corresponds in some, but not all, respects to the gatekeeper of the present and a
number of MPOA clients that similarly correspond iﬁ some respects to the
gatekeepers of the p_re_é_.ent invention. The system uses a number of ATM
switches which implement the ATM forum LANE (Ioéal area network emulation)
protocol. The ATM'. server contains a routing function which controls the ATM
switches both to route individual packets and also to establish, where appropriate,
switched virtual circuits between selected MPOA clients. The extent of any virtual
circuit is limted to an individual MPOA network. As:shown in Figure 7b, at the

boundary between different MPOA networks, or when.a conventional non-MPOA
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ATM network is reaéhéd, there is a delay associated Witliia return to the IP routing
layer.
Figure 8 illustrates an embodiment of the invention in which an SVC is
established that spans a number of different ATM networks. The only requiremens
5 for this to be possible are that there should be gateways on the ingress and egress
networks, and that standard ATM circuit set-up protocols should be supported
across the boundaries of the different networks.
Although the examples described above relate to P traffic and ATM
networks, the invention is applicable to other types of networks including, for

10 example X.25 networks or frame relay networks.
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CLAIMS

1. A method of operating a communications system comprising
a packet-switchéd network, a circuit-switched ‘network, a plurality of
gateways connecting the circuit-switched network to the packet-switched
network, the method comprising;
a) receiving packet traffic at one of the gateways;"
b) establishing in the circuit-switched network a circuit from the gateway
to a node on the circuit-switched network; and
c) outputting"the said packet traffic from the gateway onto the circuit;
characterised by
d) outputting from a plurality of gateways polling messages addressed to
the destination address of the packet traffic;
e) receiving at the gateways replies from the destination address;
f) determining the respective delays for the replies at the different
respective gatewaYs;
- g)selecting one of the gateways depending on the respective delay times;
h) establishing the virtual circuit to the gateway selected in step {g).

2. A method according to claim 1, in which the circuit-switched network includes

a plurality of independently controlled networks and different ones of the plurality

. of gateways are connected to different respective ones of the plurality of

networks.

3. A method according to claim 1 or 2, in which one or more of the gateways

. communicate a respective delay time to a control node and the step of selecting

one of the gateways is carried out by the control node.

4. A method according to claim 3, in which only the or each gateway having a

respective delay value less than a threshold value communicates the delay value to
the control node.

_

DU A
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5. A method accort?f’r’ié!’to any one of the precedingi’é‘fgﬁns in which the packets
are Internet Protoc6! {IP) packets.

6. A me{ﬁbd __accordmg to any one of the preceding claims in which the circuit-

5 et nrk is an ATM (asynchronous transfér fidde) network.
7. A :c?dntrol ‘node for use in a method accétding te any one of the preceding
claims, ‘the control node inclddipg a control processor _ahd & signalling
_’ interface, \b'\}ﬁfch signalling i‘ﬁteface, "in use, communicates signals with a
10 - plurality of gateways in a circuit-switched network, the control processor

- being arranged to carry out the folioWing steps in sequence:
a) communicating instructions to the plurality of gateways to
. transmit polling messages te: a destination addréss in a
_ circuit-switched network connected to the gateways,

15- 'b) receiving from the plurality of gat_p_ways indications of

respective éelays in résponses to the polling messages:
c} selecting, depending on the respective delals, one of the
: gateWays as the end-point of a virtual circuit.

20 8. A-guteway for Use in a method according to any one of the preceding claims,
' the ‘giteway inéluding a first interface for connection to a packet-switched
i'?ﬁetwork a ¥econd im'e'rfaeg for connection to a circuit-switched network, and
E a control processor lnciudlng a control interface arranged to communicate
cq‘,iatrol signals with a control node, the control procesgsor bemg arranged “to
25 carry out the__followmg steps in sequence:
~a) in reéponsé to a control message from the control mode transmitting a
poling message to a destingtibn aéfdfeﬁ' i%i?;ithe ci;Euit-switched
network; |
b} recei’(ting a reply from the destination address and determmmg the
30 delay of the reply;

c) commnmcating the reply to the control node.

9. A communications network ing:iuding a control node according to claim 7 and a
gateway “dceording to claim 8.
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