23 OCTOBER 2006 METHOD AND SYSTEM FOR MANAGI NG COOKI E23 QSTRBER2006 A

PRI VACY POLI CY TECHNI CAL FI ELD The present invention generally refers to
managenent of cookies in data 5 processing systens, and in particular to
confirm ng user acquai ntance of cookie associated privacy policies in such
systens. BACKGROUND The usage of Internet has increased trenendously in
the last few years and 10 has now becone everyman's tool. Basically,
nternet s a selmphol Oy SErhE A kAnhOLRELARIELNRIBpaEANS of dal evays
handl i ng data transfer and u5|n protocols specifying how data
can be sent and FEciRRWACYTERRIC several different applications are
avai l able for the users of Internet, 15 such as using Internet as an

i nf ormati on dat abase, communi TECHNIWGAD FIBL®r users by neans of enmmil,
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and paynents. over e | nternet. .20, The currently ost comonly enpl oyed

met hod of “¥ %?Sé’f:ﬁﬁ PEPsY golicies frSueh E¥58EIS i s to use the World Wde Vb
(W), or sinmply the Web al though other information transferring resources
exist, e.g. File Transfer Prot ocol TP and Gopher. In this Wb

envi ronnment, servers and user Dsuch as a conputer or nobile
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| nt er net,
eXt ensi bl‘esmglﬂnffe(r)(hfﬂ' btotoaold sPorifdang hidwMlata@dbvby sedtmarat teeivied. | ocate a
server or a Wb resource on the Internet, a Universal Resource Location
(URL) is used. URL provides a universal, consistent nethod for

Today, several different applications are available for the users of Internet,

15 such as using Internet as an information database, communication with
other users by means of email, chat and instant messages. Also commerce is
conducted on Internet with several companies offering produicts and services
online and banking institutions allowing their customers to perform different

transactions and payments over the Internet.

20
The currently most commonly employed method of transferring data over the
Internet is to use the World Wide Web (W3), or simply the Web, although
other information transferring resources exist, e.g. File Transfer Protocol
(FTP) and Gopher. In this Web environment, servers and user equipment,
25 such as a computer or mobile station, uses the Hypertext Transfer Protocol

(HTTP) for handling the transfer of data files. The information in these data
files is formatted for presentation to a user in a standard page descri;ﬂtion
language, the Hypertext Markup Language (HTML) and its counterparts for
the Mobile Internet, i.e. using thin clients, e.g. mobile user equipment and
30 units, eXtensible HTML (XHTML) and Compact HTML (CHTML). In order to
locate a server or a Web resource on the Internet, a Universal Resource
Location (URL) is used. URL provides a universal, consistent method for

finding and accessing resources. In order to access a resource, the user




findi ng and accessing resources. In order to access a RBDOTOBER Ro06ser 23
OCTOBER 2006 2 typically uses a Wb browser. In a typical resource
requesting scenario, the user requests a resource by clicking on a link or
by entering information wth a keyboard. The browser catches the
information and translates it into an HITP request. The browser then
forwards this HTTP request to the Wb server of the resource or content
provi der the s ver has pr.ocessed the request, it sends ck a
response Wﬁcﬁﬁﬁ’e UBFOReLFD DFAWSE R Rica FEPOi%s TeANESURE SERaREE tg
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sufseque g‘ﬁﬁﬁ server. Such a cookie
i lr?ce:l usi o%dh%'}%%e ‘Fﬁg %ﬁg&fcﬁﬁbﬁ@ﬁg%&s Ptthuﬁggbrowser is done w thout
the user's awareness. Cookies are useful tools for creating user-friendly
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on the user equipment and will remain available even if the user closes the

browser. Once a cookie is sent to user equipment, the server expects the
cookie to be returned (replayed) in'the HTTP header of subsequent messages
20 gent from the browser to the server. Such a cookie inclusion in the HTTP

header of messages from the browser is done without the user’s awareness.

Cookies are useful tools for creating user-friendly Web applications because
they provides a way for storing user preferences and information so users do
25 not have to redo tasks, such as registering on a company’s Web site. For
example, a shopping application can store information (in a “shopping bag”)

about the currently selected items.

However, the storage of a cookie may be an unauthorized storage of data on
30 another user’s equipment (computer or mobile unit). In addition, the cookie
could be used for tracking the user and his/her requests for information

from server sites without the user’s knowledge or permission.




fromserver sites wthout the user's know edge or pern23PehOBER 2896BER
2006 3 A solution to the user privacy problens wth cookies could be that
the browser rejects storage of cookies on the user equi pment. Browsers
typically accept all cookies as default, but often nay be configured for
di sabling the cookie acceptance entirely. A problemw th such a sol ution
is that sone Wb 5 Si tes may not functgon properly when the accept ance of

cookies i,s d abI y the browser he user e
access sUcROVESs| ?e@e W?rhé’ﬁtva‘?ya\ﬁrﬂﬁle%ﬁl %@ﬁt%‘ﬂﬁﬂyg? htglaﬁa‘i?\ﬁls
order to tﬁaabérereymhs stctzageto@c@oqﬁéeaﬁ menu@ewqmm&nﬁ Frovwseth Kydi ng
their 10 us of cookie E g ndard f.orm tthe Pl tform or Privacy
Pr ef eren@&gep jagiiep @P‘iefﬁﬁ HEH? HEJEY Rrogen %ﬁg T isetdior &S, P3P
speci fi e&obhataoaepmkle@ltirél@t Alg&oblénbﬂnﬂﬂ@.uéﬁiﬁ%oﬂlﬁhérh% HEtRoAeadrnL and
transmtted froma, content I‘OVI rntp% user equi pnent _shoul d, be

acConpaniS¥§s B2 Pok Supeiion é’&] P&t W eV aRSFPERINGeCHL cogldes is fisaplog

typi cal | }bysﬂﬁcbde%r! Thok ek Ql@elahﬂji nb’@%e]@blﬁoﬂﬁpé’éﬁéﬁ dchMreBr sifdeoVi di ng
t he cookie t he cookie is used npany, etc. US Patent

Appl i cat |W3ﬁ1 38 699598 acRpled ?EI%%%OWS%t hod and apparatus for
managi ng cookies in a conputer system Cookies are received 20 during a
br owser program session. The cookies are only stored in a tenporary data
store wi HRIAEhE edrhla el sifet Ensfiesa PEIRAY Paretises: h. regesdingrtheitogr am
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sol utions
15 company setting or providing the cookie, how the cookie is used by the

company, etc.

US Patent Application US 20(52/ 0156781 A2 discloses a method and
apparatus for managing cookies in a computer system. Cookies are received
20 during a browser program session. The cookies are only stored in a
temporary data store within the computer system for a duration of the
browser program session. The cookies stored in the temporary data store
may be displayed in response to a signal to terminate the session. Cookies

are then selectively stored in a persistent storage based on user input.

25
SUMMARY
Although according to the Platform for Privacy Preferences Project (P3P)
recommendations, a privacy policy describing the usage of cookies is
transmitted to the user equipment this does not per se guarantees that the
30 user actually has acquainted the policy. Thus, none of the prior art solutions

provide a mechanism for the cookie setting content or resource provider to

know that the user indeed has surveyed the privacy policy.




provi de a mechanismfor the cookie setting content or R3£MuFOBER 8006Gler to
know t hat the user indeed has surveyed the privacy policy. 23 OCTOBER 2006
4 The present invention overcones these and ot her drawbacks of the prior
art arrangenents. It is a general object of the present invention to
enable a content' or resource 5 provider to know that a user has acquai nted
a privacy policy associated with a regource requested by the user. It is

anot her ect of, the j.nvention to r ov d r ource froma
cont ent HIERY G Fvangd %PV?F?OFéf‘ép at“g'%%ﬁF %g ‘%ﬁ?

speci fyi mgrarikethentiet her the user accepts a privacy policy a5500|ated W th
the resource. Yet another object of the invention is to provide a
possibility for a user to specify how a content provider should manage
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defined ByrekberceacgRapRByheAdeant clains. 20 Briefly, the present
i nvention involves a user requesting a cookie-associated resource froma

content provider over a network, such as Internet. The resource could be a

Veb page it ¥ 8865hePidHj étfteof%he%%ﬁtl&h |t8 ﬂrB@i‘iic #Péﬂhe@?éd ¥&dohred ?roh’@% user’
user equi pnent (e.g. conputer_or nobile unit), IS acconpanied 25 by a
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provided in the user equipnment receives a privacy policy fromthe. content
provi der. The policy includes the content prOV|der s policy regarding usage

of  cookives AR LNREY of dhd if %r&mapmé %owiya &15&&9‘1‘61‘3% egers Jvice

that the 30 user has requeste . during reenent rocedure. The
user ageﬁpecmbﬁwgeﬁmt&neerqn@@’cﬁh@ﬂdéeemﬁe ssqse@malyigatg emqieq fest he user
accepts the privacy policy and, thus, accepts that the content provider

sets a cookie on
15 A further object of the invention is to provide methods, devices and systems

well adapted for usage in a P3P agreement procedure.

These and other objects are met by the invention as defined by the
accompanying patent claims.
20

Briefly, the present invention involves a user requesting a cookie-associated
resource from a content provider over a network, such as Intermet. The
resource could be a Web page, video, picture or audio file that, upon delivery
to the user’s user equipment {e.g. computer or mobile unit), is accompanied

25 by a set-cockie command, i.e. a cookie is provided and stored on the user
equipment. In response to the request, a user agent associated with or
provided in the user equipment receives a privacy policy from the content
provider, The policy includes the content provider’s policy regarding usage of
cookies and privacy data in connection with the resource or service that the

30 user has requested, e.g. during a P3P agreement procedure, The user agent
then generates a cookie receipt specifying whether the user accepts the
privacy policy and, thus, accepts that the content provider sets a cookie on

his/her user equipment. The receipt is then transmitted to the content




, hi s/ her user equipnment. The receipt is then transnittdd QGTOBER200&nt 23
OCTOBER 2006 provider, which provides the requested resource and sets a
cookie if the receipt is positive or provides a cookie-less version, if
avai lable, to the user equipnment in case of a negative cookie receipt. 5
The invention is well adapted for usage in a P3P agreenent procedure. Such
procedure, generally starts with the uger desiring a resource froma

content provider, e.g. by clicking on a link on a Wb site  or, tering an
Uni ver saPTovigsgoavigh | esntheurgqgUested Fesquess e S6f & Wéﬁ“‘br”&ig%r on
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policy reference to file fromthe content provider. The reference is a file

that ti eSABPIHEREYN 6B elanegativelqwakisgepoPl-ci es of nanagenent of cookies, to
the resources and services provided by the content provider. Wen the user
agent receives the requested reference fromthe content provider it
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3@s5 message is then transmitied to the content provider that transmits the
privacy policy file. The user agent could then display the privacy policy for
the user by means of a viewer and a screen of the user equipment. In
addition, the user is urged to either accept or reject, e.g. by clicking on a
button or entering some input data, the policy.

20
Alternatively, the user agent could have access to user preferences, a
document specifying a set of rules of managing privacy data, including
cookies, which the user has accepted. The user agent then compares the
received privacy policy file with the preferences. If the policy fulfills the user

25 preferences a positive cookie receipt is generated, whereas a negative receipt is
generated if the privacy policy does not fulfill or match the preferences. The
receipt is then preferably included in the HTTP (Hypertext Transfer Protocol)
header of a get resource message transmitted from the user agent to the
content provider.

30
n case of a positive receipt, the user agent also replays {provides] any cookies
already stored on the user equipment and being associated with the presently

requested resource. However, if the receipt is negative, any such stored and




In case of a positive receipt, the user agent also repPﬁchFﬁ*ﬁ¥33999 any
cookies already stored on the user equi pnent and being associated with the
presently requested resource. However, if the receipt is negative, any
such stored and 23 OCTOBER 2006 6 resource-associ ated cookies are
preferably renmoved fromthe user equipnent. |In addition, if the content
provider (fraudulently) sets or providgs a cookie, in spite of the receipt

speci fyi _ . r rejects setti cooki on his/her conmputer, any
Shoh st - Lsbl-dBaHRS M ETHR relB S fke Bl che ot ey BB igent

coul d be Innpdditient #dhe costwhi waoedel frawatenidy) sats onprdialdson codlier gof in the
user equi nt,..e.gq. .in the Wb browser of the user equjpnent.
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Al'so a usenpuigenyesuchgRdobkRaMIhand 8s Gnokddl By BROuNeSEIMEr . 1S possible.
In such a to case, any user preferences could be stored in the server
together with the user agent. The proxy server could then nanage P3P
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case of nalbirnativee) HRULPIRBLIA BS pFRBAEANERIHAR-1ATELHS: bifydep! A%Wang

advant ages: - Provi des reiha i smenabling content providers to know that a
user has YRR PEW%GEE TSot-BciP AsREEY seBrwi Rossibleqliestield & esour ce;

- | ows diser SnPRRET preftréNcds Rl BRIstAHed IR HEE berfef MYBMr WHR hdGkeS POI i Cy
20 regardin e of cookies and_ privacy data before a cookie is set; and
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r esour CeshdhalndCaRtRN difEent ¢RESs. TheUSSEs: RVSiefd Py nt ages
offered by the present invention wll be appfr?jrgcirgit&ﬁg7r u%édﬁg%%r%g‘ﬁ?ng of
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adivsant ages thereof, nmay best

The invention offers the following advantages:
- Provides mechanism enabling content providers to know that a user has
acquainted a privacy policy associated with a requested resource;
- Allows users opportunity to accept or reject a content provider’s policy
20 regarding usage of cookies and privacy data before a cookie is set; and
- Is well adapted for usage in a P3P agreement procedure for providing

resources from content providers to users over Internet.

Other advantages offered by the present invention will be appreciated upon

25 reading of the below description of the embodiments of the invention.

SHORT DESCRIPTION OF THE DRAWINGS
The invention together with further objects and advantages thereof, may best
be understood by making reference to the following description taken
30 together with the accompanying drawings, in which:

Fig. 1 is a schematic overview of an example of a data processing system

according to the present invention during a P3P agreement procedure;




be understood by making reference to the following desé3iQfe T@BERREI 30
together with the acconpanying draw ngs, in which: Fig. 1 is a schematic
overvi ew of an exanple of a data processing system according to the
present invention during a P3P agreenent procedure; 23 OCTOBER 2006 7 Fig.
2 is a block diagram of an enbodi nent of a user agent according to the
present invention, 5 Fig. 3 is a bl ockydi agram of another enbodi ment of a
user agent according to the invention; Fig. 4 is an illustration of an
enbodi nent of user equi pnent to which the teaching of the present

i nventi orFigam ibe G HRGrath & 4 emifodifiedof & hisst babhOAcird@iobhge

enbodi nent of user equi pnent to which the teaching of the present

i nvent i oPTEEMIHEVERANed; Fig. 6 is a bl ock di agram of an enbodi ment of a
content provider according 15 to the present invention; Fig. 7 is a flow
dlagran1 . a_ cookie |ng met hod according to the present invention; 20
Fig 8id%&? P%@vba?%gﬂf g o enpEher fgehgime Mimege of prassareent perprdingdoof Fig. 7
in nDretﬂgﬁﬁwdnuOﬁlg 9is aflowdiagramillustrating an additional step
of the cookie nanaglng nmet hod according to the present invention; 25 Fig.
10 is a ftow diagramillustrating additional steps of the cookie managi ng
met hod aqger 489Gy ﬂlﬁs@ﬁatﬁfrﬁéﬁ% EAVERADR, ofat%larlzécgn fierl o duhicAdl agr am of
a resource providing nethod according to the BSent Invention. 23
OCTOBER Jowrdhing obthenprespnbisiertion|an be applied;

10
Fig. 5 is an illustration of another embodiment of user equipment te which
the teaching of the present invention can be applied;
Fig. 6 is a block diagram of an embodiment of a content provider according
15 to the present invention;
Fig. 7 is a flow diagram of a cookie managing method according to the
present invention;
20 Fig. 8 is a flow diagram illustrating the receipt-generating step of Fig. 7 in
more detail;
Fig. 9 is a flow diagram illustirating an additional step of the cookie
managing method according to the present invention;
25

Fig. 10 is a flow diagram illustrating additional steps of the cookie managing

method according to the present invention; and

Fig. 11 is a flow diagram of a resource providing method according to the

30 present invention.




Thr oughout the drawi ngs, the sane reference character s23iQCTOBER 2606 or
corresponding or simlar elenments. 5 In the |ast years the privacy and
security awareness of conputer users and those that are enploying the
Internet has increased trenendously and is today a prine issue for nmany
users. For exanple, with today's technique it may be possible to map a
user's Internet application pattern, ige. registering the Wb sites he/she
frequently visits, by usin a state ob ect a cookie, .to specifying, anong
others, the Universal Reso Aﬂe@@ SCRIRIION: the Wb sites the user

has visit %ﬁw I (Y ch m ght
lead to c@%se Uences T&r% Salhig I%tégg ?%Cﬁépa[%erﬁet %1 o é@; countries

t hese prlmmspnnénngsaﬂmnnlab@mndnwcussed t horoughly and the demands on the
content providers, i.e. those providing Wb sites and are 15 setting

cooki es, have increased. For exanple, it has been suggested that a content
pr 6vi der Insthedhsiajdaraathetpriveaty md:sechixetyvﬂwmmasé of ebm@u@w Gsaig add cooki e

rivac i nf orm t he,.us abqui the coo how.i t used

P11 Va5h BRiob tnat REE RN BireBod had HecBRcd Tufhrrdouit srebin

provi der mday leneniniehigsue fmse{ar@cuwsl Foham@mammha:dd&ﬁfrg temﬁqﬂedt privacy
policy and ngs h%z &éce ted, or 1;113% at Ki es, be set. The
present i HEEMEIRATS AR AR § Indermg gpp}:,ca} PF‘ FIbr‘rﬁf glsFﬁri%cy 25
Prefer e?cms WEBJ ﬁtfds hf’ﬁﬂ)e f.tadmeﬁfxsz vibits,t Byl dies et @EatB&BaJeétQ\éil desiiee. 0.
neans or sites to res eir i.vac ractices, .includ usage

ran o RE R Bo AT, PORGTS, ihe IR HHa) ROPSITAR Lopatons (UREs) dets iy -

mterpretweb HiesU$Ies Susat! haw igitbdle MaR efderd NG ABIS vti&at:ﬂgqﬁleyh&e users

about the site racti.ces hus, P3P provides a mechani sm for ensur| ng that
isers carPBEFo PTG Eaodp ChRSASCRD Frh s Ut Bilbush e Hdpen

per sonal Ihpzhlaﬁﬁ%bimtmm ﬂ:ﬁd&tpm E@éﬁé&eaadméaﬂ@isbagsé@&ﬂfreu@a l%?ﬂ%t and user
privacy c und in L,n 23 OCTOBER 2006 , 9 T resen%( i nvention
will now cgﬂée&ﬁss B ¢ #E@wre idersy geqthose R:@V@é%meb sites and are
15 setting cookies, have increased. For example, it has been suggested that a
content provider is not allowed to set a cookie without first providing a
cookie privacy policy, informing the user about the cookie and how it is used

[1].

20 The present invention provides means for enabling a content provider to
know that a user actually has acquainted the provided privacy policy and

thus has accepted, or rejected, that cookies may be set.

The present invention is well adapted for use in the Platform for Privacy

25 Preferences Project (P3P}, but not limited thereto. P3P provides, e.g. means
for Web sites to express their privacy practices, including usage and
management of cookies, in a standard format that can be easily interpreted
by users, allowing the content providers to inform the users about the site
practices. Thus, P3P provides a mechanism for ensuring that users can be

30 informed about privacy policies before they release personal (privacy)
information. Further information regarding P3P and user privacy can be
found in [2, 3].




procedure in connection to the data processing system 88 G¢FOBER 2006 p3p
agreenent concerns the privacy practices of providing a resource froma
content or service provider 200 to a user's user equi prent 300 over a 5
network, such as the Internet. In this connection, a resource is a network
data object or service that can be identified by a URL, e.g. a Wb site or
page, video, picture, audio file, etg. In the follow ng the resource is
identified as a resource associated with a 10 cooki e. o4 gson

ST | | edh,8 phdi@neivermionsyiliomye be disruascoBR P HLEET e P sgﬁ]rg%e is

provi.ded t0 a user equipme 0,41 ..iNErdeeadiaRt syetan | derig200 Ther B ti onal |y
al so pr GVEEHT cﬁg?’ﬁgg?s'lé%t%%%)ﬁiooki egi r?'.%_he user L 300.

i n
More i nfRrdapidn®ncaiesis cihekpEsacanrassices i BYUkTes %Jﬁs%%ggoig‘gr% in[4]. 15
The data processi ng system.of K I drdd@ser igduisidedt 800t ovarh@ user
equi pnerfenEod @'n&eE‘Bﬁ%/e?FPVWSV@é%FOZ 0, g_ user agent .100. Tgtilid er agent
1Q0 mdi;ﬂéc&érﬂ Rfehastihenatesheh I Hes connedtion BoFsaerceidd TS Behal T of the
user. e agént 100 may be j. SARNE UL td  ASBIb @tprreee vieo, e.g. in
t he V‘ébotﬂﬁftb\ﬂséﬁf"é?e%%j?“ %u prrerﬁegsoo, pgovi ded as a plug-in to the
Wb 20 bﬁieéﬁﬁéraﬁiotfﬂ@ gtser equi pnent 300. Alternatively, the agent 100
coul d be" inplenmented in a proxy server, |ocated el sewhere, which is

di scussed in nore detail below The P3P agreenent proced ri v%&;lee[ ally
starts V“f}ggrb@féiﬁﬁﬁngeﬂiéeﬁé@uac&mkimﬁﬁzé S SO ETRUERS P@%‘lﬂ#ﬁ om a cont ent
, €e.d.

provi der y clicking on a li n b i é@kp-asseotatetl on t he
Web br owsekinfAg H%@Pnéﬁl%h@ieﬁakg}évﬁyoﬁgﬁteri ng, .using. a board or

simlar %essﬁﬁrc%en?é’éarbﬁﬁ%ﬂfﬁp@’ ubdre etipneeintt B0, s FOPEEtoRr PHET br owser,
The user "agen 0 associ‘gt ed with i%%sig&%rt)' Sools §f 188l uiseNeqiipBnt

transm t sraditionadiy pdee @revdehar SES U IREES PG Uest a request 3(8.4843 for a
privacy pghl fed &56B066n Hbbat ekt atdsetingpopkies ORR RSTIOFRE " otki e-
associ at fesource. This reference file states what privacy policy, or

sonmetimes policies that apply to a specific resource (URL or set of URLs)
priovi ded by, 46, SRALARIDIQicierol0R, 1 rinchitss, vior edditioReth PP cY>Fef erence
: = equipment 300 an%i content provider 200, a user agent 100. This user agent

100 mediates interactions with thé content provide;- 200 on behalf of the. user.

The agent 100 may be implemented in the user equipment 300, e.g. m the

Web browser of the user equipment 300, provided as a plug-in to the Web

20 hrowser of the user equipment 300. Alternatively, the agent 100 could be

ich is di i re
implemented in a proxy Server, located elsewhere, which is discussed in mo

detail below.

The P3P agreement procedure generally starts when a user requests a. cookie-
25 associated resource from a content provider 200, e.g. by clickingon a linkon a
Web site presented on the Web browser of the user equipment 300 or by
entering, using a keyboard or similar user input interface, the? URL of the
resource on the Web browser. The user agent 100 associated with the user’s
user equipment 300 transmits, in response to the resource request, a requeist
30 400 for a privacy policy reference file associated with the UI‘QL of the .COOKLC-
associated resource. This reference file states what privacy policy, or
sometimes policies that apply to & specific resource (URL or set of URLS)

provided by the content provider 300, In other words, the policy reference file




is used to associate P3P privacy polices with certain ?éé?g'ﬁgaﬁR@ﬂﬁﬁspace
of a content provider 300. The policy reference file is an eXtensible

Mar kup Language (XM.) with namespaces file that can specify the privacy
policy for a single Wb site, portion thereof or several sites. The
reference file typically 5 specifies the URL where a policy file is found,
URLs or regions of URL-space covered,(and/or not covered) by the policy,

cookies that are (and/or are not) covered by the pold.cys e policy
r ef er engéeudd ® assopinéé ERIIryarDPAlES W&ertﬁibﬁe@i? e%f %Sﬁ%ﬁengﬁﬁ"

| tion, d | diidadi hald acatr eXtermfible hblaghup
rg? Zr ;g(g@nﬁ%%l%egﬁoﬁfd%ggﬁag'nqﬁgpg?l%?%@%fﬁp I_Gan uage ]%'T—FI'IVLB%&;H Qﬁyt ag,
eXt ensi aaghHdd (XNKETWh ndméspaags Ble that F%es@?@%f ﬂ%a P Prdtocol  (HTTP)

header. Th ferred predefi | abfeterel fileytypifallyence file
S fva 1A Wl SiecppBidif ThiBGhok 1efetal B0RL! o ablcbopl I

e path /w3c/p3p.xm . Thus, | he. mai n of
the requgstiads tA6 URIS odiece ai olimywiilanes @%&gtt\}% B APERES Plébg]‘eﬁ%%%fi le is
found on wwwv._wer ectyou. : ks SUah afe a8 or e nosler agent
100 idé‘ﬁ’ﬁ’?‘ieli\ggngz 88%& ‘hegg‘ﬂi‘%%ﬁg%fé‘g% 3ted C(S)Qki e- as%?chatagd resource and
adds  t heysielif by tiid WatenpcxThy pobicyseferanse) e d¢ IFRCHIPY (¥ &t & &Ence file.
20 Alternati vel in_agditi.on, CHERtcoifd ihEYed thy 1bBakRnmay poi nt
to a powqeéﬁm%ﬁ/"é?@fﬂ%f’ Ig‘:’qf"@l gﬁ’gpﬁ?ﬁe&%se of Ca P3P respomﬂfr. In
such a cgSge Theheadis toouigh amdhuneTewi Magaup dapgp - P3P
policyref="http:// , oy Leyifekerenaes. potdcol 25 The
uger agem%%ﬁ%ﬂﬁﬁg&mi%%gﬁﬁhﬁf erence file from such an
HTTP heaﬂg@p&ﬁegd&gcunent transmtted fromthe content provider 200 to the
user agent 100. A further possibility is to indicate the |ocation of the

rel evant P3P policy reference file with an enbedded HTM./ XHTM llli nk tag.
AN 30 expoRkcabdifedkimd kagvh docatiamat a glolicpariprence file is available

B o SRES %ty St Pkl &/ B! BbARGS DO HE 1edded CBER 2000
15 resource is www.werespectyou.com the reference file is found on
www.werespectyou.com/w3c/p3p.xml. In such a case, the user agent 100
identifies the domain of the requested cockie-associated resource and adds

the suffix (/w3c/p3p.xml) to get the location of the reference file.

20 Mtemaﬁvely, or in addition, any document retrieved by HTTP may point to a
policy reference file though the use of a P3P response header. In such a case

the HTTP header could include this exira informatipn:

P3P: policyref="http:// www.werespectyott.com/ P3P/ PolicyReferences.xml”

” The user agent 100 then identifies the URL of the reference file from such an
HTTP header in a document sransmitted from the content provider 200 to the
user agent 100. A further possibility is to indicate the location of the relevant
p3p policy reference file with an embedded HTML/XHTML link tag. An

30 example of the link tag is:

<link rel="P3Pv1” |
href="http:/ / www.werespeciyou.com/P3P/ PolicyReferences.xml’>




In such a case, the user agent 100 identifies the URL 83 QGEOBERR8OGe file
from the tag. 5 Once, the user agent 100 has identified the URL of the
reference file, fromthe well-known |ocation, HITP header and/or

HTML/ XHTML |ink tag, it requests the policy reference file 400, typically,
fromthe content provider 200. The requested reference file 410 is then
provided to the user agent 100. Herebglow follows an exanple of such a
policy reference file: 10 <MF, TAxmi ns="http://ww. w3. or g/ 2002/ 0l / P3Pvl ">
<POLI CY- REFERENCES> <EXPI RY nax- age="86400"/> 15 <PCOLI CY- REF

about =" P3P/ def ault policy. " NGlddDRERe URL of thieNeldubice HEXTMDE> /

regi stanPuF}ﬁ&egﬁseﬁﬁ’rﬁ%s% aé%fUEOOEEd </ POLI CY- REF> 20 <POLI CY- REF

about =" RRPtd£gi ster policyi I"> <INCLUDE> / register/ index.htm </

| NCLUDE>  <COOKI E- | NCLUDE/ > </ POLI CY- REF> 25 <POLI CY- REF
about =" P3P/ cooki e_policy.xm "> <C OO KI E- 1 NCLUDE> éi nf o/ﬁg/ l.E- I NCLUD
By </ P@QY1iERserkgRELI00 RERBRENGE S URY o e TaisrsifE Fer BPELES 1ile

exanpl e above indicates |4 ..t | Mbyirlheag, it requests

/ regi st e¥gll-kpexn ?‘Fﬁmﬁ’am llm%dgg aglgls[%?mhgﬁ{%ﬁf he r er%i t e(r)%g%ol,}hcé/. xn

privacy g3 @E?B%Bsr%ﬁe@ fild 20pp Ity pigalty,l Fowhsre gkt RREEboRIes set by t he
par

[infol* of the sit L. be shdPesitvuddh e genpkoe,_Hetdbelowx
privacy Iﬁauﬁii?dﬁ’ﬁeé‘?n%ﬁ%\%hf%&n%%gg(%’%a%cgut referegﬁce files can be found

in [2, 3dpows an example of such a policy reference file:

i0
<META xmins="http./ /www.w3.org/ 2002 JO1/P3Pv1™>

<POLICY-REFERENCES>
<EXPIRY max-age="86400"/>

15 <POLICY-REF about="P3P/ default_policy. xml”>
<INCLUDE> /*</INCLUDE>
<EXCLUDE> /register/index.html</EXLUDE>

</POLICY-REF>

20 <POLICY-REF about="P3P/ register_policy.xml™>
<INCLUDE>/ register/index.html</ INCLUDE>

<COOKIE-INCLUDE/>
</POLICY-REF>

<POLICY-REF about="P3P/cookie . policy.xml’>
<COOKIE-INCLUDE>/info/*< /COOKIE-INCLUDE>

</POLICY-REF>

25

</ POLICY-REFERENCES>
30 < /META>

The reference file example above indicates that all the cookies set by the

/register/index.html page will be described in the register_policy.xml privacy




5 The user agent 100 then identifies the P3P privacy p8BiQyTQERR2806d with
the desired cookie-associated resource fromthe reference file, or the
cookie privacy policy associated with the resource, if the cookie policy
is provided as an extra policy file. P31? privacy policies use an XM_ with
nanespaces encodi ng of the P3P vocabulary to typically provide contact
information for the 10 legal entity (gontent provider 200) making the

representation of privacy practices. in_a poligy r.al: Lypes of

dat a or poity fitd eientas elbithe coeliies i5H t’é(xB'fea?Wf?fg\/\P?l&i}lf aegst'lﬁ\va ?‘ﬁi?qc used.

Thus, a (coali ' i i85 alelligy €y Msreainjordwttan: Heauli s st or ed
sSremeteE by o EBto o el drieRt Bl

in the e cookie. The policy further preferably
r ef er engefepdriceffilepose bedoswtimi2edlwi t h data 15 stored in the cookie or

enabl ed by the cookie. Also any data/purpose stored or |inked via the
cooki e should be found in the cookie privagcy polf'_c}%. In@d{?i‘h}i{}gﬂw I f the
lighked dpteusér g@nk a@edehyidetifes FREBEY eYLIPhats eV er 't he get or
fetch request, shqul d al over b a0 lrbfegdricenfileosr akangickje when

" Res pectopFgdas %’ﬁ?f‘%cﬁre&re é %{e(;%o}lﬁble ]

out a formw.th hhelr nan(%,dgl ling and
20 shi ppﬁgﬁ@_dﬁrgdmrcwsiscﬁateﬂhﬂﬂﬁ’ﬁe peSQHES: iHERe E9PHIRRLIEHIRPEIHE Tor m
submittal should, disg]o h SSRGS | k§R! switthirsardedpmeesd expl ai n
how it i&® %E%.thFYvﬁ eé%e%t@%’&%ggs a CE%Ei ﬁﬁso that it .can.recognize its
cust ONer g, @thg ebeR NP vdreibuldryHadypicaln pravide gtart OIF‘fat’sCWo{?Fgﬁ ave a
separate policy for thi cOoKli e WEMS ' soelstioni 6f girbacy i nked to
t he userlegah&%,ty b(FP]PW?S %ﬁ?&i‘%ﬁ 2 é|ﬂ8p| ngﬁgn?%r tlr;gaiﬁeon, pe;r;ﬁaps SQ.
WeRes pecg,}/&ﬁcea%;l% Gepel@t, entustrata theatyaes of doja ge safa skagn SVREFEeE he
custoners live, then that ta S | 86dlase drivacy heolicpoki e
privacy pofi @%1?133@13"@,“’ Rﬁ% &%ﬁe@??ﬁ%ﬂfs\%g&%}%ﬁi%y@i S i)ég)nt'?i ed..the user
agent 100, Leeifp bovdih eny I dhitcy stord in2De isagld B AR RN OPHR pol i cy
as found’in the palicy reference .fj h st e cpabd oyitd3@atas t hen
provi ded The PWthhﬁbé?{?f%i%gY lﬁf?rﬁ%?eca %gx rrplge&of “a pri vla%c pal i cy
deal i ng Wit 4GR%kE @5ckis o euabicHeretiel makic2 AlGTOBERA] BHELOSES ST £
/

XMTNS="hULp: & W W8 i sho0d De ot lin the Yobkde privaRfolibp o aiittors,
if the linked data is collected by HTTP then the policy that covers the get or
fetch request should also cover the data collection. For example, when
WeRespectYou asks customers to fill out a form with their name, billing ‘and

20 shipping information, the P3P privacy policy that covers the form submlltt?l
should disclose that WeRespectYou collects this data and explain how it is
ased. If WeRespectYou sets a cookie s0 that it can recognize its customers and
observe their behavior on its Web site, it should have a separate policy for this
cookie. However, if the cookie is also linked to the user’s name, billing and

25 shipping information, perhaps so WeRespectYou can generate custom

catalogue pages based on where the customers Hve, then that data should also

pe disclosed in the cookie privacy policy.

Once, the relevant privacy policy is identified, the user agent 100 requests the
30 policy file 420 based on the URL of the policy as found in the policy reference
sile. The requested policy 430 is then provided to the user agent 100. A typical

example of a privacy policy dealing with cookies is found herebelow:




di scuri="http: / /www werespectyou. com Privacy/ privacyReRe¢TOBERZREN * 5
xml : tang=-"en"> <ENTITY> <DATA- GROUP> <DATA

ref =" #busi ness. nane" >WeRespect You</ DATA> <DATA

ref =" #busi ness. contact-info. postal.street">23 St Street</DATA> 10

<DATAr ef ="#busi ness. cont act -i nf o. postal . ci t y">Bi r mi nghanx/ DATA> <DATA

ref ="#busi ness. contact -i nfo. post aLst gt;epr ov'>M </ DATA> <DATA

ref =" #busi ness. cont act-i nfo. post at. po C . 09</ DATA> <DATA

r ef™ #buskPREIES mmales=Thitws / ()Waw.gé%%fréﬂ?'/ g’%%ig'f%%wm <DATA

ref =" #busi ClrsddifoPnefdi ne. emai | =" mai | @Gwy. con</ DATA> 15 <DATA

ref=" #busf%@@%ﬁ%@gﬁ’%ﬂl nfog.pt el ecomt el ephone.intcode"> | < / DATA> <DATA

ref =" #busi ness. contact- info.tel ecomtel ephone.| occode"> 123</ DATA> <DATA

r ef =" #busi ness..cont dsiE b8l RO ivat eiFtivaey Practiceiied8ass- </ DATA>
SRR e G

</ DATA- ><cont act - and- ot her / ></ ACCESS>
<Dk SPUTES- GROUR: 2BngBle8PUTES resol uti on-type="i ndependent "

servi ce=" h:[< Q[Fi mwv. PrivacySeal . exaxnpl e. ore
short -descrtp n="PrivacySeal . exanple. org"> <IM5 src="http: /
[ www. Pri vacyBaah-GRGUExanpl e. org/ Logo.gif alt="PrivacySeal's |ogo"/> 30

S RENED! B < C ORI o R iSRRG ou< FORIAPUTE: GROUP>  <STATENENT>

<DATA ref="#business.contact-info.postal.street”>23 St Street</DATA>
10 <DATA ref="#business.contact-info.po stal.city”>Birmingham</DATA>
<DATA ref="#business.contact-info.postal.stateprov’>MI< /DATA>
<DATA ref=”#business.contact—info.postal.postalcode”>48009< /DATA>
-<DATA ref="#business.contact-info. postal.country”>USA< /DATA>
<DATA ref=" abusiness.contact-info.online email="maik@wry.com=< /DATA>
15 <DATA ref="#business.contact-
info.telecom.telephone.intcode” 1</DATA>
<DATA ref="#business.contact-
info.telecom. telephone.loccode”>123< /DATA>
<DATA ref="#business.contact-
20 info.telecorn.telephone.nummer”>123456< /DATA>
</DATA-GROUP>
</ENTITY>
<ACCESS><contact-and-other/></ACCESS>
<PISPUTES-GROUP>
25 - <DISPUTES resolution-type="independent’
' service="http:// www.PrivacySeal.example.org”
short—description=”PrivacySeal.example.org”>
<IMG src="http:// WWW.PrivacySeal.org.example.org/ Logo.gif’
alt="PrivacySeal’s logo” />
30 <REMEDIES><correct/></REMEDIES>
</DISPUTES>
</DISPUTE-GROUY>
<STATEMENT>




14 <CONSEQUENCE> We tailor our site based on your pasi.23\9girP§ER 2006

</ CONSEQUENCE> <PURPOSE><t ai | ori ng/ ><devel op/ ></PURPCSE> 5

<RECI PI ENT><our s/ ></ RECI Pl ENT> <RETENTI ON><st at ed- pur pose/ ></ RETENTI ON>
<DATA- GROUP> <DATA ref ="#dynam c. cooki es"> <CATEGORI ES><st ate/

></ CATEGORI ES> 10 </ DATA> </ DATA ref="#dynam c. m scdat a" >

<CATEGCORI ES><pr ef erence/ ></ CATEGORI k5> </ DATA> </ DATA- GROUP> 15

</ STATEMENT> ﬁéﬁ </ POLICIES> For information about policies
reference i<sccr}ra egpg‘ﬁ%?f 3] 20 In an enbodi nent of the invention, once

t he user agéelt tdi® M@éﬁe\k@@éﬂmywﬁélﬁ@%ﬁﬁﬁ?equested privacy policy file it
may di spl ayb}cﬁwﬁﬁbbﬁ)ﬁﬁga user interface, e.g. a screen, of the user
. e

equi pnent 3 usSer can then survg/y and read the policy. In addition,
the user agePTRUOSEskimibring/ a<davelopion/PEREOSER 25 a pop-up wi ndow, on the

screen of th@g@;ﬁiﬁ TQ&ur%?%«éﬁﬁ:@hﬂENtTge user to accept or reject the
rcy. ' Th

pr%sent ed pf user can then select accept (reject) the
pol i cy and tRETENDION-estaticsecpsypode </ RISEPGIPEy is set on the user's user

equi pnent 308 Ejg Cﬁ%&)@‘b' ng on the accept (reject) button of the pop-up
wi ndow, by P 8437 Eey of a keyboard associated with the user equi pnment
30 300, etc.<Basadeehidymasninseokiesfrut, the user agent 100 generates a

cookie poli Cz’cﬁqeﬁﬁb&&ms%ét%@eﬁ%/Sh%ﬁﬁ%ﬁﬁﬂsL” nmore detail bel ow.
10 </DATA>
< /DATA ref="#dynamic.miscdata’>
<CATEGORIES><preference/ ></CATEGORIES>

</DATA>

</DATA-GROUP>

15 </STATEMENT>
</POLICY>

</POLICIES>

For information about policies reference is made to [2, 3].
20
In an embodiment of the invention, once the user agent 100 receives the
relevant requested privacy policy file it may display the policy on a user
interface, e.g. a screen, of the user equipment 300. The user can then survey
and read the policy. In addition, the user agent 100 displays a question, e.g. in
25 a pop-up window, on the screen of the equipment 300, urging the user to
accept or reject the presented privacy policy. The user can then select accept
(reject) the-policy and that cookies discussed in the policy is set on the user’s
user equipment 300 by clicking on the accept (reject) button of the pop-up
window; by pressing a key of a keyboard associated with the user equipment
30 300, etc. Based on this user input, the user agent 100 generates a cookie

policy receipt, which is discussed in more detail below.




23 OCTOBER 2006 15 In another enbodi nent of the inven@&?Tg?dE%QQPGhas
specified user preferences, a docunent specifying a set of rules of

managi ng privacy data, including cookies, which the user has accepted. The
user preferences may be stored in a machi ne-readable format called A P3P
Pref erence Exchange 5 Language (APPEL) specifically ‘designed for this
purpose. The preferences define theiprivacy settings of the user, e.g. by

speci fying un con S Hadd t]ﬁédheuse.tser
equi prentt @é’@gﬂefhg grmsa‘g ‘%fl %goﬁﬁgﬁﬁ&?r emfﬁ%rggey has, pgr has, access to,
o0, S belalicnal atumant B & e v

141
access t’@CBJ@F%F%/CHﬂg%rWWNE‘ftg‘P o a’tgrjatcc }rglﬁd] R

Hees that cl ude the default ﬁl’l vacy

settiNgsyBRid & Neodbite-ruetabld yorstar calledsihPIhPrekarnegy it 408 The
default preference_is. then. fera pers I ur @@g s]'hus t he
us®er ageﬁ%ﬂg‘}aéﬁr@? |?Fl§°lfﬁé‘ﬁ%s'i?sl?%égi g‘;ﬁe%t% Eéﬁ&rsg ']{‘Jk{s%d .

present i BeganOuUBSt hEREcyt Gettinimerof Wiiteh set,r ergnber spetil eBnW eck box.
Thi s usual | 15 works I ser._tr {k atg.
filling Eep rlen%mﬁké%%ﬂ@arﬁéﬁ ?%@%&Péﬁ “ﬁsgr égr%g?ﬁlgnﬁiggggmg " The user
agent 10Qgq R0 1R bﬁhfabé’aoﬂéﬁl’toe@m m:rrns’tzaﬁonmg%aﬂm?@hﬁuestr on

("Do you vvant to f| II addr ess nfor a eeck box,
i ndi cat i iger ¢W§?§rhl%/ihe§ RIEEEi S ngSB Ca‘)“ hﬁé%klll xg?lgytghecked t he

DES' sion géntgf(ﬁf £dy Have -ackéss tesEdfaylt &%wm@encwiélamp@iétl@@ﬂ‘&‘c‘éﬁﬁﬂ]i ngly. 25
ring usdge t preferences wll Dbeco | Tped based
on the ugeivaey settings befasith &%rﬁﬁgﬁﬁlﬁr%ﬁ&ﬁﬁjnggﬁ]ngérgr&%va ;ﬁ?%o'rrnatl on and
cooki es. defh&rﬁ‘g?ef@f@ﬁe@l@eman bRefetitly pagenbliAdD Mnmbmﬂ'ﬂé@ t%<conpare

t he recerv rivacy policy vvrththe e as8dingn this
corrpar | sorser agens. ﬁhﬁ’hﬂ?‘ ike HFFK/S%VPFS B?%ﬁ%sl%ldé Qgﬁﬁc hes '%he user
pref er ences. ifns BPQK:&rRPlth G “refie@hlfr s gecliienoaf ethesk fhokaThisoussdive

15 works like:

1. The user tries to do something, e.g. filling in. his address on a registration
form on a Web site.
9. The user agent 100, or some program in the user equipment 300, asks a
20 question (‘Do you want to £l in address information?”), followed by a check
box, indicating “remember this decision”.

3. If the check box is checked, the decision is stored, i.e. the user preferences

are updated accordingly.

25 During usage the preferences will become more and more personalized based

on the user’s earlier decisions regarding managing privacy information and

cookies.

In this embodiment, the user agent 100 is implemented to compare the
30 received privacy policy with the user preferences. Based on this comparison,

ie. whether the privacy policy fulfills or matches the user preferences, a
cookie policy receipt is generated similar to above.




23 OCTOBER 2006 16 The policy receipt, thus, specifie23/PEeTRBERRBGser
accepts or rejects the privacy policy and that a cookie, associated with
the resource, is set. The receipt is, thus, generated based directly
(using a user input) or indirectly (through a conparison between the
privacy policy and user preferences) on 5 the user's decision. The
generated policy receipt is then traggmtted fromthe wuser agent 100 to

t he. content provider 200 that i.s to i rLeOCEr adjectssitte cooki e.
The recelpt peliay deqsédt r mSPF%lﬁesag"l‘ge ée{ﬂd:&gea:deégr nesé;%%e tp the,.content

provi dea%l%g%%oﬂcgl%&tﬂaﬁa’t o, eoukiaf adsoeiated seteshefresHEcpsP S cbffent

signal i be en”the user agent ,100 d.t (o] vidadire®®: I1n a 10
preferrenbca’pbéﬁiﬁﬁ%ﬁ;,g@cl’ﬁéatﬁéﬁ?ﬁdr‘gi%ﬁ t(&‘sgﬁ% %cp%ﬁg%jnﬁpt he H'III: P header of
the r eS@%{?tglghg‘gtcoﬁ{\Faﬂri’sbﬁhbé&&§ﬁqﬁe Affvaicy amioy tanst useo BFEEENEER %hgent 100

to the nt provider 200. An ex | e of Sliftd foeh Wik ng HTTP
hemder ofhe wseystdasisiengEhy genarafes| P :refglpéélj' %F?rﬁgéa%fépﬁp HT TP/ 1 HOST:

1
VWA, wer eggerc%géﬁt' -16@&% +R8 Ront2R grevidec20p thaiistn prosde XaefReeuEroR the user
has, dir I'V¥"or indirectly, accepted the . priy . i andné hat a
cooki e t eetheckit. . ThEthscesiply G2HE R H&“W%e%eagd%?&%\éfca?%%%éség%e rej ects cookie
setting on his/hek:Useso GALNE 36 bBtheGREssegnslok IshBSFmEmFEnt  HOST:
WWW. wer egﬁrégflygu. com 25 P3P: cooki @8&%%3 ﬂi nogtelllftr#}agiéfgﬁqooaqgegt s the
(cooki e) siynbling yogpwtéw ythgndserhags i & &Y addition to

lto:lgcis(T'etstpisﬁg,rg%%ﬁfd&&fﬁ%ﬂ%&%u&fg@@uis ihdudedin dyeHTTEdGadendHhs or

es assoclated with the r gues i N ggéll__r Sl ready 30
stored orTeédtewgetrommlpmfﬁﬁa%@‘}OQi%‘ﬁma‘ttg‘g %ﬂ%glséfr %ﬁg/lhgegnn%r ovi ded
during an earlier .r t fjgaﬁgp@@frguae&oltmei@t@mcladinfgrﬁ agen® URL) .
Once t hé&® é’ﬁ?"‘ﬁ‘rggé{ﬁg‘e?ﬁzeoo receives the receipt, e.g. in the header of

the get o gacnessagebsaafmlowst provi des the resource 450 to the user
equi prent 300

15 GET /index.php HTTP/1.1
HOST: www.werespectyou.com

P3P: cookie-receipt-ok

In the example above, the user has, directly or indirectly, accepted the privacy
20 policy and that a cookie to be set. The corresponding HTTP header if the user

rejects cookie setting on his/her user equipment 300 is:

GET /index.php HTTP/1.1
HOST: www. werespectyou.com

25 P3P: cookie-receipt-nok

If the user accepts the {cookie) privacy policy and that a cookie is set, in
addition to transmitting a positive policy receipt, the user agent 100 replays or
provides any coolkies associated with the requesting resource and alre:ady
30 stored on the user equipment 300. Such a cookie has already been provided
during an earlier request of the same resource {i.e. from the same URL). Once
the content provider 200 receives the receipt, e.g. in the header of the get

resource message, it provides the resource 450 to the user equipment 300




23 OCTOBER 2006 17 (possible through the user agent 133)9‘3?9'361'%!%.299% it
sets a cookie, or updates (resets) a replayed cookie. If, however, the
user does not accept the policy and that a coolde is sent, no 5 stored
resour ce-associ ated cookies are preferably replayed. In addition, the wuser
agent 100 preferably renoves any such stored resource-associ ated cookies
fromthe user equi pnent 300. The usenniragent 100 al so transmts the

(negative) cookje recejpt t t B RAOH 6 851520 Boolih)i cxhupdates hus,
i nfor msd(&’)oﬁﬁ‘gﬁ3 8“6@2’%&?52&%%@ gscbg'e%?% e prli vacsy policy or that cookies
shoul d b@es@t) a #pldfel eamwMient provi der 200 can now provide the requested

resource, but in a cookie-less version. In sone applications, the resource
m ght be a non-optimal version of the usual cookie-associated resource,
wi th | i mif edykus thenseardes tepacagn ahe policnppdaihah@ecookie Bt 4Pso be
possi bl e that the resource, cannat. LON] ' OfKiz@ditforaheused. I n
su€h a céﬁ?dtqﬁ‘éo‘é‘i?ﬁtaésrf’cﬁﬁfﬁﬂog?eszgge %ggfé#éeiﬁgrﬂg lje%r%g mts a message
i nform nglsgpea%éagn@@e@tefelﬁﬁlyam&nm angcsuclli sigted 1EsoUNGE-288PRIRISE provi der
200 fraudulently tries to set a ' heriRC@ept
speci fi esoplkigs foma the ayser 8ﬂ‘é’<ﬂ“§ef§ﬁ'§ﬁc§’ ei%cég%gﬂépbe&?tlﬁﬂ%?qr 1agent 100 is
pref er Sbl@{e 'a@ﬂg)em‘??edeﬁpﬂ ﬁﬂ@xléezoglmntgughidﬂeééf)ywhick( Ea@ﬂlﬂ@)lnﬁ%'fﬂegooki e
command. 20" Fig. 2 illustrates ock di aqr Sbadi e L. a user
agent 100hakBroRsRT PSR HRFCHPE ﬂ‘far?gé???il%%%g]t%%gat}ser %gjéig? 100 conpri ses
an § NPUt AN AP BEoiabOR00 ek 436 frovidenhagiengesiodmndursei Bt W #h
associ ated user equipnent and a.coptent grQ%u%ém@P@Eéa%%}—]&%ﬁ@tor 120
of the uswokiegens vesiorndn Foms sRRICAHARYAHE ISR TUR PR T o the cont ent
provi der, eugn 5%633%1131 ﬁé@fﬂ/@%ﬁﬁﬁa@t&& ireg@hrcppi::ﬁt&ylifﬂi‘teé mﬁgiz:‘%ou_r ce
nmessages transmtted by the unj t to the..c idahoduring a
P3P agremsmé@@iﬁpﬁ?a%néﬁolﬁi‘:@uwr %]égijb&paggg]i&?é? gf%:ﬁq%%sﬂﬁi%npl enent ed i n
the user ??ﬁl}m&é@ﬂ £ cBokik s o€ usB@SEAgAcly enmisal tire 4@Gent PraidRIcA&Y or

e

el pi qrebablr LSRR BesREs Bhknas (e Gsof $giht ') Yndidler 2. the
accordingly. If the content provider 200 fraudulently tries to set a cookie,
although the cookie receipt specifies that the user rejects any cookie setting,
the user agent 100 is preferably implemented to ignore any such received
(faulty) set-cookie command.
20
Fig. 2 illustrates a block diagram of an embodiment of a user agent 100
according to the present invention. The user agent 100 comprises an input
and output (I/0) unit 110 for managing communication with associated user
equipment and a content provider. A message generator 120 of the user agent
25 100 generates messages transmitted to the content provider, e.g. the get
| reference file, get policy file and get resource messages transmitted by the IO
unit 110 to the content provider during a PSP agreement procedure. A cookie
receipt generator 125 is implemented in the user agent 100, e.g. in the
message generator 120 or connected or associated thereto. In the embodiment
30 of user agent 100 of Fig, 2, the receipt generator 125 composes the cookie
privacy receipt based on a user-input signal provided from the 1/0 unit 110.

Once composed, the receipt is provided to the message generator 120 and




privacy receipt based on a user-input signal provided 2BSH¢TRBER 2006 ¢
110. Once conposed, the receipt is provided to the nessage generator 120
and 23 OCTOBER 2006 is included in a nessage, preferably the HTTP header
of the get resource nessage, provided to the 1/0 unit 110 and forwarded to
the content provider. Wen the I/Ounit 110 receives a cookie or privacy
police froma content 5 provider it pgesents the privacy policy to a user.

In an embodi ment of the  jnvention, e ey reeat ofOhd geequipped with a
vi ener (Hlf?u‘?'ﬁngt?'a?lgg?aéea ag%ﬁﬁﬁ or presentj ngtep licies t(l)_o‘ga%{ s.

Al t er nat imeskage, provided tultid 1@ ueihd 10smd fopgasiede e SAMGHRATE the pol i cy
to another viewer inplenented in the  associated user equipnent, e.g. using

a viewer of the Wb browser. The viewer- 10 presents t heE(FoI i cﬁ%n}(‘)n (& user
i nt er f acgvhéh ghe d/6cuaRN] 10 fretdiesus erookifuPp REYECY ipolics FERTR B € vi ewer

al so preferably urges the user 2] ©8Chn tdbodifdenacf el i cy,
e.§. by &TP‘EE?%& B Sﬁnﬁﬁﬁ?ﬂo “‘6?&3@1’%%%?% aemhﬁélgwl,% g_nntericr)]g% t t‘g@or
exanpl e, iY¢@sonorthd( apdr agtmiy 160 kisy bgaipped THEDUS SHEVH (B g@f%a t hen
provided to the I/O unit 110. of e 09y invhagiichptvauss t he

si gnal lﬁqaﬁt%@rcﬂfﬁﬁwog’lcbets tégﬁsggg't%lrt&%gg%@%gﬁ gener at g? 125_t hen
conposes i%@_ﬁt 1Rr ehpt fdrased tha phlicy itmpmothﬁgﬁmWETNI@@@ ?Fi dﬁeﬂﬁti on or
ca

aut henti ing unit 130, may option I PV | throwsBe THRerewgent 100
for aut he&ﬂSP%laﬁdnﬁsed"reqyil@Hg‘ﬁtgetgnélsgdoéo%iv%%regggiﬁ%%%gt?kgvm ng . 20 ?hﬁ cont ent

proyi der 1%%38&&@%5 g,y,uéy emanenitieefaceceg d streeneof the AisSTREURHFEN cat i ng

unirt 130 / append an authentigcati.on t bt o R€ect @@ coul d be
a digital ad;:{l@ﬂ%:t the Ry Bh r?%lgeﬁnﬁ%gu%l:%ngg% E‘f%&gﬁc by gﬁle{r:l%? key 135

of an asy. C[‘YjIgol{@ye@aiby.cﬁa'llaﬁgaﬁsadjmtoeﬁomlpbpﬂ:m/@ﬁiﬁl‘i@‘@aﬁmﬁﬁnﬁ 12t oget her
with a certiticate on the lic key.is stqr _; a3k t¥en Al SO 25
message alfethexamples (Y688 . Ig@ﬁuléﬁlﬂﬁ %%fﬁﬂ%qaglgb%gg%se?%,ﬁaﬁg%be use%nt 0

aut hent i cﬁ&i@aadtd SNt of ¥nt ha oasfithemisef agtet e kiichdenrads thef921 f unct i on

val ue of e request resource nes €, O i thek edfnpdeesshel y al so
i nebudi ngtadies ookig TegaiRk, SEESHROY o?ﬁeh%(%regg%kr%% t he prepsent dat e,

could be  ysed HQ6d SrndRidEhpRY 6RABES .

A security operation or authenticating unit 130 may optionally be provided in
the user agent 100 for authenticating or signing the cookie receipt, allowing
20 the content provider to identify from whom the receipt is derived. The
authenticating vnit 130 may append an authentication tag to the receipt. The
tag could be a digital signature added to the receipt using a privaie signing
key 135 of an asymmetric key pair. The associated public verification key
together with a certificate on the public key is stored at a trusted party. Also
25 message authentication, e.g. using symmetric keys 135, may be used. to
authenticate and identify the origin of the cookie receipt. A hash function
value of the request resource message, or a portion thereof, possibly also

inchuding additional data, e.g. URL of the resource, the present date, could be
used for signing purposes.

30
If the user rejects the policy and does not want any cookies to be set, the

(negative) input signal is also preferably forwarded from the I /O unit 110 to a

cookie processor 140 of the user agent 100. This cookie processor 140 is




30 If the user rejects the policy and does not want ang3@eROCEBERZ08E set,
the (negative) input signal is also preferably forwarded fromthe 1/O unit
110 to a cookie processor 140 of the user agent 100. This cookie processor
140 is 23 OCTOBER 2006 19 inplenented for deleting any cooki es already
stored on the user equi pnent and which are associated with the requested
resource. Such cookies can originatqefroman earlier request of the

reseurce. and were, .th .set ' BiRad |dnethd GseUegaipnengiest
pr ocedur &P efn%?/d B ﬁ%&?ﬁg@%ﬁ%&t}gﬁ%ﬂﬁ%ﬁ 5 equi prent . di d.not have a user
agent 10Qnaceidh Bge taasbdisteinwaht ton ragquesied reaaiicre SUCh R F8Bedure and

that the user then did not hay Ik Yand Qe¥é eitishecpdutieg and
transm t ORESHEIGHIIPR %Sﬁﬁgr F%%‘S?S%{Bfﬁglet eg&gllghtael}ﬁ epr QVi der. Al ternativel Y,
the privagynnel bsficpkeddiect esquust procaghire hivaay: FarRpseibls Hah W ey t hat
the user accepted at the earlier r : | ieehtidt al@nhishe user
do8s not SAEMERY é@c’é%tt ﬁa‘f%aalﬁ?ff t%g%ﬁ?%t% Peé%sog?ﬁgwgg[?l %t&j}gfa Vi ew regar di ng
setting copkiraeqaes srobetigechmhyed thetuseethemdid wot bera apdwor' it ead of
del eting any stored cookies, the .cooki r cylide @pneiiate a
cooki e ddpevieVstmare 1%&“45 IS (1% B%‘g%ggﬁrr% {:%Cé%te%lrmnggi ng program
(e. 9.t he,ehehr Qvaerlivad, theptisay pidypfeht resthirch neigkh hawe ghargsthe 15
rel evant ‘cooki e(s) based on the delete,.,si e ' 1eoakihe
recei pt, frere a polsyuiat the §sey %‘?‘%Pg t g}es%gﬁ%rn%ahtelgé‘ta{&s%?l 1-;34‘(?:‘r_\(§5(;0ki g command
froma (fraudubeniohs SANWAAL tor avéar InFadditian; Ithesuserise 2othPb Wi agr am
of anot her egbodi ment of a user aﬁnt 100 0136609 B bh@sidneent i on.
The user wegardingowtione mogkies sHEH PR §P2B%Far son  unit 160 that s
adapt ed QU GCRIMMAT §ABtAe (£80Kitejedpicboldey, b i mpkiee qaboessof r A qor |/ O uni t
110 with user preferences 15Q. Th ser_pref.er I tored on
the user generpivedconki Cifﬂ@t?i%%‘belt@agﬁﬁ %%T%ﬁfggﬁe%#ga%y Iﬁﬁ%%;é% the I/0
unit 110. Hél\ﬁtr%%wtgt? ¥gl Webtmv\;@?romhefx&reemﬁ@rﬂﬁﬁﬁ, whichs thanedelptss Be

e

connectio ~user agent 100, e.qg. together w +. agent 100
ini@  proxsiecvent ceokists) hreed CRetEr ?16%%%’&%3@?i%€§%&%??&§§6% (é:%ﬁrrﬁar es the
privacy /O unit 110 preferably also ignores a set-cookie cornmand from a (fraudulent)

content provider.

Fig, 3 illustrates a block diagram of another embodiment of a user agent .1 00
20 according to the invention. The user agent 100 of Fig. 3 includes a comparison
unit 160 that is adapted for comparing a {cookie) privacy policy received from
the 1O unit 110 with user preferences 150. The user preferences 150 could
be stored on the user equipment and provided to the comparison unit 150
through the I/0 unit 110. Alternatively, the user preferences 150 are stored in
25 connection with the user agent 100, e.g, together with the user agent 100 in a
proxy, or associated thereto. The comparison unit 160 compares the privacy
policy with the preferences 150 and investigates whether the policy fu]ﬁll’s or
matches the user preferences 150. Based on this comparison, the comparison
unit 160 generates and transmits a comparison signal to the cookie receipt
30 generator 125. The generator 125 then generaies the receipt in response to
this received signal and provides the cookie receipt to the message generator
120. The receipt is preferably included in the HTTP header of the get resource
message generated by the message generator 120 and provided to the 1/0 unit




policy with the preferences 150 and investigates whet héd QGEOBKR 2006

fulfills or matches the user preferences 150. Based on this conparison,

the conparison wunit 160 generates and transmts a conparison signal to the

cooki e recei pt 30 generator 125. The generator 125 then generates the

receipt in response to this received signal and provides the cookie

recei pt to the nmessage generator 12@9 The receipt is preferably included

in the HER hgadesiyobsbhendsl OHRMr &f (HESagengRAG6A! eaiDylIoheforessage

generator 120 and provided t6 the |/Ounit 23 'OgTﬁPBEﬁpZOOG 20 11318

possi bl y teansspispienig thegersdeny Proadery ¥t B CRUGA! GRS IS8T

transm S%h?ﬁblé‘?mggﬁ&&te SALLORRKE 486nt NG Rralkifiid Sdatd eesiiéirpearessor 140
nple In

may be i ment 1 the user agent 100 for deleting stored cookies in
case of ﬁemﬁ@cmkirécmétﬁeisﬁﬂgaf &9 e siscugsioRaARAvVEC $3i76 TGV wi t h
refeer enc%ig%%tﬁ! I‘Aﬁ%s ofl B HEANZAt 160% :1*?%2%&1‘613 19Gnkn, bihast 120,and 3,

i.€. the'l unit message generato 0, cooki e recei pt generat or
125, aut hesssegatgemerator 120, 3ookicosoript gpneyetes 30, anthentirativgpanit $8% unit

160, can i ed 4hn o] ' r r r ket on of
sof twar e ‘%%51 ﬁrk%% 34?05%\‘?5%&5@%3?]& glglgﬁt éi ﬁafegfzﬁﬁlééﬁl y a

conbi nat i sufitvefret inchafrdwetd onas$ atdoashingtion ef safeare sgehargiwareg. 2 and Fig. 3,
respectively, is possible. In such a user agent, a conparison unit
conpares the received privacy policy with user preferences. If the policy
fuldills Alse spusdrergent bsingressostially e coonpnationnf shehanctionalifgnehfhc ed to
the generator that.gengra - 1 he I } SIeT ) WRNRT if the
15 poli cyu%F5e8§eﬁ€9f ?lﬁr ?.#ﬁ%%ggésﬁj%%?ﬁ#%ﬁé,@ggmﬁé pol |%;IIS£§§ ti spl ayed on
the user a eoinpatistmueitf @repdres the mpceivideprinpey rmijey With/hesyeprefsendesn of user

agent, or xt er.n | ewer | d._pt (] : E: mitedd cy for
t he user gﬁ%Bﬁﬁ%’Wﬁ%l%ﬁ%%%%%esf% %ﬁé’%éﬁ'ﬁ%@%ﬁ’%ﬁéﬁ%ﬁm odns of the
pol i cy t hat tistoganarator thiak faehbrdtbe the dpositied) eockicemsceint. dgwierenif the vi ewer

urges the user.to _inpui (clic utt on . t / she
actept s tﬂ@“‘é’oﬁk?eéﬁc’t%ﬁ'gﬂﬁz% %%qrtpl%ef) et bﬁ{\ﬁaﬁggj}t%gﬁé@é&#\ﬁ%&?@gﬁsgﬁal to
t he gener atiputtineirf-gengesicar The useokigent,réeeepporiion e¥ pjases eageptt B s

i | . Thus, in, thi di h . '
POl Gyt NSl TS GO0A LROTCFOPF CPTER S PREPS, Pl B cae ok o cofifecept 2

be implemented for presenting only those portions of the policy that does not

fulfill the user preferences. In addition, the viewer urges the user to input
20 (click button or push key(s)) whether he/she accepts the policy. The 1I/0 unit
then forwards the user-input signal to-the generator that generates the cookie
receipt in response to this signal. Thus, in this embodiment the user gets an
opportunity to accept a policy that actually does not fulfill his /her preferences.
This may be advantageous if the user in some applications can consider

25 accepting polices that he/she usually does not accept.

The user agent could also be implemented for performing the comparison
functionality of Fig. 3 or the display functionality of Fig. 2. The user could
then specify for the user agent which operation mode it presently is to use.

30
In a basic embodiment of the invention, the cookie receipt generally is as

follows:




This may be advantageous if the user in sone appli cati@ﬁsogggsgo%gpggr 25
accepting polices that he/she usually does not accept. The user agent could
al so be inplenented for perform ng the conparison functionality of Fig. 3
or the display functionality of Fig. 2. The user could then specify for

t he user agent which operation node it presently is to use. 30 In a basic
enbodi nent of the invention, the cookie receipt generally is as follows:
23 OCTOBHEHSp28iMkie-2dceftFok COOKI foraesitple @iokieafecaipposi tive cooki e recei pt
P3P: cooki e-recei pt-nok for a pegative cooki.e receipt It may, however, be
possi bl e B35 crakigreRsiRt-Boleci sefoé]?a\/‘?e@?@ﬁe??lo B8RS that is 5 based on one
hand whet her the user accepts the policy and on the other how the user
accepts/rejects the policy. _Table 1 bel ow supmaries the four possible

cooki e r dEEIgyt BowaTEr: hEROsebis ByUehadRoreTRIsEIe 1@8%’@’@8@%5’ 8ni ng

Actsi on by, USe b AFRMare WHRPhYhE AN BEcerRs Bé P6licy H3 onCitRKitRer Rowi CY i s

pr esent edafor recei pt-user-ok user, user accepts policy. Send resource and
set Replthy user %Q‘@Pgﬂ Tei66t 18 Rodsk, keble3 eloyvp sRirgnanies DY’%P?"?’&@ user

------------------- _------- --..----- P3P: cookie- Policy is presented for
recei pt-user-nok user, user rejectspfal hcy. Renove stored cookies No
cookies should be | ore set cookie set Provide cookie- P3P. cookie-

Egl i cy dagsubRbeifill fitdanki@SS I €SOUr Cepctich BF QicPhgept ef s;-:fl;tlgé’;yti%‘&?ntpr ef er ences.

P3P: coclde- Policy is presented for

ipt- - A ts policy. . d set
receipt-user-ok user, user accepts policy Replay of stored cockies Sen}fi resource and se
P3P: cookie- Policy fulfills nser Cookie.
receipt-prefs-ok preferences.
P3P: cookie- Policy is presented for .

: : : . No cookies should be
receipt-user-nok  user, user rejects policy. Remove stored cookdes, seot. glc‘,ovi e cookie-
P3P: cookie- Policy does not fulfill ignore set cookde. less resource.

receipt-prefsnok  user preferences.

10
If the receipt is positive, the user agent, in addition to transmitting the
cookie receipt and resource get message, should replay (provide} any cookies
stored on the user equipment and being associated with the requested
resource. The content provider should, once the positive receipt is received,

15 provide the requested resource and set any cookies. In the case of positive
receipt based on a comparison, the user has actually not read the privacy
policy but (indirectly} accepts it through the user agent. In such a case, the
policy can optionally be presented on the user equipment so that the user
can read it in clear text.

20
If the receipt is negative the user agent, in addition to transmitting the
“cookie receipt and resource get message, could remove any cookics gtored on
the user equipment and being associated with the requested resource. The
content provider should not, once the negative receipt is received, set any

25 cookies but provide a cookie-less version (if available) of the resource to the

user equipment. In addition, a note can be presented to the user (on the




If the receipt is positive, the user agent, in additioﬁ3§%CT95“¥%????ng t he
cooki e recei pt and resource get nessage, should replay (provide) any
cookies stored on the user equi pnment and bei ng associated with the
requested resource. The content provider should, once the positive receipt
is received, 15 provide the requested resource and set any cookies. In the
case of positive receipt based on azgonparison, the user has actually not

read t hle }ilpéllijv quép%lgﬁjgl q%{#%ﬁhngl BALY S ey )t}t’éCQf'sQ:}SréfhsE@r B&tied, henyiser

agent . i'cy can optionally be present ed on the user
equi prrentseﬁr@cet/i’ﬁtourdsmmlkaotﬁumthnd"azﬂyloratr@ﬂcl ear text. 20 If the receipt is
negative the user agent, in addition to transmtting the cookie receipt
and resource get nessage, could renove any cookies stored on the user

equi prrentrhanﬁebageag @ssmlmphmemmmm mmuash@diW@‘QMr@c@mhlﬁéﬁoﬁont ent

provi der not onc ne t“@By 25
codki es &Wﬂ’(ﬁ gad ghas 85%:{%mp§al gﬁﬁ ené%/(glalrsa M of t e resource to
t he USGTbr@ﬂSBrrH@m:audm, «adda;mcmed shavetop ma:he bsepegsipment arprowgedser (on
‘the 23 OCTCB%@g 26 2§§#€er eQU|pnent) i ndi cating that since the user
refused @5GkP péhe POt -esource will not function fully or at all.
The user agent can be inplenented in software, in hardware or a conbi nation
5 of software_and hardwar X | e inpl a Wb
browser gl T dstaies 6?65‘?%‘195 Pgaﬁg%eéﬂre&’ggnﬁg’g??’ ?é%@gra §§J§EY{@ euée{}or

pri@vi ded ags8t qogld&ofdin Got i@ Mekedir bwsationFig.thié etnbodimerttetheansanbodi nent
of user equipnment, 300 wth access t ser g to the
present i SVENESRHS ﬂll‘ﬁStF"’l"ltieg aén%ﬁﬂ‘?lﬁﬂ%t"aetoz)e na%lg%hn %rnélg ul%gﬁt% Egt rated as
a conput gle, 3Qsen g@bu@rngsglayﬁgr aoptipitly bolicsy fsamascr mpat interiacs BQO for

di splaying a privacy pol , user_jin |nterfac 320,

and a harléFYbP%fld 330 andya r@rdt%éktﬂé’eﬁgageﬁ?e Y& f"%eq 015 H]%ﬁg%gl N a proxy
server g Bﬁ%}r%ér&k%‘Ml%&@ted@ﬁeudiei@qddt}ﬁlﬁcﬂymilméﬂeﬁ}ymmwetﬂdetat or 15

associated with” the conputer 300, In when 0|c ted b
t hied assoma.ted with thge:omputer 300. In 1gg4 when a poﬁ1 1S ac p{e% E%F&?éa y

user, e.g. by clicking on an accept button or through a comparison to user

preferences, a cookie associated with the requested resource is set (provided)
by the content provider and stored in a memory 330 of the computer 300. Also
the user preferences may be stored on the computer 300. However, it might be

20 advantageous to store user preferences in connection to the user agent 100,
i.e. on the proxy server 340. This server 340 could be managed by a third
party, which may hold preferences of many users. In such a case, the
preferences could be provided in a database in the proxy server 340 or
associated thereto. One user agent 100 could then manage P3P agreement

25 procedures with content providers on behalf of many users. The user agent
100 could instead be implemented in the computer 300, €.g. in the hard disk
of the computer 300.

Fig. 5 illustrates another embodiment of user equipment 300 provided with
30 user agent 100 according to the present invention. The user equipment is
represented as a mobile unit or station 300, including a mobile telephone,
PDA (Personal Digital Assistant) or other mobile user equipment. The mobile

unit 300 generally comprises a screen 310 for presenting a received privacy




user, e.g. by clicking on an accept button or through Z3&¥APQBERHAR00S® user
preferences, a cookie associated wth the requested resource is set
(provided) by the content provider and stored in a nmenory 330 of the
conputer 300. Also the user preferences may be stored on the conputer 300.
However, it mght be' 20 advantageous to store user preferénces in
connection to the user agent 100, 1 .28. on the proxy server 340. This
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pref erabl y, st r a1 ReREONY bEREY @bdé FTHdmoble wetit BOO ddsat ineludes a

memory 330 for storing any (accepted) cookies.

If the cookie receipt is to be authenticated or signed before sending it from the

20 mobile unit 300 to the content provider, a key 355 associated with the SIM
350 could be reused for these signing purposes. Also an Authentication and
Key Agreement {AKA) module provided on the SIM and comprising algorithms,
e.g. the GSM A3/A8 AKA algorithms, for operating on data sent/received by
the mobile unit 300 can be employed for authenticating, with the key 355, the

25 cookie receipt. Alternatively, a dedicated authentication unit could be used
instead of the AKA module.

The user agent 100 could be provided as software, hardware, or a combination
shereof in the mobile unit 300. Furthermore, the user agent 100 can be
30 implemented in an application environment provided by an application toolkit
associated with the SIM 350, e.g. SIM Application Toolkit (SAT) or UMTS SAT
(USAT). The SIM 350 may be pre-manufactured with the user agent 100 or the
user agent 100 may be securely (preferably authenticated and encrypted)
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nmobil e unit 300. For thin user equipnent, e.g. nobile units, with limted
is storage capability conpared to conputers, the preferences could be
stored in sone proprietary, optim zed binary code. The nobile unit 300

al so includes a nenory 330 for storing any (accepted) cookies. If the
cookie receipt is to be authenticatecdsor signed before sending it fromthe
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in a HTTP header or through a HTML/XHTML link tag. A database processor

240 is provided in the content provider 200 for providing a requested privacy

policy file stored in a memory location 250. The policy file(sj 250 could be
20 stored in the content provider 200 or stored elsewhere, but preferably
accessible for the processor 240. The database processor 240 preferably also
has access to a storage location of the resources and services 260 that the
content provider offers and provides. This resource storage 260 could be a
database of the Web pages, video, picture, and audio files that the content
25 provider 200 transmits to a requesting user agent. The resource storage 260
could be provided in the content provider 200, associated thereto or provided
from some other party on behalf of the content provider 200. The resource
storage 260 preferably includes at least two versions of a resource, with one
fully functional cookie-associated version and one, possible not optimal,

30 version that is not associated with cookies.

When the 1/0 unit 210 receives a get resource message with a positive cookie

receipt, the processor 240 provides the cookie-associated resource version to




reference file, a policy file and a resource to an useF?'a‘a%IPRE%FOOB

equi pnent. The content provider 200 preferably includes a predefined
storage location for its reference file(s) 220. This could be the

wel | - known | ocation discussed in the 15 foregoing. However, it could be
possible to use another storage |ocation and then provide the URL of the
reference file to a requesting user agent included in a HITP header or
through gy bk, a%mﬁr&@t@b@)seher&gﬁ%g&a 249 egey quiged in the
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geherator 230 should not provide any set- cookie command. In addltlon t he
cooki e-| epge ¥ahtehoPrefidéM200 esdldrisea cofnprawadt abriver hesting d Web prto\wfded to
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b

presenting information, such as text, pictures, video and audio, on its Web
site. A content provider 200 could also be any origin server managng or
20 - ‘Thosting a Web site or home page of a company, association, user etc., that

sets cookies.

Fig. 7 is a flow diagram summarizing the cook_ie management method
according to the present invention. In step S1, a user agent associated with
25 user equipment receives a privacy policy from a content provider. The policy
includes the content provider’s policy regarding usage of cookies and privacy
" data in connection with a cookie-associated rescurce or service that the user
has requested, e.g. during a P3P agreement procedure. The user agent
generates a cookie receipt in step S$2. This receipt specifies whether the user
30 associated with the user agent accepts the policy and, thus, accepts that a
cookie is set. This cookie receipt is transmitted to the content provider in step

83. The method then ends.




provi der 200 could transmt a note to the user equi prre%? 9%59?5'?%80§hat
since 10 cookies were rejected, the requested resource cannot be provi ded
or only a less than optinal version of the resource can be provided. The
means of the content provider 200 in Fig. 6, i.e. the I/Ounit 210, cookie
generator 230 and database processor 240 can be inplenented in software,
in hardware or as a conbination of agftware and hardware. 15 The content
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cookde-receipt -generétl ngg et al Starting with
step S11 Optemellyt if] @ecmwm mtemécrh tihe pusferencag dhe DOéﬁcm,dﬂm Beerf or

compari n%lgi&?ily oGt ik H%ﬁ%g&ﬁ%%h%‘&?&%e @a Bed FHERE ﬁ%'@g@'@vnot 5 based

function generatln on a C mpari s
on a congaivasy ppligr 1st;bresea1tmﬂ1ymttheaxsas equiphwgintesuydt axen agwrematfomgwt he

tﬁ§e' Pt RAREYnORF SPEPALL 2R0r 9 QY 108 t§ ULBAN 5Okl tht doticy Pye! uded

clicking on a button or entering some information (e.g. Y or N). In step. S16,

the user agent receives the user-input signal and the signal is investigated in
step S17 to conclude if the user accepts or rejects the policy. If accepted, a
positive cookie receipt is generated in step 818 but if rejected, a negative

20 receipt is generated in step S19. If it is concluded in step S11 that the user
agent does not have functionalities for performing a comparison or the user
has specified that no comparison should be performed, the privacy policy is
displayed in step §15. Thereafter the method follows to step 816, 817 and S18
or 819, as discussed above. The method then continues to step 83.

25
Fig. 9 fllustrates an additional step of the cookie managing method of Fig. 7 in
case of a positivé receipt. If a positive receipt is generated, any cookie(s)
associated with the requested resource and already stored on the user
equipment is replayed (provided) to the content provider in step S21. The
30 method then continues to step 53,

Fig. 10 illustrates additional steps of the cookie managing method of Fig. 7 in

case of a negative receipt. If a negative receipt is generated, any cookie(s)




a conpari son should be performed, the privacy policy i33é%958¥ﬂﬂ‘38°9he
user preferences in step S 12. In step S 13 it is checked whether the
policy fulfills or matches the user preferences. If the policy fulfills
the preferences, a positive Lo cookie receipt is generated in step 818.
However, if the policy does not fulfill the preferences, a negative cookie
recei pt could be generated in step S?9. Optionally, if the policy does not
mat eh the preferenges,the LCY, S eheeke idsethe policy
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acéept edS3a positive cookie receipt is generated in step S18 but if

rejected, a negative 20 receipt is generated in step S19. If it is
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case of a posifive receipt. If a pasitive.receipt r .
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27 associated Wth the requested resource and al reafp%ég_is%;%qu e user

eqlfl prient thereolisy emsk 481y, RSB CRTER & T SEr OB JIT/STRE NS step 522. No

cooki es spoul diife depitay etvdbdaRdrasakplsssc obiieepalily aodmmkddfingierr cont ent

S33 is positive, the content provider transmits the requested cookie-associated

resource in step S34. In addition, a cookie is provided or set in step S35.
However, if the receipt is negative, the content provider could provide an non-
20 cookie-associated version, if available, of the resource in step $36. No cookie
should be set. In addition, the content provider may transmit a note,
specifying that since the user rejected that a cookie is set, no resource or only

a non-optimal version thereof can be provided. The method then ends.

25 It will be understood a person skilled in the art that various modifications
and changes may be made to the present invention without departure from

the scope thereof, which is defined by the appended claims.




provi der should be ignored in step 523. The net hod thegsc%%gpmngsstep
5 S3. Fig. 11 illustrates a flow diagram of a nmethod of providing a
resource froma content provider to requesting user equi pment over a
network, e.g. Internet, according to the present invention. In step S31
the content provider transmts 10 a privacy policy to a user agent
associated with the user equipnent. TRe policy includes the content

pr-ovi der's policy regardi ng usaREPERIDNKES and privacy data in
connection wth the cookie-associ ated resource_or service that the user
has requebt ed Diescgive JOORAGBAECIH therBeransan flagiemgnrk andpidbg famrik e
content provider j a e i v Qe fuser
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that since th .e] d M}@ﬁ i£ohe Set, no resource or only a
non- opt i mal V&p@@%aﬁﬁ%ﬁ%ﬁ/ an g%ﬁgwg??ﬁe met hod then ends. 25 It
wild be uhder Reosidtemtpdiimmn skatd eHTIR tCokias, thitgs:/ yepimstscapsdiofti/cat i ons
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t he scope the e (OPECaRT e by the appended clainms. 23 OCTOBER 2006
28 REFERENCES 1 Directive 2002/ 58/ EC of the European Parlianent and of the
Council of 12 July 2002, Oficial Journal of the European Communities, L
201/ 37, 31 July 2002. 5 2 Lindskog H-and Lindskog S, Wb site privacy with
P3P(r), WIley Publishing, Inc., 2003, the United States of America. 3
Wrld Wde Wb consortium (WBC), WSC Techni cal Reports and




Publications, The Platformfor Privacy Preferences 1.%? PQQB'é? 2006
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OCTOBER 2006 29 CLAIMS 1. A nethod of nanagi ng cookies in a data

processi ng system (1) conprising a(}ﬁg{M@ent (100) requesting a resource
associated with a cookie froma content provider (200), said nethod

conprising thenghed @m@ﬁh@r@@éoﬁ@@@ﬁ an& %odeaaﬁfgwétbﬂgmldamﬁ SBenRse to
reception of a privac po Icy associated wt sai d cooki e, cooki e-policy

recei pt & d1ssdi asein{ HoR) pequesting (R06jourssi dssedhtasl Vﬂ@hl@yCQTéQ@fp@m a

f h d 0]
that - su SRBHE EIBdR e fRH0 " FER0 P et Fifie JE6kpBH BT veld VasgLfgnin:
(800) ag300) atetdnnittings ah dedisat seaﬂﬁféce?@@ of é%r%ac?‘ﬁo]ﬁ@ Q%bdi&&@rﬂiﬂf‘ﬂ to

claim1l, furt her conpri SI]@{% the step o ncluding Said cookie-policy
recei pt Said £opkise @ eeokistpoliciersegipel ta a&nlgimctmi@atfpr@mcml (@00 searid sppektie( 100)

Further Ty e R g Pl elnac Salbglih YRa06HComanengt oo™ *

recei vechdeepuacthaiolsady vbhtentugpbvitieef ¢2@0Ceprovadés Usal Rioekes eRreuser
speci fying . a cookie ﬁrlvacy policy .accepted y sai d user; and said user

agent ( FOBYPEERE(LD @S%Qﬁl%lte@o‘ﬂ!@esﬁédllﬂw agse4i(3PObased on 20 said
pmparison. 4. The method according to claim3, wherein, if said received
privacy policy does not fulfill said user preference, sai d met hod

conpri sidg- tThe: sieelsd ekcordingi td dseh igdapther MpHsRgettid Bgsef tholegdieig ed
privacy pollcy for said 25 user on said user equipnent (300); and - said
user agewid cPobic-gehey deragpt nna sspuRee fetehamessnee rtp@lﬂsrﬁtyﬁélfromsaa@

- COooki e- RAldrGYehetPOBY to said content provider (200).

15 - 3. . The method according to claim 1 or 2, further comprising the steps of:

- said user agent (100) comparing said received privacy policy with
user preference, said user preference specifying a cookie privacy policy
accepted by said user; and

- said user agent (100) generating said cookie-policy receipt based on

20 said comparison.

4. The methed according to claim 3, wherein, if said received privacy policy
does not fulfill said user preference, said method comprising the steps of:
- said user agent (100) presenting said received privacy policy for said
25 user on said user equipment (300); and
- said user agent {100) generating, in response to a user-input signal,

said cookie-policy receipt.

5. The method according to claim 1 or2, further comprising the steps of:
30 - said user agent (100) presenting said recelved pnvacy policy for said
| “user on said user equ1pment (300); and
- said user agent (100) generating, in- response to a user-input 81gnal

saud cookie- pohcy receipt.




5.- The nmethod according to claim1 or 2, further corrpr'?giqgrgﬁg%?g?)@ of .
30 - said user agent (100) presenting sgid received privacy policy for said
user on said-user equi pnent (300); and said user agent (100) generating, in
response to a user input signal, said cookie-policy receipt. 23 OCTOBER

2006 3@.6. TheemeEhb@GcaEdng f0ahp odMic laibhe 1cdoab MBurthto chmfrivitfehe
conprising the step of authenticating said cookie-policy receipt with an
aut hent iséel i drawdienticeBig 3858} ceokicpatien rereipt sEith 88 UHyaHIcatipmokeys 7.

or 1 oy noesr g0l LB o S FR OB oo ot mccopt that said

content provider (200) provides said cookie to said user equipnment (300),
said nethod conprising the step of renoving a_stored coogkie associ ated
ith saild rhguasthed asserdiag oramy af sheckymy 330)0.iwhergin, Hswid egakivment
(300). The. h r dj f j 1 : in, if
sai d coé%@y Ibegg}ﬂgisr g@%@g‘ﬁﬁﬁg&{s%e%ﬁ%ﬂ ;ﬂ %%P{jﬁ%?e%% %b%%jétr ﬂ{d%egwﬁl\(l)\?&g\geglgpt
that saigloeiet4200) pEovidesrsal@QOpkiy ay sdiebusert dquipekent (30Gasdidigethod
equi pnent (300), sard nmethod conprising the step of ignoring a.cooki,
request COBMPRABIES rthes BLeR Ol f FERPVIDE &hi $fosemht BpRKiSr GpPaeiRtgd0 oS4dd; d

user ag?‘%ué%‘t%g)resgur& ﬂ%h@%dst%}a% E%’él(gg.ﬁgsa(i&%e?i%ﬁgi &eﬁ%gﬁo@' ocessi ng

system rsrng  a user age reques resource associ at ed
M th a cookie froma content provider (200), said nethod conprising the
steps of: 20 - transmtting a privacy policy assoctj(ated wi th said cg%kieto

said us& adgenmethodpecaringdiorry At Eae CHBRE {dp G- 08B5FTSR ol siid goo
respons r i Qn a - _cogki.ezpal | r i i r

(o0, Bty oReRle f7sftcfink ACanl! Lk (RS Mot ALAPCRI: SERl BRR Jent
(100) i fpreaiddr (R20K) provides sai@eebhie ts sakpaserf géuiprhbat (Z00s erichssabbdt ed
with said user, agent %100) .accepts that.said contentaﬁ)é%/i der.(tzcg)(%%

provi de$O5HPESESoK % StP é’éilan%lg‘g 2GOPpHe RETYSoomm ansmitted ffom

15 said content provider (200) to said user agent (100).

9. A method of providing cookies in a data processing system (1) comprising
a user agent (100) requesting a resource associated with a cookie from a
content provider (200), said method comprising the steps of:
20 - transmitting a privacy policy associated with said cookie to said user
agent (100); and
- said content provider (200) providing, in response to reception of a
cookie-policy receipt from said user agent (100), said cookie to user equipment
(300) associated with said user agent (100) if said cookie-policy receipt is
specifying that a user associated with said user agent (100} accepts that said

content provider (200) provides said cookie to said user equipment (300).

10. The method according to claim 9, wherein said cookie-policy receipt is

received in a resoui'ce fetch message transmitted from s‘aid user agent (100).
30

11. The method according to claim 9 or 10, wherein, if said cookie-policy

receipt is specifying that said user accepts that said content provider .(200)




10. The nethod according to claim9, wherein said cbokFg;%%-FP%Eﬁ‘gggiﬁpt IS

received in a resource fetch nessage tgansnmtted from said user agent
(100). 30°'12. The nmethod according to claim9 or 10, wherein, if said
cookie-policy receipt is specifying that said user accepts that said

cont ent mooidddesail 200kie & SRIOBER e§0hmedt @Y | dekl saitHod e@lthgribidgseicd
user equi prment (300), said nethod conprising the step of providing said -
cooki e- 8B & previdibs sait sookig-asgesiaiseFegoutor ding to any of the claims 9
to 11, wherein said cookie- 5 policy receipt is generated based on a
conpari son between said received privacy policy and user preference that
speci fi e.a Tieokiethpdi aoyd i t€ ynyasiceRt €dily $abd Ys@herdid. sAdusiki@agent
(100) provided in a data processing system (1) for requesting 10 a.

resour cPUEToEFGAIRY 1R EPITAtedKPesTd Ol R CoOmBHIISHR obFiFerery 238, reggitecuser
agent ( 1Sl S Lt (410), 1 .25 t.0 1
reception aocg’o?e) Ipi)lrC i vg%‘?”%%?c P({afglts%r%%a?él%{w Cgfiézlasl cfl Cé()&é(l{l%ﬂ%@%%(gkﬁ%lg%l icy
recei pt gcceptddiby zaid ewser.provi der (200), said cookie-policy receipt

speci fying whet her a user associated with said user agent (100) accepts
that said content provider (200) 15 provides said cookie to user equipnent

(300) a Ci i i e i ng
o ol ai e ts " aher SRRSO MERLEPRNL addblbeeting SR B0 R PRI
fidhel udi rgresiutce oaddoeigreti withr acsigitic iffora 4 esatene previdler (200)essidoaser
transmtted ti aai d content provider (200). 15. The user agent according to
cl ai m 1886t {R00) GompEISiRg FRFRES ARl tranfsaiingdr LObmsaFeSRPTISEOt) Tasgidion
receive y g 1 prefe e S .USER: .
poct fyig, BASK RIS ol A LR, 2 B ARy R P el
gener at icogt€i Provicenn@O0¢d stal sabRieccpofiey irngeipe assecifyli®)whsdiat a user
cooki e-policy receipt based on sai onparison. 16. The user agent

accor di r"f‘&SPSyaE‘chiW Fal Mﬁeﬁé}g“‘v%r&gpﬁkﬁﬁ@e% tisgid content provider {200

15 provides said cookie to user equipment (300) associated with said user agent
(100y). '

- 14. The user agent according to claim 13, wherein said transmitting means
(110) being adapted for including said cookie-policy receipt in a resource fetch

20 message transmitted to said content provider (200).

15. The user agent according to claim 13 or 14, further comprising:

- means for comparing (160) said received privacy policy with user
preference, said user preference specifying a cookie privacy policy accepted by
said user; and

- means for generating (125), connected to said comparing means

(160}, said cookie-policy receipt based on said comparison.

'16. The wuser agent according to claim- 15, further comprising means for
30 presenting (110) said received privacy policy for said user on said user
equipment (300) if said privacy policy does not fulfill said user preference, said
generating means (125) being adapted for generating said cookie-policy receipt

in response to a user input signal. -




30 presenting (110) said received privacy policy for sé&pP@PwEeBEFf2886d user
equi pent (300) if said privacy policy32loes not fulfill said user
preference, said generating neans (125) being adapted for generating said
coolie-policy receipt in response to a user input signal. 23 OCTOBER2006.
32 17. The user agent according to claim 13 or 14, further conprising: -

means far, presentin 10) said receive ri,va olicy for.said user on
saiduserT-Bqar IS AReEB o s e Bh L dHeRar e s oo o
cooki e-pol i cy rﬁ?@r@fdﬁ?f&%ﬁﬁﬁgeutlm sBidl $EEeilEP WrivkicgNddlicylr sHhe weer
agent according to any of the cllaims claim 13 to 17, furthér conprising
means f om sadheseri aptipmen(ti(800);sandl cooki e-policy receipt with an 10

t henticati on ke 135; 355) .assogj.ated.,with.said user .agent_(100). .19.
The boer agent BRI BRI Eor 25 e0s dopkis gt F5ecBl AR rasPORSidf i ng
neans f@rus@miphtkigd40) a stored cookie associated with said requested
resource froma storage (330) in said user equipnent (300) if said 15
cooki e-policy receipt is specifying that said user does not accept that

said c e pr.ovi der (200) provides said, cogkie tg said.user~equi pnent
(300) . 38 Rhebliith CEbpb AR R0t Suant ShErOrBeTrlng3 s dduddr et

r esour c@ongsissltbatnedny ot AuGRAE@ ting fistﬁeéaidg@fﬂkié iyl feceiptadvdth an
processing system (1), 20 said content provider (200) conprises: - means
fr tr amsyhentipgtion key, (1539; So&Spensecintedwids saidcuseragrnt (H0Wm sai d user
agent (100), a privacy policy associated with said cookie to said user
agent (100); and - neans for providing (230), in response to a

cooki e- gol.i Ther eserphgent ansiortirgd for amys aifd theeelAgant 13 180) 18 s dldttegoki e
to user equipnent (300) associated with said user_ agent (100), said cookie
provi di S§THEAHBE( ZEGREhgemayipg d44Pbra steraddcagkisapgsedsiae with ssaid

agent ( T0BhEHERL e FralRE AR (3 ol B3 B RGN FREH, fe00) BRAATRE
H sai d coskie-polidsprectipt 30ppecifying that said user does not accept that said

content provider (200) provides said cookie to said user equipment (300),

20. A content provider (200) adapted for providing a requested resource
assoclated with a cookie to a user agent (100} in a data processing system (1},
20 said content provider (200) comprises:

- means for transmitting (210), in response to a resource request from
said user agent (100), a privacy policy associated with said cookie to said user
agent (100); and

- means for providing (230), in response to a cookie-policy receipt
transmitted from said user agent (100), said cookie to user equipment (300)
associated with said user agent {100), said cookie providing means (230) being
adapted for providing said cookie if said cookie-policy receipt is specifying that
a user associated with said user agent (100} accepts that said cohtent provider
(200} provides said cookie to said user equipment (300).

30 | '
21. The content provider according to ‘claim 20, wherein said cookie-policy
receipt is received in a resource fetch message transmitted from said user
agent (IOO). | -




30 21. The content provider accordi ng to claim 20, V\/neg%iqc-ggﬁlj:'Rzma
cookie-policy receipt is received in ggresource fetch nmessage transmtted
fromsaid user” agent (100). 210CTOBER %006 33 22. The content provider
according to claim20 or 21, further conprising means for providing (240)
sai d cooki e-associ ated resource if said cookie-policy receipt is
specifying that said user accepts that said content provider (200)

pr ovi des2Z.aithe cokitent previddér immordmg rtamiair(lS@O) or 23, frirdhenoamprigingyi der
according to of .the 'ns. 0 t0.22, sai d.cookj e-pal i cy.

recel pt HEARETRY RrevHE FAsofOpli e Bt of SR S8 Tiacy
policy %@eipielrs @p&ﬁ@ﬁﬁ%%aft@éldsﬁ%ﬂ hc8spd ARAKEAIPESNRSH pﬂ(@l@@ﬂ (200)
accepted by ‘said user system for managi ng cookies in a dat

p5oceSS|p@Vs§®twd(®pkl@tﬂr§aJC‘SUagr equipenenig@i0){ 100) requesting a resour ce
associated with a cookie froma content provider (200), said system
conprising: 15 - neans for providing (240) a privacy policy associated with

said copki eThe cOBEAR bRSviBeRRSEbIdinEdtd 4h) oRtlEOditnP Y0 &y TBCRhREeinsai d
receipt transmtting nmeans (110) bein responS| ve to said pri vacy policy;

and - mesgid qczﬂln‘mp@&mﬁm@ge(msm) g@aemt drassd; nnr@smmmns@n Setwvecnokdid 20

| f t hat id t (100
Pocent s ERer e PREEGh ity Aot BeP® TorsBiFace (0, hdelfof obitdis W ™
EQU prre@ol(o?%ce@&i@ﬂ@yage@dme&-h sai d user agent (100).

24. A system for managing cookies in a data processing system (1)
comprising a user agent (100) requesting a resource associated with a cookie
from a content provider (200}, said system comprising:
15 - means for providing (240) a privacy policy associated with said
cookie; | ;
- means for transmitting (110} a cookie-policy receipt, said receipt
transmitting means (110) being responsive to said privacy policy; and
- means for providing (230) said cookie in response to said cookie-
20 policy receipt specifying that a user associated with said user agent (100)
accepts that said content provider provides (200) said cookie to user

equipment (300) associated with said user agent (100).




