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Description of the Related Art

Company networks are vulnerable to numerous network attacks.
Network firewalls or similar approaches are deployed as a common business
practice to mitigate the risk of such attacks. Typically these security measures
allow for unrestricted connectivity within the company or among a known
collection of host devices, but they restrict access from public networks and
other organizations or unknown devices. For example, the company may allow
employees to access any web site on the public Internet, but prohibit access to

confidential internal web sites by unknown users from public networks.

Several types of devices have been developed that perform
network firewall functions. One commonly known device is a router, which is
a device that determines the next network point to which a packet of
information is to be delivered. Before the packet is forwarded to another
device, the router may use an access list that provides conditions or rules to
determine whether the packet has access to the particular destination. In
addition, these devices may provide functions such as user authentication.

Also, application proxies, e.g., socks and caching web proxies, allow specific



applications to be executed for network security atd hnght d-#gd-'e ploy
tge r. authentication. Conpanies typically have a network security policy
t hat descwidb@etre type of access that should be perm tteddiwsmaghosi r ewal |
devices. This policy is achieved through the application of a conbination
of the netwapglic&idnsrte el dxeceted dos nelwsurki sbewt whmdem ghit Gt slemptoy igerpl i fi ed
bl ock diagramof a prior art network security system10 illustrating a
plural ity ofutisnfisttien.i fomprssdrpicgly huappinstwhicsacuoiispoliey thate connect ed
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known ne$ wofflkswalllieviet degdrited dbaskbone is configured to carry data from
one location to another. The plurality of networks mght is include the
public Internet 14, business partners 16, and known networks 18. Network

firewalls 20 are used qonnect fhe blic Internet and business partner
networks to the enter 5{1&3 %éé!éﬁﬁfﬁgeﬁg?xo‘%‘r@ﬂg@@l§§é@ﬂowfﬁﬁﬁ’fy@élﬁent for

enterprise BACkBS yIRh MR AbIPES o SRRGsth BTRiehe boosiBRies vor
20 may be Ccusuaeohsthdtréubindte ﬂﬁéﬂ‘@ﬁt‘érﬁﬁsre%}(géne ror Iﬁé%ﬂ@érgri?é)usi ness

partner 2 is connected to two network firewa Each networ I rewal |

nust be 10 cobhclhoreds tpartesfithe cempang's inteuhdmetedrhoand Seeneidlly meintsidednd one
or nore network firewalls 20. 25 Another common network security system
that has be®&¥ the epmpanayt ddewptarnrise backhoneaomprisehe purdisyof oetveitks di ng t he

networks into . thtree cat rigs: i.nternal, external, and De-Mlitarized
Zone (DMZ). hgﬂ‘ﬁn@%ﬁ Q@Op%ggﬁ‘@t ﬁ)&rl?&l‘ﬂ@c%@st ?ﬂﬂt g‘a’/ﬂ‘?% PAEPFISYCHPt t he access
permtted bgtMeRRd 96| £ ' f.irewal |
20 i s nmade Ep of get\t}%?ggfgﬁ%%?ghg%k\%i gﬂé et%leteéﬁ%é;bgg%bn&e%ﬁlsgﬁgﬂg@{%%gn t hese
networ k cat egayidata froheomelosatién té bnewet.| The phaahiyest daivoslenmigdlg i nt er nal
network and the _external network, e.g., 2
15 include the public Internet 14, business partners 16, and known networks 18.
Network firewalls 20 are used to connect the public Internet and business
partner networks to the enterprise backbone and provide security management
for the entire network system. Known networks connect directly to the
enterprise backbone and do not connect to network firewalls. Each network
20  may be connected to multiple network firewalls. For example, business partner
2 is connected to two network firewalls. Each network firewall must be
configured to enforce a particular network security policy and one or more

network firewalls 20.

25 Another common network security system that has been
~ implemented by many companies is the concept of dividing the networks into
three categories: internal, external, and De-Militarized Zone (DMZ). This type
of network security policy is defined by the access permitted between these
network categories. That is, the network firewall 20 is made up of devices that
30  provide the interconnections between these network categories. The network

firewall is located between the internal network and the external network, e.g.,



WO 02/ 069597 PCT/ US02/ 05995 the public Internet 14, and at any direct
links to ot 11&Y&NcOnfpM s -"E-'fid-d-ser hosts, internal servers and
known net wardesed®7are part of the internal network. The mdi/usn2bsier net
and ot her conpany networks, e.g., business partners 16, are part of the
ext ernal netthowpublivkdtesmst Udy snd atnaiy disestlans tandidytdoatpaapst- wmd-iisdi- 5
servers (noé1 shown) that require general connectivity with the external
networ k  ar &0ty integnal perversandimown netwerks détage prrtiof the miemabaetworkhe
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external ne e internal network ate not perm €ss

are accospaseedrdihdishowal i nédquisd g@teral cord@etivitg Mvith the eRREnhiasdtdrofk ©
permtted to have connectivity to the external networks and the internal

net wor ks i n@eppad®iithg D4t Theantesnalpmtwiork edcammeateddw thpestermdhnetigttk 15
connectivity fr ext ernal networ to_the internal networks. An
exception %dﬁﬁ%ﬁ %F%W%%Fg?v bélicy night be configured into
the network firewall when, for exanple, a DV or external network may have
a particular user or host that nust be permtted access to a particular

host in the internal AebMidn ndWotR8ebmis f Iﬁﬁ/%'ﬂﬁét’i?t]?:ﬁ?ﬂ%ems

architecture, however, has many drawbacks.” For exanpl e, e conpany
net wor k 1has anupeinpitteddw tcegataonmeutioas to dresexterntah actwedaks, but rbensgionshat are
in different, geographic |ocations,  wde-area asymetric routing to the

publ i c | nt efFe the exteragl petworktojthe intamal metworkaive notipesuitigddunlass theya
iven connegtion will .n ass_thraugh the s . fiyewall ,device and

tg heref ore fi%%éeg%ciqm%ad??‘gF)ggls?rha&{tﬂ?ngc%ué)ﬂ' ﬁ-ﬁéggg{%ﬁh%mélosﬁ%‘f ocol state
will fail, GAHER] r : ' ' ' | ent
firewal | de ?ces. I%@rﬁeﬁggﬁﬁlﬁiﬁoev&(ﬁkﬁﬁﬁﬁt\j\‘g}rﬁgﬁwgﬂ%& o%li es such as
Net wor k - Addmetgorksdndépenidently, AT arerayt permised té allonrtpasd-etbdgh’hi s probl em

30 but these technol oigi es do not address the underlying issue and often
i ntrodudé connectivity from the external networks to the internal networks. An exception
to the common network security policy might be configured into the network
firewall when, for example, a DMZ or external network may have a particular
user or host that must be permitted access to a particular host in the internal
network. )
20
The internal, external, and DMZ architecture, however, has many
drawbacks. For example, if the company network has multiple external
conflections to the public Internet that are in different geographic locations,
wide-area asymmetric routing to the public Internet is likely. That is, m60md
25 and outbound data for a given connection will not pass through the same
firewall device and therefore firewall policies that rely on inspection of the
protocol state will fail, because the protocol state will reside in two different
firewall devices. In Internet Protocol (IP) networks, technologies such as
Network Address Translation (NAT) may be used to work around this problem,
30  but these technologies do not address the underlying issue and often introduce

problems in large or complex networks. Currently, no technology is generally

3



problens in large or conplex networks. Currently, no technology is
generally 3 WO 02/ 069597 PCT/ US02/ 05995 available for synchronizing the
prot ocol woai2eetwrWeilL i're' wail',dd bes |yd separate gaugrehiosss

| ocations. In addition, this architecture is [imted to having only one
internal Savetabie for symichiorexipg slespidtecs aena by tweergnesialrdslses f- an

unaut hori zed user gains _access to the internal network. This architecture
al so does n@¥RPamiE @rographieckneptiays.t he option of segnenting risk. Hence, a
risk taken by one host in the internal network is a risk taken indirectly
by all the other hosts in the internal network. This becones apparent when

consi dering the above exagRhofid frchiiEcthfh FOTRRA RCHADLE R UhE LcRA | CY.

The risk to all the internal hosts 1I's greatly TNHCreasée every st in

the extes nahet!@ﬁirlﬁp%idlhé{[ﬁ\(/izsés BRI B £ B0EesSrdle if BE unhiiherized usgt work via
the network firewall or . This architecture is further limted due to

its difficugamsiancessFonhé mteinal nefwarkiniThoy anchiteetwed hlsp does yof allow ithewal |
devices that are across,geographi c. logatigns and_co ané units. Each
firewal | deSPERapyEheOPEHBI sRAMGWngTIsk. ndapes, agiskdiaken by oagdosbmdthex rul es

that reflec h verahl. seeurity. poli an he cific exceptiQn cases
required at ﬁit%@?d §5t&qr iléaqsﬁ{g : 1r§8§% bé’fach[ %soéﬁ‘%ﬁ%ﬂ erué%r%agent s a
risk to the e 85 ! éﬂxgg)ﬂh ! i i on any
firewall der\}i@t(?&ed,rkt t}gﬁgﬁtl r eeél %R%?%&gﬁ%ﬁlez%%ﬁ [ egg?gzgg?%ﬁgwnﬁtﬁitﬁ?ended
securi t yo br eammoar netwwaRisecuritg pavicor . Thisrisk foealbthiehiaterndl Hostelwadrealyt ncr ease,
the |ikelihood ofsecurity exposure increases dramatically. 25 Another

net wor k seclicreasedfonevarythosein the lextrspalosateiork gt agypemutedacedss to ithgys  of

networ k access control . Thi,s architecture a the nbst sensitive
i nf or mat i on! ﬁ@ﬁﬁpﬁﬁorkowﬁéhq(’éwoflﬁ ?ﬁ‘@aﬁﬁﬁﬁﬁt rings, while the nost

common i nformation resources to be kept in the outernost rings. External
networks are outside of the outernobst ring. The network security 30 policy

for the outer rings i Shigadchiteqiarets Tatthes littiiel Qluehe iRalifsitysgcurity policy
15 maintaining a uniform firewall policy for firewall devices that are across
geographic locations and company units. Each firewall device has a
combination of a number of diverse and complex rules that reflect the overall
. security policy and the specific exception cases required at that specific
firewall. Each of these firewalls represents a risk to the entire company. If
20  there is a simple misconfiguration on any firewall device, the entire internal
network is exposed to an unintended security breach or unwanted behavior. As
the number of firewalls increase, the likelihood ofsecurity exposure increases
drarpatically. .
25 Another network security architecture includes establishing
concentric rings of network access control. This architecture allows the most
sensitive information resources to be kept in the innermost rings, while the
most common information resources to be kept in the outermost rings.
External networks are outside of the outermost ring. The network security
30  policy for the outer rings is fairly permissive, while the network security policy

for the inner rings is much more restrictive.



for the inner rings is nmuch nore restrictive. 4 WD 02/069597 PCT/ US02/ 05995
One |imtation of the concentric ring architecture is that sone

connect i ow® @os9vequired to traverse multiple firewal |l s f@crosmuossat i on
between two hosts at different levels. For exanple, if there are four
firewall 5 rings, then the external hosts have to traverse four firewalls
before gaining access to the inner host in the innernost ring. For each
additional firewall tQua/bmitationofthe comcentrigiiingdrelitentress thaheomaner host

is increased. Another limtation is that the _network security policy for
the 1o i nneCOMRSHIONS A1¢ refuiesd tgyfraveEseignltmle ﬁﬁ?\ygﬁ%gorf@mmﬁalca PRr i ngs.

Therefore, it | ' L . ermd cennectivity
from exter n?F“?F}tnmtgﬁ}s‘%? %g?ﬁfesr &g{lgg‘%]?b\ﬁ/\:g g %%Wgﬂe? 6{@@% ?ﬁentt& ut ﬁ{)erWigLanpl e,

it is inmposgingk ethbAth@Bxichid hostsi e kd tAlvbRY fhile fk&s e Ekﬁfofc?%ilﬁfnfgaccessz
unl ess that access is also granted at each of the outer rings of security.
15 These |i act¢essitofise tmec hbbiad the muerfost tihg Far eatlsadditiopalkfiresatiur i ty
architectures apply_ to networks of any size, but becone nbre severe when
consi der i ngtiayetged.otherting g rgquiresk toi asgessctha anngsrhost isansesased -k Ser vi ce
Provider (NSP), Internet Service Provider (1SP), Application Service
Provider 20 (ASP), E-Service Provider (ESP), or a |large conpany or

enter pri se may have - ougndObFEH i NI RSCHBIL DIEES: fonet work

security policy nust be m ni st er ed. I ng the ne ectures

descri bad alwmee ririghs i $ingiteby the %ﬁlﬁ?ﬁérﬁbﬁzeﬁcfoﬁlﬂﬁdlélﬁefﬁﬁ s.! TheR@breCites are
consistent and error-free at each of the firewalls. 25 Another drawback for

| arge ent er pot essible forthe imaepring telpemniicohnedt viguibisexternahattwionks net wor k
2t a1t ne ds RReBaeddy iheRs! Aee TonexhBRbe t AREOSUAL 105 spgpnahe
enterprise. 41813 AfoSAHRSnfoinfly RindiGAUOLARR1L0 kG, 308LT5ERkS Yranted at
each of the outer rings of security.
15
These limitations described above for the various network
security architectures apply to networks of any size, but become more severe
when considering large or highly distributed networks. A Network Service
Provider (NSP), Internet Service Provider (ISP), Application Service Provider
20 (ASP), E-Service Provider (ESP), or a large company or enterprise may have
over 100 firewalls around the world where a network security policy must be
administered. Using the network architectures described above, it is almost
impossible to ensure that the policies are consistent and error-free at each of the
firewalls. )
25
Another drawback for large enterprises or service providers with
. firewalls is that the network security policy governing any given hosts must be
configured consistently at all the O(n) firewalls, where n is the number of
firewalls for the enterprise. This creates a lot of redundant work and greatly
30 increases the likelihood of error in configuration. Also, this can lead to a lack

of direct accountability for the network security policy. To determine the



30 increases the likelihood of error in configuration. Also, this can | ead
to a lack of direct accountability for the network security policy. To

det er m newich@/0689390 02/ 069597 PCT/ US02/ 05995 net wor k secur iRQI/yssiosyesf or any
gi ven host, the network security policy nust be exam ned at every firewall

across the eotwesilr estrity! P6lieke Fosrk gi@&&'hb#tyﬂféoﬁcihtg%ﬁ% g%ﬁg@%&gﬂr@f@fz ol e

firewalls that are topologically distant fromt

i n det er ni niewgmines atmvery firswall atmss keeterprse. Pd Stwork sédidity peRLy 5
Therefore, it shoul d be appreciated that there is a need for 'Systens and
met hods that‘meFé?%ﬁé af fiscwaldy thatiare fenelegicatly distant ootz hahhaveaes ent

i nvention f 4l hj eed asg well as others. 10 SUMVARY OF THE | NVENTI ON
A secure ne'té é{/{l)élkljoz é}@%]eﬂ'gl%p%@}edggemse Retwetk rsurily poligyafarithat herst.net wor ks

where eagh network has at | east one network device configured to transmt
and receive data and has a network security policy. The secure network

further includes a pl (irkéfoye,df slRIABE kppRRAIALO (PRI i%%%?dgﬁch 15
network control point has at | east one network control poin evi ce. Each

of the pl uf¥stemy apd methads khat overcomepthierbe v slrawbadet 2d limitatiodseaFke one of

the plurality of. networks. . hetwork control point devices are
confi gur ed PE)%%WPSFEQOI{IE@WHQ%&@S @8 ovsll gs pthieisy for the network to which

it is connected. One exception is that connections between the NCPs of the
sane virtual 20 backbone do not have a network security policy enforced

betweeniohe NCPs of the saggMMAR® OPAIRIRE/ENEORECUr € network further
I ncl udes a virtual backbone configure plurality of network
control points to oneA W@ﬁetwol’heysrtbﬁiB@robﬁﬁﬂh@ﬂﬁ@h%ﬁdé@égﬁﬁ'ﬁl e any

net wor k secu%i‘%%vopgli y Wth respect to data being transmtted across the
virtual bacRbBH&OTES¥diste pash netyogk bagat leasiranssnatwoslgdevige abnfiredabnt t he

gft ‘é‘g:}ﬁ: Cf?g%gﬁ{uétaﬁcelﬁ‘&%g dafiditd 2 Aéltwso?ﬁegl}rﬂ?frpo 1(<):|yI Qllh%ssegﬁr% be enforced

network further includes a plurality of network control points where each

15 network control point has at least one network control point device. Each of
the plurality of network control points is connected to at least one of the
plurality of networks. All network control point devices are configured to
enforce the network security policy for the network to which it is connected.

' One exception is that connections between the NCPs of the same virtual

20 backbone do not have a network security policy enforced between the NCPs of
the same virtual backbone. The secure network further includes a virtual
backbone configured to connect the plurality of network control points to one
another. The virtual backbone does not enforce any network security policy
with respect to data being transmitted across the virtual backbone, except for

25 source address integrity at the point the networks connect to a NCP.
Additionally some other policies may be enforced at connections to networks
which might provide protection against attacks or misuses, such as denial of
service attacks. Each virtual backbone may have an address registry of the
address ranges of the plurality of networks connected to the virtual backbone

30 via one or more of the plurality of network control points.



whi ch m ght provide protection agai nst attacks or m suses, such as deni al
of service attacks. Each virtual backbone nay have an address registry of
t he addressoveasyes of the plurality of networks connect eddmusop®soosrt ual
backbone 30 via one or nore of the plurality of network control points. 6
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Enbodi nents of the presént I nventi . bed, by way of .
exanpl e only, with reBmbodiendnts ofthefptdeanim@ndioawiiliosow bedselbed, BYyG 1 is
a sinplified block diagramof_ a prior art network 5 security system

i || ustrati nd’ay qfl axemnle pndy, wish seference o thef fodloaving geawimgstin ovhitlucat i ons
that are connected to nterpri kbone;, FIG, 2 js a sinplified block
di agram of a network gi@u i1f ¢ Sgwgﬁﬁﬁﬁ?%ﬁ&%ﬁegr&rrbpﬁamoermetweﬂwks, a
plurality of ole] an i l. backbone: 10 FIG 3 is
a sinplifi i kgf/géﬁe%f;?%{r%ﬁngﬁg a@@&élﬁkggg%wqr{‘é HEQ*J?%%W GHEr G,

i ndependent lmﬁﬁﬁ@ﬂm&a%ceﬁwmfﬁﬁﬁeﬂé@s@ﬂ%ﬁﬂ&%-ed a portion of the
network security systemof FIG 2; and FIG 4 is a’sinplified block diagram
illustrating a networ FIGs@asnisimpEfied blocktdiagramnof ametwork LonBHs NSt
enterprises,share the sane, 15 known_networ k. DESCRI PTI ON OF THE PREFERRED
EMVBODI MENT PRAVIpgiasplygaliyiof nefworksea shiralitneimstviork soneekpointsdandadet ai |

W th regarg-{g wing figures briefly described below. Simlar |abels
and 20 nunber slkaﬁéﬁ({él%dr awi ng figure may represent the sanme el enment on

ot her dngwi ng figuresgighs if glshgg%ﬁgd Bﬂcmi%@wﬁpg ng%@*g&?ﬁ%%%t%t ent.

For purposes of construction, terms s ave [
meani ngs: 1whbee tveo indepeatianr dompeissoraitépyisednave EHMRatSES Poition

of the network security system of FIG. 2; and

FIG. 4 is a simplified block diagram illustrating a network

security system where two or more companies or enterprises share the same

15 known network.

DESCRIPTION OF THE PREFERRED EMBODIMENT

In this patent, the present invention is described in detail with
regard to the drawing figures briefly described below. Similar labels and
20 numbers on one drawing figure may represent the same element on other
drawing figures. The following terms are used throughout the patent. For
purposes of construction, such terms shall have the following meanings:
The terms “network access policy” and “network security
25 policy,” unless otherwise specified, are intended to refer to one or more rules or

criteria that govern the movement of data across a network control point.

The term “network control point,” unless otherwise specified, is
intended to refer to a physically co-located collection of one or more devices
30  that perform one or more of the following functions: interconnect network

control point devices, interconnect network control points, and/or enforce a



25 policy,"” unless otherw se specified, are intended to refer to one or
nore rules or criteria that govern the novenent of data across a network
control pwicn2/063e term "network control point," unless OtHGEIV$0285995
specified, is intended to refer to a physically co-located collection of
one or nmor e mdevorkasecdAtt policpeld o IP abyok, dRhaNCh ¢ e fRtiopimegid-unct i ons:
i nterconnect network control point devices, interconnect network control
poi nts, and/ artualifackbeneaaird e Koo 86870 RETAISR2¢ @FRGEd toet wor kK secur i ty
policy. In an IP network, each NCFs TP &&8991in th e"- virtual backbone
and the known network that it is 'connected to. The term'virtual

backb ! | th d S .9 t dt f

ngfwo(r)E((as) ?Rat?scszoﬁnei tgle%llsp Ij\l?llt‘%cyf’o etyoh Eggﬁfﬁq”bﬁi% Srp%& rﬁdslshavr ng the
f

property so 1§@H&€c?td U0 4 )iet(v@brg(sg éﬁ’zﬁ%‘onﬁ&ﬁ?fa r?g&)élht; 'ESFn &k ¢ ‘dﬂﬁ'ppne wor ks

network, " unl ess ot herw se speci Inte to re er to

and devi ces poixes havigrtat peapértydf soutck itavgrity{enel mikpodfingn | P network,

t he unknown network includes the hosts and networks 1n the public Internet
or private networks that are not part of known netmorks In as nuch as

t hey are unknown, no sunpti.,ons can be de regard to. onnectrvrty
bet ween devices in th PWHmETW %@% S%S 156 speetied; I be

poi nt s ( nopy e RN KA A BE e e8P Broho R oLl Rl 7O 1O

I nt endediot 0 nedl k. IR 2 1P Ak ktheWnkAo Wi Gew BEL M@fh!fde%&ﬁélhb&tx aR@! i Ci eS and
known address space. Each known network can connect to one or nmore NCPs. 20

The term nelemmsdn\the:pubhuhlteﬁmt ot pevate setwprsi thatake tict partrdfdmded t o
refer to a devic nnect e to a network or a device, that is part of a
net wor k. Th&CHE? r N @e MR anthey@re yniglown, npassumptionscan dermade, w

wor kst at i on, rega?ra iﬁg %Bnnec"%f)wgpbeterre'eﬂ td%vfceg Pnuﬁle unkn%(avft%&work n05r can source

integrity be assumed. Each unknown network can connect to one or more

15 network control points (NCP).

The term “known network,” unless otherwise specified, is
intended to refer to all networks with known network security policies and

known address space. Each known network can connect to one or more NCPs.

20
The term “network device,” unless otherwise specified, is
intended to refer to a device connected to a network or a device that is part of a
netgvork. The network device can be, e.g., a host, client, server, workstation,
desktop, laptop, printer, router, and switch. |
25

The term “address registry,” unless otherwise specified, is
intended to refer to a collection of information describing the address ranges in
all the known networks of a virtual backbone. The address registry may be
embodied in a document, a tool, or application with processes and procedures

30 for the acquisition, maintenance, and distribution of this information.



The term "address registry,” unless otherw se specified, is intended to
refer to a collection of information describing the address ranges in all
t he knownwued2wesdes of a virtual backbone. The address regiRtmyso@ybe
enbodied in a docunent, a tool, or application with processes and

procedures 30 for the avihirsfdrefde ndRitd HRANSE j . i DUt i f .this
information. 8 WO 02/069597 PCT/ US02/ 05995 Wt ufé;&éé}{g%gé éﬁl?\/éa?gclﬁﬁréy

i 11 ustrative tAF¥H Agbereischoavn a sitplified block Bidgramd, oft D&V Ik sé&ﬁi‘tg a
ng

sinplified bl ock djagramof a network security system 22 havi
plurality of SK@FQ&@&‘Q&E aal)lﬁnfaﬂ%txqumyﬂmrkﬁaﬂmpkuahm obhetwaonk obstrdls, and a

virtual back Ela . t lurali of .networks is 5 connected to

t he virtual ggﬁ%gﬁ’e Vi %t}]()rﬁﬂealg)llg‘%hﬁ?%e t%?}kogg‘ﬁt%aﬁ%ioffi‘%?wqmé Iplurality
of networks icoeAdeta] t9HHR MR REEAMKLYS | (98 Norknoun petwork 24b,
and known network 24c. That is, eacﬂgg?a?lhée ppﬁés’gﬁ“%‘ifkc?f’\ﬁﬁ‘@i]m\flﬁ% can be
an unknown network or a known network. The 1o unknown networks m ght

i ncl ude networks that are unknown to the conpany or enterprise. The
unknown network might fégmdwehity ofisepubks mcludeenmetovon natwdiksidaess Par t ner

net wor k abou ' ne securi.t tjons can be nade. A device in the

unknown net \A&%hﬁ% ?(BPWM W Oﬁgiiggg‘%k@% ngraks24e. hEhat igleack of thehat

are | ocated j dfq{%lm i ndependent known 1s networks are

net wor ks thaPH]tI%lg@ conpany SE%W%E%MWB?&%&M PR F‘SH’*"PI;- Thge

conpany. 1Knounkiuatwaetogorks enight Wl ﬁé’t%rl@"ﬁa‘c:gt{m&o%@ﬁy tHe cfoﬂﬁ)\’i ge in
e a

t he unknown network 24a m ght or m ght not be a to access MY om a

device in a RheHAMASEWdlic Rdmovhattvwerk anighyiepeedet et puROMIernBESMP! K can
access data Erom ag[?t her device in a known network depends on 20 the

net wor k secuPPtHe%ol FERFT STV REK RiJHrViNEh Rerskowtyerssumpeidnbyan be nutenor k
oo’ et nea " 5F 7t UL AAERE Rip PO Bl R kol Reatorans 17
| P' net wor ks, devices that are located in the unknown network. The mdependent known
15 networks are networks that the company knows about but are not controlled by
the company. Known networks are networks that the company owns. A
device in the unknown network 24a might or might not be able to access data
from a device in a known network 24¢c. Whether a device in an unknown

network can access data from another device in a known network depends on

20 the network security policy of the known network as enforced by the network
control point 26¢.

) In the case of an IP network, the plurality of networks are defined
by address ranges corresponding to one or more devices. In IP networks,

25 address ranges are defined by a base address and a mask applied to the address
to determine if an address is included in the range. Alternatively, the plurality
of networks may be defined by the placement of a network access point which
uses a security mechanism to establish that a wireless device is a legitimate
node in a given wireless network. Other factors can be applied to distinguish

30 networks based on the underlying network technology used.



25 address ranges are defined by a base address and a mask applied to the
address to determine if an address is included in the range.

Al ter nati wal oz/o69d9e plurality of networks nmay be defined mcTise2pb@senent
of a network access point which wuses a security nmechanismto establish

that a wirel ess devi cédch metvegk tommodlepoino2 idohuesetinecst %F@ﬁ&%ﬁk‘etmr K.
O her factors can be applied to disti ndg/\tol sh 30 networks based on th e

under | yi ng rfoni8t Roms daneragyhishede use ﬁﬁmeﬁéﬁﬁoPﬁb’rélﬁﬁﬂA@ﬁl%ﬁl
t Kk t t bi t t k-"' - t t
ovi ces, “wnihvatid Ttodfe il iackogne 33, Hrppudioe amegyae af neprasks, por
t k 24 di f. t ks,
Fouti g, andCoug nt Uty PR ReBirehien kMR R R doR ebn%ﬁﬁﬂgﬁs?% e

devi ces 5 mayabbe raittrwithiabbes8qRes S ddd%a%ed kRERY Iub}; eval |
device, or any appropriate device capable of en orC|ng sourcé | Ategrity,

net wor k secwﬂ)prqpnam)deuye capable odenfgcingrsout@inte ghitg Ondtwbakisesurgtl devi ces
perform ng th?se nctlonﬁsﬂnﬁy al so be used to achl eve the desited
functional i tB? Eya’bév |Qﬁ>mb1@ait€aB@fd¢Vla¢s pmf«mrmag thesat ocol (I P)

net wor k, I Vi t router, or, a

dedi cat ed ngPl\?\ﬁ{rq\ggfl rf\%ri]%) b%d'g\%aég ﬁé 8 g@f‘c ¥t¥i wakokor k. t he
net wor k  contek@npROkiMthl@MEeCHE i nt._connect ed
to a device to route dat a. Tﬁagﬂ%g%r\i}\ks)’!r con wl) %E‘ggﬁi‘% ?@V&&C 6P

i npl emerid  apoatdesivel mightbe arvfuters or hliedivatedRidewdHE Bdw ] d@?ﬂcbcﬂﬁﬁle 15

Net wor k control point devices are used to route data and/or enforce a

net wor k sec¥@$& q)weégssmtwm@me neiwmklcsnﬁdbpoﬁodemarmhemcldéé a can be

rout ed fron\%vénom net wor ;[ known .net wor k 24c and vice versa,
usi ng the network FEERERIM %QIHI?% a deydceiaroute detar (Lha nefwerbeertrals. 20

The et vor e epics AR el SALARIH PEBRLUEN SEIEK KRRl oY o'
net wor k policies.

15

Network control point devices are used to route data and/or
enforce a network security policy for known networks 24¢. For example, data
can be routed from unknown network 24a to known network 24c, and vice
versa, using the network control points 26a, 26¢ and the virtual backbone 28.

20 The network control point 26¢ can enforce the network security policy for the
known network 24c. By way of example, this could be done in an IP network
using a routing device capable of determining from the destination IP address
that :che data received on network control point 26a should be sent to known
network 24¢. In addition, the network control point devices can enforce the

25 network security policy of the neﬁvork control points 26b, 26¢c. By way of
example, in an IP network, routing devices can be used to enforce rules based
on the protocol used or other characteristics such as originating and destination

IP address. Further, a wide variety of other devices can perform this function
with differing levels of sophistication.

30

10



using a routing device capable of determning fromthe destination IP
address that the data received on network control point 26a should be sent
to known wueiwesde724c. I n addition, the network control p@aWUsiews®es can
enforce the 25 network security policy of the netvvork control points 26b,

26c. By way of exanplla,an IP actwdrknéhiewstsork Qbdurfiy y%@?@rﬂ tHAg cAped to
enforce rules based on the protocol used or other characteristics such as

originating ade by ithexneyork|congiod peds 26Rnvolves allawmiglor wastiicting afcegt her

devi ces can t%g @ this fg?ct ibon wth differing |evels of sophistication.
30 10 WD 02/ 068 ‘Héé 3588RsS4 e aﬁntF'ISP%ﬁ%rRxﬂtloﬁi@Oﬁ@tgvmeaalSstbehrl tY p

licY " Yd t K trol
Chvol ves. a 11ngmeivomYonaB Pott AT biogk B BRI eLA i PlnalRe Bomras.
i . e., anti - sydedssnigat i&Rb pﬁﬁ@@'fthé‘galn&ﬁﬂérew?ahgetfgfeaﬁﬁ@@%%rr GRR hat poi nt

device will block data marked as originating from a I S not

part of the neawbrk. ablidre advarmedalevivesaanallowcor @6trict @oBessTHL AplfingMales
advanced de\i)gégcf can .allow or restrict access by applying rules based on
vari ous prot QN yarigus RRRIPGRls HT @n analy stoek the Confexs of armomntition. The | at er

bilit | [ | t h dd f
P et vy 1Rt AR s SRhei oalls i sthre bl ShE i mgﬁﬁgeﬁf’ﬂléﬁagf sssi0fedl to
al | known 1QieR@bMRkSst b@tstﬁ?ﬂ‘g% dre8F af e c 1 E\D(?% d}lﬁn{oﬁ%@b{iﬁsﬁ ST T

address nust not be that nown ne “ecurity

pol i cy fior tieewonkisr tAtadorinact oy tuskriowat nétivorkd, kh@%ﬂ%@%dﬁ%é ?x?us@ﬂgf ess
integrity on its external connections, that is, not allow ng unknown

net works to dhet of knawnmetwiorky u"Eh@dHnmmmelengoﬂmmuﬁdy pobey fstdtiess space
| ol ement at PR AAEP: c?xieﬁgthﬁwﬁp@gg@gfsg;;c%“ °ésysi§€e§%n¥ﬁggfxé’simemabm
T 1S *knows e RRS ERERT nBF BV MR orks R R connect s to
a pluralitymasquerade as being sourced from address space included in a known network

15 implementation, or reserved for implementation. Also, the network security

policy provides that known networks cannot masquerade as any other network,

except the network that it is “known” to be.

The virtual backbone 28 is a network that connects to a plurality
20 of network control points 26. The virtual backbone can be implemented using
one or more of the following: communication lines, e.g., T1, DS3, OC-3, an
Internet service provider (ISP), a VPN, e.g., IPsec, a private network, switched
and Ppermanent virtual circuit network transmission technologies, e.g., frame
relay and asynchronous transfer mode, multi-access transmission technologies,
25 e.g., switched multimegabit data service, or any other wired or wireless
network. The virtual backbone is outside the network control points 26 and is
external to all of the plurality of networks. The networks 24 themselves are not
part of the virtual backbone, so they must utilize separate real or virtual
equipment for LAN and WAN infrastructure that is contained entirely within
30 its network. This allows for a consistent network security policy for each

network that may be managed and maintained independent of the virtual

11



20 of network control points 26. The virtual backbone can be inpl enented
using one or nore of the follow ng: comrunication lines, e.g., Ti, DS3,
OC- 3, an woniawy®ty service provider (I1SP), a VPN, e.g., |Rsagysoaoposvat e
networ k, switched and permanent virtual circuit network transm ssion

t echnol ogi edackbane, thirt Brsed e lintgremheatyatoiorio oomﬁsottpmﬁ&f efi ‘oimde, :

mul ti-access transm SSI on technol ogies, 25 e.g., switched nultinegabit dat a
service, or SHBPdimgat adablink 1m t@s@nnﬁ@ttmbwnrk qoryralipaintdevieaskbone i s

tsid th r k | t t |t |l of th
ol ural Tty of RSSOl gnciﬁ%&ﬁek@%g%ﬁ?@ GIRCCHYReB O e
virtual “backhane tstﬂaeme%%aal dkbBfe STRBLAL RN SR WPANifikd B BT prent

for LAN and WAN |R§lr astructure t con al ned its

net wor k. 5ThiNCRé hiks uprhea'nQ@ﬂSja%kBGhe nEhweq i lﬂhbéd/upﬂielmmfﬁ{d each
net wor k t hat g%é be managed and mai ntai ned i ndependent of the virtual 11 WO

02/ 069597 PGYADGHRko§8gHEt inbhrlctroswitchdiridge, hekdartdoan Atternetriidct net wor k
contro'rpOitS" widi e" enbodinment, a LANIlink is used to connect network
control point devices wthin a networ k control point and a WAN link is

used to connect the n ual , bac These
LAN and WAN | i nks bet ﬁé@‘%%lym%ﬁ%ﬁ}%pggﬁsﬂi Ve obf infld ARk ARe SR

equi prent  usge i pidRedd-AbhaAE, i &t ge,
hub, and an Et her net i nk. Typ\{e%?ﬁlgﬁe ?ﬁ%?g%@gﬂ\%?d@p aveg 8HV|érjt ual
backbona028 neadsiof theindustomem\andeths networfkdvereynéentenidingposedtbyathetrackbones
dependi ng upon the 10 needs of their custoners and the networking

r equi r ement SUSiRFRTESNapds  Adiernunehern ofnartual baskbenestisa foatien off virt ual

pear i ngon TRBIHERAEPEAF e tEnERE b had o Heetin on UEF BerRBOREIDE 1 ne
enterprise %aﬂﬁngﬁe@rw %lttélﬂﬂtﬂ?ﬁ_!g t}i@%&tg@hbggxﬁgﬁ?ﬂfv %Eé frafAgE has a set

of known net wor e than one virtu one can know t he address
space of a parthaldscRbore)vitereehuiphlis a sét f knovEnetidiRs. MireVthsd baé backbone

can be connected to another virtual backbone to increase the total nunber
of knowd3netwitnddaghkboneeancknew the eddress space of a particular known network,
e.g., 24c. Also, one virtual backbone can be connected to another virtual
backbone to increase the total number of known networks available for access.
The virtual backbone can be owned and maintained by an entity other than the
enterprise, and can be shared by multiple independent enterprises. For
20 example, the virtual backbone can be implemented using an ISP. The virtual
backbone can be an external network established and implemented by a
number of ISPs. A VPN link may use any number of ISPs to provide a virtual
backbone connection. The intermediate ISPs do not need to provide assurance
that~source address integrity and privacy will be maintained, because thisxwill
25 be provided by the VPN, and the integrity and privacy of the virtnal backbone
will be maintained. Even though each ISP has security policies to enforce
source address integrity, these policies may not be uniform or provide any
security assurances with respect to data being transmitted across the virtual
backbone. Alternatively an ISP may provide a value-added service where
30  source address integrity is strictly enforced for known networks, which might
alleviate the need for VPNs. |
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The virtual backbone can be owned and mai ntained by an entity other than
the enterprise, and can be shared by nultiple independent enterprises. For
20 exanpl w0 @2hve9s9rrt ual backbone can be inpl enent ed usi ng POT/USSR059DBe
virtual backbone can be an external network established and inpl enented by
a nunber of ISPs. A VPN Iink may use any nunber of |SPs to provide a
virtual backbone connection. The internediate | SPs do not need to provide
assurance that sourgls. 8d@dresmolif ' rd | - A | ned,
because this wll 25 be provided eggmtbﬁbe(dv e,nﬁadn tﬁﬁe |1!ﬁ{see§rﬁ|“?§&£ttﬁ privacy
of the viriQmheraokooependdnt sommminmsaimenderpRyerhaveouglearated SP has
security poli.ci g& 15)‘?? enf Of(CG source address integrity, these policies may

not be unifGHAR BYEK sty syistam of BEGUZ aAd deashionh nebsprkotorttm] dat a

bei ) ' | kb ) t tivel | SP

proviae a ot A68eER RaROR Stk g 3635 cRbe et 36 st e herarks <t 1) ot 1y
f df : ' ' . | d f VPNs. 12

VD 021 069507 DLty BagS B g Bt ortiél Poined & RAEN DR §5850 Choit} o

net wor k selha B6h enfatenthe3Rtwbel sedunivy b@ﬁ@?@ﬂﬁ@%s{;&@ﬂ?@ﬁh@%ﬁehﬁé‘l@r prises
have inpl e n&gd a _portion of the network security system of Fl 2. At
| east one Hét iéPk Bedorertwio deviesishtonseini ke wmnetstonk 8Racamt ont ipkigwn 36¢ i s

connect ed ast pne network, control point device in network control
poi nt 36d .ﬁe%ggﬂ‘ #@i Ht Ea‘éeo?ﬁcﬁéfi a3, known nggorksethedarasyaatwark 3Retofor k

36d."EACH Fet _ ok 3
Gevi con, oDk AR LS AL RENCY S et o 28 have

access as dfndmtalrteickbois34B BRolA B pAaiNed ki ® Uit ckpone 34a
shoul d be permtted at NCP 36b and known net V\oa?k%avaug*Eﬂvqéﬂ(%@fe %%ckbone

34b shoul diepds ekmaw thaladdresorgbbry ofvirtuahbadidokbGad Hdiaviceeers t o know t he
address registry of victtual backbone 34b and vice versa. Oherw se network
32a and n%?’&%‘é%t‘w | ab?éldilhfr{mx}ﬁ 32b veerdd bstuaknown to each other.

Network control points 36¢, 36d enforce source address integrity and anti-

15 spoofing for both virtual backbones 34a, 34b. In addition, network control

point 36¢ enforces the network security policy for data enroute to its known
network 32c.

FIG. 4 is a simplified block diagram illustrating a network

20 security system 38 where two companies or enterprises share the same known
network 40c. The known network 40c is connected to a virtual backbone 44a
and 44b via a network control point 42¢ and 42d. The number of companies
sharing the known network is at least equal to the number of network control
points. In this example, since there are two companies sharing the known

25 mnetwork, there are two network control points. Each company's network
security policy is enforced at its network control point. For example, company
A's network security policy is enforced at network control point 42a. Similarly,
company B's network security policy is enforced at network control point 42b.
Hence, even though the cdmpam'es share the known network 40c, each

30 company does not have to enforce the same network security policies at each

network control point 42a, 42b. Each company also has its own private
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Net wor k control points 36c¢c, 36d enforce source address integrity and anti
15 spoofing for both virtual backbones 34a, 34b. In addition, network
control p@o20c@®¢ enforces the network security policy f@cmesoaosmsoute to
its known network 32c. FIG 4 is a sinplified block diagramillustrating a
net wor k 20, Seek i M Ues; WSS %Kp | 251 i eft I SEsrothare the
sane knownOn ne?km\ﬁlglcgég.eﬁ?ﬁnovm nem 4@?@%@%%&%0 ao\ili rtual

backbone 4g@ints4Zh, 44b eviferea the hedvdkaebinis) paliy éf drevianetwbitts 408 nunber
of conpanies sharing the known network is at [east equal to the nunber of

net wor k cof@b.oNetwoikneantral points 42ex42penforet sapce hddresamdegngy anshpani es
sharing the known_25 network, there are.t network control points. Each
conpany' s %%?@H%QHJLPIFWWPE?VW%W\@?E@EP 2,448 net wor k contr ol

poi nt . 5For exanpl e, conpany A s network security policy is enforced at
network control point 42a. Sinmilarly, conmpany B's network security policy
Is enforced at net V‘DThﬁT&%%bﬁig RRhildd égébrigti'dﬂ eﬁi’e%@ﬁttﬁx%ﬂﬁoﬁ%e conpani es
share the known network 40¢, e€ach 30 conpany does hot have to enforce the
sanme net woptovidelifartthe potposessf diustratibn andtivwmokintandetdab beaxhiaudda, ord 2b.

Each conpany also has i1ts own private 13 WO 02/ 069597 PCT/ US02/ 05995

networ k, wifi bmif the deysndiondodbe prrsise ermbedmrentalaschorgds s vrEaRlwor k cont r ol

0b. " Net vgPROBGHRTES OpgIRE sk Seamity Npim: b o S PEL Lt At gr 1y and
ant i - SPf g 46 (:NEL pukRRREEE iiReibhuals REGkPRRG MG lBnaliafle

f oregol ng . scription of the present Invention'is prov

t he pur posgstoOfimid the $hveritioartoahé precistoémbod@ndr discloded. eMfzaustive or  to
limt the invention to the preci se enbodi nent disclosed. Several

enbodi ment embbdirhents srayopriovitecdifiersntsapebibitivaved berefitdalependiag arhthie are to
provi ded for the purposes of illustration and are not intended to be
exhaust i Vecoq,égqrgﬁpql hﬁs?‘f)fon’énﬁ’lﬁg@m thsmetyork segrity is¥%te%bé8?(¥§1‘ﬂgtlﬁ=i &EI osed.

The scope of the present invention is defined by the following claims.
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enbodi mrents may provide different capabilities and benefits dependi ng on
the configuration used to inplenent the network security system
Accor di ngivo o2tdags97scope of the present invention is defi natTnysoziosss
followi ng clains. 14 WD 02/ 069597 PCT/US02/ 05995 WHAT IS CLAIMED IS: 1. A
net wor k syt RTCENEL QUVBEDLg. carry data, conprising: a plurality of
net wor ks, each network nhaving at | east one network 5 device configured to
transmt and receive data and having a network security policy; a
plurality of network control points, each network control point having at
| east one het woAkneiwerk systgrsiconfiguvddto cannedatancemptisiog: t he plurality of
network control points.is..con eCtedlg,;O t | east .one of the plurality of 1lo
s PR NRBY

networks, and wher ei A PhraliyQk nelwe havighat lgpst amedetwetk ces is
configu ed r j.t ' .0f t rk..that is
connect%red ?%‘Rgfg&% \/\/8%1 Eggjoaﬁ%%%l é’&?ﬁﬁ&"&e‘%@“@%}‘i g%\gﬁg a\ﬂr&‘f"@% g\% one
configure élgcygonnect the plurality of network control points to one
another. 15 2. A network systemas defined in claim1l, wherein the virtual
backbone does not eaphrabtyasfynateionbcenselpointsy epell network chntrebpeiat to dat a
being transm ttege across the virtual backbone. 3. A network system as

defi ned i nha1Bg & keastprs wstiyork sonirel peint devikpowbereimeach oftlie plisalithat

t d f. th I | i Kk t Kk 20 that
connect ed SoGtRaTE ePRAS! Piatsdf shabeded 1 Ableasr g be HHsTte st ned | n clai m
1, wheygi ”nétﬁ%rké,?ahﬁ%h&%lﬁxk&%%@stg)ﬁxe dfTRE ﬁ@%%&%o&&ﬁloﬂgo&@aegifecem e of the

foll ow ng: comuni cation |1 nes, I nternet service provi r, a virtual

privat e netoufigured sl enfopcdrihemetwbriosdourfty pbliogoftlidnavatikmags defined in
claim1l1, wherein the virtual backbone is 25 external to the plurality of

net wor ks. @nngctask iadhi neprarkreoatroll gpimalgviae; ehdi m 1, wherein the virtual
backbone is

a virtual backbone configured to connect the plurality of network

control points to one another.

15 2. A network system as defined in claim 1, wherein the virtual backbone
does not enforce any network security policy with respect to data being

transmitted across the virtual backbone.

3. A network system as defined in claim 1, wherein the virtual backbone
has a registry that stores an address range of the plurality of known networks
20  that are connected to the virtual backbone.

4. A network system as defined in claim 1, wherein the virtual backbone is
implemented using one or more of the following: communication lines, an

internet service provider, a virtual private network, and a public network.

5. A network system as defined in claim 1, wherein the virtual backbone is

25  external to the plurality of networks.

6. A network system as defined in claim 1, wherein the virtual backbone is

external to the plurality of network control points.

15



external to the plurality of network control points. 15 WO 02/ 069597
PCT/ US02/ 05995 7. A network systemas defined in claim1, Wereinth “t'u
i backb ywe'nss9sotonfigured to enforce source address int @gmiusg2/0895 A

network system ags_defined .in clai ... Wherein at |east gne of the. network
control po?nt dZ\ﬁ‘%@" rgﬁyggwsdfefﬁ% 18},23?13} ht‘?’né?eﬂh’ak%%gkgﬁﬂ SREPBi nt s 5
has unrest gj Uy ; | east one of the network
cont rol podl)lgf:i ggffé‘eé@fé\frmcgg?lﬁ%gfaidﬁg%sgt tgglgtyher network control points
within the same virtual backbone. 9. A network systemas defined in claim

1, wher ei n8each Aohetinoek plsteml ast defirfed inaslaed kswheretieht RAst dhe @thaddr ess
range. 10 10. A network systemas defined in claim9, wherein each of the

net wor k dBeivesl contrehphinsilevices pi aachl of theqiluraditywof kstwak cantrabipoings
contained within the address range.. 11. A network system as defjned in

claim 1 whst BRissEicded Betwork copnechivity tont legrt one ok thionetenk sentiel ensur es
dd 1 s t t def.i. i laim 1,
wher o n-t neonE delickd itk aft b ofhl el forial Mofls MAltiR e ana

i mpl ement ediral dagkbd. ity of internet service providers. 13. A network
systemconfigured to carry data, conprising: a virtual backbone; 20 a
plurality of network control points, each network control point having at

| east one fet worknetwiork systpmi astdefnedde, claim thwhereto sashcofitetphutahiey ofi r t ual
backbone and copfigyred to enforce a network security policy of a known
networ k; anPNRTER 1 §C e%%maamrme- each known network is connected 25
to at least one of the plurality of network control point devices and has a

networ ky segyr itk PQLIH sy&Bfh &8efined in claim 9, wherein each of the network

devices in each of the plurality of networks has an address contained within the

address range.

11. A network system as defined in claim 1, wherein each of the plurality of

network control points ensures source address integrity.

15 12, Anetwork system as defined in claim 1, wherein the virtual backbone is
an external network established and implemented by a plurality of internet

service providers.

13. A network system configured to carry data, comprising:
a virtual backbone;

20 3 a plurality of network control points, each network control point
having at least one network control point device, which is connected to the
virtual backbone and configured to enforce a network security policy of a
known network; .

a plurality of known networks, each known network is connected

25 to at least one of the plurality of network control point devices and has a

network security policy; and
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plurality of unknown networks, ea ' ut> cYroMi t! nrk ss connected to at
| east onewofo2besopl ural ity of network control point devi cesT/aaziosooshavi ng

no network securit olicy. 14. A network system.as. defined,in claim 13,

wherein the virt ua?/ gmé%ofwﬂﬁmmwrg{rqa%ﬂ}w@@%ﬁ@% fkﬁ%r ess' range

of the pluralit f own networ ks, t hat e connected to the.virtual

backbone. ‘i%ll.neﬁ\ngtlo\/ﬁﬁaﬁa% JaE é’m%ﬁ‘a‘égﬁxé’g! qeﬁWBHﬁ?%@ ,po“/méreé(?‘??st vi rtual

backbone .54 :establi shed and inplenmented by a plurality
ARG nEHCEHOR, ORIIPREE

of 1nternet ro 16. A network systemas defined in claim
13, wherein the virtual backbone is external to the plurality of known

networks. 14, A Aeatewpiokk sysiémasatef@etiinethitnn] 3| whereidthe Wit gl backbenyi r t ual
backbone s external to the plurality of network control points, 18. A
net wor 5 sybasehregistiethatstbrenae pdiess 131gevifdheiplurality eflstovomaciorkhe 15

network coptrol point, devices.in each of the plurality of network control
points ha aﬁﬁ%&meﬁfegéoﬁg?mlg’aﬁﬂ&ﬂqw ty to at |east one of the
network control point devices within all of the other network control

points wi tgﬁ.” t Ren &K S%ét(é)l?‘l"%{}d&%%h%%?&igﬂ‘% @?&%Mﬂ%‘%ﬁ&él%&kﬁén@'e“ ned

inclaiml whereln eac e uralit known networks IS defi ned

by an addrgsm &:aegl nétwork@stabliskéhank ifiynesmtes by afglnetity of fltemet 19,
wherein each of the network devices in each of the plurality of known

net wor ks hsgvise paduidess contained within the address range. 21. A network
systemas defined in claim13, wherein the virtual backbone 25 is

E‘é—r}; b%ﬁ{z,egggg;[@f r(l)ert%veorf gﬁzjsrtgr% aasdcijer Sea ﬁlr(]: z? ! !lg,yWhéLréianeov%/’tgglgl?a%Z(bone

1s external to the plurality of known networks.

17. A network system as defined in claim 13, wherein the virtual backbone

1s external to the plurality of network control points.

18. A network system as defined in claim 13, wherein at least one of the

15 network control point devices in each of the plurality of network control points
has unrestricted network connectivity to at least one of the network control
point devices within all of the other network control points within the same

virtual backbone.

19. A npetwork system as defined in claim 13, wherein each of the plurality

20  of known networks is defined by an address range.

-

20. A network system as defined in claim 19, wherein each of the network
devices in each of the plurality of known networks has an address contained
within the address range.

21. A network system as defined in claim 13, wherein the virtual backbone

25  1s configured to enforce source address integrity.
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22. A network systemas defined in claim13, vl "h reifn,6ae ' h '~ bf- 1
-rielvva kM devices in each of the plurality of known networks has
unr est ri cwed2/oespor k  connectivity to all other network aeTriusexoisni: hin the

same known _network. 23. A network system as_definped in claim 13  wherein
each of th22pl upangtimprk sygemmastdesinedds slaisl 1o ‘hér@‘i@ha‘@&w@%ﬂi@@@%kaddr ess
integrity. ,24. A network.system as..defined in.claim13 .wherein the virtual
backbone ﬂ%“?‘?ﬁp’lne‘??éﬁf(gﬁhﬁﬁq{@myn%f Igpowp Rgtvggrks h@s qusmtﬁ‘g?le%ni cation
lines, an .i . Vi i : I i i , and a
public net &%r e.%g’g& tgaglle(%t\l}grr%@églggénwggsnﬂlg%#g{f %%héégéﬁﬂglgﬁg{%éonpri si ng:
10 first and second known networks; first and second virtual backbones,
each virtu2s. bagkisperkayites asalefamddrigstaine B swharcinbdohihof the plgaltyaddr esses
corresponding to network devices in the first and second known networks; a

first netwofketvarkrontpbpointcensurgsuyoauice addissnimtegritie first 15 known
network to the first virtual backbone and configured to enforce a network

i Licy ,of the first k K d,net. | poi
ont | gur oo, SAMERNOTKRSS GBI GRS dr RAEGH HE GBCETARPPREal T
packbone GBI AUARAL o bPIRSe Bf RIS WhlhiniBRLsE knd, duhe second

known net wo control polnt” configured to cdnnect to
the first inteflet sdrvitas r 20 Gir@a ptigifeatttivorie indr £putiiymgeoalddr ess
integrity for the first and-second virtual backbones; and Z a fourth
network control point configured to be coupled to the third network
control polht adAdnetworkeystam eanfiguatd tmedby detaaadmpostiggur ed t o 25 enforce
source address integrjty for the first and_.second virtual backbones. 26. A
net wor RO syst em as de#J d sscend knows nefwptSer conprising a third known

networ k configured t g GOMFELoh®virfiful bLKSLAR! YRAFRA! B UbBRE Bhvind® WO

an address registry, which includes addresses corresponding to network devices

in the first and second known networks;
a first network control point configured to connect the first

15 known network to the first virtual backbone and configured to enforce a
network security policy of the first known network;

a second network control point configured to connect the second
known network to the second virtual backbone and configured to enforce a
network security policy of the second known network;

20 a third network control point configured to connect to the first
virtual backbone and configured to enforce source address integrity for the first
and-second virtual backbones; and ~

a fourth network control point configured to be coupled to the
third network control point and the second virtual backbone and configured to

25  enforce source address integrity for the first and second virtual backbones.

26. A network system as defined in claim 25, further comprising a third
known network configured to connect to the third network control point.
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27. A network systemas defined in claim26, control point is configured
to enforce a network security policy of the third known network. 28. A

net wor k sweteev®s? defi ned in claim26, wherein the third Paowso2/esmeet wor k
is configured to connect to th ourth network control .paint.. 29. A network
syst em as def i Ha@ePHoR Bistem @S dGHBEG hclane Qf%ﬂh@’i’e‘ﬁég o "’ﬁ%‘aﬁég‘ol point is

configured t nforce a r curit ol,i ¢ t i own

net wor k. ﬁpgﬂ?ﬂg{r%? E(’%@&r\é\ﬁfﬁ@%&% ﬁé%“?ﬂr%?%ﬁﬁ%ggﬁ%g@?%h ﬁﬁe first and
second i Qi H@lvdrrckbones are external networks established and

i npl emented by a plurality of internet service providers. 31. A network
system as defined in claim?25, wherein the first and second virtual
backbones 28 e eXmnetwatk $ystdrhas fdefined andlasa@f)dviiereintha¢hivdkiiewn32. A
network system as defined_ in claim25, wherein the first and second 15

vi rtuals bawkwerets eondigxed fnegnnest thdiefenribmetwert saitrgddoMts. 33. A network
system as defined in claim25, wherein the first and second virtual

backbones e configured to enf0rce,souyce dress. i nt eqri.t A networ k
system as "?iqrefi rfg&le ot g(s:tﬁxggs qﬁﬁﬁ?%%"&f@ » WS tﬁﬁﬁ?‘k‘“‘éé@fo@& in the
first and ' 1 Kf 82 tapQnectivity
to all ot h@?‘ﬁﬁgﬁﬁo@@wgggﬁ esa\lal,tméte i ne% %g{eg"zgiék %\%\%mtyﬁg%rk@%. aA net wor k
syst em as ldefkimaetwdarkel ai m 25, wherein the first, second, third, and

fourth network control points ensure source address integrity. 36. A
network system as defined in claim?25, wherein the first and second

virtual batkbordaietwerk syntemms detingd im glagma2 brwheseid the firslandsiecend ng: 25

COMIN Cat ;g {098 cndlaLOLSLOSH 5 SSIOHS SRbRY IRk bbbl 4 vat e

net wor ¥,

plurality of internet service providers.

31. A network system as defined in claim 25, wherein the first and second

virtual backbones are external to the first and second known networks.

32. A network system as defined in claim 25, wherein the first and second

15 virtual backbones are external to the network control points.

33. A network system as defined in claim 25, wherein the first and second

virtual backbones are configured to enforce source address integrity.

34. A network system as defined in claim 25, wherein all of the network
devices in the first and second known networks have unrestricted network

20  conifiectivity to all other network devices within the same known network™

35. A network system as defined in claim 25, wherein the first, second,

third, and fourth network control points ensure source address integrity.

36. A network system as defined in claim 25, wherein the first and second
virtual backbones are implemented using one or more of the following:
25 communication lines, an internet service provider, a virtual private network,

and a public network.
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