; ?7@\Be3e| ttudwNx. | {6{T|] 1 COVMUM CATI ON BETVWEEN SOFTWARE ELEMENTS The
present application rel at mmmm“\ d a nethod of and apparatus for-*
provi di ng comruni cati on bgmmm nore software el enents. The

i nventi on dyceeymewd 5 herein hggeparticular, but not exclpexicBooorgl i cation
to dynamc real-tinme distributed systenms with highly nobile software

el ements. Well known exanpl es of present-qday architectures such
applications use to enable the interaction of a nunber of clients will be

di scussed having regard teoMingi¢afoNBERREN SOFRard Mgl (@) illustrates a
very sinple interconnection of each client to all other clients. It wll be

clear that such an approach will very quickly becone inpractical as the

nunber of chingfrsseht 88Sicatidn rdlatiilto GRSideH ?ﬁ:em(o%rBQQnE Qﬁ%araiugrfoﬁm{méns one

hundred 15 clients are to interact. Figure 1 rates a nor
sophi st i cat EQMAPHIGRICA bRIEReD 1R MAre spttwike %ﬁﬁﬁéét?&f—‘ ipgengiogidirglosedent r al

server. The Hepdie 8R4 potic@aC bmemt/e&aweé ol GNPRTE AL AR réfsAtd Alhbured
term nology will be well however, as soon as the nunber of

kno
clients 20 IS¥§ieAs Wish hiesly rf“l’ﬁ"§ saéﬁraffaﬂﬁmsﬂ“éo becones i npractical. If, for
exanpl e, hundreds of clients were to interact in any non-trivial manner, a

single prese t day server woul d s over wh both the

comput a1 ondlel BRI Ao TarsasPk Iy KeRResirer GUrbPp RS AL 8 o e
sophi st i cat ate appractichofd aurebe at kliofhts avilhbebiecusaéd bavientegyatbtol Fguiesv and
connect eq héough an interface not to a single central server but to a
server Qst conprising nultiple servers. Wilst this approach retains
t he ablllty to manage the application in a central fashion at the server

cluster, it l-f?1 Lﬁgd%) |I(R}g§ra{égtahmgwr}ﬁ[n?%gﬁggcaotnlnga?ol c!f%%gh @pe%tttggll Iag’i[ewgl elél‘;t[ raffic

to be distriby anongs erver 30 It
will be wellit kvnibbmctbhranhataSL@bmadpb@dclmmﬂémrv@mctslnrt@do'appmgcaichcatl es tenput er

pr ogr amm ng rtm,ép%?e tWHdSSRIGR QYRS bd REnBAar! RV XEARE, BAWh RPN Cati ons

such as | arge nul ti -rq%a er ganmes are no exception. The concept 0 an obj ect
and \/\msooqhwmaawezo P@Tﬂ@BOO/ 02245 associated ternminology will be well
known. The term' gane conponent’ w |l here be used to refer to a gane
object) i.e. any self-contained grouping of code and data that represents
some aspect [eurg eRIMstiREAs B RieSCPBiRticatedrapAreanh| Yherg £8¢h glfent fecopBesied s of

the server cluséin |e%$dranlagweur’mbr¢ends¢£ bt BlcRerR/se6RE s@EnGRRRNEASdIaddbaERES Wi | |
be hosting multip gane conponents . It will be understood that with this
appr oach t ha‘te"f’WQPSV\)OY"I' Pe B! LB RIS ITOMEYST 8 SORX ATrHIe M HPRE5 PE S¥8NEY ' | ogi n
manager ' ,20 hedgirtr 1 ridelthis tapprdect #1864 BetetksompRctiddl. 1, for ¥RsploCRindaas ot her '
;:ioxgne:’las, fl%%tsewgrrgpclo?nteract i%l ar%tye%r 6tlrtn%l rRalmsntepla smglg pFesQrﬁ"t darllsste?vne(r:%v%u[gany

simply be overwhelmed by both the computational load and the network traffic.

Figure 2 illustrates a more sophisticated approach where each of a number of clients
25 is now connected through an interface not to a single central server but to a server
cluster comprising multiple servers. Whilst this approach retains the ability to manage
the application in a central fashion at the server cluster, it also allows both the
computational load and the network traffic to be distributed amongst the multiple
servers of the server cluster.
30
It will be well known that a so-called object-oriented approach to computer
programming has become widespread over the past few years and applications such

as large multi-player games are no exception. The concept of an object and

ARG
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10 many different |ocations. Indeed, it mght well be the case that such a
conponent ni‘ght be passed froma first game-player, playing on a first
client, to a second player, playing on a second client. In this way, it
woul d be newesezme3d f or t he conponent to nove fromthe firetT/GBiomed4sup to

t he server cluster and then back down to the second client. 15 This

architecture will also be required to be dynamc in other ways. As the size
or conplexity of such nulti-player ganes I'ncreases or as the nunber of
joined clients_ingr Ses mber s _i.n the server..c

el | e’ 20" wieaHrirs el el BT bRt PR i e Sil§ereiee ™

conput at i onaluskd adrediersioa getnedobjedt hi.€. ey selétomgined gtdup:rg&ffﬂ:odmdndi detart@ator k
traffic generatedlnthe l ayin e game may be distributed or
bal anced over A huitber ¢ ngelégl%ﬁ? ggm rﬁe{emgmaporl\lew servers with particul ar
functionality m ght aI so be wished to be joined to the server cluster) for
exanple a go I . i r r, as
t he gane e%v:g[qu\)gﬁ:tah|\Ei6gaevoﬁ/r{eessfelnﬁsrsalr)rfatjl’lg\t/\slgIv:el glgptt%ﬁé\g Iﬁ% m%? H’g?g ‘flﬂ@e pE&&eE.Q‘E
conput at i onalandzgkis prasges yélcdbet pstiag mualpllf-' game hempenenNewt pribbegsessioay be
created and qhg mmﬁégrﬁao%wapm% an BeEQd @éinpé\gn&heor%\éﬁbgpaego Olied

applications such as e nul'ti-player games therefore faces a
consi der abl e 981 Manrgper; HahBFKIG AP 'I‘?ST@U@W endsi ghe Jixed legatien- Ataer

di stributed aJo‘FJHoE@EJsUfo‘?ex&E I a|dlsuk%@gr%l:ﬁ%'ist&hﬁ'ﬁght'b@ iRREAde@UhaHy: tirh&le iPr obl em
is posed of allow ffg such 0 3 PCTI GB00/ 02745 real -tinme, |ow
8

| at ency cdRnuRr®atiff§rENhCAES- {"Hée%l|"s'ﬂ9|hbmelé(§’eQaﬁﬁaﬁ?&?ﬁbﬂ&@t%c%@wm al | ow

a highly dynafigat 86¢gashed tionDal i gatkiplayRl, @y&rngg&nsf.m chéntpty esbon@ipwsyer, t he
wi despread interest m object-oriented conmputer pro m’l‘t % as nentioned 5
above, it wilRlayjed R%Ialsek?ﬂf\/ﬁ'ef‘héft”‘ﬂ%éf% '&W@“'da"te 794 : e b FPREOMEST Hunber

of approachesmb@e Bbmawk figst@hErGipIotthe SEHIELIN stat #hdhbh bacled Amo td1te. seEbnd
particular interest, having regard to the abovementioned problem are the
di fferent app?'t‘}abhes to allowing so-called distributed objects, which is to
say distritsuted over a client/server system to cormunl cate W|th one

anot her. 10 Vlgood hl ntroducti o it X un(%g el;sv§a tial D stributed
Obj ects Survi VAP SENEE W) 35508 TGS P% ﬁmﬁa‘rkey and Jeri Edwar ds,
published by John Wley & Sons Inc in 1996. 15 By way of a first exanple, a
client/server | enent ati on . b ndar d
Transm ssi on éo%er o Br ¢ o%rrépc%ﬁ'{goq:lhf%rg’ﬁlatwg g@%:n%? '?%f%ﬁkjg}léer ke‘{%ﬁggcket
APl . However , joired clipmts iceersenahe dunheredisatvelsyinahe servendustdi mgy wWedl)beEach
cLlent woud w%dttebgmng@'ﬁmsatms gk, 4PHHE Ry GANDERDBASA Ball | T e

20 rel evant server processes ( nition rel evant’ changes
regul arly) i npma@eqm@ntpmﬁomc@mg of teaagrcgndathg n;sr\wﬁsafh@gmwﬁéaum( bl

Gane conponenk&rebamwgg fukeegamé RaRbL ARttt oMBNEAEd ROEVE RIMBEAsEESSEs 1

woul d create problens of |ocation tracking and data sequenci ng. VWile a

TCP/IP |ink !ndividual servers. New servers with particular functionality mlght also be wished to
be joined to the server cluster, for example a sophisticated Artificial Intelligence (Al)

25 engine.

Further, as the game environment evolves, it may well be the case that the
computational tasks required to maintain it change. New processes may be created
and old processes destroyed as required.

30
The developer of applications such as large multi-player games therefore faces a
considerable challenge in working with such a highly dynamic and distributed

architecture. It will be clear that, in particular, the problem is posed of allowing such



25 guarantees data ordering between each end, communication between nobile
game conponents w |l involve nmultiple TCP/ I P 1inks) where no rel ative
sequence i cqu%h on is maintained. (cl The enforced seqpencsogoneds TCP/ | P

| i nks can ranatlcally i ncrease the perceived 30 Iatency between clients in
the environment. For exanple, if in the sequence 'Player A says hell o)

Pl ayer B shoots you', the first el enent i% lost in transit, then the second

el enent will be delayed whilst a timeout/retransm ssion mechani sm i s

i nvoked.  VIBROUTZ. 78902 4N OCTICREFT 2D A5 tvaeqriihe 19istriRYtHH PRME APNRPRSNESAAS oNn

ni ght use Usgfi SBHaghid Al RKALAEAnd/dsiih & uRL N5RE Game WPRE IR 4 NSt ead of

TCPI'I P. However, whilst the enforced sequencing problemis removed, so is,

for exanple, any concept of data sequencing or reliable delivery. 5 The now

\E\)I’9| lt kBO\tAﬂdCQCIgBPth{&S;SreRﬁH\WS& BB B K& or AR £al &oﬁ%t’é’r&;r&&ﬂﬁ%g %Went:one?
stribute nmponepn EKI)Q enerlc mechani sns for

sharing i it of ¥Ei Br‘fv"bB?\X){fﬁﬁ‘”ﬁ‘f"gttﬁtBﬁ?réar l?Fé'?ﬁ@'e FMe: AEIBERST However ,

t he basis of aﬁﬁn&dEGRBM\D@ﬁM am@afte)mborhamnbemnm'tmortar ynoand Df gertither very

exi stence ofhéhe nﬁt i th% (I ding a unif X éeg%flnterfac . Vi | st

these are poWeyFth Vé'lgnrr?ﬁa es ﬁ%/ TERYSE pé%béefr?c%ﬁ ®MingAPRFoaches

time-criticato aloevidg &f-fdlled dkibveedsenesit, | wiecka spbiseptdistitsited dvera i nst ead

essential to QP ntggp Cf@%&?ko%%ﬁ%mh8M®Q§%erkthaff'C is distributed and

handl ed. Rel%f" ST EEhiol odi'es m or €ex aon rely on the asynchronous

retrieval 10f nessages froma centrallzed gueue. 15 Thus, these present-day

appr oaches e, 8} TR1%,008 AQ) B KABIR e 2.3l L&mtéooopﬁsts LRLEM

outlined abovegoo ccor rst as I nvent1on however, there
is provided &uidet Hiioro‘%ocbfzrtmfadjr Bem drarr*rgv @ocﬂrﬁmﬁé\a@ndenp@éls'v\?@ew daho Vileyndor e

sof tware el eggid 5c iR189st conputer means being arranged to host application
programs to host application software elements in a host space, two or nore
application software el enments being hosted in said host space; the nethod

conprising By v@a’izsd?ca' @51 BARAC K APR)depal 'nrﬁﬂer%@iﬁttaﬂ@rﬁ ﬁnﬁt%@&rﬂblemeﬁﬂda
comuni cation software el enment_t hrough which to send and/qr rec

nessages; hoF'(ﬂ%\gu%'%tr@éﬁ?ﬁ?ﬁf%yﬁpﬁﬁ'sg?’a%”’iﬁ?' Rretaceld dofernst 5@‘%&%”@%’?] on

sof twar e el eBeiblel BoO@E APE HBWHVEE 3 drQThreIEh¥o8 e hieittely 3Rsdinbigwhgg each
application software el enent to conmunicate with other application software

el ements by sending and receiving nessages through the respectively

associ at ed cQ4)TH&Qh €Rérit MbusDhdvaeas &orliiaBNt@ateddid desO, QOANELEE o all the
PCT/GBOO/93245

relevant server processes (where the definition of ‘relevant’ changes regularly)

introducing problems of latency and processing overhead.

{b) Game companents changing their location (i.e. moving between processes ) would
create problems of location tracking and data sequencing. While a TCP/IP link
25 guarantees data ordering between each end, communication between mobile
game components will involve multiple TCP/IP links, where no relative sequence

information is maintained.

(¢) The enforced sequencing of TCP/IP links can dramatically increase the perceived
30 latency between clients in the environment. For example, if in the sequence
‘Player A says hello, Player B shoots you’, the first element is lost in transit, then
the second element will be delayed whilst a timeout/retransmisston mechanism is

invoked.



all owi ng each application software el ement and associ ated conmuni cati on
software elenent to nove in said host space. 5 Holding the entire

comuni cat | ?oﬁgé’%e in the comunication software el ementpcdasRGbRILd W th
any given sortware elenent allows the application software el enent and
comuni cation software el enment assenbly to conmuni cate and nove in
particul arly dynam c fashi on. The nessagiang consequently enabl ed, carried
out on a per elenent basis) allows for continuity of comunication between
software 10 elenents even if they nove in such a dynam c way. According to
anot her aspe ﬁ of the invention there is grovi ded an aéparat us to provide
for comunciAfy S’ GERRIR EPPIEME YO MBIoEt Uk ViriRatedrandneioce!Jinsernes Rigtoces host
conput er NeaUDPAPY asgad of FCPIR tHoadkl, Gatiis DtheMndgEadBeduendlAg brodip iscat i on
software el enents in.a host space; two or_nore appljcation th_ware

of ement s nosSEBRY P b oh Bl i 20k SOBEER LA pr A TG OLb ¢ e LY Bhent

havi ng an5associ ated communci ati on software el enent through which to send

A Communt cat | G St S0 0P e L P Bt SOt T S S A e
nmessagi ng nmelisyibargdabgepbrizot @bjkovivios $2Q0 MY phsidegene tcometimantsatd fn ssafngwar e
el ements; angd; 23 M0V ROGL Hﬁﬁfbgueadr ij%gsegvtr% %'t'w‘BM‘(.?—B%‘O?[,%hé%esﬂmé‘ftt%et° ove
in said host space. Agaln) holding the entire comrnication state in the
communi cat i 0AOBBALO apbrrembasde®0cp atverhdwiiddthavergexieangoéf thanetvedrement
arlows the anflbAhh AMnsield B8ES el ETRA: Al G SR ARl LY Ere
el ement assenbly to” comuni cate and nove in particularly dynamc tashion.
The messagi ngPlctRiepirewetlighheHabicatcal ead tiali \lume aerwityerapelieatent. Ibiasi s,
They move. i m e e e oA b1 79030 & S cao0] oo ge e

y nove | u y y. .
embodi ment  obandirg. PRl eeirolfisiss MWl texamster rHean thi2waghenoakisval of
havi ng regar gheb gk & oRCS AMRAMEILeds. aWi Ngs, in which: 5 Figure 3 represents
a server conputer cluster suitable for use with the invention; Figure 4
repr esent® an endpoint identity allocation process flowhart; Figure 5

represents aTE@TRAERGHredeht-EQNRPARIBReITHE SAGINBoDENE €5 prolidewCthltlon thivgdir e 6
represents agrogﬁjrgm nt nmovenent process flowchart; 10 Figure 7 represents a

client/serve AYEHREP°%eri tabl e for use with the invention; Figure 8
represents a further suitable client/server arrangenent; and Figure 9

represents a,further nmessagi ng process f|lowchart. SERVER CLUSTER
ARCHI TECTUREAEECBINg P& B3 PR ng'bFs'”ESﬁr&‘°é‘ﬁ%ﬂV§"o o 'SiPﬁ%‘f'éeJe"sae Vet Pust er
(\300) andztepmoidingc edrhingtit @toindret weert afd @r aire UsBWakd Heinbnts, exenptanyuter

enbodi nent of the.invention. .Th uitable server c r r is
Shoon oo™ avimeang a6 BdRs SNfosd Mo A0kBnS s s RIMLE L flcdBbR sotedlBld
i 302) and a tlmedtssieravierst spagputer of BOB) a@dicatidresafomite cteatbnys Being hogtall iNAr ea

Net wor k (LANEaiQ%Qét)?pagé’;%@ o ROSIMEL G will be well known, running for
exanpl e varieties of UniX [r1X,
25 associating each application software element with a communication software

element through which to send and/or receive messages;

holding the communication state of the associated application software
element in each communication software element;

30
allowing each application software element to communicate with other
application software elements by sending and receiving messages through the

respectively associated communication software elements; and



Linux and Solaris ) or Mcrosoft Wndows'"'. 25 As will be discussed |,
further below, a nunber of client conputers (not shown) nay be connected to
t he server,%BgE?%ﬁ{ cluster. The first and second server gEHEBH0REAS

(301, 302) host 'rirst, second and third server application processes

(305, 306, 307) respectively. Each such server process hosts 30 one or nore
application rel ated conponents. As di scussed above, a conponent is taken to
descri be sel f-contai ned groupi ng of code and data that represents sone
aspect of an application inplenentation. The term software el enent nmay

| i kew se be used | | ace .of e or abj ect. VO 00] 77630 7 .,
PCT/ GBOO/ 02245 1 ntoKAg &8eit 38@%§H§’gr?§$‘3’ea\’/ee|egéﬁéef‘? RSO, RYBREREony ght
represent, for exsafpia@e eleownttd moee ini saidiedst epader onment . The conponent s
hosted in such processes m ght then be objects in such roons. Oten these
objects will need to be able to nove, the 5 avatars of characters in the
gane are dneHoldingabe eetiamoirenunigatiof stateathp kenmangriomsdgvare@lenpinst ol  mi ght
be able to beg.picked, R BV R B NG | : | b
expl ai ned, easéh %orrpo.nena?ylgg asséc% at ed thaﬁ&g; g%—%gﬁ%%ﬁk'sgﬁg’ﬁg lhl%mferﬁEach
10 such endpdntheomnknichEanescATAi? glaenesyarsembii td e oaduingsse atheopriinpose of
such endpoi n}:&ti@@lbr‘?\gdm@k&h%ﬁl. Y :Qg%ﬁﬂﬁ%%ﬂée%ueﬁﬁ/ &Ma'bledb@&rﬂﬁ@gﬁ' &) 1s
S

to allow the conponents to comruni cate w th each other throug e sendi ng
and recei vi ngeoteheERigEsalionsoayrottiREity of expaERiFRondtdpBshEdtwars First)
second, t i I diepHadsf SUahlifcne P RABENSEh(B8BhamlOway2, 314) are illustrated,
havi ng respective first, second, third and fourth endpoints

(309, 311, 313, 315). The first and second conponents (308, 310) and their

associ at ed epdperdmigStd RGN adpect @Si @e infedida fhefeSts PRIWRIE B QPE&HSUSSRD)
hosted on the fiyst server con*%get er (301 ) The _t hi rd‘ conponent. and

associ at ed eREYSIEHLT EYRDUALFHONRELVERD TWP PHEOESOEME S BIPUEPS1O8WEE9920 (306)
hosted on the first server conputer (30l ). The fourth conponent and
associ at ed_ endpoint (314, 315) reside in the third server process (307

host ed on% he secorr\?f((s@?@%@te%o%ad‘fe?"?%ﬂ) €° TS s ﬁ??fbmofpr??er%rg%g(‘eos(g\c’%f and
from conponenpsichticratedvamn ethinfdnty ierd haseswae; 25 processes is achi eved

through the use of , Jorvar MeasaslRdohibel 886%: nOeq SHiEhy RELUBL S sagi ng
ng %e ween t he

Interface (SM) is prSVinae er server. us, Fnrs‘ssagl
illustrated endpoi nts ¢xhlmniiagdn byftiveresdlerasrd hericorrd aSeeaiated Kewgwigriaton

Interfaces (316, 317) h?oﬁ’{v?ag'eQ%#eh?ti‘fr&&g%twﬁiggtég&%md%@?é.{%vecrgmgagsr;S

| 301, 3021 respectively. 30 Ea Server Messaging Interface maintains a pair
of routing®tables. An out bc#all r &eMMypiceRd] e taipMara delsmearat i beldeadpdhat

address to the Server Messagieudidtkihl f6& LESPENSiBEGtddOphiRatiSE VBvare
process in which the destination endpoint address is to be found. An

i nbound routing table maps #eMB¥Etinati on endpoi nt address to the server
messaging means arranged to allow messaging between communication

software elements; and
25 movement means arranged to allow software elements to move in said host

space,

Again, holding the entire communication state in the communication software
element associated with any given software element allows the application software

30 element and communication software element assembly to communicate and move in
particularly dynamic fashion. The messaging consequently enabled, carried out on a
per element basis, allows for continuity of communication between software

elements even if they move in such a dynamic way.



WO 001 77630 PCTI GB0OOI 02245 8 process running on that server, for which that
Server Messaging Interface is réesponsible, in which the destination

endpoi nt address is to be found. The first and second Server Messagi ng

| nt er f aceswEIMB763071 are illustrated as having first andPSEEEAW4bound and
out bound routing tables (318, 319, 320, 321) respectively. These 5 routing
tables wll be updated on such events asgthe creation and novenent of
endpoi nts and their associ ated conmponents, as wi |l be discussed bel ow.
CREATI ON OF COVPONENTS & ENDPO NTS AND ALLOCATI ON OF ADDRESSES 10 The
process by which the allccation of a unique systemWde identity to an
endpoi nt takes place will now be illustrated having regard to Figure 3 and
to Figure 4, rRuRAL At r I i S T, |rd
Server compur e T oot o Deach o U REARRE By W Wb Rt "]
conput ers ( 3egerd 30 He FoMARMINANGTEBOWS, infwiieh'i ons i n th| s enbodi ment as a
so-cal | edsEndpoi nt Location Server. In a first step (400), upon the startup
of a new Server Messaging Interface, the ELS will assign and transmt to
the new Ser VEUr&BJERIGFINS £ AERPT SATRPUY %‘i‘%?fksuﬁﬁb'le(ﬂ‘éfriﬁet"r"éhs“‘fedf“’qﬂéip@ase to

new y creat eigeedpepraténts 29 ehdbomt SRGOHalRtSfor( #H0desk fiowR@Rrtst art up of a new
server proc%ss wi_thin the server associated with the Server Messaging

Interface , THHEe SLPUFEFCNRESATPAT M At EPTRVE WNeFsagiy RjACSsAdlovEhEtt 0 t he new
process a SngLbée&lspref;edtdemhdpo&& nMdereft pasesstf@widakty created endpoints.

In this Y, .thi'%sub ck.of identities is av l:ﬂlablefoI[\the server
process t8 A43gd BRESHHS MB?P‘FSEXGF ?'é?i‘ge%”‘rﬂﬁtag JebRe® Wih thainkentoni on of a
conponent otﬂ'ngmé,s repdékérds plfatieer woitee tllkat/canér Dtangémédeanppl i cati on server
process, ‘J'guéoémﬁreée'}qs aquéhegg?n%g%gl%fo%%g&érﬁ c|hdretnt| ty. For a conponent

to be able t Adi f f er ent processes, it

will need to have an endpoint associated with it. Thus) during the process
of 30 instanddRIdOQ HTeR PRERIRPY the server process in question, a
call wll t ng the creation of an endpoint. WO

00l 77630 1% PCT/ GB00/ 02245 The server process will then create an endpoi nt

obj ect as rgﬁé{*ré%qllus{t%%s%erbgcam A4 {Ik‘gblg sehg clﬁ%@ﬁ@ﬁo(gﬁ%ﬁa Qﬁﬂwﬂgkt o the

endpoi nt on the 1dentities fromt sub- b server
process. By seajigemtiexayitsble ﬁonuw\y'tbu’c@semm@lmcﬁdmwﬁnent@f3'2& ipventippsTlam wi de

i dentity WHYsJ?c%bIQ QK)eP'Egmﬁlﬂere@r&?é}ere(%@@Pfs%owﬁ dA‘%aWnP a 06t i U3aRMeek ur t her

bel ow however, Mm nt wll contain not just this systemidentity but
al so the corﬂﬁpét@f@@ Fﬁftf%fthB’WUEet"é@%z’@r‘dtaﬁé'r%@%ré@i e@erytediBdhent . 10 Once

an endpoiztt RascdHpetted Qid ElaPAreatNIBWSA! (Y RN) PIG§ESS can then pass a pointer
back to the conponent, binding that endpoint to the conponent. Typically,

t he conponent can then provide a series of function addresses to an

endpoi nt, al $mv&bregcdnk@taedmbmvecaﬁommmuﬂshgaéreexammwﬁ@ﬂwsf @vMenti, back to

t he conponent n&‘ or, gxanp or Mlgposgggﬁilnggng_ a nessage for the conmponent). 15

25 As will be discussed further below, a number of client computers (not shown) may be

connected to the server computer cluster.

The first and second server computers (301,302} host first, second and third server
application processes (305,306,307) respectively. Each such server process hosts
30 one or more application related components. As discussed above, a component is
taken to describe self-contained grouping of code and data that represents some
aspect of an application implementation. The term software element may likewise be

used in place of component or object,



In a fourth step (4d31, the address allocated to the endpoint associated
with the newy instantiated conmponent is notified to the Server I\/bssagl ng
interface. yWheSgver Messaging Interface then updates i trcTicHdONRES r Outi ng
table. 20 In a fifth step (404)) this notification is further passed to the
Endpoi nt Location ' Server, the global endpoint identity store. It wll be
appreci ated that the aboveindicated steps may be carried out ma different
order fromthat shown. By way of an alternative, for exanple, the return of
the 25 endpoint to the newy instantiated conponent and the hooking of the
endpoi nt t o hHhge kGhRARL dgaﬁéldebaeberf %%m%&&;éa%gmg%% EB%% mﬁﬁﬁﬁa”' ed

out after the fourth_ and fifth steRs above. In this vvax new
conponent objPEEELN 3VEtY3hEPARP SR d "ARBMPAIRITY BRfIET I 536 rﬁ’é%eéﬁﬁﬁmght%\en

through whi Cthe b15)e X TATBUYNGabiAs. GYEsH ©86£6bj8dtk QWi Rfed RELLIMIPY Abva 18y St em wi de
identity can be allocated directly fromthe server Er ocess responsi bl e for
the i nst arft i 43R OF RBIFATHRIR IS FEQIELLViPYS 5 UTRIE BHY TafoReewle Al | ocat i on

process, i nv@kividagatanpistCMHNEBE abik 1616k aitke @ AndEnovBdRM ondNBofH??630
PCTI GBOO/ 02245 10 Should a particular server process run | ow on addresses,

for exanple ¥HWEM D the nunber of addresses available to it fall below a
pr edet er m ned threshol d, then the server process can request anot her

sub- bl ock fr Server Messaging I nterface eedi ng t
all ocate the FE%W‘%%'” Sﬁ%cﬁ%og@e?\? Fsﬁ%?g‘gévatﬁ‘gaf faé' pf"ﬂh' ?ﬁ;& on
addr essesio i fuchamdpaquesithaze pewidok cgktefnrwitetaddreEndpei mlrpdsrac;atshcm Server in

oL Lo {25 L0l REAIADRI LA RLAXE STV 05, A0S SR g Ur L1t

be hel d back process at1 oh ver, " n order
to provide stepareatidioersseyinfagre wish ee@fsomfer p'elwghcnt!b gendinp ond eeneiingfBdir t her

t he Endpoi nt mlegga?gg Aol HEF r g’gﬁyctp\,@ae(;,g pdsch identity blocks it has i ssued
and the nunber of identities t remal n unused within each bl ock. Wien an

endpoint 15 is rel eased, the Endpoint Location Server is notified by the

rel evant Sger Kigdt, MR38&GhRY aﬁ@#&l%%ﬁvpoﬁms '(iOE?@ﬂO @QQ"E@@QJ& |ﬁma%u§§gng
identity count in the relevant bl ock i ke fashion, if process

term nates, Espeqtive fisst: geondigird aecafcydthm@ﬁ@'mﬁ @99&d. 31 %}Eﬁeahet tirst Red

Endpoi nt LocaddoRl cofbY¥ednts Boshato) Tah@ﬁweq}ad%spﬁatteﬂ ckesbimkfadd,am tlsiqé & @yant
bl ocks. When the unused identity count for any gwen block hits zero, the

bl ock can t h&fft B%'VEBP’P%%Sﬁr‘ﬁ%'ﬂ W"étef’rf’é' e dirstisgrver €°’?‘§‘é‘ﬁ'|' ﬁ’é’” -JhesbiEd MESSAG NG
BETVEEN STATLE&EMNMNEnOBIEESEScieaanenhtS(3h o180 rastdelh Bhd S oBAREB VI 16E€5S cCan

comuni c t na 25 net hod on & ch ot her. nponent s
host ed |n ?45633‘ f%ﬂf’éc%esg QVV?F °1Tr?ﬁ‘|tehrdg§h §H COTRAVER ¥nput er ,
whi | st maki ngsamsetemfertdhemefﬁdmﬁ%ﬁ rw&tehanhsmurdmrvet akeesdBaTt Agredbn shear ed
menory, such Shay whi l s ssage sendi ng nechani sm | ooks identi cal

cf server gt%}mpu (t
|rrespect|ve 0 Irnation is, nessages novi ng between processes "
are transferred S|nply by passi ng pointers around.

The sending of messages to and from components located in different server

25 processes is achieved through the use of Server Messaging Interfaces. One such
Server Messaging Interface (SMI) is provided per server. Thus, messaging between
the illustrated endpoints is handled by first and second Server Messaging Interfaces

{316,317) hosted on the first and second server computers (301,302) respectively.

30 Each Server Messaging Interface maintains a pair of routing tables. An outbound
routing table maps a destination endpoint address to the Server Messaging Interface
responsible for the server process in which the destination endpoint address is to be

found. An inbound routing table maps a destination endpoint address to the server



30 According to the invention however, for comuni cation between conponents
| ocated on different server conputers, the use of endpoints is required as
fol | ows. QQJ‘WGSO PCT/ GB00/ 02245 11 A variety of neebpmpenmexi st for
conponent s W0 di%Cover the existence of other rel evant conponents. To take
t he above exanpl e of server processes representing roons in a virtual

envi ronnment, a RoonlVanager object nmay be8created for each room All
conponents instantiated within each room may then nessage t he RoonmVanager 5
obj ect to i prdeessrurinirgfort dhet seres) &twmmEasérinonﬁaﬁgﬁngemeﬁbteet may in
turn then oversee the interac u f the c onents
present in {%s£°P8b%ec |6‘8h Frffo&rFBSPngé'on eng %Pt %@2 gP%go%'FoileesgggF“cgendi ng
a nessage fr’semrtdh%erf/errl‘sessemrr@dmgrfﬁces031]5)311ﬁearémumstrhrted@mbeniegmrsmlnh now be
illustrated i

conponent rreggoarlgdﬁﬁb&%%g{?gsoép? I"owc U%ng tg{'gs hqfs i érﬂfégct) 221)6%3‘83%\'? esFst
conponent Shasttat tahles véll bé pedated ot eundh eyentshes tﬂ‘-lercsqatlseravemqypleamte@‘ a nessage
| nt ended for, hpﬁne‘s%@tthe.r:grme.@eetcon‘%%mq T4 WiiGd dlduds 8y &5S on 15 the
second server n a second step ( Ri's message |s passed to the
associated first endpoint. In a third step (502), the nessage, wth an

| ndi cati on tdaiaibnicy EOVPENERTS d ENGAGNTEUND ARBRATEIN bel Apbasesent to
the first Server NMessaging Tnierftace, erng er ver ssagl ng

Interface associated with the server on vvhr ch the f| rst server process is

runni ng. 130 HH3 Rodddd vt he(ER0Rkion R G dnidustsysRMKRIdeNESRRZ 8 bidpBikace

consults the associated first outbound routing table to find out which
Server Messd@feigP!Peh Wiinovebs Yustealpbhaying '@gﬁrd’rmt"—h%‘rgérvérmﬁr%’&eeﬁsaq n whi ch
resi des the Goppeneddredaiobith dréRssraswagati s addressed. If, as will be

di scussed further below) a routing table does not 25 have a cached copy of
the required address, it may send a request, via the LAN, to the Endpoint
Locat i 03 Sgamernhirzr]tservEﬂdcpﬁfmér (BOB)a'irit&lﬁorﬁfkch@fw%lﬂhe fuheanc:1 espaddemet h t he
require ress o onent est known to it, The Server sagr
| nt erfacé%ca??"f%‘é?‘fsééghggg) thFe‘fWaﬁgg) z'dl'?fr“é’% T BYS $0PPBEUE 2 THeTR ?
exanpl e, ei tEreirbohHEodfaabhlsag/et ablaeurﬁrstémmdémdmmrthe ke@biodn rser Sawe | |

i ndi cate that, nessages for 39 fourth t he
second Ser vg]}ﬂ SELgdT Ry Tt er?acvev'" 5398 aingq i ’(?"58‘52“)“% F\ﬁ’r essasg[er erver
Messagi ng Inmaarrfaaeea blholsbterclemmetslier rfaleasettcsr&rwlercrwq)end@mntsends t he nessage
via the LAN, to the second Server Messaging Interface WO 00/ 77630

PCT/ GB00/ 02245 12 hosted on the second server conputer. In a sixth step
(505)) tH® skcosatoSestear(4®Bs gngyi stgrtimbba haveser e Rraseps withie theigeryssoci at ed
second i nbound .01l Dgh tebéevetrwg@sger@n@efac@ ML %Qrv%eweragmgqeesécé siihost ed
t he endpoi nt associ at ed four component) to whi the nessage is
to be sent. dIsigs andcssnd 19 demwprroems|mglbtiab@eofs'dsrﬁmrﬁdowaiﬁéset:%?cfr?eftlvthe

i nformation gelabindpdiRsWH AR W&S, YRE sb-8ER 3¢ [RALGIQUE haikBRIIENEREsehver host ed
in either when the fourth conponent was instantiated in the third server
process or WPEREISHE &GP R 2BHMHSR&ALIASved to the third server process. The
novenent pf such conponents will be discussed further bel ow

The process of the creation of a component object, taking place under the control of
the application server process, will involve the assignment of such an identity. For a
component to be able to communicate with other components in different processes,
it will need to have an endpoint associated with it. Thus, during the process of

30 instantiation of a component by the server process in question, a call will typically be

made requesting the creation of an endpoint.



10 In this exanple, the routing table will reveal that the fourth endpoint,
associated with the fourth conponent, resides in the third server process.
In a sevenw}g@ot/,,q%o(SOG), t he second Server Messagi ng | nt eidracspotinen sends
t he nessage the fourth endpoint, hosted mthe third server process. In
an eighth step (507), the fourth endpoint then passes the nessage to the
fourth conponent. 15 It is to be noted m%he above that the nessage is
itself not always being passed around. Only when the nessage is sent over
t he networ k TheAdrvérsrodess evilsthee cowhe @pendpbinbpbest deiengired adtlading, irhen
witten. \Wep: ' t e e 0 there is
o fecti vl y iry b Qs aghat RE EMnd Bl Sib R KRR R ERNES 0 8o B na
(whi ch is typdidayithe embe raodeesy Byytves obexgmel i tve keasettaembedimentc ki3 bimpped
back to a pol - : : . NG OBJECTS 25 As
i ndi cat ed abéc?;\}:tg%FI c‘&r{ge %P&ftﬁgﬂr@euﬁtgzﬁg?%hgﬁhia&%g@r{% entire conmuni cation
state in the endpoint associated with any given conponent is that the
conponent angs gNHBOLRELRSS BIHHeY bBERANRVABE hOe oM VAN cbitafHaa s yfigshi on
bet ween processes. The nmessagi ng according to the invention, carried out on
a per obj ect SYPART $dendM Biig!sPoRe EOMPIRHUTIYM BT cRIMBLFTE CAthorsspeetiden
conponents e¥&hpédent.ney nove in such a 30 dynamic way. Conponents will cone
in many varieties of formand size. A conponent rmay be instructed by a
server process to nove fromone process to another. The conponent WO
001 77630 ﬂcg Brdé ﬁB@gd&&_%és 6&dh $16BateE, Belskdki ;@de&ycaﬁ%ﬁgerf béssla pui@eess and
transmtted o the destination process as a_ nessage. i S message, upon
recei pt at tH%c"dté’stf“Fﬁ&'f‘P%’}‘F”b%b’bcg faE’éWQPH‘éWHé@‘EP%bQ?ﬁ'aWe y‘é’ﬁﬁﬁ’tﬂ?f conponent
rebui |l t. Thecompdoreht tan hah @hovideea seiRalof Zaictom addreaies e a6 ieddparitdaltdudidl | ng
is to be donﬁ_'wi | | .degend to a agr eat extent on t ekcthq'hge 5 of R&)g}e
devel oper i n"HuESPP BRI BHUBDE AT W APYT PYESR SRS FRMBREIHYRY wit h
t hei r associ at®oblecrrpenent & dmessabe fgaghé abmgatendn, transm ssion and
unbundl i ng. of the endpoints can be carried out in nore uniformfashion
gi ven the wel | -known nature of the endpoints thenselves. 10 By way of
exanpl e, thelmp? bpethssted (488V.ithe addreemalivodted 16 tfenendheint esondtesiewitle thepr ocess
to the third Vi U . i| i rg to Figure
S and to F iy avg anREgEImiioh: BaBREs i) LISl e e B The i ng”an
i nstruction fewet Nessagingdnterfdpoingn Updatapite inbourheoutRd t@Pl&er ver process, in
a first step (600), the first Server Messaging Interface is instructed to
cease transmitting nmessages for the third endpoint. In a second step (601
)) the th??d"bﬁ@ffgisﬁfﬁp dBfbabis nphtgatian igfurther Rasaeete ihs Eadpeiat kesation This 20
serial i zati oBeplepdHE ERLANAIHS NTRERItPAEHKE! NESsages, each header including a
destination identity and a bytestream payl oad (The state of an endpoi nt may
be quite )
It will be appreciated that the aboveindicated steps may be carried out In a different

order from that shown. By way of an alternative, for example, the return of the
25 endpoint to the newly instantiated component and the hooking of the endpoint to the
relevant caliback functions by the component may be carried out after the fourth and

fifth steps above.

In this way, if and when new component objects are instantiated and thus require

30 new endpoints through which to communicate, addresses allowing the endpoint a
system-wide identity can be allocated directly from the server process responsible for
the instantiation. No asynchronous request to a distant address allocation process,

involving an inconvenient delay, need be made.



"large', in particular, in excess of the nunber of bytes available in a
single nessage). It will be recalled that, as indicated above, the parall el
process of transport of the 25 associ ated conponent ~s to be carrjed out in
t he mannerwoPeEiott ed by t he devel oper in question (who wFFTGRAYE? nowl edge
of the devel oper-created conponents, thus enabling an efficient transfer to
be effected). In a third step (602), thggressage or nessages are passed to
the first Server 30 Messaging Interface. The destination identity nmentioned
above has, for exanple, the destination Messaging Interface and the
destination _process encoded into ~t by neans of a pair of 1 6 bit WO

00/ 77630 145 CROONDIT 457 VEaP19esss rahiavh oe addisesesxtar sxermdletsboddtties mi ne
where to fopryRbel dhRIPRISARISHSE LR rANSPow abrb U SmbRAReh L Rahi b (BT Ver
Messaging Interface wll find that the message nust be sent to the second
Server MessagVAgP PREErTeACRIVES! 3npther prbrbtagk StosptheadBYer Nersaging derdades sent
to the sesopfeadestifledMgss AR el karRe A8HIAGHS b@w§emé§§agh4§§ﬁé%99

I nterface responsible for the intended destination process. w il be

di scussed bE{THRYW PhaduetnesShars eadtt Bevy BiRshHPTede Fnerrii-dcatetaeven t hat
t hey cont ai y fi@br1a8Nigh. control information rather than, for exanple,
contai ning an inter-endpoint nessage. 10 The first Server Messagi ng
Interface will also update its first inbound routing table to the effect
mat ht hﬁ t Pipr 6he &AL desyEt@mL\Oiﬂgeﬂdr:caeﬁsedighﬂfuaﬁh)ér [ h%bfbaaf ﬂGﬂ&ﬁﬁsl }‘ or

ich t irst Server ssaging Interface has responsibiljty. It w
Update (18 PIFEES BUFBORMEOPDAPIg" CABE 1f 64%he BIMBRE THaRocrShaet i o
conmponent hasjenevethdricudar repateancd5 process for which the second Server
Messaging Interface is responsible. In a fifth step (604a the nessage is
t hen passed to the destination server process, in this case the third
server procésgher2@hd Bndpogit xbértion Sprve60fy trackevhigsglagetyibdodkh@rhagridsund| ed t o
recreate th i pQi.nt .. i rver. S | r nce
oot oat od, the th R ABARE B B8 [ AN Bl SR80 ° VBRI ool
conponenf Sonteeleaned. thasndraim Loeetramaiesdkr i3 notifiedty the relevand Setver Measeaingpar t
of 11 COMMiefiald Qi AieclhneIRR.OL I(BREE JoBRE RANE fbie ARLREEAR AN
queue nessages I ntended for its assoclated conmponent, 11t the parall el
process of J8shigmaifspaiocesrgiethigaigssichacedetemiorrind ideattistorre yeivneddp eat ed
the conponene hgddMatL bt sdrerlddithatWRYY chhBe tiBkdCoif BOROMENLIe A RRRPOI Nt
wi Il have noved fromthe second server process on the first server conputer
to the thirdVer herunysestidantitgforndosarosdesbloskpijerereoths ek cantthegi by pe
appr eci ated tRAted 10the pholliBeretibduig. conponent with associ ated endpoi nt coul d
take part in nmessaging before the instruction to nove and can continue to
do so after recreation, they cannot generate nessages during the WO
00/ 77630 SIMPLE MESSAGING BETWEEN STATIONARY OBJECTS

Components hosted wirthin the same process can communicate directly by making

25 method calls on each other. Components hosted in different processes yet running on
the same server computer, whilst making use of the endpoint mechanism, can take
advantage of shared memory, such that whilst the message sending mechanism looks
identical irrespective of where the destination is, messages moving between
processes are transferred simply by passing pointers around.

30
According to the invention however, for communication between components located

on different server computers, the use of endpoints is required as follows.



15 PCT/ G3B00102245 short period of time whilst the conponent and associated
endpoint are in transit in nessage form As a result of the updating of the
routing ta e({% 95f3 the first Server Messaging 5 |nterfacephpByRyzzesshoul d
nmessages f FE%hird conponent be received by the first Server Messagi ng
Interface after the novenent of the third conponent out of the second
server process, the first Server Messagiiig Interface can sinply forward the
nmessages to the second Server Messaging Interface for delivery to the
re-establ i Smedar&mﬂpﬂinlthanlsﬁws&afs& f@Wodiponkrts 3 GRE&AYEHd SXistbh@ &NHR& Nt
arrives at tqe frtrst Server M?\ %gr n? Inter{ace it will first use the

i nbound t ablI"E* Y SPTERI" % d Jodai Bretrs e e Y MP TP TERE et
attenpt wil lrodras In siincel dnkizorendpod AborhBlangyer @bger mbpeaicadtdd far PsahGesS. f or
whi ch t hat %ﬁlrver I\/Iessar(TJ,srtnlﬂ| hrétvelrﬂf”gce S resg r%rb e. Th f'!ho rst Server
Messagi ng | At et YO8 B BR'E SPHL OB DAY & BHRETaLe MM2geft bound
routi ng tablodjeshictnfonml it oCRlr @kintenhe Haob &ob®IVidnhger (oo Maly uhasn esmed to. 15

A yet nore sophisticated drs Q nes ing to i valrd destinations
will be di scus’ssé%lE e'“E "er b wﬁhéﬁﬁ%\ﬁm i%’%\/ﬁ%“‘&i‘ﬁ%{% HEH FECTURE 20 As

was i ndi cat eelsr:abwaeroromSt he dr scussion having regard to Figure 3, a nunber
of client conputers may be connected with the server conputer cluster.

Agai n, suitable conmputers will be well known, for exanple, conputers

runni ng M criyswhy ofgxrdumies 'the pRcEysquirsending b imestsaget Ty dhe Bisy epmpeneptiter
cluster iBClHeiNG ddnilonBtdy AGSANEL HEMEED FOMRIMEES 16 FRrd 9%nd t@rs.gur
exanple, illustrated in Figure 3. Again each server conputer (700,

hosts at | edt? P OSeIVECORPERYES ST TBTFessYErvAgdi n, each server process
hosts at | east one conponent and associ ated endpoi nt (704, 705, 706, 707) . Yet
agai n, each server conputer is provided with a Server 30 Messagi ng
Interface (708,freigsser (508D e 17PN GRIGH (R Y¥s r1ePTRFRFrA® the fIlRt SREr

il lustrates Qedtbd"BelesOfgeGhieRidd 0P ERUGEIRE corhipOneht hdstrd irFaehnied b@BbssCanput er
hosts at Iea one cli ent process (712, 713). Each client t£;rocess hosts at

| east ond®coRpSAERE S/IVEh 'AA S§EXYCT" e&%ﬂawemagﬁﬂaﬁe 15, 23195/21°8 The
client COr’rpLﬂreﬂ’&rde:Q if % tAird st@p %@mnﬂe%@dag@ viitreard inH&Etuﬂﬂd\aS&G@f&heﬁerver
conmputers (700 70{[‘- of, the server_conputer cl ustS o acb | {?and
second i nt erFALY LEHBUERFYTROPERY FIEE" SBACR B3 °%8S uetse " gs”e(S ffgcted to
each interfate hbmgmbtaerarwsr Bleasdgirghnteaiadeva shichiasidnkith tied segvea onedtietbtre packet
connection pr g uch as JGEhP. Each client conputer is connected to
only one of t r ace conputers 10 via a | ow bandwi dth |ink such as

t hat prowicded usr ng a Modem over a PSTN connection. An unreliable packet
connection pot@Gal ¢ %gqgogs O Serl & bl L YndSECk o comeuéehte Shsdtilegecond
interface conputers 18, 15 are provid spect 1 vel Irst

second C i erftrswsee@drfguflimfebimeé@d(0?120/*\1/32158)VGFN®5P9!'”Q b”tﬁ@ﬁrﬂabl eto :
| ncl ude In G IRERAGH O HRENANICEIL AADA Heldbs kA EaFIERREL0 Bk #he @S {0 Lhe

nature of the message. These mght include, for exanple, i1ndications as to
message pri dPEISPIRIFRIArasFEhlh £ Wil PR diesed AuihepReloy. pirawingdaple gaes got
cont ent c @b MAki 0 ch&EstArhaRdured ddréddi ltinkdy dna G rebiiest,hiis taapaN,ttbe
Cient Messag\r ng I nterface

the Endpoint Location Server. The Endpoint Location Server will then respond with

the required address of the component as best known to it. The Server Messaging

Interface can then cache that returned address for future use. In this example, either

the routing table or the Endpoint Location Server will indicate that messages for the

30 fourth component should be sent to the second Server Messaging Interface.

In a fifth step {504}, the first Server Messaging Interface, hosted on the first server

computer, sends the message via the LAN, to the second Server Messaging Interface



may react to the hints associated wth each nessage, in particular in

ci rcunst ances 20 where congéstion exists on the !'ow bandwidth link, to
manage the link traffic to the clients as efficiently as | = A

parti cul arwvQ 0{fi6dtabl e and advant ageous schene for such nﬁﬁ@é@?@%‘?‘sof a low
bandwi dth link is indicated in the applicant's co-pendi ng patent
application GB 25 9907445. 2. A gane conpgnent hosted in a server process
can create a nessage i ntended for a gane Conponent |ocated in a client
process. ThingsBSHALE sERRdsBRBr BsnRRBL 1Yk @axwaesg@mt Me A25AFEALEd W th

t hat server conponent. The nessage is then passed to the 30 Server

Messagi ng | MSSPPALR InAréseithtneeP it hthers s edpied seenovPe (R A pgiingpebledas i s
runni ng. TheieSemurin Messadng phdtess fsae8teaane cAMtttast h8ataddri@ssk Re bl e to
find out which dient Messaging Interface is responsible for the client

process in VRMPATFEstuaE<h e BETRFERENT ReoSsRhothit PRECAR 4¥RHRd [utigg gl sed.
WO 001 77680 shdulPGREBUMe 22 Rt drinattbr telRRgRPRIHEGH aredt drbictlss ke £G8KI Ng tO
determ ne where the destination endpoint can be 'reached', the Server
Messagi ng | (FOBPPATE 'f BesiRl $HE" VBRI MNC 1B S8RGPIRTT ISP TtaRtatedriy; the
?/ESS_agi nﬂ | rhied fsfcoerdmgm obglh@b &H;]efouan%hﬁbneggrnv&redgssg@giar;age&eb a;a@;;;sace
as in the exanple di scussed with regard to Figure ove) or a dient
Messagi ng | ﬁi&éﬁ%\@@eﬁégyf‘ff%t%@%%é)%’% gﬁ@'sgéﬁsgglf“wbeég’ﬁﬁi"‘hg I nterface then
sends the nessage to the relevant Cient Messaging Interface hosted on the
appropri ate Lnt.erface conmputer. Th ient., 10 ssaging lnterface capn then
2bna ©he 1oe<b B8 808, “PREN Bty R o R A oAb TP bRl SR ESR A ace
conput er andht heurdl ¢emgoneotpesides in the thhie selveeprocrsoes seventiestae S ethean
then be deli ; i i t to
SLREGHS oA B @g%gg@g&tgqg&ﬂﬁgf §%6£Qﬂ9%e@£3gect§ tké‘%&&”&?ﬁg&m,

whi ch the nmessage 1s a fashi on nponent s sted in
processes rumsiadgndhe third sehieeptocessnputreeightbastenmtEdTagiae tfourttoapivrmnthenhost ed

in server pr&gg&s&g.mgsﬁéesmttgep&r{ppgo%onpg(tmy of an alternative, that the

interface conputer could just as easily also host server processes, i.e.
one machi®e running both a Server Messaging 20 Interface and a dient

Messagi ng | N & {oaeehotdd Ath@ ShoeOthafifRTRa S agfis JRER nBEGNERS bBRE Bafianul ar,
addi ti onal machines can be added, with the option of reserving certain

nmachi nes j ustrogwst Gnwhag theneecrotiftseMb QA ghhae v e A0 ds thep 5 Per | t he
Server Messaginegpt kst realhh®Hen VRHSARO MR Ab R BEQTeABNe BT bhdithe

server processes there is effectively only a key 1o the message which is being
20 shipped around (which 1s typically only a few bytes big). This key can be quickly

mapped back to a pointer to the actual message data.

MOVING OBJECTS

25 As indicated above, one of the results of holding the entire communication state in
the endpoint associated with any given component 1s that the component and
endpoint assembly become apt 10 be moved in dynamic fashion between processes.
The messaging according to the invention, carried out on a per object basis, allows
for continuity of communication between components even if they move in such a

30 dynamic way.

Components will come in many varieties of form and size. A component may be

instructed by a server process to move from one process to another. The compaonent



25 three distinct conponents:. (a) Messaging Interface - provides the,
in/out routing tables and sendi ng of nmessages over the network (b) Server
Messagi ng LW gihage - | ncorporates a Messaging | nterface pamdaoo2es er f ace
to the server processes. 30 (c) Cient Messaging Interface - Incorporates a
Messaging Interface and an interface to the client processes. WO 00/ 77630
18 PCT/ G B00/ 02245 (Al though the Server ?v%ssagi ng Interface and the Cient
Messaging Interface are two distinct processes they will thus have a |arge
portion of c@dehphbeseirhEed v thRAIrfiaY pReES anthErapsistad ity ghel drsEipstipnedrocess | n

this way, a g $ieldidkerhi6 eS8tk SEINGEcSYSIan: HidtinGtith pREEW Bsh GRN%S 1S
provi ded, allowi ng, according to the invention, for highly dynam c novenent

and nmessagi n¢Pbendigared SengeoiReAEnTd AR IEsEweT aned neyylisbithr sestsfizaties.,
SOPHI STI CATER, NRRsaffd NG MMEGHANE SVB By cHaew fRay& oSy s merﬁfonr{ﬁééﬁm{g has

relied upon a relatively sinple specification of conmunication state Tor

t he endpoi®nt & HACSYYPPRAN e4FStiPz sendi ng of nessages from one conponent to
anot her takes place. Wilst, for exanple, it will be clear fromthe
foregoing that a seguence, of . msssages sent from one co,nEeonent to anot her 15
conponent cah"&af19PBRY wilk'kawiss NERE T Mt Bryel VHaLbe haTSBR e g RIBIRaRE ta b i f

t he conponenthe sapyRatléH, itiagsrhlRQofTes® aghunglisLefu®B @Bdpditts \bkh be Rerri@ppueri at ed
that this si Wﬁl e n cha}nihsm does  not nasyre t hat . t he mas.s?gﬁ seqguence i s
recei ved at TRE AP *TEBRENTE WEITRRVE A8 8 PHEIE SHPRRISCRETMES Vs sent. 20
Three nor@ sophi sticated nmessagi ng nechanisns (1), (il) and (I'11), wll now
therefore be,di scussed. 8y.way of nor.e conpl.ete description of the
comuni cat i o%y g’taé(toi eé?m%lﬁ’ t@ﬁﬁﬁ%ﬁeﬁ?? TEVWe er © glpp?'réetgf?“}%hpeo}‘s)eecgrs@seiger( a)

| dentity. 32proressvtaltoethindregrage praice$s willtrioey by Bl gnates dporntegadistodiczme @d i n.

(D) A LTSt Olodppagsesesd M0 il TLsl B fllist of messages that have

arrived at the endpornt but ‘cannok yet be processed. This is used when the
endpoi nt has been noved to a new |l ocation but is not yet attached to its

obj ect. 15 Foliowing an instruction for the third endpoint to move to the third server pracess, in
a first step (600}, the first Server Messaging Interface is instructed to cease

transmitting messages for the third endpoint.

In a second step (801), the third endpoint object, including its state, is serialized. This
20 -serialization produces one or more packet messages, each header including a
destination identity and a bytestream payload (The state of an endpoint may be quite

‘large’, in particular, in excess of the number of bytes available In a single message).

It will be recalled that, as indicated above, the paralle! process of transport of the
25 associated compeonent is to be carried out in the manner specified by the developer in
question {(who will have knowledge of the developer-created components, thus

enabling an efficient transfer to be effected).

In a third step (602), the message or messages are passed to the first Server

30 Messaging Interface.

The destination identity mentioned above has, for example, the destination Messaging

Interface and the destination process encoded into 1t by means of a pair of 16 bit



WO 00/ 77630 19 (c) A collection of outgoing distributors ( as wll be

di scussed )'. These are the distributors that the endpoints associ ated

obj ect has created for sending nmessages. 5 (d) A collection of incon ng

di stribut ow© 007830 wi | | be di scussed ). PCT/ GB00/ 02245 ThESYCEI¥2He paired
W th outgoing distributors on renote endpoints, and act wth their outgoing
pair to ensure nessages are delivered canrectly. For exanple, a nessage
sent over a stream (see below) goes froma StreamOut (which gives it
sequence nu : : H—?e% ssages
are sorted gg'f%g%'ewggfF%i%?%%gegm&%fﬁﬂrﬁ\? ur? ct)kr‘\,gérg%é@e fegﬁaégfgﬁﬁi dden
from the develbpethiticiseitse fitft She et MentAogdatesieco i find that thremesnagatriusn,
they are only sgheflfl s8Sond PR MSARS Rlerfigal ing certain types of
outgoing distributor. (1) The first such nessagi ng mechanismw || be
referred to as a '"streaml. 15 If a sequence of nessages is sent out from

the endposnin 8fQBesCRMBENEMe & shieis QBAPQIRE sQéqn@M\r@rM&ggﬁﬂél%%{face,
i nvoki ng the stream nechani smfor the sequence will ensure that the

sequence ar PeiPgdhatetvreMaaweingdpietAceirapyisite fon thhiotyeigd dgsinations it | eft

the sendi ng pesudpoi A wilkl dVESS 85I S6Nhe ImBssahE £33 BE BahaHakl 6dmA h a
sequence nunbcgﬁga,,c er with their source and destination endpoint, and

. toget nt : (
the identity" Pﬁég%tttpé%lﬁ?rﬁg'ga"gchde‘éeéﬁantf%éf?ff’rrﬁﬁlc’é‘ ragglERefu SiRBErecan be
used t o re- aodainingssageendpdiot hbsiage.0r i gi nal sequence as they arrive at
their des‘éi nation. The initial data nessage sent on a streamis tagged 25
as a 'streamstart' nessage, which inforns the receiving endpoint it nust
creat e an i nderfiragSsterdasasdgisg mtértdcerwitl alshapdie itseissaigbsurar loutindigblertot hat

stream The [fingl SS sent _on _a stream i ¢l ose ream nessage,
whi ch 1 nf or nEe EfeeTBRerenE” SileR B st Foftae i ot he Pe e do g
i ncom ng st rwelsioh thesfinst HerverMeBBgiGutrgenfag Has reson§ia)ityl. drewtii dpgatettBe hirst val ue,

uni que wi thigp, § u%dqp&p\gitga.eitz& oot 6B L Al comPion ORI HEEGRR <8 o Gy

destinati on endpoin entity. inati ssages sent over the
stream 9 5( @ro@sgéquehigletmﬂgemq Server Messaging Interface is responsible.

Iin a fifth step (604}, the message is then passed to the destination server process, in

this case the third server process.

20 In a sixth step (605), the message is then unbundled to recreate the third endpoint In
the third server process as required. Once recreated, the third endpoint can then be
re-attached to the third component once that has been recreated. It is to be noted
that, as a part of its communication state, the endpoint, once recreated, can accept
and queue messages intended for its associated component, if the parallel process of

25 transporting the associated component has not yet recreated the component at that

time.

In this way, the third component and endpoint will have moved from the second

server process on the first server computer to the third server process on the second
30 server computer. It will be appreciated that, whilst the third component with

associated endpoint could take part in messaging before the instruction to move and

can continue to do so after recreation, they cannot generate messages during the



This is the sequence nunber to stanp on the next message. PCT/ GB00/ 02245
(d) Avalid flag. Used to determne if the stream has detected a failure to
del i ver torgh%7 pdestination. Incom ng Sequenced StreamPCa)GBIGOAAS
identity. ﬁis is the sane as the identity of the outgoing version of
the distributor. i e. ldentity is conmmon_to the In/Qut Distributor pair.

(b) A sequence nunber. This is the sequeH@e nunber of the next nessage to
deliver to the 20 endpoints associ ated object. (c) An undelivered nmessage
list. This ishottReripf of tige WiSSHGESMPRAEN Y @ saraqted andgint afe Bdetanende and
nmust wait fopeddagsidish. nessages before delivery. 25 (11) The second such
nmessagi ng mechanismw ||l be referred to as a '"replicator'. A replicator nmay
6e used to send a particular nessage to nultiple destinations. |If a nessage

is sent out Agamduhteri@REpiadhg of tRNBuGRRBRE DY tdNtkst Seddmesagrgt 0 the 30
mul tiple endpoi nts associated with nul thg e target conponents, 1nvoking the

replicat o nBERRAE SRRV SRAYELPeSSeaSR fof Hee BHE\FOMRENSRt b feTRediyehe &fstcopi es
of the nessag@vérsvendging Mted@dde ARStheAbIORerR AP i compbR&RIoVEof tHR
nmessage. |f, for exanple, a {‘:“l i entS co nent. sle'\rt;%§ a nessage_which is

i ntended forSS88MY S¥V§ R85 TF SY SebMmporsntdng B6/,7285Pp erward the

PCT/ GB001022#4bsdzges edthanetdre Seever dessagimyl ireérfale Usit @édlivedyltenhe revakionghddhe

replicator nechanis t ha

ismw |l ensure t the ssage .~S t ..in.only one copy
Up to the sefUBPEAmBALEHEI L Er Bar e BesErRY B Bl ATl Lo be
sent to edachMefsaghhg |desthcaniiwildfirsc ospirenisindraltibes atiram Seafetivergt wndecopy
per destinatjon j up, t . conmpu st e i 11 be
cl ear, use o#e%tvﬁgpérg%%sisba?%%tt}c}g@hgvﬁl[%&S\'/r\h%ﬁI %%ﬁg’oﬁ‘ gﬁeoe%h%%tlém%’ﬁig I!tnraaffi cto
a mni nrum Qeregeisrigr Whebgharfeedr Rgskigen indetfabe i epporberie. i thy firsteSesyer val ue,
uni que W thi eé%%in%ﬂq{%%é‘é Witk thd@Fo L %trﬁgss%%e o&xmard'g‘ugfnﬁtthggthGQH r%@{iﬁfn
endpoi nts. The dést’ination for nessages sent over the replicator. 15
Qut goi ng SeqiablrcwticRapll Eendeio thelosaipicne eddrap] hasdededdpf ers t he sane
advant ageg; as an unsequenced replicator, that is efficient utilisation of
the network and a mnimsation of the traffic generated. In addition it 20
al so ensur esAtMEAINCAE FoRfisdisalge sisgresianetfi pessaene &° twalid dFe5eaRatYibRe in t he
order they wekeussefturthEPbsiolvs managed in a simlar way to a stream
distributor, with a sequence nunber attached to outgoi ng nessages, and a
i ncom ng sequenced replicator distributor at each receiving endpoint. The
only additi onREENGQRERVEAIGIISTER ARCsTDRMENaE i n the fol |l ow ng sequence of
operati ong,

As was indicated above in the discussion having regard to Figure 3, a number of
client computers may be connected with the server computer cluster. Again, suitable

computers will be well known, for example, computers running Microsoft Windows™.

25 Figure 7 illustrates a server computer cluster including first and second server
computers (700,701) as, for example, llustrated in Figure 3. Again each server
computer {700,701) hosts at least one server process {702,703). Yet again, each
server process hosts at least one component and associated endpoint
{704,705,706,707). Yet again, each server computer is provided with a Server

30 Messaging Interface (708,709).



25 1. Replicator rl exists on endpoint el. 2. Endpoint e2 is added to rl
and nmessages m1 and n2 sent via replicator rl1. 3 Endpoint e2 is renoved
fromrl and nessages nB and n¥ sent via replicator rl. 4 EEﬂEb%ths e2 is
added agaiwot®71610 and nessages nb and n6 sent via repli cEEGFPY Endpoi nt
e2 is renoved fromrl. 30 If it is assuned that the sinple stream mechani sm
(first nessage nmarked as 'start' and a fienal cl ose nessage) was used, and

t hese operations are performed in rapid succession, two separate and valid

sequences Weiduek Pureir fiRidi-Bret @ re%beibﬁaen%@nmtérsabaot71ﬁl agcd Bk ! ose and
nb+' start flag' I nb/close if nmessage re-orderin he networ k causes W O

00/ 77630 22 “PEPLEBHAFE 28851 Mg ‘%‘8%‘09{6°e§édﬂe%3ég)t éa%ﬁ Fliapg Pracest hashs at woul d

be processetka26 ofe ¥sthpsheREHAHE RARsscteBNGERIMEBSHAGES, 7WB 1) be delivered in
t he wong sequence. The solution is to store destinations renmoved froma

sequenced replicator, together with the renoved at sequence nunber, until

t he abovesr ate oﬁ@rncaotﬂp@fbremrmn1oeeajfonn$hed5oama)ﬂm a@d sédofti@get I e W || be
hation is re-added

governed by the | at %%y(%\{l n t he network a\j

ST Tt the capeusih OV g vl foer BEREr BusireimaSTulitt atdasieRe o not
creat ed, instteddcacimaragd’is7s@nEadiosgpadd dohputed CLtarRecied 36 @HENBErfageber to
t he value re-sendin oo To,continu e Rrevi ous exanp

correct nessa{;"é)ugeéq%e @H ban‘?w'd bk 49199 &% 'a%ra{’gac}?'}flc’ﬁaﬁftfnt tgfﬂbs}‘?r% 10

I f a desti natsiT@P/IPsEadt clieat endtd:eldertnecmmecteepblomb/tme ofithtimerfdre dommetger i od
requi 1 odshord Bl FBERySENMILONA fit BRANIELACbRG, LLBAL pefse TesSage

can then sent. gal n-continuin revi ous exanpl e, ter step (5)
e2 is never cazgaecnloaddedmted)amqpaqmec¢nmatlom9®geswem;eﬁﬁ%flﬁ ig skitabhs teadt

flag’ | m2/ padng ¢ 2RI mrertadClba¥ouretL! §e,19')|'g;e prfvwg@& gbg&e,gm@@ge

causes the incom ng sequenced repiicat or |str| utor e 15 estroyed at
t he recei vi figstesndpsicand Clicf Mqaem'rrq pterfiagehit20v&d Ue, un| que within the
endpoint it was created at. 20 (b) A list of current destination endpoints.
The destinations for nessages sent over the replicator. (c) A sequence
nunber. T#i it iSsdetsrﬁ@b'eécqwelﬁge'rhﬁbﬁﬁ&ssmn%mawr%ﬁm phabifiwie ingigata dantsoss A | i st

of recent degtihbabivphloeMdRMsBide. Mebd ridiRiifcIE RO ExamBRY HICRLIERH I 10 and a
renoved at tine. Used to track which endpoints were recentlépln t he

replicators AEERERHALPEN eNf StProdly fpe f“ﬁé‘f‘éﬂ%blaﬁt’%e WhjEct ca8EM tes to add

t hem back 30ca@ahdtioendigdloPad atrreeatrntweyemqa.erW%e @lr@mMéSSadlﬁdﬁ[ntétﬁcUe
rather than send thema start of sequence nessage. is is necessarg%
avoi d race cOAUTACHI Wethnt éﬁoﬁ’a&ﬁ’d?(aF‘éﬁﬁ%?”éﬁ?i’ggead’é‘ﬁt?é'?r N CHBMEEN?9%30 23

| ncom ng Bequeaeadniiefibh @RikBron the low bandwidth link, to manage the link traffic to the

clients as efficiently as possible.

A particularly suitable and advantageous scheme for such management of a low-
bandwidth link is indicated in the applicant’s co-pending patent application GB
25 8907445.2,

A game component hosted in a server process can create a message intended for a
game component located in a client process. This message can then be sent via the
endpoint associated with that server component. The message is then passed to the
30 Server Messaging Interface associated with the server on which that process is
running. The Server Messaging Interface can consult the addressing table to find out
which Client Messaging Interface is responsible for the client process in which resides

the component to whom the message 1s addressed.



5 As for stream but al so PCT/ CB00/ 02245 (a) Close flag. Set if the sequence
has been re-started (i.e. sender went renove x, wait, tinmout x (=send
closure to x), add x, send data (=send start 10 sequencepéﬂcﬁaﬂmzhfs cl osure
and start WOPIEM8L race, receiver might get themin the wong ordeéer, hence
a closure flag to pick up on a mssing closure. (1111 The third such
nmessagi ng mechanismw ||l be referred to®ws a 'source'. 15 A source is
simlar to a replicator in that it provides for the sending of particular
nessages to nultiple destinations. It differs fromthe replicator, however,
in that instead of the sending conponent choosing which other conponents to
send to, corpWHERR BPreediptehBEE & $65king pdeterpise WhsrarEhesdagtinatipdrindpeiphean

' chosen'  SOWeCfeached Oihe Bk el Misbdgidd1RteRfaE Rocaldsne FQEvdnbfresidlg cation'  of
wi dely used nmessages by a conponent, w thout that conponent having to worry

about ~ sendi fgteffRee nidisMgrsaaing Infp1fageaicpbip siesies otrateaelet38iMe Rat her, i f
a conponest |AREESe (BRSS &GS afp@discupsdd WiN k@far® QIFi§Ere EHRNVBEH a ClidntCcan
sinply subscribe to thg messages t hrough the use of the source nechani sm
25 Qut goi ng \UREa8IN8MLETPSJaY Bt PP Fldenti ty. 16 bit val ue, uni que within
the endpoint it was created at. 30 (b) A list of current dest~nat-~on
endpoi nts w.th suhscri be upt for eagh destination. The_destipations for
nessages sen heo'geé\fertqa%ssg%'ﬂﬁ g’ger%wcgtsﬂb%e@ i r(???f’ 7%6@5"{1

PCTI GBOQJ 022M&ss3ding $nteasat Hodtedr acthe tahproptiame éntedbces cdysputeh dhe@derascr i be
nmessages ,received, SO ssa order, junbl ing doesn.t_ r t. .n invalid
subscri pt1ioorc1'ﬁ§?5§g'gs§r§5g%eenccag§h ogerngetk% ezﬁfa dg\r/ﬁrﬁﬁ ?/Foviggﬁv’["dg\?aﬁoﬁg?ce%ﬁﬂi que
within the emrdpeemtheiihteviase coremiterdargtthe CligntAohpster ofo tbechemprabess.iThat i on

endpoi nt s wi 1.0 355UDS 61 RS AL, |AL,ERAER S0 dBShicnaldn o TS ABSHLNaLI ons

for nessages sen?gover t he source. subscri count 1s used to track the
nunber of suwbieh itheemasssabicaddmssetessages recei ved, so nessage order
funbling doesn't result in invalid subscription state. 15 (c) A sequence
nunber. This is the sequence nunber to stanp on the next nessage. (d) A
list of récédntlikeéathionateBrPNEAFIASHRISN PIROERSasHENTNG PR AR /EIENE BRITRRE C@Bunt |

and a renovedealagt kdBompdhekaatbsted ih lsa@kr Wak&iegndpoi nts were recently in
the sources destination list, so if the endpoints object decides to add

t hem back again we can pad their sequence nunber fromits |ast val ue,
rat her than geng 8d&Ie@ by way of an alternative, that the interface computer could just as

easily also host server processes, i.e. one machine running both a Server Messaging
20 Interface and a Client Messaging Interface. Then as, for example, a game becomes
more popular, additional machines can be added, with the option of reserving certain

machines just for running the Client Messaging Interfaces.

Further, the Server Messaging Interfaces / Chent Messaging Interfaces may include
25 three distinct components:.
(a) Messaging Interface - provides the infout routing tables and sending of messages
over the network
{b) Server Messaging Interface - Incorporates a Messaging Interface and an interface
to the server processes.
30 (c) Client Messaging Interface - Incorporates a Messaging Interface and an interface

to the client processes.



start of sequence nmessage. This is necessary to avoid race condition with
rapi d add/ renovel add sequences. 25 Incom ng Sequenced Source: As sequenced
replicator @@ dolrdse¢ tO be noted that Unsequenced sources (il,egl,(,ng(ﬁ&ﬁ&ators
don't have incomng distributors. As their nessages arrive at t
destinations they can sinply be passed straight through. WO 001 77630 25
PCTI GB00/ 02245 By way of exanple, the progess of sending a nessage froma
conponent hosted in the server cluster to a nunber of conponents hosted on
respective cI(Alemﬁugﬁan”@u;@&/reSM%édgn OWtepRcé bhdistd ard to Figure
8, illustrati Id{;?? a suitabl e archi trgcture and Iﬁfgﬁﬁegq M@!é#hgﬂrﬁ F5roT 8Y8

fl owchart . PRI ROSeT5FT Shevout Vs Rayssuleege ROBOD) of eafisi ingomnidn: st trecbrer
process (801 of theaMesgaginggatEacHMponent and associ at ed endpoi nt (802) needs
to send a state update nessage to a second, third and fourth gane
conmponents (803, 804, 805), hosted respectlvely in first, second and third
client proCedsdss @06z srambafba)cn@mt/g‘ehrestsystgmensl gaBnyh graﬁhegl.g 580igdd

conput ers (8(3?0\@#18 §c]cér ir {onthe Inv rSIt % I'P 4 irst game corfponent
requests a nmessagé’ an PO ?'@hﬁif%ﬂnﬂ'é ”é‘t"éf*‘@”ﬁﬁ’ﬂhmessammgwf

i nformati on agme cls;eﬂpaa/rw:rtttaen\ adiacextdd glndpnmosjlaatrsed menory. 15 In a second
step (9011, the first ganme conponent then sends the nessage, via its
associ ated endpoint, to the relevant predefined Replicator hosted on the
Server Messa@RRGISHEATERMESSAGIPE METHHANRSMS cator will, mthis case, be the
one provighng for the delivery of the nessage to the second, third and
fourth game conponents 20 respectively. This step will si rrpl y require the
transfer of dNeaheyodiseuseien ahthessagimiaritaerreliedtupot haetatiosie diniprsTBsepifich oo §he
server procegsmbRink S f In a.third ste 902) ,
the Server Messagi ngﬁ?rﬁtﬁgyﬁggﬁﬁggm% it %&W% RS TRY iof S e8RS (e
routing tabl 8% BOHB?’&”H%@“thF\KPﬁ%FP‘@el mlsmw@m@ itnwidl b ateear tom the

I nterfaces 2&rtf@ndremsageqnped obﬁ\e§%tss Eg{t fAel by E:gm% etnp‘ta‘o ?r?o%l‘%érnat I on
endpoints,_In this case, with all three of the c Ien ers connect ed

to the sah® Ef'?”@?ﬂenﬁ/é%%a'bP"n@f’UFerPtT@r‘f‘aéﬁef(@ﬂ@)esmﬁltoewomoawtleweerfftaee

conput er (814dmpemdnys MBee BGMY tAE nidle: dend2eadvil® AN. 30
In a fourth ste fﬂ9031 t he Server I\/aeds@;s;efangnl nterl agz%ggﬁgyeec{ﬁqépﬁ‘egs—sage to

the dient |\/§S ﬁ@hﬁ”ﬁ(’bﬁ?eéd@t ensqmttmphe;mgsage sequence is received at the

target component in the same order in which it was sent.

20 Three more sophisticated messaging mechanisms (1), (i) and (I}, will now therefore

be discussed.

By way of a more complete description of the communication state of an endpoint, it
will typically posess:
25

(a) Identity.

32 bit value, unqiue within the system endpoint was created in.

(b) A list of unprocessed messages.
30 This is a list of messages that have arrived at the endpoint but cannot

yet be processed. This is used when the endpoint has been moved to a new

location but is not yet attached to its object.



26 PCTI G B00102245 In a fifth step (9041, the Cient Messaging Interface
sends a copy of the nessage to each of the client conputers hosting the
second, thl‘g(g fourth endpoi nts and associ at ed gane oA R4s AS

i ndi cat ed a customtransm ssion protocol may be utilised to reduce
| atency to a m ni mum 5 In a sixth step 8905) t he endpoints hosted in the
respective cli ent computers will each red@ive the nmessage, and will then

pass the nessage to the associated game conponent. 10 In this way, a first
game conponeff® h%‘&?fé'én Phoutasinadistyiettors  as wiliberdissussegn. abl e to send a state

update to eagReddfe Me dhtRRENNthat hBichbds aiREkiR o gonponent hosted on
respective client conputers, whilst keeping network traffic to a mnimm

As i ndi cat ed°&B&For sgneing fR&29Rechani sm for deal i ng with messages delivered
to 15 invalid destinations is al so prow ded. This is the nmechanisma

nmessage send o di.scqve articular. destination is no

| onger vald d?J)W’é’ﬂe‘amPng'g‘é‘tj@W 'sgéﬁf’rs tasd"éilﬁbgoﬁ'sﬂﬁf as requiring an
acknow edgengnésef & tl'dzq:ldlrli!@wyh batybing Eistriblitotshe remseagapsineaid be del i vered
because the destghﬂatl 0 20 exi sts %lméer rking is checked for.

I'f necessary2tiENHRYCY %0' gspa[' Hgﬁ"%ﬁvéﬁagasiam B‘UFFE * nessage, and

returned to Fbeeﬁemiaera mebbfgesentieer wistréarh sz Heemygua fedin & ISGreamMOQt RERAaJE,
which will be fl E\g ed as b u%ged The. se n |nsgect t he nessage

ovsgr.t dSF C{]
to see who i £VBOLRTEE"FT U vsitee ‘55( G PUEYT LWhéC CORESSin two forns,

speci f i ed10heressdpes messeaigd beforesdslivery. C[he:nmg distobutbstane ns t he entire nessage,

al | ow ng theeﬁgé?%g ! thgﬁgﬂgggh %%clep\é r, O Fnﬁﬂé i Ded a{l‘é n‘é%‘?ﬁe mv%‘ﬁ{oﬂt her

version returns hi's'1s sef 0 know
when a desti mlmommcnﬁeteﬂ@ﬁg@pnmue@e(oégreymw EaAindYRRS %emplngdr@mbutpr, but
don't care exactly what data did/didn't nmake it through. 30 It is to be
noted that it is this nmechanismthat allows streans/replicators/sources to
det ect when &) dest Tafiisopudhgmessesing meghehismpadll be reafedred torasta’streemi-di ngl .

e.g. Arepgicator marks all nessage as requiring an ack of failure. On
receiving a bounce WO 001 77630 27 PCT/ GB00/ 02245 nessage the replicators
endpoi nt wi | If 2 eaquendreoiimagsispeastiv pentavg fromethe epipdiat Aronidomppesisve thehe

destination fohgdBihtict ahaher QJmNcﬁq'ehfj iflRRINGRRY | Et‘?@a$n mekhdrin @&Wﬂ@@@dvenéeemest ed
it) it will also be told about this t p of change to one of its

di st ri but or s ENSSUTARR ERAUACKE T KASSSARE IFCRIAT" endpoint in the same order as it

left the sending endpoint.
20
Messages sent on a stream are labelled with a sequence number, together with their
source and destination endpoint, and the identity of the stream used to send them.
This sequence number can be used to re-order messages into their original sequence
as they arrive at their destination. The initial data message sent on a stream Is tagged
25 as a ‘stream start’ message, which informs the receiving endpoint it must create an
incoming stream distributor to handle messages arriving on that stream. The final
message sent on a stream is a ‘close stream’ message, which informs the receiving

endpoint it should destroy the associated incoming stream distributor.
30 Outgoing Stream :

(a) Identity.

16 bit value, unique within the endpoint It was created at.



The nessages, which can be transported with either a reliable or an

unrel i abl e mechani sn) may suitably utilise a format as follows. 10 Running
bet ween the Messaging Interfaces is a transport protocol, suitably
take the fYOWNWSY form [ 4 bytes - header data ] [ 2 byﬁ(}eﬁs@w@%ﬁyﬁ oad | en
] [ 1 bytes - payload type ] [ ... payload.... ....... ) 15 The manner in
whi ch each of these 'packets' is treatedaps dependant on the payl oad type.
One set of options, by way of exanple, is: 20 (a) INTER EM5S - The nessage
is internal to the Ms. Payload carries information such as update your
cache, stop W‘g ng me informption for endpoint x, endpoint x is now at
this |ocati off) ASteEINalRY ePIRGIBBY. The nessage is Intended for a devel oper
process. TheTRbdextiyatdador medsBges seAtever hediedml | y endpoi nt novenent data The
header data field gives the identity of the destination devel oper process.
(c) EP TO EP - The nessage contains an endpoint to endpoint nsg. The header
data fiel & i (v)AlHeguarsaueet ai ns the identity of the destination endpoint.
30 (d) EP TOEEPS - The nessarﬁoe ﬁor}t ai ns..an egdpoi nt to multiple endpoints
msg. The head8F Sd3F 2°T4SBFG Y TPY 17 ¥2PRLB NOAPAMGEFRe nunber of desti nation
endpoints, and the actual list of endpoints wll be appended to the end of
t he payl oad. Avy%"gﬁ%geso 28 PCT/ GB00/ 02245 This protocol represents the
transport pré)cpoco it actually carries nessages around the system

al t hough of Ueer oadetarminerifitse etfeamabasdstendeda fadunego delveatotitsal | y nuch nore

| ayered that d%glingﬁé‘_e.g. sendi ng a nessage between two endpoints on two
SMs on an ethernet network would be |ayered [ ethernet header ] [ IP
header ] [ TCP header ] [ Mari Transport header ]| [ Ep Message Header ] |

Data J 10 The, seepnb l.ayeh stbahhe protocol is exposed to endpoints, and a
sui tabl e header may take the formindicated in the follow ng table: WO
00/ 77630 29 PCTI GB001022d5 TABLE * 5 * Layout of Endpoint to Endpoi nt

nessages * 1%)hgt5ﬁ;m§ger "" bytes 0-1lLength of data that follows the
header bytes 2-3ldentity of the distribution nechanismoriginally used*to
send the hesdA§dshesampyep the identityrd g Qup9ira Gisigh AHP®r of nessage. In the
case of a*bouprgrdtorBeSREMy sRbmmos té iR Ih@rmbistibuRk phine endpoi nt *t he
original message bounced of f* bytes 8-9Sequence Nunber* bytes 10-11Contr ol
Fl ags 15*bit O*blt 1*bit 2*bit 3bit 4 20 * bit 5 *bit6*bits7-1525 *bytes
12- 15" " bi t s* ph)trsddyubnddrivn®odn *bit*/ 0-7 8-15 16-23 24-30 31 Hints Fl ags

This is the sequence number of the next message to deliver to the

20 endpoints associated abject.

(c) An undelivered message list.
This is the list of messages that have arrived out of sequence and must
wait for missing messages before delivery.

25

(1 The second such messaging mechanism will be referred to as a ‘replicator’.

A replicator may be used to send a particular message to multiple destinations. If a
message is sent out from the endpoint of one component and is addressed to the

30 muitiple endpoints associated with multiple target components, invoking the replicator
mechanism will ensure that the only the minimum number of copies of the message is
made for all destination endpoints to receive the message. lf, for example, a client

component sends a message which is intended for delivery to multiple components



Set for sequencing on Set for reliability on Set for control nessage Set
for Ack Delivery Failure Set for data required with Ack Delivery Failure
Set for S5 65 ksé a bounce nessage Set for debug out put gi/dREEREES
Currently unuseJ riority Priority time nodification Tinme to live Data type
Set for transm ssion receipt WO 00/ 77630 PCT/ GB00/ 02245 30 In simlar
fashi on, sending a nessage to an endpoi ngion a client running over a dial
up Internet connection may take the formof: 5 [ ppp header ] [ ip header ]
[ UDP headerhdstdd dfatHe ehieeabmpuanapset, thasideskidg {heVaslica@r inehadhs sage
header ] [ Datae] ADVANTACGEQUS APPLI CATI ONS CQutline. Perform ng | oad

bal anci ng usTRY OB 16 BHj3LT § 510N SR SGPY AP 38 Ao Y L QOMPHIT &lugtsr

di stribut ed iefiyierteimediptedi & reqsat ithge Ehatio ravh BgtrRMestin®n (C@rPondE

representation of player are inforned of the presence of other nobile
el e ee i tAmE s SR or & ey Pl iaaShabiiet i & EPas k6 AP Gor Prsieon

det ect i on Sands edhbédeledonee bhihe ughicatos mapha iy iiagos &s kedpgativbikrathelto At ' S
an n2 probl err;q ir;“:"?mApproach. Sub- di vide the environnment into different

regi ons and all'ocat e any region with activity an 'aura nanager'. Entities
can ask the relevant aura managers) to |l et them know about any new entities
t hat nove cl - di stribution of entities throughout the
wor | d changeg&fgﬁFengpL?%gg%esﬁ%h%@g%ogéd associated with each aura manager
will vary. The ability to nove endpoints nakes it very sinple to 20
transfer {iege|RHfg mMnagers around between server hosts wi thout affecting
t he objects comunicating with them and hence | oad bal ancing can be easily
achi eved. Cul§ Pihealueptpigke WAYN HereadeRdNint W35 @eaied @t whil st the user plays
the ganme (i.e. whilst the client is perform ng nunerous real-tine
interactions with nultiple servers). 25 Scenario. Rather than nake a user
wai t whil st & &keltdepErEEIPABIS at est pat ches and document ation changes
it would be e detindt@ntiér rodesegdspdat &er thd régheatbackground of a game. The next
time the ﬁims was started this new data could then be automatically

i ncorporated. Approach. Divide the data to be sent into a series of

separ at e smabltgoipg Segesnced@efamdrt he first few reliably but - with a very
low priority, and request a transm ssion recei pt on the |ast nessage.

Whi | st the user is active in the game (and hence generating network
traffic) theAlsewgpcedrdpiigatonffeisesesanessdgesgas bs af onseguernvedrepdicler, ueised at

t he head of [ .. i i i S

W 001 79630 FabrRlfioB NG e e d BARNELdp PR O] GerBll L ifidiBn ] |
and when 20 | alkaeeswreeihatehnessagenpemeseirenta eedpstinaliidns ibthedeHenbeederco t he
sender. The Qérﬁ.cmfiscagnag,gwla&)s sEREALE T %b@%%@gﬁr, \giirpé'@zﬂjen@?ﬁﬁrﬁgés- 5

Qutline. Dividing functionality between servers. enari o. Inte ent

mobi | e non- pP¥3AEFd thavtaeee MeFyRIaS. Gfe inemningeeatiestdchieplicatas gstrippitor at eac
functional i t)eceldg LiipbRE TIUTRhEXadtBnSPEGHhA|cLER il P it Shdlab RRARE
required to make it act intelligently. The other is the far nore

| i ght wei ght BRRHENEREf APEECIhat represents the behaviour of its physical

body. Sepgs atil kphidorkd ekisiRlo8 ¥R ie®n Of these two areas offers nunber of
advant ages. For exang%ﬁ, a%the character noves into close proximty to
Enereni@ie e

other entiti@s 43P 't ' PPEITgIEHEMAAT MAReRt YR BTN Thddr ess space
to i nprove tBe EepointEis dmdvea fphyts aG@mesidgak aid and. m4ieame verreplioatat Mg al | t he
dat a associ at,e i th the Al nodel ul d i npose too_ high_an h . 15
rpronen. pr s Rt dE sdied BaRo oM redFRoesmb Ags Kebntlle BEFLREH. 170 e
to the task 6f Eprdovindenigrekhovied froimg1ganme. Pl ace the code and data desi gned
to handl e,t he . i cal e j into_.a singl i j.e that., can
B P T
streams, whi &halwidse mEsbage) taenredh agd Heaa operborisrera perdringl lirerapiicaus m@'@mway,
regar dl ess Oiwm@B%B{e?Sr‘?é%ﬁbg!%?&;&gcésh%% B%czn'r-rt%é{e) (oe%g.gsrﬁ&}eata}eo%1'+%$’d+ﬂ ges

in. Qutline. Trans I ng g%él t1on updates cenari o. Sending the
posi ti on of #apirjdeserangrm tlaadmb/clage df messrgedetvederipgindta netwerk eayses



25 Approach. Create an object to represent the player's character and
attach it to an endpoint. Create a source on the endpoint with a well-known
name nonm ngiSd-4¢ POSition updates. Any clients interestpeddpoée | ocation
of the player can subscribe to this source and receive the position updates
published to it. This creates very efficient use of the network (the use of
a source allows the systemto optimse t3% 30 nessage routing) and very
sinple code (the client publishing the information doesn't have to worry
about who i thenesdsd tseqisene td heve MifO i twoalhl EbeD)Jl:ocess\éﬂ)E&Od Ya@3€equence, and

PCTI GBOOlOZ%égc 3&8&@&%\9&1(1 Eég 050kt g vﬁﬁ .dd Benc‘épdat es (part I11.

Scenario. Sending ates in su as to get graceful
perfornancerjegspbzdat isan smdeitlhethnetrahowmﬁmm a@l'eqtpsm;eﬁ |renhca1ptdadgemesemh to a
cl i ent exceqls d6ed SARALIY Rl Cliif e So0RLIOLICLRK, ARRE Q6N

each noving o jec pre |ne a sequence 0 rlorltles to ?or
it's posib¥i @mquptj@ftséora@stm\elﬁ be Bevere%hbnpﬂhe)latwngthmee Inetwvorig )2, d3e,stlnaAiDuI d
generate a Sefd fieat,rRashd 1P cmggémm&s@.br&%@ﬁb%@ssegu@n &s ortydney 1 4
etc. Additional each position ate nessage i s assl q-t

live equal tmtqqﬁi)éa m@sq@seﬂwnb@tm«ééﬂﬁ r}?é%'i/erscﬁ@qmatné@beNOIfhgh@W%/rel-Mded
client 11nk ol afsibéniald rBTLHEQNARTA. G Brddh RecBldd Yiueds Milfq ¥g! U
grows the lower priority nmessages will be stall (f 3 imed out. In
this way, mm1*§ttartﬂ@/é?@6qaﬂady5 S/pfe vvorl d nmodel at the client will be

degr aded 1gndes R¥HRESH Is0RAirdldddddt toWhd |rer§||6&6ﬁ@ﬁhnh rﬂhé‘tlﬂéad‘e‘ﬁf:&”re%'ir&?%r thay
that m nimses the worst case error. Note also that careful oi ce of the

15 priority "PFStONdey i Erolea g wnal clasthmarIasR cAMB RS FEN o HPRIE centinging e
gi ven pri or ithy pteliocufi@xgrhpient attdr tkepush kb Sahé\@P affin Gddd tRINEHE FIRCAESddgue

obj ect mght_use the |is ensu t hat under heavy | oadi ng
only 1 in 6 SEAUTCE '%'E&&ftégﬁ?%’”?f’éﬁ’%@ﬁ"é’émg’ el Q%PS?BMSO PCT/ GB0O/ 02245
33 CLAI M5 5 This fikal mshodesfag@rcausash thg \caumimdiseqidnosd bedlivgten distibuior tenbee
software el e ost .co ut er means being arranged to host application
pr ogr ans 1?04‘% ?Yegﬁgfﬁeﬁﬁ”é”r? SPP%kre el ements in a host space, two or nore
application software el enents being hosted in said host space; the nethod
conpri si ng: %Pld%‘ %OCI ating each application software elenment with a

comuni cat i P%ar e el ement thr ough which to send and/or receive
nmessages; hol&bingldeheniq@withm thaendovirg itatas céatédhat. associ at ed appl i cation
software el enent in each comruni cation software elenent; 15 all ow ng each
application software el enment to conmunicate with other application software
el ement s 2y (GpAdE) cament destivatidnepdpeintsages t hrough the respectively

associ at ed CATANRLGALLOR: %Qfséa‘e{@é SR LEImAL Bpidldoral | owi ng each application
software el enent and associ atéd conmuni cati on software el enent to nove in
said host space. 2. A nmethod as clained in claim1l in which the step of

hol di ng the EpARURimBE hgﬂbé}t ate of the associated application software

el ement conprises hol ding a queue of 25 messages not yet delivered to the
associ at ed app?iscar Fﬂﬁe%@fﬁ%ﬁé“’ét%ﬂ'ﬁ thepexinngis@l®d as clained in claim1
or claimgy in which said host conputer neans conprises two or nore host

conputers angd wherein the ste each application software
el enent and gg?c?gfe&?%tcpeémg%d&ﬂ”gnW§Bfrie80aﬁ‘58’°é? éﬁ&ﬁmf’o 30 nove ~n said
host space ceugpt,iadea rahbv@diahgmeach appl i cation software el enent and

ﬂ‘g:?ctg‘ﬁrggt ggs rc]>|tr%ak \INRIQI"I Jpow?s weré recenny in tRe rechat(?rgt ween said two or nore

destination list, so if the endpoints object decides to add them back
30 again we can pad their sequence number from its last value, rather than
send them a start of sequence message. This is necessary to avoid race

condition with rapid add/remove/add sequences.



WO 001 77630 PCT/ GB00O/ 02245 34 4. A nethod as clainmed in any preceding claim
in which the step of holding the comrunication state of the associ ated
application software el ement conprises hol ding a unique Wﬂiﬂ. i on

i dentity. BY@97&83tethod as claimed in claimé4 further cofprisi lr’{g%

determ ning, in response to receiving the unique comunication identity of
a selected application software el enent, 2®n whi ch of said host conputers
said sel ected application software el enent resides. 10 7. Apparatus to
provi de for conmunication between two or nore software el enents conpri sing:
host conputer neans arranged to host application prograns to host 15
application software elenents in a host space; two or nore application
sof t war e el eneorhisg Begtaded Regaatdr host space; each application software

el ement havi ng an associ ated comuni cati on software el enent through which
to send and/ or receive nessages; 20 each conmunication software el enent

hol di ng t e Aofmeinédrabitafsost ate of the associ ated application software

el enent; messagi ng neans arranged to all ow nessagi ng between comruni cati on
software el enents; and 25 novenent neans arranged to all ow software

el enents to (@WEwseflagai d host space. 8. Apparatus as clained in claim?7
wherei n sai dgGoaLaL J A S QUELH sages not yet

del i ver ed tos‘f&he_ agéﬁ%?]gf%g%ae%%% %:tgﬁ%d(;ﬁg'ssg '?vvar e?:r%eg‘toev ehent . WO 001 77630
PCT/ GB0O/ 02248t megut xFpeiidapsreds Xo 138¢ wesenp datel (apendBtast ¢l ai m 8 wherein
sai d hostq ¢ ORMEREe BERNCIGRMPINISOHt 040eRe ATy, fecBREt mgAgMt ers and said
novenment neans i s arranged to all ow novenent between sald two or nore host

conput ers. 5MEH. 1N KFouPaY fren SerqeA HeRyrs FRARPICkNR OB BFHISs 7 to 9 wherein
sai d communi gadur@n state includes a unique conmunication identity. 1 1
. Apparatus as clainmed in claim10 further conprising: 10 | ocati on neans
arranged to determne, in response to receiving the unique comuni cation

identity of ausel epieatr@pdr Hadsaging SAfchiRE® val BEPdTbrrePfd 2 GRu@E’. sai d host
conputers, said sel ected application software el enent resides. .A E AG
CAUL. ASs T AUY . A{9.AULI .A9 .AsA A's .AfAY

A source is similar to a replicator in that it provides for the sending of particular
messages to multiple destinations. It differs from the replicator, however, in that
instead of the sending component choosing which other components to send to,
components can choose to ‘subscribe’ to messages sent from a ‘chosen’ source. A

20 source will therefore allow for the ‘publication’ of widely used messages by a
component, without that component having to worry about sending the messages to
all the compaonents that need them. Rather, if a component needs messages from a
particular source component, it can simply subscribe to the messages through the use
of the source mechanism.

25

Qutgoing Unsequenced Source :

(a) ldentity.
16 bit value, unigue within the endpoint it was created at.
30
(b) A hist of current destination endpoints with a subscribe count for each
destination.

The destinations for messages sent over the source The subscribe count



AA& A AL. A . ASAY . AA . AAL LAl LA AU .Ah . AHs. A{sl .A .AsUL
AUO* S AL. AL{L. A9. A". A". A9 . A" (+¥%B"usO 20
| val gb] X] cg]ocg)}ﬁ&})ca] ca] cal] ca] ca] cal] ca] cRa] ca] ca] ca] calgeal¢boksal cal cal
ca] ca] calcalc d] ca] ca] ca] ca] ca] c<a!
A& . 0?- } HZP1l zupkf a\ W ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]c
a) ca] cal] ca] cal] ca] ca] ca] ca] ca] ca] cal] caiga] ca]ca! *1m
FPWITI["g"i"x"" $DWWe&R&z upkf a\ W ca] ca] ca] ca] ca] ca] cal] ca] cal] ca] ca] ca] ca] ca]
)ca] ca] fa] Ca]iﬁai;érat});tg%v\tg]egﬁc}r@gﬂ a&];aaujae@gmkm]eeaés@ad&a]aea&ei@;' ] ' E]( (j iV) i() ) ;*
+++, 1, NM-- 0, zZu Cc al cal cal| ca] ca] ca] ca]ca] ca]c
a] ca] ca] ca] c¥)CaI%E] 8”5?(‘:’5%@%%%]%5%@] 'Bﬂﬂa@%@ékﬂ@!ﬁ?é %a] ca] ca] ca] cal q122
| 2232333*5x5556666. 77' 8} 888: ; " ;
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EFFFGcGaHsHHHNJJ{ vgl ga\ W ] ca] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]
ca] ca] ca] ca] lg%ﬁ%ca] ca] cal] ca] ca] cal] ca] ca] ca] ca] ca! JK&Kz KK( LMMVNz NOg OO00
GPbPYRRS: SSS‘%% YJVVVWNX{ vgl ga\ W] ca] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca
] ca] ca] cal] ctf wibyated, caiheaivital thalendpait])ictas aedtedpcal ca] ca] ca] ca! NXXXHYcYYZZZ
ZL[[[>\h] k]2 A 2 """ laaaaaabczuoj e_ZU] ca] cal] ca] ca] cal] ca] ca] ca] ca] caV
] ca] ca] ca] ca] ca] cha] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca] ca]ca]calUlca]lca]cajcalc ¢
cddSddd=eeef @ Adisigefiennem dsstinatinnegidppini@vktorecsrpseribglspiitdpresdeba) ca] ca] ca] ca] ca
] cal] ca] cqJ] gatic@lnal cal ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]
cal] ca! crmmvnoopp- r Q@ rsM uuuuvvnvwgwxxx0 vgl f a\ ca] ca] cal] ca]ca]c
a] ]ca] ca] ca] cH}QF:)‘ZE)%Fﬂg%]%ggﬂ?a]eéﬁﬁgéa]ierﬁ]%af}l\%a]i@L&F%y]h{éé]?w}e/qa‘]}%} ca} ca]U]ca] ]ca] ]ca
] ca] ca] cal yyg ikéd Bl R ddumeebRacekaupki il cat aaleakealan] cal ca caj ca ca
U] ca] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]ca]calcaUca!lH
+JVZW so Mmessage order jumbiing doesn't result in invalid subscription’state.
Psv\ <Jzupkfa\ W] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] c™a] ca] ca] ca] ca] ca] cal] ca]
caU] ca]ca cae? a] ca&ca%ca%cal] ca] ca] ca] ca] ca! *ubD&hgj }) {' 5tw{ vql ga\ W] ca] cay
ca] ca] ca] ta] gf‘é&]‘ ce8YE8%ca] ca] ca] ca] ca] ca] ca] ca] ca] cal] ca] ca] ca] ca] ca] ca
U] ca] ca] ca] cahic & thasequehe dmier k\ityrhp ks fied Vit eabgagkcal ca] ca] cal] ca] cal] ca] ¢
a] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal] ca] ca] ca! v<*
g )>.19%n
zupkf a\ W ] cald) &\ Isadfradsnbdestihatimh eadisddts afitabhic sdmajtadqoajea) ca] cal] ca] ca] ca]

cal] ca] ca] caLca caagca calc i G& ca] cal
(j mB7j m hea’ s?uvql g'j‘ ]a\ﬂ}'ﬂfceacﬁacgjr%a] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]
ca] ca] call@ aPsed fodeelck ahitheoddairad wajecatadly tathe apuwrady destidatidPxe) " } xr mhb] X] U] ca

caU] ca]calc C cal ca] ca] ca] ca] ca] ca
I:a] (L:J]a] c!a] c!a] @sgf]l %Og} @g%ﬁgﬂﬁ@%&?k@%ﬁﬁ%ﬁqggﬁﬁﬁeﬂ E\?Jé_a%%f?la cé‘] c!a] c!a] c!a] c!a] c!a] c!a
U] ca] ca] ca] capc¢tier sajusafe atdhosdfron itsdd s aploa] retiectieh seijtc@poa] ca] ca] ca] ca] cal c
~a] cal Crazt L OA Y] : ' a] caU] ca] ca]ca] ca
caU] cal call caea] cal R e apaNtR & ORI g Rkepasene] oot cal cal cal cal
N747Lyj R' Fz RWTrand afdiremoye/adbssobenees] cal] ca] ca] cal ca] ca] ca] ca] ca] ca] cal] ca
] ca] ca] cajga] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca
U] cMa] caU] cal L"747Lyj R'Fz CL~ytni d_ZU] ca] ca] ca] ca] caU] ca] ca] ca] ca] ca]ca]c
a] ca] ca] cal] E&PG&]%%?%‘&]‘??&’] %a] ca] ca] ca] ca] ca] ca] ca] ca
U] c”a] ] ca] ca+%SaB, 10%& ()- @ 109%&' ()-! K@ 10%& () - SZ10%&' ()-L MLOY&' () -
110% s, s& (), ShaBs  10%%& () - @10% ()- AL0% ()- @
109& ()-! " 169€RYeceHERIRT) - usdB! ) | 109& () - @ &MLOYE () - f FOL0Y& () - #9A0Y&
()-S'- 10%& ()-@10%& ()-0 dE: /

30 ltis to be noted that Unsequenced sources and replicators don't have incoming

distributors. As their messages arrive at their destinations they can

simply be passed straight through.
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Within a first server computer (800) running a first server process (801), a first game

companent and associated endpoint (802) needs to send a state update message to a

second, third and fourth game components (803,804,805}, hosted respectively in

first, second and third client processes {808,807,808) on first, second and third client
10 computers (809,810,811} .

In a first step (900), the first game component requests a message and fills it with
the requisite state update. This information will be written directly into shared
memory.

15
In a second step {901), the first game component then sends the message, via Its
associated endpoint, to the relevant predefined Replicator hosted on the Server
Messaging Interface (812). The Replicator will, in this case, be the one providing for
the delivery of the message to the second, third and fourth game components

20 respectively. This step will simply require the transfer of a control code and a pointer

into the shared memory from the server process to the Server Messaging Interface.

In a third step (902), the Server Messaging Interface then performs a lookup in its
outbound routing table to determine to which Client Messaging Interface or Interfaces
25 the message need be sent for delivery to the destination endpoints. In this case, with
all three of the client computers connected to the same Client Messaging Interface
{813) hosted on an interface computer {814}, only one copy of the message need be

sent over the LAN.

30 In a fourth step (903}, the Server Messaging Interface sends the message to the

Chent Messaging Interface.
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10 In this way, a first game component hosted in the server cluster has been able to

send a state update to each one of a second, third and fourth game component

hosted on respective client computers, whilst keeping network traffic to a mmmimum.

As indicated above, a further mechanism for dealing with messages delivered to
15 invalid destinations is also provided. This is the mechanism a message sender can use

to discover that a particular destination is no longer valid.

When a message is sent 1t can be marked as requiring an acknowledgement for
delivery failure. If the message cannot be delivered hecause the destination no longer
20 exists, this marking is checked for. If necessary the message is then converted into a
‘bounce’ message, and returned to the sender. The sender will then receive an
incoming message, which will be flagged as bounced. The sender can then inspect

the message to see who it bounced from,

25 This ack for failure comes in two forms, specified when the message is sent. One
version returns the entire message, allowing the sender to check exactly what data
wasn't delivered. The other version returns just the message header. This is useful If
you need to know when a destination is no longer valid (so you can stop sending to
it), but don't care exactly what data did/didn't make it through.

30
It is to be noted that it is this mechanism that allows streams/replicators/sources to
detect when a destination is invalid and update theirr state accordingly. e.g. A

replicator marks all message as requiring an ack of falure. On receiving a bounce
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The messages, which can be transported with either a reliable or an unreliable

mechanism, may suitably utilise a format as follows.

10 Running between the Messaging Interfaces is a transport protocol, that may suitably take

the following form:

15

The manner in which each of these 'packets’ is treated is dependant on the payload type.

One set of options, by way of example, is:

20 (a) INTER_EMS - The message is internal to the Mls. Payload carries
information such as update your cache, stop sending me information for endpoint X,

endpoint x Is now at this location, etc.

(b) DP_TO_DP - The message is intended for a developer process. The
25 payload in this case is normally endpoint movement data The header data field gives the

identity of the destination developer process.

(c) EP_TO_EP - The message contains an endpoint to endpoint msg. The
header data field in this case contains the identity of the destination endpoint.

30
(d) EP_TO_EPS - The message contains an endpoint to multiple endpoints

msg. The header data field in this case contains the number of destination endpaoints, and

the actual list of endpoints will be appended to the end of the payload.
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would be layered
[ ethernet header ] [ IP header ] [ TCP header ] [ Mari Transport header ] [ Ep Message
Header ] [ Data ]

10 The second layer of the protocol 1s exposed to endpoints, and a suitable header may take

the form indicated in the following table:
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* bytes 2-3 Identity of the distribution mechanism originally used

* to send the message

10  * bytes 4-7 Identity of originator of message. In the case of a

* bounced messaged this is the identity of the endpoint

* the original message bounced off

* bytes 8-9 Sequence Number
* bytes 10-11 Control Flags
15 * bit 0 Set for sequencing on
* bit 1 Set for reliability on
* bit 2 Set for control message
* bit 3 Set for Ack Delivery Failure
* bit 4 Set for data required with Ack
20 Delivery Failure
* bit ) Set for message is a bounce
message
* bit 6 Set for debug output on message
* bits 7-15 Currently unused
25 * bytes 12-15 Hints Fiags
* bits 0-7 Priority
* bits 8-156 Priority time modification
* bits 16-23 Time to live
* bits 24-30 Data type
30 * bit 31 Set for transmission receipt

*/
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ADVANTAGEQUS APPLICATIONS

Outline. Performing load balancing using mobile objects.

10 Scenario. A common task in large distributed environments is ensuring that moving
entities {e.g. the representation of players) are informed of the presence of other
mobile entities within a certain range. This is normally termed aura collision
detection and can be done through a simple pythagoras algorithm, but it's an n?
problem.

15 Approach. Sub-divide the environment into different regions and allocate any region
with activity an ‘aura manager’. Entities can ask the relevant aura manager(s) to let
them know about any new entities that move close to them. As the distribution of
entities throughout the world changes the processing overhead associated with each
aura manager will vary. The ability to move endpoints makes it very simple to

20 transfer these aura managers around between server hosts without affecting the

objects communicating with them, and hence load balancing can be easily achieved.

Outline. Trickling data down to a client whilst the user plays the game (i.e. whilst
the client is performing numerous real-time interactions with multiple servers).

25 Scenario. Rather than make a user wait whilst a client fetches the latest patches
and documentation changes it would be better to trickle updates in the background
of a game. The next time the game was started this new data could then be
automatically incorporated.

Approach. Divide the data to be sent into a series of separate small messages.

30 Send the first few reliably but — with a very low priority, and request a transmission
receipt on the last message. Whilst the user is active in the game (and hence
generating network traffic) the low prionty on these messages will force them to be

gqueued at the head of the chent network link. However, when spare slots arise on
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Scenario. An intelligent mobile non-player character in a game has two distinct
areas of functionality. One 1s the complex and specialised Al code plus database
required to make it act intelhgently. The other is the far more lightweight code and
data that represents the behaviour of its physical body. Separating the
implementation of these two areas offers number of advantages. For example, as
the character moves into close proximity to other entities it's beneficial to bring them
all into a common address space to improve the accuracy of the physical simulation.
However, moving all the data associated with the Al model would impose too high
an overhead.

Approach. Place the code and data required for the Al on a server dedicated to the
task of providing Al to the game. Place the code and data designed to handle the
physical representation into a single mobile object that can move easily around the
system. Then link the two together via a pair of streams, which will allow them to
communicate in a reliable sequenced way, regardless of what process-hopping the

physical representation indulges in.

Outline. Transmitting position updates (part |).

Scenario. Sending the position of a player from one client to all the other relevant
clients.

Approach. Create an object to represent the player's character and attach it to an
endpoint. Create a source on the endpoint with a well-known name nominated for
position updates. Any clients interested in the location of the player can subscribe
to this source and receive the position updates published to it. This creates very
efficient use of the network (the use of a source allows the system to optimise the
message routing) and very simple code (the client publishing the information doesn’t

have to worry about who it needs to send the information to).

. =0 -]
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generate a series of position messages with priorities 4,2,3,1,4,2,3,1,4 etc.
Additionally, each position update message is assigned to a time to live equal to the
10 period between position updates. A lightly loaded client link will handle all position
updates as they arrive. As the volume grows the lower priority messages will be
stalled and then timed out. In this way, whilst the accuracy of the world model at
the client will be degraded under excess loading, it will degrade in a graceful linear
way that minimises the worst case error. Note also that careful choice of the
15 priority list used for each object can allow important objects to be given priority in
the client link utilisation (e.g. A mainly decorative object might use the list

4,4,4,4,4,1 to ensure that under heavy loading only 1 in 6 of its updates is

delivered).

20
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elements being hosted in said host space; the method comprising:

10 associating each application software element with a communication software

element through which to send and/or receive messages;

holding the communication state of the associated application software

element in each communication software eiement;

15
allowing each application software element to communicate with other
application software elements by sending and receiving messages through the
respectively associated communication software elements;

20 allowing each application software element and associated communication

software element to move in said host space.

2. A method as claimed in claim 1 in which the step of holding the communication
state of the associated application software element comprises holding a queue of

25 messages not yet delivered to the associated application software element.

3. A method as claimed in claim 1 or ¢claim 2 in which saild host computer means
comprises two or mare host computers and wherein the step of allowing each
application software element and associated communication software element to
30 move In said host space comprises allowing each application software element and
associated communication software element to move between said two or more

host computers.
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15 application software elements in a host space;
two or more application software elements hosted in said host space;
each application software element having an associated
communication software element through which to send and/or receive
messages;

20 each communication software element holding the
communication state of the associated application software
element;

messaging means arranged to allow messaging between communication
software elements; and

25 movement means arranged to allow software elements to move in said host

space.

8. Apparatus as claimed in claim 7 wherein said communication state inciudes a
queue of messages not yet delivered to the associated application software

30 element.
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