1 8/10/2003 Method and system of copy protection of information. The invention relates to a method of
copy protection of information stored on an information carrying medium to be read from a reading
device and transmitted to an application device for playback and/or recording. The invention relates
further to a method of exchanging copy protection infdrmation, to a copy protection sy&tei?(03a
reading device, to 5 an application device and tp.a device for playback and/or recording of information
stored on %‘?ﬁ?‘ﬁéﬁﬂiﬁ% A R RIS A8 BHNDE 8 P13248 (PHN 15.391) an arrangement for
receiving via a transfer signal encoded content information and supplemental information is known,
which content information comprises a watermark at least partly representing the supplemental
information, 10 the arrangement comprising a receiver device for receiving the transfer signal, a
detector for detecting watermark information in dependence on the watermark, and a decoder coupled
to an output of the receiver device for decoding the content information, which receiver device
comprises control means for controlling the reproduction of the content information in dependence on
the supplemental informEtiommvkhtionthe kaown tiatisddr Syksipipiotecmationiigdransietradi@onthe

transmitter via a transfer signal to a receiver devjce, e.g. from a video producer via an optical disc to a
disc. driveBIHRRDHRE FHE M URPHE L 5 framides Miestiso LRt R ke &hgly rans-
mitted andapgtietdiea e aicigbalyagbecdaatiforrectatamipddanasniviiESaitstuedat. (b haretisod gfowing
need to transfer supplemental information logically related 20 to the content information, which
ppleme R RTRCAT £ TESHAB YT BRI B98° RISIEH Ot b i CoIRSHD N GLISn. The
supplemeniahppiocatiaiade My admpigevicddonpligbaok the/oghdsoedihed\inferastiviginatal @f the
content information. For example a .marker is to be accommodated in such an encoded signal so as to
classify th&rblr?%%?fl&’bﬁ%ﬁryé%pgﬁﬁ%ﬁlﬁ‘c program material. Marking digital signals is particularly useful
in copy protec 25 tion apphicathoD S AM3ersS i REENSL e naniatingemeati for irdidaies theacomeaight

status. Therefqre thgy%%?men | inf rmatlan shq:ld be py%ected aglallglst manliulﬁttlon The mark,

also referr&d 10 A8 WALErRIAIRTCRICERAERUSIPISRRAITEFSI OF ATMEHADT AR in AP st

representingf@omesupptgrisstaliniormatkodt, leagt paciaitpe:toatitpelenaggdehsigadiconstitides copy
protel%ed %Qenatl?r%tﬁgement comprising a receiver device for receiving the transfer signal, a detector for

detecting watermark information in dependence on the watermark, and a decoder coupled to
an output of the receiver device for decoding the content information, which receiver device
comprises control means for controlling the reproduction of the content information in
dependence on the supplemental information.

15 In the known transfer system information is transferred from the transmitter via
a transfer signal to a receiver device, e.g. from a video producer via an optical disc to a disc
drive for playback. The document describes that video and audio content is increasingly trans-
mitted and recorded in a digitally encoded form, for example, an MPEG bitstream.

There is a growing need to transfer supplemental information logically related

20  to the content information, which supplemental information is intended for controlling the
reproduction of the content information. The supplemental information may comprise
information on the rights of the owner or originator of the content information. For example a
marker is to be accommodated in such an encoded signal so as to classify the encoded signal
as authentic program material. Marking digital signals is particularly useful in copy protec-

25  tion applications, wherein the supplemental information indicates the copyright status.
Therefore the supplemental information should be protected against manipulation. The mark,
also referred to as watermark, can effectively take the form of a multi-bit watermark pattern
representing some supplemental information, e.g. indicating that the encoded signal

constitutes copy protected content.



2 8/10/2003 In a digital video system, e.g. based on the digital videodisc (DVD), copy control can be
based on detection of electronic watermarking. Watermarks are minor, imperceptible modifications to
the video, which can be detected electronically. Such water- marks can be resistant to typical signal
processing, including format conversions (e.g. PAL to 5 NTSC), and can be detected 831&063e
copyright information about the vide(l?. Watermarks are . used for playback and record-control. The

basic idea of playback cOHEHANATSHSY etk ferfasedsh sttt idendise (PHEYE¥nt contains a

watermarkcthatotlaasiicsatiie yideaeasReiiglsarenRywittiithifidhyideatdsiausdemantgcordable or
counterfeit ROM medium. Hence playback. ontrol_rg%?uir S éo detectjon of th W%é?ggark within the
drive, and ‘PAETESABP'SHBOMH AUSHTAR Ba e BUE F Brife edrt Bt s BB B same

circuit boarehifdbenditvesiaiaadikei@ikebagpaitesate imankmareneitsisitabisidas deteetantby a
thousand SHSL mIBORATTS T CEHTS S AN BRSEE L SIS loPAGR B BB RN any
'inteIIigence@'d@ﬂ@ﬂ@[pyﬁﬁd@éﬁdl&:&ﬂ@(ﬁfm@[k detection Woul_d imply that such devipes ha}ve to process
Huffman, dococing of DE BISHITE L WSHGERACPELTHERENEY SFRBIERD o AYBSE ELFRAS o not
effectively ifehanebhy pixehdnmaiwarairirkans e iie kKowdesysidsingam thepprablenthdhaidte drive
ransior SOMAMGRABb EAPRDN SRS Ay CUBIRR o IR RSP CHRAGOAen iformation
composesdetevaterofakk akateashhaxtithie fredentnghthedugppde sientd|batarmhatiametbieigaathgement
comprsna fecsie Seice o LEaibe b Late e Seecrio e aignar
device for d'ete@dimgstla&mmmﬁwmwbﬂaﬂ«emimmdwidehmmpdSaSe,muﬁdmﬂmns for
conrling i RGN gL Tt Talen RS n puonenenel
receiving viaeardranste dsignaidencongtt canteptdaiaey atidouanaysSinpglérasntabinfeipratidatacan be
found Jn VR AR Het Y Mo S AL S Rretestest & the BB @R UM Gontent
demultiplex and interpret MPEG video streams, at least including run-length Huffman
decoding of DCT coefficients. Hence a requirement of simplicity of playback control can not
effectively be met by pixel-domain watermarks. So the known system has the problem, that the
drive must be provided with a complex watermark detector.
20 Another arrangement for receiving via a transfer signal encoded content
information and supplemental information, which content information comprises a
watermark at least partly representing the supplemental information, the arrangement
comprising a receiver device for receiving the transfer signal, a detector for detecting
watermark information in dependence on the watermark, and a decoder coupled to an output
25  of the receiver device for decoding the content information, which receiver device comprises
control means for controlling the reproduction of the content information in dependence on
the supplemental information, is known from W099/11064 (PHN 16.517). Embodiments
relating to this arrangement for receiving via a transfer signal encoded content information
and supplemental information can be found in W099/11064.
30 DVD-Video material is currently protected by the DVD-FORUM Content
Scrambling System (CSS). The content providers are looking for ways to enhance this
protection system and are requesting additional layers of protection for their IP. A set of
proposals for a new Content Protection System (CPS) is being considered at the CPTWG
based on watermarking the Video content. (CPTWG = Copy-protection Technical Working



Scrambling System (CSS). The content providers are looking for ways to enhance this protection
system and are requesting additional layers of protection for their IP. A set of proposals for a new
Content Protection System (CPS) is being considered at the CPTWG based on watermarking the
Video content. (CPTWG = Copy-protection Technical $Vorking 3 8/10/2003 Group, a @&py:Hioiection
discussion/standardization forum of consumer elecironics- IT- and film-industries). This watermark is

used to effetHBtE GHRY BRYEINN FNeHFelon st PRI B ST IR S Rl oRiscot e tuses to

make a cofiipfripiaes pf video that contains an 5 appropriate copy-never or copy-no-more

watermark, which are explained in WO 99/11064, BecaLﬁse itﬂE relatively easier for a ﬁ[)irate to modify

his own recorder than the BIRAFESFIHS USEL{SREFS TG RRA HaxRAF A SeseriscentinteResesd

video-matetatiddenijaRes playbackraantkis marleleyent.oP laylaclstadbetientailgmmallowing
playback of content with a watermark, when the information carrier on which the cantent resides is of
a natute cBRREARIBIE TORNTTHYRE K SOBMTEAR B SV A FHOHE Withe %s%m%ﬁi%%?ﬁﬁﬁoum always

be on a faBesyudere-reetrded \RM:(er"sihverd) tdistoditthasaaviedesile shan asetofeallethgolden”)
disk, or a non-authorized "sjlver” disk, playback should.stop, (A more serious form of disk-type
Cistintion R BRGR AABS B0 R R S M A AP PRUEAL S5 B ASE Klgty
wobbled sp#iatolipondie pyiegi e Eaybickapyirg) dhisiiywbplelolsilashlafbavk bdcspaienyith kS
envisioned for audio applications such as SACD and DVD-Audio , or other multimedia appljcations.
o the BETHE BEORe N P TS B REH PTADEL 2 I ECHIBa SIS5 o 4 TRt A B ector vl
typically bevpharhefvadesatet oy decoitewitad pattohdtie"ptpyetidscrnsant thaivisys de diia thaoioiye bits
from the informatio rier into,a.visiple iple signal (e.g, 20 an MPEG, degpder-sqft-. or hardware-,
anclor. DYRTEGHULHEH ROMANE: o SF o L R o SR LAl P b ke e
the so-callaenetikonivieit Msikad Sdikke, ptiyied diitshdutdnttapediakrel fuei capiompnaté disbryptormation

gathered b %oth. ieces qof functionality will have to be shared via some protocol, in order.tq effectuate
playback CONHSTIR Ihes<BsEh I IS IES et s sk do RSp s ok R Sl Rgeably

and can bevshpleinpitédupssodpyare @neidiihespyage tirsdmobldeCuyilyst standipoint sykera is No serious
probllesm inegvslg%r}%zﬂgrn gut(ﬁ(t)) Ie?ft)gﬁcg{?(}ﬁ%rél\{g %geSIXEJg re?rﬂ? B%undio, or other multimedia
applications.
From the point of view of implementing playback control in a digital player, the
watermark detector will typically be part of a decoder; by decoder that part of the player is
meant that is used to turn the bits from the information carrier into a visible/audible signal (e.g.
20  an MPEG decoder—soft- or hardware—, and/or D/A-converter). On the other hand, the nature
of the information carrier will be determined in the so-called drive, which reads the actual bits
from tape/disk. The copy-protection information gathered by both pieces of functionality will
have to be shared via some protocol, in order to effectuate playback control.
In the sequel, the terms "decoder" and "application" will be used
25 interchangeably and can be implemented as software and/or hardware. From a security
standpoint, there is no serious problem in a stand-alone tabletop player, where integration and
absence of a well-defined public interface between drive and decoder present almost
insurmountable problems to the average hacker. In a Personal Computer environment however,
drive and decoder are usually physically separate entities, connected via an open, well-
30  documented (PCI) bus. Furthermore, they communicate under the guidance of an appropriate
software application.
This has two implications:
1. The drive and decoder have to decide independently whether to cease playback, based on

the information they obtain from each other.
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Furthermore, they communicate under the guidance o# an appropriate software applicétior2008is has
two implicationﬁieol. The drive and decoder have to decide indeé%%rgently whether to cease playback,

based on the iftfotMitidi TREY GHRPHOIT EHER SHTACUPBY R/0R0S o5 21 ETHAARS Hpspiitat
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replaced by a maleyolent version (perhaps.dow Ioeﬁded from the internet). Moreover, this malevolent
version may actiet %?é‘?f@?@v%ﬂrﬂ‘?é(eﬁﬁﬁdﬁ UL Ay BEAR B 8F BY VB EE R B Rtentionally
modifying meggageslsasplbydecrdentioidifueiandsiodeyerstmtdttinerassoth 6y sechidty Hlethom
watermarking copy, protection system, the watermark is generally chosen to be content dependent
(e.g. every mé%%oﬁﬁ%tﬂﬂévﬁ Vit Wat&?mark, such that hacking the watermark in one film, doesnt

necessarily expose all filraspcrédicthéséobycotpled iemmappsappatproreperyaidhe wisk. This
property is such that.it 10 capnot be controlled by the user and can be implemented ejther logically - e.
G format AL i 25 IR SASEI LT DRI st THSAGE T D<ol pRy el - T
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broperty 1S UL R FSATEN o A A SR Y N GUIRPTES 8 HRbtermark
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verion. T SN TN B LGRS B, ATEH rHrethemidt B ARAERY THRSE Biack matkes i
necessaryrfedibe-exehahgripretadabiisortatableslond it thelclhntens Aokt i20@idfiendecoder is (a
subset of) the.data transmitted by the drive. Given the mass-praduct nature .of esp. the drive, this

3 R i ¢ h A cflg% I

protocol sHBUIEHEAT e & BOLBIRIS P HOT Tt PERTHRRSE AS Al NIBRNY) 08 dither drive

or decodesequel such property is collectively referred to as physical mark or diskmark. In other words,

15  the watermark carries a (single or multiple byte) payload, which is related to the payload of the
physical disk property. Exchanging these two numbers securely between drive and decoder is
the subject of this invention.

There exists a fairly easy hack, the so-called man-in-the-middle attack. This
attack makes it necessary for the exchange protocol also to check whether the content arriving

20  at the decoder is (a subset of) the data transmitted by the drive.

Given the mass-product nature of esp. the drive, this protocol should be as
simple as possible, and not interfere with the normal functionality of either drive or decoder.

It is therefore an object of the invention to provide a method and a more flexible
system for controlling the playback of content information in dependence of supplemental

25  information. The protocol to be provided should therefore be secure against man-in-the-middle
attacks, against a hacker obtaining watermark/drive payload, cheap and simple in both soft- and
hardware, not impair drive and decoder in their normal functioning and compatible with the
constraints of existing standard interfaces, protocols and storage formats.

This object is achieved in accordance with the invention by providing a method

30  of copy-protection as claimed in claim 1.

The invention has in general for its basic idea to continuously exchange between
the reading device, which can also be understood as drive and/or which can be part of the drive,
and the application device a characteristic of the content that is being streamed to avoid man-

in-the-middle attacks. By comparing the characteristics for verification it can be prevented that



It is therefore an object of the invention to provide a method and a more flexible system for controlling
the playback of content information in dependence of supplemental 25 information. The protocol to be
provided should therefore be secure against man-in-the-middle attacks, against a hacker obtaining
watermark/drive payload, cheap and simple in both soft- and hardware, not impair drigglaritda@coder
in their normal functioning and compa%iible with the conﬁs);raints of existing standard jnterfaces,
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be prevented that 5 8/10/2003 a non-compliant decaoder, a hacker program and a dummy medium is
used fike ift HERERSHE ﬂ%@%fﬂ%@%&k%'&b@%{h SPﬁlﬁ%%’&}Etﬁp‘F[iﬁ%éﬁm%ﬂBP#\Rﬁ%H@ dfihot be
copied. Byr¢histaidatl thalmpplisaton deviceriaeivetheoinaraatithaattRat tensiead by the reading
device. To thwart this tac%,a i

k according.to the invention the reading device reports ta the lication
device 5 CORTAIERERE SFHUSIRD) O XSS AL R O SR e EE 0o device

reports to thivreadung devictharehairactieriritcad thdinferapationitadésiveceived. This comparison and
verification can be execyted at pne or more stages of the transmission of .the .information, i.e. in the
Feading dovice andor P A AR R P GO S oS F K RS Sl of the
received infdemediparerodiht draededted paitsfohidhectianginftech it afdheckacthachsnfammation are
used as charac eristics1 accordi ;9 claim 2 or 3. Therefore, the reading device and the ap lication
device com P PR IO Pl L) SRS MR SY ot 14 S AeRAEP s PR ok,
respectivehjeAsdordingiatizégdvaiifigeatisidddelopasniiné clainha it isqeiovidespbaitbly. selection of

the parts of information to be summarized is based an a.secret shared between th reading device
}\ (%n {g 3 g%tn c(i AF § d1' ﬁlat ﬁ'lle

and the application devicS N EBmn IHiAAtBNISSRVE Vt%l Qe LRPIRY! epp ICation device is

thus tampeelpeaoii afichsaratppinfddastidrets derairismoizkaabadedibe acutsidehaetd dutconthshared
betwpen e Eading deviceand e apRialien devieg: IR IRLa ReIRl AR pegen the
the application device is thus tamper-proof and secret, provided the secret is not known to the
outside world but only shared between the reading device and the application device.
Examples for a secret shared between the reading device and the application

device are:

20 1. The bus-key in CSS (Content Scrambling System, data encryption method for DVD-

video disk),
2. auniversal secret embedded in drive-silicon and application-silicon or application
tamper-resistant software,

3. akey shared as the result of a to be defined secure authentication protocol.

25 Typically this secret is a 64- or 128-bit number.

The invention can preferably be used for DVD, especially for DVD-video,

where the information is stored in a plurality of sectors on an optical record carrier. The
invention can however also be generalized to audio or other multimedia formats. In particular
for a DVD-video drive where the information is stored in sectors the selection of sectors of

30  information to be summarized can be based on the value of a SCR-base-field of the sectors
and/or the presence of a pack-start-code which are the first four bytes in a sector. These can be
used as a criterion for considering that sector to contain video, or more precisely, to contain
MPEG program stream information. In particular for DVD-video a characteristic or the

summary of bullet 0 can be based on the SCR-base-MPEG-field, which can be guaranteed to



device are: 20 1. The bus-key in CSS (Content Scrambling System, data encryption method for DVD-
video disk), 2. a universal secret embedded in drive-silicon and application-silicon or application
tamper-resistant software, 3. a key shared as the result of a to be defined secure authentication
protocol. 25 Typically this secret is a 64- or 128-bit nusnber. The invention can preferab0id0Zed for
DVD, especially for DVD-video, where the information is stored jn a plurality of sectors on an optical

record carRef 3 PRBISIMNDN tatne dRves Ay ers yehBYArs eI BHaRdsY bthd i A dM'éformats. In

particular et ALY Avideendiive v rre ibenafpirnasiondssinedir @SURiBe selection of sectors of
30 information to be summarii,ed can he based on the value of a CR-baEc.e-field f the sectors and/or

e
the presence of a pack-S¥F e dde Waﬁréﬁﬁﬂlﬁ%ﬁt?%?‘%ﬁé%%c WGP PSS E Sised as a
criterion fodsansicidring dhsli Seciodéoico madthvidedh or snckedaeddis physioatandzin wiiRintarRrogram
stream information. In particular for DVD-video a ¢haracteristic or the summary of bullet O can be
basec’on Ow%%%?w&%a{lmﬁl&m wﬁﬂams%}lf&%@}fo % lﬁrﬁh%?ﬁ’ihté’d by the
reading dendee:aak kpehdatindie applicatoandgyepribiiprysaubpivptriod fdhdatfaratiimmmarized
but just the part related to thgﬁci:orrec SCéﬁg%siD cording to claim 6 the characteristics are
\Upe

exchangefBEHDESREHE PRGN AR VA cation device together with or embedded in
physical and/or watermdrke Sbinferimaition«f dbfdnforuRatiohi easdyitghragditenhd isemeansythat the

watermark is chgsen to be content dependent gnd is coupled o an appropriate physical property of the
formatiof i Mg MEATEINE AR LR BT LS B B SO F e A SO e SR IBHPI: miso
achiaved agsriding toding io\wtitios, byadmnghaitohriahapgligapyepiaiactonlinfgamaation according
to claim 7, a copy-protection 10 system according to claim 8, a reading.device and an application
device acdBViTh SOPEFTL 4hs T SOpGRIGHF R IS8 T 03y T atE bR SRS 2 device for
playback anddedine o6 igfogratinfecr@dan acctriaing (ot claimbt Linkdshal b enarntle iatobcitbié itim method
of claim 7, e, system.af plaim 8 and ihe deviess o laime 2 o 1 can e developed fither n the
same or a tolréspondimg way a8 dederibed AoV With régard 10 thé metisd ot cspy-protedion of
or a corresponding way as described above with regard to the method of copy-protection of
15  claim 1, thereby having the same or corresponding features as mentioned in the subclaims of

claim 1. It shall further be mentioned that the invention can also be applied in a transfer system

known from WO 97/13248 or WO 99/11064.

20 The invention will now be further described, by way of illustrative and non-
limiting example, with reference to the accompanying drawings, in which:

Fig. 1 shows a block diagram of a typical play-control-set-up for a video

player;
Fig. 2A,B show a scenario explaining the man-in-the-middle attack;
25 Fig. 3 shows a block diagram of a copy-protection system according to the
invention;
Fig. 4 shows the structure of one pack of data in DVD-video;
Fig. 5 shows a table with the content of the DVD program stream pack header;
and
30 Fig. 6 shows a flow-chart of an example protocol to single out a sector for

summarizing.



15 claim 1, thereby having the same or corresponding features as mentioned in the subclaims of

claim 1. It shall further be mentioned that the invention can also be applied in a transfer system known
from WO 97/13248 or WO 99/11064. 20 The invention will now be further described, by way of
illustrative and non- limiting example, with reference t&/the accompanying drawings, inSWIO00Fig. 1

shows a block diagram of a typical play-control-set-up for a video player; Fig. 2A,B show a scenario
explaining the man-in-tﬁéanlosgl@%fs‘awsaﬂ:@?%ﬂ %v\gl%%mecﬁifgVéﬁﬁ%?tafeéay-ﬁf%fédﬁ&gsystem

according 4a0berin VEVDOL figh Ky shoveadhig sivictreofione padkraintiata indVdrviga@Hg: 5 shows
a table with the content of the DVD program stream pack he;der; and 30 Fjg. 6 shows a flow-chart of
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2 havipg a reader. unif 21 an sical %arks of the dar(aa carrier 1, which

a detector 22 for detecting ph
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The video gasa isidfinwasiged (& andaapplidstcipisviceaschaingalidecodeindla whieinigiused to turn the

bits from the data carrier, into a visible signal (or into dible signal in case gf an audio-CD), and a
g etk e C T eSS R e e el
mark detefdecd? 19 cotplprdacapiiy-conirel it wiidahsisladssoaplepledtiio Wacenaiekriadcdetector
32. A similgr play-contrgl unit 5 is situated on the side of.the application and is coupled also to 10 the
o aioal e A B SR L M HECORL0F 3R B SR BB SOPATOARP Bhe o
unit 4®r 5thapligsialpreskdttécam2pLoié ditow infenaratizi:gait 5 ediystbe physgicaha bk adeisgtor 22
and the water rk.dftec r 32 is thus over.connection lines 8, 9 share%via T’ngﬂy rkProte tionkprotocol
ol B hor

in order to Bt S5y B BRHSTRh e BPay LRI LM A EBR R RCSS ZhYsa P&l control
unit 5 contdetscaosBitahd/thE hesersuikctescoarB DesubeddecontiFriction lines 8, 9 shared via a copy-

protection protocol in order to effectuate playback control. The play-control unit 4 controls a
switch 6 and the play-control unit 5 controls a switch 7. These switches can be used to control

15  the transmission and playback of data from the reading device 2 to the application device 3. A
transmission of data is for example stopped, if the watermark which is chosen to be content
dependent and which is coupled to an appropriate physical property of the data carrier 1 and the
physical mark do not fit together. In general, elements 2, 4 and 6 are combined in the drive 10
and the elements 3, 5 and 7 are combined in the application 11 which can be connected, e. g.

20  viaacable or a bus 40.

In a stand-alone table top player where integration and absence of a well-defined
public interface between drive and decoder present almost insurmountable problems to the
average hacker. In a personal computer environment, however, drive and decoder are usually
physically separate entities connected via an open well-documented (PCI) bus. Furthermore,

25  they communicate under the guidance of an appropriate software application. Drive and
decoder have therefore independently to decide whether to cease playback based on the
information they obtain from each other. The software application orchestrating the actions of
decoder and drive cannot be trusted with this decision as it is easily replaced by a malevolent
version which may actively interfere with the autonomous playback control of drive/decoder by

30  intentionally modifying messages from decoder to drive and vice versa.

There exists, however, a fairly easy hack called the man-in-the-middle attack
which shall be explained with reference to Figs. 2A and 2B. In the scenario shown in Fig. 2A a
PC with a copy-protection compliant drive 10 and compliant application 11 (in this case an

MPEG decoder card) is tricked into playing back an illegally copied disk 1 with a watermarked



15 the transmission and playback of data from the reading device 2 to the application device 3. A
transmission of data is for example stopped, if the watermark which is chosen to be content
dependent and which is coupled to an appropriate physical property of the data carrier 1 and the
physical mark do not fit together. In general, elements8, 4 and 6 are combined in the 8riMg2D03and the
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the guidangatehétaapgicpsiite, seforvar plapplidation. diiveasdodidadakhaie itherelitsgaindepandently
to decide whether to cease playback based op the informatign they obtain from each other, The
software aPpiREltiGh SR fﬁfmacfﬁ%l%ﬁé‘ﬁBHJ‘&[" e AP O E BTGt SRR his
decision as it is easily replasesidypacknaterolenhoiensioniwiiBh ey aclivedytiedereardth the
autonomous playback control_of drjve/decader by 30 jntentionally modifying messages from decoder to
Crive and STEUUR AT HETRTRES NGl o i By RO BB G R LA g e atack
which shallebecexplisiigcsuitiRaieiese hedidatdd §. azidwrd 2bhilst tapsernasineshaametofded dfiaa PC
with a copy-protection compliant drive 10 and. compliant application 11 (in this case.an. MPEG
tecoder AT TSTSL AP B AP ED A M e o OAAEHER'S 871012003
film, by pirasathasiiigyarduaonirodinendritie: Hatanddetodakidiv@bviowatyriherkites disk 1 is without

the proper diskmark. The software pl'i(l:ation controlling driye d,lglecoder IS irgtegﬁ?( ownloaded
from Intor A ETRT IS SR RS T WA B R RAA RGO HeT Ao S IRa6rd Mot each
other, priotiolplrybakK. 7lhedrivaseaeesked, diskoaomphimisiaaidde gbdeearidsbeaf waedf{amhon

copy-protec dﬁllén an djsk,.or a legacy, disk.doesn't hav aéj' kmark githery). layback starts,
e oo G, B A P SO L D AR5 SRR a0 TbeCSE sends

them to a macooapdidniddecadpiaiBatk.gholedaoytanisiithg softevbhdpsas sochicatick byidrsovt 4do whilst
suppl%lng ggheé'lé Ssﬁ[ni%-}relc%%%g id:i\taal(as indicated by arrow 16) to the compliant decoder card 11, from,

say, the har & 1?LE)ycompF’lsel:ﬁg a dummy content. The data from the disk-drive 1 is watermarked,

but this The vulnerability exploited by this attack is obviously that the drive transfers
data different from that received by the decoder 11. To thwart the attack, in the copy-control
messages 15,
1. the drive 10 needs to report to the decoder 11 a summary or characteristic of the video

20 that it transmitted,

2. the decoder 11 needs to report to the drive 10 a summary or characteristic of the video
that it received.
A complication in this scenario is that not all of the data requested from the
drive 10 is sent to the decoder 11: e.g. the table of contents of the disk 1 and other file-

25  management information is read and processed by the operating system, but not by the
application. It is therefore essential that the summary that is being exchanged concerns only
that part of the data that will end up in the application. If the drive 10 will make a summary
based on all data transmitted and the decoder 11 only on the data it receives, a false alarm
would be raised even during legal playback.

30 A block diagram of a copy-protection system according to the invention is
shown in Fig. 3. The drive 20, which can also be referred to as reading device in general,
comprises a reader unit 201 for reading data from the disk 1, a reader report unit 202 for
summarizing at least parts of the information read from the disk 1 and reporting it via line 205

to the application device 30 and a verifying unit 203 for controlling a switch 204 in the



watermark is not recognized by the non-compliant decoder 13. The pre-recorded video from the
hard-disk 17 is not watermarked, so the compliant decoder 11 doesn't see a watermark either. In this
situation the compliant decoder 11 will tell the compliant drive 10 that it sees no watermarked video,
so playback should continue; the drive 10 hasn't seen@ diskmark so it also 15 decide8/ifg2 @ayback

is legal. The vulnerability exploited by this attack is obviously that the drive transfers. data different
from that rsea%%asmyﬁﬂ&égzaaam%% Wt R SRR E GG COtoT %@ﬂa@éms, 1. the

drive 10 negdsnigteg@shichheseeasier Dl a Uy cebiar astasssigigd théevidaa 220 that it
transmittee(%l, 2. the decoder 11 needs to report to the drive 10 a summary or characteristic of the video

that it rec %@rﬂl%%tﬂiéﬁéﬁ MRYIdGR AR 8TiaUAQ ] ?iffléﬁﬁvé"&a?agre?qﬁ’é’&é?}'flbfﬂm?élsﬁ?ive 10 is
sent to thefglgeader abplicagiothe okl aref domfenisahthe-dishll @rtpathestitie Jatnasagedtanthe

information is read and processed ﬁg the operating system, but not by the application.. It is.therefore
essertial tHRRHFE QARSI LPTE DG e Lo HEb R Gy R ARt B ARl end up
in the applicationhd ihielidg\ieviCe\il anake, ersyimgnaiy 3basedcontallidata thainciBtiechane dina decoder
11 only on the data it receives, a false alar ou(lﬁqg raised eveng%urin legal pla bac(li. 30 A block
diagram o SEBHBPo B LYSHR BT RGOS T AR TR ST B S HE e 20, which
can also bgregfenpdiie asvieadiagkdadioe it gefoenalti corapiisgsedhatdhynididRhdk seading data
from the disk 1, a(ie%der r&pgir?t uni%¥202 for % marizinrgsat least gar(tgf of the information read from
the disk 1 SFaBEOARYS VA e 3B RS AhphicAIER AR 364 BUWSRARY THITB5 For
contrlingrapeitiid iod0& dmtite L8228 utiiapepisdidrotindeldhplicat@pptipatiamideverBO comprises
a decoder 301 for decodinf% data ttr nsrgitted.g,om thetf d.erthmit 201, eﬂéﬁ vide (ﬁ%?ger for
decoding VidBo WARARA" I WSFHIRG 1 (6% REtARB RN Vide SRt ARPAGHIS Eﬂacﬁr% dicE’®. g. a
monitor. It@onparisess fuctindreancapqlidai o reparharnin3tz iosaurfimanzingaalileakiviarX) o the data
received by the 5.application device 30.from the reading device 20 and for repqrtin %bese summaries
Vi ine. SRS AL DSUA) 00 2EI SRR T SO YQP BRI & SR 0% m the dacs
identical and that no dummy information without watermark and/or physical mark from a
15  different data carrier is sent to the application device as it is done in the man-in-the-middle
attack. If the comparison in one of the verifying units 203, 303 leads to the result, that the
information is not identical the respective switch 204, 304 may be switched off in order to stop
the transmission playback or recording of data because there is the danger of an attack. The
invention thus describes an effective way of copy-protection of the information stored on an
20  information carrying medium.
Additionally, a physical mark detector and/or a watermark detector as shown in
Fig. 1 may be included in the reading device 20 and/or the application device 30. For realizing
the invention only one of the verifying units 203, 303 would be sufficient.
In order to avoid false alarms it has to be secured that summaries formed in the
25  reader report unit 202 and the application report unit 302 are formed from the same parts of
information, e.g. from the same sectors of video data.
For the particular case of DVD-video, a way to construct a unique summary is
described in the following. All data on DVD-disks is divided into blocks of 2048 bytes called
sectors.
30 Currently, for the outside world to access data on the disk, the only way is to
request entire sectors at a time. The specification of DVD video is such that video data that will
be sent to the application (an MPEG decoder card) is never mixed with "administrative data"

(like Table of Contents which is not sent to the decoder) in the same sector. The drive has no a



transmission line 40. The data stored on the disk 1 and transmitted via the transmission line
preferably has a watermark and/or the information carrying medium has a diskmark as described
above. In the verifying unit 203 a comparison is executed between the summaries 10 reported to it
from the reader report unit 202 and from the applicatian report unit 302. The same cogipéfidoa is
executed in the venf;lrlng unit 303 in t ?ﬁtsappllcatlon device 30, By these comparisons it can be

secured tHRRFABIRISHORCIHEYSE e HRRH R SEIgH SoTRDIRE 2aMB eSSl foRdBoRce 30 and

the informatigivildas is received by the appllcatlon device 30 are identical and that no dummy

information without watermark and/or p S|ca ark from a 15 different data carrier is sen o the
application device as it i3 R ﬁ“?ﬁ {ﬂé% ‘h{g%ﬁfﬁfé IR Iﬁ%tﬁc%‘?ﬁbg’r@ IR6he

verifying unitsMPBG30e: irrésiie MBE@SB&bgtmi Hiecainforonation aSDW)DIde Rligalithd iegpgctive swntch
204, 304 may be switched

off jn order to. s the transmission playback or rec rding of data because
thore 5 thEHTGER B At FHLEHRURATAR S JETAIEE: SHEChL Ay BB REteRtion of
the |nformaiwmﬁtomlefbaernh%mmﬁﬂmammﬁawym@me&mbéd@uﬁﬁaalby iddphygiaglpaark. detector
and/or a watermark detector as sho may be included in the reading device 20 and/or the
applicatior? 8& %étflé?)?“r%ﬁﬁ%ﬁan% only one of the verifying units 203, 303 would be
sufficient. In order to avvthéalsecatarmarit ha&t@be}sepuce@hmawdmmaﬂﬁse‘ckmed timathieis25 reader

report unit 202 and the a ion re unjt 302 med fr mthe arts aof informa on e.g.
from the SARESISTC BTN B WD ARG i CHRES BB 0, o D) € LESHIEER unive
sumrmmary mmﬁmmmmmm@e&suaﬂma@mtmvwekshs dhwdled amttbshkaﬁasbeﬁgﬁﬁ&tfytes
called seck1 rs. 30 Curren % for thei '[Sld world to ta on , the onI |s to

the
request entite SERIBAY A TR W SHS &M ng‘lghe 8f tlgggﬁ thlg eaot%lﬁ \?Vill be

sent to thesamnhm@ztmn (an MPEG decoder card) is never mlxed with "administrative data" (like Table

of Contents which is noligsent to. he decod[erl) he same secté)r The drive h s no a 0 8/10/2003

priori knowledge, howevercatgsﬁlstln P I(I)arlsyctc?r? g}heihsdvé:‘ fIERE S TARHHINSEY Qiith video.

summary C(Tg) of each sector that the drive transmits, the drive and decoder should select a

15  few sectors/packs based on their shared secret K. They will compute a unique feature of that
sector, and securely exchange that feature together with the watermark/disk-mark information.
A pirated software driver in the "man-in-the-middle" scenario cannot abuse a compliant
decoder by occasionally sending it a sector from the drive, and thus generating a valid Copy
Control Message because (s)he would not know, which sector to send.

20 In a table shown in Fig. 5, the SCR-base[]-field, or system-clock-reference-base
[32..0] in MPEG-language, equals the number of ticks (mod 2**) on the MPEG system clock,
which runs at 90 kHz. Preferably the value of this SCR-base-field in a sector/pack together
with the secret key K is used to determine whether or not this sector/pack is to be
"summarized". An example protocol to single out a sector for "summarizing" is given in the

25  flow-chart shown in Fig. 6. The protocol also includes a way to exchange the value of the
watermark/physical mark.

The following remarks can be made to single steps of the protocol shown in Fig.

Step 41 can optionally be changed into:
30  buffer == pack_start code<..><video packet start code>+ 10 arbitrary bytes.
In step 43 SCR_base[16] flipping from 1 to 0 or 0 to 1 implies approximately
1.4 sec passed.

To step 44 it can be remarked:



According to the DVD-Video specification, the data that will be received by the MPEG-decoder, the
MPEG Program Stream stored on a DVD, is organized into a 5 sequence of pack's, all with length
2048 bytes. Every pack is stored in exactly one sector on the disk. Therefore the decoder also knows
about sector-boundaries by identifying pack's. A pacK has a structure that can be foursdliovEig34.
When a sectar starts with a 4-byte pack-start-code, the drive knows that this sector will eventually be
received bjfte decodeP&ﬁ%ﬁ@ﬁ%ﬁ% HErAHER B R KRB LB P SR BGTM R of
pack-start-weete Kheveari@y is not bound for the decoder, and should be ignored for the "summary"

computation. This solves the problem_of selecting the right data to compute a summary on. Because it
is computdfiohally too in%@ﬁ%@rfﬁt’ﬁm & 8&%%%&%%%%@%’%@%@% C(TR) of each sector

that the drineatransmits, the idrveiPPA decdrkspetidsalact 6, 08Mbw saidasspasksdaised on their
share secre}ﬂlé.(we il compute a unique feature of that sector, and securely exchange that feature
together witR é’tia\%fark/disk-mark information. A pirated software driver in the
"man-in-the-middle" scenageaniaialiisedaeeapliant decoder by occasionally sending it a sector

from the driye, and thus generating a valid. Copy Control Message hecayuse (s)he.would not know,
hich oot o sonl 28 AR I8, O S B e, i bgyeast o th W
system-cldokditdeen ce-pake phidy. Of ih MR G-baigyage atauaisktheanuoader of ticks (mod 233) on the
MPEG system clock, which ﬂfgg at 90 kHz. Preferablgét?ge value of this SCI;i?-b -field,in a

SHinG

sector/pack together wi HRIE car&l%v}%'ignﬁgé’artﬁe (thité Wﬂéfﬁg?%sr eseé%mg%k is to
be "$ammti Aecex Anpbx profeleo pod Bigobithsiegighosftthis petivdiay dstemiieddingepsigiven in the 25

Tow har Shoun B8 B oo PSR s o porcmse eV otie
Fig. 6: Step'%1 theks oplionaltickesehangéddatadS(fdutfer H packdtbbtcodeiss. >2¥ideq for N=18
pacet S 4 X0 e B3 SR il JBIAPR 418 0900 motes
period (and certainly in a 10 sec. period), there are ample sectors transmitted by the drive to
15  allow the example algorithm to function properly. The algorithm of Fig. 6 waits for 1.6
seconds, and then basically selects the K¢'th sector after that point, where Ky is derived from
the shared secret K.
From the above detailed description of the invention it can be concluded the
following:
20 In a drive <> application protocol, drive and decoder need to verify that the
content that they are transmitting viz. receiving is the same. This can be done by preferably
securely exchanging summaries of the data bound for the application, and the data received by
the application.
For DVD-video the drive and application cannot be absolutely certain which
25  part of the data transmitted by the drive will be received by the decoder. To alleviate this
problem the drive should only summarize sectors which start with the 4-byte pack start code.
An improvement to avoid accidental false alarms through occurrence of pack start code in a
non-video sector, is to also check that sector bytes 14...17 contain the so-called
video pack start code =0x000001EQ. For other recording formats, the equivalent of
30 pack start code should be chosen: i.e. a sequence of bits which (to a high probability) is
unique to a block of data that will be sent to the application, (as opposed to another
destination within the PC).
Because summarizing all sectors causes too much overhead (and is unnecessary

from a security point of view) drive and decoder may just compute and exchange a summary or



11 8/10/2003 ad 3. Only send hash back at fixed intervals, not when computed (otherwise part of
secret K revealed) ad 3. Characteristic C(TR) is optional, because TR plays that role ad 4. 146 is #
MPEG clock ticks per sector at 10,08 Mbs. optionally 146 can be 5 replaced by 128. To step 47 it can
be remarked: ad 2. Optional characteristics C can be ¥&ry small, e.g. 1 bit because of 81&0/zXI3-
function FO. E.g. the parity of the first (16+Ko) bits after pack startcode. Typically, a summary once
per secon( BFEET R SABAd %ﬁ%ﬁﬁ?&%@%ﬁ?ﬁ{%&?g {in el SOt LB U oG <BOAMB length

of this perigslyssletriminegoislisteiont I by sesiaiotstanfieping & Riid, 0h&Id CrhasefledaschE 16, as
shown in Fig. 6, tk}ﬁFperiod is 216+1 ticks : 90,000 ticks/sec = 1.4 secon%s (for N = 17 it would be 2 x
1.4 = 2.8 Jeck PP RELTTE MBI, B UBEEY £ XSEMHE R SWRRHEL Y0 Md@os suggest that in

such a onelggactpasiacof@aditrepdiithéniad @ -seminediadm iheve @rehaapplecsectoSelsansmuttas by the
unction properly. The algorithm of Fig. 6 waits for 1.6

drive to 15 allow the example algorithm to
seconds, aHd*hé %5%“?%@@&@%@%61&??&{& after that point, where Ko is derived from the
shared secret K. From tile slasudtietaileshdesctghiansefibieainyaeliion it aancbameantludead the
following: 20 In a drive H lication protocol, drive and.decoder need to verify that the content that
they are uFRITAG Vi YR 0 IR E5 B TRPBY Bl e P B¥eanging
Eﬂ/rgmggiesﬁﬁﬂzagmatbﬂﬁddﬁf@?ﬁﬂl&ppﬁ@fﬁé@@tn?@c:ct??@&b&tc_eicﬁitrtlg@sbg%ihe ?p?lticat(ijor;. lior o
-video the drive and application cann absolutely certain whic rt of the data transmitte
oy the ive wil be rece IR by HEALEHE T GBI G IOBBAT G e RO Rgree
sum marizeos@mr&vi/hiﬁbcﬁiﬁnémkthhﬂﬁeoﬁf;lﬁyiﬁlpheh@aﬁwﬁéby_mdm pkoNedria nhéaavbid watsdental
false alarm througp fQccurrgr(lge gf %gagl -Start-cc% eina rgﬁéw-vgieo sectar, |sto alsa check that sector
bytes 14.. SRR HE 839 ifal VR0 R HTB L LoD BT EB Binal e MY g formats,
the equivatgnheoiB@magk-start-code should be chosen: i.e. a sequence of bits which (to a high
probability) is



unique to a block of data that will be sent to the application, (as opposed to another destination within
the PC). Because summarizing all sectors causes too much overhead (and is unnecessary from a
security point of view) drive and decoder may just compute and exchange a summary or 12 8/10/2003
characteristic of specific sectors with pre-selected SCR base[]. These sectors should [#21Kviz003 only
to drive and application. This selection of sectors could be made, based on a shared secret K. For
other recof%‘iﬁ%‘D mats, the summary can likewise be computed based on (a characteristic of) a
subset of the data transmitted from drive to the application. Selection of the 5 subset should be based
on the shared secret K. To avoid false alarms through a latency and delays in the communication
between drive and application (beyond their control), both should store the last few summary- results
against which they will verify incoming copy-protection messages. While the invention has been
particularly shown and described with reference 10 to preferred embodiments thereof, it will be

understoog by those skilleclif Jae, REL AL YRS EhARIERMIQIBANhI8tAils Ay mgsig,therein
without departing from the spirit and scope of the invention. 13 8/10/2003 CLAIMS: 1. A method of

copy prote®@Geror inksyiaadidiowta rsadbrele vifo Archiiensarfigdrig amearnlissiobéereedfotonnebaskding
device and frapsmitiedl e amarpligriieRERY RS 1Y Rinhasis1fRHORI e atdingivhesein. the reading

device continuously reports to the application device a characteristic of the content of the information

transmitte e eHsteakiby caisebxothisdndoamatieatismdeiiied ippetroatinggisidegisntievice
contingousiyigRaes fagklingdaading Aexics Acharasirliziic gl ReLaBent ff dherifgrpation

received by the application device, wherein the characteristics aré verified by comparison and wherein

the result G Aopasisoatic<of Secriisspibetatosmasisio reqsixgs Rk harppliseiding wf information
in case of g h@ism@chafdhersriasteristics 89 Hnibarrirodhas slalnaddneslainrinchararigsized in

that summaries of the transmitted and of the received information are used as characteristics.
is used to stop the transmission, playback and/or recording of information in case of a

mismatch of the characteristics.
10
2. A method as claimed in claim 1, characterized in that summaries of the

transmitted and of the received information are used as characteristics.

3. A method as claimed in claim 1, characterized in that summaries of selected

15  parts of the transmitted and of the received information are used as characteristics.

4. A method as claimed in claim 3, characterized in that the selection of the parts
of information to be summarized is based on a secret shared between the reading device and the

application device.

20
5. A method as claimed in claim 3 or 4, characterized in that the information is
stored in a plurality of sectors in MPEG-format on an optical record carrier, especially on a
DVD, and that the selection of sectors of information be summarized is based on the value a
SCR-base-field of the sectors.

25

6. A method as claimed in claim 1, characterized in that the characteristics are
exchanged between the reading device and the application device together with physical and/or

watermark-information of the information carrying medium.



3. A method as claimed in claim 1, characterized in that summaries of selected 15 parts of the
transmitted and of the received information are used as characteristics. 4. A method as claimed in
claim 3, characterized in that the selection of the parts of information to be summarized is based on a
secret shared between the reading device and the apglication device. 20 5. A method8as)¢2aded in
claim 3 or 4, characterized in that the information is stored in ahgplura,lity of sectors in MPEG-format on

an optical fecord carrier’ d8pEQS A SHERANSRE CAMY I HANSBIOERGH Bk SSRIAIAAN RSP HIAEIN be

summarizedrigipaseeinmibetwaliicaae RlidR-Mase: iald of ihslisectardeddocd whdnathne @pglaimed in
claim 1, characterized.in that the characteristics are ,eﬁ%% ged bet n the readi}rl? devi,ceﬁ\nd the

applicatiorPRAeES BN ORI BRDERES B IShstiSy -ﬁﬁ’fgf’ﬂfeﬁ\ﬁﬁﬁdﬁﬂg}ﬁ% HisH & tying

medium. 18:3/1062Q83ing. ddviethhatlafprehasging copydiakatiormiit ofaioooggardintgan
information carr ing]nrtnedium between a reading device and %n plication device, rein the copy

protection } wspriEdhs apRbsRtonLY ISF N ESART SRS ISR SFHehYted from the
reading dessagieitbe applicriicn drvicaiRrd hebangeiasisiitsaktdaconieticatihenidsitermation

received by the applicgtion device, wherein the characterjstics are e(g{i d@}/ comparison and wherein
the result SRR CDAEARSEH LR 8 BB RS b DR ek A BFREDIR of information
in case of a mismatch of the characteristics. 8. A copy protection system for a copy protection of
information stored on an_ 10 information carrying medium having a eagin device foy reading the

1S BLTRR R SRy

information from the infé%rﬁ%%ﬂrg‘gﬁ@l?ﬁ]gsmg 3ﬁ8pé/rpé(6ﬁﬁt 43P ?fﬁ{/e ﬁﬁl%htion,
espebially fioforplaybackranafanediondingingfd e difigrdeatiefseceitied fhermibenaadifgaaiice, wherein

the readin féievice comprises means for continuously reporting to the lication deyice a
characteridH BFHETL SISO AL TP A SRS e BRI s e 15 the
applicationpbebiedk aadiprisesrdiegns fhe adbtinadoeishesepedtifonialib ecadadingvdeyiehactthéracteristic
of the content of the information receive bX th[e aﬁ)lfcation rtdevilg%hthe r{aa(%ing dde.\/ice and/or the
application dSUES RIS BRI Vel G U SMVEPRIHG i he applicaton devicea

characteristic of the content of the information transmitted to the application device, wherein

15  the application device comprises means for continuously reporting to the reading device a

characteristic of the content of the information received by the application device, the reading

device and/or the application device further comprise a verifying unit for verifying the

characteristics by comparison, wherein the result of the comparison is used to stop the

transmission, playback and/or recording of information in case of a mismatch of the

20  characteristics.

9. A reading device for reading information from an information carrying
medium and transmitting it to an application device for playback and/or recording comprising
a reader report unit for continuously reporting to the application device a characteristic of the
25  content of the information transmitted to the application device and a verifying unit for
receiving characteristics of the content of the information received by the application device
and continuously reported from the application device to reading device and for verifying the
characteristics by comparison, wherein the result of the comparison is used to stop the
transmission, playback and/or recording of information in case of a mismatch of the

30 characteristics.

10. An application device for receiving information from a reading device for
playback and/or recording comprising an application report unit for continuously reporting to

the reading device a characteristic of the content of the information received by the application



characteristics by comparison, wherein the result of the comparison is used to stop the transmission,
playback and/or recording of information in case of a mismatch of the 20 characteristics. 9. A reading
device for reading information from an information carrying medium and transmitting it to an
application device for playback and/or recording comgidsing a reader report unit for cotin@aesly
reporting to the application device a characteristic of the 25 content of the information transmitted to
the applicATBIT HERHEGAY S VLR Y Rt FSF YT B A A R SOBT e LBt ENO B Tnformation
received biAhenagaliaatio theleyiam s, iee nbifoasi danat & ito oo hiiaapplicaioneerics theeading
device and for. verifying the characteristics by comparison, wherein the result of the comparison is
used to stOBRHEHANETRREIBH 14y BhR U COTEIG T e G IS AR bf the
30 charact@gsiiespakBoA s apglication devieadeisaee) yRgbaiRHnaiie ndromisetiddgntariaenor
playback and/or recqrding comprising an application report unit for continuously reporting to the
readiny deiied %%Fﬁ&ghﬁg%%ﬁﬁg%%ﬁ?é%%f the information received by the application 15
8/10/2003 report unit and a verifying unit for receiving characteristics of the content of the information
transmitted from the reading device to the appljcation device coptinuously reported from the.
application Toport it a1 el G e e SE HEULL ) SOIMBB B e B TS the
comparisonisyitgeshédisinRdhplikans missiing ptayheakcadidignsedsirdingel onfarmaiiratiod case of a
mismatch rgf the charﬁteristi(fs.. 11, A device for playback and/or recording of information stored on an
informatio eX&ﬁ?ﬁ?ﬁf B8ilnT 2o Qﬁsing a reading device according to claim 9 and/or an application
device according to claim 10.



