A Method O Signing A Message FIELD OF | NVENTI ON The present invention

rel ates broadly to a nethod of signing a nessage, to a base station for a
wi rel ess wensevi4psework, to a node for a wrel ess sensopcmsGakpodBo a

wi rel ess sensor network, to a conputer readabl e data storage nedi um havi ng
stored thereon conputer code nmeans for instructing a conputer processor of
a base station for a wreless sensor network and to a conputer readable
data storage nmedi um having stored thefeon conputer code nmeans for
instructing a conputer processor of a node for a wirel ess sensor networKk.
BACKGROUND A wirel ess sensor network (WBN) is a wirel ess conputer network

conprising spatially dist rA'IﬁHﬁFoQI éyéﬁ?ﬁ’ﬁ@%SMgS%@ £S using sensors to
or environirenta

cooperatively nonitor physica ondi tions, such as
tenperature, sound, vibration, pressure, notion or pollutants, at different
| ocations. WBNs can be used in commercial and industrial applications to
nonitor data that are typically difficult or expensive to nonitor using

wi red seRlEbDsOFENVERTIAN| e, WSNs can be used to nonitor situations in
certain hazardous environnents, such as nucl ear power plants, where it is

not feasible to use wired nechani sms. WSNs ca e_depl oyed in w | derness
areas for a rBP%P'?@?@T‘V”Y?fﬁ'@“tr?'ﬁ\t,ﬁset?r@?d'\/’é%?sm?tBrB‘RPf DENRG EmEPIAH Tt R al -

vari albl essf\sé/\ététi&uior Tahﬁirél@ﬁjsér@og AetaRFIg ad raeﬁﬂmdr bhﬁfdemf EOI_smmbges. }/\BNS
can al so, rorm erineter, arpu a propert noni,t or or.lLntruders e. g.
by passi o8 HISFTaT FEOHTENE AGEERUT T REITR S Tr2gR SIS FaVEs can be
many1Qus estoffedr th¥Bbis .cofpatar kbde apgains dart instnectiof a\\EiNsputercprockssomoi & dasag,

tracki ngstaﬁgrg &P gt W lellﬁig% ?s)eﬁggl{rﬁeﬁﬂpo?lgigr{dc th%plcj)l%@JStEP r?(%daﬂf\él Hg% Q%&% g;ir eld

surveil |l ance, environ at nonitoring, object trackrng,
react or weditmohbying, stéried ethereon computer code means for instructing a computer

processor of a hode for a wireless sensor network.
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BACKGROUND

A wireless sensor network (WSN) is a wireless computer network comprising

spatially distributed autonomous devices using sensors to cooperatively monitor physical

20 or environmental conditions, such as temperature, sound, vibration, pressure, motion or

pollutants, at different locations. WSNs can be used in commercial and industrial

applications to monitor data that are typically difficult or expensive to monitor using wired

sensors. For example, WSNs can be used to monitor situations' in certain hazardous

environments, such as nuclear power plants, where it is not feasible fo use wired

25  mechanisms. WSNs can be deployed in wilderness areas for a relatively long time e.g.

years (monitoring environmental variables) without the need to recharge/replace their

power supplies. WSNs can also form a perimeter around a property and monitor for

intruders (e.g. by passing information from one node to the next). In short, there can be

many uses for WSNs. Possible applications of WSNs include monitoring, tracking, and

30 controling. Some  specific applications include battlefield surveillance,

environment/habitat monitoring, object tracking, nuclear reactor controlling, fire
detection, traffic monitoring, healthcare applications, home automation etc.



detection, traffic nonitoring, healthcare applications, hone autonmation
etc.ln a typical setting, a WGN conprises a plurality of nodes

comuni cavorngowvi4sts2a base station. In an application, aP@BNGzeostog@scal |y
scattered in a region where the WoN is neant to collect data through its
sensor nodes. However, WENs are relatively nore vulnerable to attacks as
they are often deployed in accessibl e open-space areas available to
attackers. Thus, authentication of ipformation collected by the nodes is
desired, meking the design of a WBN chal | engi ng due to security problens.
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Lecture Notes in Corrputer Science, pages 47-53. Springer-Verlag, 1984,
el I m nat es ”}fs c%t%ﬁ%;rh@h%% Vaéohﬂhér)édoforcﬁ\fél\!é Iegh®e shiéh an

| D- based crypt each user 1s conputable froma
string otmyptwpmydqiqag nay hawe a problem of sharmg a long-term secret and can facmtate

15  better key management and authentication (e.g. using digital signature schemes).
However, it has been recognised that asymmetric cryptography typically needs to
perform relatively heavy cryptographic operations (e.g. modulo exponentiation or
multiplication operations). Thus, such cryptography is believed to be unsuitable for
VVSNSs.

20

A discussion of current cryptography systems/processes is provided below.

An identity-based (ID-based) cryptosystem, introduced by Shamir in A. Shamir.
Identity-Based Cryptosystems and Signature Schemes. In Proc. CRYPTO 84, volume

25 196 of Lecture Notes in Computer Science, pages 47-53. Springer-Verlag, 1984,
eliminates the necessity for checking validity of cerfificates. In an ID-based
cryptosystem, a public key of each user is computable from a string corresponding to the
user's identity (e.g. an email address, a telephone number, etc.). A private key generator
(PKG) can compute private keys using a master secret for users. Thus, using the

30 ocryptosystem, there is no requirement of using certificates and an implicit public key
(based on user identity) is associated to each user within the system. in the case of
signature, verification uses only a user identity together with a message and a signature

pair as input. The input is used for executing the ID-based cryptosystem algorithm
directly. This is in contrast to typical public key cryptography where an additional



user's identity (e.g. an enail address, a tel ephone nunber, etc.). A
private key generator (PKG can conpute private keys using a naster secret
for user swOBhass145132i ng the cryptosystem there is no requirsezentoo@Bl usi ng
certificates and an inplicit public key (based on user identity) is
associated to each user wwthin the system In the case of signature,
verification uses only a user identity together with a nessage and a
signature pair as input. The input is used for executing the |ID based
cryptosystemalgorithmdirectly. This is in contrast to typical public key
crypt Oglbérﬁihb’atl‘éfﬁef/@'ifiaatl@dfﬂdohﬂmﬂ|§6fybicfal'lycateiedad v@hef addifoneh cerificeiianhm i s
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Shamr in A _Sh d Y. Tauman. |nproved online/offline
si gnat ureéf Cg%ﬁlg,lflggwg eS0T desBR

Even et. al. proposed a general method for converting any signature scheme into
an online/offline signature scheme. However, the method has been recognised as being
impractical since it increases the size of a signature by a quadratic factor. Subsequently,

20  Shamir et. al., in A. Shamir and Y. Tauman. Improved online/offline signature schemes.
In Proc. CRYPTO 2001, volume 2139 of Lecture Notes in Computer Science, pages
355-367. Springer-Verlag, 2001, proposed a new paradigm, called "haéh-sign-switch”,
for designing more efficient online/offline signature schemes. However, both schemes by
Even et. al and Shamir et. al are not targeted for identity-based settings.

25

An identity-based online/offline signature scheme has been designed by Xu et.
al. in 8. Xu, Y. Mu, and W. Susilo. Online/offline signatures and multisignatures for
AVOD and DSR routing security. In ACISP '06, volume 4058 of Lecture Notes in
Computer Science, pages 99-110. Springer-Verlag, 2006. This scheme is referred to as

30 the XMS scheme hereafter. In the XMS scheme, a signer is required to execute an
offline phase every time a signature is to be produced. This is termed as “one-time”.
That is, in the XMS scheme, offline storage can be used only once and cannot be re-
used. It is recognised that the XMS scheme is impractical to be applied to a WSN. If the
XMS scheme were to be applied to a WSN, the offline phase is to be carried out at the



In Proc. CRYPTO 2001, volune 2139 of Lecture Notes in Conputer Science,
pages 355-367. Springer-Verlag, 2001, proposed a new paradigm called
"hash- si gvo2wy1ab?32 for designing nore efficient onlinefoftfSiGeomm/ogéognat ur e
schenmes. However, both schenmes by Even et. al and Shamir et. al are not
targeted for identity-based settings. An identity-based online/offline
signature schene has been designed by Xu et. al. in S Xu, Y. Mi, and W
Susilo. Online/offline signatures and, nultisignatures for AVOD and DSR
routing security. In ACISP '06, volune 4058 of Lecture Notes in Conputer
Sci ence, bazagestiddOsf 1thd WSISpT husy beinYer ang;tinddEheMbis heeingreenosrauséidered to
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to a WBNMBheehsie ?%”}?ﬂéﬁ’@ sehame e fundameaidlly gesighed Rasres enstsage o of t he

VEN.  Thugairididgtgatdns o0 er%blﬁrﬁlgllle%QH@@ar@ﬁvobl@‘épﬂﬂacﬁ\té‘fh@téﬁhﬁﬁﬁ%bﬁerﬁtﬁ&f igge woul d
i mply that t e nodes. of the N woul d need to contact the base @tatlon

every t | FSOFLYr CHUALIN RO%ESR "‘Hté‘xﬁesl?ﬁof 1t} ﬁeseé‘?%rn'&‘iq?r 'E)é}of expastecoat @ t he
veri fi caiddenofods ¢¢sIS canfextbiie XMEh %CHi‘EfaW drem@h@% oﬁerﬁﬂd)rf lmsomeuraatbe@ﬁ The
pairing gperation is,inberent
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ski [1Gkd signatlmes artVSiisul d appreciate that a pairing operation is a costly
conput ati on process with respect to a sensor node. It is not expected that

a node of a WBN can execute such a heavy or intensive operation. Thus, it
has been recogiithegdorehain t'‘Ae XS Seawitt wfe dihent PHlineot Siapgivrepr irade f or

node-t o- MgﬂggﬁétGFé@thnﬁﬁgléb ?@?SNS y FEgEd MEMBERL S ShﬂaseOQnd *?éhy%@ﬁiur"dké%u nF?f Online

[ Ofline Slgnatures an ti sl natures rom ACl SP' 06' Ny %
Masaaki B falEerarfionaseqiemnceran @{ptql@gy and Network Security (CANS 2008), Pg

15 108-119, Lecture Notes in Computer Science Volume 5339, Springer, 2008, Fagen Li et.
al. has provided a valid attack on the XMS scheme and showing that the XMS scheme is
insecure.

Hence, in view of the above, there exists a need for a method of signing a

20 message, a base station for a wireless sensor network, a node for a wireless sensor

network, a wireless sensor network and a computer readable data storage medium

having stored thereon computer code means for instructing a computer processor of a

base station for a wireless sensor network and a computer readable data storage

medium having stored thereon computer code means for instructing a computer

25  processor of a nhode for a wireless sensor network that seek to address at least one of
the above problems.

SUMMARY
30
In accordance with a first aspect of the present invention, there is provided a
method of signing a message, the method comprising, generating a secret key for
signing the message, the secret key being based on an identity of a signer;
generating an offline signature; generating an online signature based on at least the



The 7th International Conference on Cryptology and Network Security (CANS
2008), Pg. 108-119, Lecture Notes in Conputer Science Volune 5339,

Spri nger ,wlQ0®,14FBgen Li et. al. has provided a valid atrtask2en/ones XVS
schenme and showi ng that the XM5 schene is insecure. Hence, in view of the
above, there exists a need for a nethod of signing a nessage, a base
station for a wifeless sensor network, a node for a wirel ess sensor
network, a wireless sensor network and a conputer readable data storage
medi um havi ng stored thereon conputer code nmeans for instructing a conputer
pr ocessaffling signlaase astldhe arcfabkey; and elhesain dba Sofing eionetuke éndediabEnput er
readabl e _dat a st e ter code neans for
|nstructLi‘°’Hngg %Ve” alﬂgﬁhﬁ%ggérﬁé%&tré’%@%%ES:'HEB\MD ‘ng;'s sensor network
that seek to addr ess at | east one of the above problens. SUMVARY In

accor dance wiila Rifikdih A8 Hby bR%HAEANN ifeLERY RualidiPlieng e ovi ded

a nmet hod of signing age, conprising, generating a secret
key Por idenjity A %h?ﬁ@nﬁ’ééﬁ%g%cre‘t‘ﬁé’ ﬁ@dﬂéﬁswf@éhﬁ@”b%%%'anﬂwean identity of a
signer; generating an offline signature; generating an online signature
based on at | east theoffline signature and the s cre and wherein the
online signat Thegsnerajigpithe gpine Stj%”q{@rea[“@ép?ﬂi"gﬁr 8r° P@B%/q TAFFAFat does not
require a pairing operation. The verification algorithmmy be based on an
i nequal ity equation using the |dent|t t he secret key, the

t he si
nessage and t N$ RIGNATUGH TR RE reRa ngfﬂé?'gg'inald’%ﬁéé%?ﬁsﬁge%| gnat ure may

be ffort her based on the nessage. The offli ne si gnature may be re-usable for

signing nul ti Ie nessage e generatl n i gnat y not be
based on the SR g& ﬁ?u%ﬁ MeLAENalIS, ﬂqﬂv %ﬁ%&e Oﬁ eass(%(F:eﬁe key is
capabl e saichgaker gtariygnathieolding | theesecret key is capable of generatlng the offline

signature.

15 The method may further comprise, providing a set of public parameters

param and a master secret key msk: param=(G,q,g,X,H) and msk = x; wherein G
is a multiplicative group with order ¢, g€ G, xeZ,, X=g" and H:{0,]}' > Z, is a
cryptographic hash function.

20 The generating the secret key may comprise computing: R+« g’ and
s < r+H(R,ID)x modgq; wherein the secret key is denoted as (R,s), the identity of

said signer is denoted as ID and r € Z, .

The generating the offline signature may comprise computing IA’f <« g'zl for

25  i=0,..|q|-1.

The generating the online signature may comprise computing: Y <——HI, -
ie¥

h<« H(Y,R,m) and z< y+hs modq ; wherein yeZ_ , y[i] is an ith bit of y,
¥ < {l,...,|q|}is denoted as a set of indices such that y[/]=1and the message is

30 denoted as m; further wherein the online signature is denoted as (¥, R, z).



signature. The nmethod may further conprise, providing a set of public
paraneters param and a master secret key nsk: param= (G q, g, X, H and nsk x
; wherei rwG2@®@/@astsal tiplicative group with order g, g eBCI/SG2@9406031 X = gXx
and H: {0,1}* - Z * is a cryptographic hash function. The generating the
secret key may conprise conputing: R- gr and s - r + HHR I D)x nodq ;
wherein the secret key is denoted as (R, s) , the identity of said signer
is denoted as ID and r e Z* The gener@ting the offline signature may
conprise computing Yl<- g~2' for i =0,...\ g \- \ . The generating the
online signature may conprise conputing: Y - , ; /7 - H (7 i?,7") and <r- vy
+ hs m)dq;vnﬁﬁ[ WAL [ - P i , <7|} is
denoted as a set Q)g‘ﬂﬁczatlglncaléght}\gt]%%gt Onfptﬁfg &?rﬂéﬁ}ggt ﬁe me éa"?e) |§h((jjenot ed
as m further wherein vhehonjkge signature is denoted as (Y, R z) .The

veri fi caghegsknggsinet Iﬁm—ﬁ’Bchorrprl se computing h - HY,Rm ; and checki ng
whether gz=gkhc ' 1i"1 . The method may further conprise applying an
aggregation algorithmto a plurality of nessages for deriving the online

si gndt ure i n Hie ampihedymaydfuribermcoralise apglvingate dIosrdation raigershmgtoad

Si gnaturg,, yoﬁ rlﬁégdé@%%'f@isd&%ﬁdaﬁ{éo&qln%gslé@at@%cm é’rﬂ%g@rfegbié@ fB}rHr§élélty of

nmessages. further I’ISGﬁEI’OVI a set of

par anet eag,grsaata%f@mucqnmma signatwe past/th Ma“esp%ﬁréﬁﬁpe@'agéo Raﬂj Oa‘ﬁd msk =
X5 V\her@ﬂtﬁeﬁurénmgomlegéargjegcatIve group with order g, g <G x <= Z*¥ , X = gx
and H is a cryptographic hash function. The generating the

secret key may conprise conputing: R< gr and
10 The method may further comprise providing a set of public parameters

param and a master secret key msk: param=(G,q,8,X,H) and msk = x; wherein G
is a multiplicative group with order g, geG, xeZ, X =g" and H:{0,}' > Z_ is a

cryptographic hash function.

15 The generating the secret key may comprise computing: R < g” and
s < r+H(R,ID)x modq; wherein the secret key is denoted as (R,s), the identity of

said signer is denoted as ID and r € Z;.

The generating the offline signature may comprise computing ﬁ <~ g’z' for

20 i=0,.]qg|-1.

The deriving the online signature in an aggregated form may comprise

computing: Y, <[ ¥, : b« HQ@,Rm) , z; <y +hs modg and z=Y) 7z ;
1

i
wherein [ =1,...,n, yeZ¢;, v 7] is an i-th bit of y,, ¥, < {l,..,|g|}is denoted as a set
25  of indices such that y,[i{]=1and m, denotes the plurality of messages for [ =1,...,n,
further wherein the online signature in an aggregated form is denoted as (¥}, R, z) for

I=1,..,n.



s -r +HRIDx nmd q; wherein the secret key is denoted as (R 's) , the
identity of said signer is denoted as IDand r Z * . The generating the
of fli ne swonatwme7spay conprise conmputing Y1 - g 2 for / PeTBG2009/0b0031 1. The
deriving the online signature in an aggregated form may conpri se conputi ng:

Y z ; wherein/ =1,...,/? , yeZq* , y,[i] isan ;-th bit of y, , Y,
{I,...,] 9l}is denoted as a set of indices such that ,[ ] =1 and Inl
denotes the plurality of messages for | -\,...,n , further wherein the

online signature in an aggregated formis denoted as (Y1,R z) for Z=

I, ..., /; . Thaheevérficafiér @ilganitigo rraymomeyiseoopmpstitige Hrpul (NR, h,) ;<and

HJ,R m) ; and checking whether g: The offline signature may be generated
based on the secret key/. " co ¢t h a second aspect of the present
i nvent i Gheckineyether g3 JIE@ % b g%hs?;tlon for a wrel ess sensor network,
the base station conprisi'ng/ a private key generator for generating a
secret key, the secret key being based on an identity of a node; an offline

signature ge t hafsg’rﬁla ner %ﬁ‘gf Malalé&eoﬁ%r%gg%:yétgéegand a verification

nodul e for ve € generate i gner for signing
a mes$sage using a verlflcatlon al gorithmthat does not require a pairing

operation. THE 4ELidd£al R 2ARkd TMBLEBY obanbanEden RBpidiEaNEld

equation using an | cret ke e signer, the
message Reevided abase station @wea Wipleisa Rnton NEWOTK the hese atagen ePRPERIN®)A t he

rST{e gg:r pH8teOtdy ddHeratol RAJeREraRRY ali cr&t-1d§ il kel BRIngGhaBatidnPAre
9e3 |dent|ty of a node; an offline signature generator for generating an offline signature;

10  and a verification module for verifying an online signature generated by a signer for
signing a message using a verification algorithm that does not require a pairing

operation.

The verification algorithm may be based on an.inequality equation using an
15 identity of the signer, a secret key of the signer, the message sent from the signer

and the online signature generated by the signer.
The offline signature may be re-usable for signing multiple messages.

20 . The generating the offline signature may not be based on the secret key,
such that a party not holding the secret key is capable of generating the offline

signature.

The private key generator may provide a set of public parameters param and a
25 master secret key msk : param=(G,q,g,X,H) and msk=x ; wherein G is a
multiplicative group with order q, geG, er; , X=g* and H:{0,1}’ —>Z; is a

cryptographic hash function.

The private key generator may generate the secret key of the node by

30 computing: R < g"and s <« r+H(R,ID)x modgq; wherein the secret key is denoted

as (R,s), the identity of the node is denoted as ID and r e Z;.



The generating the offline signature may not be based on the secret key,
such that a party not holding the secret key is capable of generating the
of fli ne swonatwmez32The private key generator may provi deca/ssetoomboogubl i c
paranmeters param and a master secret key nmsk : param= (G q, g, X, H and nsk
=X ; wherein Gis a multiplicative group with order q, g .G, xe Z* , X
=gx and H: {0,1}* - Z * is a cryptographic hash function. The private key
generator may generate the secret key of the node by conmputing: i - ' and s
<-r + HR ID)x nodgq ; wherein the secret key is denoted as (R's) , the
identity of the node is denoted as ID and r e Z* The offline signature

t t th ffl t f [
Qe o TR GoRuR: oBnO R B e (0t PrBn R EF okt ur e
gener at e‘%}"m@?q,’ L\Agrzg@&r tb% %grrputr ng h<- HY,R nm ; and checki ng whet her

gz=gRhX erein ssage sent fromthe signer is denoted as m
, the secret key of the signer is denoted as (R's) , the |dent|ty of the

i d d
2V R e Zfrcebr?rz;i%‘é’ ® e e = oAt Soder RS Ry e onl e

signhature in ted form 1 R.z) nerated b si grier , (;),],’Rﬁ, ghing a
pl ural i t§9%8" s§8 LURg /bt R.m) ; aﬁi Chearragvoﬁ'ﬁ?f@? & ri(fizzation
modul e R iR Tthé rnésesg&eémrrr‘on%'twergrrére.sl QerRE 897 €thd QbdRebXey GRNREILI Ng h,
- HY 3 , and checking The generating the of fline signature nay be
based onSlgmﬁe rgdgm@ted B8R, )n thecidentia ot Eharsigherds enptad g5 pét angthet dingr esent
i nventi on her rovrsjd dtg &d for a wirel ess sensor network, the node
compri i HdS L e e S Pl e ol o

10

The verification module may be capable of verifying an online signature in
aggregated form (¥}, R,z)generated by a signer for signing a plurality of messages m,
for [=1,...,n; and wherein the verification module may verify the online signature in

aggregated  form by: computing A < HX,R,m) and checking

[ " h " by JH{RID)
15  whetherg”® =[HYI ]RZ!:]I/X(ZH ,) { .
I=1

The generating the offfine signature may be based on the secret key.

In accordance with a third aspect of the present invention, there is provided a
20  node for a wireless sensor network, the node comprising, a receiver for receiving a
secret key, an offline signature and a set of public parameters, the secret key being
based on an identity of the node; an online signature generator for generating an
online sighature based on at least the offline signature and the secret key, the oniine
signature for signing a message; wherein the online signature is verifiable using a

25  verification algorithm that does not require a pairing operation.

The verification algorithm may be based on an inequality equation using the

identity of the node, the secret key, the message and the online signature.

30 The generating the online signature may be further based on the message.



secret key, an offline signature and a set of public paraneters, the secret
key bei ng based on an identity of the node; an online signature generator

f or generwOi2ngp/@s730nl i ne si gnature based on at | east thecoiSGic@o@3gnat ure
and the secret key, the online signature for signing a nessage; wherein the
online signature is verifiable using a verification algorithmthat does not
require a pairing operation. The verification algorithmmy be based on an
i nequal ity equation using the identity of the node, the secret key, the
nmessage and the online signature. The generating the online signature may
be further based on the nmessage. The offline signature may be re-usable for

signing multiple ssages. The offljn i J ased on the
secret key, s'rl%@i?fﬁ'ﬁ%f"g atb'éerWyr?gtrehdgﬁglleﬁflag%‘ﬁémé&é@eE%e)eilsslggeégapabl e of
generating the offline signature. The receiver may receive the secret key
denoted as ( Ry, S)s i RL L AS HRarR q,9, X

, H and the ?fhfel (%ﬁrqgé E%S%yﬁﬁa@g%oéiaggéfgﬁiﬁ%-§e_<gr'epprﬁ/ u:0, . I\fallr{}ﬁ The

onl i Be giaghaldingehg eawetieyris capale véoaneratingtherpfiline sgnghieure by conputing Y
- ; whereiny Zq * , y[i] is an /-th bit of vy, Ycz {1,...,] q |} is
denoted as a set of indices such thatﬁ¥&i] = land the nessage IS ﬁenoted as
m further wideelaselvriemayl ieseivsithneeeict kpk daaelst e Gss)( 1eR5%)°f PUPHR onl i ne
si gnat ure SR b HotdPYs Pﬁ,.g,gg&t@;l, % ﬁ(?ﬁf’mpédﬂ B sfirRIgsRGt! @moddgaes i thm to
a plurality of nessages for deriving the online signature in an aggregated
form sap g ated, fiorym conprising a signature part that varies
correspoj;igTrafgg Eoggea(g'ﬁ'%lne}'of the plurality of nessages. The deriving t
onl ifge signature in an aggregated form may conprise conputing: Y - ] J

h, <HY.R m'I)he’ o%line_ éfgnJ’at?uré rg']grqgra%rr]dmzayz géher'ate the online signature by

he
1;

computingY « []¥.,; # < H(,R,m) and z < y+hs modg; wherein yeZ,, il

i
ie¥

is an ith bit of y, ¥ < {l,...,| ¢ |} is denoted as a set of indices such that y[i]=1and the
message is denoted as m; further wherein the online signature is denoted as (Y, R, z) .
15
The online signature generator may be capable of applying an aggregation
algorithm to a plurality of messages for deriving the online signature in an
aggregated form, said aggregated form comprising a signature part that varies
corresponding to each one of the plurality of messages.
20
The deriving the online signature in an aggregated form may comprise
computing: Y, <—Hﬁ_] . by« HJY,R,m) , z; <y, +hs modg and Z=ZZ’ ;
ie¥; =1
wherein the set of public parameters is param =(G,q,8,X,H), the set of [=1,...,n,
yeZ;, y,[i] is an ith bit of y,, ¥, < {l,...,] ¢|}is denoted as a set of indices such that

25  y[i]=1and m denotes the plurality of messages for /=1,...,n, further wherein the

online signature in an aggregated form is denoted as (¥}, R,z)for I =1,...,n.

The node may further comprise a verification module for verifying an online
signature generated by a signer for signing a message using a verification algorithm
30 that does not require a pairing operation.



/eY, /=1 wherein the set of public paraneters is param= (Gq,qg, X H , the

set of I =\,...,n, y <Zg *, y,[I] is an M bit of vy, , Y, ¢ {1,...,] q |}
i s denot esioasosa4ss of indices such that >> [/] = | andpCTeerawdsoBhe
plurality of nmessages for | =1,...,n, further wherein the online
signature in an aggregated formis denoted as (Y,,R z)icx | ~\,...,n . The

node may further conprise a verification nodule for verifying an online
signature generated by a signer for ghpgning a message using a verification
al gorithmthat does not require a pairing operation. The verification nodule
may verify the online signature generated by the signer by: conputing h<-

H Y, R X K] } i

o anet or s 1 3 paiy et tegbigtpag verfy e oI Sk a%%i@?é‘gfé‘%%?‘”ﬁ”ﬁ] the

i isd t ed K f th I Ls..d , IR, ,
dont1 ¢ S T SyBRUnS ¢ GaRG Bahs T aRaVRE e RreE T IR e b e ot the
si gner iy Aenafeedt 88 plidficPafdmetert§ Hphii (@3&3 A, Md herataied trcsaggd! e of

verifying an online signature in aggregated form (Y1, R ) generated by a

si gner fsent faing tiergigreer i deratedt as rof, anesseigey of thesignetis denotedl asi il shher ei n
the verification nodule may verify the online signature in aggregated form
by: comditifpRfitn1of 2be |giopeR iydpnoted 33 i, @pg it oﬂﬁ'ﬁﬂg?é{?revﬂe%gi Weﬂés set of
public RRhHGWBELE(SE R, 5 .param =(G g,9, X, H . The node nmay further conprise an
offline signature generator for generating the offline signature internal
the node. The generating the offline signature may be based on the secret

key. | n accorgdanceinwiiol MoliQe hely dePesdabR of RerifihgSanlonliny eighbtors if here is
provi ded a wirel ess sensor network, the network cor‘r'f)rl_5| nfg, a base station;
and 16ne aggrageted form (¥, R,z) generated by a signer for signing a plurality of messages m;

for / =1,...,n; and wherein the verification module may verify the online signature in

aggregated  form by: computing k<« HY,R,m) and checking

. {1 Zn Iy (Z;':lhl)H(R,ID) . B .

whether g° = HY, R=="X : wherein the set of public parameters Is
=1 .

param=(G,q,g, X, H).
15
The node may further comprise an offline signature generator for generating

the offline signature internal the node.

The generating the offiine signature may be based on the secret key.
20
In accordance with a fourth aspect of the present invention, there is provided
a wireless sensor network, the network comprising, a base station; and one or more
wireless sensor nodes; wherein the base station comprises, a private key generator
for generating a secret key, the secret key being based on an identity of a node; an
25  offline signature generator for generating an offline signature; and a verification
module for verifying an online signature generated by a signer for signing a message
using a verification algorithm that does not require a pairing operation; and at least
one wireless sensor node comprises, a receiver for receiving a secret key, an offline
signature and a set of public parameters, the secret key being based on an identity
30 of the node; an online signature generator for generating an online signature based
on at least the offiine signature and the secret key, the online signature for signing a



Wi rel ess sensor nodes; wherein the base station conprises, a private key
generator for generating a secret key, the secret key being based on an
identity wb2a0amas®s2 an offline signature generator for @gemsGaciorngoan
offline signature; and a verification nodule for verifying an online
signature generated by a signer for signing a nessage using a verification
algorithmthat does not require a pairing operation; and at | east one
wirel ess sensor node conprises, a regegiver for receiving a secret key, an
offline signature and a set of public parameters, the secret key being
based omezsagelartidrein tod oblive signisyreda verifiabie using AeMeifi eatiparrigeriion thalr

gener at an. onlin ased on at |east the offline signature and
t he secfjg% RVEQ%IIHS Sg%}rgﬁ fagng'ture for signing amessage; wherein the
online signature is verifiable using a verification algorithmthat does not

require a pa'lr{ h&%r&’ Akt R fifth résﬁ@&%f%é‘ﬁ?es‘@hﬁ faventfonf EH%rél%)@@Knd@B a he

present i nventr on, ere |s I’OVI a conput er readabl e dat st or age

medi Bm lsawpugr Sét?@‘ﬁblé C’ﬁ%F@We@ﬁ%W&anﬁorﬁéé?ﬁe?%Pomﬂ%t?r i RGE conput er

process ¢ iRl RilRa Rofripaier 9Fbc%§§ora>f ‘éﬂ Bk tftion o589 eréﬁky\@érﬁ@o'r aeeictt e t he

steps of generating a_secret secret ke ba ed on an identit
of a nof¥ecuiR Mg ﬁﬁpﬁd’fﬁ?”ﬁfﬁt'mn%s??ﬁé‘@ﬁr the §%‘Fr¥¥§ ?ﬁqdogns% gnature g

gener at egbrityy df S 868¢; é@{eréﬁr@laﬁgofﬂmﬁeﬁgmera)welmgn@ werorillneas;lgmtued gorithm
that does not require a alrln eration. a { th
aspect &P”?Wéeci)%éeﬁ'ﬂnqr eg‘rlﬁrl"ﬂﬁ HEPEc vs! rﬁgrebv?a}ﬁ%%{'& £'|§8nt e&a?%(gé abl e data
st orage naeequire RapHimey srberamh.thereon conput er code neans for instructing a
comput er processor of a node for a wireless sensor network to execute the

steps of receiving a secret key, an offline signature and a set of public
paraneters, tihacswdamte kidlyalseitingsiems efitherprasertduention thgretimeravistes:a

generat | g&p@ér %%OLe on tg AR Al mgﬁﬁﬁ'ndh#vhgaéto#eQQ%reBH%oﬁ’ubﬁt'ef BSdeShaasd ure and

t he secr I ne signhature ni ng a nessage; wherein the
onli ne sfmgngtugmag popwiier prlseesq) f ag\oge for a W|reless sensor network to execute

15  the steps of receiving a secret key, an offline signature and a set of public
parameters, the secret key being based on an identity of the node; generating an
online signature based on at least the offiine signature and the secret key, the online
signature for signing a message; wherein the online signature is verifiable using a
verification algorithm that does not require a pairing operation.

20

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the invention will be better understood and readily apparent
25 to one of ordinary skill in the art from the following written description, by way of

example only, and in conjunction with the drawings, in which:

Figure 1(a) is a schematic drawing illustrating a wireless sensor network (WSN)
in an Extract phase in an example embodiment.
30
Figure 1(b) is a schematic drawing illustrating the WSN in an offline stage in the

example embodiment.



verification algorithmthat does not require a pairing operation. BRIEF
DESCRI PTI ON OF THE DRAW NGS Enbodi nents of the invention will be better
under st oostoan@/emdi | y apparent to one of ordinary skil IPCTsG2émo/0a0081 f r om
the followng witten description, by way of exanple only, and in
conjunction wth the drawi ngs, in which: Figure 1(a) is a schematic draw ng
illustrating a wirel ess sensor network (WBN) in an Extract phase in an
exanpl e enbodi nent. Figure 1(b) is aqschematic drawing illustrating the WSN
in an offline stage in the exanple enpodi nent. Figure 1(c) is a schematic
drawi ng il | ustgued 1(apistehechaBidtic drawingitibstrating they@/Shhintaneonding §iAde iR Hisodi ment .
Figure 1(d) is tic drawing illustrating the WBN in a verification
phase i ﬁ&?eﬁ'gfeee@ﬁ%%%ganbodi ment. Figure 2 is a schematic draw ng
illustrating a data format of a packet in the exanple enbodi nent. Figure

3(a) is a sc i}r@) %_ré‘&Hé%éti!:|d%iﬁ%ﬁlh§l§htiﬁg%éﬂ)§@ﬁl $ABOAONGIHESE I (VBN) i n
anot her exanpl® enbodi nent. Figure 3(b) is a schematic illustration of a
br oa8cadbe mxampieempodimpdt. exanpl e embodi ment. Figure 3(c) is a schematic

illustration of a data transm ssion in the exanple enbodinment. Figure 4 is
a schematic flowhart for ilJustrating . a neth f signin mes e in an
exanpl e embodiGHHE. ISF GEHINEIC; a&’"’@c'ﬂ&?@f'f‘% %3%@%8%‘?"8‘? g I%Fﬁ%e{ r'%??e?]g a base
station é‘xgﬁ-]p%éﬁﬁ’gglnﬁﬁﬁ_ sensor network in an exanpl e enbodi nent.

10 Figure 3(a) is a schematic drawing illustrating a wireless sensor network (WSN)

in another example embodiment.

Figure 3(b) is a schematic illustration of a broadcast message in the example

embodiment.
15
Figure 3(c) is a schematic illustration of a data transmission in the example

embodiment.

Figure 4 is a schematic flowchart for illustrating a method of signing a

20 message in an example embodiment.

Figure 5 is a schematic diagram for illustrating a base station for a wireless

sensor network in an example embodiment.

25 Figure 6 is a schematic diagram for illustrating a node for a wireless sensor

network in an example embodiment.

DETAILED DESCRIPTION
30
Some portions of the description which follows are explicitty or implicitly
presented in terms of algorithms and functional or symbolic representations of
operations on data within a computer memory. These algorithmic descriptions and
functional or symbolic representations are the means used by those skilled in the data



Figure 6 is a schematic diagramfor illustrating a node for a wrel ess
sensor network in an exanpl e enbodi nent. DETAI LED DESCRI PTI ON Sone portions
of the desonoprissts2whi ch follows are explicitly or i nplipcirsSiGeogroe@ant ed in
terms of algorithns and functional or symbolic representations of
operations on data within a conputer nenory. These al gorithm c descriptions
and functional or synbolic representations are the neans used by those
skilled in the dataprocessing arts tggconvey nost effectively the substance
of their work to others skilled in the art. An algorithmis here, and

gener al |pyoceSaRg 8ity/RItohdeybRost affetiivelyths ssibstartcesd theamvoek tf otbersiskiliediidi ng to a

desired result. The steps are, those. r |_E] Sl ' F QNS of
physi calth‘?qﬁ'g'ré"? ?Ip%rgtpméﬁﬁﬁreagn%p%%etr%lfycgﬁﬁgeg})ggﬁ%p |Q2:é éoe(}:fgaé(())gt i cg égsq? EEIIr]ltfaélns

capabl e opktepeleading toa @dsiradrrasigt Ehe stps emnibosreteauiioaphyses] MARPUEEART wi se

mani pul ated. .Unl spegifi . r WiS.8, i r fromthe
Fol | ou 5 PR ERTEEaElsh A dBa kOl 1 HES Bk BibaBana o

spechf i chtredrirandieredisombmeduedniparet @ne ofpswise srrnpsiatag anni ng”

“cal cul ating”, "determ ning", "replacing”, "generating”, "initializing",
"outputting”, or the like, refer to the action and 0 ses of .a conputer
system or siUrilessspetiteally sigied eiesnviss, apthas aP%?rBJHOH{) @E?‘gﬁéﬂ"r{gr gﬁ"é‘?‘%‘? msrrpdat a

repr es_enép%%c?a‘%eooﬂﬂ%tsth%bh&j%%@ preb&s spbdifiiation, iBscossimst eiliziay sdremsuct as ot her

data simlarly represented g hysi cal quantities within the. ter
syst em oPFCVHEr: | %PGPWB‘PQ onﬁ‘?"%ﬂé@'@? t r ERAANS orPeSPraNY ) aﬁ' 't%g%/rﬁé!és. The

pr est@?t “wlgggctiﬁ@’ﬁ@t itien ﬁlaéd&@feg it® ﬁhé)&eiﬁ)naarmﬂp&tcassdsom‘f pepmpoter sgsteme or

operations, of the nethods uc arat,us ' -ucted for
the requiPi elRRirpeis devicg ey lrgis§8dgraaérfﬁérrlgﬁat%Efg%%gée&%%%%gﬁ%ﬁéégr ot her
devi ce sqlaatiidsweithyn thet donatuest systemeiconéthgudatd shyilady ceprpeanded Be 8BYSA st or ed

in the COL{%R iq%;\zviet}!ﬁlqﬁhglcgmphfet)@st% o IofY AN rrR4tfoR ebi8de NBERINIsdE opot

i nher ent 0 any partrcul ar conmputer or other
display devices.

15
The present specification also discloses apparatus for performing the operations
of the methods. Such apparatus may be spécially constructed for the required purposes,
or may comprise a general purpose computer or other device selectively activated or
reconfigured by a computer program stored in the computer. The algorithms and
20 displays presented herein are not inherently related to any particular computer or other
apparatus. Various general purpose machines may be used with programs in
accordance with the teachings herein. Alternatively, the construction of more specialized
apparatus to perform the required method steps may be appropriate. The structure of a
conventional general purpose computer will appear from the description below.
25
In addition, the present specification also implicitly discloses a computer
program, in that it would be apparent to the person skilled in the art that the individual
steps of the method described herein may be put into effect by computer code. The
computer program is not intended to be limited to any particular programming language
30 and implementation thereof. It will be appreciated that a variety of programming
languages and coding thereof may be used to implement the teachings of the disclosure
contained herein. Moreover, the computer program is not intended to be limited to any
particular control flow. There are many other variants of the computer program, which
can use different control flows without departing from the spirit or scope of the invention.



apparatus. Various general purpose machines nmay be used with prograns in
accordance with the teachings herein. Alternatively, the construction of
nore specwal2nwedsspparatus to performthe required net hedTsceas/onesl be
appropriate. The structure of a conventional general purpose conputer wll
appear fromthe description below In addition, the present specification
also inplicitly discloses a conputer program in that it would be apparent
to the person skilled in the art that,the individual steps of the nethod
descri bed herein may be put into effect by conputer code. The conputer
programis not intended to be limted to any particular progranmm ng

I d I h
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t eachi ngerfafnediie paradlel ager G"lammeuaenﬂletw tﬁelctalawconl\mﬂ@fwmramtfh@y ko aivIREr

D 08 o s pE ol BURP 1Edde Aechnl ¢l MRl BARAYS hatiuf by Gholgor. There
are many of'er®

rian € conputer program can use different
cont 5ol stdrages dchmlmedegamagnﬁ@C PF entigehadisksi memasy Cb@épér gther jgtorage

i nventi %VIE% gd?t%ﬁ@BteiPte Eﬁn Wltﬁ“arg%n&%l bltBosd &RSouRdr. Tﬁ@c&ﬁ}i@éﬂr@édéﬂl@gr am may

be perforned rn paral her than sequentially. ut er  program
may be dJoestiwd roay also 'B@H%@e?arﬁ'é‘ﬁféﬁm‘%d'ﬁ@di;% asl'ﬁéerﬁﬂﬁ'ﬁﬁt"é ng%fﬁ%'ﬁ fe medium

may i nC'éj&%mS Bpﬁvﬁlgléséjﬁ]‘éuﬁﬁﬁs%cd% é)(érrmheﬁwl the @’SMMdbﬂ@telébm‘nké ,syﬁéﬂ‘m)r y
chi ps, ot her storage devices suitab for interfacin

pur pose GBRINPEIEr PIAgEA ¥ihs( {eaded é%%‘?cé‘t%ﬂ? EHﬁhr?aglerEIr@ %fpr?c?? ﬁﬂ'@p &re

har drowi regdciRgi resnis ue Bn agpRARERat fnifsérits testepy eftnepreteytienathad. Wi r el ess
medi um such as exenplified in the GSM nobil e tel ephone system The conputer
program when | oaded and executed on such a general - purpose conputer
effectively rideuhdentiomnay sgapa aiplesndrited as hpidementneduibe Bloepparbtulahe

D ¢ o L0t B AR Rt B n b SRR s SR

nodul es war e sense e is a functional
har dwar eotberi ¢orttesiensedt Mmoduies e Far eampleea m@dpiarmm @edmplﬁmﬁm@s usipgyy

exarcpol € qigrli® deltgc‘la'ro%ycopr?pohgms,egﬁ?kgrq fw Q%or’uon of an entire electronic circuit
such as an Application Specific Integrated Circuit (ASIC). Numerous other possibilities
exist. Those skilled in the art will appreciate that the system can also be implemented

as a combination of hardware and software modules.

20 In the example embodiments described below, an online/offline identity-based
éignature scheme can be provided for use in a wireless sensor network (VWSN)
environment. The example embodiments can provide significant reduction of
computational and storage costs and thus, can be suited to the WSN environment where
computational resources are typically constrained. The example embodiments can

25  provide multi-time usage of an offline storage which allows a signer to re-use offline pre-
computed information in polynomial time. This is in contrast to one-time usage in current

online/offline signature schemes.

An example embodiment is described below. The example embodiment can

30 provide an offline signature part that can be used muilti-times.

In the example embodiment, at a Setup phase, let G be a multiplicative group

with order g. A private key generator (PKG) selects a random generator geGand



di screte el ectronic conmponents, or it can forma portion of an entire

el ectronic circuit such as an Application Specific Integrated Grcuit

(ASI C). Nvoenoussther possibilities exist. Those skil |l edTiSG2odemo@st wil |
appreciate that the systemcan al so be inplenmented as a conbi nati on of

har dwar e and software nodules. In the exanple enbodi nents descri bed bel ow,
an online/offline identity-based signature schene can be provided for use
in a wreless sensor network (WBN) engironment. The exanpl e enbodi nents can
provi de significant reduction of conputational and storage costs and thus,

can be suidddly t éhdoliss BDZENVIThENMIKE  sier & £pnpulet i0ngdll) T-estlrteesa ar e
typi cal 'y constrained. Thé exanpl e enbodi nents can provide nmulti-tine usage
of an ofdypifgastionage fuhitoh. Ihé qublia msErgmeterst parer ase Bagten pecrlr kRbmut ed
information in polynomal tine. This is in contrast to one-time usage in
current a#i3rAEVENPYi ne signature schemes. An exanpl e enmbodiment is
descri bed bel ow. The exanpl e enbodi nent can provide an offline signature
part that can be used multi-tinmes. In the exanpl e enbodi me\r(}b at a Setup
phas®, let G bé’aaafﬁﬁl(ﬁ@lgb@aﬁi)ve group with order q. A privdte key
generator (PKG ;gl ects a random generator g e G andr andom(y) chooses x e Z
The PKG sets™*=7g" . Let H: {0,1}* - Z be a cryptographic hash
function. The public paranmeters param and master secret key nsk are given

b aram =( G 1 = . te a
s)écrpet key(fﬁtqéigﬁéﬁlé} Hgﬁgee’irtr(glgﬁ{‘?'%;@?%te?%? hg&‘&)ﬁ?b;ﬁg@ﬁ?;di@}ygg‘gﬁfl e Z*
and compi@garidomiPéeldc® » & Z, dntHédmdudsc noq (4)
10 Reg" (3)
5 < r+ H(R,ID)x modq 4)

In the example embodiment, a user secret key is (R,s). A correctly generated
secret key fulfils the following equality:
15
gs — RXH(R,ID) (5)

At an offline signature generation phase, i.e. at an offline stage, a signer
computes:

20
Vg™ for i=0,..|q|-1. (6)

It is noted that at the offline stage, knowledge of a message (to be signed) or the

secret key are not required. Thus, equation (6) can be computed by a third party.

25  Alternatively, the offiine signature of equation (6) can be regarded as part of the public
parameters (compare equation (1)) and can be prepared by the PKG, instead of being

prepared at a separate offline stage.

At an online signature phase, i.e. at an online stage, the signer randomly selects

30 ye Z;. Let y[i] be the i-th bit of y . Define ¥ < {l,...,| g|} to be the set of indices such

that y[i/]=1. Denote m as the message. Compute



In the exanpl e enbodi ment, a user secret key is (R's). Acorrectly
generated secret key fulfils the following equality: gs =RX HR ID (5) At
an of f1i n&oxbgniassee generati on phase, i.e. at an of fli ReTSGag®/00@3si gner
conputes: Y1 <r- g-2' for / =0,... -1 . (6) It is noted that at the

of fline stage, know edge of a nessage (to be signed) or the secret key are
not required. Thus, equation (6) can be conputed by a third party.

Al ternatively, the offline signature @f equation (6) can be regarded as
part of the public paraneters (conpare equation (1)) and can be prepared by
the PKG instead f _ ggljmg prepared at a separate offlingzstage. At an

onl i ne signature pha 1.e. at an online stage, the signer randomy
selects y e Z* . Let y[i] be the /-th bit of y . Define Y c {1,...,] q
|}to be the set dfﬁﬁ&{dééﬁ)such that y[i] = 1. Denote m &% the nessage.

Computeh - HY, R, + / nmod (9) In the exanpl e enbggi nent, the
signature is (Y, Iin%}ggﬂf n?io rification phase at a verif@g to verify the

signature (Y, é eRédentlty ID, the verifier
first corrpute@ﬂfe)ef-)%\&rrjri\?aE an g@higg% . Sg(? ij"XhI—IV\D) (10) The verifier

accepts the nessage if equation (10) is equal /cor rect. Oherw se, the
ol ement at| i 3 Y LCBRP e Hcetat Vo TG (S PE L BARTBL e LRGP LT B ele..
station whihe 4 Bgnanidensly @b@StﬁeC\?elﬁﬂaefn%x%@mb@tdslme-aH(Y,R,m) and checks
whether
g LYR! xR ID) (10)
10 The verifier accepts the message if equation (10) is equal/correct. Otherwise, the

verifier rejects the message.

In the above example embodiment, for implementation in a WSN, the offline
phase can be executed at a base station while the online phase can be executed in a
15 WSN node.

Provided below is a description on how the verification equation (10) is arrived at.

It is noted that ¥ = g’. Thus,

YR" XhH(R,]D)
=g gmgth(R ,ID)
=g yh{r+H(RID)x)
= g
= g:
20
Therefore, if the verifier can verify that g© is equal to YR"X"*™ ysing the
signature (Y, R, z) from the message sent from a node with identity ID, the signature is
verified as correct.
25 Figures 1(a) to (d) are schematic drawings illustrating a wireless sensor network

(WSN) in another example embodiment. The WSN 100 comprises a base station 102



WEN node. Provided belowis a description on how the verification equation
(10) is arrived at. It is noted that Y=gy . Thus, g '"g r"g XhHWD) = g y+hS
= g = Thewehoswer4s13t the verifier can verify that gz is equalG20m/godsc hH D u
s ing the signature (Y, R z) fromthe nmessage sent froma node with
identity ID, the signature is verified as correct. Figures 1(a) to (d) are
schematic drawings illustrating a wirel ess sensor network (WBN) in anot her
exanpl e enbodi nent. The WSBN 100 conprises a base station 102and one or nore
sensor nodes e.g. 104, 106. Wth reference to Figure 1(a), the base station
102 genenatops dpaiaenskosdriedssesor 0notEss Withgrefarddce ttO8gurBul(@ntheabasext r act

Phase.  LBGaR3TE SUBiA shlPL 8 I BLAS: Hedelf HBUEE BuRRPERTNEY o7 ach

sensor ach respective s I's assoclated with an
i dent i t yphbg, dife hdse statins P2 genkrates @nd HEtbulsE sacert key igpeh senser pefe sensor

node 10§, Og¥\"1t02 1d°Ea Eoéh %%gé&fv o i5E¥ef I@y[é ’a%ﬁgted @ltﬂ@ﬁﬁeﬁﬁlﬁqD%ﬁ%@é&%M buted to

t he sens SO0 equat’i ons é‘% he exanpl e
enmbodi nmatle Etmemﬂas@ﬁisfat |e5arnglg2fqrsth§a'§a§@r t‘%jegé r"‘é@‘e'th’h@ 859G EY

si gnat U R;DP§| g%netré'{gd R0 FRrHIRAES the SensbP hodd Tomphré Bisbeigtawumeg3f o Figure
, n 1 ne stage, the base station 102 generates an offline

1(b) I'n
Si gnatur*?ééI ‘g)rt 7 and distributes 7 to the sensor nodes e.g. 104, 106.
Conpare equation (6). In the exanple enbodi rrent 7 is not dependent on the

identity ID of each sensor ngde e, 1
y In the example embod?ment th% basct)adfé’taéL on 18.’9 éas?(eg Eiolgde?lgFalteC %%e'

10  offline signature part for the sensor nodes e.g. 104, 106. With reference to Figure 1(b),
during an offline stage, the base station 102 generates an offline signature part ¥ and
distributes Y to the sensor nodes e.g. 104, 106. Compare equation (6). In the example

embodiment, Yis not dependent on the identity ID of each sensor node e.g. 104, 106
and can be identical.
15
In the example embodiment, for a sensor node e.g. 104, 106 to send a message

m, the sensor node e.g. 104, 106 generates its online signature part (¥, R,z). With

reference to Figure 1(c), during an online stage, for example for the sensor node 106, its

online signature part (¥, R,z)is generated for message m. Compare equations (7), (8)

20 and (9).

In the example embodiment, the verification of signatures is carried out at the
base station 102. With reference to Figure 1(d), the sensor nodes e.g. 104, 106 that
communicate with the base station 102 transmit their respective messages with their

25 respective signatures for verification. For example, for the sensor node 106, the
signature (Y, R, 2) ps is transmitted to the base station 102. The base station 102 then
carries out verification of the signature. Compare equation (10). It will be appreciated
that the verification is not limited to the base station and can include verification of
signatures being carried out by the sensor nodes e.g. 104, 106, e.g. during node-to-node

30 communications.

Thée above example embodiment can be conducted on a WSN platform that
is MicaZ, developed by Crossbow Technology. The radio-frequency (RF) transceiver



In the exanpl e enbodi nent, for a sensor node e.g. 104, 106 to send a
nmessage m the sensor node e.g. 104, 106 generates its online signature
part (7, WO2poy/145¥32h reference to Figure 1(c), during amrcorsiG2em/ostage, for
exanple for the sensor node 106, its online signature part (Y,R z)\s
generated for nessage m Conpare equations (7), (8) and (9). In the exanple
enbodi nent, the verification of signatures is- carried out at the base
station 102. Wth reference to Figurggl(d), the sensor nodes e.g. 104, 106
t hat comuni cate with the base stati on 102 transmt their respective

mes sageSomMichZ tchmipties wslpmet swwllsd JEEE B0Rd 5MbtigRen stBhdad iand usf®Anexanpl e,

for the SENSRroRiRid Omet ReRbAIAL YR firod3ntriler |dPRohtalldidistibt ed to the

base st e base s carries out verification of the
si gnat uruit r@ongtabeutetdaMHzrandOMprises W& KB B@%}S‘r%&'ﬂ%@@a meamary {iRe

verifi C%E%M? Nﬂésl’l h@lﬁoﬁﬂoi‘t o1 RE aP@%ep&/&é'i‘téugBIy%‘F@b@@@?‘OﬂﬁJA‘H@e

verificaftion gnatures being carried %ﬁ@ e sensor node% e.g. 104,

106, 5. galsqjmpwﬁgd PPOB%”SW?J reBBUEebREURRE Rimension Sk (ebipee?) enbodi ment

can be comduiRAR iPulbBNsR pisketdibhhat is McaZ, devel oped by Crossbow
Technol ogy. The radio-frequency (RF) transceiverfor McaZ conplies with the

so-cal l ed | EEE 802. 15. 4/ Zi gBee standard and uses an 8-bit mcrocontroller
At el ATﬁegalT%%LprE@emm %Qﬂége@ds@ﬁ 6 the @Rample dpilaeireeit gplemehtatioms at

about 7. 37 ngd co 8 kB de and ta, nenory n. EEPROV) .

A flash Femsey %f éﬁ%océl {ﬁﬂﬁ ?/"dosa‘@gf% ﬁ%ﬂﬁ%ﬁ{- é\eéba%o

pr owodedsubétaﬁwug:@aédi fcﬁqmgmmm:rlacz:r( Dby, Thereass mrﬂﬂa@&yﬁemlcmztheu\mmz CO(r]I ef 2)
station. ' use or

the. exarBP Bl RN i nseheq: ayTent of RecRorsls e Jadb ey 100, 12

crypt ol i d=ampie) erabatiihantds phsed omthe SiemehadE)s EGEdiDrars Thelsignatiure sizeyis used for

program@g&t%kmspaz. The base operating systemfor the McaZ

15 Figure 2 is a schematic drawing illustrating a data format of a packet in the
example embodiment. The size of the packet 200 is about 84 bytes comprising 2 bytes
for a header showing source address 202, 42 bytes for a signature (comprising 21 bytes
for Y 204, 21 bytes for R 206, 20 bytes for z 208) and 20 bytes for a payload 210.

20 An analysis of the computational overhead of the example embodiment is
provided. Table 3 below tabulates the time and energy consumption of the example

embodiment when a random message of 20 bytes is signed and verified.

Process Time(s) Energy (mJ)
Sign 0.896 13.744
Verify 4.321 66.264
Table 3

25
The verification time is about 4 seconds.

Figure 3(a) is a schematic drawing illustrating a wireless sensor network (VWWSN)

in another example embodiment. The WSN 300 comprises a base station 302 and a

30 plurality of sensor nodes 304, 306, 308. Each of the base station 302 and the sensor
nodes 304, 306, 308 are communication devices capable of communicating and



platformis TinyGS 2. 0. The ECC conponent of the signature schene of the
above exanpl e enbodi nent is based on the Sienens AGs ECC |ibrary. The

si gnat ur ewei2za®/i4s73about 160 bits. Figure 2 is a schemat PCT®GAM0G0031
illustrating a data format of a packet in the exanple enbodi nent. The size
of the packet 200 is about 84 bytes conprising 2 bytes for a header show ng
source address 202, 42 bytes for a signature (conprising 2 1 bytes for Y
204, 2 1 bytes for R 206, 20 bytes fqg z 208] and 20 bytes for a payl oad
210. An analysis of the conmputational overhead of the exanple enbodinent is
provi dederiffimb| reesdatr. bwihisabxananie smbhdimeanhgha fagt thaéRgip the Aamapel @8Nbf t he

exanpl e I e I iah

vori Ti o Oray B Yagh dSikd?, oA, T80 % Seplee Yoy DB SN 5 oy 1
a schenintp twalpkagendei an indembesagnd aworsal @sgsgdensor network (WBN) in anot her
exanpl e enbodi nent. The WSN 300 conprises a base station 302 and a
plurality of sensor nodes 304, 306, 308. Each of the base statjgn 302 and
the Sensor nduiths sEMplesRLOCNENta ERIPHGOEHIVM FYRICIRRNY /885 N8 %ﬂ?lga(ﬁ

CommuNi GRid & ANEMEC duNe)&-yBSFABSSS atdusdd & r@ﬁl@@@it%aeﬁb@dmdmﬁh, Ythe fact
that Ris the same for every signature for each sensor node 304, 306, 308
i s expl &3€8APSPALpIitting comunication into two phases (ie. an initial
phase and a normal phase). In the exanple enbodinment, Elliptic curve

cryptography is used. As R and .Y are points i ELLL RE ye -y
coordi nat es a? g‘eu?(éﬁ‘p{eoer?%%ﬁgﬁgn?ac@as S¢ N298 3@33@@5%8.&3%{%’5{ '\altsnws'ﬁp()ace. In
t he 1exar13$.ﬁaem%qidmingiheeiai¢ial mpess.or node 304, 306, 308 broadcasts its own
RID.x and R D.y during the initial phase. Figure 3(b) is a schematic
illustration of a broadcast nmessage in the exanple

Figure 3(b) is a schematic illustration of a broadcast message in the example

embodiment. The broadcast message 310 comprises an identity ID 312 of the respective
sensor node, a message type 314, R ,.x 316 and R .y 318. The broadcast message 310

15  length is about 43 bytes. After broadcasting the broadcast message, each sensor node
304, 306, 308 proceeds to listen/poll for any incoming message.

For sending a message, a sensor node e.g. 304, 306, 308 sends a data
transmission comprising its own Y.x, Y.y and z during the normal phase.
20
Figure 3(c) is a schematic illustration of a data transmission in the example
embodiment. The data transmission 320 comprises an identity ID 322 of the respective
sensor node, a message type 324, Y.x 326, Y.y 328, z 330 and the message 332. The
data transmission 320 length is about 83 bytes.
25
Thus, from the broadcast message 310 and the data transmission 320, the
message m, the identity ID and the signature (¥, R,z)can be obtained. At each sensor
node 304, 306, 308, when an incoming message is received, the sensor node e.g. 304,
306, 308 checks whether it has stored the Rpp (ie. comprising Rpx and Rpy) of the
30 corresponding sensor ID (compare numerals 312 and 322). If Rpx and Rpy are
available, the sensor node e.g. 304, 306, 308 proceeds with verification of the signature

(¥,R,z). FRpx and Ry are not available, the sensor node e.g. 304, 308, 308 requests
the transmitting sensor node e.g. 304, 306, 308 to re-send its Ryp.



enbodi ment. The broadcast nessage 310 conprises an identity ID 312 of the
respecti ve sensor node, a nessage type 314, R D.x 316 and R D.y 318. The

br oadcastwoes®aige73310 | ength is about 43 bytes. After broasgcasdiong3i he
broadcast nessage, each sensor node 304, 306, 308 proceeds to |isten/pol
for any incom ng nessage. For sending a nmessage, a sensor node e.g. 304,
306, 308 sends a data transm ssion conprising its owm Y.x, Y.y and z during
t he normal phase. Figure 3(c) is a sephematic illustration of a data

transm ssion in the exanpl e enbodi ment. The data transm ssion 320 conpri ses
an identity 1D 322 of the respective sensor node, a nessage type 324, Y.X

326, Y.y 328; T leibodlingsH I th
i's about 83 g%s:éggqlz th?eséﬂ a@gﬁpgﬁcafs?%nessaéé 310 ﬁtf%gs% aeng

transm seied t@ﬂ@ hatrﬁlesﬁé’é &@g@sqf?fet‘qb@riﬂué l@‘r)tRf"‘i"ﬁna{?lH‘ec PreUR fryWhieh f
(Y, R Z) GRpaRfe RDERsREded. Aéef&%%s&@&ﬁ@ﬁhé‘@é’&rlgﬂéf thd xampRBembbdiments, i nconi ng

nessage I's received, the sensar node e.g 306, 308 checks whether it
has 8t osemetdgBniigns gre grovidsreFidios: R D.x and R/ D.y) of the cor respondi ng
sensor |ID (corrpare nunerals 312 and 322). If R D x and R D.y are avail abl e,

t he sensor 304, . 306, 308 r s wth.erifjca 0 e

si gnat ur e (YAFé?e{'f“t'g” fq" APIEETRI P ﬁﬁh%‘ @ﬁ;?gs%?ho&vap[o&/ﬁé é’[\'% sim&s[gr node
e.g. 3045 §p@rlm§0§rdéﬁ%‘%ﬁﬁwsgémﬁatﬁ a%‘semdt bleR@nt @SOG WIHe £.i8. sehéded 306, 308
tore-send its R D The security of the signature schenme of the exanple

enbodi neplfemtABt RAdbR e E L thd biecress IdgastBmoDLY) hpeobitns &t €t & toogparputehm (DL)
problemin the group in whi‘ch the si gnature is constructed. Before

di sdossingThengs, seblrassymptiontHodseim angrbep ehiboa ialgeriths) rusoine inmerdt Mashs ar e

provided as follows. A definition f crete Logarithm (DL) Assunption
i s provildean soe s Dk P@?QS%IB"GGOW"BPTO%E“SW@%%E@Wth generator g and el enent
gx e Gwhere x is selected uniformy at random from Zq

A definition for an ID-based signature scheme IDS is provided. An ID-based

signature scheme IDS generally comprises algorithms Setup, Extract, Sign and Verify. A

15  Setup algorithm computes a PKG's public parameters param and a master key msk.
param is given to all parties involved in the scheme while msk is kept secret. An Extract
algorithm provides that, given an identity ID, this algorithm generates a private key

associated with ID using msk, denoted by sk,;,. A Sign algorithm provides that, on input
of the private key sk,,and a message m, this algorithm generates a signature o of the

20 message m. A Verify algorithm provides that, given ID, m and o, this algorithm outputs

“accept” if the signature ¢ is valid and outputs “reject” otherwise.

Further, the inventors have provided an unforgeability notion for an IDS termed
as “UF-IDS-CMA (or Unforgeability of IDS under chosen message attack)”.
25
A definition for UF-IDS-CMA is provided. The inventors recognise that an ID-
based signature scheme IDS = (Setup, Extract, Sign, Verify) is secure in the sense of
UF-IDS-CMA if there is no adversary F, whose running time is polynomial bounded and
given the set of common parameters param generated by Setup, that succeeds in the
30 following attack process with non-negligible probability. In the attack process, the
adversary F interacts with a challenger.



g, the discrete logarithm (DL) problemin Gis to conpute x . The (e
,t)-DL assunption holds in a group Gif no algorithmrunning in tinme at
nost t cawmoxodwestke D L problemin Gwith probability a&CTiSeasn/ 0e0031 A
definition for an |1 D-based signature schene IDS is provided. A n | D based
signature schene |IDS generally conprises algorithns Setup, Extract, Sign
and Verify. A Setup algorithmconputes a PKG s public paraneters param and
a master key nsk. paramis given t ooall parties involved in the schene
while nmsk is kept secret. A n Extract algorithmprovides that, given a n
identity 1D AttHirst stdpgavtienHinisgesrea atieae &ep ekivadtion kkgryduserevidingdOvast h 1 D
usi ng nsk, .denote sk A S { rOVirdes. t , L nput of
the pri \}‘iéc'"&gkg‘f Fg&yrc%%eraﬁgsathﬁe%g%geg,ﬁgﬂ{hm ? mé’% ri@h?ns g@ér%éﬁe‘gé;bo

si gnat urcerrespahdihl @rivaes key &k mand réponds/tod] it thehmivpledely ddtsa sdgand sigbven | D
mand s , this algorithmoutputs "accept”" if the silﬂnaéure s is valid and
out put s WheajFeisstesnd FEhaiUERgeTRRtoREIEY FRERTSIGANICEN TR VE F1hT MASEPE n

unf ogeqpi kid seﬂafanbeﬁ iR the NEXERS! tR§0MET agroviking! DS- MA@y duedins geabi | ity
of I DS under chosen nmessage attack)". A definition for UF-1DS-CMA is

provi dedor@pending axivateskayetkpg ningecheliengen ienDbas &ie Siop AIYUEEN PEYERE | DS =
(Setup, Extract

ng aniveesctogrit . g AAeEifan SEHES | D
Uner o' § STroPaioDaRpnei= RESUrB SRR Pl T 78 “g0r fEm AT SEHAGE and

gi ven t rb??clsegg @%u%@%’ BAT Rl RiRe RAGAR (A0 iR DY 2SRicHfhget ABbnFuUCCeeds

in the flolTowi n précess wth non-negligible probability. In the

attack prmaesscortdspording licmkity. A festrietiarc herewist that [Rhand endeve Apt heén r st

ck ppags: identiy. r | ve ot g
oD {ySeueR Secrat PLARE i er (e B i ferioR bt SRR W

obt ai ns gewseusfyespondi ng private key sk1D and responds to F with the private
key. At a second step, when F issues a signhature generation query
conprising an identity ID and a nessage /Tj, the challenger runs the
Extract al gorArt tadvantage”dif g dddeeseryi inpslefinecos Hiengrobability that the adversary

wins the above attack process. An adversary is said to be an (s,1,9,,4,,9,)-forger if it
15  has “advantage” at least in the above process, runs in time at most 7, and makes at
most ¢,, g, and g, extract, signing and random oracle gueries, respectively. Thus, a
scheme is said to be (s,7,9,,9,,q,)-secure (UF-IDS-CMA) if no (&,7, q..9,.9,)-forger

exisis.

20 Following the above definitions, a security analysis and an efficiency analysis of

the signature scheme of the example embodiments is provided below.

The inventors set out to show that the signature scheme is (6,1,4,,4,,9,) -
existential UF-IDS-CMA in a random oracle model, assuming that the (&',7') -DL

25 assumption holds in G, where

g.=(l~wﬁ)(l_ij[l)g 1)
q VAN

f'=1+0(q, +4,)E (12)

and g,,9,,q, are the numbers of extraction, signing and hashing queries respectively, an

30 adversary is allowed to make and Eis the time for an exponentiation operation.



correspondi ng private key sk!D . The chall enger then runs the Sign

al gorithmproviding sklID as input and transmts a resulting signature s to
F. At a twordogueps2 at the end of the process, F output ®CTISB20ast0p0031)
where s' is a valid signature of a nessage n and ID is a correspondi ng
identity. Arestriction here is that ID and mi have not been issued as
part of any of the private key extraction and signature generation queries
previously. An "advantage" of an adveksary is defined as the probability
that the adversary wins the above attack process. An adversary is said to
be an (e ,t,qe,gs,qgh)-forger if it has "advantage" at l|least in the above
process, run%s"s &tl]t]a% tﬁ%rerg}%ts 5 forg@MA. AR Kfsoritm BOS lcof&tructl MBdmaReext r act,
si gni ng and ran om or ac ueries, respectively. Thus, a schene is said to
be e ,t,uge,afA @k@d\eee@amete(lwfﬂmmm?:ﬁ ffogiyen atm’érl%o"ﬁﬁtw&ksrg‘ﬁ%ﬁg‘%'fz exi sts.

Fol | th b £ f
anal %t Sroprafard STgREELIo 20 Aeb PR Lot s B2, SE L
beI o Lt%h%[nv%tors set out to show that the signature schene is e

xistential UF-1DS-CVA in a random oracle nodel , assum ng
that the e ',f) -DL assunption holds in G, V\/nere t'= (+Q(ge +gs )E (12)

and qc, gs, qhare t he nunbers of extraction, %g and .hashi ng queries
respecti vel y Atan Satiwentwae.yBichoesasoabdgsh @ﬂ?ﬁ% Ei2 %hé"wqhn‘%ehaéﬂ?s an
exponent i ation operatign. Assune that ther gor| t hm
B is corlieayandaim prasle: Rk EsPonsiblg for hg gmy '%0@}“56?%‘% @ﬁEAPteﬁﬁlrg ? obl ens.

B is given asgn butplts et pubhic paranetes Mrbh -0engraior ) g and order g, and a
group element AeG B is tasked to find a e Zgsuch that ga = AL At a Setup

phas®, B chooses a hash function H: {0,1}* - Z * , which behaves
At an extraction oracle phase, A is allowed to query an extraction oracle for an

identity ID. B simulates the extraction oracle as follows. B randomly chooses abeZ,
and sets
R« Xg", s<b, H(R,ID) < —a
15 A key (R,s) generated in this way satisfies the equation (5) in the Extract
algorithm. It is a valid secret key. B outputs (R,s) as the secret key of ID and stores

the value of (R,s, H(R,ID),ID) in a table for consistency.

At a signing oracle phase, A queries a signing oracle for a message m and an

20  identity ID. B first checks whether ID has been queried for the random oracle H or the
extraction oracle previously. On one hand, if ID has been queried previously, B retrieves
(R,s,H(R,ID)) from the table and uses these values to sign the message, according to

the signing algorithm of the signature scheme. B outputs the signature (¥, R, z)for the
message m and stores the value H(¥,R,m)in a hash table for consistency. On the

25  other hand, if ID has not been queried to the extraction oracle previously, B executes a
simulation of the extraction oracle and uses the corresponding secret key to sign the

message.

At an output calculation phase, the adversary A outputs a forged signature

30 oy =(",R",z,) on message m" and identity ID". B returns A to a point where A



| i ke a randomoracle. B is responsible for the sinmulation of this random
oracle. B assigns X - Aand outputs the public paraneter paranr (G g, g, X, H
to A At WO 2e00maBki on oracl e phase, A is allowed to quecy/S&r0m¥x0eBact i on
oracle for an identity ID. B simulates the extraction oracle as follows. B
random y chooses a,b eZ and sets R<- X agh , s -b, HRID - - a A key (R
S) generated in this way satisfies the equation (5) in the Extract
algorithm It is a valid secret key. ;B outputs (R, s) as the secret key of
I D and stores the value of (R s,HR 1D), ID in a table for consistency.

At a si gRbgs BF@tIre, ANase sufpliREEX Wab 2 dFfegimt REILET AdupUtoBnetheepsiage mand an
identity ID. B first checks whether |Dhas been queried for the random

*

oracl e rgigpfatm@e;(g,\)et(yaquz@p).@@péasm e usd ybtaibe afje= (AN, zj,f) ftobr Aas been
queried previ ousl y, Bretrieves (R s,HRID)) fromthe table and uses these
val ues tipisShdlsd tie rfesriageare dioe sathiengyehyotimbeleti g, g bel herdutpunadfthe he
signature schene. B outputs the signature (Y,R z) for the nmessage mand

st ores trhsdonabraeletdu¥ri®s MY R an Hashthiedindtesdeond endhiird timeckesp¥iivelie ot her
hand, if |Dhas not been queried to the extraction oracle previously, B
execdtes a sinulation of the extraction oracle and uses the corresponding

secret key t QgSdchhii Qliscrt hRWs g ar cubsidcavelphrstnotdae
adversary A coBtép%bghge}f%’?%gsssgna?ﬁggﬂg()o :(Y*,R*S?s{éc* 1) ) or?omassage nt

and identd ty L o« By glgupns yA UdhPeqiRlioh (fier e Aqueries H(Y , R, nt') and
supplies A %l\ll th’ ag differ e%t val ue. ACR%ut p&;dg anot her pair of signature s( *
2, = y+re,+xc,H(R ,ID) modgqfor i =123
in these equations, only r, y,x are unknown to B. B solves for these values from the

10  above three linear independent equations and outputs x as the solution of the discrete

logarithm problem.

A probability analysis is carried out below. The simulation of the extraction oracle

fails if the random oracle assignment H(R,ID) causes inconsistency. Failure happens
15  with a probability of at most ¢, /g . Hence, the simulation is successful g, +g, times

(since H(R,ID) may also be queried in the signing oracle if ID has not been queried in

the extraction oracle) with a probability of at least

qetqs
[1_@’_] Zl___Qh(qe-}_qs).
q q

20 Due to the ideal randomness of the random oracle, there exists a query

H(R',Y",m") with a probability of at least 1—1. B can guess the query results correctly
q

as the point of rewind with a probability of at least 1/g,. Thus, the overall successful

probability is

(l —Mj(l _lJ(ng (Compare equation (11))
q q qh



2) =(Y*,R*,z* 2)) . Brepeats to run A and obtains s( * 3) = (Y*, R, z* )
fromA . It is noted that Y* and i ?* are the sane every tine. Let c ,c2,
be the ouwvpuposwissike random oracl e queries H(Y*, R, nt) POI/SGaenofonecst ,
second and third tine, respectively. By selecting r,x,y Zq, discrete
logarithms of X Y, Zrespectively are denoted, i.e., g r =R gx =X and gy =Y
Using equation (1 0), z*I } y +4rc +Xc HR *,ID) nod g for / =1,2,3 In
these equations, only r,y,x are unkngwn to B. B solves for these val ues
fromthe above three |inear independent equations and outputs x as the
sol ut i orrheftintemnilexity ef e latgpaitint Bis goroinbierhby Ahepexpoabntiations perédrpsié i s

carried out below, The sinmulation of the raction.er | A f the
random 6?%8%3%5\@99%%?9 HRHES | Chclgués gl ?%’i:%ﬁgqe;f %ﬂ%gﬁ&b‘glﬁ%ﬁ%&é‘apﬁ)pens
with a ng?ab! lity of at nost ghl q. Hence, the sinulation is successful
ge+gstimes’ (since HHR, IID) may al so be queried in the signing oracle if ID
has not been queried in the extraction oracle) with a probability of at

| easts %%* tg T%rar%fdrd,?‘t?ﬁ afbaﬂél@ﬁﬁl§_§§ shdwd ?h%t mlrm@mtmé&ehanetohefeeemmes a

query , ¥, . W a i Li.ty of at least 1- . B can guess the query

results W%?Wt%/'sée%‘érefrhgbggﬁ fé'}g%\ SPB¥ind with a probability of at |east

Hgl , . Thl(.lS,)the overal |l successful probability is L1 Y I i Y (Conpare

equation (11))The.time conpl.exi.ty of_. I L.t hm:B,is I N t he

exponent i at i iciancy rr@'&aq?%s o Yhe sérré‘taurg gt B Birle ,aq)%% é{a‘?\%@y
embodiments is provided below.
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)
c

It is noted that exponentiation is equivalent to point multiplication in Elliptic Curve
Cryptosystem (ECC) and multiplication is equivalent to point addition in ECC. Since a
160-bit ECC key offers more or less the same level of security as a 1024-bit Rivest-
Shamir-Adieman (RSA) key, the signature scheme of the example embodiments may be

15 implemented using ECC with | g =160 . | G|can be as small as 160 in the optimal case

by choosing a suitable curve. Reference is made to D. Boneh, B. Lynn, and H.
Shacham. Short Signatures from the Weil Pairing. In Proc. ASIACRYPT 2001, volume
2248 of Lecture Notes in Computer Science, pages 514-532. Springer-Verlag, 2001.
This setting is used in the following comparison with other schemes. The efficiency of
20 the signature scheme of the example embodiments is compared to two differént ID-
based online/offline signature schemes, namely Shamir-Tauman's (ST) scheme (i.e. ID-
based version, with a certificate attached as part of the signature) from Shamir and Y.
Tauman. Improved online/offline signature schemes. In Proc. CRYPTO 2001, volume
2139 of Lecture Notes in Computer Science, pages 355-367. Springer-Verlag, 2001 and
25  Xu-Mu-Susilo's (XMS) scheme from S. Xu, Y. Mu, and W. Susilo. Online/offline
signatures and mulfisignatures for AVOD and DSR routing security. In ACISP '08,
volume 4058 of Lecture Notes in Computer Science, pages 99-110. Springer-Verlag,
2006. . The XMS scheme does not provide a multi-time version of the online/offline
signature, in which offline storage can be used to re-use an offline signature part (ie. the
30 XMS scheme is “one time”). However, the inventors recognised that equations (6) and
(7) of the above example embodiments can be applied to the XMS scheme to produce
an appropriate comparison. It is noted that the modified XMS scheme still requires



the extract and signing queries, which is equal tot + OQ(qe + gs)E (conpare
equation (12)). Therefore, the above analysis shows that the signature
schenme ofwOhleo%narspl e enbodi nents i s secure in a UF-| DSPCVAGZ@96003AN
efficiency analysis of the signature schene of the above exanple

enbodi nents is provided below. It is noted that exponentiation is

equi valent to point nultiplication in Elliptic Curve Cryptosystem (ECC) and
mul tiplication is equivalent to poinbgaddition in ECC. Since a 160-bit ECC
key offers nore or less the sane |evel of security as a 1024-bit Rivest-
Shani r - Adiriegainis(FRSAY nioteg, thaththes3 ysehiemedysHaanieetodl. caimot e gpteadashioddi nent s
may be im"@!i-ﬁﬂ?%r%%nug ng ECCwith | g |= 160 . \G\can be as small as 160
in the optinmal 'case’ by choosing a suitable curve. Reference is made to D.
Boneh, B. Lynn, and H Shacham Short Signatures fromthe Wil Pairing. In
Proc. ASI ACR 0 [ ubir ofSEi ence,
pages 514- 53;@;%%I@ﬂ&ag?%ﬂé&?ﬁgét%ﬂ%bgéstﬁﬁpgaggﬁﬁ ﬁgd ;/2‘%22% l|§Itr% ?fh/g'

fol | ewi MeEro@TEads Henexpohbntiztibein stheneguivalde tefstalar entiplicetion e ES@nat ur e
schene of the examl e enbodjnments is, co red. to.t i Lferent |.Dbased

onl i ne/ o439 tﬁ%”&it@%ﬁtﬁf‘é” é@@nﬁ%{'vﬁlﬂ‘ﬁ& E%q%fﬁﬁ‘itp"ﬁgﬁ&g Y afé% "?gﬁlé?‘re (i.e.

| Dbased Sl AM A+ Ny i iggidatyre) from
sham A o e o B e b e A oc.
CRYPTO 2 A Lkecture Notes in Conputer Science, pages
355-367.B%Fin\égﬁ#%g@ﬁggf&%'ﬁ&and Xu- Mu- Susilo's (XM5) schene from S. Xu,
Y. Mu, and W Susilo. Online/offline signatures and nmultisignatures for
AVOD and DSR_routing security. In ACISP '06,.volu 405 f Lectuyre Notes
in GOnput er §@B@n%§,g'°ﬁ’a§'5§'a%-tﬁd?” £ 200 §5 ,°f2'86%10.s°hﬁ%e’ scheme
does notXips eutighee, andthd sigiature seiesrsé ofithe Bbdveexaniplenerhibddimnente.

ST scheme XMS scheme Scheme of
example
embodiments

Offline (One-time) | C(h)+ C(o,) 2E+im 0
Offiine (Multi-time) | - lg|2E 0
Online (One-time) | m - m i
Online (Multi-time) | - O(q|)-2M + i O(q)-M+m
Verification C(h) + C(o"v) + C(certv) 2P+2E+M 2E+M
Table 2
15 From Table 2, /represents a Chameleon hash operation, which requires at least

one E computation. o, and o, represent a normal signature generation and verification

respectively, each requiring at least one E computation . In Table 2, cert, represents a

certificate verification which also requires at least one E computation.

20 Table 3 below tabulates the offline storage costs and sighature sizes of the ST
scheme, the XMS scheme and the signature scheme of the above example

embodiments.
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in Table 3, |¢| and | G|are both about 160 bits. | o | represents the length of a
normal digital signature, which is at least about 160 bits. | cert| represents the length of

a digital certificate, which is at least about 320 bits.

From the above comparison, it is observed from Table 2 that the signature

scheme of the example embodiments is more efficient than Shamir-Tauman's ST

10  generic construction. When compared to the XMS scheme, from both Tables 2 and 3, an

improvement of about 50% improvement in storage space and computation efficiency of

both the offline and online stages can be achieved by using the signature scheme of the

example embodiments. Furthermore, as the offliine stage can be carried out by the PKG

in the example embodiments, a signer does not incur any computation cost in the offline
15  stage while the XMS scheme requires more than 320 E operations.

With regard to signature verification, it is emphasised that the example
embodiments do not use any pairing operations while the XMS scheme requires pairing
operations. Thus, the example embodiments can be suitable for use in a VSN
20 environment where each sensor node typically does not have enough computation
power for a pairing operation. Any node can generate and verify signatures using the

signature scheme of the example embodiments. That is, the signature scheme of the



Ofline2\ g\ \ G\ * 6.4k \ g\ - \G\ R 3.2k bytes Storage bytes
(Multi-time) Size of I I+ 1s I+ 1cert \ >2\G+\ g\ w480 2|§ + | 480
bits Si gnabun®/BaB2bits bits Table 3 In Table 3, \q \ amrdT|SGBm@roeoddot h
about 160 bits. | s | represents the length of a normal digital signature,
which is at |east about 160 bits. \ cert \ represents the length of a
digital certificate, which is at |east about 320 bits. Fromthe above
conparison, it is observed from Tabl -2 that the signature schene of the
exanpl e enbodi nents is nore efficient than Shamir-Tauman's ST generic
const r ueka@ple Mhbodiventsafaeitiates ¢dnemdtitioo Nesteeerf nodiesbint &n Palilesticatecand 3, an
i nprovenent of about 50% i nprovenent in storage space and conputation

ef fici eﬂ‘@" of both the offline and online stages can be achi eved by using
t he signature scheme of the exanple enbodinents. Furthernore, as the

offline stagg, %ﬂBthQFeQé?ﬁ@é BhoBlimdRY, d'Gadrtlarion kiR ANRhiRAteAbgENt S, 2

si gner does not Incur an _ on cost 1n the offline stage while the
XVS §chevhenrasgjngle esernfer Rodehwisheoy Sunpaltipleiafsadei t h regard to signature
verification, it is enphasised that the exanple enbodi nents do not use any
pairing operations while the XMS schene requires a}r%\%ﬁ? oper ati ons. Thus,
the exanpl e dibatibreselll §h S Fangp Bodeoran, signiMHUIUPIRERFSSA%AS 6fheht where
each sensdsapesauithyihk ekl of réfifting MnaRAYE bEIRG YRRIIEATY hedieothaponemes or  a
pai ring operation. Any node can generate and veri L%/Lgséﬂ%atur es _usi.ng the

si gnat urthe sizgedfea sindleronaiifpl ke BehDEYeSAR SchigyRif ERIPYHSE S " schene

of tfpeexampubatRAROBbdTEs Sompaielii foahRMingOHEL BhiaIdiNe iinates Jgendesion n an
aut henti cated, vva¥ . .
sequentially for multiple messages. Such an aggregated (or shortened) signature can be

of importance in applications e.g. in WSNs since reducing communication overheads in

WSNs is desired as sensor nodes of WSNs are typically resource-constrained.

15 In the example embodiment, for aggregation, the online stage and the verification

algorithms are modified.

In the example embodiment, in a Setup phase, let G be a multiplicative group
with order g. A PKG selects a random generator g € Gand randomly chooses erZ;.
20. The PKG sets X =g*. Let 401 > Z ; be a cryptographic hash function. The public

parameters param and master secret key msk are given by

param =(G,q,8,X,H) (13)
msk = x (14)
25
In an Extract Phase, to generate a secret key for an identity /D, the PKG

randomly selects r Z; and computes

Reg’ (15)
30 s < r+ H(R,ID)x modgq (16)



I n anot her exanpl e enbodi nent, an aggregation technique is provided for
e.g. when a single user (or node) wishes to sign multiple nmessages. It can
be usef ulwof20@/14si3ngl €) sensor node can sign nultiple MPETHBGREN/080031 N
messages, with the size of resulting signatures being significantly snaller
than n tinmes the size of a single signature. The techni que can achi eve
about 50% i nprovenent in conputational cost as conpared to running the
online/offline signature generation sgquentially for multiple messages.
Such an aggregated (or shortened) signature can be of inportance in

appl i cati ons Tae Gisei BedASiNGeySiE MREs)!: ¢t Giokg! haiTaLudireatyi gencoated Beardiskéyn WBNs i s
desired as sensor nodes of WENs are typically resource-constrained. In the
exanpl e fdlfip g fakaving edialitggr egati on, the online stage and the verification
algorithns are nodified. In the exarrple enbodi ment, in a Setup phase, let G
be a nultiplicative group wwth order g . A PKG sel ects a random generator g
Gand randonly choosesgk=RXZ{"® . The PKG sets X = k). Let H: {0,1} * - Z
* be_a cryptographi c hash function. The public paranmeters param and naster
secr &t key nmsk are given by param={Gq,g, X, H (13) nsk =x (14) In an
Extract Phaseét dro offivee sighatuse seocemtiork @haseri.canati derdfiing staye, & IsgNPKG
randon1y ﬁ“&)luﬁe gis T Z * and conputes R gr (15) s <- r +H(R I D) x nodq (16) The
user secre ey is (Rs) . It is noted that a correctly generated secret
key fulfils the foll owlﬁljg_ngUal i =9, S|RA-X HD ( 418§ )

10 In the example embodiment, this offline stage computation can be conducted by
a third party or by the PKG. The resulting value f’, for i =1,...,| g| -1 can also be provided

as part of the public parameters.

At an online signature phase, i.e. at an online stage, the signer randomly selects

15 yeZJ . Let y,[i] be the i-th bit of y,. Define ¥, c{l,...,|g|} to be the set of indices

such that y,[/]=1. Denote m, as a message for / =1,...,n. Compute

Y, < []%. (19)
iV,
h, < H(Y,R,m,) (20)
z, <~ y,+hs modg for I=1,...,n 21
20
Also compute
z=) z (22)

I=1

In the example embodiment, the aggregated signature is (¥}, R,z)for [ =1,...,n.

25 in the example embodiment, a plurality of messages can be transmitted with an
aggregated signature (¥,,R,z)for /=1,..,n. That is, the aggregated signature in the
example embodiment is (I, ¥, ..., T, R z). It will be appreciated that sending the

aggregated signature is more efficient as compared to sending individual signatures

(Y[,R, 21), (YQ.R, Zz) ceey (Y,,, R, Z,,).



At an offline signature generation phase, i.e. at an offline stage, a

signer conmputes: f f - g-2 for / O,...] <7 | - | (18) In the exanple
enbodi mrernwQ 2000 532f | | ne stage conput ati on can be conduece®schyoomososi r d
party or by the PKG The resulting value Yifor / =1,...,] q | - 1lcan also

be provided as part of the public parameters. At an online signature phase,
i.e. at an online stage, the S|gner randomy selects Z * . Let y,[i] be the
Wvh bit of y, . Define Y c={I, | phto be the set of indices such that
y, \i ] = 1. Denote /p, as a msssage for / =1,...,n . Conpute /eY; h, <-
H(Y, ,m) (20) Zi<r y, +h,s noq for | =\, ,n (21) Also conpute - S', (22)
h i

t h d t t t f I
i I the XA STERMNIEILp RN E9R SRR s ol v 0 2) For
t r ansni tvtaﬁds ebrrdspandiag do egelt ede of thagiurakly (Of %e’$$ageSfZGr1 dor= \ ,n . That

is, the aggregated signature in the exanple enbodinent is (Yl, Y2, .....
Yn, R z). It will be appreciated that sending the aggregated signature is

nor egef fici enl A%ifdBAREsd 8t § 98dieRdo ivBdy\thél sidhataied I RIER Bor (MELSBYe Z1) , a
2,R ) ..., (Y., R z,,).Therefore, the signature in aggregated form

conpri seg, an@IagglgrﬁéirlaernWIDW [tHhat, ny ahé esriftoritesoomnlitesy /it - BEER, mpe of t he
pIurallty of messages | - \,...,n . At a verification phase at a verifier,
to veri f%ﬂdtol‘lec@lvd‘r&éleure (Y1, R z) for message mand a signer identity ID f or

I =\, , N the verlfler i,f St , HY R m)
(HI’) Bl (23)

The verifier accepts the message if the above verification equation is

10  equal/correct. Otherwise, the verifier rejects the message. -

Provided below is a description on how the verification equation is arrived at:

Since ¥, =g’'for [ =1,...,n

(f:[ 5 JRZI 1}7'X(Z;L|"I)H(R,ID)
i1

Zl - u (Z, II:,)H(R D)
(H Y,]

=1

- g(ZZ’.l J'/)g(z,=, By )( r4xH(R.D))

= g(ZL v‘")g“(z;’-l h’)
- gz;;] (p+shy)
= gz_
15 Therefore, if the verifier can verify the verification equation, the signature is

verified as correct.

In another example embodiment, a signature scheme is provided whereby an
offline signature part is generated based on a secret key of a user/node. Compare
20  equation (6). It is noted that the secret key equation, the offline signature equation and

the verification equation differ from the above example embodiments.



and checks whet her The verifier accepts the nmessage if the above
verification equation is equal/correct. O herwise, the verifier rejects the
nmessage. Woauesdas73del ow i s a description on how t he ver iPCisskimmwo@guat i on
is arrived at: Since Y1 gy' for | =1,...,n, =0 (;>L s <>=g¢g "-
Therefore, if the verifier can verify the verification equation, the
signature is verified as correct. In another exanple enbodi nent, a
signature schenme is provided wherebysgn offline signature part is generated
based on a secret key of a user/node. Conpare equation (6). It is noted

t hat the secirethekexangipiambotimenh@t af $étipehsseyrelt Grae = quitinlieafivargiourhe
verificatio at,i on,_di r t e i t he
exanpl ewéthb%glgﬂg'n?, 8&&%‘(@;98{5&%&;3@?6?%% I tsbéargpém ﬁég?%lct:(g? %? %@oup W th
order q, |V, y. er r eyects a gamgomigensratgy £ G and
random ;a'ﬁ?%%e?ogsgzxgg? 'TﬁEQPE(éaggeéssXX: %x .Ltlé_te{ml-i@ 9'{0, B* - " zZ* pe
a crypt egjptaghid&akh fiumgibh.0Mhe Bl Wakantetpar aokineasd pazsien aemiethsyt er

secret key msk are given by param={G q,9,X, H (24) msk = x (25) At an
Extr ct pHesegivebbyenerate a secret key for a user/node identity | D, the

param=(G,q,8,X,H) (24)
msk = x (25)
10 At an Extract phase, to generate a secret key for a user/node identity ID, the '

PKG randomly selects r Z; and compuies

Reg’ (26)
s < r'(H(ID) - xR)mod q ’ (27)
15 In the example embodiment, a user secret key is (R,s). A correctly generated

secret key fulfils the following equality:
RSXR — gH(ID) ' (28)

20 At an offline signature generation phase, i.e. at an offline stage, using identity 1D

with the secret key (R,s), a signer computes:

¥ «R?  fori=0,.|q|-1. (29)

25 It is noted that at the offline stage, knowledge of a message (to be signed) is not

required.

At an online signature phase, i.e. at an online stage, the signer randomly selects

ye Z;. Let y[7] be the ith bit of y. Define ¥ < {l,...,| ¢ |} to be the set of indices such

30 that y[i]=1. Denote m as the message. Compute



PKG randomy selects r e Z * and conputes R- gr (26) s - r 1(H(ID - i )
nod (27) In the exanple enbodi nent, a user secret key is (Rs) . A
correct| ywgeneviassd secret key fulfils the foll ow ng eqralisSGRoosmosn3t g

H(iD) (28) At an offline signature generation phase, i.e. at an offline

stage, using identity IDwith the secret key (R 's) , a signer conmputes: Y

<r- R2" for / =0,...] | -1 . (29) It is noted that at the offline stage,

know edge of a nmessage (to be signedy4is not required. At an online

signature phase, i.e. at an online stage, the signer randonly selects y Z*
Let y[i] be theg M f’fL of y . Definey {1,...,] q|) t(3be the set of

i ndi ces such that y[itfy = 1. Denote mas the nessage. Conputeh HY, R m (31)

z <- y +hs nodq %32) ép t he exanpl e enbodi nent, the sig éure is (Y,R 2).
At a verificati of*p eRdt) a verifier, to verify the sig%'ture (Y,R z) for

a nessage m and Si ridentity IDthe verifier first nput es h<r -
HY,Rm , R- R%‘D(TZI ’grgﬁdmlgﬁgcks whet her The verifier acé%agts the nmessage if

equation (33), i3 é?(gH\?ie/éiﬁddﬁﬁént, e BRhMuRSis (ThR,zyerifier rejects the
nmessage. Provided below is a description on how t he verification equati on

(33)5is arrived at. It is noted that Y = R~y . Thus, RZYX -~R
At a verification phase at a verifier, to verify the signature (¥, R,z) for a message

m and a signer identity ID , the verifier first computes h < H(Y,R,m), R« Rmodgqg
and checks whether
th(ID) _-?= R® YX”E (33)

10 The verifier accepts the message if equation (33) is equal/correct. Otherwise, the

verifier rejects the message.

Provided below is a description on how the verification equation (33) is arrived at.
ltis noted that ¥ = R™. Thus,
RzYXhE
= R_v+th—th(Rmodq)
= rhs __ xh(Rmod q)
15 g g
— (™ (H (ID)-xhR)mod ¢

_ . hH(ID)=hxR+-xhR
=&

_ hH({D)
=8

Therefore, if the verifier can verify that g"#“? is equal to R*YX"" using the

signature (Y, R, z) from the message sent from a node with identity ID, the signature is
verified as correct.

20
The security analysis as well as storage cost and size for this example

embodiment are substantially similar to the above example embodiments. Table 4 below
tabulates the various computation costs of the ST scheme, the XMS scheme and the
signature scheme of this example embodiment for referencing.

25



ny+l's n-

verifier can verify that ghH{1D)

y yh(Rm q)

hH(1 D) - hxtt +xhR o
i s equal

ItH(1 D) Therefore,
to R YX hR using the signature

if the

(Y, R z)wbnowmbs2nessage sent froma node w th identi PgTISB20Mvlee0081 gnat ur e

is verified

as correct.

The security analysis as well

as storage cost and

size for this exanple enbodi nrent are substantially simlar to the above

exanpl e enbodi nents.
of the ST schene,

enbodi nent f

or

Table 4 1t

is noted that this

Tabl e 4 bel ow tabul ates the various conputation costs
the XM5 schene andsphe signature schene of this exanple
ref erenci ng.

examl e enbadi nent

still provid
anot her exal
n offline si
In the exany

les substanti al
pl e enbodi ment
ghature part i
)l e enbodi nment,

Slotghemet i on cost
, an aggregation
S generated based
in a Setup phase,

XdGisaggmever

technique is

on a secret

let G be a

f
h

I

Schere schengfs. | n

De@yheled whereby a
cey of a user/{node.

ngMPPRiImestst i ve

group with ¢
chooses x e
crypt ogr aphi
key 7775/ c &

R,

Bifihe Fonirhi2 |2

g%PQ_I’ﬁ[ or g e

Let {0,1) *

q@nd randomn Y
Z * be a

S [MdIiLtel 9
Are given by pd

n.

rhe public par
ram =(G g, 9, X, H

) nsk X

TEFS param
(34

gggfnaster Secr et
) In a n Extract

Phase, to ge
selects r Z[*

llt&‘ﬂlaé eon'e-time)r €

copiit e

tmkey for an identity 1D,

t he

RKG r andom y

OnTne (ML‘ﬂfl—f'me)”

R <. o r
LIDY ul

(26)
Y7

O( q|)-2M +7i
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2P+2E+M

2E+M

Table 4

It is noted that this example embodiment still provides substantial computation

cost savings over other schemes.

in another example embodiment, an aggregation technique is provided whereby

an offline signature part is generated based on a secret key of a user/node.

10

In the example embodiment, in a Setup phase, let G be a multiplicative group

with order g. A PKG selects a random generator g € Gand randomly chooses er‘:.

The PKG sets X = g*. Let H:{0,1}" — Z, be a cryptographic hash function. The public

parameters param and master secret key msk are given by

15

param =(G,q,g,X,H)

msk =x

in an Extract Phase, to generate a secret key for an identity ID ,

randomly selects € Z_ and computes

20

R« g’

S

"(H(ID)-x)mod g

(34)
(35)

(36)
(37)

the PKG



s -r~] (HID - x) nodqg (37)At an offline signature generation phase, i.e.

at an offline stage, a signer conputes: #, - IiT 2 for i =0,...\ g\- 1|
and | \, .wOrogd85738t an online signature phase, i.e. atPam/sSendiIneost age,
the signer randomy selects y Zq . Let y[i] be the M bit of y . Define Y,
c {1,...,] g |} to be the set of indices such that y [i] = 1. Denote nt as
a nessage for / =\,...,n. Conpute gp] '"- 39 h, HlYn Rm) (40) z, - v,
+h,s nodq for | - \, ,n (41) Also gpnpute —> (42) In t he exanpl e

errbodl ment, the aggregated signature is (F,,i?,z)for = | .,n . At a
verificati onAthaasefflmne signaturief gereratioo  pteasef y.et lab a8 gﬁlﬁleuﬁ’f@% va, I £ or
nmessage qndamgner identity IDfor / =1,...,/7 , the verlfler first
corrputeg0 pute H(YL, Rvit ) for / =\,...,n, R-r - Rmod gand checks

whet her The verifier agtepts?t heoneseagg|Lf ahbg =ahove verdd)i cati on equation
is equal/correct. Qtherwi se, the verifier rejects the message. Provided
below is a description on how the verification equation is arrived at:

S: ?Cg z{l = Réy gn bAIne sighature phasdi.e Tatlansonline stage,[the Sgnér ranidemly ‘splecod9) {i
1 yeZ Let 3[i] be the ith bit of y. Define ¥, < {l,...,| ¢ |} to be the set of indices such

that y [i]=1. Denote m, as a message for / =1,...,n. Compute

Y, « 9 (39)
ie¥
hy < H(Y,,R,m,) (40)
10 z; <=y, +his modgq for I=1,...,n (41)
Also compute
z=Y z (42)
=1
in the example embodiment, the aggregated signature is (¥}, R,z)for /=1....n.
15
At a verification phase at a verifier, to verify the signature (I}, R,z) for message
m, and a signer identity ID for / =1,...,n, the verifier first computes Iy« H(Y,,R,m,)
for [ =1,..,n, R < Rmodgq and checks whether
g(ZﬁLI”nHUD) ! [H Yj (i (43)
20 The verifier accepts the message if the above verification equation is

equal/correct. Otherwise, the verifier rejects the message.

Provided below is a description on how the verification equation is arrived at:

Since I, =R for [ =1,...,n



os[r S "I r ' HID-*R)+x( ' I'l ) ) odg ''</ H". i

[y + (", "1 =

(; Therefore, if the verifier can verify the verification equation, the
si gnat ur ewp0merssf3zed as correct. Figure 4 is a schemat PCTIGaowhas31 400 f or
illustrating a method of signing a nmessage in an exanple enbodi nent. At

step 402, a secret key is generated for signing the nessage,

the secret key

bei ng based on an identity of a signer. At step 404, an offline signature

is generated. At step 406, an onlinesgignature is generated
| east the offline signature and the secret key. At step 408,
signature is verifiable us{ a @ghwecatlon al gorithmthat
require a pairing operati®

based on at
t he online
does not

is a schematic diagram for

illustrating a base station f‘or a V\BN in an exarrpl e enbodi nent. The base
station 500 conprises a pri pemkﬁjzggﬁg;éldwmﬁﬁﬂ for generating a secret
e

key, the secret key being Dased ofi an i

ntity of a node. The station 500

further conprises an offli n z$|h,g>n tEfrle(Rgemerator 504 for generating an

of fline signature. The stafion
506 for verifying an onli ne(@;gn@{(umzﬁ_vggmgﬁate}addqby a signer

@0 further conprises a verification nodule

for signing a

nmessage using a verificattén algorithmthat does not require a pairing
operation. The conponents ofzt;hewhageh,ﬁmag @k 500 comruni cate via an

i nt erconnect ed bus 508. Fféure 6 is a schematic di agram f or

illustrating a

node for a WBN in an __g(z]:lh,)H(ID)

10

15

20

25

Therefore, if the verifier can verify the verification equation, the signature is

verified as correct.

Figure 4 is a schematic flowchart 400 for illustrating a method of signing a
message in an example embodiment. At step 402, a secret key is generated for
signing the message, the secret key being based on an identity of a signer. At step
404, an offline signature is generated. At step 406, an online signature is generated
based on at least the offiine signature and the secret key. At step 408, the online
signature is verifiable using a verification algorithm that does not require a pairing

operation.

Figure 5 is a schematic diagram for illustrating a base station for a WSN in an
example embodiment. The base station 500 comprises a private key generator 502
for generating a secret key, the secret key being based on an identity of a node. The
station 500 further comprises an offline signature generator 504 for generating an
offline signature. The station 500 further comprises a verification module 506 for
verifying an online signature generated by a signer for signing a message using a
verification algorithm that does not require a pairing operation.

The components of the base station 500 communicate via an interconnected
bus 508.

Figure 6 is a schematic diagram for illustrating a node for a WSN in an
example embodiment. The node 600 comprises a receiver 602 for receiving a secret
key, an offline signature and a set of public parameters, the secret key being based



exanpl e enbodi nent. The node 600 conprises a receiver 602 for receiving a
secret key, an offline signature and a set of public paraneters, the secret
key bei ngwbase@das73an i dentity of the node. The node 600 PCuSGhery/00@IPri ses
an online signature generator 604 for generating an online signature based
on at least the offline signature and the secret key, the. online signature
for signing a nessage. The online signature is verifiable using a
verification algorithmthat does not 3sequire a pairing operation.
Preferably, the node 600 further conprises an offline signature generator
606 for qemeridentily crhemppendhsinpdat 6RQ fyriiasropamrrisre deAr8EIE AFHRIUThe node

600 pr ef&‘ér@?ét&{r %Uﬁtﬂergeﬁgfﬂﬁhbsﬁ o?ﬂhH@réuéde&‘@’e' BAsdP M gt RR8t fuey o‘ffﬁrﬁé fyi ng an
onl i ne signature generated a signer

e.g. anot her nodaég B_B n| ng
nmessage g@nagureand H%éﬁ?rﬁék%§'§%8@)“el§9’i’ﬁj”§ PEBIONINg MeRsadsy F‘t‘W ?hat does

not r equdigtatdreNidivierifigbl® ReIat & QBrificHiion GAgGINEANthst 8bed A6t RQURe GOPaigegmMUNI cat e
via an interconnected bus 610. It wll be appreciated that the base station

500 CFi RS- and the node 600 can be inpl emented as conputing devi ces
that typically include other conponents such as a conputer processor,

dul h Rand Me |
(RO chi pe. TraRiFE Str, et QoL RS Sorl R A G =t f‘%euq%éa%é;‘;” Luch
as a di sipf ggnerSirghar offine siggatdevintesaldha sbesaromatiec Teel nbde 800 piefaaltly or
net wor k ﬁxﬁéreggrgaﬂr;%?er ne% E&eeﬁqg Igvb SH)I t‘?%fﬁ ﬁggﬂsmﬁm@h @ﬁ%ﬁ"g\n rel ess

transceiver o hods exanpl e odi nent s
can 19e |gm“|eeatedtbe(ﬁ agnsro(fetgmn@;h%u@ue)a’@ralgrmcpatreesspg@ge Snebéngpniekecut ed

W thin t Héuhﬁg \féﬁﬁéaﬁﬁﬁ al 'do%é‘%'o?%q%@r@%r F%S\Aﬁ‘erétwi cal Iy

supplie ata sto age | um suc or nenory stick
or in ROVI Chl ps and read utilising a corresponding data storage nedi um

drive of the ARMRHPASNEBNHE Podd BOEESRALALSeSAPERTRerebniichs Bl 6. a may be

15 It will be appreciated that the base station 500 (Figure 5) and the node 600
can be implemented as computing devices that typically include other components
such as a computer processor, memory modules such as Random Access Memory
(RAM) and Read Only Memory (ROM) chips, input modules such as a
keyboard/keypad, output modules such as a display. Such computing devices can

20 be connected to a network or network systems such as the -internet via suitable
means such as a wireless transceiver or a internet cables. The methods of the
example embodiments can be implemented as software, such as a computer
program being executed within the computing devices. Such application programs
are typically supplied encoded on a data storage medium such as a CD-ROM or

25 memory stick or in ROM chips and read utilising a corresponding data storage
medium drive of the computing device. Intermediate storage of program data may be
accomplished using RAM. The application program is read and controlled in its

execution in the computing device by the computer processor.

30 For the above described example embodiments, the inventors have recognized
that an identity-based system is suitable for WSNs. The absence of certificates can
eliminate costly certificate verification processes. In addition, if a new node is added to a
network, the other nodes do not need to obtain its certificate in order to communicate in



acconpl i shed using RAM The application programis read and controlled in
its execution in the conputing device by the conputer processor. For the
above deswoizb@di4gmsanpl e enbodi ments, the inventors havePcesSocgomonedst hat an
identity-based systemis suitable for WoNs. The absence of certificates can
elimnate costly certificate verification processes. In addition, if a new
node is added to a network, the other nodes do not need to obtain its
certificate in order to comruni cate gpa secure and aut henticated way. Thus,
communi cati on over head and conputation cost can be reduced and can be a

si gni f i eascufeaatdoauthenticated aeyi s FomBNsicalion eyrsheasIe eRIRUIFI9B FOBY anpl e
enbodi ! i IrReinedRBRIohtoy pased si gnature schene

Sui tablrrg:g% g? r%ﬁ%ﬁ %gﬁbﬁ?ap%)gﬂgrigg%@%rdﬁ%mg;%npl Ieg enbodi ments can renove the
requi renent of using certificates attached to signatures for verification

The gx aﬁpggwﬂm\%@ﬂ@é‘%s&i%@d BRAHpIE @mibRamnshes Rh tedtfidieat oallf:tté/cfﬂiné agatitgost  ( ulo
to about 6.savi ngs) as co e current sc s._Further . exanpl e
rbof MRS Hi8 S SReI FUARR o SR G EaP R Peha e BB R L g,

gener at ican réhovethel reg@iannt ofl being tatiicatéshattaekadnd sigeatbesi fnevaricatian. be

i mpl emented in WEN nodes. The exa e ' |

node- t o- oFéaE‘Btﬁﬁm*?‘@g{P?fBﬁ P p%lﬂg%?%ncot%y%gﬁggatsﬁ%tg 9%36%3’% ?’f%@g{ eis
needed @0% saMus) as icompa@ddo lclighnt sshongh Rusthbe the exanrid embadigiedist don, in
exanmpl e enbodi ments,..of f] i ' ' Les THHépeford, Si gner
s ot - ek (At B e s Pl Bt fid orksAR on, THererar, 2 2nge

i s 110 behsi graethle Témisodimentd ecars dfeuimplamapiadn u d8'Shs nodes ndbBR st t hen

need to | @l ke 'BRRWRcaBEn #f ISNBE ir MbakREs iten. | t
will be %"g%;‘"{e”g?'ﬁ?é@e %iigle;féfé%dﬁmsokrﬁp?ecg In tlcﬁg %?{ t hat I aulger:glﬁs vari ations

and/ or rmediertificateiivnesdedyand eompaiations arg o eaorgh 1 BRABFEHER MEYYATMY i n t he

speci fi Cex%ﬂ@%die%%iﬁwe\%st Repite QEBAdtoAJcan’ BEN rehigaBIpl Mhis,08 sigepes afott he
i nvention as broadly described Trk;‘eevgr esent enbodi ment s res,lgntegefﬁgore, to

be consirgavieg tp gxggute Hv@soéfglaq glgpr{b’ch ry time a new message Is to be
15  can be useful in WSN nodes as the nodes do not then need to return to a base station

for renewal of offline information.

It will be appreciated by a person skilled in the art that numerous variations

and/or modifications may be made to the present invention as shown in the specific

20 embodiments without departing from: the spirit or scope of the invention as broadly
described. The present embodiments are, therefore, to be considered in all respects to

be illustrative and not restrictive.



be illustrative and not restrictive. CLAIMS 1. A nethod of signing a
nmessage, the nethod conprising, generating a secret key for signing the
nmessage, wbeoeeasse key being based on an identity of aP€ir$Geo09/og@aer ati ng
an offline signature; generating an online signature based on at |east the
offline signature and the secret key; and wherein the online signature is
verifiable using a verification algorithmthat does not require a pairing
operation. 2. The nmethod as clainmed igg claim1, wherein the verification
algorithmis based on an inequality equation using the identity of the

si gner, clrMscret key, the nessage and the online signature. 3. The nethod
as clainmed in clains 1 or 2, wherein the generating the online signature is
further based on the nessage. 4. The nethod as clainmed in any one of the
precedi ng cl di nms, Annetheidrofisiamingfd Meagags, frramethedi eompsisingabl e f or si gni ng
mul tiple nes . @SinG ek j di ng

cl ai ns, mherggﬂeﬁwgéég%gﬁg??%ggfﬂgﬁg %@%ﬁggg?%%gﬁﬁ?g&?gﬂﬁg%éﬁ%ggg&gn t he
secr & lanyan idgetiyohatsignebarty not hol ding the secret key is capable of

generating t henafdihh® SHigdalgueere,6. The method as clainmed in any one of
the preceding clains, further congrisin ’ﬁEkPViggn a set of pu H%C
par anet ers p&eRRTiAg 30 PRiSe SIS Q?S%gn ast gy g(sﬁnag‘frﬁ,aﬂ % and msk
~ X ; WhRtRitRefsdrl @ nmultiplicative group with order q, g G, x Zq

wherein the online signature is verifiable using a verification algorithm that

10  does not require a pairing operation.

2. The method as claimed in claim 1, wherein the verification algorithm is
based on an inequality equation using the identity of the signer, the secret key, the
message and the online signature.

15
3. The method as claimed in claims 1 or 2, wherein the generating the

online signature is further based on the message.

4. The method as claimed in any one of the preceding claims, wherein

20  the offline signature is re-usable for signing multiple messages.

5. The method as claimed in any one of the preceding claims, wherein
the generating the offline signature is not based on the secret key, such that a party

not holding the secret key is capable of generating the offline signature.

25
8. The method as claimed in any one of the preceding claims, further
comprising,
providing a set of public parameters param and a master secret key msk :
param=(G,q,g,X,H) and msk=x,
30 wherein G is a multiplicative group with order g, geG , xez; , X =g"

and H :{0,1}" — Z_ is a cryptographic hash function.



*, Xgx and H: {0,1}* - "Z * is a cryptographic hash function.7. The
nmethod as clainmed in claim®6, wherein the generating the secret key

conpri seswoanpui4s13g: R<r- gr and s<- r + H(R, I D) c nodPqT/SGabmrnedndlt he
secret key is denoted as (R, s) , the identity of said signer is denoted as
IDand /* Zz * . 8. The nethod as clained in claim7, wherein the generating
the offline signature conprises conputing Y1 - g~2' for i =0,... | |- 1.
9. The nethod as clainmed in claim 8, 3\é/nerei n the generating the online
signature conprises conputing: Y <- ., ; - HY,Rm and - y +hs nod ;
wherein y Zq7. Y[ fiheirsetadd/astduilicd infclaim, 6, Yvidrein. the |gehprating demeeadt as a set
of indices such that >>[/] =1 and the nessage is denoted as m further
wher ei n M EOBRIISSFCOEIRYHBY UR & Bsabhst éﬂj[ﬂs"’(ﬂg]{ #4910, The method as

clainmed in claim. rein the ificat l.gaL TPI| i
computing h gy BenEEreiy Bt SRURE MeOBR O BT S

nmet hod aosenﬁieﬁia@eﬁ LRg 3yzone of clainms 1 to 5, further conprising applying
an aggregation algorithmto a plurality of nessages for deriving the online

signature in an aggregated form said aggregated form conprising a

signhature part th varjes correspondin o each pne of the plurality of

nessages. 12.8'Thearﬁ?ﬁr%{ﬁmasasc?l%ﬂmggidni%a'%l z’i Wﬁirffn f?‘ﬁrqq?éafat'@g Fi%Si g,

providin t i er-s r.armngd_a qmaster secret key nsk:
Y Rt Lt AL

par am= ( r mul tiplicative group with
order q, g G, xe Z* , X - gx
9. The method as claimed in claim 8, wherein the generating the online
10 signature  comprises computing: Y « Hﬁ_l i h<« H,R,m) and

iV

z4—y+hs modg;

wherein yeZ‘;, y[i] is an i-th bit of y, W < {l,...,|¢|}is denoted as a set of

indices such that y[/]=1and the message is denoted as m; further wherein the online
signature is denoted as (Y, R, z).
15
10. The method as claimed in claim 9, wherein the verification algorithm
comprises,

computing /< H(Y,R,m); and

checking whether g~ ZyR! XD
20
11.  The method as claimed in any one of claims 1 to 5, further comprising
applying an aggregation algorithm to a plurality of messages for deriving the online
signature in an aggregated form, said aggregated form comprising a signature part
that varies corresponding to each one of the plurality of messages.
25
12.  The method as claimed in claim 11, further comprising, providing a set

of public parameters param and a master secret key msk: param=(G,q,g,X,H) and

msk=x;



and H: {0,1}* - Z * is a cryptographic hash function. 13. The nethod as
claimed in claim 12, wherein the generating the secret key conprises
conmput i ngwoRoe9/gs73and s - r +H(R, ID)x nod q; wherein tReTSE20100008y | S
denoted as (R s) , the identity of said signer is denoted as ID and r Zq *
. 14. The method as clained in claim13, wherein the generating the offline
signature conprises conputing Y - g~2' for z= O... |q| - 1. 15. The nethod
as claimed in claim14, wherein the d@ri ving the online signhature in an
aggregated form conprises conputing: 7Y, 1l <r- HY,Rin,) ,z, <r-

+h, s modq and, = ein/ BlidMereiddidative | , *ar Ma@l ] xegranyls4h bit of
y, , Y <= {1%”??“?? §| js"":éshglgﬁgéaérgea%rogp s\g%h (%(dei;n(gfi c‘:gees(bs'u}(glﬁszt"h’a%tl y‘é,[i] =
land , denoteg fth | gl - ohor / =1,...,n, further wherein
the online’si hlt%rzg ':ér?adynﬁtgggrgéhe'ggfe ﬁ%‘rOtrqri is denoted as (Y1,R z) for |
l,...,,1 . 16. The nmethod as clained in claim15, further conprising,

V\/,nerein the verification algorithm.conprises, computin - H m); and
checki ng yvheth'ier gﬁ‘fﬁetﬁqﬁg e\%ﬁt‘?‘l@&%@ Cg'ir') i1%EWhF¥‘?I% %?{%r%t}ngctpgi(%%@i to 4 or
11, wherglndhpisef Edrifiang BratubRy ks 9ene(aypsk hased on the secret key. 18.
A base station for a wirel ess sensor network, the base station conprising,
a private keywisner tieosedralr kgyeiredandtag a8 §R6) ethekigentity hef said rséanekdy bei ng

based on an identity of a, node;
denoted as ID and re Z, .

14.  The method as claimed in claim 13, wherein the generating the offline

10  signature comprises computing fj <« g”zi for i=0,...]q|-1.

15.  The method as claimed in claim 14, wherein the deriving the online

signature in an aggregated form comprises computing: Y,(—HIA’H X
e,

h <~ HY,R,m),z, <y, +hs modg and z=Zz, ;
I=1

15 wherein [ =1,...,n, ye Z;, y,[i] is an i-th bit of y,, ¥, < {l,...,] ¢|}is denoted as
a set of indices such that y,[i]=1and m, denotes the plurality of messages for / =1,...,n,
further wherein the online signature in an aggregated form is denoted as (¥, R, z) for

[=1,..,n.

20 16. The method as claimed in claim 15, further comprising, wherein the

verification algorithm comprises,

computing , < H(Y,R,m,); and

2( .2 " il |JH(R,ID)
checking whether g~ =(H Y, )RZMI X(Z ) :
I=1

25 17.  The method as claimed in any one of claims 1 to 4 or 11, wherein the

offline signature is generated based on the secret key.



an offline signature generator for generating an offline signature; and a
verification nodule for verifying an online signature generated by a signer
for signiwgaowvessage using a verification algorithm thaCcTdces9onoto3r equire
a pairing operation. 19. The base station as clained in claim 18, wherein
the verification algorithmis based on an inequality equation using an
identity of the signer, a secret key of the signer, the nessage sent from
the signer and the online signature g@nerat ed by the signer. 20. The base
station as clained in clains 18 or wherein the offline signature is
re-usabl e fori8si gA hgsaudthiigl domes sdgess 2erdsor Thetwods ethet dbsorstafiorc| ai med
in any one ﬁgmﬁl ains 18 to 20, wherein the generating the offline signature
is not BRS& the secret key, such that a party not holding the secret
key is capableepidfatedwegrgenerajor fee generating gispoeturey, t2 sediet kepdwing at i on as

cl ai med 4 0.42BY agq@erg@ig 2hoks.18 to 2 1, wherein the private key generator
provi des a set of Ic paraneters param and a master secret key nsk:

par afh =(G q, @”)Qfﬂ'Pﬁ sighalturs uensiator fgi@espraticgias offlingsigngtureaandve group with

order q, g , aXveflﬁZ,Qtlon moduld faXvartfink! an é@rné}SIgna'tu% ede?at@dedeDEigﬁéﬁph' c
hash functlon 23. The base station as clained in claim?2 wherein the

pri vat e FReSi9yEA & %B?a%ewgaﬁé@”f'%'%&@%th%tyabP“’?ﬁhBOtnr@ﬂé"%y? RENRSUL i ng:
R<- gr apdration: r +tH(R, 1D x nodg \ wherein the secret key is denoted as
(R's) , the identity of the node is denoted as ID and r e Zg

10 19. The base station as claimed in claim 18, wherein the verification
algorithm is based on an inequality equation using an identity of the signer, a secret
key of the signer, the message sent from the signer and the online signature

generated by the signer.

15 20. The base station as claimed in claims 18 or 19, wherein the offline
signature is re-usable for signing multipie messages.

21. The base station as claimed in any one of claims 18 to 20, wherein the
generating the offline signature is not based on the secret key, such that a party not
20 holding the secret key is capable of generating the offline signature.

22.  The base station as claimed in any one of claims 18 to 21, wherein the
private key generator provides a set of public parameters param and a master secret

key msk: param=(G,q,g,X,H) and msk = x,

25 wherein G is a multiplicative group with order g, geC', xez; , X =g"

and H:{0,1}" — Z is a cryptographic hash function.

23. The base station as claimed in claim 22, wherein the private key
generator generates the secret key of the node by computing: R« g" and

30 s« r+H(R,ID)x modg,
wherein the secret key is denoted as (R,s), the identity of the node is denoted

as ID and re Z,.



* . 24. The base station as clained in claim23, wherein the offline
signature generator generates the offline signature by conputing Yl<- g~2
for / =0,w0.2po9y145732 . 25. The base station as clai ned i rCasg2o®0@B1 cl ai ns
22 to 24, wherein the verification nodule verifies the online signature
generated by the signer by: conputing h <- H(Y,R n); and checki ng whet her
gz wherein the nessage sent fromthe signer is denoted as m, the secret
key of the signer is denoted as (R sk4, the identity of the signer is
denoted as ID and the online signature of the signer is denoted as (Y,R 2z)
26. The base station as clainmed in any one of clainms 22 to 25, wherein

ihe verificatjon dyl e i ; i.fyi i oS g in
aggr egat ed férd‘m (%?&a%e Sgaet%gf%?%%w%j Iéﬁ%‘%%gq?%}e@{{g%?ﬁgﬁa&g uﬂrﬁgélai ty of

message br derrates the SHiine dfhalhie bficBnigiany & if peat i orforrodul e verifies
t he onl i%negeisa?grn%%nufeeisneagglpggggtaed for?m g?h c%rrputigng h HY,Rm); and

checKki ng,'g\@,g,q?pn,ﬂ. The base station as clained in any one of clainms 18 to
20, wherein the generating the offline signature is based on the secret
key. 928. A node for a wirel ess sensor network, the node conprising, a

recei ver for gseceimHethse st@tphels didynedamafy bhé Beciaingn2? to 24, avtebraingled  of

public paraneters, the secret key bei based on.,an identity of the node;
an onl i ﬁ@r'g?ﬂ}?&trﬂ?@'@é‘ﬁ%@e&tﬁ? of‘lgié %%??Bag?t?%r%tﬁg(%ﬁ?%gggcfb ature based on

at | east the @Qhiduting /8i-0Fax W, &) 2and the secret key, the online signature for
signing a

?
checking whether g”=YR"X"*P)
10 wherein the message sent from the signer is denoted as m , the secret key of

the signer is denoted as (R,s), the identity of the signer is denoted as /D and the

online signature of the signer is denoted as (Y, R, z) .

26. The base station as claimed in any one of claims 22 to 25, wherein the

15  verification module is capable of verifying an online signature in aggregated form
(Y,,R,z) generated by a signer for signing a plurality of messages m, for [=1,...,n; and
wherein the verification module verifies the online signature in aggregated form
by:
computing i, < H(Y,R,m,); and

(. 1 "y i/ |H (R.ID)
20 checking whether g* =(HY, )Rz’ﬂ}’X (Z%.1) .
I=1

27.  The base station as claimed in any one of claims 18 to 20, wherein the

generating the offline signature is based on the secret key.

25 28. A node for a wireless sensor network, the node comprising,
a receiver for receiving a secret key, an offline signature and a set of public
parameters, the secret key being based on an identity of the node;
an online signature generator for generating an online signature based on at
least the offline signature and the secret key, the online signature for signing a

30 message,



nmessage; wherein the online signature is verifiable using a verification
algorithmthat does not require a pairing operation. 29. The node as

cl ai red iwoch@/sB8, wherein the verification al gorithmpCs/Soasm@doaal an
inequality equation using the identity of the node, the secret key, the
message and the online signature. 30. The node as clainmed in clains 28 or
29, wherein the generating the online signature is further based on the
message. 3 1. The node as clained ingany one of clains 28 to 30, wherein
the offline signature is re-usable for signing multiple nessages. 32. The
node as cl ai whdrdim tlEnpniresighattraistsedf@bleo using, a wedicetien algerigin Ithafe

signature is n cret key, such that a party not holding the
secret 98?75 gtr%éup%gg)g'rﬂ?la %’nera |ng the offline signature. 33. The node as

clainmed in any one of clalns 28 to 32, wherein the receiver receives the
secret key dggot egy, %oﬁg’as%alm%a% %%ﬁmoz_“S RIHRKAiR tlﬁ@ﬂé\*ﬁb%ﬁa@@ﬂ&?ﬁ% as par am

(G aq,gq, X andt I'ine signature denoted as r
1. 34, baeeqh@aeana@eawitsnﬁauatwncw%\mﬁ@s'demmr%h the ﬂ‘l’geowgl estqi?ﬁafrl?r e

gener at %e&@&@éﬁ&ﬂ%érﬁ]ﬂe@ nafifesi gnature by conputing Y - [ Y, h - HY,
RmM and z <- y +hs nod q \ wherein; Z* , y[i] is an /-th bit of y, Yc
{I,...,] |} is denoted as a set of indices such that j>/] =1 and the
rressage i's d%OOt edhasolle dsuihingsd wheaieisn2s foe 200 hiheesis ittyn genereting thtenot ed as

Y, f cl 28 to 32, wh th
E)nl i ne Q”ﬂ'ﬁ%ﬁ'QP%tubeeﬁngl?%‘rzoaﬁgggQﬁ’é%P%g%?é)ggployl (rzlga:agsaggr egatl on ale(t:jglr |nt hme

to goplurality of rressages for deriving the online signature in an
aggregated f LM ﬁ'%e hodd%s ecgf}ltn%g in any one of claims 28 to 30, wherein the offline

signature is re-usable for signing multiple messages.

32. The node as claimed in any one of claims 28 to 31, wherein the offline
15  signature is not based on the secret key, such that a party not holding the secret key

is capable of generating the offline signature.

33. The node as claimed in any one of claims 28 to 32, wherein the

receiver receives the secret key denoted as (R,s), the set of public parameters denoted

20 as param=(G,q,g,X,H) and the offline signature denoted as IA’,.<—— g2 for

=0,...|q|-1.

34. The node as claimed in claim 33, wherein the online signature

generator generates the online signature by computing Y e—Hf’,_l h<« HX,R,m)

eV

25 and z< y+hs modgqg;
wherein yeZ‘;, y[i] is an ith bit of y, ¥ <{l,...,]¢|}is denoted as a set of
indices such that y[i/]=1and the message is denoted as m; further wherein the online

signature is denoted as (Y, R,z).

30 35. The node as claimed in any one of claims 28 to 32, wherein the online

signature generator is capable of applying an aggregation aigorithm to a plurality of



formconprising a signature part that varies corresponding to each one of
the plurality of nessages. 36. The node as clained in claim35, the
deri vi ng wbeoonil4s13¢ Si gnature in an aggregated form conpCcrse20mon@dti ng: Y,

<- --ilte, Jil- HY,Rm) ,Z21 - y, +h,s nodg and z = z, \ wherein the
set of public parameters is param-(Gq,g,X,H , the set of Z=\,...,n, vy
eZ* , y,[i] is an ;-th bit of yf , 1 {1,...,] q|} is denoted as a set of

i ndi ces such that y,[i] land , dengtes the plurality of messages for | =

l,.. .,n, further wherel n the online signature in an aggregated formis
denot ed nesssbdds Rrzierifing the ohline signaturedih aT hggregdtedaiorm) @ldradgliegaﬁ@y one of

Cnil e 5 Zonpus ik el bt (8 Tark fbéﬂr&%tﬁpgmg%dag& oAb ¥efiel ying an

a signer nessage using a

veri fi capluraiity @f gpessddes t hat does not require a pairing operation. 38. The
node as clainmed in claim37, wherein the veri fi cation nodul e verifies the
online signature generated by the signe nputing h<r- HY, Rm \ and
checki ng whet36er beg\oale(asm@)ﬂed [77grealley %5tt¥lé d@é‘t"”@fthﬁﬁﬁl'“%s'ﬁaﬂéﬂfﬁt%rs is
param = recei ved nessage sent fromt r is. denoted

as m, echQQrQE%/'e@f 8"8i gnef* TR =F&not PRI s) l,%an Lildentity of the

si gner |s denot ed as ID and the online signature of the si gner i s denoted

as (Y,R z) . 39. The node as clainmed ingclaim37, wherein the verification
nmodul e ik < H(Y,R,m),z <y, +hs modg and z = }fz,;
=1

wherein the set of public parameters is param=(G,q,g,X,H), the set of
[=1,..,n, yeZ,, ylil is an ih bit of y,, ¥, < {L...,|g|}is denoted as a set of indices
10  such that y,[i]=1and m, denotes the plurality of messages for / =1,...,77, further wherein

the online signature in an aggregated form is denoted as (1, R,z)for [ =1,...,n.

37. The node as claimed in any one of claims 28 to 36, further comprising
a verification module for verifying an online signature generated by a signer for
15  signing a message using a verification algorithm that does not require a pairing

operation.

38. The node as claimed in claim 37, wherein the verification module
verifies the online signature generated by the signer by:

20 computing <« H(Y,R,m); and

?
checking whether g* =YR" X" (P,

wherein the set of public parameters is param=(G,q,g,X,H), the received

message sent from the signer is denoted as m , a secret key of the signer is denoted

as (R,s), an identity of the signer is denoted as ID and the online signature of the

25  signer is denoted as(Y, R, z).

39. The node as claimed in claim 37, wherein the verification module is

capable of verifying an online signature in aggregated form (¥}, R,z) generated by a

signer for signing a plurality of messages m; for /=1,...,1; and



capabl e of verifying an online signature in aggregated form (Y1, R z)
generated by a signer for signing a plurality of messages m for / =1,...,
; andwherwonrzoedngsiseri fi cati on nodul e verifies the onli necyisgaadwo@3in
aggregated formby: computing , - H'Y, Rm) ; and checking wherein the set
of public paraneters is param= (G q, g, X, H . 40. The node as clained in
any one of clains 28 to 39, further conprising an offline signature
generator for generating the offline g gnature internal the node. 4 1. The
node as clainmed in any one of clains 28 to 3 1 or 35, wherein the

gener at i ng t hehapéif theneerfficgtiart modulesvenifise theoonlink sigpettreein dggyegati®. fomwi r el ess
sensor network, the network conprising, a base station; and one or nore

Wi rel ess’'sensor nodes; wherein the base station conprises, a private key
generat or forcogenéngt, i<nd/@, Reenebnkey, the secret key being based on an
identity of a node an offI i ne signature generator for generating an

of fline si gn a caiyon. (Duehor verifyi ng an online
si gnature gen 8%'«)}% B%h @E" ?{) s‘f(gnl ng a nmessage using a verification
al gorithmthat does not require ‘a pairing operation; and at |east one

W r elsess senswiiersindies s ppuldie paratneters & pefanie(Grqeg;aXyng a secret key, an

offline signature and a set of public paraneters, the secret key being
based on an identity of the node; an online signature generator for

generating am®nl img sddna slbendiripeshy one of claims 28 to 39, further comprising
an offline sighature generator for generating the offline signature internal the node.

10 41. The node as claimed in any one of claims 28 to 31 or 35, wherein the
generating the offline signature is based on the secret key.

42. A wireless sensor network, the network comprising,
a base station; and
15 one or more wireless sensor nodes;
wherein the base station comprises,
a private key generator for generating a secret key, the secret key
being based on an identity of a node;
an offline signature generator for generating an offline signature; and
20 a verification module for verifying an online signature generated by a
signer for signing a message using a verification algorithm that does not
require a pairing operation; and
at least one wireless sensor node comprises,
a receiver for receiving a secret key, an offline signature and a set of
25 public parameters, the secret key being based on an identity of the node;
an online signature generator for generating an online signature based
on at least the offline signature and the secret key, the online signature for
sighing a message;
wherein the online signature is verifiable using a verification algorithm
30 that does not require a pairing operation.



on at least the offline signature and the secret key, the online signature
for signing a nessage; wherein the online signature is verifiable using a
veri fi catworno@/igsret hm t hat does not require a pairing epesaiomoedr A
conput er readabl e data storage medi um having stored thereon conmputer code
means for instructing a conputer processor of a base station for a wireless
sensor network to execute the steps of: generating a secret key, the secret
key being based on an identity of a n@de; generating an offline signature;
verifying an online signature generated by a signer for signing a nessage
usi ng a veri f43cat iforcoalpgtar i tehdalilé adatal ostsraget medyi rr@vimgpaioréchdhayperr at i on.
44. CO err coﬁgqﬂgé % %?tlﬁstﬁgﬂ{ a? rﬂgo%éjrnﬂnjagé@sglg of;ta%%% %tgﬁ"ér?%? gonput er
code meat RSt T aet rocessor of Wi reless
sensor nretahsslsenwrmmu@%meutsﬁ@@epﬁﬂf receiving a secret key, an offline
Sl gnature ancbne@leﬁa‘?h %fse‘&\'@h«'ef Ra'sadkt R %fbenh&%%@&éﬁ”anlf@éhtl Ligndsed on an
|dent|ty of tthe no 8 generati an online signature based on at 'east the
of f1 i%ne si gne&%‘?@“&l@%%”@é@f‘ég‘rﬁkey, the online signature for signing a
message, \’\her\@r@uﬁ&ﬁn %Hllhé%lﬁagﬂétdérn%rétéd T 4 Tsiiak Qoru§lgﬁlﬁgaa vdsshgsat i on

al gorithm that does not wreapalrlngoer atio
using a verification algorlth that does not require a pairing operatlon

44. A computer readable data storage medium having stored thereon
10  computer code means for instructing a computer processor of a node for a wireless
sensor network to execute the steps of:
receiving a secret key, an offline signature and a set of public parameters,
the secret key being based on an identity of the node;
generating an online signature based on at least the offline signature and the
15  secret key, the online signature for signing a message;
wherein the online signature is verifiable using a verification algorithm that

does not require a pairing operation.



