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FIG. 2
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DETECTING POTENTIAL NETWORK ATTACKS ON
THE AIRCRAFT DATA NETWORK 302

CATEGORIZING THE ATTACKS BASED ON AN
INCREMENTALLY MORE SEVERE COMPROMISE OF
THE SAFETY OF THE AIRCRAFT FROM THE
DETECTED ATTACK

DETERMINING A FLIGHT CREW OR MAINTENANCE
CREW RESPONSE TO THE ATTACK BASED ON THE
CATEGORY OF THE ATTACK AND THE SEVERITY |~ 306
OF THE IMPACT OF THE ATTACK ON AIRPLANE
OPERATIONS AND AIRWORTHINESS

ALERTING THE FLIGHT CREW TO THE ATTACK AND
THE DETERMINED RESPONSE THROUGH THE
AIRCRAFT'S EXISTING CREW ALERTING AND |~ 3¢5
MAINTENANCE DATA STORAGE AND FAULT
REPORTING SYSTEM

FIG. 3



