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EMAIL INTEGRATED FILE DELIVERY DESCRIPTION OF THE
INVENTION Field of Invention [001] The present invention relates
generally to communications between computer systems and, in
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Background of the Invention [002] As computer networks have developed
into a means of structuring, sharing and transferring information,
information systems such as electronic ma|I email) have facilitated
communication and infor ) : : 35 I
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soft@aligemnd services, email still accounts for 90-95% of all electronic
collaborative activities in an enterprise. [004] Computer networks used by
organlzatlons typlcally comprise email servers. The email server is a
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such a computer network typically have client verS|ons of an email
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other. However, email has rapidly evolvaed into a new standard communication

medium moving beyond the typical memo framework io one of a universai tool for
conducting business. The capability to send any type of data attached as a file to an
email messags is increasingly used not only for dissemination of information but as
a means of business collaboration. Thus, email attachments have become a vital
component of an organization’s workflow.

[003] Even after the last few years of the Internet revolution, which has
generated a multitude of collaboration software and services, email still accounts for
90-95% of all electronic collaborative activities in an enterprise.

[004] Computer networks used by organizations typically comprise email
servers. The email server is a computer hardware platform where application
software responsible for receiving, transmitting, routing and archiving emails resides.
Users of such a computer network typically have client versions of an email
application software for creating, sending, receiving and organizing emalls installed
on personal workstations. The size of emalil attachments used for collaboration
varies considerably depending on the application. However, the tfrend is towards



1 WO 2004/084112 PCT/SG2004/000053 larger and larger files typically
associated with rich media applications, such as audio and video
applications. (005] Another major constraint on the usage of attachments
for collaboration in some email environments is the large amount of time
WRHIHER 2 attach large files in an email client., that is, theP§iEGRApH/000053
when a user chooses a file as an attachment to the point when the user is
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failures and lack of effective and accurate reporting capabilities. These
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specific [ocation) for subsequent charge back. [007] Conventional emaijl

file SREFAHUFALIRSR e AOMRANBHYVERANS QuHRg fidarge emall attachments through

existing email servers may come the associated problems of excessive data loss or
latency, excessive time to retrieve large files, and reliance on low technology
alternatives to recover from failures and lack of effective and accurate reporting
capabilities. These problems can be compounded by strained IT resources, a need
to extend the life of existing infrastructure, a desire to increase the guality of other
network services, a demand for an inherent fail-over mechanism for critical systems,
or arequirement of accurate data for forecasting and planning infrastructure growth
and tracking of resource utilization by business unit (i.e. department, partner, client
and geographic region or specific location} for subsequent charge back.

[007] Conventional email file attachment delivery methods and systems are
not efficient and difficult to manage, causing staff to lose precious productivity time
transferring large files to compact disc (CD), printing hardcopy of the large files for
sending by traditional courier, or using other ad-hoc manual tools such as the public
File Transfer Protocol (FTP) servers and file-sharing servers which are potentially



not efficient and difficult to manage, causing staff to lose precious
productivity time transferring large files to compact disc (CD), printing
hardcopy of the large files for sending by traditional courier, or using other
ad-hoc manual tools such as the public File Transfer Protocol (FTP)
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attachment routine being activated and identifying the )
communication links respectively, the method compifising the steps of. composing an

email having a message portion using an email client application running on the
client computer, the email having a source system and a destination system being
associated thereto; initiating an attachment routine for attaching a data file to the |
email; generating a placeholder for associating



data file for attaching to the email; extracting information from the email
composed on the email client application, the information being
descriptive of, at least, the source system or the destination system;
generating metadata based on the extracted information such that the
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server. 11] In accordance with another embodiment of the invention,
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email having a message portion using an email client application running

the daifefiecansbinempiedaainhiirniestinuraveyush Hitufisieqinatghcation fink
isesieshbeB ¢rssosRIgsLIBEEE; e Masan IREAMIY At ASAGBMR the email to the

routjine for attaching g data file to the email; means for generating a.
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dhshidognptethenthehsagmpivrtiervef thsoantad idzesdoseno e metadata being
tatta@megttro%tinﬁ]b?jag activgted and identifying the data file for

5%%&“8 o%eee c’efo eansor extracting information from the email

composed on the email client application, the information being
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means for delivering the data file and the metadata’to a hosting server
efveH Fligstca 105 SN ITHRGD Sl Se Rl e elinpit@rehaitHeaving a source
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without the data file over a different second communication link between
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into the message portion of the email in response to the attachment routine being
activated and identifying the data file for attaching to the email; means for extracting
information from the email composed on the email client application, the information
being descriptive of, at least, the source system or the destination system; means for
generating metadata based on the extracted information such that the metadata
identifies at least the source system or the destination system; means for refrieving
the data file indicated by the placeholder; means for delivering the data file and the
metadata {0 a hosting server over a first communication link between the client
computer and the hosting server; and means for delivering the email to an email
server without the data file over a different second communication link between the
client computer and the email server upon the data file and the metadata being
transferred fo the hosting server.
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3a BRIEF DESCRIPTION OF THE DRAWINGS [0033] The
accompanying drawings, which are incorporated in and constitute a part
of this specification exemplify certain aspects of the present invention and,
together with the description, serve to explain some of the principles

associated with the i rior art

block diagram of a tymrwm et m#éc%ﬁjﬁ%w%nts and

the datg@R¥8IhdheradCOBERRYBgZishongsavsiick aladrapiporalerivarik epnstitute
emaih APl é‘H:fEEﬁBF?%%%‘& RRFOSHERT RS e%%gd&hmg?t@g@w;m@rﬁnan and,

in accordance wit h an embodiment of the invention; [0036] FIG. 3 shows
a ptegekerwithdhe AascoptopiR/MB M RSN R SE the coRfiRpRgsociated with
leaghone,eRkediment of the invention; [0037] FIG. 4 shows a process
flow of an email sgndln |n|t|at|§§§ accord o at least on
SIS

embodirtéhids {H |nJ\/§: @Eﬁ' g PRl %@&pécal network of
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DETAILED DESCRIPTION OF THE INVENTION [0041] An emall

distributié9 3Gk ENPict Pheviamgresasndevdirerprseaaiacehadsgingsgng task
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refesencedingriresdlizast one embodiment of the invention;

[0038] FIG. 5 shows a process flow of a background email processing task
according o at least one embodiment of the invention;

[0039] FIG. 6 shows a process fiow of a file-uploading task according to at
ieast one embodiment of the invention; and

[0040] FIGs. 7, 8 and 9 show a real life example iliustrating at least one
embodiment of the invention.



[0042] Certain embodiments of the present invention enable an email
sender to attach large files from the familiar email interface quickly and
efficiently by modifying the process of attaching based on policies that are
driven by configurable parameters. For example, in one embodiment,
wolpattaehments that meet a threshold size would be attach€t/isingAligs3
mechanism. The attachment process is swift as the time consuming
process of attaching the file to the email is bypassed and all further
processing is shadowed for background operation. The attachment
process inserts a plaéehsie ol e SEthdISNESHENt and, .
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usedWith exis Ing protocols and methods for large file transfer. In certain
embvtiie@ias of the present invention, the transfer can be optionally
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is not_limited to these transpaort protocol a
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module replaces the placeholders with embedded links (URLS) which can
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without any, AFAChMENs. JEAMAIESSRG on any one of a set of protocols through an
integrated transport system.
[0043] The principles of the present invention may be used with existing
protocols and methods for large file transfer. In certain embodiments of the present
invention, the transfer can be optionally governed by configurable parameters such

as, but not limited to, the upload destination, transport protocols, minimum allowable
transfer rates and time-outs and upload caches. Examples of the transport protocols
are HTTP, HTTPs, FTP and UDP based transports. However, the system is not
limited to these transport protocols and can use any method of transport available on
a computer network. Among other criteria, the protocols can be chosen based on
security and performance needs of the Enterprise.

[0044] After the successful transfer, an email processing module replaces the
placeholders with embedded links (URLs) which can be used to retrieve the
attachment from the Internet or Intranet and then sends the email to the intended



the size and number of the attachments associated with the email. [0045]
While the attachment is processed in the background, the email may be
moved to a pending folder where it is held until the attachment is
processed. When the email arrives at the recipient, the attachment is
Winlghs{bizdownload, similar to how email works today. WAGIESG2004/000053
attachments are being packaged and transferred, the user can continue
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attachment tracking as well as enabling costs to be charged back
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[0047] Thus, certain embodiments of the present invention enable seamless
usage of existing email workflow for collaboration on large files without disrupting or
impacting other applications and services. Furthermore, certain embodiments may
allow for policy-based management of attachments through the use of optional
parameters like attachment size. Certain embodiments of the present invention also
provide recipient authentication based on enterprise directory standards like
Lightweight Directory Access Protocol (LDAP) to prevent attachment forwarding,
delivery confirmation to allow the sender of emails to be notified when the recipients
download their email attachments and automated background replication of
attachments to thee recipients’ preferred remote servers. Another option is for
securing previously non-secured method of collaboration via email attachments.



[0048] Existing email distribution networks such as the email distribution
network 100 shown in FIG. 1, comprise email servers 102A and 1026 and
email clients 104A, 1046, 106A and 106B that are typically located at
different geographical locations within an enterprise. The email servers
Wooansgk1G2B and the email clients 104A, 1046, 106A angdiD662a€000053
electronically interconnected by communication links 108A-108E as seen

in FIG. 1.[&5]&8‘{1 ag&%%é%?ﬂﬁ:%%@%ﬁ%t%&(é
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the petwork of email servers to reach the recipients and in the process
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email clients to retrieve and attach large files, the emall and the large attachment
have to fraverse a tortuous and inefficient route over the communication links of the
network of email servers to reach the recipients and in the process consume
valuable resources such as storage space, delivery time and network bandwidth.
[0049] The email distribution system according to an embodiment of the
invention for efficiently delivering emails with large attachment includes an email
distribution network 200 as shown in FIG. 2 and the various modules as described
hereinafter. The email distribution network 200 makes use of existing email
distribution networks with the addition of at least one hosting server. As an example
the email distribution network 200 comprises email servers 102A and 102B, email
clients 104A, 104B, 106A and 106B, hosting servers 204 and 206 and
communication links 108A-108E and 202A-202C. The email servers 102A and



clients 104A, 1046, 106A and 106B, hosting servers 204 and 206 and
communication links 108A-108E and 202A-202C. The email servers 102A
and 7 WO 2004/084112 PCT/SG2004/000053 102B and the email clients
104A, 104B, 106A and 106B are electronically interconnected by the
Wéravititfictiton links 108A-108E which is the existing email Paist{ERGtien0053
network 100 as shown in FIG. 1. The hosting server 204 is electronically
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sendin% email client 1043 for sending the email'and the attachment, an )

the REEBRAHGIEREIIMERTRN bl @ FleeiiRPR ARtk may be bi-
desdlileetdreinieinafter. [0051] Typically, email clients are provided with an

email cli ligation,.running on the.emajl glient.machine. The email .
client ap ﬁéggﬁn%ﬁ%%g’%gugearﬂg “}%?ﬁ%%@ﬂ%% gaqjggrgw&l,s\gﬂgr}ﬁeuser at the email
mesgEyéd 64hwishesilta sendssisoval imiik & dafadithadtanitimeat &ttachment) to a

atta%&%ﬁ%ﬁﬂ&%ﬁﬂi&fﬂ&ﬁ&ﬁ”ﬂféﬁ?t%@%&i‘bji!j‘ﬂ?ér' S DAY e f G ed

ema 0 contains a message portion 112 and an attachment portion ‘
1145@RaTgtaly atliee debmBourmBodithe femvensatjann steircheut by the sending

appleasiPBIient 104B for sending the email and the attachmsnt, and the receiving steps
carried out by the receiving email client 106A are described hereinafter.

[0051] Typically, email clients are provided with an email client application
running on the email client machine. The email client application allows a user to
compose messages and send the messages as an email 110, as shown in FIG. 1,
with or without an attachment o a recipient connected to the email distribution
network. The email 110 contains a message portion 112 and an attachment portion
114, if any. In at least one embodiment, the existing email client application is
augmented to provide extra functionality for providing an efficient method for
delivering email with large attachment efficiently to the desired recipient(s). The
augmentation may involve, for example, providing a file-attaching module, a
background email processing module and/or a file-uploading module for integrating
into the existing email client application. The file-attaching, background email
processing, and file-uploading modules may be software programs that may be



augmented to provide extra functionality for providing an efficient method
for delivering email with large attachment efficiently to the desired
recipient(s). The augmentation may involve, for example, providing a
file-attaching module, a background email processing module and/or a
Yiieptdiadiibyy module for integrating into the existing email B8YRG2004/006053
application. The file-attaching, background email processing, and

file-uptosdiogamadunsraing e sellvrsatRigdamsina RS Wihmented email
2004/084%112 PCT/S%ZO(M/ 0005 emggddrﬁd into an existing email
N RHEAt

c|ien‘%"§8pﬁ‘é’£€f8%t% IV 2 350 SnahclppiigRRlization. However, it

hereihatgousiévrenktsiiltethin dneaitolien t e cadidle bl aveevely; thei®ackground email
obvi iflad.ig th 1 I ly,the

P e e e e T AR P onsuie o e
indePERMRN BT R FIENS 2prigatigRnfs Yeihtiapprdaadulessioust tvesto be
modulegdeaahiave @(g,g_n@g@géﬁuggm:gpm%?%ﬁgggueman client |

applicati 52] In addition to the existing attach button commonly
found in i&?ﬁ%ﬁg %ér%%%ﬁé%(ri? é}%ﬁé%ﬁét?ﬂﬁwﬁ?ﬁlmﬁﬁﬁi%&W@ existing
provédeaitwittnh amdmatiaitathe buttdirchienadpplingtite ia#dﬁbWHQﬁaéﬁth@a%cond attach
files iLin; ici - As such, th cond aftac an

worb o e S O e R oL bl e s
File S\¢acHIRPRIO0dIatlo0a PHithe Wiskstdiffareptiv Suuretie aptistingdiftach button as
respangfite Everimitggered by a user pressing the second attach button

or the send button in the email client application. The file-attaching

module comprises two tasks. The first task is a placeholder-inserting task
300k gitsehimmMedBeThe placeholder-inserting task is activated in

respons er pressing the second attach pugton. The second task . |
o e B S R PRI FaHarB e g onts riggered
senbiihg Ustiiatiagsiagkhe setoatbatiadebptinsetdibeerst bptessindithemail client
Sengéﬁﬁﬁgﬁgée?ﬂe%ré%&i&ﬁHétﬂgb%é‘%LW;B\%%%B%%M?%%%%%‘% task is a

second attach button at a step 30 )
placeholder-inserting task 300 as shown in FIG. 3. The placeholder-inserting task is
activated in response fo the user pressing the second attach bution. The second
task is an email sending initiating task 400 as shown in FIG. 4. The email sending

initiating task is activated in response to the user pressing the send button.

Second Attach Button

[0048] When the user presses the second attach button at a step 302, the
placeholder-inserting task 300 is activated. Like in conventional programs, the user
may be prompted to select an attachment fo be attached to an email. Once the user

has selected the attachment, the attachment size may be compared against a
configurable preset threshold in a step 304. If the attachment size is equal to or
smaller than the preset threshold, a placeholder is inserted into the email instead of
the actual attachment. The placeholder may be a pointer pointing to the actual
attachment the user selected or some equivalent data associated with the selected
file. In some conventional email ciient applications, the file attaching procedure



placeholder-inserting task 300 is activated. Like in conventional programs,
the user may be prompted to select an attachment to be attached to an
email. Once the user has selected the attachment, the attachment size
may be compared against a configurable preset threshold in a step 304. If
Wie2atie@ament size is equal to or smaller than the preset threslsolzhpa0oooss
placeholder is inserted into the email instead of the actual attachment.

TherBlﬂ&@Qé’éﬂ@éﬁéé!h%ﬂt%m@&:&@'ﬁ}tmF?HQS:(?&‘%%%E:Q%E@%&&F&%m If the

user selected or some equivalent data associat ile. In

son@é@hméﬁElreﬁam%r@tﬁ?&ﬁﬁlm&rém@c&%rﬁwse@amﬁg e cedtifeas to wait for

WOtﬁ@Qé’e’r@@/’all@fEﬁéﬁ/ Sﬁ%@%k@@ﬁ@@niﬁ@tﬁﬁﬁé@ﬁ srenatinelBiRMvention, the time
|mmed|at aftert ts the attachment. If th%ﬂ%ﬁb chment is

Iargg":quée fRdUsPHA %CS é’ﬁ@%ﬁ%{‘%ﬁ%ﬁﬁé’%@ griggardless of
the l*enmémjetdﬁmmtadmnmnémst‘ﬂmem@udenqntcikfyt@aapmmmhméﬂtmemali client

the 4 lcé%H"%Pﬂ}Eﬁ gLieh ﬁ]rlrnlogﬂe% K)ﬁéd%a%%@%‘ﬁ‘&&'ﬁ'% fser change

shorter regardless r e the attac hus, the user quic

gairtdscente mﬁé)efwammgébmwn Hawewer, uﬁ@ﬁt&:&ﬁ@@@ﬁcﬁw

be qagibhFeenPLRS FIeMSHIaHETEE PhasgenfisdansinG it H@retneved
the email, H%ﬁgver if in thf@Hﬁ%@%gM the, attachment size is smaller th

a prRAEARELROIE e ERRYSBoRAL 1B6EU S A ALAB 95 <18 Certain

emainisdpneoty ef ten pleveaisurentivn, plepsbofiids caaaie asshodimedtss of file
of tl} gl[esent invention, placeholders may be used regardless of file size.

[00 & he placeholder-inserting task 300 can also comprise a prompt to

allow thd Qi to radrigephsidrr-orssidratagk At asio dlsdaonpiisefe prompt to

35599@9% Wil Reallatoneisslesigd P lRieRiod hﬁdﬂﬁeﬁ&ﬁﬁ&%soczation

for exam e be an alfhanumerlc tag that is used to associate the

atta¥fibh SSiRMethy FrejeseiddimfrioRierrRrarcRimsRgPle, be an
chagg;ﬂqbaaheumegeﬁammm w@emmmam&mvﬂm ASEeCEIgEhding
with_the attac e used ck resource usa subsequent .
e BRI e, BTN G erohAcE RUGT e ol fgnd proioc
tranémﬂﬁnd’tiﬁetamoiaﬂaé Mtadhmamghmmgmmmm iflaek resource usage
attaghieifisequent client charge back for the bandwidih and storage cost associated

with the transfer and lifetime of the attachment (i.e. the length of time the attachment
is retained by the hosting server before it is deleted).

{0050] Certain embodiments of the present invention allow encryption of the
attachment. For example, when the user selects the option, the user may also
indicate that the file should be encrypted. In other cases, when the user selects a
file, a parameter may be written in the placeholder o indicate that the attachment is
to be encrypted. Files may be encrypted using any one or more conventional
encryption methods, such as BlowFish or PGP. The sender may also provide the
recipient with the means to decrypt the attachment via a separate email or through
any other medium.

Send Button
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is retained by the hosting server before it is deleted). [0050] Certain
embodiments of the present invention allow encryption of the attachment.
For example, when the user selects the option, the user may also indicate
that the file should be encrypted. In other cases, when the user selects a
We,2amasanmeter may be written in the placeholder to indicatedthattoes/ 00053
attachment is to be encrypted. Files may be encrypted using any one or

more conygaianal cACEHRAL MeHeds -5 atil%%wzf |ghp 4??%] NShown in FIG.

sender may also provide the recipient with the means

auac‘hrﬂtﬁﬁmaﬂasses&\eteﬂéaﬁaﬁ tﬁ%ﬁ@@gﬁ aﬁﬁy&iﬁﬁbﬁﬁ@dﬁﬁh 4S@rlmioceed8 to check

BUttQﬁd&ﬁHﬂ&Qﬂéb@%ﬂd@sﬂﬁyﬁm/ qu%é”c@%ﬁéé%@ﬂﬁﬂeﬁé%matl may be
presses a end bmtéi{’%%sw as shown in FIG. 4, the emall
VA

Sendi FrRMBYA TPHRSESSINGTY Shedaskorsukkeamal
the meésrr;gme@nibjersalatepeiéﬁ 4Héwé\aeplﬁoejnﬂldeeh&lﬁnmé f80Rd in the email at

ema{hgl (?QOW ML IR REQANG ,\g&regofnf%rc%%d ocesscn By, %xssecmg procedure

groun ema pI‘OCESSIng module in a'ste owe er,
p|acéhe|at@p|§@§uda thaexising |pa@cm&1&e§m@mﬁér@ma¢ my gisectly to the email

delivesrebin @SALHABGEMHINHSrGodSERY BIRBAHRIIBIR 9BV hItRE. Once a
emstwg&p{p}gcedure the email may be sent dlrecgg to the email server

102R0¥ PR FHEl et S rirlarnpeifnte Srenainripe trpeall may be
copymt@etemmlsemefotdert@eeemmmseﬁemi@r%of@wémpl@:éheaeme&tson is

t folder.aft th t | f ail
;npag;fgz%ﬁ)% ?}48%8 ease(fsg E’lggkotg threaeussrewqwhg z:t% 32%‘% &tgeéﬂfaﬁgholder IS
with W%ﬁ@élﬁ@l@@ﬂ@nm@%@'{&mmdﬁgﬁeIdmitmmmmhoﬁﬂme may be
emaghfHenanp isativrmanie, iamediateMeiueraddo the psel Wé?l’ for the email

the user does hot have to wait for the email to be sent, which can be time
condBrifeeR i ERmR tresaRs ARegF Sin dltashmenbisdasasy

Module [0052] The background email processing module is activated

\évr?]e%étggclrjggr !Iﬁncggs tgeesse[r!pa Cée?t application. The background

[0052] The background email processing module is activated when the user
launches the email client application. The background email processing module
operates in the background of the emall client application carrying out a background
email processing (BEP) task 500 as shown in FIG. 5.

[0053] Once activated the BEP fask 500 scans the pending folder for emails
to process at a step 502. If a new email is found in the pending folder in a step 504,
the attachment pointed to by the placeholder may be encapsulated as a package
and copied into a package processing directory in a step 506. Additionally, if the
placeholder indicates that the attachment is to be encrypted, the BEP task 500 will
then encrypt the attachment as well. The BEP task 500 then may extract meta-
information from the email and the sender profile that may be residing in the email
server 102A and may compile the meta-information to provide a meta-file in a step
208. Meta-information extracted from the email may comprise, for example, the
sender email address, recipient list, names of attachments and job code associating
with the attachments. The BEP task 500 then may store the meta-file in the

11



operates in the background of the email client application carrying out a
background email processing (BEP) task 500 as shown in FIG. 5. [0053]
Once activated the BEP task 500 scans the pending folder for emails to
process at a step 502. If a new email is found in the pending folder in a
Mp28EP84HE attachment pointed to by the placeholder may B@r/SG2004/000053
encapsulated as a package and copied into a package processing

dlreCE?J&’kﬁg@ %E&QW@B@?W tﬁé%&l%ﬁplﬂﬂBqﬂ%ﬁ%%?tfmer processing

attac s to be encrypted, the BEP task 500 will then encryptt
attachin tZ"I'Eft Wgﬂa‘*ﬂg BRAUE AN JERER, Basgly fé’x“t‘i‘é&"Iéfﬂ;zf?-éx):2|4r1formatlon

from the qmuhndfdmselndhicpr@ﬂeethaﬂ PRyl IRsKENs:thg @al in the step 504,

ser ompil e m ta rma ion, to provide a meta-fil

in avgbe%:)%zg%’ Q&% roc?(rznatlon e?t?ae h1 lég?g‘?Wa Eﬁ?ﬁ %performed
for eXaripsdieHelesdingrronthileaddtess t!neo‘itaammstjm@nmdtdb has completed
attacbg%g?'ﬂﬁ %%ﬁé@ﬁﬁeﬂ%%%%@th‘@'mé@efﬂtﬁgrgg%gg%?)go%gs%mg directory

task 5 en may store the meta-file in the 11 WO 2004
PCT@%@G@W§°§8@I@§§% rbexaainle et iba atiankresna’ thdssuccessfully
104Bupleshéactdah étingresaesing4by the file-uploading module and

e ool PR A T SBA e ar
514 forttians ieanyddeddtersinaitepe foomedn iiptiejfiteis fdoaditiga step 5186, the
mOdﬁEP‘@H&%’B%@@&@M%W&E HE Bgs Cﬁ@v?é%‘é‘?'dif'“éo(#%%qm& e n'Pb is found,

attachment 214 and the meta e package processing director

be rdR&RER (35K AR aeRaainAsieRA the iaxthersiannd M.dhe placehoider in the

Succéﬁﬁlﬂ@rémwt@ ERErEQSINARPMRTS MrniORPaaR BiEkhge 208 having a
description of an exegﬁ lgflleiyﬁloa ‘Eﬁ’ module and its functions are

prov gasr?ggeﬂ?ﬁ%'? l6untd i cuRsPeAding linigiagicates where
task mmwbapmmammp@ﬁiab@mmwmungmwg@d Tteisorresponding link

Dot Ty S e RSP A s 5 T Bl = nirorm

emalESaukeR) I eerHE e, & lﬂﬁé@ﬁ‘ﬂg@m@@n@l@fwﬂlé%kqm@rmmfcitﬂrﬂresource

The gamesRANAINEHRK NLCHERIMNRES have a unique corresponding link. Thus, if the
emall has two placeholders (indicating that the user has selected two data files to be
attached with the email), two separate corresponding links are provided. The link
optionally contains other information gathered from the meta-file embedded in it like
the job code associated with the attachment and if the email sender requested for a
download confirmation and the like verification functions.

[0056] After replacing the placeholder with the corresponding link in the step

514, a copy of the email package 208 is sent to the email server 102A in a step 516
via the communication link 108B. The BEP task 500 then moves the email package
208 to the sent folder in accordance with the existing procedure in a step 518 and
reverts back to the step 502. Thus, the BEP task 500 ensures that at or near the
time the recipient at the email client 106A receives the email package 208, the
attachment 214 is ready for downloading from the location pointed fo by the
corresponding link 212.

12



the attachment pointed to by the placeholder is being stored. The
corresponding link may be provided by the file-uploading module and

may be, for example, a uniform resource locator (URL), a uniform

resource identifier (URI), or a uniform resource name (URN). Each
WReehdltdtInay have a unique corresponding link. Thus, if PGE/SEmH/HIAES3
two placeholders (indicating that the user has selected two data files to be

attached e aibietuaiRs0a s cuRARRRALIIALS fe weMERtnates the

The link optlonall contalns other information gathered from the meta-file

embIGL &R AReigatiqBp HBW@%@SMS%H‘WHWH?E&W&H?&W fiiignt
emadsticdaonegitesie @ KW &st@a0l i ﬁ%ﬁ’ﬁl@@i@ﬂb’f prstéreilisean email, the user

orrGBGE TR LI BT O Q5 e e e e lon
senﬁml[imhmaﬂfsthwesdr@ﬂﬂmé‘.tap@]ﬁnaiwﬂweﬁbammlcﬁrﬂohamdacatlon an
1088 {5RE Felaonol RN BAVErIRR &R %’s‘z‘ijﬁ%g@}z%‘%ﬁs@ 3036 é&ﬁ“be included

folder in accordance with the existing proce e in a step 518 and reverts

backté';BERpskhernex tine Hiereraaik @mﬂe@mf@%t%tsdﬁenﬂ&q tHée BEP task
timegihe é@ﬁl@@ﬁiﬁﬁb@ epavidie altbAAMABsa YRS/ Bty TR DA KR PNt the

the atta t214isre for adi om th Ioc lon pointed to

oy LB D9 574 QB CAA SHAT L5701 & Crtcal processing s
PC'ITI&@MMEGD@QE@DIQGEE](EMIB@itmp[&m:mayié;eﬁemvammmn being

the gl icati r

o A1 B8 B ke B R A g e

middle of¢f/88ksSikghes drediEihéaas&0@ sambayndified torreMideram senail sending
or shgrwamsidn EPiRaR ke RIBIMGCAS Bmal i tAEPRndiERRY COPME BI9ail sending

the terminatipon of the email cllentaﬁ{zllcatlon an automatl resu é)tlono

tho SANAPIRHRBIRREE; T Ble g, Usss (exmelRoh a0 FIaal [63AING dpthe pending
taskftidenexttintrtioe teenBE Rliesk Ho0licatefrals feomairededdhegBhd dasil. The email

500 £a Egnr%%d (?d[ atg %5.8&%96' X 5@(@&&1 &1@ §)reventln f?a%tur{a that
preven e user rom termlna g the emali %gllcatlon urq%?a
critical pri6€ES3in§ astainiembgdiroerisaahiile mreserhiivensnn spphestithe dynamic

maybe RIHGNRSHPEAARIRY in the configurable parameters. For exarnple, the FU

task 600 may poll the hosting server 204 for any changes in configurable parameters
such as the location list to be used for uploading the aitachment 214, the threshoid
for attachment size that will operate for special attaching for the email clients 104(A-
B) and 106 (A-B}), the time for which the links inserted in the emall will cease to be
valid after insertion, whether automated notification by email to the sender on the
successful download of the attachments is enabled or not, whether recipient
authentication feature (i.e. the ability to configure whether or not a recipient must
enter a password before downloading an attachment) is enabled or not, and the like
verifying functions. Any changes made by the administrator at the hosting server
204 may thus applied in a dynamic manner without restarting the email client
application. Subsequent emails may be processed using the updated parameters
automatically without the user being aware of any changes in the application
behavior or policies.
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terminated when the BEP task 500 is busy processing an urgent email.
[0058] Further, the BEP task 500 can be modified to provide an email
sending cancellation process for canceling an email in the pending folder.
The email sending cancellation process may allow the user to select an
Waw#dsiditdg in the pending folder and instruct the BEP taBkB8G2ft34/000053
refrain from processing the email. The email can then be deleted,
modified, or saved for sending at a later time. [0059] Certain embodiments

of th ,Ipr sent jnveption support the dynamic application of any changes

in th&&%&%@ﬁeters. For example, the FU task 600 may poll

the hostifi@0se]vein2sttiin ampotiamges cvcsisfigunatitethaiaassat niitbn, the file-
as the | anJi f ' hment,214. the .

tore ST g bl e ot ot P A S O RS eeng several
emailiefrels eod(metdpdadonieseip) iransiamacainehiehding linlepauiferparameters,
in the.esathpie, sra s iR Rt prid fies insasion. st sldamalstodule can

notification by email to the sender on the successful download of the

attaCAMBMYRae WIS Prsiing Aetker 784 iBR AR fibaryriRaaisaupported by

(i.e. e iatsilify tospenfRire sitig the T TR RATERP] gTtPBIShe Mk e transfer
passwar fore downloading an attachm is enabled or not, and th .
e e B B F B R e g e S, The e
hostirfgsieriotocd may beushapplidu sed ey Hemromicementwidh due file transfer

restafiipgdhe ERALSHFIIE, RPHS I PHRSAGY RN Sg%%ibv?/)it Diiefficient file transfor

processed using the updated parameters automatic out the user

beirffAWHEFR IRy dsberidon saeusp Hir fnvsfaanariioinimeaks. 13

WO 200400861 1 lhRertahsrasdinee drile plateadingdviashl endeFRldRcy of the
certﬂnﬂenﬂbo |ment%acrl|on5|st nt with the present invention, the file-
ging

uploaaing MSHHE 1A EY AT NEI Y SrG e PR SHREosPRRIRFadi R !
severacensitgroisabel enatited bpfdaeyefilddransianmipe mattisedieguork

ifi f . | +Ih 1
T R TS Sy ments
anywlggﬁhpﬁg)gg@@%&ﬁé@@@er of HTTPS tunnels may be determined by

balancing systern performance against system resource utilization, for example,
bandwidth, CPU and memory available on the hosting servers.

[0081] To further improve efficiency of uploading the attachment 214, certain
embodiments of the present invention may employ technologies to determine if
attachment 214 has already been uploaded. For example, by using technologies
like MD®%, certain embodiments of the present invention may hash the file contents of
attachment 214 and compare the hash value with the hash value of files previously
uploaded to the hosting server 204 using the same path. This feature may result in
an significant gain in bandwidth and storage as the attachment 214 will not be
uploaded again if the file-uploading module is able to detect that the attachment 214
already exists on the hosting server 204.

[0062] In certain embodiments, the file-uploading module is activated when
the user launches the email client application. Like the background email
processing module, the file-uploading module may operate in the background,
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the hosting server 204 using the HTTP, HTTPS, FTP or the like file

transfer protocols supported by the email server 102A and hosting server
204. The file transfer protocol may be chosen based on the requirements
of the file transfer situation. For example, HTTP or FTP may be the best
BistigngHos4eticient file transfer and HTTPS may be best for BetTtse20le/000053
transfer over the Internet. [0060] In certain embodiments of the present

mveeaﬂp, eRRNGYIBEER tﬂ@}@gﬁﬁtﬂ%@%ﬂu ena‘eg énpmééeﬂﬂ%sk 800 is

use of parallel processing. Parallel” processing may

exarffRORERIR iR R ﬁﬁ%‘fﬁ\dlQ%ﬂ%&t%ﬁﬁéﬁhwi&f‘séfﬁmﬁﬁﬂé}HW@F’ task
tunns!mfﬁfalpi%b@@;ﬁéd|Pmiﬁtﬁtﬁﬁbmgf§§rtﬁérsp$§é@ﬁefaﬂﬁl§tglﬁ%¥%§the FU task

Th b HTIPS t | d t db | St

oeri G RIS B B T GRS TR RO PSR E PERRARAFreinattr.
CPU and[ﬂ@@ﬁiorjdavalfmiomg)thmetﬂwhm@sém“stm@mﬁgdmssmg directory,
P fEEnBH Py '8@%{9 @ECI? Bl dtadifial ALROHERERng server

of the present |nvent| gies to determine
attacttthe Hﬂﬂ&%@%éﬁﬂ %‘@é}ﬁa §swa5884 F@ase&amlédﬁy gsiaglish

techperegiesichkie i, tﬁ@rﬁjﬁ@m%@@'mﬁﬁ%%&%@@%ﬁ@%@'@@%@!m may
hash he file c&gﬁjpts of attachment 214 %[;% compare the hash value

with TS REHP FRPAAR ALY SR canictiahis afigraetewm hakmay
usingeithieos e e pathtirhes feaBIEP sk FXUMnd U Eigndioant gain in

pancwidih g <irags B4R TAKIMPRLALE M Bl S BIeEer AR s o

if the file ding m d ule’is a Ie to MeRt

aIreé@VV@klgﬁ ahaslmaniig ébmﬁozdﬁtf[@(b@z}mﬁ; servan e dhegady, the FU
the fs@we@wgﬂasewml&@&@we\m%%mmm@%s&t&%é@%&%@a However,

cllen % pplication. Like the ba round email processing module, t

file-pfABRRITIRRINE TS Bpisaay ithetinsbrerBlald fwiebmay ‘b6 encapsuated
200éﬁ)ﬁ@hbkd@@ﬂﬂ@é@@ék@@@@ﬁaceﬁwmﬁi@ﬁcﬁ iRayHeadingyEd/andsiploaded to

o R D ST ) SRR et e @ e

pre-Hpesifad, ﬂémp@mun@smmm@maﬂm gessripttba siEth6F Twse small
parts may be recombined at the hosting server 204 fo form the package containing
the attachment 214. This feature provides certain embodiments of the present
invention with the capability to resume interrupted uploads by only uploading the
paris of the attachment 214 that cannot be uploaded due fo a bad or broken
connection which may enhance the overall efficiency of the email distribution
network 200,

[0065] [n certain embodiments, the user may attach more than one
attachment to the email. In this embodiment, the FU task 800 continues to retrieve
and send all the attachments until the meta-file is found. Once the meta-file is
found, it means that the BEP task 500 has finished copying the attachments to the
package processing directory. In the step 608, once the attachment 214 is
successfully uploaded, the meta-file is uploaded, signaling to the hosting server 204
the end of the uploading session.
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600 according to at least one embodiment of the invention is provided
hereinafter. [0063] Upon finding the attachment 214 in the package
processing directory, the FU task 600 may be initiated to upload the
attachment 214 to the hosting server 204. In a step 602, the hosting
SEAEPYBARay be polled to establish communication with tRETRG6&Kk000053
600. In the step 602, the hosting server 204 may also be polled for any

updates fagEw] ofAhg igyalieRssRARICESNal- AR GRS OLH? ff the attachmenit
operation of the BEP task 500 and FU task 600. [0064] In step 604,

hostf§ s%?@eﬁh?oﬂ‘ﬂ’i%ﬁlﬁlﬁf%ﬁ@&ﬁ%%étﬁh\é%@@ot% gehegting SeW@" 204. 1 the
attaa:tpmeﬁm@lﬂstm&tocééélﬁﬁ hibetify strsier6lid isdueicendy, N6tEh) 612 where the

task 3)?038 e‘?td J%?!%g ggﬁgler%ge %Xt hos tﬂ&%%%rv s Selﬁﬁ&an alternative

However | server ready
may@@im&@y@raﬁ@upmé fdackage) in the package processing directory

may be reisigyedipa %Mﬁé’n%pf&%&lﬁétlg%é@%@éfa% tﬁ@a&goeﬁ%% FU task

the package is larger than a preset threshold, the package ma

into SATAMPARENATRIe %t@ﬁaé@ecqq?e@eas%m 64rts h%&%@%@@%ﬂad% for
the h&éﬁﬂﬁeﬁ%f et ionfeim t@em@&mmem@dtm@ﬁmh@w@e&tm code may

RS RIS B ERRRS ISR T 09 BB IPIgRLH A ignce the
partbeﬁ@r@aﬁammm’mtlaa{bcahmlnobjm:u;nia}aﬂecgeluerabed frachahe locator code.
brokf, RARSCIRR WD, i RANGPHNSO %{;ﬁ@lfg IS ST mail. 1n at

distribution network 200.700 In certain em ments t e us r may

aua&ﬁﬁﬁaftetﬁaww@%a 89 aQeS e scaias shierrie m@lace the
FU taiskeffiiepmtimesttp ptaeve and send all the attachments until the

T s A S e s compass
direstayritinféztustap © P8 vamt ethat httdodinenicdt4dsheuteassfidht 214. The
e e B R D LR SR o
PCESatbaiaoosghanisms. For example, the locator object may use a shared key
as a means for authentication on a remote storage server and a 128-bit encryption
for secured delivery of the attachment 214. The security features can further
comprise an expiry date and time. The expiry date and time establishes the life of
the locator object, subsequent to which the attachment 214 may not be
downloadable from a server storing the attachment 214. Other security features can
also comprise components to specify whether the recipient should be verified before
downloading the attachment 214, thus preventing attachment forwarding and if a
download confirmation email should be sent to the sender once the attachment 214
is successfully downloaded by the recipient. The locator object can optionally
contain other information like the job code associated with the attachment peinted fo
by it.
[0069] Once the locator object is generated, the locator object may be written
into the meta-file (for use by the BEP task 500), and the package processing
directory may be renamed to indicate that attachment 214 is successfully uploaded.
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[0066] In a step 610, a check may be carried out to verify if the attachment
214 and the meta-file are successful delivered to the hosting server 204. If
the uploading is unsuccessful, the FU task 600 proceeds to a step 612
where the uploading error is reported before proceeding to the step 606
WsHEAsAH Alternative hosting server to upload to. [0067] PEBSG2004/000053
attachment uploading is successful in the step 610, the FU task 600 may

9enginle-g I0ERIBHE BB RIERGH JBE @F?{Bﬁ&é’g%g%gﬁ%o%e delivery and

example, a secured uniform resource locator (secure e locator
codé%?aﬁ?é-stored onto a database and associated with the attachment

214. Ongedhe] lopsdaF GeasKisMEBSTARE, colapate @bﬁﬁtﬂlﬁ}ytb%upport an optional
generated fram tf}E I%catogjcode. The locator ﬁé)[& ctisty E% referred to

2 Uk PLPARTSATANEINRS Sschiaitiew ShoatetBme R AT aE pngress for
BEF4dadkasBAaesuberlocator object to replace the placeholder in the

step 514. [0068] The locator object may be generated dynamically and

can encompass security features to prevent unauthorized access to the
attatlQsting Sew/eThe security features may comprise cryptographic

tokens, %UGP@}' keye ﬂBQtW@@ér@é@QU&'%@Q‘U@%@B@H@@%I’%@E&P&%@P&?@m like

the locator OE ect may use a shared key as a means for authentication on )

2 relHBRBIBGENRIRIB LR P TRIe R EPCRIBaYs 0SB LHIRPb fios besides
the attaemgeptididl. g ltvdeatueos: cafchertres ssanghisssalt satpiBxamples of
dat I T j t tim i thedife of the lg r

ool Do el 0A ST 20 A RS, FTR oR el 2R 8lRlers et
dowstigaadsleieseisikervee sanailpthbsierng arhdeliverothilesecurity

features gy 18IS/ GRABLRGS BBPRNR HfcleyeRGH W AHIBEEABR G R8N ure, fast

should be verified before downloading the attachment 214, thus )
preIStiFRYARE CARRBRE IR BRATRPIVES HANGPESRMRIRRRTaNR user
shoutgibestiont dadrsendieatine estiterataohmeniatidgis avecaasivlige. Parameters

o o e oS B T G AR AR ot o the

to bilijQCesyoncd4enidehtbtcotietviggttiesiadsittradecaepticiijent transport,

MaY,REMULIULR) lifecycle management. The meta-information in the meta-file can
comprise sender, recipient list, email server profile for internal recipients, including
department and location, file name and extension and job code or project
identification associated with the file attached. The hosting server {i.e. hosting server
204) that receives the attachment can replicate the upleaded attachments to the
preferred server(s) of all the recipient(s) with their profiles exist either in the
enterprise’s directory server or in the registered user database immediately after the
upload thus ensuring minimum download time for each recipient. The job code
associated with each attachment in the meta-file is stored by the hosting server 204
and can be mined to generate usage reports for charging back costs.

[0072] The secure link inserted in the email can be clicked by the recipient to

retrieve the attachment pointed to by the link either directly without authentication or
after being password authenticated depending on the configuration set. This
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into the meta-file (for use by the BEP task 500), and the package
processing directory may be renamed to indicate that attachment 214 is
successfully uploaded. 16 WO 2004/084112 PCT/SG2004/000053 The

FU task 600 then proceeds to a step 616 to log the results of the delivery
wodstemninates. [0070] The FU task 600 can also compriserctagalitysoss
support an optional user interface that can be used to view the

attachment uploading pr [ th I r

o0 oA R R B S P B oS 458 Sz 08 ey ve
funiseaayiaied ssimicenpessnténthepivailsedirieve and get a listing of

files besideyspllapvingRriionahepeEalion fs!ike, meve Mk CRIenaRAiIS & be done

result set. Examples of the hosting servers 204 and 206 are HTTP

senRSUEMNgaRRsreiaTIser ISty Sepserebivrdas dahiyeipbidiregifry access
of sinsrgandDieiedngfilesoliid ldntrdeiieri@uidisgdithBysienhe registered
like functionality in a secure, fast and reliabl nner, the hosting.servers
20 0, GRS S e L0 S oA e A Rer A A o be
featasebiorapietdisingailaddrdasibat car heafnehersvardindiagainsttthe original

metas i nlnaderhy el B IgAring 42 HeORaPBeuReH DY B8, P S GhIso be

servers 204 and 206 to control policies for storage, replication, transport,

accERQUIERRIRrERIRI & RRSRIREeMiichHBaY bR YRTdisd o ihmhpelinkeemrr from
canywgMnRAs&BaEKiaBntasiprRiibedanfrihs el arefte detontedtabr or the user

B o R R IR RS W R RTRRRe counions
Thesbdhﬁngrﬂgmeri(\itmmm@iMWare(aﬂpm tecewalodktheattacionent. In this
Canwsggfgr@ A Wgﬁh@ﬁﬁgcﬂ RERG Lo eI BE SEneah i@l for

the re their proftiles exist either in the enterprise's directory

senaifashiantcrRjarentusEPesesbddis FRQRAEH b b hpsagplwhgre the
thus;,RRSHENGMIRIMEBHRANRIeAGd B ianeasiireeiry plhedabrtode

associated with e}znagégs%ﬂv%ﬁggqigé ipaé?e meta-file is stored by the hostingv

server 2 pient is not founa In the’'direciory server or the
user database, a new user profile can be created by having the recipient submitting
2 password and preferred location for future deliveries. If the email address is not
found in the recipient list or the password is incorrect then the download can be
disaliowed; otherwise the download link can be authenticated for validity by the
hosting server. ‘

[0075] Therefore, the hosting servers 204 and 206 can be configured to
disable download by any recipient not on the original mailing list via email forwarding
in addition to the authentication mechanism for file delivery described in the
foregoing.

[0076] Further, if the sender requests for a return receipt using the existing
email client application feafure, the hosting server can send a download confirmation
email to the sender after the attachment is successful downloaded by the intended
recipient(s).

[0077] File lifecycle management can be controlled by parameters and can be
globally enforced, or enforced on a file or hosting server specific basis. This policy

18



and can be mined to generate usage reports for charging back costs.
[0072] The secure link inserted in the email can be clicked by the recipient
to retrieve the attachment pointed to by the link either directly without
authentication or after being password authenticated depending on the
worfigueation set. This 17 WO 2004/084112 PCT/SG2004/00005G2004/600053
configuration may be done either at the hosting servers 204 and 206 or
may. encaps ' ik itself [007 ecipi :
e e S e i Bsting server
pre-eleuitprneentiresied spdbpidhe pilRemenhisdeiefivd aftastall e@plesis have
protgsRk{bRAI)AE B! BeiangipatedipceRiRsiasyardNssear fEnimESeof access.
registered user database stored in the hosting servers 204 and 206. The

recipient can be asked to enter his email address that can be further
verifiethmseingichadifisabriagipient list for the email from the meta- file if

SO desirjg 5§ er.can al e i nier.. Qi :
iy b JOTTaH T su R T A SREHY B e provided

dowisiothedebfiing shversiOdisactalfserberasininistrasiortaalise enaphinyolve, for
Proviging Adramanak e @ SRRy paioreAawMardes8dhRk policies
Ipie

only the intended recipients are allowed to download the attachment. In

In =
this SRS TYBENARITHESHRD ReRIAR ARSI PeAFoeRY FaEigRh RN the email clients
prohibge. By aitante@nB Fomdincaarisdspesgsan Bisrmmisheatosafahialfer through

case where the terial sent in the attach t is sensitive requires
b 1 e has TR srbis Tt et FBte, e A fRirator can
servartor gtengsethdeaabsy ,a@dweapqséalwrtﬁdetw@b@m&byrﬂaadigg the

the %Biﬁﬂ%{ﬂé‘?’“‘?ﬂ%%rﬁiﬁ%ﬁ%‘_%‘?r&%ﬁ%t%?tﬁ{éﬂﬂé%@?tﬂ%flé?{oi%%ieattachment size

deliveries. | email address is not found in the recipient list or the

paséhabniioprEiR i BRpciRLAdaRMRA CHIR sEn gl Higstive oF Wikerwide adeninistrator
dowgipashtink siahbe mathartertaditer malidins lyséieedpstitgesaaienl cease to be

0075) Therefore, the hasti ers 204 and 2 figured.to, .. .
e ) PSSO 6 G AP SF i otioatio

forwaydingil to the sender on the successful download of the attachmenis. The

administrator can enable or disable the recipient authentication feature (i.e. the
ability to configure whether or not a recipient must enter a password before
downloading an aftachment).

[0079] The hosting servers 204 and 206 can also provide a list of the
registered email recipients, addition of new email recipient profiles to the database
and setting or changing the recipient profile information such as password and
attachment download location preference. For example, administrators can view
senders who have used the email distribution network 200 and the details of the
attachments sent by the senders. The logs uploaded by the file-uploading task and
the information maintained by the hosting servers 204 and 206 can be used fo
create reports at the file level fo provide a comprehensive understanding of
attachment resources, the availability, usage and cost of the attachment resources.
The same can be done by any event capturing software in place of the logs at the
hosting servers 204 and 206. Another word, it is the capturing and processing of
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in addition to the authentication mechanism for file delivery described in

the foregoing. [0076] Further, if the sender requests for a return receipt

using the existing email client application feature, the hosting server can

send a download confirmation emalil to the sender after the attachment is
wacwesstal downloaded by the intended recipient(s). [007 7 ]|PEESHEGY Ol@053
management can be controlled by parameters and can be globally
enforced Of ePIRLed, QR Aflsraribenling sriyersRecHic basishbit BpliMing event
18 WO 2004/084112 PCT/SG2004/000053 can be drlven_b_ frequency of
accégpremiafbplagrsrRReHBR IRGRIUTRTG 26F6es %Blﬁgcb‘%d@&?ih”g?ﬁe'i‘jper

so thghthe pHashmeetriscelesedidfienalvatipienissisrageylassdaaseskthaantified to
file, or simply after two weeks reqgardless of.the number of agcess, ,

A TR AR ST BTy o0 P ARG YL SR T U R BIFGUCES 6n @ hosting server
adnisisit attomedingk negosandecdiadgie. provided for the hosting servers 204

and 206-@@o?dPﬁﬂa%@é'eanf%@tug%myoreg@év%pf&&sqﬁmﬁy FEHNEHRdual

and moditying the various parameters that decide the policies a({:]overnlng
I

the RifRAAMYSIP IR IR0 sBFIgIsBHERS Mpntficrtion Hiesike aMdimgiehise attachment
104 §AvBld 106 (A-B). This can be done by an administrator manually

e o s B SR R AR R e e
to bgmdt@ranﬁﬂadﬁmge&mjrauaﬁﬁmﬁntsby Iae@mim‘dair&tenahm s:lge eepiure and
Chane e LSRRI s@gﬁgyﬁgj&gaﬂw%awut%%eag%@gﬁgpﬂ profit and lost

I
attaching for the emaill clients. the administrator can

chastriemeheevisroltincsf il tlated wsstele therelexmat dapedmssi® be

valid=afpi iBse EiRRodigeREMINistrator can enable or disable automated
notification by emall to the sender on the successfulfﬁownlo of the

attachmdR84he! afANRE MRS R EREE OB SRRSRTIRN LR fivention, one
authegiinplivofieaidieg(bad thecihiifatoamaligutie aibegberizs atddehment is provided

rect '%'gpefh%naﬁg[r.e qtne{h?s %?{%%%9 ﬁ‘?\fr? ’r% nd@%vp%%la@%' "W %ﬁ%%%%&%n in California
sends an email with large size attachment o four recipients namely Annette, a co-

worker in Paris, France, Ms. Asako and Mr. Taka who work for Great Production
House in Tokyo, Japan and Paul, an employee of Acme Printers, Taiwan.

[0083] FIG. 7 shows the sequence of events triggered when John 705 sends
out the email. John 705 is able to attach the large file (attachment) 702 and send
the email 704 immediately using the email interface component of the file-attaching
module that bypasses the normal attachment process by inserting a placeholder and
the sending process by moving the email to a pending folder. Thereafter, the
background email processing task copies the attachment 702 and a meta-ile (for
containing the sender email address, recipient list, names of attachments and job
code associating with the attachments) into the package processing directory.
When the file-uploading task detects the attachment 702 in the package processing
directory, it sends the attachment 702 and the meta-file to the California Hosting
Server 706, After detecting the successful fransfer, the background email
processing task replaces the placeholder with a secure URL and sends the emalil
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[0079] The hosting servers 204 and 206 can also provide a list of the
registered email recipients, addition of new email recipient profiles to the
database and setting or changing the recipient profile information such as
password and attachment download location preference. For example,
WorHagEors can view senders who have used the email #iStriisizier 00053
network 200 and the details of the attachments sent by the senders. The

logsgploaged ¥ dbeIpaNRP Al tsiRs hBNEMEIeIBIoEMASE A RN corporate

by the hosting servers 204 and 206 can be used to create reports at the

file IBGRVRERIBMIENSEOIRD RETah Swe Thiararssdm gl arerinipais:

rehsou rcefobe) E\\ﬁdﬂaml %emgg@emi@@gt@imﬁtaama&@% r@ﬁ@gmf Qﬁﬁon of file
The same can on .any, event capturing.software in.place e

e e R e R
and grsoedyirihaf Aheie p00He 451 P GFHRG ROMGOUM%IS&@&@ system
allofePreloiaRgEhaeRRies Buisrdheraiashingnt HabagnsR Y the AckE's

captured in the’logs can be used to generate access statistic allsona
per lightueiohhsgisectaey rasscaRperldbRMTt e R 408wl veeke iregistered

be qgﬁﬁ‘@ﬂ%iﬁ;eﬂ?ﬁ%ﬁ@%ﬁ%%r%ﬁmnﬁ%" %%%h&ﬁé&%ﬁ@fr@#%@ﬁ%ﬁ server 706
praC ICes on ostling server asIsS as w as per senaer IS. ..
e T EAToE I 0 T e RIS S iy of he recipients
attachenegistbyedatith éciment attraiske A0 catiore, fitet it thakCiniesdiiAd directory.

g GNP, 0QSHLIGR£9558 AR ARV SAUAERIBNS b M e

met es can {0 generate reports on resource utiliZa

accéesationitar Anastiettie dhstlranaehestinauservese0R padierfaakp (i.e. the
vendarnAnaaliain heesRiging Aol PORIOTH SIREPaN! ANRRLENT 20 are

of IT related costs to the relevant departments. Exemplary Embodiment
[0og i FEASIRTET MBS PR P REARIGRILIRBYERS &or P HRHRE RSN, one
example [ob8ehdMigeadlivesesfitig: amainal4\dthdathergttgiametientmtenhisrecipients

gg?éiad r%(]:g?i ?[]F(g]aaaﬁtggﬁ‘rc])!lg E)hj?s‘i £A8Y A%nJﬁrﬁg@a%lp gﬂ%ﬁ% 'Ju'?"?el\é%ients get the
same email with the secure link. When Annette clicks on the link in the email, the
attachment 702 is immediately downloaded from the France hosting server 806G and
no further user action is required. Similarly, when Asako 715A clicks on the link in
the email, the attachment 702 is immediately downloaded from the Japan hosting
server 808. However, when Taka 715B clicks on the same link, a web pags 902 is
launched, which prompts him to register his profile by entering his email address,
password and a preferred location for future replication, which he can select from a
list provided. Taka 715B is then able {o select that he too wants fo download from
the Japan hosting server 808 and since the attachment 702 is already replicated
there for Asako 715A, Taka 7158 also downloads the attachment 702 from the
Japan hosting server 808. Thus, one copy of the attachment 702 at the Japan
hosting server 808 is enough for serving the requirements of all recipients who
identified the Japan hosting server 808 as their preferred location.

[0086] FIG. © also depicts the process of attachment delivery to Paul in

Taiwan 720. In the example, Paul is also not registered and upon clicking on the

21



sends an email with large size attachment to four recipients namely
Annette, a co- worker in Paris, France, Ms. Asako and Mr. Taka who work
for Great Production House in Tokyo, Japan and Paul, an employee of
Acme Printers, Taiwan. [0083] FIG. 7 shows the sequence of events

Wi geetb44fen John 705 sends out the email. John 705 is Z6TE/I6240tH¢14053
the large file (attachment) 702 and send the email 704 immediately using

the W?ﬂéﬁﬁf@ﬁ%féﬁ%BQ@&@%&fﬁfﬁ%ﬁlﬁ%%WBS ,:mgg WEAALAYRAPSE Pnanner as
ehold d th

the normal attachment process by inserting a plac er an e

sendi FriRB & BolrpvingHliselertaihe 495eshiRgainTe vhinR ig She Lapan hosting
backerestgberaad [y asesandtask spidsorhpadttch aenhignaTdDafter the
meta-file (for containing the sender email address, recipient list S of .
AR RGBS B Rt L o oI R (8] T Rt et will be
packagedprodes sipecificgutofile, whieh idenfifies eathpgnasistiegents/trd08 as his
att 702 1n the package processing directory, it sends the
attgéﬁgr%z%%fégéaﬂr@ the meta-file to the California Hosting Server 706.

After detecting the successful transfer, the background email processing

task replaces the placeholder with a secure URL and sends the email 20

WO 2004/084112 PCT/SG2004/000053 704 with the secure link to the
California eMail Server 708 in the ACME corporate network from where

the email is sent onwards to all the recipients. [0084] FIG. 8 depicts the
optional automated process of replication of file attachments for

optimizing the delivery to registered recipients. In the example, assuming

that Annette in Paris 715 and Asako in Tokyo 715 have used the system

for receiving email attachments before. Thus, Annette has a profile on the
ACME's lightweight directory access protocol (LDAP) server 802 while

Asako is registered with a recipient profile on the system. As soon as the
California hosting server 706 receives the attachment 702, it checks the
meta-file to see if any of the recipients are registered with its user

database 804 or are part of the ACME's LDAP directory. The attachment

702 is scheduled for replication in the background to the preferred

location for Annette (i.e. the France hosting server 806) and for Asako (i.e.

the
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Japan hosting server 808). Since Taka in Tokyo 715 and Paul in Taiwan
720 are not registered yet, no further action is required for the time being.
[0085] The delivery of the email 704 and the attachment 702 to the
recipients in Paris 710 and Tokyo 715 is shown in Fig 9 after all the four
recipients get the same email with the secure link. When Annette clicks
on the link in the email, the attachment 702 is immediately downloaded
framaliisFrance hosting server 806 and no further user action is required.
Simifarly; when Asako 715A clicks on the link in the email, the attachment
780al igelaimatbis: downloaded from the Japan hosting server 808.

However, whaibd aka AERFriekS aaiBessame link, é}ﬂé‘ﬂba?l%%l%gat'sm a computer

launched, which prompts him to register his profile by entering his email
ASMFESR haXInG, &7 SHIPH SRIHSTed IHOAHIBA fopTRlirandpacalion, wemepLter in data

heopanastestdromia hﬁépm@v,ldgdwﬁal@ﬁlﬁ%l%msm 3bledp selecki@ent first and

he too wants to do rom the Ja an hosting server 808 and since

AR Ao aﬁaBﬁEBY W s EYRINRL AR PESIN S hgssteps o

7158 alsordpmmltgadsdheiaﬁﬂtchm 782 fremstie: JQ@ﬂl@:ﬁloaﬂﬁﬁgS%Weémail client
h ltréhone co n ttachment 702 gt the Ja| osting server
|scenougHr}8 eAIng Ih ‘?echc%}%ﬁ% g?%l?%%’i ?@r’l@ggvﬂog%@ﬂlﬁ&tem and a

tmmwmmt@memagmmaﬂwmmmted location. [0086] FIG. 9

he eaadhg Brosa3e i SRR el NN a0 SR Sl

the example |s aso no regls ere ICKIng on
2004/0%1@2&1109 F5 3 200a00in 068 distgdiatingptbenptdd fiteregistézdipseliser to the

(da &gk RRIs SR Hﬂt@%@%% ReraRidiakg: 78 g}nT(ﬂk¥§8 l%géonse to the

selects the closest location, which is the J%pan hosting server 8
aﬁﬁ@@a@ééhﬂeggw%wngaaéim@t%rﬂmﬂﬂéﬁnmmf@etw@tae@rstfan@:tacmng to the
pepegss. Furthermore, future replication and delivery for Paul will be

based on his specific profile, which identifies the Japan hosting server 808

as his ﬁ)@f@ﬁig?ﬂogg%waﬁgrthMsthe email composed on the email client

appiication, the information being descriptive of, at least, the source system or the
destination system;

generating metadata based on the extracted information such that the
metadata identifies at least the source system or the destination system;

retrieving the data file indicated by the placeholider:

delivering the data fiie and the metadata to the hosting server over the first
communication link between the client computer and the hosting server; and

delivering the email to the email server without the data file over the second
communication link between the client computer and the email server upon the data
file and the metadata being transferred to the hosting server.
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What is claimed is: 1. A method for delivering a data file as an email
attachment in a computer system having an email server, a hosting
server and a client computer in data communication with the host server
and the email server over different first and second communication links
respectively, the method comprising the steps of: composing an email
having a message portion using an email client application running on the

gient campuiRiHES 8dall Bavinga Wr%?nsﬁée@}é}p%fatggﬁéfmgr@he placeholder

system being associated thereto; initiatig)? an attachmenf’routine

SPAERiIRGS NRaSrPiStearialingdherdiptraYiichbiaerthn sk @htihg data file
therststiauiliy Selacted yAdisantm therggaikfes including into the message

portion of the email in response to the attachment routine being activated

and identifying the data file for attaching to the email; extracting

isformatihe frasthtite ssmiail eimposesrerthesaipadiatiee applicatiennthfiing one or

informatjon being descriptive of, at least, soyrce system or the .
B loR SR oo, obie L Aie e BlaHon of the data fie
ibfrepatibokih twmbthie, rmetadatéoidestifiemafileastdhfsyareamsysig@ment of the
e inati tem;, retrieving the data file indicated by the
T e S R R v e R s omting server
over the first communication link between the client computer and the

Nostna sRVREARE Saiveidng e pmall Ao hieemalaeriss githout he

data file over the second communication i tween the Client computer
and theC®RNIRG reerBIetHeciie il ariachelingtintatdiseimetadata, the unique

tramﬁgﬁgé&gwssaeérmsoswﬁh@l%&aTms HEIRRY AT BLFlRigLd. wherein

the step of generating the placeholder comprises the step of generating
the placeholder when the size of the data file selected by the user is

larger thaw arpegsel Se. id- TReethophasin R b fYEBEr GABINSIRE is further

tge step, of controlling gne or )
escripiive of the email or the data file.

6 The method as in claim 1, wherein the step of delivering the data file to the
hosting server comprises the steps of.

selecting the hosting server from a file hosting server list containing a plurality

of servers, the plurality of servers being arranged in sequence based on preference;
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more of a group consisting of storage of the data file, replication of the
data file, transport of the data file, access to the data file and lifecycle
management of the data file based on the metadata received at the
hosting server. 4. The method as in claim 1, further comprising the step of:
obtaining a unique identifier for including into the metadata, the unique
identifier being associated with the data file for tracking purposes. 5 The

method |agdihgleid datw iR aifdiscaxEasie HrenaRabLisi theRer: and

descriptive of the email or the data file. 6 The method as in claim 1, _
whereinSth8We'or i BitngIHEEE RSl ARER HiSsRNICs i abARSridbs data file

theigtess iptiisateciing theshiagtsgnaarver from a file hosting server list

containing a plurality . of servers, the plurality of servers being arranged in
sequence based on preference; 24 loading the data file and the metadata

onto theThestimgeetvas; mndistorifg Wiecdsita file adssess oéthertaiaiidte email to the

%Qet a@ c?g}gg[aéigamrg}%gg% ;ilg1IE ea%d(ggss indicating the hosting server. 7 The

as in clai Wherein the step of delivering the email to the email
server c@ehpraigtiacictepy sloge neratingoaidogtty tudldatarféspmivtessidhe locator

t%@é“ﬂé?@%%?at%ili%%t%s%gﬂ@ep%@g 8&?@&%9%”8%0@%% Burce identifier
locator (URL), a uniform resource identifier (IU ) and 'a uniform resource
neATe ) (BRING UdiRETaRRPHI RSc At O [éBNFom the locator code; replacing

the placgbqidsnig the.messagrporin ekissmallyth the locator

object; and delivering the emall to the email server. 8. The method asin
claim 7,"RIAEPE SHHRSHR PEtdpsNsr MesEgn Paibasneiths ereail with the locator
desjéatigngsystem; activating the locator object in the message portion of

the email; I,oca.tingt the data file in response to the locator object being
activateﬂ?ﬁY?dmg he ematll to the email server,

8. The method as in claim 7, further comprising the steps of:
receiving the email by the destination system;
activating the locator object in the message portion of the emait:
locating the data file in response to the locator object being activated; and
delivering the data file from the hosting server to the destination system in
response {o the data file being located.

9. The method as in claim 8, wherein the step of locating the data file comprises
the steps of:

determining the data file address associated with the locator code
corresponding with the locator object; and

identifying the hosting server containing the data file in response fo the data

file address being determined, the hosting address being indicated by the data file
address.
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delivering the data file from the hosting server to the destination system in
response to the data file being located. 9. The method as in claim 8,
wherein the step of locating the data file comprises the steps of:
determining the data file address associated with the locator code
corresponding with the locator object; and identifying the hosting server
containing the data file in response to the data file address being

degermingd riRendeshiathaddiess hengdndiratedpothefatafieRdlessie from the

25 10. The method as in claim 8, wherein the step of delivering the data
ROREIA HFEVHIRME 59 PRS5HRES the step of: receiving an
3uthoflr|izr?ti@mh$yaﬂrgum@@ﬁme@lsﬁgzﬁli@@cﬁwtﬂ{@;c@@ﬁnéﬁttiﬁeg' t&_h?and

ata file from the hostipng server to the destination system e hostin
server |H%JZV§53}%Q% E%gaa%iﬁ(ffﬁ%g}ﬁ %8%&?@%@5\;&%’? ﬁ'ﬁesﬂ%%ft'i?fg system by
sthrydiostihgAveervaih distpbutiensystenufosielivetiRgiardag filsasanby the hosting
email attachment, the system comprising: means for composing an email

having a message portion using an email client application running on a
client computer, the email having a source system and a destination

system pei ; j - the ; rinitiating_an attachment .
ine ) B A e S S aPHE L 8 AR il atachment
plagsiysiasr somésiagiting the data file selected by a user to the email for

including, info.the, Mess88 ROTUANDHL e MRl I rFRRURR IO JR8n using an email

attachment routine being activated and identifying the data file for
afliseHiAg Riicaie e AN ke RsEof st RAMBUIBriiatisMAbhianee mapurce system

canposrRdipxtn spd-slieshaarisatinng thejafgrmation being
descriptive of, at least, the source system or the destination system;_ )
means for initiating an attachment routine for attaching a data file to the email;
means for generating a placehoider for associating the data file seiected by a
user o the email for including into the message portion of the email in response fo
the. attachment routine being activated and identifying the data file for attaching to
the email;
means for extracting information from the email compoesed on the email client
application, the information being descriptive of, at least, the source system or the
destination system;
means for generating metadata based on the extracted information such that
the metadata identifies at least the source system or the destination system:
means for retrieving the data fiie indicated by the placeholder;
means for delivering the data file and the metadata to a hosting server over a
first communication link between the client computer and the hosting server; and
means for delivering the email {o an ama.il server without the data fiie over a
different second communication link between the client computer and the email

server upon the data file and the metadata being transferred to the hesting server.
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means for generating metadata based on the extracted information such
that the metadata identifies at least the source system or the destination
system; means for retrieving the data file indicated by the placeholder;
means for delivering the data file and the metadata to a hosting server
over a first communication link between the client computer and the
hosting server; and means for delivering the email to an email server

withoutthe dasaciteavpr @QW@?,%&%@QMQH@W@&M%H%@%{%@Maceholder

the client computer and the email server upon the data file and the _
RTPLES U TEARTe e RORTR iy RERRICIZE 41aas, siemafdie data e
claisckl mhereindheisnaans tangensresangsthe placeholder comprises

the means for generating the placeholder when the size of the data file

selected by the user is larger than a preset size. 13. The system as in

cl@im 1Thkspheecorpisoigimmieqisitbecootrgllisggne or more of a group

consisti e of the d ile, replication of the data file, tfransport

ot the dEtE BB SR P e I TRae of the cata
didea tiplisadion o the drimfEatranepet cft the takstifie, srvess 14, thhedata file and

SIS AR SaE ML At Bfrmgrd%%nﬁ(%ata '?18‘8%%&0:'}1%@%%%}98%&1%%’{ the hosting

identifier for including into the meta the unique i1den eing
a¥¥y&fated with the data file for tracking purposes. 15. The system as in
claim 11, wherein the extracted information descriptive of the email or the

data file, 16. The system as in claim 11, wherein the means for delivering
té-datd RRSYSHIB RedNIfaddNdr BoMBriSeT IS@ans for selecting the

hosting searey fanbBtileinedinthrerranistisentRIPIRGIRRY WY e metadata, the
urality of servers being arranged in sequence based on

servers, the pl [ .
pvaravsriejéf‘ﬁi@ér@fag RERAAGIRE Hihthrodaia B Ridiagkinconusrpres.

hosting server; and

15, The system as in claim 11, wherein the extracted information descriptive of
the email or the data file.

16.  The system as in claim 11, wherein the means for delivering the data file to

the hosting server comprises:
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means for storing the data file address of the data file onto a database,
the data file address indicating the hosting server. 17. The system as in
claim 16, wherein the means for delivering the email to the email server
comprises: means for generating a locator code corresponding to the data
file address, the locator code being one of a uniform resource locator
(URL), a uniform resource identifier (URI) and a uniform resource name

(URN); means for 488e6aHN8:2HBSRHY SHigst from éhﬁé%%ﬁﬁf&%@?ver list containing

means for replacing the placehoglder In the message portion of the email
vittR!4rRS 8%@&6%8‘m@%ws%ﬁ%aﬁfér#@qaeagm% theamance based on

sp;rw@ﬂ&g ‘The system as in claim 17, further comprising: means for

receiving the email the es at ns st means for activating the

ocator SRR TPEHEE e FOAIDR BB PRBREEAE ol B argerver and
data fllermaespimmsednrt@eﬁeomm dilgestibaing cictivateedaaiie maans Batabase, the
dgél Fip (fdataf efom he ho t|n server to the destination system in

resp onse 6 the da a‘??e'%%mge I%%a eq. T8V The system as in claim 18,
whereln the means for locating the data file comprises: means for

dﬁermlr‘H gg’tgfﬁl %}Qlﬁﬁ %%Fﬁsﬁsaﬁ\ﬁ% lalg qh\g'%% éo)%?t éﬁ‘\?edr%g the email to the

corresponding wit cator object; and means for identi |ng
herisSEYeE FROMERSIBIg the data file in response to the data file address

being detedningst, aedasinoadiass being fdicaled Bnihe, ﬂ‘?éadw% file address,

address. 20. The system as'in claim 18, wherein the means for delivering

tieccieRiG feHR BRINACHIMG saIYBH B R MM Tof Hidivmyriform resource
b QRIPYRI QUiNRR Y Beciestnaling RYRIQM:

means for generating a locator object from the locator code;
means for replacing the placeholder in the message portion of the email with
the locator object; and

means for delivering the email to the email server.

18.  The system as in claim 17, further comprising:
means for receiving the email by the destination system:;
means for activating the locator object in the message portion of the email;
means for iocating the data file in response to the locator object being
activaied; and
means for delivering the data file from the hosting server to the destination

system in response to the data file being located.

28



and means for delivering the data file from the hosting server to the
destination system by the hosting server in response to the authorization
key being received by the hosting server. 29

18, The system as in claim 18, wherein the means for iocating the data file
comprises:

means for determining the data file address associated with the locator code
corresponding with the locator object; and

means for identifying the hosting server containing the data file in response to
the data file address being determined, the hosting address being indicated by the
datia file address.

20.  The system as in claim 18, wherein the means for delivering the data file from
the hosling server comprises;

means for receiving an authorization key provided by the destination system;
and

means for delivering the data file from the hosting server fo the destination

system by the hosting server in response to the authorization key being received by
the hosting server.

28



