| AC DPA %227 PT-WD 1 Device for securing objects 5 Description The
invention relates to a device for securing objects, preferably inside
cl osed buil dings, especially for securing objects that belong to the
inventory of an 10 office. The invention also relates to a device for

detecting apd ppAonhngTsywamal s that are emtted by a transmtter |ocated
on the object and that have a unique encoging for each 15 object. A device
for securing issued tools or equipnent is known from German utility nodel
DE 200 11 952 Ul. Here, a transponder using 128-bit information and
cont ai ni ng data 20 about the type of tool, a consecutive serial nunber and
i nformation about the normal workplace is attached to each itemof a set
of tools. In this context, ReVeGoriAll Ss@HkBIA PGt De either a tool box or
a specific storage place, as long as this workplace has a stationary 25
recei ver for exchanging signals with the transponders that are attached to
the tools. The receiver, in turn, is connected to a conputer that allows
the evaluation of the signals received by the receiver and emtted by the
t ransporderBeS¢¥ERHE282i n the tool box or on the tools 30 located at the
wor kpl ace. Thus, at any point in tinme during the internal work procedures,
the current status of the tools located in a specific tool box or workpl ace
The invention relates to a device for securing objects,

preferably inside closed buildings, especially for
securing objects that belong to the inventory of an

10 office.

The invention also relates to a device for detecting and
storing signals that are emitted by a transmitter located
on the object and that have a unique encoding for each

15 object.

A device for securing issued tools or equipment is known
from German utility model DE 200 11 952 Ul. Here, a
transponder using 128-bit information and containing data
20 about the type of tool, a consecutive serial number and
information about the normal workplace is attached to
each item of a set of tools. In this context, the normal
workplace can be either a toolbox or a specific storage
place, as long as this workplace has a stationary
25 receiver for exchanging signals with the transponders
that are attached to the tools. The receiver, in turn, is
connected to a computer that allows the evaluation of the
signals received by the receiver and emitted by the
transponders attached in the toolbox or on the tools
30 located at the workplace. Thus, at any point in time
during the internal work procedures, the current status

of the tools located in a specific toolbox or workplace




AC DPA 5227 PT-WD 2 can be displayed. In another enbodi nent of the device,
a dedicated transponder is associated with each worker by neans of which
t he tool box belonging to the worker can be opened. 5 German Prelimnary
Publ i shed Application No. 197 45 953 Al describes a device for

aut omat i cal IAC DPReS2I7RI-WO identifying a nmerchandi se security |abel by
means of a base station. The nmerchandi segsecurity | abel attached to 10 the

product to be secured conprises a transponder having an NF
transmtting-receiving unit of its own that is used for comrunication with

the base station. 1f, for example, transponder enters the range of
action of_t%gn e%u%%%ﬁé%%%%thPi8P8%&5ﬁér . %NFQWEP%aEEeuﬂ?Y}g?hea15
base statiodetrianydd st 2agopbhakrsiignalssbalat8qr 648V ek cPYybPler by
transponder and that, in turn, causes the transponder to emit a response

si gnal . Thi §ep8§p@isarhighyrdie jsodlipehedpepengésgetobyhehwoblse saat ben and,
in case ofogeaggpessful checking, triggers a transmtting 20 pul se at the
base station that, in turn, is received by the transponder. This
transm tii ng-receiving sequence can be used to integrate previously
specified checking criteria which, if not observed, lead to the triggering
of an al ar nPeFR3E gt eI el Ebsderthed hapal acatdiogndies. 2596f 48efepal

transponder g1l oead ed; Hast he Hé@ggéﬁf@¥tE%Qéﬁatfé§ﬁ€§f %@%gﬁﬁ%%ign&ield

of the base station are synchronized so as to ensur at™ 1 sé 'Station
identifying a merchandise security label by means of a

base station. The merchandise security label attached to
10 the product to be secured comprises a transponder having
an NF transmitting-receiving unit of its own that is used
for communication with the base station. If, for example,
a transponder enters the range of action of the
electromagnetic field generated by the base unit, the
15 base station transmits a control signal that is received
by the transponder and that, in turn, causes the
transponder to emit a response signal. This response
signal is further processed by the base station and, in
case of a successful checking, triggers a transmitting
20 pulse at the base station that, in turn, is received by -
the transponder. This transmitting-receiving sequence can
be used to integrate previously specified checking
criteria which, if not observed, lead to the triggering
of an alarm. In a preferred embodiment, the alarm signals
25 of several transponders located in the range of action of
the electromagnetic field of the base station are
synchronized so as to ensure that the base station

reliably recognizes a received alarm signal.

30 Another electronic anti-theft device is known from German
Preliminary Published Application No. DE 38 07 936 Al.

This publication discloses an especially preferred




reliably recognizes a received alarmsignal. 30 Another electronic
anti-theft device is known from German Prelimnary Published Application
No. DE 38 07 936 Al. This publication discloses an especially preferred AC
DPA 5227 PT-WD 3 construction of a passive transponder that is conbi ned

w th a barcoge spd sobppg.Wigrensi ons are extrenely small, whose receiver is
coordinated with the double transmt frequency and that is thus
insensitive to reflections of 5 the fundanental wave of the transmtter.
The stationary transmitting nmeans is inplenented either in the form of
conventional transmtting-receiving nmeans fromthe realm of high-frequency
t echnol ogy Of°PREFRELEEAMQE &r RAFS KM ehRaBSBRPEGYI nghatk r gl igsaie@thol ogy

so that when,ihe d0oRraduct difleniidledabyahbeoht a080ONdS,, RATILS Y OUON
the electromagnetic field generated by the sta i onary

transmtti ngvhesei vengivm |, isheqaskinetdéd anspandgre | SoubXei ttathrismiedn t
radi ation. The radiation emtted by the , passivye, transponder can then be

used to trigyetdEHaY afrhf t agidﬁhrﬁh%§dé PERSEBEVEI AG G THiaES S 1fown
from German ¢ eFhAbBAER tBUDlShedo APRIEC At Bk No: + 100 %ﬁe5§;7ca§‘iiogame1

signal transmitters in the formof transponders are 20 attache
files and therangodedisygnglagist hist ampleneahnsrdi etiahdyy imetheafispondetrs are

the. cer |1 nys SH LOH b Dake By SRhde 405 15 0 19 TTeUaT abheB FOF frarhal
adm ni stratioh pigbesessqiese€Pt rAchnology or in the form of array
antennas employing stripline technology so that when the
10 product identified by the transponder passes through the
electromagnetic field generated by the stationary
transmitting-receiving unit, the passive transponder is
excited to emit radiation. The radiation emitted by the
passive transponder can then be used to trigger an alarm

15 signal.

A device for finding files is known from German
Preliminary Published Application No. 100 33 557 Al.
Here, signal transmitters in the form of transponders are
20 attached to the files and the encoded signals that are
transmitted by the transponders are detected by
transmitting-receiving means that are preferably mounted
on the ceilings and subsequently made available to a
database for internal administration purposes. A central
25 computer makes it possible to process the existing data
records by means of an adapted administration routine in
such a way that the current location of any given file

from the stock of files can be ascertained at any time.

30 Various devices for the set-up and further refinement of

transponders (passive or active functional structure) can




25 conputer makes it possible to process the existing data records by
nmeans of an adapted admnistration routine in such a way that the current

| ocation of any given file fromthe stock of files can be ascertained at
any tinme. 30 Various devices for the set-up and further refinenent of
transponder spCpRssisyey pi-wef i ve functional structure) can AC DPA 5227 PT-WO
4 Dbe found, for exanple, in European pat et EP 1 040 447 B1 or in

Eur opean patent EP O 762 535 Bl. The current state of the art in the realm
of securing 5 objects essentially describes devices for the explicit
recognition of signal transmtters attached to objects as soon as these
are |ocat ed R tFoW @ speki ere@rareainuEgropsen Retemtl1dF, dod o4 Bds an

inventory system ﬁ&&ﬂﬁéghE@£€Qn@r§%0be§65hggﬁaé? | oaned out to patrons are

each provided wth a transponder. an article check-out counter, the
signals emtted by the transponders as well as identification information

of the patrons to whomthe articles are checked out are then detected and
15 transm ttﬂbetSuarﬁéﬁtab%%%?eTﬁé arlt® cPes are EREurfed it O f orfe Y imsk e

return aseas;peses t beskhansponden si-gndleys ofeyvibest el nefeartiglies are
detected and transmtted to thgp dgtgbase. ZOe{LS.SPat. hb.eSfﬁﬁgfggﬁ
descri bes arregadrolelaecuf i $ygnsystemmbod taestore taichle dwtice okdietdted es ar e

provi ded mﬁtQ) t ransponders_t hat egi sigﬁals with igen ification codes of
the articles theassaﬁ}eesrﬁ Orpri e SRvEr A 1R alhSPreht $8@r3r8Ad a conput er

that stores identification codes
U.S. Pat. No. 6,195,006 describes an inventory system
10 with which articles that are loaned out to patrons are
each provided with a transponder. At an article check-out
counter, the signals emitted by the transponders as well
as identification information of the patrons to whom the
articles are checked out are then detected and
15 fransmitted to a database. The articles are returned at
one or more return areas where the transponder signals of
the returned articles are detected and transmitted to the

database.

20 U.s. Pat. No. 5,745,036 describes an article security
system for a store with which articles are provided with
transponders that emit signals with identification codes
of the articles. The system comprises several cash
registers and a computer that stores identification codes

25 of articles that have been paid for. In the store exit
area, the identification codes are detected together with
the date and time and, likewise indicating the date and
time, video images are taken of the person transporting
the articles. In order to recognize theft, the

30 identification codes detected at the cash registers are
regularly compared to the codes detected at the store

exit and the corresponding video data is evaluated.



25 of articles that have been paid for. In the store exit area, the
identification codes are detected together with the date and tine and,
| i kewi se indicating the date and tinme, video i mges are taken of the
person transporting the articles. In order to recognize theft, the 30

identificati ogcogdesygepeoyed at the cash registers are regularly conpared
to the codes detected at the store exit a t he correspondi ng vi deo data

~is evaluated. AC DPA 5227 PT-WD 4a The invention is based on the objective
of refining a nethod of the generic type in such a way that it is

possible to ascertain whether individual objects have been renoved w thout

per ni ssi on fridifi al8PEEFFPEd BF eR2S5 e splcitdiel yobiemt hvel efedcdfdninagaor

from an areaRftiihg buid diRg, 9\5\_1(}% h 0 ould be carried out _in
such a way that the aut hOI‘I&Z re%%l/alttyg)fewg%ﬁe%té&h%mvpat e%éggurlet ar8a can
be carried owosdithoat tanyascadtanae. wAdtAeeorididigyi @uibe doieantd onavehi s

obj ective is,achieved b% a qcer\én ce according to Caim1l. In particular, it
is provided CR& o WEPKGE it ¥tlir PREMIGH 1@ sEFQM car rSRRF biked nagaeh a

vay that $heesgeaitding, #BoMNid %@&&Sbhﬁﬁdﬁ'i%sﬁﬂcefi%mt ag 1 Aem i fpegtion
means, whereby the objects to be secured are equi pped wth an
i dentificati &8 iksHmg or vbemebot ethe o maidhddieshpfil datdeoncamedes, dite in

i dentificati S, | tected b receiving unit during the transport
of the obj ec%l&tcgega{e1 §%§s§%§%ed€%ﬁdgéllat@&rﬂﬁrﬁdc E%P%V? af vé?rlﬂ‘e?ce%stﬁéom
presence of theesedenrt hireat icemh MRANS 18 &t YRd,wWhRIEDR & 8l B%mce.

10 According to the invention, this objective is achieved by

a device according to Claim 1.

In particular, it is provided that a method for securing
objects is carried out in such a way that the receiving
15 unit detects the presence of the identification means,
whereby the objects to be secured are equipped with an
identification means or connected to the identification
means, the identification means 1is detected by a
receiving unit during the transport of the object to be
20 secured and electronic data that verifies the presence of
the identification means is stored, whereby the elec-
tronic data is configured in such a way that it allows an
unambiguous association of the signal detected by the
receiving unit with the identification means, and that,
25 independent of the detection of the identification means,
information is detected that allows the identification of

a person transporting an object that is to be secured.




tronic data is configured in such a way that it allows an unanbi guous
associ ation of the signal detected by the receiving unit with the
identification nmeans, and that, 25 independent of the detection of the
identification neans, information is detected that allows the

i denti fi cat WOR0BA109@6per son transporti ng an obj ect thaPCT/EL@4M@E1Becur ed.
WO 2004/ 109616 PCT/ DE2004/001111 5 In thds manner, it is possible that
nuner ous objects can be transported out of a building without the need for
a change in an identification nmeans that secures these objects and

wi thout a hindrance of the persons_who.are authorized to . transport these
obj ect s outtngﬁ % gggger?hdt igstgosgléégu?ga% RUSEQUS AT ey ©an

enbodi ment bé thenispeetiddorous oehar antierdzeg withdat the PRESOFor a
transporting the object 10 to be secured is detected in that the
aut hor i zat i oA2NBChabtiye 28 iAeNSdisisint sorhasiced | hhalf aseewneed these

verificatio I L er, 41 1 silble.to in.in 15
especially gPi%ﬁgsaﬁ§K%2¢?% eenanH%%n%g?gggpggsgﬁm%agéggéﬁgnwgﬁ)o f%ct to
be secursed authotithd fecuteaaspartFuthbeenuiteedts i suaduant ageousrdd carry
out the nmethod in such a way that a video recording is nade of the 20
person transpoFt+Rgt? e obfetfetlo be secured. In this manner, it is

| i kewi se possible to obtain a reliable identification of persons who have

taken objects to be secured out of the secure area. 25
A first preferred embodiment of the invention is

characterized in that the person transporting the object
10 to be secured is detected in that the authorization ID
badge of the person 1is <checked in an automated

verification step.

In this manner, it is possible to ascertain in an
15 especially simple and reliable manner which person has

taken an object to be secured out of the secure area.

Furthermore, it is advantageous to carry out the method
in such a way that a video recording is made of the

20 person transporting the object to be secured.

In this manner, it is likewise possible to obtain a
reliable identification of persons who have taken objects
to be secured out of the secure area.
25
An especially preferred embodiment of the invention is
characterized in that the identification data of the
objects to be secured and the identification data of the
persons transporting the objects to be secured are
30 detected separately from each other, whereby the

identification data of the objects and/or the




An especially preferred enbodi nent of the invention is characterized in
that the identification data of the objects to be secured and the
identification data of the persons transporting the objects to be secured
are 30 detected separately fromeach other, whereby the identification
data of thewogoegiosciand/ or the WO 2004/ 109616 PCT/ DE2084t®@3idhd/bo1161
identification data of the persons are seeured in a data area that is
specially protected agai nst external access. This enbodiment of the
invention is especially well 5 suited for use in applications in which
nuner ous peigons, work .in %pe secure area whose personal privacy rights

cal | for spiCPAFIpHr6RELLPoR2YM PhartheuPgr SOPRI §TENSEEURSS 18t & néata

i nvention npkes that19sP9ssibhhe 14,0 REeKeRle AUAANzed AbansROLLRLcedur es
of objects to be secured frombéing related i'n any way to the persons

transporting said objects. For exanple, in this manner, it is possible that
only 15 ungder special .prerequLsites i.s stqored identificati dat of

per sons ac?ﬂgiéd %?ﬁ?gttﬁ%fi&%ﬁ?i%?@ﬁ?ﬁﬂﬁ”ﬂafﬁ<ﬁ5p?%%a£g¥sdﬁ€l%Tnked
to identsfigaiten dava@fe obi eshis110atbEnseGHr @hi 20 AMASRECI B dons

advant ageous enbodi nent of the invention mnekes it possible to ascertain
per sons whovo#kt Heut thautsesiizat pera Haveser @edppontadd pbiesry gutgfst he

of “the per soat araEEBe L EL o sk iBhT ed 1o Take objects out of the area
that is to be
In particular, this embodiment of the invention makes it
10 possible to prevent authorized transport procedures of
objects to be secured from being related in any way to

the persons transporting said objects.

For example, in this manner, it is possible that only
15 under special prerequisites is stored identification data
of persons accessed and/or is the identification data of
the persons linked to identification data of objects to

be secured.

20 An especially advantageous embodiment of the invention
makes it possible to ascertain persons who, without
authorization, have transported objects out of the area
that 1is to be secured, but to prevent access to
identification data of the persons who have been

25 authorized to take objects out of the area that is to be

secured.

In order to prevent access to personal data that is to be
protected, it 1is especially advantageous to ascertain
30 which of the objects taken out of the secure area have

been brought back.




secured. In order to prevent access to personal data that is to be
protected, it is especially advantageous to ascertain 30 which of the

obj ects taken out of the secure area have been brought back. WO

2004/ 109616 PCT/ DE2004/001111 7 Furthernore, it is advantageous to carry
out the net maxl2004/m9616ch a way that el ectroni c data aboeCTmeommemyial of an
object fromthe secure area is deleted onte the object to be secured has
been brought back into the secure area. 5 This has the advant age of
reducing the risk of msuse of stored data and al so of reducing t he
storage space_needed for, storin th data. 10 Moreover, S adgﬁn ageous

to check whéPREPSEBCEErs 1hatd B S haRKCPAEY PW@ é#gﬁ.Tﬂ s to

be securediw tshich & swegi thakl %Lflf‘c”ﬂ:%i)é bheE aBduko tHArtenda RUSPRL ed
processing routine in case one of the objects to be secured has not been

br ought bacRkni ebdecie fros §@QMS§QHKQ1aw¢¢uISt¢ﬁﬁ$¢ﬁ@|¢m@®l@h©e®bmﬁcbf

time. In thi nner %E vaI f 38 bj.e ts an be detected in an
aut ormat ed m%é &?t §gpr |§a§au§Fﬁg %#ﬂiﬁﬁ%: o oﬁ?ﬁ&f%r%ﬁ%%ort
procedures of the 20 secured objects Furt her nore, |t i s advant ageous for
t he autonated proce55|ng routine to _conprise the generation of a warning.
25 This has the ‘advantage of reducing the risk of misuse of
stored data and also of reducing the storage space needed

for storing the data.

10 Moreover, it 1is advantageous to check whether objects
have been brought back into the area that is to be
secured within a specifiable period of time and to start
an automated processing routine in case one of the
objects to be secured has not been brought back into the

15 secure area within the specifiable period of time.

In this manner, the removal of secured objects can be
detected in an automated way without this causing a
hindrance of authorized transport procedures of the

20 secured objects.

Furthermore, 1t 1is advantageous for the automated
processing routine to comprise the generation of a
warning.

25
Another preferred embodiment of the invention 1is
characterized in that access to the secure data area can
only be gained after the input of at least one
authorization code.

30



Anot her preferred enbodi nent of the invention is characterized in that
access to the secure data area can only be gained after the input of at

| east one authorization code. 30 WO 2004/ 109616 PCT/ DE2004/001111 8
Moreover, it is advantageous for access to a specially secure data area to
only be gai NRZWHY616 he i ndependent input of two di f PETOER004GOHSY i zat i on
codes. 5 In another advantageous enbodi nefit of the invention, a method for
securing objects inside protected areas with which the objects to be
secured have a transmitter, the transnitter provides an encoded signal in

the presencg ok, X%Irec§£v&ggE*i&%ﬁkaéggggnqgggda +g§ Itos de égéeg P a 10

receiving unit a Jubsequént Ty conver i'nto roni Cal processabl e
encoded dat aecsreardated atdaito SHIR devwajailrat 4fteer egied Vifigepdhdent
anplifies the electronic data, that the electronic data is transmtted
via an intetPREE & &0 A TEFERT PAHNARIFHH 90 m@dashat 15 the encoded
data is stored in a data storage neans, that a recording unit for video
data is activated when the encoded data is recei ved, and that the video
data is S st énec&nczﬁle&noadeamulgje@ais nemberioknttheo i nvkat iaveirs isordevace for

pecuring obieetsal telde gl osed ubldings.  wherchy Lhe ol et 1o ey pecur od
encoded signakth Wm%wﬂ%ﬁé&@%eﬂéo®%jé%éﬁ@@d'ﬁa@@t%C%Q%dﬁhf%ter, the
transmitter provides an encoded signal in the presence of
a receiving field, the encoded signal is detected by a
10 receiving wunit and subsequently converted into
electronically processable encoded data is carried out in
such a way that the receiving unit amplifies the
electronic data, that the electronic data is transmitted
via an interface to a first data transmission line, that
15 the encoded data is stored in a data storage means, that
a recording unit for video data is activated when the
encoded data is received, and that the video data is

stored.

20 Another subject matter of the invention is a device for
securing objects inside closed buildings, whereby the
object to be secured has a transmitter that, in the
presence of a receiving field, supplies an encoded
signal, whereby the encoded signal is detected by a

25 receiving unit and subsequently converted into electroni-

cally processable encoded data.

This device is characterized in that the device comprises
a receiving unit, whereby the receiving unit amplifies
30 the eleétronic data, in that the device has an interface,
whereby the interface allows a connection between the

receiving unit and the first data transmission line, in



25 receiving unit and subsequently converted into electroni- cally
processabl e encoded data. This device is characterized in that the device
conprises a receiving unit, whereby the receiving unit anplifies 30 the
el ectronic data, in that the device has an interface, whereby the interface
al l ows a cowedtd/aéliset ween the receiving unit and thectribEstosdet s

transmi ssion line, in WD 2004/109616 PCT/ ®E2004/001111 9 that the
interface is configured in such a way that the encoded data can be
transmtted to a data transm ssion network, and in that the data

transm ssio twork . connects the interface to a data archive for purposes
of 5 procesgkﬁ%g ﬁﬁ& s]tngtr?lﬁ Fdat &7 gﬁ&f?tﬂ%ed{:ejrﬁlﬁu‘f e ef@ddée atdaYlgecan be

stored in tbecadeli wstaherabyd hergnspdedeqdatd 41 HAYEr St PSS &9
operation, activates a recording unit that is located in the i medi ate

vicinity ofeENerkeceP¥ichgifi ekFhadndthiat deéeyet rao spriceessn virddordok dat a,
wher eby the,yi a t e recording unit. _is transmtted tpo the
SAREEE LR A A T chonrid e S MEPUG tfin e

archive by nmeans of a ‘seco ransm ssi on Tine an
archive5 wheoebysiaftendt beoexpigr aldten efnd ddrisedudret Mal cilurémgodadi ch no

ot her recei%%gg event occurred as a result of a 15 signal of said encoding,
f

a readi ng o CPRe R% oPLATRS: 41 oFhEh&TEHiig&, prlesTrob¥E| Fhisel to the
di ng . . . ;
encodi ng asga¥gl | t3s pfefhe yi d%@«i@é@ihg tBhQQ%rteldon' n é‘Bt‘i%%fet‘éé’" ly
preferred enbodi ment ‘of the invention, 0 the receiving anit for receiving
and anpl i f yregordengencodedsitgnd tamapedcésstae lieasidiene ofi¢heity
followng of the receiving field and that serves to process video
10 data, whereby the video data taped by the recording unit
is transmitted to the archive by means of a second data
transmission 1line and then stored in the archive,
whereby, after the expiration of a time interval during
which no other receiving event occurred as a result of a
15 signal of said encoding, a reading out of the stored data
of the object previously belonging to the encoding as

well as of the video data is triggered.

In an especially preferred embodiment of the invention,
20 the receiving unit for receiving and amplifying the
encoded signal can process at least one of the following
types of signal: electromagnetic waves, acoustic waves or

infrared radiation.

25 Furthermore, it is advantageous for the receiving unit to

allow the transmission of signals.

It is also advantageous for the first and the second data
transmission lines to each be a means for the loss-free

30 transfer of data.




types of signal: electromagnetic waves, acoustic waves or infrared

radi ation. 25 Furthernore, it is advantageous for the receiving unit to
allow the transm ssion of signals. It is also advantageous for the first
and the second data transmssion lines to each be a neans for the

| oss-free WO2pHHE6Ir of data. WO 2004/ 109616 PCT/ DE200%DBO®AAA 11110 I n an
especially preferred enbodi nent of the inention, the first data
transnission line is an RS 232 cable. Mirreover, it is advantageous for the
second data transmission line to be a coaxial cable. 5 1In an especially

preferred eppodine 0 |nv t|on e interfac ate
Furthernnrefp gh éH \éﬁé geotis gfqﬁ%a?% %?%%?ng %eﬁ%ejﬁ% “€¥ '
interface tohéofmratuaatahwangmas%h@heqlp@/vqrs SURR v32l kadneespeci al ly
preferred enbodlnent of , the invention, the data transm ssion network

consi sts of %Fepéé§%'on%tFE?SISaQSQNBE%Q%QGSatfpéasthGneSGaKHNirah%m¢55|on
l'i ne. Furth@% gﬁlsgiohslgggaggagﬁogs l%ﬁe daya transmssion line to be

an RS 485 ca I'n an especially pre ferred enbodlnent of the invention,
at | eastS one data archive is connected to the data transm ssion network.

Furt hernore is advant eous for the data archive to 25 have at | east
one FBAS (BNt)aglﬁg@qqﬁﬁ& %naregprgﬁg embodiment of the idinvention,

the interface is a gateway.

Furthermore, it is advantageous for the receiver as well

10 as the interface to form a unit having a shared power

supply.

In an especially preferred embodiment of the invention,
the data transmission network consists of at least one RS

15 485 bus and at least one data transmission line.

Furthermore, it is advantageous for the data transmission

line to be an RS 485 cable.

20 In an especially preferred embodiment of the invention,
at least one data archive is connected to the data

transmission network.

Furthermore, it 1is advantageous for the data archive to
25 have at least one FBAS (BNC) video input and, at the

maximum, four FBAS (BNC) video inputs.

In an especially preferred embodiment of the invention,
the data archive is connected to a local network, as a
30 result of which data from the archive is supplied for
evaluation purposes to different places within the

network.




maxi mum four FBAS (BNC) video inputs. In an especially preferred

enbodi nent of the invention, the data archive is connected to a | ocal
network, as a 30 result of which data fromthe archive is supplied for

eval uati on purposes to different places within the network. WO 2004/ 109616
PCT/ DE2004/ o@12004/109415 Furt hernore, it is advant ageous for/pED®sb@anl net wor k
to be an Ethernet. In an especially prefarred enbodi nent of the invention,
5 the data is evaluated by a conmputer having a neans for processing

I nternet standards. Furthernore, it is advantageous for the data archive to
be a digital data archive. 10 In an especially preferred enbodi nent of the
invention, the digital data archive uses a hard disk in order to store

the data. 1puFunbbapmere.id tid Sag0dyankgesnys sher de dats alohiys too be an
anal og data archive. In an especially preferred enbodi nent of the

i nvention, behantEbhsmheter for supplying the encoded signals 20 supplies
at | east one_of the followng.t s of, signal: electro netic ves,

acousti c maggsagr%%ﬁ?%ﬁ%%ﬁyrgé%gﬁﬁﬁ?d KRR E, Oft §F 2SR us for
the trarsm ther dben 25 suvpphyicR@ the encodgtteINabeihg Be nddanspender.

In an especially preferred enbodi nent of the invention,
procéssing Internet standards.

Furthermore, it is advantageous for the data archive to
be a digital data archive.

10
In an especially preferred embodiment of the invention,
the digital data archive uses a hard disk in order to

store the data.

15 Furthermore, it is advantageous for the data archive to

be an analog data archive.

In an especially preferred embodiment of the invention,
the transmitter for supplying the encoded signals
20 supplies at least one of the following types of signal:
electromagnetic waves, acoustic waves or infrared

radiation.

Furthermore, it is advantageous for the transmitter for

25 supplying the encoded signals to be a transponder.

In an especially preferred embodiment of the invention,

the transmitter is a semi-active transponder.

30 Furthermore, it 1is advantageous for the objects to

preferably belong to an office inventory such as fax



the transmtter is a sem-active transponder. 30 Furthernore, it is

advant ageous for the objects to preferably belong to an office inventory
such as fax WD 2004/ 109616 PCT/ DE2004/001111 12 nachi nes, cell phones,

| aser beaners, data nedia or files. The presence of the signal transmtter
in the det esa2mM/10861%6i el d or in the transm tting-recei vcn@rkedboeiiimhi ch is
preferably an el ectromagnetic field, is uged either to generate an alarm
signal or else to register and store encoded data that is contained in the
signal transmtter. Nunmerous possible nodalities of use can be

i npl ement ed. 1g.ln t he case o% devicej or nmet hods that make use of the
gener ati on BRCAN"ETC0dEF i gRACPHRP mediSSH ReeMGTa: Eeddsnietép a?fached
to the objegt1ég. order to store the received encoded data separately in a
menory, whereby the latter is connected to a data processing routine, as a
15 rule, the data processing routine is utilized for the follow ng

: t he signal has, been det.ected, a,. concl.usion is drawn on the
Egg?§n8$ tﬁgﬁgi %gﬁﬁgéﬁxﬁﬁg§hgs%ﬁgqﬂﬁ(ﬁf?ﬁﬁ%k??eﬁpﬂpo q)ﬁ%ﬁeﬁﬁﬁ%% time,

interactied fyell tdie det eeld ofréhehdttwhgreRyctiRe dpcat ko, ofyHihe, 205
detection field nmakes an indirect conclusion about the current |ocation of
t he obj ect .PFefpsablye ahatlerés riomasma ot cAhel dnddrenta¢dly eBéhegontyd ned

e ot oo BEnUEBER] 56, SR LRI LR 900 LUl LA Pl
execution oént¢bded data that is contained in the signal transmitter.
Numerous possible modalities of use can be implemented.

10 In the case of devices or methods that make use of the
generation of an encoded signal by means of a signal
transmitter attached to the object in order to store the

received encoded data separately in a memory, whereby the

latter is connected to a data processing routine, as a

15 rule, the data processing routine is utilized for the
following sequence: once the signal has been detected, a
conclusion is drawn on the basis of the signal encoding

as to which object, optionally at which time, interacted

with the detection field, whereby the location of the

- 20 detection field makes an indirect conclusion about the

current location of the object.

It is true that the invention can fundamentally be
combined with familiar merchandise security methods and
25 that familiar merchandise security systems can
fundamentally be modified for the execution of the
invention, but the invention allows a much more

comprehensive mode of functioning.

30 In particular, the invention makes it possible to operate
a merchandise security system in which objects to be

secured can be taken out of a secure area without there




i nvention, but the invention allows a nuch nore conprehensive node of
functioning. 30 In particular, the invention makes it possible to operate
a nmerchandi se security systemin which objects to be secured can be taken
out of a secure area w thout there WD 2004/109616 PCT/DE2004/001111 13

bei ng a needWoxogragisi vate or renove security | abel s fegrpebdosofyipose. In
particular, the invention makes it possibize to 5 inplenent a nerchandi se
security systemw th which the unauthorized renoval of objects to be
secured can effec- tively be avoi ded wi thout the need for a deactivation of
security labels. 10 For purposes of a nore conprehensive illustration of
the achi eve@irgnét P&R4 it , deaetiBrtowpHg rerasl sdairignoviakests tfer shar ed
use, for exggpéepug okax machines, cell phones, portable conmputers, |aser
beamers or data "nmedia within a building conplex, preferably an office 15
buil ding, calls for the configuration of a device that fundanentally

all ows the Jgrrpl ogees in the building conplex to use and - if necessary -
to rel ocat et FheP2BhdFefent i ond® ob BRES 1Byt MgksFer dfl y PS tiHate &© any

time when apnobpgehti S tAKERHANG S ; ) byjil; dipn out
of the buil di%g itself, a pr ocedt:JL(r‘%ee ?%b@?ﬁ?F?Aa{SS/ﬁﬁtﬁgtewgﬁlo&glghl igLn to be
made bet weepnaiyehopérsdn nemovieds dfakam] ¢dies obpebe ardureel aljrecifiidsel f.

This i nk makes,it. possi hl o dr.aw concl usi ons about the 25 nmanner, about
how and about'%Wh% Ris 2V @%C{ H%lqab?%tct&i‘% need” £67°a eactivation of

security labels.

10 For purposes of a more comprehensive illustration of the
achieved functionality, the following example is
provided: the shared use, for example, of fax machines,
cell phones, portable computers, laser beamers or data
media within a building complex, preferably an office

15 building, calls for the configuration of a device that
fundamentally allows the employees in the building
complex to use and - if necessary - to relocate the
above-mentioned objects, but preferably so that, at any
time when an object is taken out of an area within the

20 building or out of the building itself, a procedure is
initiated that allows a link to be made between the

person who has taken the object and the object itself.

This link makes it possible to draw conclusions about the
25 manner, about how and about who has taken the object in
question through the detection area. On the other hand,
it is not always possible to readily identify the
carrier, or rather the person, who has possession of the
object to be secured in such a way that an unambiguous
30 link can be made between the object and the carrier of
the article in question. One possibility would be to

provide all of the people who have access to the objects




guestion through the detection area. On the other hand, it is not always
possible to readily identify the <carrier, or rather the person, who has

possession of the object to be secured in such a way that an unanbi guous
30 link can be made between the object and the carrier of the article in

question. Ona® posmwéisl ity woul d be to provide all of phepresrbaiyho have
access to the objects WO 2004/ 109616 PCT/43E2004/001111 14 with their own

additional signal transmitter that would then forward person-specific data
to a receiver as soon as the signal transmtter enters the detection
field. 5 The,invention is especially suited for use in closed buildings,
for exanpl eW1bPfité€dui P ngddidir@la voamal FoprnpBASERISpEt jeould

i dentificatj f r‘%&gﬁy C I a ,.coul d. equi p W th
an additi ongﬁgnt rfgr]fspond rgﬁgrslegg%ﬁﬁg{% ea%% gtggi A ggggtlte?’%ﬁ gané f%)(g ¥ 10
woul d al | onea thaksiwhhlt heacamiiter roferithe scahed. datecaricei \fdkilel .devi ce
could be configured in such a way that, as a result of a coincident

arrival of an encoded signal fromthe transponder attached to an object

and of - sanother sancadedos! anal bpupitdie additkanal ebanshondar Jdfdgeat ed
on the conpany |D badge, a storage procedure that records all encoded data
is triggereduhdinghe detrecexanplereafifs entleredidde, gednakt ee méarsticcess

of SUeh 20 5O EBGERFEUNELY, ERY: SarghatRYal Seonds QD Lhg veari g, of Che
outside idepahi cai eadEANS colld peesafhipPelNCRL£RCtaA | BKRitional
transponder whose signals emitted in a detection field
10 would allow a link with the carrier of the card. A
conceivable device could be configured in such a way
that, as a result of a coincident arrival of an encoded
signal from the transponder attached to an object and of
another encoded signal from the additional transponder
15 located on the company ID badge, a storage procedure that
records all encoded data is triggered when the detection
area 1is entered. The guarantee of success of such an
object security device, however, depends on the wearing
of the person-specific identification means. In addition,
20 the wearing of an outside identification means could

result in incorrect links.

Another aspect of an object security system according to
the invention lies in its compliance with data protection
25 requirements when objects are used simultaneously by
numerous authorized users, whereby the objects should be
registered at all times in a system that ascertains any
unauthorized removal of an object and that allows a
linking to the person removing the object while, at the

30 same time, complying with data protection requirements.




Anot her aspect of an object security systemaccording to the invention
lies inits conpliance with data protection 25 requirenments when objects
are used simultaneously by numerous authorized users, whereby the objects
should be registered at all times in a systemthat ascertains any

unaut hori zegg RFPMRE1c0f an object and that allows a | ppkipRgodsBoifi® Person
removi ng the object while, at the 30 sangstine, conplying wth Jata

protection requirenents. WO 2004/ 109616 PCT/ DE2004/001111 15 Therefore,
the invention provides an extrenely effective, data-protected object
security systemthat is especially suited for use inside closed buildings.
5 Addi ti onaThadeanrageshespavicalt fcgatpresi derl il vent oereelis etfibodivent s of

the inventi a ned framthe _subordinate clains and fro he
presentatioﬁgggvéﬁggggg%% 5%*5“%&e?%?PgaggnﬁgﬁFﬁ@nﬁ%a%aﬁfﬁge?%?%?%%%% to
the drawi ngsitd@ Fogutueelisbowe alssheniiuiddiepisesentation of the device
according to the invention. Preferably, the device according to the

invention 15 conprises a conputer for processing recorded video data as

vel | as s heagpeedefl data. ol dNed ransaLiLe! f.9¢8ked Ay aluob) £64eLos be
secured. The term "conputer ere i s not to be construed n any )
restrictiveembndémenttat SO€verhe Thinsegatni dde ady Upét glilkatned s feapabtiee of

carrying out congutatiogﬁj,for exanple, a work statiogn, a persona
SH?QF &Bﬁﬁ@t agms and from the presentation given below

conputer, a
of a preferred embodiment, making reference to the
drawings.

10
Figure 1 shows a schematic representation of the device

according to the invention.

Preferably, the device according to the invention
15 comprises a computer for processing recorded video data
as well as the encoded data of the transmitter located on

an object to be secured.

The term “computer” here is not to be construed in any
200 restrictive manner whatsoever. This can be any unit that
is capable of carrying out computations, for example, a
work station, a personal computer, a microcomputer or
circuitry that is suited for carrying out computations
and/or comparisons.
25
The term archive refers especially to a superordinated
computer-controlled memory that systematically compiles
and manages data and information. The content of this
archive 1is queried and output in a structured manner
30 using at least one suitable means for data processing.

The means for data processing can be based on a logical




circuitry that is suited for carrying out conputations and/or conparisons.
25 The termarchive refers especially to a superordi nated
conputer-controll ed menory that systematically conpiles and manages data
and information. The content of this archive is queried and output in a

structured WRywes1038isUsi Ng at | east one suitable neans E@@F%%%@ng ocessi ng.
The means for data processing can be baseg on a IogicaF 004/109616

PCT/ DE2004/ 001111 16 problemoriented structure of the data for storing on
a nmass storage device. A few famliar synbol-oriented structures are known
by 5 their abbreviations BASIC, PASCAL, C(++), COBOL or Java and they
serve for theodéemroprentest somptenrsystfensie dtrzoler, ssomictures dased
on the Inte&ggg are alsod known. Here, the Internet is to be understood as
an open mESS Ret Wor K of e@éFSMay" conputers that are structurally 10
connected by a uniformInternet protocol-address set-up as well as
physically via data lines. As enployed in the device according to the

i nvention, A fewnpiarelltant someal ek wnhketls sdasstivses bgra dawpinexdy 15

System of ehas Pl aseRdILRANS BAGIRY IR ¢ L0gF ¢ BakoronedSatde

dat a- processSi ng neans, ere a network ““can ‘di by "a“certain
confi gur atieandf thmyanathee foet wiik. d2@ellpment cofl BepAkk, Seaesmd .

data-proceﬁﬁing means that are connected to each other, central nenories
and dat a, or&over, structures based on the Internet are also
known. Here, the Internet is to be understood as an open
mass network of “gateway” computers that are structurally
10 connected by a uniform Internet protocol-address set-up

as well as physically via data lines.

As employed in the device according to the invention, a
computer-controlled network is described by a complex
15 system of data-processing means and by the data lines
that connect the data-processing means, whereby a network
can differ by a certain configuration from another

network.

20 Thus, via a network, several data-processing means that
are connected to each other, central memories and data,
printers, scanners, etc. can all be shared. Among others,
the following networks are known: (1) several computers
that are connected to each other in a spatially limited

25 area: “Local Area Network (LAN)”. (2) Several computers

that are connected to each other over a wide area by

means of telephone lines: “Wide Area Network (WAN)”. (3)

Network spanning the world: "“Global Area Network (GAN)”.

(4) Homogeneous network: network with similar computers
30 and software. (5) Heterogeneous network: network with

different types of computers and software.




printers, scanners, etc. can all be shared. Anbng others, the follow ng
networ ks are known: (1) several conputers that are connected to each ot her
in a spatially limted 25 area: "Local Area Network (LAN)". (2) Several
conputers that are connected to each other over a wide area by neans of

t el ephone IW'#{O\%I%E Area Network (WAN) ". (3) Net V‘P{:’l‘migﬁ%&?ﬁ t he
a WOrk: n

world: "3 o rea twork (GAN)". (4) fHonpgeneous ne etwork with
simlar conputers 30 and software. (5) Heterogeneous network: network with
different types of conputers and software. WD 2004/ 109616 PCT/ DE2004/001111
17 A LAN preferably refers to a data transm ssion network that, in a
spatially |AmLEdd preanerabay| owsfaoambuni Gatdota tranamsesien anstwdls

all ows the el%(cgan e of inforﬁti n. . Conventionally, the terns,"Cljent" and
"Server" arg'dked 8 fofPfféaddip Fhdranper 1 WP | TP} G Ko

namely, inysach 3evourt Bal 2nhser Wandws avdd |abbadf sevaifdrmetionts. The
server provides the clients, for exanple, wth nmenory, conputing time or
files. A fevwnrypntapnadtanplités dferms ANCArdentte anet Woickote ’orgus easedf a 10

uni versigdy pr_o conpany. The connected stations _can_share the data and
t he rranésgerrg%f {3? t & élrt?éﬁﬁe&(;}ast ?’é?gioﬁf:“i Fferl, anoteer et d13MC Wt ypi cal
LAN i s the iriEtshesmed” wawhi ehaworkssaggendi g L@ atineius poirnGdtEral An

Et hernet currently functions with normal and coaxjal 15 cables at a speed
of up to 10CMPREEmeddDi $QTrPEF RIXOHSS The rmeWieantTasfoEt Isfaierleal | ows

transm ssi %‘itﬁp%of?{/, u%érﬁ’pl}ggngbpéimg/broexov%ﬁ’leas .LAN ifev? Q%}‘pvpég(l

examples of a LAN are the networked computers of a

10 university or of a company. The connected stations can

share the data and the management of the peripherals

(e.g. printers, modems, etc.). A typical LAN is the

“Ethernet”, which works according to the bus principle.

An Ethernet currently functions with normal and coaxial

15 cables at a speed of up to 10 Mbps (mega bits per

second). The newer "“Fast Ethernet” allows transmission

speeds of up to 100 Mbps. Moreover, a LAN 1is a network

that can be connected to other LANs; a plurality of
virtual LANs forms a VLAN.

20
Typical performance features of the Internet are, among
others: (1) "“Telnet” for loading programs onto other
computers, (2) “FTP (File Transfer Protocol)” for the

transfer of files to other computers, (3) “World Wide Web

25 (Wwww)” or (4) "“Gopher” for the topic-specific access to
information systems all over the world. The Internet, as
a worldwide network GAN, is linked wvia TCP/IP (TCP/IP
stands for Transmission Control Protocol/Internet
Protocol) and it is a set of protocols. Since they both
30 complement each other (TCP is a control protocol for IP),

they are often mentioned together.




that can be connected to other LANs; a plurality of wvirtual LANs fornms a
VLAN. 20 Typical performance features of the Internet are, anong others:
(1) "Telnet" for |oading prograns onto other conputers, (2) "FTP (File
Transfer Protocol)"” for the transfer of files to other computers, (3)

"Wrld Wdew\gezlaggﬁmél\é\ww " or (4) "Copher" for the top'i,eilﬁgg&g‘/&ilg%aggess to

informati on systens ‘all over the world. The Internet, as "a wor

network GAN, is linked via TCP/IP (TCP/IF} stands for Transm ssion Control
Protocol /Internet Protocol) and it is a set of protocols. Since they both
30 conpl ement each other (TCP is a control protocol for IP), they are

of ten nentidnedypogetlherst M 2004/ 1089686 PCH DE2QD4/M10AKIAdet 18 A tyipe cal

structure bgsed on the Internet is the " ertext Markup Language (HTM.)
" which deté}’ﬂ?ﬁégxtthya%a%@%g%gﬁydg {7 d SRt G ST SR Bind

which is bagedanhe TS |I'E§{'pé7y@§ﬂ§ﬁ e&b%uﬁi%!’n%sarﬁq texd ARRUIBRL Syinirieps cted

on a graphic intefface with the possibility of triggering actions by
activati ng peedaldry FIBEEP woHype mresysbdles:e Aroeherest r dotaumeerbased on

the Internet is . the "Extensible Marku anguage, (X ", whi,ch constitutes
a refinénen e%$cpﬁ'%L.0nX|\ﬁ_ ar fBRs <t Ijréll% éﬁ‘? ‘%fﬁlbl(fcgi%)e@of@l@rlédt'yono f
conpl ex hyperigyérdagumiisond bhe sdatidatdigf figc0iathe WM Mydsad 0 be

extensively used particularly in the "e-conmmerce" area of the Internet.
“Interfaces @F eSyge@lisn afnespesi ainpcadivamt hgeeds on the Internet is

the “Extensible Markup Language (XML)”, which constitutes
a refinement of HTML. XML allows the greatly simplified
10 creation of complex hypertext documents in ‘the data
traffic of the WWW. XML is to be extensively used

particularly in the “e-commerce” area of the Internet.

Interfaces are used 1in an especially advantageous
15 embodiment of the device according to the invention.
Interfaces constitute the connection site between soft-
ware or hardware systems, whereby software interfaces are
methods for translating data from one program into
another program, e.g. by means of a conversion of the
20 data. Moreover, the possibility exists to use hardware
interfaces. An especially advantageous embodiment of a
hardware interface connects electronic and encoded data

to a data transmission network.

25 BAnother advantageous embodiment of a hardware interface
is a gateway computer that will be referred to below as
gateway. A gateway can be, for example, a node computer
between networks that connects compatible and
incompatible networks to each other, thus making it

30 possible to connect homogeneous and heterogeneous
networks to each other. A gateway makes it possible, for

example, to connect networks consisting of computers to a




15 enbodi nent of the device according to the invention. Interfaces

constitute the connection site between soft- ware or hardware systens,
whereby software interfaces are nethods for translating data from one
programinto another program e.g. by nmeans of a conversion of the 20

dat a. Nbreoygﬁmmbﬂ@mgossibiIity exi sts to use hardwarep~LRsholiAggs: AN
especi al | y advant ageous enbodi nent of a fardware interFace connects

el ectronic and encoded data to a data transm ssion network. 25 Anot her
advant ageous enbodi nent of a hardware interface is a gateway conputer that
will be referred to below as gateway. A gateway can be, for exanple, a
node conputeainfebweercamgiwioe ksevhat téenngct sheospaysbkersand naolconpati bl e

net wor ks to_gach other, thus making it 30 possible to conpect ho eneous
and heter oggﬁgou%am%etr\}d&ekscf)g‘p 5_8‘%5_01 hér .‘fei“lic%"é“t‘}éwd%}’ i talgo;g%b? e, for
exanpl e, t g@@a?@ts RRfOMY kSe €QBSkS M fs COIPHEEpSnHS & A 2904 dPR616
PCT/ DE2004/ 00111 19 mai nframe conputer even though these systens do not

use the sapddrare bempgnekddie Hggbeenny Pomwatdsdalialdat adpeeksgesamhose

net wor k add rresponds a_net wor address_behind_ th at eway, A
routingffab%gag 5?8353%%%1%%ﬁd&?%gsgeﬂﬁ%u THh 8883896tﬁ$ a.gﬁ%%%ge to
the final destination agddiesss,cansetyabhylal $0 Anokhsehegat eyyewa At eways

are used, for exanple, for two inconpatible e-nmail systens in order to be
abl e to exchah§¥a¥iSectFBnitSedmi ITAhdedar® it hfegchtwe hémcagpatible

advantageouélMaiPrsQQ%@mslan%@g@¥iﬂy1ﬁé)ébfguébté§%ﬁ§g5§iéwhé%4gﬁié'

mail and data with each other, or advantageously for data

10 connection to a data transmission network.

Data transmission lines allow either connections between
the components within a network or else the are used for
connection to a network and can thus constitute a linking
15 component between external units and a network. In this
context, the above-mentioned interfaces prove to be
extremely advantageous connection sites. Typical
components that are to be connected are servers, clients,
interfaces or routers. Special preference is given to
20 . connections between signal receivers, interfaces, data
archives or video means. Currently, a large number of
different data transmission lines exist, whereby it has
proven to be especially advantageous to use coaxial
lines, RS232 lines or RS485 lines.
25
In general, the RS232 standard describes the serial
connection between a data terminal and a data
transmission means with its electric and mechanical
properties. Moreover, the RS232 interface or the RS232
30 data transmission line in the device according to the
invention has proven to be especially advantageous for

serial data transmissions over short distances. The RS232




Data transm ssion lines allow either connections between the conponents
within a network or else the are used for connection to a network and can
thus constitute a linking 15 conponent between external units and a
network. In this context, the above-nentioned interfaces prove to be

extrenely agdyahaRssgs connection sites. Typical conppggﬁbambpﬂguare to be

connected are servers, clients, interfacgs or routers. Special preference
is given to 20 connections between signal receivers, interfaces, data
archives or video nmeans. Currently, a large nunber of different data
transm ssion |ines exist, whereby it has proven to be especially

advant ageoustandasd cbakimés la NeS;p&REE3IBUB+RSpbugRIMABSthenet.arbatdh

general , the RS232 standard descri.bes .the serial] connection between a data
t er m nal an@l%gd§P§DQé£%ﬂﬂﬁséi8H1ﬂ€§&§ﬁm PE | FECeMESEMUE A cal

properties.Miheaueisibhe BS23anoLerfgcepysfhe R6232,30rdaka t rans ssion
line in the device according to the invention has proven to be especially

advant ageousrdpsmiseipnl ldacaisr andisseners odvéns sloB0 dieseasces. The RS232
WO 2004/.109616 PCT/ DE2004/001111 20 standard defines a 25-pole SUB-D pl ug
as the étandard pl ug connection. A guideline for the maxi mum achi evabl e

transm ssi orhéli B a85€sBYnEB2ABS (Ahtal A3 atihe )t IBNHA SShdide ¢5 a
di stance of 15 to 30 neters. 5 The RS485 standard (interface or line) is an
expansi on ofhe RS232 standard and was designed as a bidirectiona
bus system for up to 32 subscribers. Physically speaking,
the two interfaces differ only negligibly. Since the
10 RS485 standard is meant for large distances, it has
proven to be especially advantageous to use RS485 data

transmission 1lines for the connections between an

interface and a data archive.

15 A special advantage of the method according to the
invention 1is the unique implementation of the data
protection requirements. In this context, data protection
refers to the totality of measures for the protection of

electronic data during data transmission via data lines

20 as well as for the protection of stored electronic data.
The measures extend essentially to the following
segments: (1) hardware protection, (2) software
protection, (3) data media protection, (4) organization.
In the method according to the invention, the data

25 protection 1is achieved 1in such a way that the
identification data of the objects and/dr the
identification data of the persons are protected in a
data area that 1is specially secured against external
access. Moreover, the electronic data about the removal

30 of an object from the secure area is deleted once the
object to be secured has been brought back into the

secure area.



the RS232 standard and was designed as a bidirectional bus systemfor up
to 32 subscribers. Physically speaking, the two interfaces differ only
negligibly. Since the 10 RS485 standard is nmeant for |arge distances, it
has proven to be especially advantageous to use RS485 data transm ssion

lines for t ions between an interface and a ive. 15 A
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speci al advantage of the method according ;to the invention s e uni que

i npl enentation of the data protection requirenments. In this context, data
protection refers to the totality of neasures for the protection of

el ectronic data during data transm ssion via data lines 20 as well as for

the protection of stored electronic data. The neasures extend essentially

to the follgwi n segnents: (1) hardware protection, (2) software
prot ect i on,9t1§f%§ di a P o%%%??8ﬂ,s (%? o‘%@%ﬁi e ﬁ%tlpf‘?'t httnetHod

according tespheibnuent heBanitheydaia 2s RELEEt WBR dheAChbeued sl msyeh a
way that the identification data of the objects and/or thé identification
data of thePpepsdought plgtadet bd ithe adara tar ehet lrgcisedpaditaliny secur ed

i nst gext . . .the el ect.raoni c_data.about th I
30 of et oby BRC T O e SatT o oy BANS Bl UL orGbit nd® objoectt B0

secur ed hasobgentbr aughbebatdkcuré® Wae msecubeocanda MREROQ4/HA2616he
PCT/ DE2004/ 001111, 21 Furtherpore, for reasons of data protection, it is
especi al | y 205aht4gRb6s PEF IHb KE WwhEBPer 2BbpBELHAfkdFe Processing rou-

tine 1s started. Furthermore, access to the secure data
area 1s only gained after the input of at least one
10 authorization code. Moreover, access to a specially
secure data area is only gained after the independent

input of two different authorization codes.

Fundamentally, different identification means are suited
15 for the unambiguous identification of the objects to be

secured.

In order to achieve the most automated possible
monitoring method, in which persons who enter or leave
20 the secure area are hindered to the smallest extent

possible, it is advantageous to use transponders.

Fundamentally, any kind of transponder is suited for use
in the various embodiments of the invention.

25
Passive as well as semi-active and active transponders
are suited for use in object security systems according
to the invention as well as in methods and devices for
implementing object security systems according to the

30 invention.




been brought back to the area to be secured within a 5 specifiable period
of tinme and that, only if one of the objects to be secured was not brought
back within the specifiable period of tinme, an automatic processing rou-
tine is started. Furthernore, access to the secure data area is only

gai ned aft&&o&ﬂ@u&ﬂﬁgt of at |east one 10 authorizatigﬂgﬁﬁgﬁmyﬁg{ﬁover,

access to a specla secure data area i,3 only gaine

i ndependent input of two different authorization codes. Fundanentally,
different identification neans are suited 15 for the unanbi guous
identification of the objects to be secured. In order to achieve the nost
aut omat ed pbssi birele mont ¢ or crguinetdodthien wivch peeddrd Who pokerbdre | eave
20 the secung agﬁg_are.hindﬁreg to the snmallest extent possible, it is
advant ageous 38 LsECE T AR pBhdEPE. CRIRFESemEd ¢ DRl PG A didfonder i s
suited for use ;5N bhpard puy egbRARALSoak LR T RN 0Ly 23.R38%) ve as
well as sem -active and active transponders are suited for use in object
security systansperdereing to the invention as well as in nethods and
devicessfor i npl enenti ng object security systens according to the 30

i nvention. WD 2004/ 109616 PCT/ DE2004/001111 22 In order to conbine the
nmost relialdenpossihive tdamtsdddricddion Hict heiObt €8t LWV hh aohicgl Gt ection

rate, it is especially advantageous to use_ semni -active
signal to, In turn, emit a signal.

Preferably, the semi-active transponder is activated by
10 an electromagnetic signal having a first frequency. The
semi-active transponders are excited by the activation to

emit an electromagnetic signal having a second frequency.

For example, semi-active transponders are used that are
15 activated by an electromagnetic field having a first
frequency of, for example, 125 KHz. Especially advanta-
geous activation frequencies are those in the range from
5 to 200 KHz. Moreover, semi-active transponders are used
that are activated by first frequencies in the MHz range.
20
In this manner, activation distances in the order of
magnitude of several meters, preferably in the order of

magnitude of 1 meter to 10 meters, can be achieved.

25 Through the activation with the electromagnetic field
having the first frequency, the semi-active transponders
are made, in turn, to emit a signal. Preferably, the
electromagnetic signal from the transponder 1is
transmitted in a different frequency range than the

30 electromagnetic fields used for the activation of the

semi-active transponders.




transponders. 5 Sem -active transponders are excited by an outgoing signal
to, inturn, emt a signal. Preferably, the sem -active transponder is
activated by 10 an el ectronmagnetic signal having a first frequency. The
sem -active transponders are excited by the activation to emt an

electronagna&*ﬁmﬁhgﬂgl havi ng a second frequency. For gﬁ@gakg(n§ﬁni-active
transponders "are used that are 15 activat,gd by an eIecFronagneglc field

having a first frequency of, for exanple, 125 KHz. Especially advanta-
geous activation frequencies are those in the range from 5 to 200 KHz.
Mor eover, sem -active transponders are used that are activated by first
frequenci esInnanheedpzcian@e. pROfenrébi envdietentact tiat ismidisdtainoes in
the order of magnitude of several nmeters, preferably in the order of
magni t ude of TAVRBPBACES 19kt s, 2cdit BBIN efRBI2P ThPEUGR ¢t hel 00

activation mwith tRe electrpongneticdielqeha\ ng thg;bi &%tequre%ww, the
sem -active transponders ~ are nmade, In tu?n, to emt a signal. Preferably,
the electréddghiétic signal fromthe transponder is transmtted in a
differe%t frequency range than the 30 el ectromagnetic fields used for the
activation of the sem-active transponders. WD 2004/ 109616

PCT/ DE2004/ 991 pbk 123 14 AN t@ePesi ghbY Rl €f & @dpebee MeHandddhders
sem -active transponders enit in a frequency range of several 100
contains the applicable transponder number so that, in
this manner, the transponder serves as an identification
means for the objects to be secured.
10
The semi-active transponders preferably each contain

their own power source, for example, a battery.

The range of the signal emitted by the transponders is

15 preferably selected to be sufficiently large to allow a
reliable detection of the transponders. It is preferably
several meters, preferably about 2 meters to 50 meters.
Transmission ranges in the order of magnitude of 20
meters to 30 meters are especially advantageous since

20 here, a reliable detection of all of the objects taken
from the area to be secured can be combined with a
greater distance from the detector and with the avoidance
of an erroneous detection of objects that have not been
taken out of the area to be secured.

25



MHz, for exanple, in the range of a radio frequency of 433 MHz. 5 In
particular, the signal emtted by the transponders contains the applicable
transponder nunber so that, in this manner, the transponder serves as an
identification neans for the objects to be secured. 10 The sem -active

t ransponder | y each contain their own power exanpl e,
a battery. ?ﬁgﬁggﬁggeof the signal emtted by the tran§g§%§§P36@éH 15
preferably selected to be sufficiently large to allow a reliable detection
of the transponders. It is preferably several neters, preferably about 2
meters to 50 neters. Transm ssion ranges in the order of magnitude of 20
meters to 3Digetef sraferespechaikeyaddvant ageous since 20 here, a reliable
detection of all of the objects taken fromthe area to be secured can be
conbined with a greater distance fromthe detector and with the avoi dance
of an erronepus gdetectiny ghiebj ects that have not been taken out of the
area to be secured. 25 WD 2004/ 109616 PCT/ DE2004/001111 24 List of

ref erence nider alst¢nfageceiving unit (2) interface 5 (3) data

tfa“S”i%Si°P3PetXQ{§ £ 82585 8RCRLY ok

(4) data archive
(5) 1local network
(6) computer
(7) recording unit
10 (8) transmitter
(9) first data transmission line

(10) second data transmission line



(5) local network (6) conputer (7) recording unit 10 (8) transmtter (9)
first data transmssion line (10) second data transm ssion |ine AC DPA
5227 PT-WD 25 dains: 5 1. A device for securing objects inside closed
bui | di ngs, whereby the object to be secured has a transmtter that, in the
presence ofg@ppecsp¥ippwdhi el d, supplies an encoded signal, whereby the
encoded signal is detected by a receivin? unit and 10 subsequently
converted into electronically processab % encoded data, conprising a
receiving unit, whereby the receiving unit anplifies the electronic data,
conprising an interface, whereby the interface is connected to the
receiving unit 15 by neans of a first data transm ssion |ine, whereby the
interface is configured in such a way that the encoded data can be
transmtted to a data transm ssion network, and whereby the data
transm ssi dilaigtsvor k connects the interface to a 20 data archive for

pur poses of processing and storing data, and whereby the data archive is
configured in such a way that consequently the encoded data can be stored

in the grchive, £hajact€Ei zegri Nsébatring objects inside closed
buildings, whereby the object to be secured has a
transmitter that, in the presence of a receiving
field, supplies an encoded signal, whereby the
encoded signal is detected by a receiving unit and
10 subsequently converted into electronically
processable encoded data, comprising a receiving
unit, whereby the receiving unit amplifies the
electronic data, comprising an interface, whereby
the interface is connected to the receiving unit
15 by means of a first data transmission line,
whereby the interface is configured in such a way
that the encoded data can be transmitted to a data
transmission network, and whereby the data
transmission network connects the interface to a
20 data archive for purposes of processing and
storing data, and whereby the data archive is
configured in such a way that consequently the
encoded data can be stored in the archive,
characterized in that
25 the encoded data triggers a switching operation
that activates a recording unit that is located in
the immediate vicinity of the receiving field and
that serves to process video data, whereby the
video data taped by the recording unit is
30 transmitted to the archive by means of a second

data transmission 1line and then stored in the




25 the encoded data triggers a switching operation that activates a
recording unit that is located in the immediate vicinity of the receiving
field and that serves to process video data, whereby the video data taped
by the recording unit is 30 transmtted to the archive by neans of a second
data transmggypR shhppTae) t hen stored in the AC DPA 5227 PT-WO 26

archive, whereby, after the expiration of ,g tinme interval during which no
ot her receiving event occurred as a result of a signal of said encoding,

a reading out of the stored data of the object 5 previously belonging to
the encoding as well as of the video data is triggered. 2. The device
according to O atfrhiveechahgaedizedfiart hhe Expitrats aascef tai fésewhi ch of

the objects takepn, put. . of C%Lplei%ﬁc%%[&{ _egohaé/&%)ﬁg?_,e%qlqﬁetq bgggnt& The

devi ce according to Caim aracterized in ecerving unit
for receiving ancdcempteéfiyhnga rbsudtcoded siignall ofnsphidcessodinggast one
of the follow ng types of signal: electromagnetic waves, acoustic waves
or infrared radiat F6RIIFY 40UFHOLdev @ e SACEHMi #RER 008 dils 10PJect

gihg;] act gf I zed I ptdal ok BEy T BEELYENEGURLE tAk! BWBoHAR Gt HANGEL$SLAN A@f
. the video data is triggered.

2. The device according to Claim 1,
characterized in that
10 it is ascertained which of the objects taken out

of the secure area have been brought back.

3. The device according to Claim 1,
characterized in that
15 the receiving unit for receiving and amplifying
the encoded signal can process at least one of the
following types of signal: electromagnetic waves,

acoustic waves or infrared radiation.

20 4. The device according to Claim 1,
characterized in that
the receiving unit allows the transmission of

signals.

25 5. The device according to Claim 1,
characterized in that
the first and the second data transmission 1lines
are each a means for the loss-free transfer of
data.

30

6. The device according to Claim 1,




25 5. The device according to Claim1l, characterized in that the first and
the second data transnmission lines are each a neans for the | oss-free

transfer of data. 30 6. The device according to Claim1l1, AC DPA 5227 PT-WO
characterized in that the first data transmssion line is an RS 232 cable.

5 7. The dexiqsp o CQaim1l, characterized in that the second

dat a t.Ar_ansmAssi oﬁ???gwd coaxi al cabI% 10 8. The device according to
Claim 1, characterized in that the intertface is a gateway. 9. The device
according to Claim1l, 15 characterized in that the receiver as well as the
interface forma unit having a shared power supply. 10. The device
according to d th?’_{aCtﬁﬁléﬁgr aBt &haXed in t hat the data transm ssion

net wor k consi sts HE %gggs%iﬁt%net§§n%§g&s r@ng g?%tafgnﬁsd%%

transm ssion i ne e devi ce accor characterized
in that cable.

5 7. The device according to Claim 1,
characterized in that
the second data transmission line is a coaxial

cable.

10 8. The device according to Claim 1,
characterized in that

the interface is a gateway.

9. The device according to Claim 1,
15 characterized in that
the receiver as well as the interface form a unit

having a shared power supply.

10. The device according to Claim 1,
20 characterized in that
the data transmission network consists of at least
one RS 485 bus and at least one data transmission

line.

25 11. The device according to Claim 10,
characterized in that

the data transmission line is an RS 485 cable.

12. The device according to Claim 1,

30 characterized in that




the data transmssion line is an RS 485 cable. 12. The device according to
Claiml1l, 30 characterized in that AC DPA 5227 PT-WD 28 at |east one data
archive is connected to the data transm ssion network. 13. The device
according to Claim12, 5 characterized in that the data archive has at

| east one F e i nput and, at the maxi mum four FBAS ( BNC)

vi deo inpd??in%gg%%7p he devi ce according,to Caim1l1l2, characterized in
that the data archive is connected to a | otal network, as a result of

whi ch data fromthe archive is supplied for eval uation purposes to
different 15 places within the network. 15. The device according to Caim
14, characterizal {pashaPnehdatacarchémgoris iconarecteldertgetthe 2@t86. The

devi ce accordin Lm 14, racterized in that the data is eval uat ed
by a conputer hgg%%%g%§%ggé§ n?g985?0cessing I nternet standards. 25 17. The

device according to Claim1, characterized in that
13. The device according to Claim 12,
5 characterized in that
the data archive has at least one FBAS (BNC) video
input and, at the maximum, four FBAS (BNC) wvideo

inputs.

10 14. The device according to Claim 12,
characterized in that
the data archive is connected to a local network,
as a result of which data from the archive is
supplied for evaluation purposes to different

15 places within the network.

15. The device according to Claim 14,
characterized in that

the local network is an Ethernet.

20
16. The device according to Claim 14,
characterized in that
the data is evaluated by a computer having a means
for processing Internet standards.
25

17. The device according to Claim 1,
characterized in that

the data archive is a digital data archive.

30 18. The device according to Claim 17,

characterized in that




the data archive is a digital data archive. 30 18. The device according to
Claim1l7, characterized in that AC DPA 5227 PT-WD 29 the digital data
archive uses a hard disk in order to store the data. 19. The device
according to Claiml, 5 characterized in that the data archive is an

anal og dat a, archi ?Og,The device according to Caim1, characterized
in that 10‘%§gﬁ$$§2%%? i #)for suppl ying the encoded signals supplies at

| east one of the follow ng types of signalyg el ectromagnetic waves,

acoustic waves or infrared radiation. 15 21. The device according to C aim
1, characterized in that the transmtter for supplying the encoded signals
is a transponderth0d2gitdheddeéwi eecadoer diseg to h@ral mizk incladact eri zed
inthat the transmtter is . a sem-active transponder. 23. The device
according to O afth 5t°58 gﬁﬁréé?@rized in that the objects preferably
belong to an office inventory such as fax machines, cell phones, |aser

beaners, data nedia or files. 30
19. The device according to Claim 1,

5 ‘ characterized in that

the data archive is an analog data archive.

20. The device according to Claim 1,
characterized in that
10 the transmitter for supplying the encoded signals
supplies at least one of the following types of
signal: electromagnetic waves, acoustic waves or

infrared radiation.

15 21. The device according to Claim 1,
characterized in that
the transmitter for supplying the encoded signals

is a transponder.

20 22. The device according to Claim 21,
characterized in that

the transmitter is a semi-active transponder.

23. The device according to Claim 1,
25 characterized in that
the objects preferably belong to an office
inventory such as fax machines, cell phones, laser

beamers, data media or files.

30



