ABSTRACT SYSTEM AND METHOD FOR SECURELY ADDI NG REDUNDANCY TO AN ELECTRONI C
MESSAGE A system for adding a redundancy check to an el ectronic nessage to
di scourage tanpering and facilitate identification of altered nessages

provi des a conmmuni cation device for conposing nessage content, a messagi ng
nodule with a formatting and encoding | ayer for encodi ng the nessage
content wi t FABRBERAET j nformation in a series of nmessage bl ocks, and an
encryption layer for calculating a redundancy check value and inserting
the value in one or nore locations within the series of nessage bl ocks
according a rule defined by a characteristic of the nessage content or the
header |nfornat|on and encr t|n t he nessage for dellv?ﬂ%ﬂto a

reci pi ent. Upor® YSad&Vph Q@R:{SkG I ADINGBEHENBANGYt s t he
message, extracts the redu Qﬁgt e message, and
conpares a cal cul ated redumncy chet R@m%(ﬁﬁe extracted redundancy
check value to determine if the nessage had been altered before receipt.

Figure 3 )
A system for adding a redundancy check to an electronic message to

discourage tampering and facilitate identification of altered messages provides a
communication device for composing message content, a messaging module with a
formatting and encoding layer for encoding the message content with header
information in a series of message blocks, and an encryption layer for calculating a
redundancy check value and inserting the value in one or more locations within the
series of message blocks according a rule defined by a characteristic of the message
content or the header information, and encrypting the message for delivery to a
recipient. Upon receipt, the recipient communication device decrypts the message,
extracts the redundancy check value from the message, and compares a calculated
redundancy check value with the extracted redundancy check value to determine if the

message had been altered before receipt.
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