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AUTOMATED MALWARE MONITORING AND DATA EXTRACTION

CROSS-REFERENCE TO RELATED APPLICATION
[06001] This application claims priority from U.S. provisional patent application no.

62/984140, filed March 2, 2020, the contents of which is incorporataed herein by reference.

FIELD
[G002] The specification relates generally to computing security systems, and
specifically to a system and method for automated malware monitoring and data

extraction.

BACKGROUND
[0003] Malware detection relies on the detaction of indicators of compromise (10Cs),
such as traffic patierns, data and the like that indicate the possible presence of malware
at a monitored device. Technigues for discovering 10Cs for use in malware detection
applications include deploying a sandbox environment in which a malware sample is
axecuted and classified, and in which I0Cs are derived from the execution of the sample.
However, such techniques may provide only limited views of malware activity that are

computationally costly and labor-intensive {o scale.

SUMMARY
[0004] An aspect of the specification provides a malware monitoring method,
comprising. obtaining a malware sample;, exiracting opergtional parameters
corresponding to the malware sample; configuring an emulator application corresponding
to the malware sample using the operational parameters;, executing a plurality of
instances of the configured emulator application, collecting output data from each of the
plurality of instances; and generating indicators of compromise (I0Cs) based on the

collected output data.

[0005]  Another aspect of the specification provides a computing device comprising: a

communications interface; a memory; and a procassor configured to: obtain a malware
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sample; extract operational parameters corresponding to the malware sample; configure
an emuiator application corresponding to the malware sample using the operational
parameters; execute a plurality of instances of the configured emulator application; collect
ouiput data from each of the plurality of instances; and generate indicators of compromise

(10Cs) based on the collected output data.

BRIEF DESCRIPTIONS OF THE DRAWINGS

[0006] Embodiments are describad with reference to the following figures, in which:

[06007] FIG. 1 depicts a communications system including a malware control server, at

least one infected client device, and a malware monitoring system.

[0008] FIG. 2 depicts example componenis of the malware monitoring system of FIG.
1.

[0009] FIG. 3 depicts certain internal components of a computing device implementing

the malware monitoring system of FIG. 2.

[0010] FIG 4 is a flowchart of a msthod of monitoring and exiracting data from a

malware application.

[0011] FIG. 5. is a diagram illustrating an example performance of block 405 of the
method of FIG. 4.

[06012] FIG. 6 is a diagram illustrating an example performance of block 410 of the
method of FIG. 4.

[0013] FIG. 7 is a diagram illustrating an example performance of blocks 420 and 425
of the method of FIG. 4.

DETAILED DESCRIPTION
[06014] FIG. 1 depicts a network 100 to which a plurality of computing device 104-1,
104-2, 104-n are connected. The nature of both the network 100 and the computing
devices 104 (also referred o as client devices 104) are not particularly limited. For
example, the network 100 can include any one of, or any suitable combination ¢f, local

and wide-area networks, including the Internet. The client devices 104 can be personal
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computers (e.g. desktop computers, laptop computers or the like), mobile devices such
as smart phones, or servers {e.g. web servers and the like). The client devices 104 may,

in other words, implement any of a wide variety of functions.

[0018] As illustrated, the client device 104-2 executes an application 108 The
application 108 is a malware application configured {o disrupt the operations of the client
device 104-2 and/or other associated devices, gain unauthorized access to the client
device 104-2 and/or other associated devices, or the like. The origin of the malware
application 108 at the client device 104-2 is not relevant to the discussion hergin. As will
be apparent to those skilied in the art, other client devices 104 may also be infected with
the application 108, or with other malware applications (whether of the same type, or
family, as the application 108, or of different types). A client device 104 infected malware,
such as the client device 104-2, may also be referred to as a bot, and the set of client

devices 104 infected with a given malware application may be referred to as a botnet.

[060168] FIG. 1 also illustrates a control server 112 connected to the network 100. The
control server 112, which may also be referred to as a command and control (C&C)
server, or simply as the server 112, issues commands to the malware application 108 at
the client device 104-2, and any other instances of the malware application 108 present
on other client devices 104. Such commands can include instructions to refrieve files from
the server 112 itself or other scurces, instructions to record sensitive data at the client
device 104-2 for transmission to the server 112, or the like. In other words, the server 112
is configured o control the operation of the malware application 108 at any members of
the botnet infected by the application 108. As will be apparant to those skilled in the art,
a wide variety of botnets may exist, each controlied by one or more control servers and

infecting respective sets of client devices 104

[0017] Malware detection applications (e.g. antivirus applications and the like) may be
instalied on client devices 104 or asscciated devices o detect malware such as the
application 108, sither to prevent infection by malware or detect and remove malware
after infection. To detect malware, such detection applications may be configured to
analyze data and activity at the client device 104, such as the contents of files stored at

the client device, network traffic between the client device 104 and the network 100, and
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the like. The data and activity may be analyzed {0 detect indicators of compromise (I0Cs).
10Cs can be strings of code or other text, files or fragments of files, network traffic patterns
(as well as addrasses or other atiributes contained therein) that are known to be
associated with malware. In order to detect 10Cs, malware detection applications are

provided with 10Cs previously determined to be likely indicators of malware infection.

[0018] The process of identifying IOCs that can be deployed to malware detection
applications for use in protecting client devices may involve obtaining samples of malware
applications such as the application 108 and executing such samples, e.g. in a sandbox
environment such as a virtual machine. The output generaied ai the virtual machine via
exacution of the malware sample can be processed to detect portions of that output likely
to indicate the presence of the malware. Those portions may be distinguished, for
axample, from benign activity performed by the malware o obfuscate its presence. {0Cs
may be generated and deployed o detection applications based on the above-mentioned

portions.

[0019] The above approach to generating 10Cs, however, is computationally costly
due to the use of a virtual machine to execute each malware sample under observation.
The cost of deploying virtual machines is sufficient to render long-term deployment of a
virtual machine o monitor the activity of a malware sample over time impractical. The
above-mentioned cost therefore also renders the execution of significant numbers of
malware samples impractically costly. Still further, certain malware samples may include
evasive capabilities that seek o detect the presence of a sandbox environment and in
response, suppress core malware functionality to avoid detection or monitoring.
Executing malware samples in muitiple sandbox environmenis may overcome the above
difficulty, but such an approach is also rendered difficult by the computational cost of
running virtual machines. Still further, employing multiple sandbox environments may
require the implementation of malware classification and detection iogic specific {o each
sandbox environment, for a given type of malware, further increasing the cost of

monitoring the malware.

[00207 Also shown in FIG. 1 is a malware monitoring system 116 connected to the

network 100. As will be discussed in detail herein, the system 116 enables a plurality of
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malware applications such as the application 108 to be monitored at scale and over
significant periods of time {e.g. beyond a one-time detonation of a malware sample in a
sandbox), while mitigating the costs of the approach set out above. For example, as will
be seen in the discussion below, the system 116 enables at least partially automated
coliection of malware samples, as well as scalable and at least partially automatead control
of maiware emulator execution that reduces or eliminates the need for computationally
demanding sandbox environments. in addition, the system 116 enables at least partial
autornation of the configuration of such emulators, to allow the emulators {o communicate

with control servers such as the server 112 shown in FIG. 1.

[0021] Turning to FIG. 2, example components of the system 116 are shown. The
components of the system 116 can be implemented in a single computing device, or using
a plurality of computing devices interconnected via the network 100, distinct local

networks, or a combination thereof.

[0022] The system 116 includes a collector 200 configured to obtain samples of
malware applications from varicus preconfigured sources. Samples may be obtained by
the collector 200 directly via the network 100 for some of the above-mentioned sources.
The system 116 also includes a proxy control subsystem 204 configured o route
communications from the collector 200 and other components of the system 116 through
one or more proxy servers, virtual private networks, or the like. The collector 200 may
obtain samples from certain sources through the proxy control subsystem 204 rather than

directly through the network 100.

[0023] The system 116 also includes a repository 208 configured 1o receive data (e.g.
files, memory dumps, status reports from other system components, and the like) and
gvents from each of the other components of the system 116. The repository 208 can be
implemented as multiple distinct repositories in other examples, such as a first repository
for events and a second repository for files and other data associated with such events.
The collactor 200, in response to obtaining malware samples from the above-mentioned
sources, stores the samples in the repository 208 for subsequent processing by other

components of the system 116,
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[0024] Subsequent processing of malware samples obtained by the collector 200
includes exiraction of data from the malware samples, and execution of emulator
instances that mimic certain behavior of the malware samples to monitor the activity of
the corresponding control server (e.g. the server 112). To that end, the system 116
includes an extractor 212 that is configurad to obtain samples of malware stored in the
repository 208 {e.g. having been provided to the repository 208 by the coliector 200) and
axecute each sample in at least one sandbox environment (e.g. a virtual machine}. The
extractor 212 is further configured to collect and analyze output generated via the
exacution of the sample, to auiomatically determine ceriain operational parameters of the
malware sample. Those operational parameters, such as a nstwork address of the control
server 112, are stored in the repository 208 for use by an emulator control subsystem
218,

[0025] The emulator control subsystem 2186 is configured to coordinate the execution
of a scalable set of malware emulaiors configured according to the operational
parameters determined by the exiractor 212. Exacution of the malware emulators may
also depend on additional data obtained via reverse engineering of malware samples
performed outside the system 116 and stored in the repository 208 or provided directly to
the emulator conirol subsystemn 216, The emulators can be execuied to contact the
control server 112 {or other control servers) and obtain commands, data and the like
therefrom. Any material received by the emulators from control servers is stored in the

repository 208, for subsequent processing and publication as 10Cs.

[0026] The system 116 also includes, in the Hllustrated example, a coordinator 220
connected with the repository 208 and each other component of the system 116. The
coordinator 220 is configured to monitor the events and data in the repository 208, and to
issue commands to the other components of the system 116 based on updates {o the
repository 208, For exampie, the coordinator 220 can detect the addition of a new
malware sample to the repository 208 by the collector 200. In response, the coordinator
220 can transmit a command {o the extractor 212 to execute the malware sample and
exiract operational parameters therefrom. The command can include the sample, or an

instruction for the extractor 212 to retrieve the sampie from the repository 208.
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[0027] The coordinator 220 is also configured to retrieve emulator output from the
repository 208 (such oulput having been stored in the repository 208 by the emulator
control subsystem 216), and publish I0Cs based on the output, for example for provision
{0 a third party malware detector 224 via the network 100. For example, the coordinator
220 can perform the above functions via execution of an extensible set of agents each
configured to monitor the repository 208 for certain types of events, and each configured
to take various actions in response to detection of an event. For instance, a publication
agent of the coordinator 220 can be configured to monitor the repository 208 for emulator
output and derive 10Cs therefrom, format the 10Cs for transmission and/or transmit the
10Cs to the malware detector 224. A sample processing agent of the coordinator 220,
meanwhile, can monitor the repository 208 for events indicating the receipt of a new
malware sample (e.g. from the collector 200}, and instruct the extractor 212 to retrieve

and execute such samples to extract operational parameters therefrom.

[0028] Tuming to FIG. 3, an example implementation of the system 116 is illustrated,
in the form of a computing device such as a server. The computing device includes at
least one processor 300 {(e.g. one or more ceniral processing units, (CPUs)),
interconnectad with a2 non-transitory computer readable storage medium, such as a
memory 304. The memory 304 includes any suitable combination of volatile memory (e.g.
Random Access Memory or RAM) and non-volatile memaory (e.g. read only mamory or
ROM, Electrically Erasable Programmable Read Only Memory or EEPROM, flash
memory). The processor 300 and the memory 304 each comprise one or more integrated
circuits. The computing device implementing the system 116 also includes a
communications interface 308 enabling the computing device to exchange data with other
devices such as the control server 112 and the malware detector 224, e.¢. via the network
100.

[0029] The memory 304 stores computer readable instructions for execution by the
processor 300, in the form of a plurality of applications. In particular, the memaory 304
stores applications 200, 204, 208, 212 and 216 corresponding to the system components
shown in FIG. 2 and discussed above. Execution of the applications by the processor 300

configures the processor 300 to perform various actions. The applications themselves
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(i.e. the components shown in FIG. 2 and introduced abaove) may therefore be referred fo

as performing those actions.

[0030] The memory 304 also stores the repository 208 mentioned above. It will be
apparent to those skilled in the art that the functionality implemented via the execution of
the applications illustrated in FIG. 3 can also be distributed across multiple computing
devices. For example, the system 116 can be implemented by a plurality of computing
devices rather than the one device shown in FIG. 3. Each of the computing devices
implementing the system 116 can execute a subset of the applications 200, 204, 208,
212 and 216.

[0031] Tuming now to FIG. 4, the functionality implemented by the system 116 will be
discussed in greater detail. FIG. 4 illustrates a method 400 of malware monitoring and
data exiraction, which will be discussed below in conjunction with its performance by the

system 116 (e.g9. as implemented in a computing device shown in FIG. 3).

[0032] At block 405, the system 116 is configured to obtain a malware sample.
Specifically, the collector 200 is configured to retrieve the sample and store the sample
in the repository 208. The collector 200 can maintain a set of source identifiers (e.q.
network addresses or the like) corresponding to sources of malware samples. At biock
405, therefore, the collector 200 can be configured to send requests to such sources. The
requests can be sent pericdically, or in response 1o operator input at the collector 200,
The collector 200 can also store, in association with each source identifier, an indicator
of whether the corresponding source is a trusted source or an unfrusted source. Trusted
sources may include computing devices, repositories and the like operated by security
research entities and the like. Untrusted sources, meanwhile, can include malware

marketplaces and the like.

[0033] Tuming to FIG. 5, fwo communication paths 500 and 504 are shown,
cornnecting the coliector 200 with a trusted malware source 508 and an unirusted malware
source 512, respectively. The collector 200 is configured to select a source to requsst
samples from at block 405, and to determine whether the selected source is trusted or
unirusted. When the source is trusted, the collector 200 can send a request (and receive

a response containing one or more malware samples) directly via the network 100, as
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ilustrated by the communication path 500. However, when the selected source is
untrusted, the collector 200 is configured to send the request via the proxy control
subsystem 204 o obscure the origin of the request, as shown by the path 504 in FIG. 5.
The proxy control subsystem 204, as will be discussed in greater detail below, can
manage a plurality of proxy interfaces that direct requests from the collector 200 (and
other components of the system 116) to any of a wide variety of third-party computing

devices (i.e. external to the system 116).

[0034] Returning to FIG. 4, when the coliector 200 has obtained a malware sample
(e.g. an executable file, collection of files or the like), the collecior 200 stores the sample
in the repository 208, e.g. along with an indication of the source of the sample, and the

time and date the sample was collected.

[0035] At block 410, the system 116 is configured to execute the malware sample
obtained at block 405, and to extract operational parameters of the malware sample
based on such execution. More specifically, in the illustrated implemeniation of the
system 118, the coordinator 220 (e.g. a sample monitoring agent of the coordinator 220)
is configured to monitor the repository 208 for new malware samples. When a new
maiware sample is detected in the repository 208, the coordinator 220 sends a command
to the extractor 212 to retrisve the malware sample from the repository 208 (or the

command itself can include the malware sampie), and execute the mahlware sample.

[06038] Referring to FIG. 6, the exdractor 212 is shown in greater detail. In particular,
the extractor 212 includes a plurality of detection / classification and extraction modules,
which may themselves be subdivided into distinct detection / classification modules and
extraction modules. In the present example, three extraction modules 600-1, 600-2, and
800-3 and three detection modules 602-1, 802-2 and 602-3, are shown in the extractor
212. Each detection module 802 corresponds {0 a given family of malware (that is, a given
type of malware that has been previously detected and characterized, e.g. by the above-
mentioned security research entity, operators of the system 118, or the like). Each
detection module 802, in other words, contains rules or other mechanisms that are
applied to output data generated via execution of a malware sample to determine whether

the malware sample is of the corresponding family / type. The extractor 212 as shown in
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FIG. 6, therefore, is enabled to determine whether a malware sampile is a member of any
of three families (referred to simply as A, B, and C). The exiractor 212 can be configured

to detect other families of malware by deploying additional detaction modules 602.

[0037]  In addition, the extraction modules 800 contain rules and other mechanisms for
extracting operational parameters of a malware sample from the oulput generated via
exacution of the sample. Examples of operational parameters include control server
addresses, poliing intervals {i.e. the frequency with which the malware is configured {o
contact the control server), encryption mechanisms and encryption keys, communication
protocels employed by the malware o communicate with control servers, and the like. As
noted above in connection with the detection modules 602, additional extraction modules
600 can be deployed to enable the exiractor 212 to extract configuration parameters from

additional families of malware.

[0038] To exscute a malware sample, classify the malware sample (i.e. detect which
malware family the sample is a member of) and extract operational parameters therefrom,
the extractor 212 provides the mailware sample to any of a plurality of extiraction
subsystems 604, which may be implemented in sandbox environments (e.g. virtual
machinas}. Five example exiraction subsystems 604-1, 604-2, 604-3, 604-4, and 604-5
are shown in FIG. 6, but it will be apparent that smailer or greater numbers of extraction
subsystems may be deployed in other examples. The extraction subsystems 604 may
implement different types of sandbox environments; in the present example, the
extraction subsystems 604-1, 604-3 and 604-4 may implement a first type of environment
(e.g. afirst virtual machine architecturs), while the exiraction subsystems 604-2 and 604-
5 may implement a second type of environment. A malware sample may be provided to
more than one type of exiraclion subsystems 604 because malware may include
functionality {o determine whether certain sandbox environments are present, and disable

malware functionality to avoid detection or conceal capabilities of the malware.

[0039]  In each extraction subsystem 604, the malware sample is executed and cutput
from such execution is provided to one of the detection modules 602 for processing. The
other components of the exiractor 212 exchange data with the extraction subsystems 604

via an interface 608, such as a set of sandbox drivers 610, allowing commands generated
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by the other components of the extractor 212 to be agnostic to specific sandbox
environments. In the present example, the interface 608 therefore includes sandbox
drivers 610-1, 610-2, 610-3, 8104, and 610-5, corresponding to respective ones of the
extraction subsystems 604, The interface 608 also enables data returned from the
extraction subsystems 604 to be processed by any of the modules 800 and 602
regardiess of sandbox type. That is, the modules 602-1 and 600-1 can process output
from the extraction subsystems 604-1 and 604-2 without regard o differences in cutput
formatting or the like between the extraction subsystems 604. As a result, the exiractor
212 may avoid deploying multiple modules 600 and 602 for a given malware family,

specific to different types of sandbox.

[0040] The extractor 212 also includes a controller 612 configured {o receive malware
samples for processing and aliccate the samples among the extraction subsystems 604,
The controller 611 may also route the output data generated by the extraction subsystems
604 to the modules 602 and 600. An example flow of data is illustrated in FIG. 8, showing
the processing of a sample 816 of malware receivad at the extractor 212. The controller
612 is configured to select an exiraction subsystem 604 {0 executs the sample, e.g. by
selecting an available extraction subsystem 604 (that is not currently occupied with the
execution of another sample). The controller 612 can be configured o select an extraction

subsystem 604 of a particular type, or to select mora than one extraction subsystem 604,

[0041] Whenthe controller 812 has selected an exiraction subsystam 604, thae sample
616 is provided to the selecied subsystem 604 via the interface 608. In the illustrated
gxample, the sample 6516 is provided {o the subsystem 604-2 via the interface 608 {(and
specifically via the sandbox driver 610-2 that corresponds to the subsysiem 604-2). The
subsystem 604-2 execute the sample 616, and returns output data via the interface 608,
The cutput data is passed, e.g. via coordination by the controller 612, {o each of the
detection modulas 602, That is, the family of the sample 616 need not be known in
advance, as the output generated via execution of the sample 616 is evaluated against

each malware family that the extractor 212 is enabled to detect.

[0042] The output of malware sample execution provided o the modules 602 and 600

from the exiraction subsystems 604 can include memory dumps, application
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programming interface (AP} calls, files generated for storage via execution of the
malware, network traffic generated by the malware sample, and the like. As a resull, the
madulas 602 and 600 can detect malware, and exiract parameters therefrom, that takes
steps to obfuscate such detection by implementing rootkits or the like (g.g. that may be

detactable only from a compiete memory dump).

[0043] The detection modules 602 are each configured to generate output indicating
whether the outpul data satisfies their respeciive detection criteria, indicating that the
sample 616 is a membaer of the corresponding malware family. The controller 612 can
therefore receive indications from each delection moduie 802 of whether deiection was
affirmative or negative. When the indication is affirmative, indicating that the malware
sample is a member of the family corresponding to the detection module 602, the
controller 612 passes the output data 1o the corresponding extraction module 800, In the
Hustrated example, it is assumed that the detections at the modules 602-1 and 602-3 are
negative, while detection at the module 602-3 is positive. The controller 612 therefore
passes the output data from the extraction subsystem 604-2 {0 the exiraction module 600-
3, without invoking the extraction modules 600-1 and 800-2. In other examples, a sample
may lead to positive datections at more than one detection module 602, and therefore be
provided to more than one exiraction module 800, In other words, the extractor 212 can
detect membership of a sample in multiple malware families from a single axecution of

the sample in an extraction subsystem 604,

[0044] The relevant module 600 (the module 800-3, in the illustraied example)
processes the output data to extract operational parameters of the malware sample. In
the example illustrated in FiG. 6, the module 600-3 receive the output data afier the
detaction module 602-3 registers a positive detection. The extraction module 600-3 then
also extracts operational parameters 620 of the malware sample, for storage in the

repository 208,

[0045] In some examples, if detection by each of the modules 602 is negative, the
controller 612 may select another type of sandbox environment in which to execute the

malware sample 616.

12
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[00468] Returning to FIG. 4, at block 415 the system 116 can be configured to obiain
emulator data, such as executable code and other information, for use in emuliating the
malware sample obtained at block 405 and extracted at block 410. The data obtained at
block 415 may be retrieved from the repository 208 if the malware sample from block 405
is of a previously characterized family. In some examples, the data obtainad at biock 415
may result from offline reverse engineering of the malware sample by operators of the
system 116. In general, the data oblained at block 415 enables the execution of an
emulator application that mimics at least some functionality of the malware sample from
biock 405, including the transmission of reguests 1o a control server (e.g. the conirol

server 112).

[0047] Block 415 may be performed, for example, by the emulator control subsystem
218 introduced in FIG. 2. Specifically, the coordinator 220 can detect the addition of new
extracted information in the repository 208 (resulting from the performance of block 410)
and send an instruction o the emulator control subsystem 216 {o refrieve the extracted
information and begin emuiation of the corresponding malware sample. The emulator
control subsystem 216 can also, at block 415, configure the emulator according to the
oparational parameters extracted from the sample at biock 410. That is, the repository
208 may contain a generic emulator for a given malware type, and the operational
parameters extracted at block 410 can be employed at block 415 to generate spacific

instances that mimic the operation of the malware sample obtained at block 405,

[0048] At block 420, the emulator control subsystem 216, having configured an
smulator with the operational parametars extracted at block 410, selects client atiributes
for a plurality of emulator instances, and spawns emulator instances to begin monitoring
the control server(s} corresponding to the sampie obtained at block 405, In general, the
emulator instances are configured to emulate respective bots in the botnet managed by
the corresponding control server. Thus, if the sample obtained at biock 405 is a sample
of the malware application 108 mentioned earlier, the emulator instances spawned at
block 420 each emulate respective client devices 104 infected by the malware application
108.

13



WO 2021/177989 PCT/US2020/034280

[0049] The client attributes selected at block 420 can therefore include atiributes such
as geographic region {e.g. which country an emulated client is in), client architecture (e.g.
wheather an emulated client is a 32-bit or 64-bit computing device), operating system, and
the like. Selection of client attributes at block 420 can include retrieving the client
attributes from a preconfigured list stored at the emulator control subsystemn 216. For
example, the emulator control subsystem 216 may store a set of default client attributes
to be used for each new malware sample to be emulated. In other examples the emulator
control subsystem 216 can store distinct preconfigured sets of client atiributes {o be used

for corresponding types of malware.

(00501 Having selected client atiributes, the emulator control subsystem 216 spawns
a set of emulator instances according to the selected client attributes. Turmning to FIG. 7,
a performance of block 420 by the emulator control subsystem 216 is illustrated. in
particular, the emulator control subsystem 216 is shown having spawned three emulator
instances 700-1, 700-2, 700-3 of a malware application obtained at block 405, Each
instance 700 is defined by an emulator core 704 including the data (&.¢. executable code)
refrieved at block 415 and the operational parameters exiracted at block 410. Each
instance 700 is further defined by client atiributes 708-1, 708-2 and 708-3 which are
specific to the corresponding instance 700. As will now be apparent, the emulator control
subsystem 216 can be configured to employ a plurality of computing devices, virtual
machines or the like {0 execute the emulators 700. Because each emulator 700 is non-
malicious, instances 700 need not be isolated from one another or from other components
of the system 116, and a plurality of emulators can be executed by a single computing
device or virtual machine. For example, one computing device can execute a number of
emulators 700 having common client architecture and operating system attributas. As a
result, the emulator control subsystem 216 may execute a significant number of emulaior

instances 700 while minimizing the computational demands of such execution.

[0051] Each emulator 700 is configured to send requests to the control server 112 via
the proxy conirol subsystem 204 and the network 100, according to the operational
parameters extracted at block 410 of the method 400. Certain internal components of the
proxy control subsystem 204 are also illustrated in FIG. 7. In particular, the proxy control

subsystem 204 includes a plurality of proxy interfaces 712, of which three examples 712-
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1, 712-2 and 712-3 are shown in FIG. 7. The proxy interfaces 712 are spawned by the
proxy conirol subsystem 204 upon request by the emulator control subsystem 216 (or
other components of the system 116, such as the collector 200}, and are defined by a
communication protocol (e.g. SOCKS, HTTP, or the like). The proxy control subsystem
204 also includes exit interfaces 716-1, 716-2, and 716-3 connecting the proxy interfaces
712 with proxy servers (e.g. VPN servers, Tor nodes or the like) that satisfy the client

attributes such as geographic location of the corresponding emulator 700.

[0052] The paramsters defining a given proxy interface 712 {(e.g. IP address, port
number and the like) can be provided o the relevant instance 700 for use by that instance
700 to communicate with the control server 112, as shown by the example
communications path 720 between the instance 700-2 and the control server 112. The
proxy control subsystem 204, in other words, provides a scalable mechanism {0 obscure
the scurce of the emulator requests (which may be hosted on a smalier number of

computing devices, including a single device) from the control server 112.

[0053] Referring again to FIG. 4, at block 425 the system 116 (and specifically the
emulator control subsystem 2186, in the present example) is configured to collect emulator
output from the instances spawned at block 420 (e.g. the instances 700 shown in FIG. 7).
Emulator output includes the contents of any responses received from the control server
112 to reguests sent by the instances 700. Responsss from the control server 112, as will
be apparant to those skilled in the art, may include any of a variety of data. For example,
the control server 112 may transmit commands to the instances 700 to send email
messages (i.e. spam), {o initiate denial of service (Do8) attacks against a specified target
network address, or the like. Other example commands received from the control server
112 include commands to inject URLs or other content into browser activity {e.g. to
redirect a client browser to a malicious website associated with the control server 112),
to refrieve and send data in a specified location on the client device to the controf server,

or to download and execute or store a file from the control server 112 or another location.

[0054] Each command received at an instance 700 from the control server 112 is
stored in the repository 208, along with an indication of the client atiributes 708 of the

corresponding instance 700. Other metadata, such as the time and date of receipt, may
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also be stored in the repository 208 along with the contents of the command itself. The
emulator output collected and stored at block 425 is subsequently processed for the

generation of [0Cs.

[0055] As will be apparent 1o those skilled in the art, malware operators may target
specific geographic locations, types of client device, or the like. The emulator control
subsystem 216, by spawning instances with a wide variety of client attributes, enables
the system 116 to detect malware control server activity that may not be readily detectable
with a single execution of a malware sample. However, cartain emulators 700 may not
yield useful monitoring data, as a result of having client attributes that the control server
112 is not configured 1o target. The emulator control subsystem 2186 is therefore also

configured to terminate emulator instances under certain conditions.

[00568] At block 430, the emulator control subsystem 216 is configured to determine,
for each emulator 700 spawned at block 420, whether the emulator is inactive (i.e. has
not received a response from the control server 112 in a preconfigured time period). When
the determination at block 403 is affirmative, indicating that the emulator 700 is not
generating output, the emulator control subsystem 216 returns to block 420 to adjust the
active set of emulators 700, e.g. by terminating the inactive emulator 700. Unproductive
emulators 700 are therefore pruned pericdically, releasing computational resources for
use in running other emulators {either corresponding 1o the same sample, or o different

malware samples).

(00571 When the determination at block 430 is negative (no remaining emulators 700
have become inactive), the performance of the method 400 procesds o block 435, At
block 435, the coordinator 220 is configured to determine whether an update to the
emulators 700 is required. The determination at block 435 is based on the emulator output
collected at block 425 and stored in the repository 208. For example, the coordinator 220
(e.g9. an update moniioring agent thereof) can be configured to monitor the repository 208
for spacific types of emulator output that are indicative of changes in functionality of the

malware application corresponding to the emulators 700.

[0058] Examples of emulator output indicating that updates may be required for the

emulators 700 include a command raceived from the control server 112 that was not
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understood by the receiving emulator 700. Such a command may indicate new
functionality deployed by the control server 112, or previous functionality not currently
accounted for by the emulator core 704. Unknown commands may be reportaed to the
repository 208 by emulators with a predefined tag (e.g. “UnknownCommand” or the like).
Ancther example of emulator output that may result in an affirmative determination at

block 435 includes a command (o download and execute files at the emulator 700.

[0059] When the determination at block 435 is affirmative, the coordinator 220 can
generata an instruction to the extractor 212 to repeat block 410, e.¢g. using the above-
mentioned files that an emulator 700 was instructed to download and execute. In other
examples, the coordinator 220 can generate a notification for an operator of the system
116, e.g. indicating that a further performance of block 415 is required o update the

emulator core 704 to interpret an unknown command.

(006807 When the determination at block 435 is negative, at block 440 the coordinator
220 is configured to publish emulator output, and/or data based on the emulator output.
As will now be apparent (o those skilled in the art, biock 440 can also be performed in
parailel with blocks 430 and 435 That is, negative determinations at block 430 and 435
are not necessary for the publication of I0Cs or other data based on emulator output at
block 440,

[0061] Al block 440, for example, the coordinator 220 can be configured o process
the emulator output according to preconfigured rulesets to generate I0Cs based on the
emulator output. The [0Cs can include traffic patterns (e.g. times of day and/or frequency
of responses received from the control server 112), files or command strings received
from the control server 112, and the like. The above-mentioned rulessts can include
mapping rules that normalize emulator output to a common data model. For example, the
mapping rules can define a variety of commands having the function of inject content into
web sessions, and can also define a normalized identifier, e.g. “Weblinject”, that
corresponds to those commands. Thus, each command in the repository collected by an
emulator 700 can be expressed according to a common data model, for example

indicating the function of the various commands sent by the control server 112,
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[0062] The I0Cs generated at block 440 can be published by the coordinator 220 in
various ways. For example, the coordinator 220 can automatically transmit 10Cs to third
parties such as the malware detector 224 shown in FIG. 2. In other examples, the
coordinator 220 can expose an AP over which such third parties can request 10Cs for
specific types of malware. An example format in which the 1CCs can be stored is defined
by the MITRE ATT&CK knowledge base.

[0083] Performance of the method 400 need not terminate after the performance of
block 440. For example, a plurality of emulators for each of a plurality of malware samplas
can be executed in paraliel, and 10Cs may be generated and published in paralle! with
the execution of such emuistors. That is, the system 116 can enable continuous
monitoring of a plurality of malware samples, as well as dynamic, at least partially
automated updating of emulators in response io commands received from malware

conirol servers.

[0064] Those skilled in the art will appreciate that in some embodiments, the
functionality of the components of the system 116 discussed above may be implemented
using pre-programmed hardware or firmware elements (e.g., application specific
integrated circuits {ASICs), electrically erasable programmable read-only memories

(EEPROMSs), stc.), or other related components.

[0065] The scope of the claims should not be limited by the embodiments set forth in
the above examples, but should be given the broadest interpretation consistent with the

description as a whole.

18



CLAIMS

1. A malware monitoring method, comprising:

obtaining a malware sample;

extracting operational parameters corresponding to the malware sample;

configuring an emulator application corresponding to the malware sample
using the operational parameters;

selecting a plurality of client attribute sets from a preconfigured list of client
attributes, each of the selected plurality of client attribute sets including at least a
geographic region;

executing a plurality of instances of the configured emulator application, each
of the plurality of instances having a respective one of the selected plurality of client
attribute sets;

collecting output data from each of the plurality of instances;

generating indicators of compromise (IOCs) based on the collected output
data output;

periodically detecting that a first subset of the plurality of instances are not
generating output; and

terminating the first subset of the plurality of instances, while continuing

execution of a second subset of the plurality of instances.

2. The method of claim 1, wherein obtaining the malware sample includes retrieving

the malware sample from at least one preconfigured source.

3. The method of claim 1, wherein extracting the operational parameters includes:
executing the malware sample in a plurality of sandbox environments to
generate respective sets of sample output; and
extracting the operational parameters from the sets of sample output at an

extraction module external to the plurality of sandbox environments.

4. The method of claim 3, wherein the respective sets of sample output include at

least one of memory dumps, files, and network traffic.
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5. The method of claim 1, wherein the operational parameters include at least a

network address of a control server corresponding to the malware sample.

6. The method of claim 5, wherein periodically detecting that the first subset of the
plurality of instances are not generating output includes:
determining whether any of the plurality of instances have not received data

from the control server for a predetermined period of time.

7. The method of claim 1, wherein each of the selected plurality of client attribute
sets further includes at least one of a client operating system, and a client computing

architecture.

8. The method of claim 1, wherein executing the plurality of instances includes
routing requests to a control server through a proxy interface corresponding to the

geographic region.

9. The method of claim 1, further comprising:

determining whether the output data indicates an update requirement for the
plurality of instances; and

when the determination is affirmative, repeating the extraction of operational

parameters.

10. A computing device, comprising:
a communications interface;
a memory; and
a processor configured to:
obtain a malware sample;
extract operational parameters corresponding to the malware sample;
configure an emulator application corresponding to the malware
sample using the operational parameters;
select a plurality of client attribute sets from a preconfigured list of
client attributes, each of the selected plurality of client attribute sets including

at least a geographic region;
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execute a plurality of instances of the configured emulator application,
each instance of the plurality of instances having a respective one of the
selected plurality of client attribute sets;

collect output data from each of the plurality of instances;

generate indicators of compromise (IOCs) based on the collected
output data;

periodically detect that a first subset of the plurality of instances are not
generating output; and

terminate the first subset of the plurality of instances, while continuing

execution of a second subset of the plurality of instances.

11. The computing device of claim 10, wherein the processor is configured, in order
to obtain the malware sample, to retrieve the malware sample from at least one

preconfigured source.

12. The computing device of claim 10, wherein the processor is configured, in order
to extract the operational parameters, to:

execute the malware sample in a plurality of sandbox environments to
generate respective sets of sample output; and

extract the operational parameters from the sets of sample output at an

extraction module external to the plurality of sandbox environments.

13. The computing device of claim 12, wherein the respective sets of sample output

include at least one of memory dumps, files, and network traffic.

14. The computing device of claim 10, wherein the operational parameters include at

least a network address of a control server corresponding to the malware sample.

15. The computing device of claim 14, wherein the processor is further configured, to
periodically detect that the first subset of the plurality of instances are not generating

output to:
determine whether any of the plurality of instances have not received data

from the control server for a predetermined period of time.
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16. The computing device of claim 10, wherein each of the selected plurality of client
attribute sets further includes at least one of a client operating system, and a client

computing architecture.

17. The computing device of claim 10, wherein the processor is configured, in order
to execute the plurality of instances, to route requests to a control server through a

proxy interface corresponding to the geographic region.

18. The computing device of claim 10, wherein the processor is further configured to:
determine whether the output data indicates an update requirement for the
plurality of instances; and
when the determination is affirmative, repeat the extraction of operational

parameters.
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