; e3e*' X64T V1' O CASCADI NG NETWORK APPARATUS W TH CONTENT BASED MESSAGE
REDI RECTOR FOR SCALABI LI TY Cross-Reference to Related Applications s This @

appl i cati @iy d2mss¢onti nuati on-j . S. application pgghisalsfaggber
091 566, 800 entitled " SCALABLQMWW ARATUS FOR CONTENT BASED

SW TCHI NG OR VALI DATI ON ACCEL , Which is a continuation-in-part of

U. S. application serial nunber 09/%25? 041 entitled "A NETWORK APPARATUS FOR
SW TCHI NG BASED ON CONTEASCABINGONEPRORBAAPPARDATAWIEHd U. S. application
serial nunber 091 562, ¢ONTENTIBASED MESSERGCAGREDIREEABRIRGR FOR VALI DATI NG
DOCUMENTS, " all of which are incgcpensiattyherein by reference. Field The
i nvention generally relates to conputers and conputer networks and in is
particular to a technique for cascadi ng network Background Wil e

._Increasi ”gléfoég?ﬁéfe?é’rfc%%ﬁe‘fﬁte&Epgmﬁiﬁgﬁ oles as store and forward data ?o

. Systens, coOnpu ne mas Internet are experiencing trenendous
growth gs tranwﬁig'agpné%aﬁ%aebﬁrmugﬁoﬁ.m-%érgﬁ H}.@P%b@%ﬁﬁor‘?‘?&#él Bambens. veeb
site ﬁvvn)e(rs, and ;,l n_est ser\r/ers are overwhel med by explosive r?Lfel \CN)rId
LW e ﬁs%a%ﬂﬁémemﬁﬂﬁewmﬁ%ﬁ#@@?ﬁgilyak
structure @ﬁ}:‘%é ﬁb‘ % ‘Qﬁﬁ)ﬁ%ﬁg A]rfgcﬁ up .l nigl%age, I ke

wggét ?rg: kup | anqua gjs.ﬁg{é;%z isjﬁ.]t he fix dﬁiﬁg{rk glum é l ke EIKLésalr-l%\/L,
include a §§9t»qﬂa%3n— -PRj é‘@% GPhlicatign ﬁ&‘lﬁﬂﬁﬁ%ﬂ H@Qﬂg@% Ieﬁﬁ@ed[ s for

fags) bat NETHORKAPTARRPrd s SRenG Eat PR RN hr ough whi ch
ok bacy PERLTERSEL BRI abF LS el rathsone Rl Sk
syntax. XM. has the further advant a%(HaAbecause the actual data is separated

fromthe pr'\b'%E/MP&'ﬁ APPARATHE FfaR ¥YALTRATNE PLGUNENRS HTRIL ofhiehat&onbi nes

these two itenms. As a result, XM. has the potential to becone a standard by

whi ch nost comAieted herajr by &afereasd. appl i cations wil | excﬂlmmﬁmmw"‘m‘w{mm cate
ffic

data. As a result, there is a need to provide network a are
scal abl e tdli@ld accomrmodate such expl osive growth in I nt er nef, bha It is
al so desirable to all ow such network apparatus to process or nmnani pul ate

i nformation in &he#vertion ggnerally relates to computers and computer networks and in

15 particular to a technique for cascading network
Background
While increasingly more successful in their roles as store and forward data
systems, computer networks such as the internet are experiencing tremendous
growth as transaction-based, mission criticai business applications, Web site
20 owners, and business servers are overwhelmed by explosive traffic growth.
XML, or eXtensible Markup Language v. 1.0 was adopted by the World
Wide Web Consortium (W3C) on February 10, 1998. XML provides a structured
syntax for data exchange. XML is a markup language, like Hypertext Markup
Language (HTML). Most markup languages, like HTML, are fixed markup

25 languages. Thatis, the fixed markup languages, such as HTML, include a set of
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formats, such as XM.. Brief Description of the Drawings The foregoing and a
better understanding of the present invention will is becone apparent from

the fol |l owig@dahiai | ed description of exenplary enbodi menpgraRre ids cl ai ms
when read in connection with the acconpanying drawi ngs, all formng a part

of the disclosure of this invention. Wile the foregoing and foll ow ng
witten andX@q fagsiergratdingiagiocumeant: P hesetsevhand; XMLodbesqobdefing

enbodi nents of the invention, it should be clearly understood that the sane
is by Zo whyedsetofitags, butriather.conty eofineplaesyotdxyoratrdciusechfotmat thicugh t her et o.
The spirit and scope of the present inventionis limted only by the terns
of the app&hitddussracansdeffiedhéioblvosehaf XMb tagse Mherdpiceéntilesera minisars of the
drawi ngs, wherein: Fig. 1 is a block diagramof a network system according

to an exanpf ¥Mintmsed tenfuages wMvRdeARd (HbirdSrsd?eTidgs u§@8|thé XMiAdd@adig. 2 is

a flowchart illustrating an operation of content based nessage director

accor di ag XMlahastherfpiiserenbastagebécadsthe dctual dutdlsoslaritadfémhé | ustrating
a network systemincluding a validation accel erator according to an exanpl e

enbodi ment presehtagion 4f i datdliimesrrast WMt HTVIL WAgh 2BnBrRERh&RBIRAR, accor di ng
to an exanple enbodinent. Fig. 5 is a block diagramillustrating anot her

exanpl e opggal ieggit, SIML had tRRBotdridal i rector
Notérftial @ KebhRY stiagsd m@gﬁggﬂ

according to an exanple enbodinent. io Fig. 6 Is I 'agram

11 ust rati BempulcraReRarhitagbatohs i 8kSdAGe P oBfi R grgmbodi ment. Fig.

7 is a block diagramillustrating a tran mng swtch according to

anot her examl exgEhadTRe 55 ReocPlol ool heRlorFaAkrAll th o) Litg 2 svstem

according to an exa
10 to accommodate such explosive growth in Internet traffic. It is also desirabie to

allow such network apparatus to process or manipulate information in a variety of
formats, such as XML.
Brief Description of the Drawings
The foregoing and a better understanding of the present invention will
15 become apparent from the following detailed description of exemplary
embodiments and the claims when read in connection with the accompanying
drawings, all forming a part of the disclosure of this invention. While the foregoing
and following written and illustrated disclosure focuses on disclosing example
embodiments of the invention, it should be ciearly understood that the same is by
20  way of illustration and example only and is not limited thereto. The spirit and
scope of the present invention is limited only by the terms of the appended claims.
The following represents brief descriptions of the drawings, wherein:
Fig. 1 is a block diagram of a network system according to an example

embodiment.
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is enbodinent. Fig. 9 is a block diagramillustrating cascadi ng of two
devi ces according to an exanpl e enbodinent, Fig. 10 is a diagram

i1 ustratjg,fRa ation of an XML device to process a tranga¢hish)sis MESSage
2108 . . . Sel4de38 |
t hat does“no{ %matlch the configuration of the XM devi ce. %o I}! g. 11 is a

diagramillustrating operation of an XM _ device to process a transaction
or message t hatFiga2 she flowlvhart diustrgtingedn aperatiort dfecoxiddnt deseccmesdagg. 12 is a
diagramillustrating a cascading of nultiple devices according to an

exanpl e enfpditoraicordih@to ddekample @nagummentl | ustrating a cascadi ng of
mul tiple validators according as to an exanpl e enbodi nent. 3 WO (12/11;

. 281 PCTI USO1/ ~~£ig83 id g blobk diggyraém dieGati 4 hetwobK sydtad ifciwisg adainitiof
mul tiple transformers according to an exanple enbodinment. Fig. 15 is a

di agram i | lagsdisratdrigcsrdiseas d@npie Sbsdipleat cont ent based swi t ches
according to an exanpl e enbodinment. s Detailed Description |I. Content Based

Swi t chi ng Ref er gigng id & dldifarfiiiGidtrain 4h dinsdle hidsQage BRIMIRg kavshh cat e | i ke

el enents, Fig. 171s a bl ock diagram of a network System according to an

exanpl e en%gghg%rgn&b&ﬁmghgm inFig. 1, avariety of clients may be coupl ed
or connected to a data to center 135 via a network, such as the | nternet

oo o B PR B M 0
|20Lor) Ut PSR B ERed AR RO SRS 192 U

t el ephone. Wbrojal esra device 132 may be coupled to the Internet 130 or to is
a data cent™@P82N a comuni cations |inks 134 and 136, respectively. Links

ol lulal 11k oF Sopket Hachrecdin IR pits s Bendialihin sy pt Band e S °

i ncl udi ng serve{? 1111(1){% .conputer 120 and device 132 can send and receive
messages o@RSPMPRETPRAMARt 130 and may use a variety of different protocols

or transports. ) , ) ) , i )
Fig. 7 is a block diagram illustrating a transforming switch according to

another example embodiment.
Fig. 8 is a block diagram illustrating a system according to an example
15 embodiment.
Fig. 9 is a block diagram illustrating cascading of two devices according to
an example embodiment.
Fig. 10 is a diagram illustrating operation of an XML device to process a
transaction or message that does not match the configuration of the XML device.
20 Fig. 11 is a diagram illustrating operation of an XML device to process a
transaction or message that matches the configuration of the XML device.
Fig. 12 is a diagram illustrating a cascading of multiple devices according to
an example embodiment.
Fig. 13 is a diagram illustrating a cascading of multiple validators according

25 to an example embodiment.



zo The data center 135 is provided for sending, receiving and processing a
w de variety of nessages, requests, business transactions, purchase orders,
stock quo@2Elssiock trades, and other information. The datasgon,sy 135

i ncl udes several processing nodes, such as servers, including server 150,
server 160 and server 170 for handling the various orders, business
transactions andFigs1bistrediagraquiestatingleecascadieg ehmultipleviesnsfdrmettat a cent er
135 may be allocated to 4 WD (12/(1;281.1 PCT/II1SII1/~.1C38 provide

di fferent séeedrdieg to an egarepledinifoziireent. | evel s of services. According to an
exanpl e enbodi ment, the clients and the data center 135 exchange busi ness
. transaction inf oFigat5 sra diagratrhidtstratihg argistadin® ¥t Befigletdnaid phs&ei Vi ng XM
nmessages, which may include data provided in XM. or in a XM. based

| anguage, sswitchozsmageiingto sakxdmple enpbiiglent ype of structured syntax for
data interchange. The various servers, such as servers 150, 160 and 170,
are coup$ edDetailed Destigionmanager 140 via a switch 165. Traffic manager 140
may performa variety of functions relating to the managenent of traffic,

i ncl udi ng | h@brehtBaddtSwitetiingxanpl e, bal ancing the | oad of incom ng
nmessages or requests across the io avail able servers according to sone

policy, such as R@f@ﬂﬁ’\grt@meﬂ?igbr%@?fﬁ W'Né'ﬁi?ifé n%we?é?é‘l?ﬁfc%?zeﬁlﬂ%i’eglé%ﬁﬁttshg%l | oad

bal anci ng technique. Referring to the clients agarn a i cation

O dor & or - of hes Dok BgEh B8 Re Bl A Pl B T S RB Bl ogr am 112
doer casea tot o FT¥ach & 65 SRMRE ali taad dRoab Py S atale: an send
Sy pront of e 14 PRk P 53 Skl 8 TricEledl, (pattolentipy

an ol got torl 8% AP 7R RTRRe AR R AIRD Feter8) 1 2o 0Bl 198 o cont or
busi ness | HeSehAL AT STHGTAPHRE] BRL RGP oe P DiuiogR 2 Aod

le, | t,_dat ter 135. Wb b r 122 | d t
pur chase orlrEesh el e (2 R an aessRiab ISR B8 St FRAO AorIARS (n {0 o

renote server ocated at data center 135. Wrel ess device

ich may pbe 2s | oce
132 may r ec%ﬁ”(‘)'@%ﬁ'leBP?&%i Mﬁr elpss fiaviees! 32 gy bpraupled torthe Internet 130 or to

15 adata center 135 via communications links 134 and 136, respectively. Links 134

and 136 each may include one or more of a wireless link, such as a cellular link or
other link, or a wireline link. Each of the clients, including server 110, computer
120 and device 132 can send and receive messages over the Internet 130 and
may use a variety of different protocols or transports.

20 The data center 135 is provided for sending, receiving and processing a
wide variety of messages, requests, business transactions, purchase orders,
stock quotes or stock trades, and other information. The data center 135
includes several processing nodes, such as servers, including server 150, server
160 and server 170 for handling the various orders, business transactions and

25  other requests. The different servers in data center 135 may be allocated to
4



PCT/USU 1 /-4~C-38 related to purchase orders, business transactions) web
pages, stock quotes, gane scores and the like fromone or nore renote
servers, §ah@sigervers located at data center 135. AccOlpgrRGol/Qiea)
enbodi nent, the server 110, conmputer 120 and wirel ess device 132 each may
communi cate or interchange data with one or nore renote servers, such as
servers 150Provie differentzservipgs, oe adimdjfferedt leeelsiof sargicsdl Adedrdingwhiagh may be
application data that is encoded or formatted according to the XM. standard
or accor di ngxarapleemimdimentsthkMientased thedata agater 186 edtdngs Husinass exanpl e
enbodi nent, the traffic manager 140 includes a io content based nessage

. director 148Bansactiom iformationwr bitler mrsRYEs by SeAding hRE taBiVERY XQL based upon
the content of application data, such as business transaction information,

whi ch may bmepsapssdwtichsmaiMacidaé da@prandXm e or H #kilCodRA e, 440 and/ or
nmessage director 145 may be software, hardware or a cor!Pg? na??%ﬁugéébot h)

and may eveor resgugeyibdesd QporPandhertpid odtriR it M) should is
be noted that director 145p0nay operg?%e by itse? ) t@;%@%%@rﬁ@r%r}ahge.l ar ger

networ k appar at Ukhe idls 88nea, kud adsdri@ki1ise, @%ﬂ%@e F:ggcpg%%; ng to an

exanpl e enbodi nent, because of the advantages app n-data can

advant ageougdfiic aurageoes \hé’b%ﬁ’tﬁ%ﬁ 65 § fﬁ%ﬁngﬁerqﬁbﬁnﬁﬁé%mgg@%gg So?ﬁ at(:) '

more clients or conputing nodes by sending and Tt ece€i vi’ng

{ ncl ude_ appifitadiiod rélah, (oA niahaBUROASS aficl ALIRILSGaAESREALIG Lo the XML

standard. Therefore, according to 'y be a XM
director b i i i he 1ncomn ssage,to a

particul ar e%?%’ t{)aéés]"led up%rllé%{dhozwlgépgs’%wdetskpé rﬂ%l%gg%%c_ro%,‘ eXM. dat a
preferably L i or,. synt ax required the XML st andard.
A zs do?durre&n@"?ﬂgt% EL‘&&SQ‘%‘%}S&?%&%@? P%'L?th%f' %Strgﬁ'f‘d'f‘it'&%‘?ﬁﬁ ngmget efys, and
ot her synt 1 = [USOL1/ .~ ~G3t3 or markup data that conplies
with the X%ng?éﬁagfgr %&ﬁéﬂ%F%P%Bg éle&hB@uﬁ' "wel | formed" XM. docunent,
Therefore, in a | a nbodi nent _. content based nmessage director 145
is a XML direct c%e?éﬁﬂnaé‘?/g%,éﬁ??tséﬁﬁ'ﬂl'ﬂF@e?uﬂﬁé%?’%ﬁmﬂf?&ﬁ 1&igﬂ@dt®ra 145 can
direct or swi.tch nessages havin tbasi cally any type of structured syntax)

i ncl udi ng }W'”F%BKEW a'ﬂﬁ ELRSOSF&?T@ Qaf@naging iNKeRIPNG REdRIS on St businesshe

enbodi nent .of the tr?fic n%na er 140 and director 145 shown in Fig. 1 is
that the t "ZNPRUIORENEGEEXANPDEFRPICHONArPFEDLT 1288y automatically and

15 electronically detect that inventory has decreased below a threshold value and
then automatically generate and send a purchase order to a supplier's server at
data center 135 to request a shipment of additional supplies or inventory. Thus,
server 110 may initiate, for example, a business-to-business (B2B) transaction by
sending an electronic order to the supplier's remote server located at data center

20 135,

As a another example, web browser 122 may request web pages, business
information or other information from a remote server, for example, located at data
center 135. Web browser 122, may also send or post purchase orders, business
transactions or other business information to a remote server, which may be

25 located at data center 135. Wireless device 132 may receive information or data
5



are located in front of the one or nore application servers or processing
nodes. 1o By locating the traffic manager 140 and director 145 in a

conput er, wifMRbs:Qr conputing systemin front of the processing;qadgs or
servers (as shown in Fig. 1), for exanple, coupled between tlhe net wor k 130
and the servers, the traffic managenment functionality and the functionality

of the directlatedldpuhasderdels, lbugmeds frimBcashsa bl fzaks AoSeh s, t0_a
separate and/or dedi cated network is apparatus or netvvorﬁ system This can

advant ageoughphersebicavandithe liké B6@RSSHSH MEEe8mBTe Pk Caldl rs from
this additional processing overhead. Alternat ievel y,rk’tcﬁfedqggr%c egg 145 may

, include a biddated 4t davd ¢sleM3d) a plurality of output ports (physical
ports), with a server coupled to each physical output port. In such case, a

f i ' .20 Contr ol
TVRG), addr ass. or eeid pab ePAEert o8 SERERTIQ oERldh 15 ERRTI s hen

voul 518Dl o el i oA LRE 1 LRSS (RELHELRG LG, o 0e

cont ai ning the XM. busi ness transacftron in

physi cal - oubibrap@lidiad SereRAfH0! 4 ha 378 5 senRg A 55 il KM Lath

e
director 145 includes a built-1tTh swtch Or ch the

nmessages to : dlrector 5 switches or directs the
messages to“@g’?’ in?) sy€é§@'g%ts?gn é@&agﬁ{ 'S_ngcoéjrl? or W‘gfﬁ?‘?ﬂé@gﬁ fhepéMb/ | ~ s(11
/-4-4138 di | so switch e_packet based upon ot her

i nf or mat i ongﬁﬁ&?gﬁe&%«gg@%ﬁg@@ﬁ oL gafe eﬁ&ﬂ}%@geﬁr destinati on address.
Fig. 2 is a flow,chart (llustrating an operation of content based nmessage
di rector accor di’fGof n%i?%@(ﬁ’fﬁm%'eé l”ﬁ%ﬁfttheﬂﬁﬁﬁl‘B%W@QEIOﬁOﬂF‘r@d@iSraector 145

S receives a age. The nmessage ymy be sent over any transport or
pr ot ocollg} ,© rﬂ%‘ﬁ%ﬁgeq'%%ﬁ’%é'?%fgordﬂ%tf’@l”eﬁr%tslﬂ’@@m nMepsRyes tpid selautethsf er
Pr ot ocol (FT{R@ Si rrHI e Mai|l Transfer Protocol (SMIP), Wreless Application
Prot ocol ( VBSYSLAASEH URAY threcqnient of apglisation datar sucki ascbusiriass tansastioni t h
Wi rel ess deyices), I&%{i)ertext Transfer Protocol (HTTP), etc. The general
teachi ngs alfePTIRHOR BTG MaK berPrevided as Kiiedata amaniexample. Fegfinimanagarpon any
particular transport or protocol, but rather are transport-independent. A
HTTP Post i $4GaNumpssagsidirgciord 48 qay brraoftarerdiardware am akSbhidifatish ofessage
(or HTTP request) may be presented as: is request-line (the URL);
i dentifies BOthragrmaay ven ge peyidsdrap ortes pastsaf agetverdwrosessor.oit shaul¢) <bl ank
l'ine> body (the application data or the XM. data; only for a PGST) zo
Here's &n e&gn@tpé that director 145 may operate by itself, or as part of a larger network

apparatus, such as part of a traffic manager 140.

According to an example embodiment, because of the advantages of XML,
application data can advantageously exchanged between the servers of data
center 135 and one or more clients or computing nodes by sending and receiving
20 messages that include application data that is encoded or formatted according to
the XML standard. Therefore, according to an embodiment, director 145 may be

a XML director because it directs or switches the incoming message to a
particular server based upon the XML data in the message. The XML data
preferably complies with the format or syntax required by the XML standard. A

25  document that uses tag formats, such as start tags and end tags, and other syntax
6



POST www; acne. coml pur chasi ngl order.cgi HITPI 9.7 Content-Type: textlxm
Content-Length: 1230 zs User-Agent: Cern-Line Mdel 2.15 Date: 3/27/0D <XM.>
s 1~ O Qg %28y <Fronpi ntelLconxl Fron> <To>bookstore. Co@Egk@744638

<Pur chaseBook> <I SBN>02D73798233<I | SBN> s <Pur chaseAnounf >

98<| Pur chaseAmount > </ Pur chase8ook> </ XM L> PCT/U SU 1 /.~-4(i38 In this
exanpl e, t her wRtkupatata dwmdesmplidasnedh the XMlosiaddakdiis cansideree 8 bé ariwell-o i 0
identify a programor application to process the nessage. Several header

| i nes ( Cont taminety¥BIL domnment.- | engt h, date, etc.) nake up an HTTP header.
The application data is provided after the HTTP header, and in this exanple

., is provided as XWierefatd.in &n skemplatyegmisodibazht, 206tert Bdded médtage dirb&8r
identify the start and end, respectively, of the application data (or XM

data). Thi s128/s 4 XMARRECRR! HoWeWsH A shuldbeurioeltsdeflat @ efory 3§¥'an9'00“m9”t :
. The XM. docunent includes markup characters (or tags) V\Xn C escri be data,

and dat as chgifggop é@itch?ﬁwe%g%%%?ih? gragicégfrérllﬁgég’é%tr&ftur% gytﬁtgi?,\éﬁ%@%{bg Tag

docunent is witten as: <To>books ere<

and </ To> i gn@fyp8f raiilip I%'Lgd@eare mar kup characters because they describe
the XML data characters ao % ookstore.con). The business transaction

| or ma i on_descid s kSRS S EARRAROR T nBF S arkherbP TN ased,

pur chase anmount, quanti ) I's not I nclude e HTTP

header, - - AT [ th

i S S s
es o u ]

d%/Pector 34 eggt?lascg?lg@é@%ﬁﬁﬁﬁﬁg@%%tﬁﬁ&%@Ts\?ivtsﬁﬁgi%ﬁ(:?%?' Qﬂ;sesI ﬁre t he

nmessage = ~~ ig. 2,

di rectg or® 148Y léglaggg %)2@%% @gga%qrﬁﬁé@néﬁrp%%ﬁ@ 2 BYNPULSE ﬂveaaf a {the XM

data in this ex | e), and can eck to ensure that the XML docunent or

appl i cati onC%?"ﬁméss M lnfmeﬁt_ € REICESRIRAMIOESS PHEENRIs 488 Bhowmi FigyT)check to

make sure | east, a portjon of the XM. docunent neets the so
aftor example, ¢ upIeJ bélween Ehe network 130 and the servers, the traffic

management functionality and the functionality of the director 145 can be off-
loaded from an application server to a separate and/or dedicated network
15 apparatus or network system. This can advantageously relieve the processing
nodes or application servers from this additional processing overhead.
Alternatively, the director 145 may include a built-in switch with a plurality of
output ports (physical ports), with a server coupled to each physical output port.
In such case, a group of servers may have the same IP address or Media Access
20  Control (MAC) address, or could have different addresses. The director 145 then
would simply output or switch or forward the packet, including the message
containing the XML business transaction information, via one of the physical
output ports to a particular server. Regardless whether the director 145 includes a
built-in switch or uses switch 165 to switch the messages to the servers, the

25  director 145 switches or directs the messages to various servers. Switch 165 and
7



s called well-fornmedness constraints or requirenments in the XM
specification or standard. Parsing generally refers to the process of

cat egori zygdnlaggharacters or XM. data that make up the ¥Mpdepuggnt as
either markup (e.g., <To>) or character data (e.g., booksfore.com. At

bl ock 220 of Fig. 2, the application data or XML data, including markup io
char act er s diredfonr146 mayoalse swilet the paskdtibased appaoter inforatationiin thier e
configuration patterns or queries, which may be stored in the director 145,

t o det er m neackét, bher &s b SoarcaridefessAt @estthatign iddi@gs enbodi nent, t he
configuration patterns nmay be dynam cally changed or updated by a user or

. by a program or Fep ik eaflowdcharbillistexiagah @pefatiph 0f cameases ingkagde failure
of one or nore servers and/or detect is the response tinme of servers, and

then updat editdetor @@odrdigl tatanixaRitlé hbodiMeRt CAWMCK 210, ieSRctdiaages in the
. network, for exanple, to redirect certain nmessages from busy servers to

servers shigbeidéLa nRssale!sYhe mesaawgybé%éﬁtW&%H%@gﬁmH rp?gﬁggagsg,he

avai |l abl e servers. At block 225, | ere is a mat nt ent of

L ancact| o oRPer Ry e TR AR D P e Pie T o
configurati §ﬁ1 8Real§/|5ﬁ’ FI'Fhr%rferqﬂ"ég%ol (@Rﬁrp\)te \Bﬁrg%'s% %@%f?&atig}ﬁ%r&gé@%f/@ﬁ, Hv@?%‘qat ches

t he nmessage the corresponding ser essi ng ta

e i na cat CAERGe BRed (AR OEERAGHAROh Sy i el e PPt
hes, ' ' ' , b he fi

rat ch, or ?ﬁaﬂéfé%ﬁ@?@é@gﬁfﬁg etCSZ“awe%ifaﬁrn%ﬁai IR 28 %%af%%ﬁfai@f&ﬁ%ﬁ pal ance

i ot ot ¢ OREnBe A W8 BRneB i Ustn an) o B kanthod Tesrperl Bufebene. <" °°

configuration pattern can also identify a certain pattern for which a
nmessage shtﬁf?&gﬂép%f'wgﬁgﬂn‘%r@m being forwarded. In this s respect, the

director 145 may I%IE]s('IQ act. as a filter to selectively pass or_forward sone
messages while b R@ShisrEy Rampig aip MEssAden el eiprmatder amHdAP £ ost

PCT/ USO1/ - 4G38 For exanple, the director 145 nay be configured to direct or
swi t ch mesdBEREAIB4AEAT bR requesanaihy HgsedBf @§ur ati on patterns or queri es:
io Server |IP address Port XM. pattern S1 (e.g., 150) S2 (e.g., 160) S3
(e.g., 170) is 10.1.1.1 80 10.1.1.2 80

15 request-line (the URL), identifies a program for processing the message
headers (0 or more)
<blank line>
body (the application data or the XML data; only for a POST)

20 Here's an example:

POST www;acme.com/purchasing/order.cgi HTTP/1.1
Content-Type: text/xml
Content-Length: 1230
25 User-Agent. Cern-Line Mode/2.15
Date: 3/27/00

<XML>



10.1.1.3 80 To = bookstore. com To = stockquote.com To = conputerstore. com
Based on the above configuration patterns, the director 145 would direct a
message t@ospfo¥/hy S1 (having the IP address 10.1.1.1 and peflysBflssd the
data for the To el ement of the business transaction information is

bookst ore.com The nmessage will be directed to server S2 (having an IP
address 10.1. 1.2 ancfromtin8lpome/Arbnt>he data for the To el enent of the

busi ness transacti on, i r;form?ti on is-.stockquote.com And, the director 145
will direct any messd@aslOBUBLORY/ES it the data for the To el ement of the
busi ness transacti orxpupéiseBboen IS conputerstore.com Director 145 w ||

_translate a destination a S ort nper of, the packet to the
appropriate destination ég%’gi@ogﬁgggﬁgfﬂgé%er (i.e., 2s to the address of

the deskination server), <PFlrdnasEamaint 98k/PuridasBAhigas8l~ PCT/ | SU1/ ~~C38

Thi s advantageously allows different types of services (or different |evels

of service) to be pr?o”W@éﬂSﬁfQﬂOkﬁessages based on the content of the
application datgyxyguch as the business transaction information, in the
nmessage, In this exanple, server S1 may be allocated to handl e purchase
orders for books sent to s bookstore.com Server S2 may be allocated to
process requests for real-tine stock quotes, while server S3 nay be

al l ocat ed to priodbisexpmplehtheeUBL doirreqtiest line)ip ptavidedde atreqaest line to

conput erstore.com There are many exanples where content based sw tching
based uponidentifycoprogram of apiieatigmotoi pracese thelakessage. b8sveralsiseddealirsssct i on
information can be used to to offer different or differentiated services or
even di f f e(@ortenirtypie, [Gmtentteratie diate\atd. smake apariHTETR héssleanThBer exanpl e,
the director 145 may be configured to direct or switch nessages based on

t he fol | owapglicatio tgtarisipiovitied aifteetHesHTTP Begddrearid ibeihiy @kampledgddr ess Port XM
pattern is S9 (e.g., 750) 10. 9.1.780 PurchaseAnount < $100S2 (e.g., 160)
10. 1. 1. 280 piplifedasPuvc dase Avstarftag <RMIBDSId &OML>, ah &P 13- iderifdtHe $1000 <
Pur chaseAnount S4 (not shown) 10.1.1.480 $10D0 < PurchaseAnount” 20 (n this

exanpl e, megsRIRSeridO FesPUEtRRAS Bf Pletplicatiof daffor XMLSEtYEIThid XML t he purchase
amount is |less than $100; nessages for purchase orders are sent to S2 if

t he pur@haﬁﬁp@aﬁwaathss 5188 Pefbhad 13 A XMANGodiRie.t PRE xR0t f or the high
dol | ar purchases) the nessages for purchase orders for purchases greater

than $1000;g eQ‘?na?rg,gi cil§a‘?at§érts35lr ta@fs) {ifen 9BEPBeSatd, %ng Riata 5!%?9&9%5; he

director 145 (Fig. can direCt’ or route recelved nessages ed on the

content of ALRR BBl 8l r8Meldment HhOAHARARIL HoBLAEIS Witted 5638 data or

busi ness transaction’'information in the nessage. owWs web sites or
<To>bookstore.com</To>. Where<To> is a start Tag and </To> is an end tag,

which are markup characters because they describe the XML data characters
20  (bookstore.com). The business transaction information describes the business
transaction (To, From, items purchased, purchase amount, quantity, etc.), and is
not included in the URL, the HTTP header, or any other header, such as an IP
header, TCP header, of the envelope used for sending the message. These are
merely examples of the types of business transaction information in a message
25 upon which the director 145 can analyze and make routing or switching decisions

for the message.



el ectroni c-busi nesses (e-businesses) to offer different or differentiated

| evel s of services based on the content of the application data or

transacti Lnkqrmation. In this particular exanple, two $3 and
S4) have ﬁgg%wéﬁﬁécated to s handl e the highest dollar pu??ﬁé%@ﬁé&ﬁgrs.
Thus, by specifically allocating greater resources (e.g., two or nore
servers as ConMpaefibdk® I5USFIFig IPe tHeedineetor 148 Figh) prrgdedll siqidriof therount
purchases as conpared to the | ower doll ar purchases, an ebusi ness operating

at data cenjiHiicdith ¢RE IRERNI8at iMirideXarhSi¥panPEarbeHetk ¢Cefidiire it @ltase or der
nmessages having a higher dollar purchase anount. In this 1o manner,

. director 14>%Me%caWehP§réJ5 n@étro%aémm%ﬁnéd@ PEYBRIpI M\BiFdetstemssce or to
base ;E e

a specific server on aw vari ety of business transaction

or et Ot R B8, 9 o o GO ROB M ettt 0
network | ”Céail%b %(y?fﬁ}é—ﬂ%&n%% 'cBﬁs\./tgaﬁftg 'o?Fé@@ﬂéwéﬁéiﬁ%okﬂl_%gegg%a%n%a”p' e

enbodi ment . “Accor 0 an a ageo ment’, a center 135

I i | ud lj dat i I c i

i S B e S T SRR o
) t t t

0o s T8 AL SO BT B AT

Secor 6 00 o TR o SR o, o 9211 on accel erator 142 can be

application servers, such as servers 150, 0 a 170. .Proyi ding the

val i dation accel dried2200f F:l% Qath?e?WPﬂt"ﬁb%g? at 88/”1 q "ﬁ%@a{% rate from
the application servers allows the conputationally expensive task of
docunentl0 v afhafagtesrandionshagaten datd dathep seMPREEIgANE A MYR CORIAHERLON: o t he
val i dation accelerator 142. Alternatively, a plurality of validation

accel er at or patierns pagueriespwbighdeay, bastoreddnéng diragkor 1dat %/omt%rau@ dthaer 142

bei ng provided for one or nore application servers or other processing
nodes. As nistaethatthovAscortingdulardenedimentriis canigaréen patterss By lee it neets
the basic syntax and format of XM., for exanple, to determ ne whether the
document i sdynamhitaifycshanged ot npdafietl by amiser ¢rdoy)a/programn @aaeplightian. opri onal |y

al l ows a docunent 20 to be validated, which is a nore rigorous check to

det er m ne i éxarhglesa puagramenay dejectrinafailofe eflome)auimate sanvers ansensiatedt wit h
structure or granmmar required by the particular XM. based | anguage. XM

al | ows asdothemesporise thee vbdardas eahdadtben npdata theatordiguiadion patighde account
validation tenplate defines the grammar and structure of the XM. docunent,

i ncl udi ng r MhdsRthRINGER M the GEtvar For @tatnpld,4o redMBcORItaBLBbssaues/fiuson. ~~~, 3s

busy servers to servers which are less busy, or from servers which have failed to
the available servers.
At block 225, if there is a match between the content of the application data

20 of a message, which may include the business transaction information which may

be provided as XML data, and a configuration pattern or query, then the director

145 directs or switches the message to the corresponding server or processing

node in the data center, for example, wherein the message is directed to the

specific server as indicated by the configuration pattern. If there are multiple

25 matches, the director 145 can just direct the message based on the first match, or
10



There can be many types of validation tenplates such as a docunent type
definition (DID) in XM. or a schema, as exanples. These two validation

t enpl at esyy @, 458¢ as exanples to explain some features agpeqfyde
exanpl e enbodi nents. Many ot her types of validation tenplates are possible
as well. A s schema is simlar to a DID because it defines the gramar and

structure whicly 6*&%&1@9%%@%@9&6 B5IEhdOMBSs agRk iaﬁhonﬁ@\/\%‘bap of a schema

can be nore speci an a DID because it also includes the ability to

define dataLypes s pUfdls 3 filteh b fictsaddBRPbS dirddlé@acd Befallteaivensr poi nt,
ata type I'n

or customd S) etc. addition, unli ke a DID (under present

- standards). o BSBERRe™diaf RAY L iButRoRBaltehlcahaigmRdentiysonbl h ¢ he

application e sc can arsed and checked for basic

Sy o bl S TS e SHAO8 peBiod 81 b i RRRoARB! o o1, 11 1

. expected t conme nore co an e
future. As noted above,  val.idati Cek: | val i dati on
is tenpl at er?ssoegbﬁ',eo(ﬁ%ﬁcto&gléggﬁé%ag? gc{%eft%?q%gé%%ﬁﬁ E; pa‘asgade{@%gﬁdnent isto
be validated against a partjcular vyalidation tenplat t he docunent
will includ&mW Im%ﬁéﬁ%ﬁa’ﬁ\l&bpﬁ‘é‘f‘ﬂ? f?’gﬂa%@}li’%?q.gc?ﬁpﬁ%ad'é’f‘ 9%t he begi nni ng
of the docunent. _One exanpl e of valjdation instructions, can. a docunent
type decl ar at i onFOrRXaRMiedRE 9|r¢(qgquway(ﬁ,ﬁ_co f%’f‘ﬁg{o ‘ﬁ'ﬁ?&ﬁﬂrl %W'P a schema or
a reference to an 20 external schema. Accordi ng to current XM, the

val i dati on iMesERAYRS Paned ondfe followingeanfgHietioy BRIIIBR PEAYRSSn or schemas, etc.
are an optional area of the docunent that declares the structure, el enent
types, attributes, etc. of the validation tenplate. To be a valid docunent,
the structure and grammar of the application data in the docunent nust

mat ch th® struct 88ea&nd gr ammafP aédesed Byt he 2XMaIR#HE T on tenpl ate, for
exanple, if validation instructions are included in the 15 WO 02/ 0S281-t
PCT/ USfl 1 /-4-4638-docunent. The-vati datton tenptate-tambe provi ded
internal to (or within) the docunent and/or external to the docunent. Fig.
4 is a diagramilSifysyr,abohg an18xXahpl e ri¥ssage actoF®oalsioE.eam exanpl e
enbodi nent. The exanpl e nessage shown in Fig. 4 includes an XM. s docunent
410. XM. docunents244@.,i166) udes 18NL7.2ppl i&%at i on daTa=4R@kqlofe.coranpl e,

i ncl udi ng business transaction information, and validation instructions
415. S3(e.g., 170) 10.1.1.3 80 To = computerstore.com

Based on the above configuration patterns, the director 145 would direct a
message to server S1 (having the P address 70.7.1.7 and port 80) if the data for
the To element of the business transaction information is bookstore.com. The
message will be directed to server S2 (having an IP address 70.7.7.2 and port 80)

20 if the data for the To element of the business fransaction information is
stockquote.com. And, the director 145 will direct any messages to server S3 if the
data for the To element of the business transaction information is
computerstore.com. Director 145 will translate a destination address and port
number of the packet to the appropriate destination address and port number (i.e.,

25 to the address of the destination server), if necessary.
11




The application data 420 is the application data that will be processed by
an application server. The application data 420 may include, for exanple,
t o busi negg dl@pgaction information, such as a list itensppq,RE,/PIsEased,
prices, quantities or other specific details of a transaction or a request
for information, such as a request for stock quote, transaction details,

etc. According tShisradeahtagesmsit alloWselifsrentipess 6f seplesfor AMERNY RvERalf on
instructions 415 indicates that the docunent may be validated before

processi ng iserides tape Ipreadddor fasshgddBabas Qﬁ_tlﬁé“c@\té’rﬁ!dfﬂ%tétﬁlcétﬁmﬂ%e |
. In

provided within and/or identified by the validation instr I ons

, other vor ds sueeaorst BesidddsaanSadiRA iffBhatdnh e §R&A8E Of) tg.%'bégggﬁaie"”

instructions may indicate that the application ul e-val i dat ed
at a networ lkepRP8H aha\Phé alidAtRFto YahHRah t¥lokd 42yt 8! SO referred
. to as a validator) b%?ore passi gg tﬁg%ﬂ%%g&?%gg% %85%?%@5?% server for

further propesRiaG.cofp 5BYEFSS el ARoRAlb SRR REEYRT}H gl he document

or the application data has been-vall e va PRct i ons may

st ruct | on o dheRgL PRRTETer ST ngl RIbRREAT bikeat Behds GaB IR ea

instruction I n the _ set In ided to

indicate th %mb &b, tltg%hs%&ﬁé(ﬁ C%mrressage has been validated (i.e., pre
. 0 t L,

as validate ccordi ng docunent validation is optional,
for 16 WO 02/ 1 -1 PCT/ US011~~138 ex e, by the application server,
even when val i daﬁ%ﬁ%régqnﬁ@f(?@ﬂ S r%P%aﬁnBL%ﬁg.SWBWBQBﬁeq ¥parsthgossi bl e
that in the future, validation . in XM, or other |anguages may be required.
i othe. docoreltettTas Brpbakiat e By QHSW%"%”S@&P%@?qrmﬁt'%m be usedstech as a
documsntloty & d gfi ni{i ocr scqt;ez ,_etc., for docunent validation, the
docunent ma§ ?Vﬁ HEM & PRt sRIVISeS Rppyen differeat oidifferantiated leavelsof415. The
val i dation i nsIrucAisons 415 provide or identify the validation tenplate or
docurent t ypEVIEERi ASEANSRERRXIAPIBNE Slirgclond48 mavrkernondgured tadicecdiod gr anmar
for exanple, elenents, attributes, etc., to which the application data 420
of docunent SWith Massades hasd op He Tolewing coatiguration ratiernst @ queries:ncl ude an

i nternal conponent and/or an external conponent. In this exanple shown, the
val i dation i nst re®Veons 415 or/Raddrerst i Gartt enpl at@armtiprovi ded as a
docunent type declaration. The validation instructions 415 begin with the
DOCTYPE st at enment—*~<DOCTYPE hogsfoersal e-~---. --t--whi-¢h-+-s-iadi cates that
there is a validation tenplate, which nay be provided within the docunent,
for exampl e, as $hiaeg.nabO)conpoteht. 7419, 80r pParchsked neotinex3apot o t he
docunent) such as an external conponent identified as "hogs.dtd" 417 in

this exanple. Th32 &or é60)i n t hiGs7.x2anpl 60 t hgr00at PdehbsEAMBSIt <Uptdoans 415
provide an internal conponent 419 of a validation tenplate and an external

conponent 20 ide¥d {g.er7@)17 i dent.vf3yi nggan egtovonabyepsgeansiint The internal
conponent 419 and

S4 (not shown) 10.1.1.4 80  $1000 < PurchaseAmount

20 In this example, messages for purchase orders are sent to server S1 if the
purchase amount is less than $100; messages for purchase orders are sent to S2
if the purchase amount is less than $1000 and more than $100; and for the high
dollar purchases, the messages for purchase orders for purchases greater than
$1000 can be sent to either of two servers. In this fashion, the director 145 (Fig.

25 1) can direct or route received messages based on the content of the application
12



t he external conponent (not shown) together formthe validation tenplate
for this docunent for validating the application data 420 for docunent 410.
Accor di ngwiyaRagbodi nent, if validation is being perforgegushechs esence
of the DOCTYPE statenent or other validation instructions typically wll
cause an application or 17 w0 02/05281 PCT/U S(11 /~-tC38 application
server to vahtadatbeisinkss appddctiat irdormdtida iMd@ messhbe. TRRSMORs @i shes of he

val i dation tenplate. The internal conmponent 419 of the validation tenplate

defi nes t hatlestrumibibdsinesgsf (ermmlressldy toTemdr disbnt dPelifidntldnsy koLl e ng
el enments: type, avg wt) s quantity and price/hog, etc. This is just an

. exanpl e. | nstivices @usetbe the dsntéri on tHel dpplicationdatslbdrad2e s i ext er nal
entity or file which is an external copﬁﬂponent of f%%ﬁé\%glldd@tﬁ@ﬁa&énpl ate.

The external conpanigpartalrlRamprat®fsdVerd (g§%3$ﬁzﬂé¥%56&{ ?I%Q%ﬁ ghocation

. based on the external conponent identifier 4 ernal cofnponent of

Lhe, vl dt han vl Set - et s ThIOSS SO MOLRL e o
420 of the AeUEEYed]fuo BhmoR LSRR asSAMARET Lo LGOI [ 80 f} frray e

provi ded as the conplfete address, Or as are I oi nter, for
node of o SnekdolPaipginfliLgs U coREBled el e e ees itk o -
Crroraal op GBSl BN S B! el ¢

Vai 1 dat i on_ PRSIV et BB H A ArfE REP eI or VA, & scherm.

etc. In addition to rempying the validating instructions (or instead of

F emovi ndb 20meRESt, Aecal T4 caM et dEREMeRtapRRIccanatest heawonseledigael (o ¢ he
nmessage i nd{ cat i ng. to th%@a%fl)l ication server that the application data or
nmessage has'Of PRESHY SHEEH PRSFT Hee'ea Wide \arietypfhusiniess frapsgctiominfermation
pre-validation indjcation can be provided, for exanple, as a field in the
nmessage, asOAPRicRioN ftd.on or comment in the application data itself, or
usi ng anot her techni que. For exanple, In the XM. as specification, besides
el enent tags, and data, there is sonmething known as a is V1' O 02/ 0s281~
PCT/ USO01/ ~~C~38

13



processing instruction tag which allows information specific to an
application to be enbedded in an XM. docunent. Processing instructions are
not consi gy BAHsisqsbe part of the character data content ofpcgfsiiVicsiocunent,
but they are al ways passed on to the XM. application by the parser. The
format is <? ......... ?> for the s processing instruction tag. Thus,
accordi ng tpvarngatohddcarpitioraf ter the validation instructions {or the DID
or schema or reference thereto) has been renoved, the foll owi ng corment or

instruction tagpgpulid JifockipiRfanaristiabey Beatwitk Teieing diealidatioment  (or ot her

| ocation); <? validated by Intel ?> Alternatively, a different destination

. address or a%eéferéwmﬁz adcBh irketftolb??&(dnﬁblé@rrnoaaim%ﬁ.kﬁbcd?@mg% aho indicate that

the XML nessage 1 n the pa has been pre validated. For exanple, instead

of port 80’3@9&%&@3%‘5 bQ&m@ﬁﬁ&@?ﬁ'&%n@?%‘é BRLIMIURR!S viidafidili cate a

. pre-validat sage for an ocunent. These are just sone exanple

{echn dues 4 hgle AP BEH3E ahdh AR Bknd 8abDELSBIYRE hboL e documen:

has beenn alteady val I'dat'e nee e I's validated:
pre-validatjng t d i S i i J uctions
fromthe d38 L?%’&r?? %ea%%g&%%%?ﬂedé QFE?"@%%@ ﬂgq‘%sgnAéle%il"ib;{Di ﬁe)%dc;)ﬁ%l%e
docunent or_nessaqge, ,the expensiy f l.] i j - ed from
t he appli ca?mg?ﬁ'@g%g}e \faé'gﬁ %eq(i%%f?téﬁEﬁgtp\é@'b%{%\gBﬁi@ﬁg%ﬁ%érlrgggbr ot her
system zo which may be referred to. for ex | e.. as the vali jon
accel er at orlNPAREr VY‘VH?" BFFINEdP AR }EAPS arn%gfﬂﬁ%ng thg %aé'ﬁaﬁ‘?%g'%‘;&ﬂ?%wust rating
anot her exanpl e operatin nvi ronnent | f a_ content based nmessage director
145 accor di Htf ¢ C%%PE?G@W@%B&?NF}%%.13§/€§9£g‘ﬂ“f&ﬁ¥é’??m°eiﬂ%9 Qﬂgess% tch 165
t oget her may be considered zs as a cC ent.- bas itch 146. 19. WO
02/ 02810~ FpplicfiomserersSusp @8 SaMsss ? 5‘5’ 1%’?&@&%@3%@"&1‘%@'%8?‘0? he
present invention, switch 146 can receive an E)(I\/L messafg)e, co%q‘re. t he
appl i cat i oracsglesater 14435 AoeWark aRRAAIYSIRat MRV PEacPYAte: TP the,arRRlieation
configuration pattern) and then switch the msssgige to an appropriate
processi ng seivers@llows thacgommtiatianalhs expsmsivedask Hfelogimentyalidalioneld Reanguage
used by the nessage. Once the nmessage director 145 of
off-loaded from the application servers to the validation accelerator 142.
Alternatively, a plurality of validation accelerators 142 may be provided, with one
15 validation accelerator 142 being provided for one or more application servers or
other processing nodes.
As noted above, an XML document must be checked to ensure it meets the
basic syntax and format of XML, for example, to determine whether the document
is “well formed”. In addition, the XML standard also optionally allows a document
20 to be validated, which is a more rigorous check to determine if the structure or
grammar of the XML document complies with structure or grammar required by
the particular XML based language. XML allows a document to be validated
against a validation template. A validation template defines the grammar and

structure of the XML document, including required elements or tags, etc.

14



switch 146 is configured to detect or recognize one or nore specific tags
and correspondi ng data (for exanple) PurchaseAmount >$100}, the content
based sw A% gan direct or route or switch the nmessaggchasgRig the
content of the application data, for exanple, based on the business
transaction information >. o0 provided as XM. data, regardless of the type of

XM - based | anguagheieh@in BesmeRP/peY of eidERSSREAMDIatES sGEHPHa iBcThéht type t here
are three sets of servers coupled to the switch 165, including: a set of

Bi zTal k ser \efifiti&d DTD)HRI XML B a 28K SasTexBRbIR) msgg\%yggaﬁmbﬁate dat a

using an XML based | anguage known as BizTal k; a set s Ariba servers 615

. (including senhpRies abe 486 43 e&gﬁ@g{ésg’%éﬁh%ﬁ‘% fg%%%cg%ﬁi‘ﬁn%g@sed

| anguage known as CXM.; and W rel ess servers ing

servers 5 a invitg h W i based l.anguage
. known as Wr@é?@?gﬂ%gk%a‘ﬁ angurg ee%oo?@é\lfﬂ?ﬂﬁq_%g@% é‘%@?él}@eage«?ﬂd as
exanpl es.. z : [ t . SW i.na variety of different
Gat ot or et S BT o A EleSE PT DM EeRhad bt gl Rat e Shdenge yfich
al pha- nuneri j I I uages or_ formats (sych as
WKL, CXM., ﬁﬁ%ﬁ%‘%‘ﬁ?éfggﬁfﬁkf@?@??ﬂ? b%’/@; ﬁl\{%lv%e."%gg’r? ehatanh m&'EﬁﬁB%’FE’PS may
be able to J e i ane type, of ta rmgt, (or very few types of
Formt o) . iR LI heatBe i A el ioR hnBiB Aot Goie ey sedeas 1

PCT/ USO1/ ~~ gaggvers 610). 615', 2% each maﬁ conmmruni cate using a
di ff erent t(fﬁ ragierS I heSs e e @?a' gpaing q5icHsiRMy¢ialg tvpesi elcudt rati ng a
transformn wtch acc L n o0 an exanpl e enbodi nent. Transform ng swi tch
710 i ncl udegda'\%'?’d'%@%taﬁéﬂs Vgriéef greseaiarsiandor a sehaima may betrefwiesttoa porti on
of a nessage fr a first data format to a second data format or to a
sel ect ed®on88Yfe '§]°r|a5rl“?ﬁr- alysy beth the appiigation deteanditee sehpmararsbetbbe 145, whi ch
may be optional in sone enbodinents, is coupled to the output of
t r ansf or mer PR69 a0d Soggieddior Basie syntasorvelbformednessy Therferenetisasider t o a
sel ected server based upon the content of application data, such as
busi ness i oSPMERPRIGAtIGRS ihis GXxresipdihat seheprasiuil poesiplydecomd nae XML dat a or
data in another format. According to an exanpl e enbodi nent, nessage
di rect or 148omE@Pndham i Ds in¢ie kireg deci sion to switch 165 based on the
busi ness transaction informati on of the nessage as conpared to a pattern
(or one or nore Hanctedmbpye aalidatigrd leeeivad doeumEidgamsiLé Salidagion SW t ches t he
transforned nessage to one of a plurality of is output ports or to one of a
pl uralitly ofersgateds spfienat hcasding tothesXM58tands@. ang dddiedasetheon t he
deci sion or instructions from nessage director 145. Because content based
message di r ealtdatedlagminsty geeticydrivaliddtioh ferspla®, HSKXRINGRSuMSHE Wit thchz My
switch the transfornmed nessage using address-based routing or sw tching
t echni ques, validatiommstruttionsi(oovalidatorpaide) aitha beginnitgt of B dodimeni DRE 165 20
based on source and/or destination address and port nunbers provided in the
nessage or pxampldefvaliiation @rdatiions caneeK&cuitint WpedickRtatiRSasge.
Transfornmer 715 can transform nessages between a variety of different data

formats, ascsmmenlyachowAnn SREITPAStSEHEXHMpfedib a8t hBRS driiGeitden dtB gfuest
foll owed by a response, although the inventionis not imted in this

r espect ., FogxtémaPacham 3 ARchrdingto RAHENtTRANL, tBS Y&lictatibR HGBEL R ELuRgignor k or

Internet 130 that is ?
document type declaration or schemas, etc. are an optional area of the document

that declares the structure, element types, attributes, etc. of the validation
template. To be a valid document, the structure and grammar of the application
data in the document must match the structure and grammar defined by the

25 validation template, for example, if validation instructions are included in the
15



WO U21US281~ PCi'/t1S(11 /~-4G38 received by a second node. The second
node may send a response back to the first node. Both the request and

response i.cally be routed over the Internet or net\wekksdgPiad
t ransf or ma%m}so\%(\nﬂt]gh 710. The request and the response may both i1 nclude data

that may need to be transfornmed. The s transformng switch receives the

nessage, praedt@agnt. MhenaiigdtioeRpRes k& be paRidRuNhtBERl td (of Wehdgthe W thin the
packets) needs to be transforned, perforns any transformation that is

requi red, aaqdciifiemn dreorakeridl®o tRRSERUtheta one or nore packets. There are
four general cases involving transformations: A transformmay 10 be

. performed on | uskiglatd iackdeiERNTT an Srkits nclidh Adboldify feaponse. on

data in the request and in the response, and in ne ast case

| nvol ves Me3ranpR divddideftaiThe ddnidly mebiiffe diddif RE1% ihdluded A1 JBf that 1

. conpatible wth the recelrving no sformation 1s

For a 15 st SO ERATRIC XU SR A ks ACRUO BioR B0 1D, Goced
710t o ser v X HBE lefih el B Fabarkibn Ron o, s Ao E R el BBt Cor ver

150 and browzgr 122 are conpatible with HITP nessages. Server 150 then
i ssues the reSponse having data (the stock quote) in format D. The data in

format D may be aced. ip 20 a her HITE ssage, Wajte both browser 122
and server 150 aﬂée ;ﬁﬁsaﬁm@%%bé {@Mg?aqﬁﬁ@%g?%‘@&%@? RIQEE5SPH Wor mat D
whil e browser 12? Eﬁ.rocesses data jn format A Thus, transfornmer 715 within
switch 710 RB@PAGENIGR SENVEhsTlR ARPRicatiendatai420imay indddefecexaraples ormat D to
data format A and then forwards the response back to the web browser 122

over netiflor RUgiBESs Bansactigpanigpmetiors sLgh peg/liskisns to-bespurchasadoprieas, exanpl e,

in a business-to-business (B2B) transaction, server 150 obtains a blank
i nvoi ce frofbariitigsor other gpecifiadatailscafl agransectiosr &r alsguestdorsinformatiano. A
software program an server 150 fills out or conpletes the received invoice
and r et ur ns SU¢leag aripduestir pivgsduete, rarsastipn detalfsi@te.ecei ves the s conpl et ed
invoice fromserver 110 in format A in one or nore packets, transforms the
i nvoi ce from f or Asgording to amembbdileniritie presencaibiresortrherecaiigdteined i nvoi ce
to server 150 in format D, for exanple via one or nore packets sent over
| nt er net or insttiokomie 4180ndicates that the document may be validated before processing
15 the application data 420 based on a validation template provided within and/or
identified by the validation instructions 415. In other words, according to an
embodiment, the presence of validation instructions may indicate that the
application data should be pre-validated at a network apparatus (such as
validation accelerator 142, also referred to as a validator) before passing the data
20  to an application server for further processing. To indicate to the application
server that the document or the application data has been validated, the validation
instructions may be removed from the document and/or an indication, such as a
comment or instruction in the data or a field set in the message, may be provided

to indicate that the application data or message has been validated (i.e., pre-

25  validated). According to current XML, document validation is optional, for
16



According to an exanple enbodi nent) switch 710 may establish a io
connection with a first node and then receive a nessage, including
applicati Qe @akasetc, fromthe first node via one or noregc-pagkEigPver the
first connection. Switch 710 then perforns any required transformtion on

t he message, if any, and then establishes a second connection between the

switch 710 ah@mple BGARE appitBtiod BevES @Vxﬁ}\%@f‘? Qalf%ﬁéﬁ%trh?tliotg%%ﬁ 8%[\(&%]t ched or

out put as one or nore Is packets over e second connec e second

node. ThuS. drberk ARYEIMOnEINE haf HinTRILAPSERLAORT, uIeLupLl appar at us

to receive or intercept nessages, pertorm any’ ion on a

_ portion of tléﬁ‘g 8s Bécrerqﬁﬂ%&red’ and then switch or forward the nessage
via one or m)redggac et's to a déstination processing node. In many cases,

t he presence of rJm jtch and the 20 fact that the data or
. message may be t!fgﬁgsbé‘?uqrr‘é%ﬂisﬁogﬁeb%\clﬁsség?%a ! eacY?ZIE’ﬁEO‘?r%WFB et?"?ﬁﬁ?&ﬁ ent to
one or bath pr I . FlLg.. 7., s.a block diagramijllustrating a
t r ansf or%i ngd% ggmﬁg (ﬁ:ﬁ{yggggﬁ@ﬁiﬁ stchgrﬁ?rﬁt‘f‘lefmgQ&%?@ VBB RSt docYngRt f or mi ng
switch 710A j i) ar the transform.ng, switch 710 shown in Fig. 6, as
it includes @f?éﬁé’hﬁm@ ef’f%,‘”&“%V?#EQE‘A'SE'SHP?@@MH511Qea'ﬁlﬂdaélogm tch 165.
The transform,ng.sw 710A ma WO 112/05281.1 PCT/USQOL/ -4-4138
further incliide %P%bc‘ %‘E’gpcﬁv@%&r '%ﬁngg‘éﬁ? yalidafien tpmplgteordosumentitype cel er at or
815 and/ or % ﬁa{.i daHfg{l ccel erator 142. As descri bed above) the validation
accel er at or CFAPUOAW Ings theadacimenbeiruciya ape grammesdengiends,g. |
val idates th aegrﬁl ication data 420, Fig. 4) by s conparing the structure
and granmmar SEMeTHS aipibuiesaicerio which tawapnlisatioredata M@6tol decument e & mmuest
defined or required_by the validation tenplate. If the docunent or nessage
is valid? tgeNPEN; dENS wlidatiertesiate can irzludesn ivterhal cahipgnemtandés anhe
val idation instructions, including any statenents that m ght cause the
docunent toeKemACPaREBEM e. g., a DOCTYPE statenent), any internal

conponents) of the > o validation tenplate and any references or

identifiers to elttbisrexamperploowmtise wdflidatien stricfishs dns be uglldatien tempigedi ti on,
val i dati on accelerator 142 may add to the nessage an indication indicating

t hat the appré pravided adat document spagiechesionl Tieadlidageminealctdas ads (i . e.
pre-validated). In the event that the validation instructions, such as a

val i dati on begipivdthethe DQCTEPErstateraeitd<BOCTVRE Redsforghiedat ¥ pRichenpl ate, are
is renoved fromthe docunent, the validation accel erator 142 shoul d pass

the val idat inicatessthatitticroiss Validbith terdRaé, AHTEE médDe FrolidsX@h &l t 0 be used
to identify the correct transformation tenplate. Rather than stripping out

or renovi ngdbtiemert| fodakamplel BS intaahl BRonbRE4MALE BRLIGRE ekfidhdl ¥ iHeons may be
|l eft in the nessage to be used to performthe transformation or to

det er ni ne wHetursntasidreatsameteinal Empdidnt lgatfiaths Pobslait uhy | type of
transformthat should be perforned. FJ'El'he switch 710 ggy gl ggyﬁi@%to t he

message an eRatheia! TRBrdibR! inf AR SKBRBRITMIATHBRSInbkARhOUTEd Rloctth

i ndi cation that the nessage has been transforne valid

i nform a prpeassi ddngtPRAt 4Rk j unctions,
transfornmation and vﬁ?ﬁatﬁnﬁé%@gﬁa treér!_}) Jg‘égé%ggeéﬁil@%'ﬁéﬁ%iﬁ#tneed 2s not
be repeap edigentifier 417 identifying an external component. The internal component 419 and
the external component (not shown) together form the validation template for this
document for validating the application data 420 for document 410. According to

an embodiment, if validation is being performed, the presence of the DOCTYPE

statement or other validation instructions typically will cause an application or

17




24 WO 02/(1S281.1 PCT/USO1L1~(~38 Therefore, as shown in the exanple
enbodi nent of Fig. 7, validation accelerator 142 validates the nessage or
document {ef Py 1S transforned. This ensures that the pegRAGR4RaE the
correct format and grammar before transformng the nessage. In addition (or
in the alternative), validation s accelerator 142 may val i date the nessage
after it haaphiRafior seHATIONERLS thd AhiBAL A 450 1AL mdRalle aghift @l [ dat i o
accel erator 142 may receive a copy of the transtorned nes agg rom nmessage
di rector 14%;iidéfbn @aifatt! and then notify the director 145 of its validity
before the director 145 outputs the nessage to switch 165 for sw tching).

~ The post-transf i VAl | : N0 L0Q. errors
occurred duri ngogr{iéghtteﬁgbr!g? @?ﬁgﬁtozﬂ.b #ﬁ‘eé \Z@ggﬁl%gﬁléag?%gﬁeﬁ @%ﬁ)y alH]rec essary.
Val i dati on ransformat i on fter transformation,
. both befor eﬁg%S@?%%?B@é@%@fnggg@ﬁcl%&ﬁ,tﬁgfolﬁgﬁ%ﬁle@lppé, rai"w"?’accel erat or
815 encrypt £ gal ng. ages -and/ or .decrypts incom ng nessages received
fromt heynegl\f\%ﬁ&g%'c?éﬁ%r gfcng '%'sa\lﬁSt@Ht?&%ﬁ%ﬁient , is the security
accel erator 815 be a Secur. cket s rer (SSL) accel erator. The
security accel erlg?%? CEAmPg) Merﬁﬁgr g@&ﬁhaﬁer"éﬁ%i %raextﬁm@é eglify 19 file
encryption agdéor decrynp ion to be @{gf-l_oaded fromthe application server
to the accelVBICR{GRN PigMasemporsnt of the vafidation terrplates The pgREIal 2s WO
U2/ 05281-4 PCT/ USUF1]/-463 | V. CASCADI NG NETWORK APPARATUS Fig. 8 is a bl ock
di agram i | | (EPPHEN ﬁa%b%&c??ﬁh%[b%%?tﬁ@er@rahofés%hlﬁﬁaf@nebaﬁ@diqmthe. An XM
device 810 is coupled between a client 805 and a server 820. The client 805
may be a prPHBDE| cRMPRGEt idsatifiarddde Jhe extasral somporentsf the walidstign ovi ded on
server 820, for exanple. The client 805 typically initiates a connection
r equest 10 whiemplate ddetifid asghogs. didt)ypaiciaciuge atiditional gequiemetds on tret i on f or
the connection request. The device 810 may be, for exanple, a validation
accel er at or St{usiure r geesmroan ofthe appligatior datm4281df thet danument gnansher mer 715 to
transformthe data or nessage froma first data format to a second data
format, or extewmiatedmpanentidlentifies i1t ofaytiecprdeitiad as thesanapletd addregabt Asul ar
out put port or processing node if the business transaction information or
ot her fi el dsrelativeteeldrass sageinter, ftaegamplec fetativa tp thedeidesss drdofioh @F theOr
val ue. The device 810 may al so be a conmbination or a nultiplicity of these
functions osouwlesvoraeiginafing nedawpthe, mekyagee FBAMe i tAE sk, dtdVviabhglal or . a
transfornmer and a swtch. is The device 810 is placed in-line with an

exi sti ngs sdister inddvalidation Matructions 415 may actually reference the *hogs.dtd”
external component 417 which may be found at, for example:
oasis.xml.org/farming/livestock/hogs.dtd. As noted above, examples of validation
templates include a Document Type Definition for XML, a schema, etc.
In addition to removing the validating instructions (or instead of removing
20 the validating instructions) an indication can be added to the message indicating
to the application server that the application data or message has already been
validated (i.e., pre-validated). This pre-validation indication can be provided, for
example, as a field in the message, as an instruction or comment in the
application data itself, or using another technique. For example, In the XML

25 specification, besides element tags, and data, there is something known as a
18



packets or traffic fromclient 805 directed to server 820 and from server
820 to client 805) typically should first pass through the device 810
before regehhighsifie destination. According to an exanpl e gpbpdJBRls When
properly confzi gured, the device 810 will typically pass traffic through
fromclient 805 to the server 820 it is 20 in-line with, w thout any

al teration ioddsardahdludtoh iad DR KRGR hialioaha R IRsaRIERC G pdevi ce

810 that match the configuratlon o Ice e con red parameters

for device o A& haigle X ; et _Protocol (].P)
addr ess, an%%é&ggr% P '“ﬁﬂﬁ%‘é@ ?%Jrﬂva?:ﬁcﬁ@hg&ﬁ@\{hsé@&@f@ aﬁi%gotqcéqné@lpre otr?rp«?cti on
_requests an [ ' ' = 2/ (1S281-4

P Us(1 11 P GRARaGeT Sep AR, MEPXME Rt b B2 5 R e 11

configured i il L typical tore the infor i on
_locally, raﬁﬁéﬁ{%ﬁé%@%éﬁ?@%ﬁ%ﬁbw '%%S?rhé‘lrééfs’wt B2 ;"-a'nc?>tfrf$gﬁ‘eperform
an operat.io i . i cal XML rel.ated operation. The XM rel at ed
operat i on {/8 ggﬁquﬁé{&?ﬁ%k% a';%WE R "i‘%&?%ﬁ?m pdmerbfien§eor cont ent
based swi tchir such as X as swi tching), as noted above. After the
XML oper at i éfﬁpqqaé&’ﬁé?%}&ﬁﬁ@'aﬁ%ofﬂ'@ ﬁgPé)fﬁmqm% 2\@5‘?r\ﬁ/ﬁ%lfi“@"Q.*:flﬁu)tfdﬁstb@nori gi nal
server (in the cacﬁg OF?&XM_ val idation or transform ng), or to another
sel ected sef¥BPVehaRe fRlpwWing<Lommend g6 instrstisttag sovide ddded meacthee of XM
sw tching. The processed data that is forwarded on will appear to have to
cone fromt EQ'GBI”@QTé’Pe epsument dgmthenieslioph t & \bidated by intel The data or
message, may be altered fromthe original nmessage dependi ng upon the
configuration of Altg@ativaly.cediffrent drstixatiorordrass arposemndreredn bEasseddn | ons
froma client 805 to a server 820 are passed through the XM. Device 810 by
pl aci ng Phe thawacket heades toingicatehtbatibe ik mesbygs indthé padiet hasbedrhpra-s cl i ent
805 and server 820. The XM. device 810 may spoof physical addresses or MAC
( Medi um Acc¥8lidaterht F ol gxaahde, destenx] ofgpott 80y pparti8? yahbs usen 4Pteddress of it's
own, so that it nmay be transparent at Layer 2 and above. The XM. device 810
i ncl udes a destinagjan aoitdojndinatha pee-valptrai rhessagl fedsh XS ddBdmeRr t nunber .
The XM. devi ce does not typically have its own |IP address. Rather, each XM

devi ce 20 8IbessarmipsesbneeampiPtatifinass ttridanps LsyiRticHMaahd he device
wi || accept connection requests in order to receive nessages or data. The

i P address aergepthiat theuxe dot@madtiHel Helf alivhd@eaidaRa8aOndtndieetemapped Wil |
s configuration

be referred to as the device's configuration. The device'

may al t as navalicatad. be defined by other values or fields as well. In some

cases, the XM. device 810 may 27 WO 02/ (1 S281~ PCT/ US01 / ~~1i 38 be

conf i gur ed t o acBppie-FARBALPHediobafbRLarcOrBATeMEV DY BREYRLS OF P ocessing
r

nodes behind it. e device' s spoofing of a sses W be briefly

expl a1 ned.  Psiraeordtfon Bty Aene AR0RPA06R8 o bL ARRY AGliop AP eSS 0%,

that requests a MAC s address correspon to the server's Fdr ess (1P

1.2.3.4), a6sQUidntion nfasdagd hdBMIdnEELtkd SRRIGAINAL BfddR AR, RS sage to

server 820, arrow 2. The Server responds w s (MAC

057, O e, A AR ) 1 O

Per f orm,ng @ ryer’ C.address woul d jo us ly get no

res pongg@si \?{ngﬁﬁﬁ%); Q%Fé\'/fgfe%§0¥’ogﬁ ég'PMgeﬁ?ﬂbeo"ai'a?t'%%ﬁ"alﬁf%ﬂf ﬁée same net wor k
segnent or devi ce 810, however, will respond to an ARP by the
client wit hmf ﬁlgag%}rb\?re'éwgnmc address, thereby appearing to the client 805

to be the serverg, . Smlarl he XML deyice 810 wll respond with the
client's MAC add-;'g'gglsvﬁ?@ﬁc'f ﬁ]@gég? {l}g!f,traé@g anohes Prample ORRIALNGr the client.
The XM i s device 83.9 macy Eh%uls) be invisible to other devices on the

net wor K, environment 1or a content based message director 145 according to an example

embodiment. Message director 145 and switch 165 together may be considered

25 as a content-based switch 146.
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According to the exanpl e enbodi nent shown in Fig. 8 the XM device 810

receives all network traffic passing between the client 805 and server 820,
and conpap@soddasidestinati on | P address and destination pegh dditeRss of new
connection attenpts (al so known as synchroni zati on or SYN packets) agai nst
its ?0 configuration. If a packet is not a new connection attenpt, or does

not match the Xh(lec&@h‘\b%'aﬁ afaqaﬁtbgw@tds?ect dftheTmesbt ifiventian deadtohri460 t he
server 820, with typically no (or little if any) changes (i ncluding MAC

changes). ICfaP%Wg'ﬁ,ﬁi"?—s'ﬁg e?@&ﬁﬁ&bitl%‘a@élfbﬁﬁfm datavd bosihedes t he XM
[ [ u

device's configura s | P address ‘and port nunber), the XM Device

i1l itself ! mat iddl ¢ t di
The packet SBRFGTCERRIR R P el R M shfigrncor var di ng

PCTI US| - 41 4030 S0 B R BBscl B r el ol o 1A s of

. paraneter s,mﬁf res por or a“"specific value provided

[ another el 0. of Bagk Gleg /6B 5Be | BropeOReBLacRldhugebil pr ovi ded

in a heater ess and por er fare nere exanpl es)

but the device configuratiop is not |im#t. t i ent 805
has conpl et%’Htcgé%i'ﬁgori‘ftgugecrté’q‘f%%cg of Becpﬂéggﬂhggéﬁog%smcﬁag? ﬁ%el i eves to
be the 'server 820), the XM. device 810 w || perf n I on the
data. The csressomtiadgaulravevis PutperBrustee PLHE e iF el S
switching. If the XML gperation was not perfornmed, then the.i a which
was accept eWichgifiage di’féPEWt rOHWr\/ﬁW'chh? rggﬁagg%aaeg 8 t@%?%?&égg%% t hout
processing. There may be several reasons why the operati.on was not
pertormed, aRRipatien: datadopaxanarlehaspe S840R0 "Elesr%fa’%ﬁP@ﬁ" 'Fﬁ&“a@ ce's
configuration, the device did not have avail abl e resources to performthe
operati on, providases XMindatenragardiesst @ thamtyra of XMlhased|lRGUEIB &hat 5t Wi8the i s
transformati on, the nessage or data was not valid (or could not be

val i dat ed) , bythetrhessagesage or data did not match a predeterm ned pattern
for switching. If an XM. operation was perforned, the XM. device 810 w ||
send the (possi bAsyshomdi ihifigl)5, ¥Mdre aomthese sefh obsarversseupied t8HE sWiteB ser ver
that receives this XML content nmay be the same server as the original
target servess atdindia e of Bind atkesenars 610 tinauding bervetsal ang 2} weicBame | P
address) but with a different port nunber, or an entirely different server.

Fig. 9 is acrheokicdieadatansinglans{MiBbasel leagicrgei imgwofast BieTalky asetofaccor di ng
to an exanpl e enbodi nent. The possible alteration of the destination IP

address 9r AQB4 b&REIsE I@GludnyERTers 3 aneist)agech companicetesiatd Lising theul ti pl e
XM. devices to 2; be cascaded or coupled together in series. According to
one enbodi NRIL ba8k Mardfhage known as CXML; and a set of wireless servers 620

(including servers 5 and 6) which communicate data using only the XML based

language known as Wireless Markup Language or WML. These are merely

provided as examples.

20 Messages can arrive at switch 146 in a variety of different data formats
including Electronic Data Interchange (EDI), a flat alpha-numeric file format, one
or more XML languages or formats (such as WML, CXML, BizTalk, eBXML, etc.),

HTML, etc. Certain client computers may be able to communicate using one type

of data format (or very few types of formats), while application servers (such as

20



WO (12/0S281~ PCT/ US(1 1/ ~-4(i38 XM devices could have the sane
configuration. In such case, the first XM. device (device #1 } may perform
a transacyiApRkkiihe nmessage or data, change the desti natipph,lsfraRsy €ss or
port nunber for the nessage or data) and then forward the post-operation
nmessage to the second XML device (device #2). Because the destination port
or | P addr hi bRt tybewedata, it no
| onger nat ?ﬁ‘@’s ?%AB@%’ |Bg %’?ﬁéﬁé{yo‘%&ﬁwghlgg%o%ygxﬁwdevi gg which in this
exanpl e, isf er&fi gured the sane as the first. Because a device may operate
on the rressgéﬁ (or group of packets) only if it matches the configuration
~of the XM devi h ap Vi k| t apackets
wi thout io operﬁq;'oén's%na&% ds?%gr\g@r|ll@§@%§ﬁ&£@5mq\ga§“§tcﬁ?§§%§@lg?ged
transparently through XM Vi ; t: IS
. mechani sm aq%gwge]e 08&4"65?-5.? ‘iﬁﬁ&'ﬂmtﬁ%gﬁ Bmﬁ%gvﬁsﬁéeﬁéﬁrﬁzqggcaded or
connected in series., This allo SC Bl } i he
net wor k.5 Fdf@ H})?ret,ra"l'?iﬂ%? ?HP@%‘P?@Q@@%%%%Q eeﬁ%l?g[re |€1*02@ra ?fea)s% each
havi ng the sane confjqguration. (s This | gws. .t he val | ' | be
spread acr oi%coﬁﬁldﬁap#" afe%t%aé?‘egt ‘Pnaer‘sgﬁ ﬁH{ﬂh{yioglsg@qr}ogﬁgrb%tghMegggég
mul tiple content based switches may al so be coupled in series.to provide
capaci ty t oPhester @%HVHIW%E%BPM&S%?G ﬁfé‘g’gg‘ﬁk?é‘gso}s ?qugkggtgtﬂit‘%ns. For
exanple, if one device recejves a nessage, t.is busy. or does not.2o0 have
sufficient Qlétﬁétﬁfé@é‘sfoﬁnﬁrr%@s@eﬁa%ﬁﬁ’regtoé12# dtrﬁés ﬂ%@é'&%@f ”6‘?35999% e devi ce
is mal functioni ntg, t he device ma¥\ t hen forward the messaﬁe git.hout
processi ng @ selgatadsenas bassd URRIiNESONTRNE ALARPIFRLRD 43t SHEI AS BPSIRERS ces. A
failed XML device may typically forward received packets or nessages to the
next devt cetransaston inferowdar wiych mayhesyqyded ?ﬁXM\‘e‘?aé%QﬁaatSf'n P%‘Pt?‘ﬁ e. For
exanple, in case the first as XM. device in the chajn fails, it may utilize
an i nt er nal formiahyAcaorging & amexampe eskodioent, mgssaggliresips 145 may outpt
PCT/1JSI11/~-4C38 a | ength of Ethernet cable or the |ike, and packets wl|
t r anspar ent hgwjtelsing diecisiog o switchotfbades ereibe hysikges ansackon MRrAaEeN ows f or
fault tolerance of XM. processing. XM processing abilities may be scal ed
sinply by adtinegnéssagdds compatedXiva [dtert &6 onFloe nfasé batterne) aadgsoieddevi ce
does not have a catastrophic inpact on s XM. processing abilities because
addi ti onal XbbveleSwiters18ththeh saitehesathe aresfonnhéd messageste angef ardurebiy of ons.
Bel ow i s pseudocode that describes operation of an XM. device according to
an examke eutpodpomnbr totonelof a(pfURality ef serveSYBLgheasstryer&d 50DEEE anthd7®n | P and
Port == Configured Destination and Port) && (Resources > M ni mum Required))
( based on the decision or instructions from message director 145. Because

content based message director 145 may be optional in some instances, switch
165 may switch the transformed message using address-based routing or
switching techniques, such as switching to a particular output port of switch 165
20 based on source and/or destination address and port numbers provided in the
message or provided in a header of a packet carrying the message.
Transformer 715 can transform messages between a variety of different
data formats, as required. An example communication may include a request
followed by a response, although the invention is not limited in this respect. For

25 example, a first node may issue a request over network or Internet 130 that is
21




Do XML Processing() is else if (Packet == ARP Request) Forward packet onto

Server and renenber response (Mrﬁl\C/ I)('I?/Lclgrrespo.nden;:ekfor Iserver) )rzpngl tsg f

F rd pReKBlos o Server Zs The rocessing takes pl 3e¢ RGLH

tﬁrem?ol | owi ngyobir%g%:ess: Do XML Processing f Collect XM Dalta 4‘lr om%lwl ent

(for exanple, receive ail packets for 3o rrg;szge) ﬁ g_l O 112/(%(,§]c233|15tS {

PCT/ U SI 111. .

Send resul téﬁﬁ%ﬁaﬁlﬁ?ﬁéﬁmﬁ%ﬁﬁeﬁﬁcﬁ@bﬁ I'B ?:%%? esgéé;nhggp%iﬁ 33| ng

Cient MAC I ' | en _

o Gl ol AFEE SR PR ERNE IR e b0 1 o
. : . ' . Con

. MAC Addr ess jdairft gy n%@ohﬂfo &@Qém%@a@iﬁ 7109 %@Heﬁﬁggé%f | guration

to process a transaction or nessage oes not

0, e O 98tionte S MIRELE i ob LR B AR Ied T e S o1 ot
Coquest  pacRansBimb SHREH HeeNes D MRt BNIARREH She b AOYE IR v or ) 60 -

: . X .02: [ [ P/ MAC: 1. 2.3.4105:06:07:
ggungt : ngl M?%'"B@eg?%%'g’%%@%e?%ﬁ?%@)h%%tg% %Bé {'RBSTRNRPS RERRIMSAY

conpares the fields. stination | P address and port nunber) to the
confi gur at | grrqn Prrg@'tép%ga{ I8 requnre'&, and %en forwarda the message via one or more

packets.
There are four general cases involving transformations: A transform may
10 be performed on just data in the request, on just data in the response, on data in
the request and in the response, and in neither. This last case involves messages
having data, if any, that is already in a format that is compatible with the receiving
node, and thus, no transformation is necessary.
For example, web browser 122 of computer 120 may issue a request for a
15 stock quote using @ HTTP “Get” message, and be able to process data only in
format A. The request may be sent via network 130 and switch 710 to server 150
without transformation, for example, because both server 150 and browser 122
are compatible with HTTP messages. Server 150 then issues the response
having data (the stock quote) in format D. The data in format D may be placed in
20 another HTTP message. While both browser 122 and server 150 are HTTP
compatible, server 150 processes data in format D while browser 122 processes
data in format A. Thus, transformer 715 within switch 710 would then transform
the data in the response from format D to data format A and then forwards the

response back to the web browser 122 over network 130.



V1' O 02/ 08281.t PCT/USQL/-t-t1C38 XM device. The XM. device determ nes that
SYN packet Destination Port does not nmatch the device's configuration, so

it forvvary{,q) r/]ﬁgng packet to the Server, w thout nodifying R&,packet -
Source 1P/'NAC. "9.'8.7.6100:01:02: 03 s Destination |PIMC

1.2.3.4105:06:07:08 Destination Port: 1380 3. Server sends SYN- ACK (an

acknow edgement lofariotieer 8xampleciet budiaeds-tbdbusihese (B2B) transactidaUs&reerd Pl MAC:
1.2.3.4105:06:07: 08 Destination IPIMAC. 9.8.7.6/00:01:02:03 4. XM device

i's not handhb0gbtalissa lapREbIce frorsServér 11 aIHSBESHRIwERCIB0 shdt he client .
is Source | P/MAC. 1.2.3.4105:06:07:08 Destination 1P/ MAC:

9. 8. 7. 61 00: it 13 i Ae &m% i of
" socket . Sourc‘e&l?lgl m@so@%@ %??rggﬂ%q OZ:Qgédé]grsggg?fnat ilgﬁglt@?%{wd

1. 2.3 41 05: HioRE oA rBIBR HECHABIRRY invoib89n8 suiih fPiceReRaid cos packet is

. hot a SYN packet, and forwards packet to server. 2 urce P/ MAC

9. 8. 7. 6190: @dmPretddBnvbice frwgef\ﬂe%qo%ﬁdrﬁiﬁf /QTA %ﬁx&%@%ﬂrhﬁﬁ%ﬁ& 14 in

| PIMAC: 1.2.3.4105:06:07: 08 Destination Port : r(lzu
ig. 10 fol nackets are
conneot | on § ot o dbmbd PER T EE%WE%&Q@@@?Wé@@%ﬁ%@@@ o1y
ryer - er, to
Senti ng. dat <7 el HERt ) Forchaftible, A OnEEr His pasR et o PR b 11 12

illustrate g i ata fromserver to client via the device 810. Arrows 13
and 14 refer to cloSing the connection. io Fig. 11 is a diagram

illustrati ti f_an XM. device t r.0 a transaction or nessage
that mat ches ¢ hdeoringraf P egifﬁﬁmnzo?mcgiﬁﬁmavﬁ%wﬁi i ti at es
connect |1?(;(r)1: %o se{iver ﬂl%oglﬁ.zsgndl ngpg packet. Source ) :

9.8.7. 6l ANrEstigwi fiefe #nd herpegpive amessaga, ingudipg @pPiRtieRst i nat i on

Port: 1381 data, etc. from the first node via one or more packets over the first connection.

Switch 710 then performs any required transformation on the message, if any, and
then establishes a second connection between the switch 710 and a second
node. The transformed message is then switched or output as one or more
15 packets over the second connection to the second node. Thus, the transforming
switch 710 may operate as a network apparatus to receive or intercept messages,
perform any format transformation on a portion of the message if required, and
then switch or forward the message via one or more packets to a destination
processing node. In many cases, the presence of the transforming switch and the
20 fact that the data or message may be transformed in one or both directions may
be transparent to one or both processing nodes.
Fig. 7 is a block diagram illustrating a transforming switch according to
another example embodiment. Transforming switch 710A is similar to the
transforming switch 710 shown in Fig. 6, as it includes a transformer 715, a

25  message director 145 and a switch 165. The transforming switch 710A may
23



2. XML Device determ nes Destination |IP address and Port nunmber of SYN
packet matches the device's configuration, and sends SYN 20 ACK back to
Cient. SRyRRsifyMAC. 1.2.3.4105:06:07:08 Destination | PpM\esor/44638
9.8.7.6/00:01:02:03 3. dient sends ACK (acknow edgenent) packet to

conpl ete opening 2s of connectionl socket. 34 WO (12/ 0S281~ Source

| PI MAC: 9. 8furthef Dl QiE: 102 208itiDealteleradriteind iMAG: seturity 3céd|&atdd B:16 andbr
Destination Port: 1381 PCT/USO L~~138 s 4. Cient begins sending XM data
to XM. devi ewalietioncpcaslesstonvg2. Source | PIMAC. 9. 8.7.6100:01: 02: 03 _
Destination I PIMAC. 1.2.3.4105:06:07:08 Destination Port: 1381 10 5. dient

. sends remai ni ng X$Hestaihad tabovdylthelealidaiorpacdensra®s 14 9alfRasest-[cazfdr ce |
PI MAC: 9.8.7.6100:01: 02: 03 Destination |PIMAC. 1.2.3.4l05:06:07:08

Dest i nat i onpéidioh of #Shesstgh. (e YMvalRpués heRfipliOatioh MM-459 HiRU) Eg ( XM
. Validation or XML Transform ng, for exanple), and then sendS SYN packet to

the server oompatngle@lstaiudBndgi malel i afitbitth @ta 46 1S tHetycif@ " eduest
a (new) connection between XM. device and server. Zo Source | Pl NAC

9.8.7.6100: : PeSin Ir &M sy validati 2406100 ijpation
Port: 1380 gﬂd g%rnsrg? sengg%é\r(ﬁhx%@b aCk\Ill%l\?A%g gggﬁgﬁ?t)g' Efgﬁig?%% Ogew ce as

10,10 el 8% 0 ST by Al Al B °5, 07 °
sends ACK paatation hstOERINS! AcRBRG 'Y sBitements that might cause the document to
be validated (e.g., a DOCTYPE statement), any internal component(s) of the
10  validation template and any references or identifiers to external components of the
validation template. In addition, validation accelerator 142 may add to the
message an indication indicating that the application data or message has already
been validated (i.e., pre-validated). In the event that the validation instructions,
such as a validation template or a reference to an external validation template, are
15 removed from the document, the validation accelerator 142 should pass the
validation instructions to the transformer 715, for example, to be used to identify
the correct transformation template. Rather tha(n stripping out or removing the
validation instructions, the validation instructions may be left in the message to be
used to perform the transformation or to determine whether a transform is
20 required and to identify the type of transform that should be performed. The
switch 710 may also add to the message an indication that the message has been
transformed or an indication that the message has been transformed and
validated, so as to inform a processing node that receives the message that these
functions, transformation and validation, have already been performed and need

25 not be repeated.
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s connectionl socket. Source |IPIMAC. 9.8.7.6/00:01:02: 03 Destination |PlIMAC
1.2.3.4105:06:07:08 Destination Port: 1380 io 9. XM. Devi ce begins sendi ng
XML dat a iR §gr ver posing as the client. Source | P/ MAGeT/uso1/44638
9.8.7.6100:01: 02: 03 Destination I PIMAC. 1.2.3.4]105:06:07:08 Destination
Port: 1380 is 10. XM. device sends renmaining XM. data to server posing as

client. Source TR é%gs 22 sBovin @@ %S%bgm%hpaﬁmgm hRliddNen

1.2.3.4105:06:07: 0 tination 0 zo 11. ServVer sends response to

L oL B e SR S350k B Mol ey S ONAARTH

12 XM devggs*raéﬁq%t 1R Ak oL RERNEL [ Pah LRGSR O et (the XM

devi ce rray orm an eration on e res such as

LAl oA o AR fﬂg?%s@%g%n T R
o Bt L PRI e o A o osio
the XM Devhgv% a'r[]a format. (e.g., the validation accelerator 142 may receive a copy of the
transformed message from message director 145, validate it and then notify the
director 145 of its validity before the director 145 outputs the message to switch
165 for switching). The post-transformation message validation ensures that no
10 errors occurred during the transformation. The second validation is not
necessary. Validation can be performed before transformation, after
transformation, both before and after transformation, or not at ail.
Security accelerator 815 encrypts outgoing messages and/or decrypts
incoming messages received from the network 130. According to an embodiment,
15 the security accelerator 815 may be a Secure Sockets Layer (SSL) accelerator.
The security accelerator 815 allows the security related tasks such as encryption

and/or decryption to be off-loaded from the application server to the accelerator

815. Security accelerator 815 is optional.
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Server, data processed by the first XM. Device would pass through the
subsequent XM. Devi ces as descri bed above. For sone operations, such as
content bagafewiiching for instance, it may is not be negegaAny+fg§ the
device to receive the entire nmessage for the operation to be perforned. The
XML devi ce may queue a portion of the nessage, sufficient to nake a

swi t chi ng d¢¥eCASCADING NETWORIKCAPPARARDS®I ni ng packets nmay be forwarded
and switched to the appropriate processing node by changing their IP

address andl or perd. gnslEtsck dyrdth Aushatinga yslbRHRBIdird t8Sh Sahipls 2
cascading of nultiple devices according to an exanpl e enbodinent. In the

. exampl e embegitBRthetMXMD dblige 836 1s bupRld theen ;%ﬁ&qﬁ;?g%mg%zﬁe@vé@! | dat i on

accelerator), a transformer 1230 (such as transformer a switch

1240 (such %QO.C%)E%'ﬂént ; a?%\% %%&%ég}ug%ee@@m@aﬁgtﬁ&gés%fa fesaHRlced

. together serially). A client rocessi ng I's  coupled to

T 2‘34 Zfé'zis‘%Zi%éfaﬂfﬁ%ﬂ%f%*%%E"%f‘@ff‘-’[%*%% BOSERRSRRRE, 1220 1<
[ ' P ; i '
Connecti on YoneebrPAiET dute e schyePith ySAD e lrdbi G Bk 2SR 1S

confi gured. wd Bl R AFERSed hebelicBl ol 8 hATL, QL Aseeplayfncom ng

connection requests recelved on por M gured s with
| P address r r cept.. i ncom onnection, requests
recei ved on%Bé‘?l?raﬁ%ﬂggyélgifgr)?ﬂbotg@i@m albc*atlpﬂea Eg'%%%rm%% 1%3@]?@& oM syN
packet is received by validator,1 fromclient (requesting a connection),
havi ng a deg}?q ﬂ%tﬁi05ﬁ1¥qs|§ag%grp@sasflr81fzga?géc_)rg]_ajfff‘o %ﬁﬁc%?%&gg? F%@?F(S’ﬁaﬁwt?hnunber
of 84. Thus,, Lhe p%é?lﬁ‘%fé)r nmessage i.0 includes paranmeters or fields that
mat ch a180nf1|4§6‘? SYtghtnGrdaiaer essagatte A PesiRylar-pyEUE PRt &) Progessing nede Br 1220
est abl i shes the requested connection and receives the data or nessage. The
val i dat or 1¥¥0PysiNessHEansagion iafprnafiopriaihar fisidstie tha meesagerordata val i dati on
tenplate may be provided within the nessage. The nessage is then validated.
i s The val i BteesippedeipsMinedatismorapiie, athedevies § 10amsy aisabde a1230,
specifying a destination |P address of 1.2.3.4, and a destination port
number ~of ~ 8EOMRifaliAN gaA AMIimsitcefihesaiuncians asidevican s For axampig3deviche
destination port nunber of 81 is used to indicate that the validation
function ha81@&@y ipeltdearvelidat®@es digveforner s\ paitket mat ches t he
configuration of transformer 1230, 20 transformer 1230 accepts or

est abl i Shes the Thgdewced1Q ismiacediinting withenesxisting servead20iatthaessage.
Transfornmer 1230 then may retrieve a transformation tenplate that specifies

how t he nespagetshousitic frent cientsS05 dimdtdd torseavdr 806 tantl donederver 8206Ccond
format. Transformer 1230 then transforns the validated nessage froma first

format to achet®8, fypicaty shodi firsias Giroligh 2RldelideBV0lHOE rbadfimPthé
Transformer 1230 then sends a SYN packet to switch 1240. The SYN
destination. According to an example embodiment, when properly configured, the
device 810 will typically pass traffic through from client 805 to the server 820 it is
20  in-line with, without any alteration to the data, with the exception of data or
messages the device 810 that match the configuration of device 810. The
configured parameters for device 810 may include, for example, an Internet

Protocol (IP) address, and a port number for which the device 810 may detect

connection requests and then establish connections.

26



packet includes a destination |IP address of 1.2.3.4 and a destination port
nunber of 82, which matches the configuration of switch 1240. The

desti nath@ﬂgmgimpunber 82 is used by transformer 1230 topichdiseai@sd hat the
transformation s operation has been pertorned on the nessage. Because the
packet or nmessage matches the configuration of the swtch 1240, switch 1240
accepts ar est abhihsheatd ftrving tHiegdrettie denioe 8t 0 oratthesritsominfigurtede val i dat ed
and transforned nessage. Switch 1240 then performs content based sw tching

on the recepyRthei@Ssagtce ETT widtASTRAIR steraitiiecinfotRdBomrcalbyniratbibr than out put  t he
message to a physical output io port or to a processing node or server if a

. portion of phssifgE FReegHRItABSENRr BLEARUEREN parformadrt epdration vt UgpiCalyr
example, if "Price" is greater than $1000). if there is no match found

bet ween the aﬁmaﬂ#até@@péﬂ%‘ﬂoﬁ”?héb(m*é%tﬁ estehdrina bePRk bREMPleOXMYAl UES,
. the message is forwarded to its originally specified server or processing

node, as sdesaidaRef, ARAKATIY o QM babBsRtcRmoY Pl REN. TBqswi L oh 1240

outputs the message by using destination port 83, may i ndi cate that

the message fs@/ﬁéq P@e?se ﬁé‘fg}iﬂl ode. EkEr thég(l\hllso;?ergﬁﬁfglé?%gﬂo rbé’@%ﬁ%lﬂ%@%l@be

cascading o ators according to an I nent

referti 1o rﬂ:ﬁ%@eﬁ;&mﬂ% L DSk, S o 1Y)
o (5 S S B P R ?gﬁse
84 ,
2T (RSB TR o BB AR eI, o
84. V. 1305
N AR M Ty RN e W

nmessage or docyne rec ived v U2/ 814 .PCT. 1 /44138
ar nore pacl?"éatlsb agf%qug ?859'@6} rﬂ?ﬁ?&?idﬁa?#}%%%nyﬂﬁe@gﬂgléra{‘%%gsage
has been val, dat ed, at or 130 es the destination port nunmber from
84 to 81 fordeY'ﬁ%aB%@F&(M (@hgFatogy PEW the message). The validator 1305
then forwards the validated nessage on to the next node g R wvgﬂ
connecti on requeSPNRRFHIENS HPIGAEISNT $33 19 a serue §3H ?f& Rassed Hupydrine dress
1.2.3.4 and destination port 81. The port nunber of the connection does
not match t I%V@érﬂ"pdl)(rm@qi%“@fx'\ﬂhldpwﬁ@ 80 on the anwerkeﬂobmcallyaheit\@%ﬁfbthe 1310
does not accept or establish the requested connection. Rather, validator
1310 si myl y client AP aadisreret 8aRe dhe Ml dryinest 1 Gomay speef ohsicalasideesaps eh | s

val i dator 1315. Validator 1315 repeats the to sane process as vali dator
1310 si nce tMAC Pdedivm Aeness Rontrabagiressrs, end tinipatluhpe nodP addressiatiép 1315.
Val i dator 1315 then forwards the connection request packet to the server.
The server tohwnsadwjnsaope transdarentlabbayena eedhedthledeviemBiA t h

val i dator 1305, and receives the validated nessage. In this manner,

mul tiple valmcxumteerascom;gurtwon rmbparaesﬁebymt%sdmw andgettteimben Phevi de
scalability and fault is tolerance. Fig. 14 is a diagramillustrating a
cascadi ng ofXMiutiévigd dods irotdfmicatiyrirave its own IP address. Rather, each XML device

20 810 is mapped to an IP address and port number where the device will accept
connection requests in order to receive messages or data. The {P address and
port number to which the XML device 810 has been mapped will be referred to as
the device’s configuration. The device's configuration may alternatively be

defined by other values or fields as well. In some cases, the XML device §10 may
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according to an exanpl e enbodi nent. Transformers 1405, 1410 and 1415 are
cascaded (or coupled together serially) between a client and a server. Each
t ransf or nRig ¢b4Qk14 1410 and 1415 are configured with | P adgegasedssss- 4 and
to 20 accept connections on port 81. Transfornmer 1405 receives a connection
request packet (or SYN packet) fromclient, specifying destination IP

addr ess 1. 2b8 configuleditsadorpt nessayes dineatelldo 0B84 or tHoveeserverstor pnsdessingr 1405
does not have sufficient resources to process (or transforn) the nessage
because, fonodesabgiieditit i s busy processing other nessages. Therefore,
transfornmer 1405 forwards the 2s connection request packet to transforner

. 1410. However, tThedénca®spdotihg o MAGaddreddd Wilbe lbRdMldxitsimed/Klicht 4. 11i 38
flailed or is inoperative, and thus also forwards the connection request to

transf or ner 808 ifsued bARGHREERSsOlMibR protoeHGARP) Hias3ayt, iRl réRRRW £Rmavai | abl e
. to process or transformthe nmessage in a tinely manner. Thus, transforner

1415 conpar aadﬂea_gcaﬁé%ﬂmamg&o e SdrpdrdSIPOdddrdR (FONDELH), Aol COMESy. dPacket to
its s configuration. Because the destination IP address (1.2.3.4) and port

nunber (81) pefick!®a0tRsH RAlarB3 HEARPEhES abB %0 SAVE! 880 akrbR™. Ofhd H5ver

transformer 1415, transformer 1415 accepfs the connéction request to

establ i sh t B0 aupaRa WA HUMAT bGeSt (AL G1b.0£68), 4w S THIERRRGR L dat a

via one or nore packets. anst or mer n ‘transtorns nessage or
data from aghpkisdn - n .forwards
t he transfor rreJ%r?es ggagoelé ?%r%ély 3@? @/ﬁ?ﬁgﬂ;grog@fnﬁgﬁé;h@gg@t{rgsﬁgﬂﬂé Q‘gwﬁéw
connecti on. use ; r r or sage to the
server incl Sgg'eaa%ggéﬁ E]lgt ?'o%eﬁgrrnﬁ'%]\gﬁbﬁﬂﬁt@%ﬁgriswgﬁwﬁ?%&’o%l e nessage
has al ready rped.. Ln.the ev t hat. transforner 1415 was unabl e
to pr ocggs grg?eﬁlp gtﬁgﬁ g?érﬁ%toﬁge %é%g'&es,er?ﬂ?&@oaﬁﬁe@?ri‘t r?oétﬁ?Pén&‘? O ¢ $AGessage
woul d si npl fo rded,.unchan t,o .th rver nere it
processed tﬁg&\&rk ?—%%ﬁe'lgi“gk'aqﬁfeg@?laﬂ?w?? g%@ oM mﬁ@éem @W&sﬁul tiple
content based,sw,tche ccordin an, exanpl e enbodi.nent,. Three cont ent
based swi tcﬁ%%hel%’ﬁng?t%%,g%mﬂ S%M%‘g: aagfdée% RRYPRPSGERS K thE HIGRIEPS40 | i ent
and a serve[. ,20 Accordi to the odi ment _shown in Fig. 15 each of the
cont ent baséﬁ t'l‘?/\ﬁqr&?feéz PRI :{hﬁﬁ&@ %Vtcﬁréﬁﬁ by peepeRd W.'tg.t@ glieabs to accept
connection Me&egts on port nunber 82. Switch 1505 receives a connection
request froMAhBIFEsEWDEN HsctarysyiBag reslormsan ARP fortheclieatssThe XMk, 4 and
destination port nunber 82. Wjle the packet or connection request matches
t he confif gufieXiee B! dmayfhusche inigible tosothen davices 03he setwosbl e t o process the
message, and thus, forwards the packets, 41 WO 02/052814 PCT/ U S01
/ 44G38 i ncl udi ngheaeediag Fmibe Examp bedimantishome is irigs SqthenXMpalekiees t hat
send the data or nessage to be processed, to switch 1510. Switch 1510 has
suf fici ent PEatrsetves all oepask deficpassing betwaehdherliesh §85 and detvieu82@ccept s t he
connection request, and receives the nessage fromthe client via one or
nmor e addi t i anérorgpares the destination IP address and destination port number of new

connection attempts (also known as synchronization or SYN packets) against its

20  configuration. If a packet is not a new connection attempt, or does not match the

XML device's configuration, it may be forwarded on to the server 820, with

typically no (or little if any) changes (including MAC changes). If a packet is a new

connection attempt, and matches the XML device's configuration (such as iP

address and port number), the XML Device will itself accept information from the

25 Client (rather than forwarding the packets onto the Server). The device's
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packets. Content based switch 1510 then perfornms content based sw tching on
the to nmessage by conparing the nessage or XML data to one or nore

predet er My RALd§r NS or values. For exanple, the pattern peruson/ssoss
" To=Bookst or e.corr? provided within the XM. data or nessage rrali/s |/n I cate

that the nessage should be directed to or switched to server S1, which has

an | P addr %éﬁfig‘%lfraﬁb@i-rﬂaa%in%lddéme vBridty of fidl3 or padmieterdesuebtasiB or | i stening

for connections on port nunber 80, which is a well known port for HTTP.

Server | P addresSydontmi oPah&dift valueZsroPilled th dndthdr fRf 3la padketkst or e. com
Because the received nessage natches the pattern "To=Bookstore.con) the

. Switch t he{éH&@QQaﬁffP%Bﬁﬂ@%h@?ﬁélcfﬁrobidega»ddrr@aaerfmqaa@raétt Thenberddtess10. 1. 1. 1

and 80 in e packets, respectively, and forwards the nmessage in these one

O Tor' e PAGKAGR N 570 mpdp exdiBigs Tk teal SlicetnkigtaliBey isHt Aivited he
a o acke

. hessage vi € or nore p s to a different physical port directly to
the server @é‘r 0va,itch 1515 recei ves the connection request packet that
i ncl udes tﬁ Sg'desti nation | P address of 10.1.1.1 and port numnber 80,

whi ch does not tch,it fi.gurat i g}#% S t he
connection requg@?e h‘HS cﬁ%@%@tsﬁ%g cﬁ@g%ﬁegde% or%gg&décﬁjggsﬁgﬁ%e&gﬂsugéeﬂ%nto a
server. In addjtion, the nessage 4 SU 1
/-t-4038 pég/gicbﬁtr*%ﬁj's}ﬁesaﬁo%@‘ﬁ Blver BLO) aetxwgﬂgﬁ‘ﬁééiwkée@%ﬁe to the
appropriate server based on_ 1P address ri_ nug entually, the
rrggsage Wi queF%Q@rPnttﬁg datf e %Pe§%WéP?>?§‘%?‘Wn‘5%"ﬁ?mrn’%@¥, mul ti );;I e
content based sw tches y he, cas e oget her to I i .chi ng of
a much | ar JENSHIRNG: OBKW_ﬁ-e%’E'&B@Q- gfﬁﬁ? %Mjrs‘g%etr?tt')w W%F&}%ﬁgﬁgﬁﬁ %\? @%ng 19 aul t
tol erance. Several enbodi nents of the Se‘ﬂtb i nv I’lttl ?Igeeare specifically

i || ust r ¥t edla@mwhish wRssagaepted fram glerﬁ“e@%‘%' pe;SeNLPMP UpSYNPYeCt at ed t hat
modi fications and variations of the present inventjon are covered by the
above t each¥ittpsit BIPGEHRiING ﬁh@ﬂﬁéanﬁW%Fe@S@@SMéhﬂQBer@ﬁﬁ'? Was Pt hout

departing fromthe spirit and intended io scope of the invention. 43 V4' O
02/ (1; 2814 paarmed schiasEthel wcket or message did not match the device's

configuration, the device did not have available resources to perform the
operation, a transformation template was not available to perform the
15 transformation, the message or data was not valid (or could not be validated), or
the message or data did not match a predetermined pattern for switching.
If an XML operation was performed, the XML device 810 will send the
(possibly modified) XML content onto the server 820. The server that receives
this XML content may be the same server as the original target server 820, the
20 same server (for example, having the same IP address) but with a different port
number, or an entirely different server.
Fig. 9 is a block diagram illustrating cascading of two devices according to
an example embodiment. The possible alteration of the destination IP address or
destination port number in messages or packets allows multipie XML devices to

25 be cascaded or coupled together in series. According to one embodiment, both
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s 1. An apparatus conprising: PCT/USU/44G38 a device coupled between a
client an a server, the device having a configuration, the device tg
recei ve awipsaRggVvia one or nore received packets and to ppHaxepsckde
nmessage onlyﬁﬁf the recei ved packets have one or nore flefg =0 that match
the configuration of the device, the device to forward the processed

nmessage Vi a XwnedéVicaidotidRpleaths s dbafigiratiod. IRRUEh Ead, dse fikaKvRS €
different fromthe received packets. 2. The apparatus of claim1 wherein

the device ¢epRe é@eﬁﬁcea#ﬂ?f{éyﬂ&ﬁd?m'étrér%a‘é@ér%ﬁﬂ%rﬁé gé%ﬁi d@?&‘&ﬁéﬁgé"mbh the
one or nore fields and the 'nessage that are unchange the one or nore

 fields of tlygstimaishyeddpackst §oﬁ'9u fasmrf‘ehné{ga g%ﬁh&%ﬁa't% Bhwdrge

devi ce, 3. The apparatus of ai m Wher ein t evice conprises one or

more of 2 2gnd BodtdpbRiion fnddsage I HEYecB XL RIKE e fdsgs). Bibdh ind- The

. apparatus of c m 1 whereln e one or nore tha-

Gest i nat fon Cea et RRRRY 15 BagReB Rt Befh DRlEB DY s YIS 35 5. an
erver, 't ho erZ % hdtr ieteeing LoRUAER L BRI BB, Sl 2"
The.rocet vl BBt dh ESTRUE P NIRA fltt Pﬁée?t?q%iase%v“'?m“%iiﬁ??gﬁi‘&y. on
more 11 el ds CHRRY ﬁtﬁ%ﬁrﬁéé%%et ﬁa%r%&%%rf AN 906 1 f MetBe e BerabRSon ol ds. of
dovi cos 10 POPRRHL PRASE O S5t qévi‘g%a‘:@?wé“c[)ﬁ‘s'rﬁé‘ss%?épga&%éé@ﬁ?wf g one
or nore fields that are dlfé?ere t fromthe received to packets. 6. The

appar at U8 oPPE4PH 8 Q/vﬁ%rr"@r '-bql 9312 {5 forwarded E@ESP@WWtB@Uﬁh plurality

of valldat 05(?\/IL Device number 2 onto the server 820. This mechanism aliows for an
arbitrary number of XML devices to be cascaded or connected in series.
This allows scalability of XML processing in the network. For example,
multiple validators can be coupled in series, each having the same configuration.
15 This allows the validation load to be spread across multiple devices. Similarly,
multiple transformers or multiple content based switches may also be coupled in
series to provide capacity to handle an increased number of messages or
transactions.
For example, if one device receives a message, but is busy or does not
20 have sufficient resources to process or operate on the message, or if the device is
malfunctioning, the device may then forward the message without processing it on
to the next device in the series or chain of devices. A failed XML device may
typically forward received packets or messages to the next device without
processing the messages in the event of failure. For example, in case the first

25 XML device in the chain fails, it may utilize an internal relay to physically become
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is 7. The apparatus of claim6 wherein at feast one of the validators

conprises a validation accelerator to validate XM. docunents or nessages.
8. The apgy/@lisg9f claim5b wherein the plurality of devi g%§/1%9w165§e a
plurality of transfornmers. 20 9. The apparatus of claim8 wherein at (eas
one of the transforners conprises a transformer to transformthe rressage

froma first |éqithet EtferietcapRY thokkEbnd 65cketé/\kn1Qré?@b&%3§y1p4ss3%ugﬁ( |
| /4.1138 10. The apparatus of claimb wherein the plurality of devices

conprise a pl ghtghhd yewndWEEIBﬁée This allth® f@rpﬁ&%ﬁ?cf)éﬁ%né’é oFkl@iL rddisuhgr i n at

| east one of the switches s conprises a content based swltc to swtch the

. message to bﬁ%é@éi'n@mﬁﬁe%%&gbé@é’aﬁe@éugﬁa@f éddlﬂg Fn%o‘&f%’ﬂ%ﬁﬂ@ﬁn of the

nmessage natches one or nore redet erm ne er ns or Vval ues 2 Th

content  basST et hC FAES Bl /L ER0E bR AERARILRER 4T Mode o
i, b
ot edet or i iy B@??%%%ﬁ%?5‘@‘*%5%05%"5%’%B’é’g'ia@[e'@%eg?ﬁiﬁ’%ﬁ@%é@%?ﬁH the

one or nore h the is configuration of the device conprise
i Dl

an address. apparatus of claim5 wherein the one or nore fields
that match the cgnfigurati ice co e est i nation address.
20 15. The appar ?'85'%81’35?:‘? Hﬁ%%ﬁﬁ? iﬁe?ﬁger&t‘l f’ﬁgﬁﬂ- QVERCCPIING mat ch
t he confi guEatl on_of th dev ce conpri se a destination address and

dest i nat i on'H3P £xample embodimer

10 If ((Packet == SYN packet) && (Destination IP and Port == Configured Destination
and Port) && (Resources > Minimum Required))

{
Do XML Processing()
}
15 else if (Packet == ARP Request)
{

Forward packet onto Server and remember response (MAC/IP
correspondence for server)

}

20 else

{

Forward packet onto Server

25 The XML Processing takes place according to the following process:

Do XML Processing
{

Collect XML Data from Client (for example, receive ail packets for

30 message)
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nunber. 46 VWO 02/ 1152814 PCT/ USOL/ - 4-4138 16. The apparatus of claim5
wherein the one or nore fields that match the configuration of the device
conprise iesishiati on | P address and destination port nurgegiysessdsés The
apparatus of claim5 wherein the one or nore fields that naté% t he
configuration of the device conprise a destination |IP address and
destination port nunber on which the devices are accepting connection
requests. 18. An_appar s.comprising: io a first device having a first
configuration: a Bgﬂﬁghﬂegp%%BE%upled to the first device, the second
devi ce having a second configuration; the first device to receive a nessage
. via one or nore r.eceli ved packets and to process the nessage only if the
recei ved packetsﬁzgvécaﬁﬁaWF‘ﬁWﬁ@sﬂpalds that is match the configuration of
the firsts devicef the first device to forward the received packets to the
. second device with the one or nore fields and the nessage that are
unchanged if the one ®#ndegsuitantaiMisData toieryaspdthviay [FaAddess dad/noPortat ch
the first CQ@F@QN@%EN#@)AﬁQeég- The apparatus of claim7 8 and wherein the
first device to forward the processed nessage to the second device via one
or nore packets having one or nore fields that match the second
configuration. 2 I 8 wherein each of the first and
second devi ces 2§'Sgpgﬁudfo%%gért@hg$nggsvl%klggc?g%l%r, a transfornmer and a swtch.
47 V1~100 02/ 0S§81-4 PCT/ USI ||/ ~-4038 21. A nethod conpri sing:

Send original XML Data to Server with original IP Address and Port
using Client MAC Address

}
}
15
Fig. 10 is a diagram illustrating operation of an XML device to process a
transaction or message that does not match the configuration of the XML
device. The numbers 1-14 below correspond to the humbers on each arrow
of the diagram shown in Fig. 10.

20 1. Client initiates connection/socket to server by sending a SYN packet (a
synchronization request packet that requests a connection between
client and server).

Source IP/MAC: 9.8.7.6/00:01:02:03
Destination IP/MAC: 1.2.3.4/05:06:07:08
25 Destination Port: 1380

2. XML Device receives the SYN packet and compares the fields
(destination IP address and port number) to the configuration of the
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configuring a device; receiving a nessage at the device via one or nore
packets; s processing the nessage only if the received packets have one or

more fiel dg §MAsggat ch the configuration of the device;, andhfhnagsng the
processed nessage via one or nore packets having one or nore fields that

are different fromthe received packets. 10 22. The nethod of claim 21 and
further conprisi ng XM devich. nhet XL deviee vetbrpirelsdhat SWN padket Destinationnor e
fields and the nessage that are unchanged if the one or nore fields of the

recei ved packets d®ornaioesmbtinatchehe davicgsicahfiguration, sh# felaardson tte 23. The
met hod of claim 21 and further conprising: generating a response nessage;

. receiving the resppasiet tetheiive! witheutdexigRhgthapasetor nore packets;
processi ng the response nessage if the one or nore packets of the response

message match the ceofdedPnaticonsFfc/iotte1devjxe. 20 24. An apparat us
. conprising a nedia having instructions thereon, the instructions resulting

in the fellow ng WreatiRMRAUPAMAC:COPBIAOS DHG7Hsdevi ce; receiving a message
at the device via one or nore packets; 48 V4' O 02/118281~ PCT/USA / ~. ~G38

processi ng the nesspgenfivhydf 128¢ received packets have one or nore fields
that match the configuration of the device; and forwarding the processed
nmessage via one or nore packets having one or nore fields that are
different fromthe received packets.

3. Server sends SYN-ACK (an acknowledgement of the Syn packet) back
to the client.
10 Source IP/MAC: 1.2.3.4/05:06:07:08

Destination IP/MAC: 9.8.7.6/00:01:02:03

4. XML device is not handling this connection, so it forwards packet back
to the client.
15 Source IP/MAC: 1.2.3.4/05:06:07.08

Destination IP/MAC: 9.8.7.6/00:01:02:03

5. Client sends ACK packet to complete opening of socket.
Source IP/MAC: 9.8.7.6/00:01:02:03
20 Destination IP/MAC: 1.2.3.4/05:06:07:08

Destination Port: 1380

6. XML device notices packet is not a SYN packet, and forwards packet to
server.

25 Source IP/MAC: 9.8.7.6/00:01:02:03
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25. The apparatus of claim?24 and further conprising: forwarding the

recei ved packets with the one or nore fields and the nessage that are

. unchangedyiof palodagspne or nore fields of the received packebpgrARoNkzdmat ch
the configuration of the device, iois 49 :
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0 5 ) -&Oéﬁér&)o'egi?\ggending XML data to XML device posing as server.

Source IP/MAC: 9.8.7.6/00:01:02:03
Destination IP/MAC: 1.2.3.4/05:06:07:08

Destination Port: 1381

10 5. Client sends remaining XML data to XML device posing as the
server.
Source |P/MAC: 9.8.7.6/00:01:02:03
Destination IP/MAC: 1.2.3.4/05:06:07:08
Destination Port: 1381
15
6. XML Device performs XML Operation (XML Validation or XML
Transforming, for example), and then sends SYN packet to the
server on new destination port number, posing as the client, to
request a (new) connection between XML device and server.
20 Source IP/MAC: 9.8.7.6/00:01:02:03
Destination IP/MAC: 1.2.3.4/05:06:07.08

Destination Port; 1380

7. Server sends SYN-ACK (acknowledgement) back to XML device

25 posing as client.
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Source IPMAC: 9.8.7.6/00:01:02:03
Destination IP/MAC: 1.2.3.4/05:06:07:08

Destination Port; 1380

10 9. XML Device begins sending XML data to the server posing as the
client.
Source IP/MAC: 9.8.7.6/00:01:02:03
Destination [P/MAC: 1.2.3.4/05:06.07.08
Destination Port: 1380
15
10. XML device sends remaining XML data to server posing as client.
Source IP/MAC: 9.8.7.6/00:01:02:03
Destination IP/MAC: 1.2.3.4/05:06:07:08
Destination Port: 1380
20
11. Server sends response to XML data input to XML device.
Source {PMMAC: 1.2.3.4/05:06:07.08

Destination IP/MAC: 9.8.7.6/00:01:02:03
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data as well)

5 Source IPIMAC: 9.8.7.6/00:01:02:03

Destination IP/MAC: 1.2.3.4/05:06:07:08

Packets 13 and 14 follow the same pattern as 11 and 12, but for the closihg
of the TCP connections.

10

If additional XML Devices were placed between the XML Device and the
Server, data processed by the first XML Device would pass through the
subsequent XML Devices as described above.

For some operations, such as content based switching for instance, it may

15 not be necessary for the device to receive the entire message for the operation to
be performed. The XML device may queue a portion of the message, sufficient to
make a switching determination, and then the remaining packets may be
forwarded and switched to the appropriate processing node by changing their IP
address and/or port number.

20 Fig. 12 is a diagram iliustrating a cascading of muiltiple devices according to
an example embodiment. In the example embodiment shown in Fig. 12, a
validator 1220 (such as a validation accelerator), a transformer 1230 (such as
transformer 715) and a switch 1240 (such as content based switch 146) are
cascaded together (coupled together serially). A client (or other processing node)

25 is coupled to the validator 1220, while a server (or other processing node) is
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5 with IP address 1.2.3.4 and to grant or accept incoming connection requests
received on port number 82.
In operation of the system of Fig. 12, a SYN packet is received by validator
1220 from client (requesting a connection), having a destination IP address of
1.2.3.4, and a destination port number of 84. Thus, the packet or message

10 includes parameters or fields that match a configuration of the validator 1220.
Therefore, the validator 1220 establishes the requested connection and receives
the data or message. The validator 1220 may then retrieve a validation template,
or the validation template may be provided within the message. The message is
then validated.

15 The validator 1220 then sends a SYN packet to transformer 1230,
specifying a destination IP address of 1.2.3.4, and a destination port number of
81, which match the configuration of transformer 1230. The destination port
number of 81 is used to indicate that the validation function has been performed.
Because the SYN packet matches the configuration of transformer 1230,

20 transformer 1230 accepts or establishes the requested connection to receive the
validated message. Transformer 1230 then may retrieve a transformation
tempilate that specifies how the message should be transformed from a first format
to a second format. Transformer 1230 then transforms the validated message

from a first format to a second format.
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packet includes a destination IP address of 1.2.3.4 and a destination port number
of 82, which matches the configuration of switch 1240. The destination port
number 82 is used by transformer 1230 to indicate that the transformation
operation has been performed on the message. Because the packet or message
matches the configuration of the switch 1240, switch 1240 accepts or establishes
the requested connection to receive the validated and transformed message.
Switch 1240 then performs content based switching on the received message.
For example, switch 1240 may switch or output the message to a physical output
port or to a processing node or server if a portion of the message matches a
predetermined pattern or value (for example, if “Price” is greater than $1000). If
there is no match found between the message and the one or more
predetermined patterns or values, the message is forwarded to its originally
specified server or processing node, as described above for content based
switching. The switch 1240 outputs the message by using destination port 83,
which may indicate that the message has been switched.

Fig. 13 is a diagram illustrating a cascading of multiple validators according
to an example embodiment. Referring to Fig. 13, three validators are cascaded
(or coupled serially) together, including validators 1305, 1310 and 1315, between
a client and a server. All three validators 1308, 1310 and 1315 have the same
configuration (destination [P address of 1.2.3.4 and destination port number 84).

As shown in Fig. 13, a connection request is received specifying a
destination IP address of 1.2.3.4 and a destination port number 84. Validator
1305 accepts the connection request because the connection request matches

the configuration of validator 1305. The message or document is received via one
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validator 1310, specifying destination IP address 1.2.3.4 and destination port 81.
The port number 81 of the connection does not match the configuration of
validator 1310. Therefore, validator 1310 does not accept or establish the
requested connection. Rather, validator 1310 simply forwards the connection
request onto the next node which is validator 1315. Validator 1315 repeats the
same process as validator 1310 since the packet does not match the configuration
of validator 1315. Validator 1315 then forwards the connection request packet to
the server. The server then accepts or establishes the requested connection
with validator 1305, and receives the validated message. In this manner, multiple
validators may be transparently cascaded together to provide scalability and fault
tolerance.

Fig. 14 is a diagram illustrating a cascading of multiple transformers
according to an example embodiment. Transformers 1405, 1410 and 1415 are
cascaded (or coupled together serially) between a client and a server. Each
transformer 1405, 1410 and 1415 are configured with IP address 1.2.3.4 and to
accept connections on port 81. Transformer 1405 receives a connection request
packet (or SYN packet) from client, specifying destination IP address 1.2.3.4 and
destination port number 81. However, transformer 1405 does not have sufficient
resources to process (or transform) the message because, for example, it is busy
processing other messages. Therefore, transformer 1405 forwards the

connection request packet to transformer 1410. However, transformer 1410 has
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10 format, and then forwards the transformed message to server via one or more
packets using a new connection. The packets used to forward the transformed
message to the server include a destination port number of 82 to indicate that the
message has already been transformed. In the event that transformer 1415 was
unable to process or transform the message, the connection request and

15 message would simply be forwarded unchanged to the server, where it may be
processed there.

Fig. 15 is a diagram illustrating a cascading of multiple content based
switches according to an example embodiment. Three content based switches
1505, 1510, and 1515 are cascaded together between a client and a server.

20  According to the embodiment shown in Fig. 15, each of the content based
switches are configured with IP address 1.2.3.4 and to accept connection
requests on port number 82. Switch 1505 receives a connection request from the
client, specifying destination IP address 1.2.3.4 and destination port number 82.
While the packet or connection request matches the configuration of switch 1505,

25  switch 1505 is unable to process the message, and thus, forwards the packets,
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message by comparing the message or XML data to one or more predetermine

patterns or values. For example, the pattern “To=Bookstore.com” provided within

the XML data or message may indicate that the message should be directed to or
10 switched to server S1, which has an IP address of 10.1.1.1 (shown in Fig. 15),

and is detecting or listening for connections on port number 80, which is a well

known port for HTTP.
Server IP address  Port XML pattern
15 S1 10.1.1.1 80 To = bookstore.com

Because the received message matches the pattern “To=Bookstore.com”, the

switch then changes the destination IP address and port number to 10.1.1 .1 and

80 in the packets, respectively, and forwards the message in these one or more
20 packets to switch 1515. Alternatively, switch may output the message via one or

more packets to a different physical port directly to the server S1.

Switch 1515 receives the connection request packet that includes the
destination IP address of 10.1.1.1 and port number 80, which does not match its
configuration. Thus, switch 1515 forwards the connection request and the other

25 messages forwarding the message onto a server. In addition, the message may
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Several embodiments of the present invention are specifically illustrated
and/or described herein. However, it will be appreciated that modifications and
variations of the present invention are covered by the above teachings and within
the purview of the appended claims without departing from the spirit and intended

10  scope of the invention.
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1. An apparatus comprising:

a device coupled between a client an a server, the device having a
configuration, the device to receive a message via one or more received packets'
and to process the message only if the received packets have one or more fields

10 that match the configuration of the device, the device to forward the processed

message via ohe or more packets having one or more fields that are different from

the received packets.

2. The apparatus of claim 1 wherein the device comprises a device to
15 forward the received packets with the one or more fields and the message that are
unchanged if the one or more fields of the received packets do not match the

configuration of the device,

3. The apparatus of claim 1 wherein the device comprises one or more of a

20  validator, a transformer and a content based switch.

4. The apparatus of claim 1 wherein the one or more fields that match the
configuration of the device comprise a destination IP address and destination port
number.

25
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. - S10% & () - ha\in/% ‘g‘aﬁwle'co?{figuration, the devices to receive a message via one or more
received packets and to process the message only if the received packets have
5 one or more fields that match the configuration of the devices, the devices to
forward the received packets with the one or more fields and the message that are
unchanged if the one or more fields of the received packets do not match the
configuration of the devices, the devices to forward the processed message via

one or more packets having one or more fields that are different from the received

10  packets.

6. The apparatus of claim 5 wherein the piurality of devices comprise a

plurality of validators.

15 7. The apparatus of claim 6 wherein at least one of the validators

comprises a validation accelerator to validate XML documents or messages.

8. The apparatus of claim 5 wherein the plurality of devices comprise a
plurality of transformers.
20
9. The apparatus of claim 8 wherein at least one of the transformers
comprises a transformer to transform the message from a first format to a second

format.
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5 comprises a content based switch to switch the message to a selected processing

node or server if the content of the message matches one or more predetermined

patterns or values.

12. The apparatus of claim 11 wherein the content based switch comprises
10 a content based switch to switch the message to a selected processing node or
server if business transaction information in the message matches a

predetermined pattern or value.

13. The apparatus of claim 5 wherein the one or more fields that match the

15 configuration of the device comprise an address.

14. The apparatus of claim 5 wherein the one or more fields that match the

configuration of the device comprise a destination address.
20 15. The apparatus of claim 5 wherein the one or more fields that match the

configuration of the device comprise a destination address and destination port

number.

46



. 10% & ()-3b|[: NA4l 10 s! 10986 & ()-Q F10% & ()- . &@ 10986 & () -

& 10984 & ()- "s10948 & ()- 109848 & ()-M|[:NA4l 10 *10%4 & ()-Q (1094 & () -
810988 & (o o2osdQY86 & () - "10906 & ()- y10986 & ()- O . vUdberishd¥ess ()-
1098 & ()-109% 1096 1098 XQBs! 10986 & ()- .10986 & ()- , '10986& ()-. =p|[:vusl
" 109 & ()- 1048 & ()- , 104 & ()- Y 104 & ()- LS 104& ()- 910% & ()-

al|[:vUal 1094 & The- a(g aﬁh@%&’ dadim 5 ﬁﬂa@?@r&hé)one(ol(ﬁ%r&ﬂéﬂis thatHRadiiHe) -
$109% & ()-1vU4l - 109 10% & ()-2Z 1 S10% & () -

S10% & () - 18bAf gh%tio'nje@ltﬁé dé@“&% ée@%rfsbga &ésn(\atfor’l Ii’ éblelf'éss and ]&élﬁ‘at{&n port
Sf10% & ()- &I0R & ()-f 1006 & 04 & ()- 2
10% & () - ﬁgf %&'() 010%&'() y&YlO%&'() |"10%&'()

& 10% & () - (vv[vU41 910% & ()- "S10% & ()- 10% & ()-10‘ 1°10°1°10° 1" 9k, 6
10% ! & ()- 4 10% & ()- G [:-410" £810% & ()- 0%&'() 10% & () -
_10% & ()- s10% & ()- 110% & ()-bA410" 1s10% "' & ( 3 100/ &'

S :I_OO/(')_"I & () V. 0p V! ff%ﬂ " " %}%} nl &l ()
y10% " & () - R é)“pﬁfa%s( S5 os Wk‘e’%‘ e%‘%g%?aw L gc,e@gl
configuration of the device comprise a destination |P address and destination port

number on which the devices are accepting connection requests.

18. An apparatus comprising:
10 a first device having a first configuration;
a second device coupled to the first device, the second device having a
second configuration;
the first device to receive a message via one or more received packets and
to process the message only if the received packets have one or more fields that
15 match the configuration of the first device, the first device to forward the received
packets to the second device with the one or more fields and the message that
are unchanged if the one or more fields of the received packets do not match the

first configuration.

20 19. The apparatus of claim 18 and wherein the first device to forward the
processed message to the second device via one or more packets having one or

more fields that match the second configuration.

20. The apparatus of claim 18 wherein each of the first and second devices

25  one or more of a validator, a transformer and a switch.
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forwarding the processed message via one or more packets having one or

more fields that are different from the received packets.

10 22. The method of claim 21 and further comprising forwarding the received
packets with the one or more fields and the message that are unchanged if the
one or more fields of the received packets do not match the configuration of the

device.

15 23. The method of claim 21 and further comprising:
generating a response message;
receiving the response message at the device via one or more packets;
processing the response message if the one or more packets of the
response message match the configuration of the device.
20
24. An apparatus comprising a media having instructions thereon, the
instructions resulting in the following when executed:
configuring a device;

receiving a message at the device via one or more packets;
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