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TECHNICAL FIELD
[0003] Embodiments herein generally relate to computing platforms, and more specifically, to
authenticating a user based on an authenticated communication between a contactless transaction
card and a user device.
BACKGROUND
[0004] Activating many cards, and more specifically financial cards (e.g., credit cards),
involve the time-consuming process of cardholders calling a telephone number or visiting a
website and entering or otherwise providing card information. Further, while the growing use of
chip-based financial cards provides more secure features over the previous technology (e.g.,
magnetic strip cards) for in-person purchases, account access still typically relies on log-in
credentials (e.g., username and password) to confirm a cardholder’s identity. However, if the log-
in credentials are compromised, another person could have access to the user’s account.
[0005] Accordingly, there is a need for both an improved method of activating a card and an
improved authentication for account access.
SUMMARY

[0005a] According to a first aspect of the present disclosure, there is provided a method

comprising:

receiving, by an application executing on a processor, an application transaction

counter (ATC), a digital signature, and a public kev from a contactless card:

verifying, by the application, the digital signature based on the public key;

receiving, by the application, a request comprising a non-payment event;

transmitting, by the application, a message comprising the request and a cryptogram

to an authentication server, wherein the cryptogram is based at least in part on the ATC and

a symmetric key associated with the card, wherein the message conforms to a payment




format of a payment protocol and comprises an indication to request authorization of the

non-payment event using the payment protocol;

receiving, by the application, a response from the authentication server verifying the

cryptogram, wherein the response is based on the payment protocol, wherein the response

reflects the performance of the non-payment event, wherein the response conforms to the

payment format, wherein the server authorizes the non-payment event using the payment

protocol based at least in part on the indication to request authorization of the non-payment

event using the payment protocol; and

updating, by the application, the ATC of the contactless card based on the

verification of the cryptogram based on the payment protocol, wherein the ATC is updated

by incrementing the ATC by a predefined value associated with the card; and

synchronizing the updated ATC with the ATC of the authentication server based on

the predefined value associated with the card.

[0005b] According to a second aspect of the present disclosure, there is provided a non-

transitory computer-readable storage medium, the computer-readable storage medium

including instructions that when executed by a processor, cause the processor to:

receive, by an application, an application transaction counter (ATC), a digital

signature, and a public key from a contactless card;

verify, by the application, the digital signature based on the public key;

receive, by the application, a request comprising a non-payment event;

transmit, by the application, a message comprising the request and a cryptogram to

an authentication server, wherein the cryptogram is based at least in part on the ATC and a

symmetric key associated with the card, wherein the message conforms to a payment format

of a payment protocol and comprises an indication to request authorization of the non-

payment event using the payment protocol;

receive, by the application, a response from the authentication server verifying the

cryptogram, wherein the response is based on the payment protocol, wherein the response

reflects the performance of the non-payment event, wherein the response conforms to the

payment format, wherein the server authorizes the non-payment event using the payment

protocol based at least in part on the indication to request authorization of the non-payment

event using the payment protocol; and

update, by the application, the ATC of the contactless card based on the verification

of the cryptogram based on the payment protocol, wherein the ATC is updated by

incrementing the ATC by a predefined value associated with the card; and

synchronize the updated ATC with the ATC of the authentication server based on the

predefined value associated with the card.
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[0005¢] According to a third aspect of the present disclosure, there is provided a method,

comprising:

receiving, by a server from an application executing on a client device, a message

conforming to a payment format of a payment protocol, the message comprising: (i) a

request to perform a non-payment event associated with a contactless card, (i1) an

application transaction counter (ATC) generated by the contactless card, (iii) a digital

signature generated by the contactless card, (iv) a cryptogram generated based on the ATC

and a symmetric key associated with the card, and (v) an indication to request authorization

of the non-payment event using the payment protocol:

verifying, by the server, the digital signature based on a public key associated with

the card;

decrypting, by the server, the cryptogram based at least in part on the ATC and the

symmetric key:

authorizing, by the server, the non-payment event using the payment protocol based

at least in part on the indication to request authorization of the non-payment event using the

payment protocol in the message;

transmitting, by the server to the application based on the verification of the digital

signature and the decryption of the cryptogram, a response based on the payment protocol,

wherein the response reflects the performance of the non-payment event, wherein the

response conforms to the payment format; and

updating, by the server based on the verification of the cryptogram based on the

payment protocol, an instance of the ATC stored by the server, wherein the ATC is updated

by incrementing the ATC by a predefined value associated with the card; and

synchronizing the updated ATC with the ATC of generated by the contactless card

based on the predefined value associated with the card.

[0006] Embodiments disclosed herein provide systems, methods, articles of manufacture, and
computer-readable media for authenticating a user utilizing a payment protocol for purposes
distinct from making a payment. According to one example, an application executing on a
computer system may initiate a communication to verify an identity of a user or verify a card with
a third-party device. The application executed on the system, as part of the communication, may
utilize near field communication (NFC), with a card associated with the user. (In various
embodiments, the application may be launched by tapping the contactless card on a user device,
e.g. a mobile device). The communication may include receiving a plurality of inputs by the

application, including an application transaction counter (ATC) and generating a cryptogram based
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CLAIMS

What is claimed is:
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1. A method comprising:

receiving, by an application executing on a processor, an application transaction

counter (ATC), a digital signature, and a public key from a contactless card;

verifying, by the application, the digital signature based on the public key;

receiving, by the application, a request comprising a non-payment event;

transmitting, by the application, a message comprising the request and a cryptogram

to an authentication server, wherein the cryptogram is based at least in part on the ATC and

a symmetric key associated with the card, wherein the message conforms to a payment

format of a payment protocol and comprises an indication to request authorization of the

non-payment event using the payment protocol;

receiving, by the application, a response from the authentication server verifying the

cryptogram, wherein the response is based on the payment protocol, wherein the response

reflects the performance of the non-payment event, wherein the response conforms to the

payment format, wherein the server authorizes the non-payment event using the payment

protocol based at least in part on the indication to request authorization of the non-payment

event using the payment protocol; and
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updating, by the application, the ATC of the contactless card based on the

verification of the cryptogram based on the payment protocol, wherein the ATC is updated

by incrementing the ATC by a predefined value associated with the card; and

synchronizing the updated ATC with the ATC of the authentication server based on

the predefined value associated with the card.

2. The method of claim 1, wherein the non-payment event comprises one or more of: (i)

activating the contactless card, (ii) modifying a personal identification number (PIN) of the

contactless card, or (iii) modifying an address associated with the contactless card.

3. The method of claim 2, wherein the response from the authentication server reflects one

or more of: (i) the activation of the contactless card, (ii) the modification of the PIN of the

contactless card, or (iii) the modification of the address associated with the contactless card.

4. The method of claim 1, wherein the ATC, the digital signature, and the public key are

received using near field communication (NFC).

5. The method of claim 1, wherein the cryptogram is generated by one of the contactless

card or the application.

6. The method of claim 1, wherein the cryptogram is generated based on the payment

protocol, wherein the cryptogram is an authorization request cryptogram (ARQQC).

7. The method of claim 1, wherein the message includes a predefined transaction value to

mimic the payment protocol to verify contactless card perform the non-payment event

without completing a payment, wherein the payment protocol comprises the Europay,

Mastercard, and Visa (EMV) protocol.

8. A non-transitory computer-readable storage medium, the computer-readable storage

medium including instructions that when executed by a processor, cause the processor to:

receive, by an application, an application transaction counter (ATC), a digital

signature, and a public key from a contactless card;

verify, by the application, the digital signature based on the public key;

receive, by the application, a request comprising a non-payment event;

transmit, by the application, a message comprising the request and a cryptogram to

an authentication server, wherein the cryptogram is based at least in part on the ATC and a

symmetric key associated with the card, wherein the message conforms to a payment format
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of a payment protocol and comprises an indication to request authorization of the non-

payment event using the payment protocol;

receive, by the application, a response from the authentication server verifying the

cryptogram, wherein the response is based on the payment protocol, wherein the response

reflects the performance of the non-payment event, wherein the response conforms to the

payment format, wherein the server authorizes the non-payment event using the payment

protocol based at least in part on the indication to request authorization of the non-payment

event using the payment protocol; and

update, by the application, the ATC of the contactless card based on the verification

of the cryptogram based on the payment protocol, wherein the ATC is updated by

incrementing the ATC by a predefined value associated with the card; and

synchronize the updated ATC with the ATC of the authentication server based on the

predefined value associated with the card.

9. The computer-readable storage medium of claim 8, wherein the non-payment event

comprises one or more of: (i) activating the contactless card, (ii) modifying a personal

identification number (PIN) of the contactless card, or (iii) modifying an address associated

with the contactless card.

10. The computer-readable storage medium of claim 9, wherein the response from the

authentication server reflects one or more of: (1) the activation of the contactless card, (ii)

the modification of the PIN of the contactless card, or (iii) the modification of the address

associated with the contactless card.

11. The computer-readable storage medium of claim 8, wherein the ATC, the digital

signature, and the public key are received using near field communication (NFC).

12. The computer-readable storage medium of claim 8, wherein the cryptogram is generated

by one of the contactless card or the application.

13. The computer-readable storage medium of claim 8, wherein the cryptogram is generated

based on the payment protocol, wherein the cryptogram is an authorization request

cryptogram (ARQQ).

14. The computer-readable storage medium of claim 8, wherein the message includes a

predefined transaction value to mimic the payment protocol to verify contactless card

perform the non-payment event without completing a payment, wherein the payment

protocol comprises the Europay, Mastercard, and Visa (EMV) protocol.
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15. A method, comprising:

receiving, by a server from an application executing on a client device, a message

conforming to a payment format of a payment protocol, the message comprising: (i) a

request to perform a non-payment event associated with a contactless card, (i1) an

application transaction counter (ATC) generated by the contactless card, (iii) a digital

signature generated by the contactless card, (iv) a cryptogram generated based on the ATC

and a symmetric key associated with the card, and (v) an indication to request authorization

of the non-payment event using the payment protocol;

verifying, by the server, the digital signature based on a public key associated with

the card;

decrypting, by the server, the cryptogram based at least in part on the ATC and the

symmetric key;

authorizing, by the server, the non-payment event using the payment protocol based

at least in part on the indication to request authorization of the non-payment event using the

payment protocol in the message;

transmitting, by the server to the application based on the verification of the digital

signature and the decryption of the cryptogram, a response based on the payment protocol,

wherein the response reflects the performance of the non-payment event, wherein the

response conforms to the payment format; and

updating, by the server based on the verification of the cryptogram based on the

payment protocol, an instance of the ATC stored by the server, wherein the ATC is updated

by incrementing the ATC by a predefined value associated with the card; and

synchronizing the updated ATC with the ATC of generated by the contactless card

based on the predefined value associated with the card.

16. The method of claim 15, wherein the non-payment event comprises one or more of: (i)

activating the contactless card, (ii) modifying a personal identification number (PIN) of the

contactless card, or (iii) modifying an address associated with the contactless card.

17. The method of claim 15, wherein the cryptogram is generated by one of the contactless

card or the application.

18. The method of claim 15, wherein the cryptogram is generated based on the payment

protocol, wherein the cryptogram is an authorization request cryptogram (ARQQC).

19. The method of claim 15, wherein the payment protocol comprises the Europay,

Mastercard, and Visa (EMV) protocol.
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20. The method of claim 15, wherein the message further comprises an indication of a type

of the application, wherein server determines, based on the type of the application, that the

application does not include payment features or does not use the payment protocol to

complete payments, wherein the server further authorizes the non-payment event using the

payment protocol based on the determination that the application does not include the

payment features or does not use the payment protocol to complete payments.
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