NETWORKED PEST CONTROL SYSTEM CROSS- REFERENCE TO RELATED APPLI CATI ONS The
present application clains the benefit of U S. Provisional Patent

Appl i cat iwo 2biomies4661/ 191, 461 filed on 9 Septenber 2008 pcEhisednoiossober eby
incorporated by reference in its entirety. BACKGROUND The present invention
relates to pest control, and nore particularly, but not exclusively,
relates to techni ques for sensing, comrunicating, storing, and eval uating
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BACKGROUND

The present invention relates to pest control, and more particularly, but not
10  exclusively, relates to techniques for sensing, communicating, storing, and evaluating
data from networked pest control devices.

The detection and removal of pests from areas occupied by humans, livestock,
crops, and other pest-attracting areas has long been a challenge. Pests of frequent
concern include various types of insects and rodents. Subterranean termites are a

15  particularly troublesome type of pest with the potential to cause severe damage to
wooden structures. Likewise, other insects, such as bedbugs, are problematic.
Additionally, rodent control is often challenging. Various schemes have been proposed
to eliminate these and certain other harmful pests.

Recently, advances have been made to provide for the targeted delivery of

20  pesticide chemicals only after pests have been detected. One example is the
SENTRICON TERMITE COLONY ELIMINATION SYSTEM™ of Dow AgroSciences
that has a business address of 9330 Zionsville Road, Indianapolis, IN. In this system, a
number of stations are installed in the ground aBout a dwelling to be protected. A pest

control service provider periodically checks the stations, which can be labor-intensive.
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nunber of stations are installed in the ground about a dwelling to be
protected. A pest control service provider periodically checks the

st ati ons,wohwmn3can be | abor-intensive.Simlarly, rodenectrrspaionsosood
processi ng/ storage facilities, pharmaceutical production facilities, and
the like need to be routinely checked ~ resulting in significant |abor
expendi tures. Accordingly, there is a demand for alternative pest control
devi ce noni t Gidilgrl§,e6ddht GdpSin HbA Pfd&@ésﬁﬂ%t&ra@é feitids] sHaahhoeutitdle ability to
gat her nore conprehensive data relating to pest behavior is sought. Thus,
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present  i,nventi i ncl.udes. a, uni que St trol and/ ar. nonitoring
techniq&gpfEﬂﬁ@ggﬁﬁﬁoéfﬁgﬁngﬁﬁ%ﬁ%aﬁpﬁﬁ?ﬂﬁ@ﬂhgﬁﬁ%%gFfﬁ@%? ﬁgf&aﬁﬁ syst ens
to control pests and/or ponitor pest activity. Further enbodi nents, forns,
obj ect s MaMiRFINg geshnigyes, yligraativelys preaddationgly, té% ﬁ@kjlﬂt to gathgrMBe cone appar ent
fromthe foll owi ng description and draw ngs. BRI EF DESCRI PTI ON OF THE
DRAW NGepingrehgnsive datalredatingniogtestbehrder isfsoughte Jhus, dhrre ¢ a2 sonsineingt hat

i ncl udes several pest control devices. Fig. 2 is a diagrammtic view of a
pest corkmahd fig\futtkertadadncemnig thdaet d€Pest Borithd agy sdletei 6énshigg. 1. Fig. 3 is
a perspective view of one formof a rodent control device that can be

i ncl udegedhfoloPRssystemof Fig. 1. Fig. 4 is a flowhart depicting one
procedure for installing the pest control devices of



the systemof Fig. 1. Fig. 5is a diagrammatic view of a gateway of the
systemof Fig. 1. Fig. 6 is a diagrammatic view further depicting the data
managenenwoervsni4ef the system of Fig. 1. DETAI LED DESCRCPIISON9@H5056
REPRESENTATI VE EMBODI MENTS For the purpose of pronoting an understandi ng of
the principles of the invention, reference will now be nade to the

enbodi nents illustrated in the drawi ngs and specific | anguage wll be used
to describe the same. It will nevsUMMIARY be understood that no limtation
of the scope of the invention is thereby intended. Any alterations and
further nodifications in the described enbodi nents, and any further
applications of the principles of the invention as described herein are
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i nvention relates. e presen fon s a system

that includes a data collection, point. and several spacged-apar est control
devi ces MOPHENRRLEC sm-ré}heaswge@?eéaseﬂglfl&%wa@e BeuplScivisan an sitens
communi cation circuitry. At |east sone of the pest control devices are

st r ust uteepninl pestvand/orfroenitor ipest ackviey. viduther embodiments, fyme, JUeds, of t he pest
control devices to the data collection point. In one form the data

col | ect feanurpgiadtantapes, aspamnand dahdfnnshalltdeceame eppdrait\frdno detfetHowaiga
managenent server via a conputer network. Alternatively or additionally,
the dat @e&siblisfbhPdraRgdt can be a formof gateway structured to collect
information fromeach control device and comunicate it to a renote
destination.



Fig. 1 depicts pest control system 20 of the present application. System 20
i ncludes a pest control nonitoring arrangenent 22 that communi cates with a
central peetotatsessmnagenent server 120 by conputer net workus2ebs/oGmsput er
network 24 is nore specifically depicted in two nonlimting forns as a
wireless Wde Area Network (WAN) 25 and internet 26 in Fig. 1. A nunber of
clients 122 of server 120 are al so depicted that can selectively access

server 120 through i nt BRIEF BESCRIPTIONIGE THE/ DRAWINGWser subsyst em 122a,
spreadsheet interface 122b, email interface 122c, Short Message Service

(SM5) interf : -g@ggm : i : | d be
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depi ct ed tot er. types of data commrunication networks can be utilized

addi ti of&t f%) Sr8i't er nati vel y. Pest control nonitoring arrangenment 22

i ncl udes a nypber, of pest control device groups 30 that each nmay be

install ed at Fbg-ailﬂaéra@mmma%tfiezyrpftad)eﬁmn?rs} Aeier that cagrhs 1p¢luded 8 the pes of
pests of interest. Each pest control device group 30 includes a pest

cont$ ol sykd¢m o€blgd.dctor 32 in a communication gateway 33, and several pest
control devices 40. Gateway 33 interfaces with server 120 via conputer
networ k 24 airtk.i3ris epbRpegiveiview peéie oantof alrodiait cofsol4vice thatkciebess Local
Area Network (LAN) 36. Devices 40 each include a comuni cati on node 42 that
col | ect igldeddgtiensstegt yarig. 86. Each device 40 includes bait 44 in the form
of a pest-consumable material, lure, attractant, or the |ike; however, in
ot her enbodi tSs . 0 f I sent.
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gi ven ptsetsy(S:t%rr}ltgfcglg.dle.V| ce group 30, pest control devices 40 may be arranged

10 Fig. 5 is a diagrammatic view of a gateway of the system of Fig. 1.
Fig. 6 is a diagrammatic view further depicting the data management server of the

system of Fig. 1.



to nmonitor/protect a designated building, room storage area, or region
froma pest of concern, such as rodents, termtes, bedbugs, other

t roubl esow® 20mE806346, and vari ous pests attracted to storew/Uuse@onpsoani nal
feed, pharnaceuticals, pharmaceutical conponents, other biologic materials,
or the like. Accordingly, bait 44 and sensor 46 are selected relative to
the pest type(s) of interest. Nonlimting exanples of various sensor and

bait types DOTAKMED DESCRIPTHON GF REPRESENTATIVE EMBODIMEN®8ned U. S.
Pat ent Nunbers 7, 348,890; 7,262,702; 7,212,129; 7,212,1 12; 6,914,529; and

6,724,312, epphthRipudfdis€ Bf prontinganiRASRAEREA Y priR{RECHRe idVehiish,
entirety. These patents al so describe the manner 1 n which different areas
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shows p con device I'n grea e rererence
nunerals refer tq like featuyres previously described. Pest control device
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communi cation circuitry 50 that defines w rel ess conmuni cation node 42.
Spec? f i &atitagion ef thestaneyo 3l inventinnes terehy iatended.vAny siteratiens and fuxther i ncl udes
transmtter (TXR) 54 and receiver (RXR) 56. Circuit 50 further includes

comuni asidificatiand ianhad&8ribed embadimgnticamipymydfoithéregpliteionabf theast a porti on
of transmtter 54 and receiver 56 can be provided in the sanme integral

unit. F?fin@iﬁ&%f fhe IRQIIBA laY d8ftAbehasRaRE SoBmbRtdde WiARd AR e and/ or
RF front-end circuitry; however, in other arrangenents transceiver 52 is

def i ned, by,d ASRARAYAN L AR BYeRfraBiisecel ver 56 units that
col I ectiverl y provide both transm ssion and reception functionality. Node 42
further inclydes odRlenTBPAASTEMN: Sipicatid % 280 BN nGARAhaL dad O
10  collection point and several spaced-apart pest control devices. The pest control devices
each include a sensor and wireless communication circuitry. At least some of the pest
control devices are structured to relay information received from one or more other of the
pest control devices to the data collection point. In one form, the data collection point is
in communication with a remotely located data management server via a computer
15 network. Alternatively or additionally, the data collection point can be a form of gateway
structured to collect information from each control device and communicate it to a
remote destination.
Fig. 1 depicts pest control system 20 of the present application. System 20
includes a pest control monitoring arrangement 22 that communicates with a central pest
20  data management server 120 by computer network 24. Computer network 24 is more
specifically depicted in two nonlimiting forms as a wireless Wide Area Network (WAN)

25 and internet 26 in Fig. 1. A number of clients 122 of server 120 are also depicted that

can selectively access server 120 through internet 26. Client 122 includes browser



Circuitry 60 includes electrical power source 62 in the formof one or nore
el ectrochem cal cells or battery 64. Crcuitry 60 conditions and provides
el ectri cavopowan3oi46 node 42 and sensor 46 as needed. ComrCmralsb@9/0d®3é ncl udes
menory 72. Controller 70 can be an electronic circuit conprised of one or
nore conponents, including digital circuitry, analog circuitry, or both.
Controller 70 may be a software and/or firmware programuabl e type; a
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enbodi ment, controller 70 is a programuable mcrocontroller solid-state
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provi de |, Rt rpor.at.: 7 ri sed of
e or - AL vAEAAS WS J IRl S 2B SR RL A BRSSP | e
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vari ety,chHm(’:‘B’r?BF?l‘bP‘?tB’Hr ca{@gé@&%ﬂ,a@&&q{ﬁhyq altgRttElY-angenent as woul d
occur to those skilled in the art. Further, nore than one processing unit
can be i ncl ufed conelrmenitaring| asrapgeraens 22 nacludrstasnuaber of pestgentral davies| | er 70
can be arranged to distribute processing anong such units, and/or to

pr ovi de gfamps patlat kadh may pe petallad dt pdidfeess lavgtiod tod@enit@ttonCohdreadrl er 70
functions in accordance with operating |ogic defined by software and/or
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menory 72 stores programinstructions that are executed by one or nore
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operating logic. ternativel ( na stores data that
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10  control devices 40 via wireless Local Area Network (LAN) 36. Devices 40 each include
a communication node 42 that collectively define network 36. Each device 40 includes
bait 44 in the form of a pest-consumable material, lure, attractant, or the like; however, in
other embodiments, an attractant, lure or other form of bait may be absent. The depicted
embodiment of device 40 further includes pest sensor 46.
15 For a given pest control device group 30, pest control devices 40 may be arranged
to monitor/protect a designated building, room, storage area, or region from a pest of
concern, such as rodents, termites, bedbugs, other troublesome insects, and various pests
attracted to stored grain, animal feed, pharmaceuticals, pharmaceutical components, other
biologic materials, or the like. Accordingly, bait 44 and sensor 46 are selected relative to
20  the pest type(s) of interest. Nonlimiting examples of various sensor and bait types for

pest control devices are described in commonly owned U.S. Patent Numbers 7,348,890;

7,262,702; 7,212,129; 7,212,112, 6,914,529; and 6,724,312, each of which is hereby



signal conditioners, signal format converters (such as anal og-to-digital
and digital -toanal og converters), limters, clanps, filters, dedicated
timers, awo20fwo3biske as needed to performvari ous operarcors2aesesosbed in
the present application. Indeed, in one form controller 70, wreless
comuni cation circuitry 50 and power managenent circuitry 60 are at |east
partially defined by the sanme integrated circuit device. Pest sensor 46 is

el ect ri giolporaed By estefefc SRS ditirty. Thedepaph@yilstedeschbe the siamei mgwisicenal
i ndi cative of pest presence and/or activity. In one form sensor 46
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included Iin contro st sensor 46°is associated wth bait 44 that

may be of a f.0o0 r ot her material ,common consumed g% sts_of interest
and/or a |ur§}g-§t¥9‘g§ps gontgol qeyiced R@grqak%gﬁ% I’H’rﬁgrgl 6géeﬁeln§fed that as
used herein, bait 44 may or may not jnc]ude_a pesticjde and or may not
be i nt eRdBarasrelE torbke featurpspreyipusly desraided. BFStiCH{‘té?léLef’lcéﬁﬁﬂﬁag%est o ot her
materials in proximty. In one arrangenent, pest interaction with bait 44
tri gyer sleatrichbeingaitiynd3.hGirsuigmaB isdndeshyirdesssomnpgicanippicirabityy, S0dbatect i on i s
triggered by a variation in electrical current or voltage. In one form

such vadefiidsarirdl&stbirnini@itiod neb@ngeSpatifidatiot circidry S0 hbliales Rt y/ r esi st ance
of one or nore elenments of sensor 46 in correspondence to pest presence.
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on electrical capacl t ance, magnetl sSm an acoustic characteri sti c, or
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10  example, commonly shared aspects would include antenna 58 and/or RF front-end
circuitry; however, in other arrangements transceiver 52 is defined by independent
transmitter 54 and receiver 56 units that collectively provide both transmission and
reception functionality.

Node 42 further includes power management circuitry 60 and controller 70.

15  Circuitry 60 includes electrical power source 62 in the form of one or more
electrochemical cells or battery 64. Circuitry 60 conditions and provides electrical power
to node 42 and sensor 46 as needed.

Controller 70 includes memory 72. Controller 70 can be an electronic circuit
comprised of one or more components, including digital circuitry, analog circuitry, or

20  both. Controller 70 may be a software and/or firmware programmable type; a hardwired,
dedicated state machine; or a combination of these. In one embodiment, controller 70 is
a programmable microcontroller solid-state integrated circuit that integrally includes a

processing unit and memory 72. Nonlimiting examples include model nos.



appreci ated that while one pest sensor 46 is indicated in Fig. 2, in other
arrangenents nultiple pest sensors may be utilized with inputs provided to
control | ewo20102030346r a di fferent device. Furthernore, i RCOiUses09@abioss nati ve
arrangenents, bait 44 may be absent. In one inplenentation, pest control
devices 40 are configured to operate with a standard battery power source
for at least two years, communicating only a relative small amount of data
r out i nelMSK430E M PenENISPYSOREIE p2bvided by Te%s In&Furbkity Incvigobatéd. t MRy SSi on
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10  instructions that are executed by one or more processing units of controller 70 to embody
at least a portion of this operating logic. Alternatively or additionally, memory 72 stores
data that is manipulated by the operating logic of controller 70. Controller 70 can include
signal conditioners, signal format converters (such as analog-to-digital and digital-to-
analog converters), limiters, clamps, filters, dedicated timers, and the like as needed to

15 perform various operations described in the present application. Indeed, in one form,
controller 70, wireless communication circuitry 50 and power management circuitry 60
are at least partially defined by the same integrated circuit device.

Pest sensor 46 is electrically coupled to controlier 70 to provide a corresponding
signal indicative of pest presence and/or activity. In one form, sensor 46 provides an

20  electrical input to an analog-to-digital converter (ADC) included in controller 70. Pest
sensor 46 is associated with bait 44 that may be of a food or other material commonly
consumed by pests of interest and/or a lure, attractant, or the like. It should be

appreciated that as used herein, bait 44 may or may not include a pesticide and may or



configuration, if a rodent applies sufficient dowward pressure on bait
plate 44a, pin 95 is displaced and spring 94 is released to pen the rodent
bet ween twWwe 28pwa3ngy694 and base housing 92. Correspondi ngcy/uskéve/ooss ect i on
of menber 46a changes in response to the displacenent of pin 95, causing a
change in its electrical resistance. Menber 46a is electrically coupled to
circuitry 43 to provide a correspondi ng signal indicative of the triggering
of the niaamoabd intatirdto dehmet htractid to@asts bY irdetestedhmpaseditd otHea Matsriald
defined by base housing 92. Alternatively or additionally, rodent and/or

ot her peshrox@fity Oln SR\UrASeHEM, &€ |t SctRnRVES BME 84 %?%‘g%}stai MRnpafh the detect
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provides an analog input to an ADC unit within controller 70. In other
enmbodli mepndyctigityirgsistance of ensor mapelgraentyef seaeer 4ningatispondencs topestn | eu of
tenperature sensor 74. In still other enbodinents neither of these sensor
types i prgsesmze AiterdtBely srcddditmaallyica detastibn yighsl donldibe gaeratdbasadbhvat ed
switch 76 of a magnetic form conprised of a magnetically-responsive
conponeRiecttical Sdpabitte andidHetishf érﬁé‘&ou@lﬁ:vélﬁf}qc%isff&gﬂ%pﬁﬁﬁ%hﬁﬁ%éﬂ- W3t e a
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10 techniques (which were previously each incorporated by reference). It should be

appreciated that while one pest sensor 46 is indicated in Fig. 2, in other arrangements
multiple pest sensors may be utilized with inputs provided to controller 70 and/or a
different device. Furthermore, in other alternative arrangements, bait 44 may be absent.
In one implementation, pest control devices 40 are configured to operate with a

15 standard battery power source for at least two years, communicating only a relative small
amount of data routinely (such as an average of six times per day), with a transmission
distance minimum of about 10 meters under very poor conditions and greater than 100
meters under favorable conditions. Nonetheless, in other arrangements any or all of these
aspects could vary. In typical termite applications, pest control device 40 takes the form

20  of an in-ground station with an electrically conductive pathway that is altered by termite
consumption or displacement to trigger detection. With this arrangement, pesticide may
not be delivered until termite presence is verified, although immediate pesticide

application and/or above-ground monitoring may be utilized additionally or alternatively.



Emtting D odes (LEDs) 82 and 84 each of a different color. In one
particular nonlimting exanple, one of LEDs 82 and 84 is red, while the

ot her of wBDs10@Bomnd 84 is green. The operation of thesecirastammssiss
further described hereinafter in connection with Fig. 5; however, further
aspects to gateway 33 are first described in connection with Fig. 4. In

ot her enbodi nents, switch 76 may be of a nechanical variety, such as a
pushbut Sohe roddnaapyplicationtetend oF favooeite@niiygtivn wpoa dpreciidn usngh Prdtividey t ype, an
optic type, or a thermally activated type -just to nane a few

possi bi lnidch&scal fotcONBdR Rldcbitia. &l ternative, rodent trap activation was
denonstrated with a pushbutton formof switch. Referring to Fig. 4, gateway

33 is furthe ' , | k g lei ke

oatures. prout STEPSilE AEELE Ok Sl B Rr PRt e ent 45 iy
menory 72. Gate 33 further includes a wreless network interface 250
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as defined by a corresponding pest control group 30; and nodem 260 with

ant edna pradously deserdhedada this arrangemans|sersor YAnaie spasiikcals inqlydespdlexahlei miti ng
form controller 70 is a general purpose |aptop or personal conputer

runni ng detectéppinemaérn 46a wivh dietleoteical resistanicd thatt vaoies deyiemdimg, on the degracef 250 i s
of a local area network (LAN) type, and nodem 260 utilizes Ceneral Packet
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comuni cations(GSM protocol. It should be appreciated that in alterative
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10 displaced and spring 94 is released to pen the rodent between the spring 94 and base
housing 92. Correspondingly, the deflection of member 46a changes in response to the
displacement of pin 95, causing a change in its electrical resistance. Member 46a is
electrically coupled to circuitry 43 to provide a corresponding signal indicative of the
triggering of the trap and rodent detection. Circuitry 43 resides in chamber 96 defined by
15 base housing 92. Alternatively or additionally, rodent and/or other pest control devices
may include a pressure-sensitive pad to detect presence. Further, it should be appreciated
that while pest presence is typically the detection goal, any activity/actuation of sensor 46
may be of interest for a given pest control scheme.
Returning to Fig. 2, circuitry 43 further includes temperature sensor 74 coupled to
20  controller 70, which, without limitation could be a thermistor, a thermocouple, or the like
that provides an analog input to an ADC unit within controller 70. In other embodiments,

a moisture sensor may be included in addition to or in lieu of temperature sensor 74. In

still other embodiments neither of these sensor types is present. Also included in

10
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circuitry 43 is an operator-activated switch 76 of a magnetic form comprised of a
magnetically-responsive component 77 (such as a hall-effect device or magnetoresistor to
name a couple of nonlimiting examples) and an indicator 80, both of which are also
coupled to controller 70. Switch 76 is arranged to respond to a magnetic field when
magnetic field source 78 is in close proximity thereto. In one form, magnetic field source
78 is provided in the form of a hand-held wand 79. Indicator 80 includes two Light
Emitting Diodes (LEDs) 82 and 84 each of a different color. In one particular
nonlimiting example, one of LEDs 82 and 84 is red, while the other of LEDs 82 and 84 is
green. The operation of these features is further described hereinafter in connection with
Fig. 4; however, further aspects to gateway 33 are first described in connection with Fig.
5. In other embodiments, switch 76 may be of a mechanical variety, such as a
pushbutton, rotary, slider, or toggle type; a capacitive proximity type, an optic type, or a
thermally activated type --just to name a few possibilities. In one nonlimiting
alternative, rodent trap activation was demonstrated with a pushbutton form of switch.
Referring to Fig. 5, gateway 33 is further depicted; where like reference numerals
refer to like features previously described. Gateway 33 includes controller 70 with
memory 72. Gateway 33 further includes a wireless network interface 250 with antenna
258 to communicate with the wireless communication network 36, as defined by a
corresponding pest control group 30; and modem 260 with antenna 268 to interface with
a wireless WAN network 25. In one nonlimiting form, controller 70 is a general purpose
laptop or personal computer running an application to define a communication gateway,
interface 250 is of a local area network (LAN) type, and modem 260 utilizes General

Packet Radio Service (GPRS) through the Global System for Mobile communications
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(GSM) protocol. It should be appreciated that in alterative embodiments, controller 70,
interface 250, and/or modem 260 may differ. In one such alternative in which gateway
22 directly interfaces with internet 26, controller 70 is of a microcontroller type, such as
model no. C805F120 provided by Cygnal Technologies; interface 250 is a 25 milliwWatt
(mwW) W A VENIS-compatible wavecard provided by Coronis Systems; and modem 260
is of a hardwired dial-up and/or coaxial cable type (not shown).

Having generally described the structural and functional aspects of group 30,
further details regarding its operation are next described. Initially, pest control devices
40 of a respective group 30 are installed to protect the building/area of interest, which
includes physically positioning each of pest control devices 40 and establishing wireless
network 36. Fig. 4 depicts one mode of establishing network 36 in flowchart form as
network installation procedure 220; where like reference numerals refer to like features
previously described. Procedure 220 can be implemented in accordance with operating
logic executed by controller 70 of at least some of the pest control devices 40 and
gateway 33 for the respective group 30. Procedure 220 logically associates each node 42
with a corresponding gateway 33. During procedure 220, each node 42 attempts to
establish a reliable communications path to the respective gateway 33, either directly or
by relaying its messages through one or more other nodes 42 of the same group 30, and
provides the installer feedback concerning its success or failure in finding a reliable
communications path. Specifically, in operation 222, a selected node 42 is activated. For
the magnetically-responsive component 77 form of switch 76, a magnetic field from
source 78 is placed in close proximity. In response, switch 76 changes state and triggers

network establishment for such selected node 42. In an alternative implementation, an
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near by nodes 42 that have al ready gone through the network installation
procedure 220(if any). The criteria for these "indirect" comrunication
pat hs carwbeotvibmsent than those for direct connecti on®CTarsdowab®sé nt o
account, in addition to signal strength, how many "hops" are required
and/ or how many ot her devices m ght already be routed through a given node
42 operating as a repeater. In sone inplenentations, alimt nmay be set on

t he nunbeéraft uEgIER b dRa{ctworkingslldtide bt @dionby HPbBling Reccra Be¢RAtang
gateway 33, a limt may be set on the nunber of relaying/repeating nodes 42

vl VedorloPeiBioieT, SR IEHE AR TR puABHA sl he. TRy, De set on how

may nodes 42 depend on a i ¢ node to relay co ni cati on. Procedure

220 continues with conditional .226 that.t s._whet he he desi

cormun cat | ol Bt a8 Phl AR e a h Blich 2oy RCRLEE Sl CFUER M 226 i s
affirmati ve (yes), data desjgnati t he conmuni cation path js stored and a
success %PH@HoR 524@%&%&&1011 21281‘ ﬁse&%ﬁ@d Pﬂ‘ift 450%5chtes @ SeArch FPtNEER pat h
meeting the search criteria has been found. Further, using the identified
combini dédenttifina pdiahle cohemwatationgatiniodts coPrespomding gatevesy 3. ubiisiratindént i fi er
(such as a unique nultibit identification code) to its correspondi ng

gat eway tgscdlfy defided Byrepgratinglogi exécmed By centzaler oI ithisefecwiditodepét at i on 240
to provide an output indicating success with indicator 80. In one form

thi s outoREtmpRAleHAGSN, this4o 'ﬂﬁétfiis aglegﬁ?aﬂfauy%i@e’d RthS8brmSsdiinAvard 9r een

ht
LED, for a specified period of tine (such”as 10 seconds, for exanple). From

oper ot | B RSS20 SO LRSS SRS RS Bodh T e 1
T ther ?heaéeerv{cg E)tigc%(/err)]l rg?ocglo(siﬂﬁtcgclié Iibrpa;yq C,ﬁ%g rfuenctzlgg carlne })Il)Jeert% v;['181 a
10  variety of criteria for the requested search, including a Class of Device (COD) code
identifying the specific gateway 33 to which connection is desired, quality of service
(QoS) criteria based on signal strength or the like, and criteria controlling the preferred
method of making the connection, either directly to gateway 33 or through one or more
other nodes 42 of its pest control device group 30. As establishment of a comrﬁunication
15  pathway is attempted, indicator 80 provides an output reflecting this status. In one form,
this output includes LEDs 82 and 84 both blinking at approximately a 10 Hertz (Hz) rate;
however, other outputs and/or no output may be provided in correspondence to operation
224 in other embodiments.
Operation 224 first attempts to find a direct communications path with the
20  corresponding gateway 33 provided is meets specified quality of service (QoS) criteria --
such as signal strength. If a direct path meeting the search criteria is not found, then
operation 224 attempts to find a communications path to gateway 33 through other

nearby nodes 42 that have already gone through the network installation procedure 220
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operation 222 to select and activate the next node 42 for network
installation. On the other hand, if all attenpts to find a conmunications
pat h meetwogotosozwi teri a are not successful, operati onP22ATSe@bO030S6 a
failure code, and the test of conditional 226 is negative (no). Fromthe
negati ve branch of conditional 226, operation 228 is performed in which

i ndi cator 80 provides an operator output reflecting this negative/failure
stat us. (if anPNTheFifarialfor hertipdiredtNEdaRichtidripatRSEanE differedi thhirBps82 or 84
different than for operation 240, such as a red LED, for a specified period
of time ] : : : from
oper at i gc?]rsdé'%gt ‘?’E’I‘%‘gé’?’g’%@ gga(f?}%gic?%ggﬂrn %Fgﬁhggggﬂf’ﬁsé‘%gg%%%?‘%zst alls one
or nore.pther nodes 42 to.serve as,repeaters and/ or reposiiions,the

el oot odBaE AR B g RS EE RS e B S PE R bRt oo e . 1
shoul d be appreciated that the successful jnstallation of any other node 42
during 8PERaPieH2 opwatingas afsreatele [pnspReimplsmestatigpe MY ESet ovg  and
240 and conditionals 226 and 242 for each and |ikew se, any that were not
succ®ss the numher df ce@smunichtiorelrepsuequreddd rensh thet ¢asrespershng gateway 3R 22- 230.
After operation 230, conditional 232 is reached. Conditional 232 tests

whet her likliemap B€set dntthahurhbérl Edelayingiredeadng hades i3 anvalvdikinraggieéd vat ed for
another attenpt. Odinarily, this test would be affirmative (yes), causing

pr ocedugsmerBichfod E&tHGvQ¥,ta91d/Q>?%rlﬁﬁik Bldy 3R Zet ¢h RRARIaly \RHEs 44 defeauBl@r . under
certain circunstances it may be detefmned to aboft installation of a given

node 42, e%%chnc'er&%rt‘f%lg??g 'ﬁﬁycajfi&f.l ude several failed attenpts to install
ul al rati

S .
or the SUECESY ins on o he desired nunber and/or arrangenent of

nodes 42 alr %?gc%durgtﬁg c%gt?r&ueg Qvelthf c%lnldletl%nao e6 tﬁgt tgsetse \Czjvhgt?lgr t?lg desired

10 communication path has been established. If the test of conditional 226 is affirmative
(ves), data designating the communication path is stored and a success code is returned --
reflecting that a direct or indirect path meeting the search criteria has been found.
Further, using the identified communication path, the selected node 42 communicates a
unique identifier (such as a unique multibit identification code) to its corresponding

15  gateway 33 of the same group 30. Procedure 220 continues with operation 240 to
provide an output indicating success with indicator 80. In one form, this output includes
illuminating one of LEDs 82 or 84, such as a green LED, for a specified period of time
(such as 10 seconds, for example). From operation 240, procedure 220 continues with
conditional 242 to determine if there are any more nodes 42 to install. If not, then

20  procedure 220 halts. If there are further nodes to install, procedure 220 returns to
operation 222 to select and activate the next node 42 for network installation.

On the other hand, if all attempts to find a communications path meeting the

criteria are not successful, operation 224 returns a failure code, and the test of conditional
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installed. In this case, the test of conditional 232 is negative (no) and
procedure 220 halts. Once network 36 is established, each pest control

devi ce 40wendiogasbadsay 32 perform certain operations on &Cralsemmodvasi s. I n
one enbodi nent, each node 42 participating in network 36 has a | ow power
consunption sl eep node and at | east one"awake" nobde. For one form the

sl eep node is perforned based on an internal sleep tiner provided by

cont r ol be6 isif2gativeatnon! Frowsthe megatb@ebraithtod chditibhidl A6} dperdtRAP28 is t S power
consunption during idle periods and accordi ngly enabl es | onger service

[17e. FRESHRR iR WHiGPRIRAR 80 pRSibEARRING oA dotcRg pliber peri pheral s

are typically turned off to conserve power. ter a designated tine period

h i ke- i i .ed. |
s Paseshluiie RSP 11ORE rofhy YRSl I LEL BASGRAnd dheofiS dI0 B o o1 e

timer is e-up contro iseconds (10

times per second), and the o ating | ogqi defi at, L.east in part by
cont r ol P&ditfere or pRergiien g@i Spch % % 'ieﬂé%é%zféaa §%F§%§e% RegiRg ngmWni ch are

execut ed every wakeup period (100 mlliseconds) and others that are

execht eéBUéheiSyOtSémﬂdSyékexmnmle)l second). For this arrangenment, the 100

m | lisecond tasks include sensor signal neasurenents and eval uati on of such
signal s for pessdire@28¢prdcends fromaperapian 228 td aperatiovn 280. dn opaatden 220,i ncl udes
an internal, nmulti-channel 12-bit AID converter for neasuring anal og

si gnal s e RNt IBEAR orHTRES R holldY £er0dbivk @k 8éPeatehdtiitirTepdaitonghannel i's
used for pest sensor 46 input, a second channel is used for tenperature
sensor 4d JeRtlimodl92 % provide better conditions for network establishment. It should be
appreciated that the successful installation of any other node 42 during operation 230
10 includes the repetition of operations 222, 224, and 240 and conditionals 226 and 242 for
each. and likewise, any that were not successful would result in execution of
operations/conditional 222-230. After operation 230, conditional 232 is reached.
Conditional 232 tests whether the node 42 that failed initialization should be reactivated
for another attempt. Ordinarily, this test would be affirmative (yes), causing procedure
15 220 to return to operation 222 to reactivate it; however, under certain circumstances it
may be determined to abort installation of a given node 42. Such circumstances may
include several failed attempts to install or the successful installation of the desired
number and/or arrangement of nodes 42 already, such that the failed node 42 need not be
installed. In this case, the test of conditional 232 is negative (no) and procedure 220
20  halts.
Once network 36 is established, each pest control device 40 and gateway 32

perform certain operations on a routine basis. In one embodiment, each node 42

participating in network 36 has a low-power consumption sleep mode and at least one
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third channel is connected to battery 64 to report on its status. The
resulting digital values are stored in nenory 72 and are conpared agai nst
desi gnat estolzprovass34sor LOW FAULT, LOW ALARM LOW WARNI NGPCHIUSRHOWBBIENG, HI GH
ALARM and HI GH FAULT conditions. If any FAULT, WARNING or ALARM condition
is detected, an event nessage is provided for transm ssion to gateway 33

i ndicating the affected channel/source, condition (FAULT, WARNI NG, or

ALARM) , "angke! eodeE FstioRsiforml tie.slédpindde igbérferinddtasal eoadintdrasl sl@pt s may be
optionally disabled. Hysterisis can beapplied to the condition tests to

prevent gk biRAddDYadntrgRESAY Bt hIOWE BRINdMe BD SR ERFi AR, fhaaSE pdvd during

t he pendency of theé condition. Further, pest senSor 46 °i nput may be

P 00es s ¢ ATARGR Uiiint Ruk SAGE AL ol \Gat Sl WndESiifedrgibiggue due to

noi se, I'VIFTY 0 pes e Vicl e sensor, or

sl ow, gradual changes wth_tenperature.. These type of adjus nts may be
parti cuFKFP yloée»stﬁ? HBRsOoGr Shaldghs biperipira S&ﬁ%ﬁ&@?ﬁé tGBRLBH i ke that i s
associated with trap 90. In one inplenentation directed specifically to a
f | ex5 varcgnseryegiosnsrri cal resi stance rodent sensor as provided with trap 90,
t he rodent sensor signal value is exponentially snoothed using snoothing

const ants of Affe3a dasidnaddd 8eiperiad has pasabdusingslepuaddepa wakg-upds f ol | ows:
NewSnoot hedVal ue = ((1/32)*NewSanple) + ((31/32)*0d dSnoot hedVval ue) (1) The

oper at i Rggdetd. n ©ANBSES s‘léé? tRRT QS Plogratdhé®tohakteddh SirtioBeenEevery 1bte
NewSanpl e and O dSnoot hedVal ue according to equation (2) as follows: DI FF =

ABS( Ne""ﬁﬁﬂﬁk&nas ngﬁg%gyﬁdy,%d(tﬁé operating logic, as defined at least in part by

controller firmware, is divided into time-based tasks, some of which are executed every
10  wakeup period (100 milliseconds) and others that are executed every tenth wakeup (1
second).

For this arrangement, the 100 millisecond tasks include sensor signal
measurements and evaluation of such signals for possible action. In one particular
variation, node 42 includes an internal, multi-channel 12-bit A/D converter for measuring

15 analog signals from external sources over three different channels. One channel is used
for pest sensor 46 input, a second channel is used for temperature sensor 74 input, and a
third channel is connected to battery 64 to report on its status. The resulting digital
values are stored in memory 72 and are compared against designated limits for LOW
FAULT, LOW ALARM, LOW WARNING, HIGH WARNING, HIGH ALARM, and

20  HIGH FAULT conditions. If any FAULT, WARNING, or ALARM condition is
detected, an event message is provided for transmission to gateway 33 indicating the
affected channel/source, condition (FAULT, WARNING, or ALARM), and the measured

value. Any or all of these condition tests may be optionally disabled. Hysterisis can be
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D FF is then conpared against a programmabl e threshold value. |fD FF
exceeds the threshold value, the sensor is determned to be "active" and a
"hit" is wegheimsoad by incrementing the value of a H T @CUNBERImBs086 ai ned
by the operating logic. I1fDI FF does not exceed the threshold value, the HT
COUNTER i s decrenented until it reaches a term nal value of zero. Further,
for this inplenentation, operating |ogic of controller 70maintains a 6.4
second applibdrg thd comditpeaedtsitosprevant muldiple levérh enassdges frofn bdidg GiCpiEERNd S

exam ned. IfH T COUNTER exceeds a progranmmbl e threshold any tinme within
this sl iydhgsited dusss MRrGbehdMrRy bkhe dongitRRAC Fatth&d pbRdéiksot B6 RipRE fla§ behe
condition as a rodent hit, and it prepares an event nessage for

transm Ssj ndi i j i Li . jUST | rogr ammabl e
t hres ho?’géscggggp Q%bg@%gﬁcgre}qp% W@g& r%Sl na es{}aﬁl?gxgd,o ‘?‘%‘a‘%ggﬁ‘%’gc hgadj usts
sensitivity of. the rodent sensor, .reducing fal se al arns ensuring that
T le acPRUEOG AR asRden pest RERE i PR St B S ey e B g S oneor
signal processing, the 100 nmillisecond wake-up can al so be used to scan for

swit&h Tanpeatuieat fhepe tng of adipsteventsanaybe aartiwlgnly desigghletfer aflgxibleeD 82 and/ or

84 as desired. A previously indicated, this enbodi nent includes another
wak e- up resistiEnce-aypd seasorflike dhee ¢ dsgoqated ovithetcapt dsks. These tasks may i ncl ude
managenent of transceiver 52 and processing of inbound and out bound

nessages oveln bheinplembRagorr @inebid srtifilehllprt 160 vaFmV i3l réddestaicdi ngl y,
controller 70 directs that receiver 56 listen for any possible

transm ssi . : fonO 4 A i i ons
range. %gc%eg\{/‘\geyggr%?;gﬁlﬁ%@%ﬁ?rg t9|0yﬁ1g?5%é§1?r9§1§?rl %éﬂallﬁlgluﬁégsgge%tﬁ‘?lgugh ot her

nodes 4%mogﬁ¥d using smoothing constants of 1/32 and 31/32 in accordance with equation (1)

10 as follows:
NewSmoothedValue = ((1/32)*NewSample) + ((31/32)*0OldSmoothedValue) (1)

The operating logic computes the absolute value of the difference of the NewSample and

15  OldSmoothedValue according to equation (2) as follows:
DIFF = ABS(NewSample — OldSmoothedValue) (2)

DIFF is then compared against a programmable threshold value. If DIFF exceeds the

20  threshold value, the sensor is determined to be “active” and a “hit” is registered by
incrementing the value of a HIT COUNTER maintained by the operating logic. If DIFF
does not exceed the threshold value, the HIT COUNTER is decremented until it reaches a

terminal value of zero. Further, for this implementation, operating logic of controller 70
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request status information of the subject node 42 by issuing a POLL
REQUEST. If a valid POLL REQUEST is received, controller 70 prepares and
sends a rweporgsoyaacket including information about thePoparsatogsoss at us
and sensor condition of the subject node 42 via transmtter 54. Such tasks
further include a determ nation of whether the subject node 42 is being
asked by a neighboring node 42 to relay a nessage according to routes

est abl i sfagraidsia brigsecorsd didigg time “apertued verek which thé value bf HIT @RIENTERS nade,
controller 70 prepares and transmts the relay nessage via transceiver 52.

I'n addi {d Qamia. TPHIT CEATNTERUSREe @Y rSgramihabRVBRish RS iRk \prtmmm@d during
the nore frequently perforned tasks are sent via transmtter 54, and

net wor k scri bed
hereina?gﬁjgk$qga%§éra Ilth?Bé%%ﬁ@?ﬂ%g&ﬁ%E§@§8§{% |nc d%@gghﬁéc ﬁlque to
re-formcomuni cati ons pa t hat becoune,. unrel. able or nus To the

ext ent HEECRAFS 3§1§efﬁnt§g?¥ $Fef9f HARSIiEyoR dicafipg F}P'Fe‘if“éfﬁ c%n a]??’ equent basis
(every second for exanple Sel fheal in occur due to the renoval or

fai |1 cadistingthp pyaememmeble tazshaldsiar BE EBNG BG4 QJNA ERderminal Yahiaeoduct | on
of an obstruction. In one inplenmentation, node 42 determ nes the need to
sel f - hedlis appgoahradjisiscahsiomity af the bydemtsansen, riduging falserelarhbiand ersurieget upon
the receipt of a valid POLL REQUEST nessage fromthe correspondi ng gat eway

33. Thetnstri€a@ivetdhditiohsBe defecte@sin@dc@abast a threshold value. If the
timer reaches this threshold, the subject node 42 communication path is

deemed to bey AQcﬁfm?r?’{}gse?%(fr%léélggérﬁkis?%lgoﬁeﬁb@‘ﬁﬁﬁ?se&ﬁldﬂg O

'aés-UBeS
reinstall ation I n connection wt rocedure 220 of
Fig. 4, usedatE)tslcn ot sw1 9@ 1va 13n%§ to per)égﬁgtfor ahglmkl ge {)a%e(r)rq of f]tibviﬁtl on of

10  and/or 84 as desired.

A previously indicated, this embodiment includes another wake-up mode for less
frequently performed tasks. These tasks may include management of transceiver 52 and
processing of inbound and outbound messages over the wireless communication path to
gateway 33. Accordingly, controller 70 directs that receiver 56 listen for any possible

15 transmissions from gateway 33 or other nodes 42 within communications range.
Gateway 33, either directly or by routing its message through other nodes 42, may
request status information of the subject node 42 by issuing a POLL REQUEST. If a
valid POLL REQUEST is received, controller 70 prepares and sends a response packet
including information about the operating status and sensor condition of the subject node

20 42 via transmitter 54. Such tasks further include a determination of whether the subject
node 42 is being asked by a neighboring node 42 to relay a message according to routes
established during installation of network 36. If such a request is made, controller 70

prepares and transmits the relay message via transceiver 52. In addition, on this less
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switch 76 is not necessary to performpath re-establishnment, and
reinstallation nay be repeated a given nunber of tines before declaring
failure. woomne3edanpl e, the subject node 42 retries i ngcalusatvonsosp to 3
nore tines at an interval equal to the programmable threshold value for the
POLL REQUEST timer before declaring a failure. For schedul ed nmai ntenance
actions, an operator-activated switch can be used to cause the subject node
42 to prRpadf badisl ahi d0&iTinkessagd¥® prpar diduriad R a¥refBeduetil pérfdienddiadksi t S
bei ng renoved fromservice. In response, the gateway 33 renoves the node's
uni que | [ [ . fng. It
Shoul'd BS ‘Sora teltler PR Aen Ak inRHER i gha R AR BerlBiEd
activated_.af.t er SUEC sful .addition tonetwork 36 is indicated and/or by

r epeat ed® SEHHE ¢SGR %‘ﬁﬁ?{e?}ﬁ%?r‘repeat ed actuation within a given tine period
toggl es between a network install and node renoval, or the |iKke.

Al t er nat i vel yThe @pargting lagiae! nageri2fughergnsludesadtechmaic 'gddte may be
utilized (not shown). Further, it should be appreciated that in other
enbofli nenmsyunmatiensyPatinethat becbmd einradiablearr uhasable. ik fhegxteat keedediesuchni t h or

wi thout different frequencies, durations, or the like; may not have

di sti nctselphesfngansy bepaforadddn a1y fadquenttiisis\(every eécoad dort dxampld)y SBH-
responsive to periodic or aperiodic polling inputs and/or interrupt type

tri gger ieitheRRhY S5 Bhe 1098 terS VIR of BSIFe oAU ind BOMRENih 3h stTBhed f EWEr, OF
different tasks as required. Additionally or alternatively, network 36 may

be at | a5t oPALYORERAPLE Beter Bl dIE R0 BRARIELAT 100 aoygigt | nel ude
sone or "a Oor operator I ndlcators, may I']Olin e Sse eal' i ng, and/or may not

DO e e B 905 B L0 82T LA 9IRS e

10 receipt of a valid POLL REQUEST message from the corresponding gateway 33. The
value of this timer is tested against a threshold value. If the timer reaches this threshold,
the subject node 42 communication path is deemed to be lost, and a re-installation
process is performed. This reinstallation is like that described in connection with
procedure 220 of Fig. 4, starting with operation 224, except that operator activation of

15  switch 76 is not necessary to perform path re-establishment, and reinstallation may be
repeated a given number of times before declariﬁg failure. In one example, the subject
node 42 retries installation up to 3 more times at an interval equal to the programmable
threshold value for the POLL REQUEST timer before declaring a failure.

For scheduled maintenance actions, an operator-activated switch can be used to

20  cause the subject node 42 to prepare and transmit a message to gateway 33 indicating that
it is being removed from service. In response, the gateway 33 removes the node’s unique
ID from its database of active nodes to halt subsequent polling. It should be appreciated

that switch 76 could be used to signal removal if activated after successful addition to

19



ot her nodes capable of receiving and transmtting. Such other nodes may be
dedi cated comruni cation routers with different sensing functionality than
t he transwotemnisyssaodes (such as | ess/ no sensing capabi lpcirys20080050661 s
alternative, these routers forma conmuni cati on backbone between the

remai ni ng nodes and gateway 33. Having described the operation of nodes 42
in greater detail, the conplinmentary operations of gateway 33 for each

group 3Qetofk BEX indRhte AhA/or b RURY adRaeH MRA the répedRliachAlibEW@In 82 1N
whi ch status and event information from comruni cating nodes 42 i s gathered.

Gat evvay %P\;E»’e,'?f gdata
manage nt server ?%5% |t‘§8érp ?étg)gg&el %J%@E}%«éﬁeﬁrﬁ&@&l S’?g%?ﬁ es for data
visual i zati on, .anal e n and notification a I atl

{ur ¢ her AHEGRRVHR LR SR Af Sier ARy giottevisgymesbe H85e Bt BABBE ren:
communi cat i ons between gat eway33 and nodes 42 of a given gr 30 take
pl ace vFHrthernjtsbould be pmracla@ﬁiéhatnrémh@r gmbedimgnts, ped wee?elna)gmcbw@yn@s o&nd
server 120 via a wireless wide area network (WAN) using Internet Protocol
(1 P)5 ovéwdsevakirg taflamlod¢s Wbl oo wibowti differeBARSuendibs, eurmiony,elr yhe likar; dwi r ed

t el ephone and/or fiber or coaxial cable connection could be used to

interf aﬁﬁzg@t BARYdiStihct Sleép SAWakkehod&! Y Kitehat iy e hddiionllybeser ver 120,
and/ or er protocols and commruni cati on subsystens may be utilized.

Gat eway & ﬁHf}@ﬂv@nthHehB&‘i% é)??éexﬂﬁh@ olfin ﬁ’gﬁ:'tsrkﬁxd/ ?ékﬂﬂh&?%é ¥i ggqgﬁgﬁgmg ype, or

of an eve t1on- en type tionall or adm ni strator
initiate L{errlng§ a}rgaas be dre v%redte Si tequlegne
| mpl et S SR T P SRR A s e P BEPY 2%t 208 st cvy 33
utilize Alcﬁletlrongﬁ;[f grg zrxlitaerpnaFt)lrv%Iy? gg‘clwo(rgg)g)may be at least partly predefined, rather than
10  node-determined, may not include some or all of operator indicators, may not be self-
healing, and/or may not provide for node removal.

In one alternative, certain nodes are transmit-only types that send sensor signals to
other nodes capable of receiving and transmitting. Such other nodes may be dedicated
communication routers with different sensing functionality than the transmit-only nodes

15  (such as less/no sensing capability). For this alternative, these routers form a
communication backbone between the remaining nodes and gateway 33.

Having described the operation of nodes 42 in greater detail, the complimentary
operations of gateway 33 for each group 30 are next set forth. Gateway 33 serves as a
data collector 32 in which status and event information from communicating nodes 42 is

20  gathered. Gateway 33 communicates this information to centrally located data
management server 120 hosting database 124. Server 120 provides for data

visualization, analysis, reporting, and notification applications as further described in

connection with Fig. 6. For the depicted embodiment, communications between gateway
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and "uplink" comunications fromgateway 33 to server 120, utilize File
Transfer Protocol (FTP). Further, this nonlimting inplenentation provides
oper at i ngwbagion3bzws gateway 33 as a collection of softwaece/usasmksosesétten in
C# under the Mcrosoft Wndows XP nultithreading environnent provided by

W ndows XP and the . NET Framework. A description of several exenplary tasks
for this inplenentation are described as follows: (a) Start-up: This task

i ni tial i33e%d KeaesUY Tal diP&SgRap B0 iddedisce vigh WiHenGs I0thPAEARG&WRD 3G RAd M dem
260 to establish Ilnks to netvvorks 6 and 25, respectively. (b) Pairing

Request b%ig?éeﬁ%ﬁ{e an@@&x%lé‘@)’203€iag%§&é1%§%ﬁé Xregggf\%oqﬁﬁ\\;@ﬁ) \E(%z%ages over

net wor k I cate a new no S ] Ol ne et wor or has

oo B PR G525 By MBI B3 RSB BBl S5F PN

new node 42 invocating a SEARCH REQUEST, which may occur when an installer
act i vat dardvieed;tplephgne ané/@é fiket o wwhwb%cor@ﬁctm @uldgbsesed tamterfacgesst ul |y
sel f-heal s a connection path to gateway 33. The SDP PAI RI NG REQUEST nessage
cont ai ngaiemhyB3iae h comabeuhetoek Ribdeirecticewithisyrvef L2 andior ftheepotiteoksensor
type), and comruni cations path, including QS netrics. Gateway 33 checks

t he nodend demiduhicafdn g;bs#ta}ls ﬁg@lﬁé&ﬁﬂ@ed ocally stored list of currently
install ed nodes 42. If the node IDis new, the information, including

conmmuni cati o 894 Eélfo%g Btk pe ﬁﬁ'ikg 1 1% fded Jrode 42
I s added to t |ng |st otnp%ol%aés t hat sﬁo %ges ??M dd%rl ng the
Pol i ng al%%gnt/condmon driven type. Additionally, customer or administrator initiated queries

or updates may be delivered to nodes 42. In one implementation, “downlink”

10  communications from server 120 to gateway 33 utilize User Datagram Protocol (UDP),
and “uplink” communications from gateway 33 to server 120, utilize File Transfer
Protocol (FTP). Further, this nonlimiting implementation provides operating logic for
gateway 33 as a collection of sﬁftware tasks written in C# under the Microsoft Windowé
XP multithreading environment provided by Windows XP and the .NET Framework. A

15  description of several exemplary tasks for this implementation are described as follows:

(a) Start-up: This task initializes communications peripherals including
interface 250 and modem 260 to establish links to networks 36 and 25,
respectively.
(b) Pairing Request Listener Task: Gateway 33 continuously monitors for
20 messages over network 36 that indicate a new node 42 has joined the network 36
or has formed a new communications path to gateway 33. In one form, an SDP
PAIRING REQUEST message is provided to gateway 33 upon successful
completion of a new node 42 invocating a SEARCH REQUEST, which may
occur when an installer activates the install mode with switch 76, or after a node
25 42 successfully self-heals a connection path to gateway 33. The SDP PAIRING
REQUEST message contains information about the Node’s identity, function (the

21



descri bed hereinafter. If the Node IDis already in the database, only the
updated path information is stored. (c) Event Listener Task: Gateway 33

| i stens fwo 20rvaBb346i t ed event nessages from nodes 42 of prrasgeoowpso30, which
are generated to indicate conditions, such as: Sensor Active, Low Battery,
Sensor Fault, etc. Upon recei pt of such an event nessage, gateway 33
attaches a local tine stanp and forwards the event to server 120 over the
GRPS connect hgde s&hkdtdypehPand bmmehicatiths padkinclriSya¥s JithieP| Gaewap3# t ask
to periodically poll each node 42 of its group 30°in a "round robin"

fashi on. UposrheskptheanadgndestifigateamDyagainit e le@lly sturathst afgvaortly 33 gener at es
a POLL REQUEST, faor the nod .1n succession fr.o . listing of the
install ed noH’esgaI%Q ngﬁ%F %Eﬁﬁhg ngg?g%bsorhegvé. e’r‘ﬁgorfneaslﬁP’thEr?&&rngsponse nmessage
from the pol begnitadRtides paisisikesed BYf QiteWadyi 38) afdi tHe vl @ddedrnodieaus, battery
status, tenperature, and condition, which is stored to a | ocal database

fileSand per pédrddalthspalbng listpfdiades thay sipuldbepoliedmluringytheBollng diesk i st ener
Task: Gatewa ' t ' ' f N l'i nk"
ek ot v AL AL ATEALS Rl AShod 9l R MR SLNOL L0 Bagdonn
packets, andpathénfosmatidois stcredt e confi guration and diagnostics. (f) Tine

Synchroni zation Task - To maintain tine accurate timng P i
(©) Event Listener Task: Gateway 33 listens for unsolicited event

messages from nodes 42 of its group 30, which are generated to indicate

10 conditions, such as: Sensor Active, Low Battery, Sensor Fault, etc. Upon receipt
of such an event message, gateway 33 attaches a local time stamp and forwards
the event to server 120 over the GRPS connection using FTP.

(d) Polling Task: Gateway 33 implements a task to periodically poll
each node 42 of its group 30 in a “round robin” fashion. Upon expiration of a

15 configurable POLL TIMER, gateway 33 generates a POLL REQUEST for the
next node 42 in succession from a listing of the installed nodes 42 and awaits a
response. The resulting response message from the polled node 42 includes
information such as sensor status, battery status, temperature, and condition,
which is stored to a local database file and periodically sent to server 120 using

20 FTP.

(e Downlink Listener Task: Gateway 33 implements a task that
continuously listens for “downlink” commands from server 120, which are
received as User Datagram Protocol packets, and are used for remote
configuration and diagnostics.

25 ® Time Synchronization Task — To maintain time accurate timing n
between Server 120 and gateway 33, a Network Time Protocol is used to provide

synchronization.

Referring to Fig. 6, the back-end data management server 120 is further depicted

30 in diagrammatic form. Server 120 provides various virtual/logical components to allow
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bet ween Server 120 and gateway 33, a Network Tine Protocol is used to
provi de synchroni zation. Referring to Fig. 6, the back-end data nanagenent
server 1280i10fa3p34her depicted ammatic form Server 120PpTams2a9®0inasi ous
virtual /|l ogi cal components to all owsensor and node information from
geographi cal |l y di sbursed gateways 33 to be aggregated into database 124.
Server 120 has the ability to communicate with all renote pest control
devi ce gemsopandfhdednformation fromlddopfigphitallndisbadled gitewayy 3werupirggardt i ons
usi ng an Application Service Provider (ASP) nodel. Anong ot her things,

server 128 daRbhRCD3. SRAver 10 haPhi ABilfty RIRdInRuNiestt With all feRidtd fEsPEflfirot0) ,
aggregates and processes this informati on and determ nes what information

needs t ?ﬁpﬁe 1&8{}}1@??@%&3{\&&%&1}15{@ Hgtg,ra{n:dr{al?edégrltelggés}ldlrg{c\eﬁggse é&g%taﬁ‘m litates a

data archive I'on an €epo ng proc rver

functional .conponents, as,defined software or.other operatjng | ogic
o oout oGP ive Brovide (oS Bwall Kpphonber sk Hearetar? cobSte 80 Gos

customary data filtering, encryption, and authentjcation for conmmunications
over 5 conpigrmastiondrem the various sitesGgranms 39), pegredates and praesssessthisgpfarmationn and
transport conmuni cation protocols from gateways 33 or other information
sour ces ,and determimed WRAt iRf dridaton Deddage denfd?matdedad p cusiGiRaR InTadditizm, ssi on
Control Protocol), SMIP/POP3 (Enmil Based), or Wb Service. (c) Database

124 anorervet Y fabiflit1€kSa dfth @fcBbvel N6t fF@ASR andl Adpdrtfifyl fre€dse dSéiBeteSerbe! d by
groups 30. Additional stored data types are gateway 33, node 42,

functional components, as defined by software or other operating logic executed by
server 120, are listed as follows:

10 (a) Firewall 127 provides customary data filtering, encryption, and
authentication for communications over computer network 24.
(b) Conduits 123 define various application and transport
communication protocols from gateways 33 or other information sources, such as
UDP/IP (User Datagram Protocol), TCP/IP (Transmission Control Protocol),
15 SMTP/POP3 (Email Based), or Web Service.
(©) Database 124 among other things, stores the sensor data collected
in the field by groups 30. Additional stored data types are gateway 33, node 42,
site, and user configuration and other external data feeds. This data provides
business intelligence back to the user so sensor data can be interpreted as it relates
20 to other environmental information i.e. air quality, temperature, rain amounts, etc.
Applications 130 include a notifications and alarm service module 130e that can
dispatch alerts to clients 122 (see Fig. 1) from database 124 based on
subscriptions to the data and conditions set within the database 124. These
subscriptions are managed by subscription manager module 130f. In on form,
25 Microsoft SQL Server 2005 is the database engine for server 124. Reporting
service module 125, analysis service module 126 (including data mining), various
integration service modules are defined by this system. Server 120 defines a

business logic layer Application Programming Interface (API) 130a including a
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site, and user configuration and other external data feeds. This data
provi des business intelligence back to the user so sensor data can be

i nt er pr etwo 2an)/G30346el ates to ot her environnental i nfor MRCITAI$2009805086 r
quality, tenperature, rain amounts, etc. Applications 130 include a
notifications and al arm servi ce nodul e 130e that can dispatch alerts to
clients 122 (see Fig. 1) from database 124 based on subscriptions to the

data and condbfifieition gatuevnamiged bheubketiphias Mmaddéer mdteke] Mfasd b rgrhbtens are
managed by subscription nmanager nodule 13Of. In on forr% M crosoft SQ
Server 2005 Heviehguens: Adaarandysknawiedee daP\nst pages 13 R Ney servi ce nodul e

195 vei . . . . o :
Thtegraci on DepfralonpaRrtioe, gt SElPhiRCEA R BeartbeAl b0,
a busi ness | agidalesdged ardpidol assdciared RithghiadIng | nterface (API) 130a

i ncl udi ng anotification queue nmanaged hy subscripti manager. nodul e 13O
and A renote devi & qu&é’. SeRyex$ ﬁ?lh‘ﬁﬂa%@!&%%se]c@ég@%%‘fse §éuerpshp: ASP

Net Appl i catt ok (REGRS oaic WABNVIRIWeB UShE BROMS LT 1y BROFAGL MBI K hear tbeat

wat chdog nodul es are al so associ ate I's API. (d) Web servers
del i ver appl pratitation 13$€r dpph¢atminl ablowirgeegraphicalipreésent@tibn wf the datsasdat a over
the Word Wde Wb .usi Jﬁi ents 122. In one form the presentation |ayer
appl i cati on W1%1%§S%%3% ical presentation of the data is witten in
ASP. NET. Once an on-site technician installs all the nodes 42 for a given
gateway 33, the site installation and configuration data is received by

SErygr 120 1 oAtk Eut?gn-%ﬁé BMRXic R installs all the nodes 42 for a given gateway 33, the

site installation and configuration data is received by server 120 from the gateway 33.
The data is then parsed at server 120 and stored in database 124. If a change to the
configuration is necessary, the stored configuration data is modified and sent to the
gateway 33. Gateway 33 will then retrieve this data and compare the modifications to
15 implement any changes. Server 120 regularly receives event and sensor data from the
gateway 33 of each group 30 and stores the values in the database. As new events take
place at sensors 46, the corresponding data is sent to server 120 that performs notification
services via module 120f to those recipients that have subscribed to the information. On a
periodic basis (such as once a week), reports on trap activity and battery levels are also
20  dispatched to recipients utilizing reporting services module 125.
Once sensor and node information is uploaded to server 120, it is available to the
customer. Several methods are available for the customer to retrieve this information,
depending on specified criteria, subscription level, and the nature of subsequent

management action. Clients 122 (see Fig. 1) embody several customer interface options.
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The data is then parsed at server 120 and stored in database 124. If a
change to the configuration is necessary, the stored configuration data is
nodi fi ed wodoBaBd3460 the gateway 33. Gateway 33 wi || theaTreskeivevdss hi s
data and conpare the nodifications to i nplenent any changes. Server 120
regul arly receives event and sensor data fromthe gateway 33 of each group
30 and stores the values in the database. As new events take place at

sensors 46, {RenERes PRRWRSpHALRed WelS Bottal i®pRSidéalto ddfothBatwHess fey s
notification services via nodule 12O° to those recipients that have

subscri . 1 i l . Wolel j . ek),
eport s 10y 107 irBREAP IR, ccaftspotbifh AR RS 2035irP et HDBnER ARG
recipients. utilizi Qg repor.ti n% ervi ces nmodul e 125, ce sensar and node
i nf or matyIret E“OE}b]:e dedfid QPseRFRT CUrEeyt stafus;of SUpmANSHPLrepent FRENtE st omrer .
Several nethods are available for the custoner to retrieve this

i nf or mathrewgh @ &jschbnand ype epwien iFod thase senspes, 465wibisk by githesrits nale (saand t he
nat ure of subsequent managenent action. Cients 122 (see Fig. 1) enbody
sevef al amusistareesensar) er dustenaphtetss(shya oodent gation ia foed pwoehiny fatdict)ed web
portal is provided to custoners where they may log in to observe their

cor r espe&fiirdghadi et &R mBtiAbRfonHs ncd A YistdrareBR Chftomvetsinestobé fithaver Vi ces
nodul e 125, and observe the current status or summari es of recent events

through g, 50dg; 9?9&& Gia d-¥RE, Rl Pﬁle?s)‘é’g%r%{:a SI%}%%Q rn?e%é‘a%%r@ia‘kﬁ 021165 Bya/6i ther

its nature (say a noisture sensor mer 1 nterest say a rodent

ear |y AL SABBIR. ToBREPerinr e hbotsefel RERTHED nEangRE ol Vi 2
a

e-mai |, text nessage, .fax_ or phone nessage (via clients 122c and/or 122d,
for exaspveygenerated email on PMScoguNpatios. dehyalgeging iatethsecys Webporkads pondi ng
to a

10 In contrast to such event-driven communications, for sensors where the information is

more routine (say exterior rodent/termite bait stations), customers may choose to have
summary reports delivered through spreadsheet reports or physical mailings on a
scheduled basis. In one form, customer reports of site activity are customized to include
customer-requested information on a requested schedule. Parameters governing how

15  system 20 reacts to collected sensor information can be selected and set by the customers
through a web interface. Such parameters include the time frame for notifications of a
given sensor type, the delivery mechanism of any alerts, the scheduling of site status
reports, etc. These may be updated and changed at any time by the customer. If an
application is such that and action may be taken without direct human

20  presence/intervention, such as flipping a switch, the system is capable of initiating such
action as specified by customer need. For business systems that rely on the site data for
billing and/or supervisory information, the data can be presented in a transport that allows

integration into a customer business system.
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server generated email or SMS communication, or by logging into the secure
web portal. In contrast to such event-driven comuni cations, for sensors
wher e t hewonbowased4son i s nore routi ne (say exterior rodeont/usesoviob®dsbai t
stations), custoners may choose to have summary reports delivered through
spreadsheet reports or physical mailings on a schedul ed basis. In one form
custoner reports of site activity are custom zed to include

cust oner - r eqWeslyeRirthér @ibvihents 6NthR pr&dHespadation @6 shdsiolal. Bt er s
governi ng how system 20 reacts to collected sensor information can be

sel ect edy %@ﬂtf l?ﬁhér%%}%‘dﬁh% Suddd ¥ #gﬁtiﬁg %Qst'c%&&lfﬁ%m 1§Ufﬁﬁm%taa[]2m9t ers

include t not| icatio g|ven sensor type

del h h hedyl ,
cte.  TnlBRHST B Rt A EreeE A ARGt i e Spy S o e 11 an

appllcatlon is such that and action nmay be taken w thout dlrect human

pr esenc &1alying § E9speiye Pesf@tragtant) 4 soppactve sanapt apd a FespectiMerirsless capabl e of
initiating such action as specified by custonmer need. For business systens
t hat 5 r ekymomntdatios cirenit] atigeldssly thnsinittigg sengdomfaupdon ifoor theirespectingt i on, t he
data can be presented in a transport that allows integration into a

cust onekeRusbMEfifst siSbfih Mesttohtisltde@ices frPHcoRNbSE Of the PestRo/BNt
application are envisioned. For exanple, one further embodi ment includes:

oper at i ReyitePs3d wiales I? kelgYiag &0 éeﬁgdrqgfoﬂﬂa@olpﬁ%‘ﬁlé EtoRd oﬂ@éit th€ ?Bétf ol

devices and a data colfector, the pest control devices each incfuding a

respect|v%(§ e;tmattr ed acolectrespect|ve sensor, and a respective wrel ess
comuni & CF% @l ; wnreﬁessry transmtting sensor information fromthe

respective seng‘l(l)'{1518 g (Inlnregttmoln of the pest cont rwalh gel\llllra(ilt 0}; oe ? second
one of the pés HeRBY cludes: a pest control system p y of pes
10 control devices and a data collector. The pest control devices each include a respective
sensor and a respective wireless communication circuit. The system further includes
means for wirelessly transmitting sensor information from the respective sensor of the
first one of the pest control devices to a second one of the pest control devices, and means
for wirelessly providing the sensor information from the second one of the pest control
15  devices to the data collector.
Another embodiment comprises: providing a pest control system including a data
collector and several pest control devices that each include a respective sensor and a
respective wireless communication circuit; activating a network installation mode of
operation of a selected one of the pest control devices; attempting to establish a wireless
20  communication link with a pest control system communication network during the
network installation mode, providing a first type of output to an operator if the wireless
communication link is established; and providing a second type of output to the operator

if the wireless communication link is not established.
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devices; and wrelessly relaying the sensor information fromthe second one
of the pest control devices to the data collector. A further enbodi nent

i ncl udes:wa pma3oxent rol systemwith a plurality of pestctarstomloodesi ces
and a data collector. The pest control devices each include a respective
sensor and a respective wireless comunication circuit. The system further

i ncludes neans for wirelessly transmtting sensor information fromthe

respective s&fisiGihotter éMBodihieht ineRlef a p&re chrfd] sgRerhvith sleah e6Bedie a second
one of the pest control devices, and nmeans for wirelessly providing the

Sensor a.Pcfl Q&VERh 'pgé’c cﬁﬁﬁ’é‘i' &eggxﬁ RELBLKARELAL a }é;se&ﬁétsmgs%g éﬁcgé rdpudifiesS to the

data collector. Anot odi ment conpri ses prOV| pest control
systen1|nclud|n a coll. r ever al ontr devi.c

onoh | neMiise sonatpisalith St R AR R 58 ol B L mEBHE R T on
circuit; activating a network installation node of operatjon of a selected

one of PRAEIMAtto asplestsd oaeof hepestaontabisvirgstmeansdanttieapting fp egplli

comuni cation link with a pest control system comruni cati on network during
t he het worikelesssbminmidation hinl eyithpa pest dontrpl ayftém sommnyymécatibn ogtwiak it 0 an
operator if the wireless communication link is established; and providing a

second Tré’s?@n&fto@hﬁ mdgnetie fiehd neda@E &drProvilling Aefirgs type 6 SutpATOURIopataterif | i Nk is
not est i shed. Still another enbodi ment includes: a pest control system

with a gd @ircRld &Qﬁrﬁﬁm@zﬂgmslﬁikei@ ahtaPRdikd, %Btn‘ié%hs A \Hr6Rdink e c GREH Fé Bel ude a

respecti ve sensor and a respective w rel ess conmmuni cati on circui Al so

|ncluded gﬁaggm? Fﬁ@@b%mﬁ%sc&%nﬂ%ﬁ%?&ﬁg?% q&ﬁ &%%ggte to a selected

one of the pe evi ces, ‘neans establish

Yet a further embodiment is directed to a pest control device that includes a pest

10 sensor operable to provide one or more signals representative of pest detection and
circuitry with a wireless communication transceiver coupled to the pest sensor to transmit
information corresponding to the pest detection. This circuitry further includes a
component responsive to a magnetic field proximate to the pest control device to operate
the transceiver in an installation mode and a controller to execute operating logic to

15  establish a wireless communication link with one or more devices during the installation
mode. Also included is an indicator coupled to the circuitry to provide a first operator
output indicative of establishment of the wireless communication link if the attempt
succeeds and the second operator output indicative of failure to establish the wireless
communication link.

20 A further embodiment includes: the first pest control device group including a
plurality of wireless communication nodes that are each provided with a corresponding
pest sensor and a first gateway to receive sensor data from the corresponding sensor of

each of the wireless communication nodes. One or more of the wireless communication
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a wreless comunication link with a pest control system comruni cation
network in response to the nagnetic field, nmeans for providing a first type
of out putwoaosw3aegerator if the wirel ess comuni cati on IPcmiuse®9meioabl i shed,
and neans for providing a second type of output to the operator if the

W rel ess comunication link is not established. Yet a further enbodinent is
directed to a pest control device that includes a pest sensor operable to

provi de 3a&s iAEIuAEY tBe SdsPOANVG coBRSIRT DPEALIhY Fogdé to%?itne atRsss icOmnAmstatibacUi Ty
with a wirel ess comruni cation transceiver coupled to the pest sensor to

transm b, hﬁ{r%@ﬁ&e‘eﬁ%ec&{r&%?s%‘i’rﬂhﬂrﬂcétfbntﬁb‘ae?e’fﬁe Qﬁ%i‘%ﬁé ¢d ]néff@ forC! reui try

further es a corrponent responsi ve gnetic pI’OXI mate to
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comuni cation link with one or nore devices during the installation node.
Al so i ndrameiageqogd subseheli thanede.coupl ed to the circuitry to provide a first
operat or output indicative of establishment of the wirel ess communi cation
i nk5if the Arysthpdirysmedmeads afaperdtmns poofdr dmdimagt statedbberpmtis nedntdat | ve of
failure to establish the wireless communication link. A further enbodi nent

i ncl udeSurthdi@nhdrics un@StandiAP of tHe pRhEHPUENXiGh AdAGE WO iREndedlouhalld thy Of
Wi rel ess communi cati on nodes that are each provided with a correspondi ng
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correspon ensor o t he reless c 1 on
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W rel ess connunj cati on node The wirel conmuni cati on

Sor preferredI in theI: 8 scrlpt?onS above Eflndlcates t atsthe ?eature Iso %eslcrlbed may be more

10 desirable, it nonetheless may not be necessary and embodiments lacking the same may be

contemplated as within the scope of the invention, that scope being defined by the claims

"nn "nomn

that follow. In reading the claims it is intended that when words such as "a," "an," "at

"nn

least one," "at least a portion" are used there is no intention to limit the claim to only one
item unless specifically stated to the contrary in the claim. Further, when the language "at

15 least a portion" and/or "a portion" is used the item may include a portion and/or the entire
item unless specifically stated to the contrary. While the invention has been illustrated
and described in detail in the drawings and foregoing description, the same is to be
considered as illustrative and not restrictive in character, it being understood that only the

selected embodiments have been shown and described and that all changes, modifications

20  and equivalents that come within the spirit of the invention as defined herein or by any of

the following claims are desired to be protected.
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What is claimed is:

1. A method, comprising:

operating a pest control system including a plurality of pest control devices and a data
collector, the pest control devices each including a respective pest sensor and a respective
wireless communication circuit;

wirelessly transmitting sensor information from the respective sensor of a first one of the
pest control devices to a second one of the pest control devices; and

wirelessly providing the sensor information from the second one of the pest control
devices to the data collector; wherein

the pest control system is established by placing the first one of the pest control devices
in a first position and providing at the first one of the pest control devices a first output
indicating communication between the first one of the pest control devices and the data collector,
and positioning the second one of the pest control devices in a second position and providing at
the second one of the pest control devices a second output indicating direct or indirect

communication between the second one of the pest control devices and the data collector.

2. The method of claim 1, wherein the first output is a luminous visual output and the

second output is a luminous visual output.

3. The method of claim 2, which includes applying a magnetic field proximate to a selected
one of the pest control devices to initiate the activation of the installation operation mode, and
wherein the selected one of the pest control devices includes a magnetic switch responsive to the
magnetic field and further comprising:

providing a third output different than the first output if the selected one of the pest
control devices fails to establish the wireless communication link after a predefined period of
time;

in response to the third output, installing one or more other of the pest control devices;
and

after the installing of the one or more other of the pest control devices, attempting again

to establish the wireless communication link for the selected one of the pest control devices.

4, The method of claim 2, wherein the selected one of the pest control devices fails to
establish the wireless communication link and further comprising:

changing position of the selected one of the pest control devices; and
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establishing the wireless communication link with the selected one of the pest control
devices after the changing of the position thereof.

5. The method of claim 1, wherein one or more of the pest control devices includes a

respective bait for one or more species of pest.

6. The method of claim 5, which includes attracting at least one of termites and bedbugs
with the bait.
7. The method of claim 1, wherein at least some of the pest control devices include at least

one of: (a) an active transponder and (b) two or more sensor types.

8. The method of claim 1, which includes:
providing the data collector as a form of gateway;
interfacing the gateway to a computer network; and
providing a user access to data gathered with pest control devices through the computer

network.

9. The method of claim 8, which includes:

providing a number of different gateways, the gateways each corresponding to a
respective one of several different pest control device groups;

monitoring each of several different locations with the respective one of the different pest
control device groups, the different locations being remote from one another;

from each of the different gateways, communicating information through the computer
network to a data management server; and

establishing the user access with the data management server.

10.  The method of claim 1, which includes:
providing one or more of the pest control devices with a respective bait for a rodent; and
detecting rodent activity with the respective pest sensor of at least one of the one or more

of the pest control devices.

11.  The method of claim 10, wherein the one or more of the pest control devices includes a
respective rodent trap and the respective pest sensor of each of the one or more of the pest

control devices signals activation of the respective rodent trap.
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12.  The method of claim 1, wherein the respective wireless communication circuit of the first
one of the pest control devices is out of communication range with the data collector, and the
relaying of the sensor information from the second one of the pest control devices includes
sending the sensor information through at least a third one of the pest control devices before the

sensor information reaches the data collector.

13.  The method of claim 1, wherein a first group of the pest control devices each
communicate data to the data collector through one or more of a second group of pest control

devices.

14. A method, comprising:

providing a pest control system including a data collector and several pest control
devices, the pest control devices each including a respective sensor, and a respective wireless
communication circuit;

activating a network installation mode of a selected one of the pest control devices;

during the network installation mode, attempting to establish a wireless communication
link with a pest control system communication network;

if the wireless communication link is established, providing a first type of output to an
operator; and

if the wireless communication link is not established, providing a second type of output

to the operator.

15.  The method of claim 14, which includes:

wirelessly communicating information through the wireless communication link from the
selected one of the pest control to the data collectors by relaying the information with a least one
other of the pest control devices; and

in response to the second type of output to the operator, reattempting to establish the

wireless communication link.

16. The method of claim 15, wherein the reattempting includes:

increasing quantity of the pest control devices in the pest control communication
network; and

after increasing the quantity, reapplying the magnetic field proximate to the selected one
of the pest control devices to establish the wireless link with the pest system communication

network.
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17. The method of claim 15, wherein the reattempting includes:

changing relative position between the selected one of the pest control devices and at
least one of: the data collector and any other of the pest control devices; and

after changing the relative position, reapplying the magnetic field proximate to the
selected one of the pest control devices to establish the wireless link with the pest system

communication network.

18.  The method of claim 14, which includes storing a first communication path including the
communication link for the selected one of the pest control devices, the first communication path
including a first one of the pest control devices to relay information to the data collector from the

selected one of the pest control devices.

19.  The method of claim 18, which includes:

detecting degradation of the first communication pathway;

replacing the first communication pathway with a second communication pathway for the
selected one of the pest control devices, the second communication pathway including a second
one of the pest control devices instead of the first one of the pest control device; and

storing the second communication path for the selected one of the pest control devices.

20.  The method of claim 14, wherein the selected one of the pest control devices includes an
operator activated switch, the first type of output includes a first illumination arrangement, and

the second type of output includes a second illumination arrangement.

21.  The method of claim 20, wherein the switch is of a magnetically responsive type, the
activating of the network installation mode includes applying a magnetic field in proximity to the
switch, and the first illumination arrangement includes a first visible light color and the second
illumination arrangement includes a second visible light color different than the first visible light

color.

22.  The method of claim 14, wherein at least one of the pest control devices includes a

respective bait to attract one or more species of pest.

23.  An apparatus, comprising: a pest control device, including:
a pest sensor operable to provide one or more signals representative of pest detection;
circuitry including: a wireless communication transceiver coupled to the pest sensor to

transmit information corresponding to the pest detection, a component responsive to a magnetic
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field proximate to the pest control device to operate the transceiver in an installation mode, and a
controller to execute operating logic to establish a wireless communication link with one or more
other devices during the installation mode; and

an indicator coupled to the circuitry to provide a first operator output indicative of
establishment of the wireless communication link if the attempt succeeds, and a second operator

output indicative of failure to establish the wireless communication link.

24.  The apparatus of claim 23, wherein the pest control device includes a bait to attract one or

more species of pest.

25.  The apparatus of claim 24, further comprising a rodent trap and the pest sensor being
structured to provide rodent trap status information.

26.  The apparatus of claim 23, wherein the component includes at least one of a hall effect

device and a magnetoresistor.

27.  The apparatus of claim 23, further comprising a number of other pest control devices and
a data collector, the data collector including means for wirelessly communicating with the pest

control device and the other pest control devices.

28.  The apparatus of claim 27, further comprising:
a computer network in communication with the gateway; and

a data management server in communication with the computer network.

29.  The apparatus of claim 28, wherein:
the gateway includes means for communicating sensor status information from the pest
control device to the data management server; and
the data management server includes:
means for storing and evaluating the sensor status information;
means for accessing data stored with the data management server by a user over

the computer network.

30.  The apparatus of claim 23, wherein the circuitry includes a processing device and logic
executable by the processing device to determine and store information representative of a

wireless communication pathway through the one or more other devices.
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31.  The apparatus of claim 23, further comprising:

a number of gateways each in wireless communication with a respective one of a number
of different pest control device groups, the pest control device belonging to one of the groups,
the gateways each gathering data from the respective one of the different pest control device
groups;

a computer network in communication with the gateways; and

a data management server in communication with the computer network, that includes:
means for storing and evaluating pest control device information from each of the different pest
control device groups, means for accessing data stored with the data management server by one

or more users over the computer network.

32.  The apparatus of claim 30, wherein the logic executed by the processing device includes

means for providing adjustable sensitivity of the pest sensor.
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