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.1 USER AUTHENTI CATION I N A COMMUNI CATI ONS NETWORK This invention relates to
t ey mi nal autWeWe086I8i on in a communi cati ons network such as i FPCH/GBIS1937

t el econmuni-cati ons network. 5 In a typical network providing

t el ephony, fax and associ ated services, sgch as a public swi tched tel ephone
networ k (PSTN), custoner prem ses equi pnent (CPE) is connected via network
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swi t ches or exchangaSbyidy . I INICAl " phere are
various | evels of exchange. The exchange 10 functlonal |y near est a
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routed, is known abhis Haverdionl relates dagtermmal auypﬁmineti@emvi e communicdtions
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basic security aspect, it is desirable to be able to authenticate the use of service

15 user equipment to minimise the opportunity for unauthorised access to the
network, as this may lead to billing disputes with the custemer. For example, if an
unauthorised user taps into a customer's line between the NTE and the local
exchange, any chargeable service provided to the unauthorised user will be
recorded as used by the authorised customer and billed accordingly. :

20 Various systems are known for providing authentication. For example, a
calling-card-based system involves the user keying in, through the telephone, a
sequence of numbers to establish the user’s identity. Another example is the use
of a button, programmed to send a personal identification number (PIN), on the
telephone equipment which allows access to an enhanced level of service, or an

25 alternative network, through the same local exchange. For more specialist services
this may be acceptable However, such systems requure the user to establish his
or her identity as part of the calil set-up procedure.

Although this added complexity may not be a severe problem on more
specialist or less frequently used services, it is still an inconvenience which it

30 would be advantageous to remove from that part of the call set-up procedure‘
carried out by the customer. This is particularly so when the customer is using a
standard service on a frequent basis. Removing the authentication steps from the

. customer would streamline the procedure considerably.
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aut henti cation co recelve aut |ca i'on code; and denying
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companng the expected authentication code with . the received ‘
authentlcatlon code; and | _ |
denvlng unrestncted access to the network for the terminal unless the
expected and received authentication codes match. _

15 The terminal may be part of an NTE with which the security node
commiunicates to establish authentication or not. Alternatively, the terminal may
be part of the actual customer equipment connected with the network through the
NTE. _ _ .

Preferably, the _securitv node calculates at least one first key for the

20 terminal, the or each first key being a function of a security algorithm stored within
the node, the terminal identification code and a second key, the or éach first key
being loaded into the terminal for later use with the first algorithm in authenticating

' a terminal. Advantageously, the first key is a function of the terminal identification
code encrypted by the se_cond key using the security algorithm.

25 In a preferred embodiment, the transaction number is a variable number
which is changed after each authentication attempt. |

The security node may generate the transaction number, which is sent as
a challenge to the terminal in response to the indication received by the security
node that the user requires use of the network.

30 Conveniently, the security node prevents access to the network for the
terminal in the event that no _ma_tch between the expected and received

authentication codes is made within a predetermined duration.



communi cates to establish authentication or not. Alternativel y, the
termnal may_be part of the actual custonmer equi pnent connected wth t
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tenmporarily {epmirdeiddebBhdet of the result of the authentication. In this case, the securlty
node may permit access to the network for identifiable emergency traffic and/or
non-chargeable traffic in the event that the expected and received authentication
codes do not match. ,

15 The telecommunications network may have a plurality of exchanges, each
for routing traffic to, and from, a pilurality of terminals, at least one of the
exchanges having the security node associated therewith.

The invention also provides a system for authenticating terminals on a
communications neiwork comprising a security node and a plurality of terminals

20 connected to the network through the node, at least one of the terminals
comprising processing means including a memory, and terminal signalling means
operably connected to the network and enabled by the ptocessing means, the
terminal signalling means being arranged to trahsmit to the security node an
authentication code after a potential user initiates a use of the network, the

25 authentication code being caiculated by the processing means as a function 6f a
transaction number encrypted by means of a first algorithm and a first key
assoi:iated with that terminal, the security node being operable to calculate an
expécted authentication code from that terminal using the transaction number, the
first algorithm also stored in the security node, and the first key, and to deny

30 unrestricted access to the network for that terminal unless the expected and
received authentication codes match. '

The invention further provides a customer terminal for a communications

network, the terminal comprising a customer port for customer equipment



Advant ageously, the or each first 'key is identified at the security node by'\'
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The present invention requires only the authenticating equipment to be
_c:onneéted between. the user's equipment, for example a telephone, and the
security node governing authentication for the local exchange associated with the
NTE. The authenticating equipment 'corthnicates cryptographically with the
security node to provide authentication of thg equipment initiating a call (but not
the individual user) automatically. Thus, the- authentication process takes place
when the user lifts the handset, or otherwise initiates access to the network. The
user does not have to insert a token or card, or key in an authorisation number.

The authenticating equipment can be line or mains powered, and may
conveniently be buiit into a housing remote from customer equipmént, for example
the master socket in the customer's prerhises- to which the telephone equipment is
connected. Alternatively, the authenticating equipment may be battery powered.

While fhe invention is described in terms of authentication to avoid

fraudulent use of telephone lines, it is applicable to other situations in which a

the
node,

discrimination is required based on authentication of a user. For example, the |

invention may equally well be arranged to restrict access to certain geographical

areas on the basis of authentication. '
The invention is particularly applicable to a telecommunications network,

sudh as a public switdhed telephone network. However, the concept of a security

node through which the traffic passes, or under the governance of which traffic is

grpde being cal cul ated by the processing nmeans as-a funct i on
i'on nunber encrypted by nmeans of a first algorithmand a first

q
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network, the term nal conprising a custoner port for custoner equipnent
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conrpat i bl e t WOMOSAER wor k, a network port for connecting the tREHERZ01DY

t he network, processing neans including a nenory, the processing nmeans

bei ng arranged to receive signals throughghe network port, and signalling
means arranged to transmt signals through the network port; the processing

means being 5 operable, following initiation of use of the network by a
user, to cal alipwed 1o Rass framhetaripal 1odhe resti eftthe netwerkais arplicable 4o other

transaction pymRRiniciohy By&dmsy” means of a first algorithmand a first key
associated with the termhnal, and to .enable the signalling neans to

transnmit the aut hefhe invention canlbetput intglpradtiserietvarous ways,. sotr® of which will

Preferably, LO J i m,. Lor exanpl FSK. modem f or
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enpl oyed. The presgnt, i.nventjon requires. only the authenticating equi pnrent
to be 15 connect edE'Se1[ \A%&sfh%“?fé%?’??kea'ﬂpﬁ'%rﬂf,afw 82%?'89'39 Pg%‘g'ﬁe,
and t he secuatéordingde th@urentiorg aut hentication for the | ocal exchange
associated with thﬁipth:'E' The aut henticating equi pnent conmmuni cat es

crypt ogr aphi cal | y i§ ReMOtR: Artalied scemate. blagk diearamy pk At Retwork tergrinalne

equi pment i Nidrividd Part 3f e hetWitk offlg.{;ne i ndivi dual user) automatically.
Thus, the authentication process takes place 20 when the user lifts the

handset, 8 ot her wFige3 iisia mere detgiledsschematigeblogk \diagramTpt aylosal gxehanget
have to i nse;gm@né Bégggf e ,q&wj,rk of F#&"V; 4’,{& an aut hori sati on nunber.

' Fig.4 is a schematic diagram of an authentication protocol message
sequence. '
Referring to the drawings, Fig.1 shows a PSTN having a local éxchange- 10
15 connected by a local access line 12 to a NTE 14 which is specific to a network
customer. The NTE 14 is the int#rface between the network and the CPE 16 of
that customer. The NTE 14 has a customer port 18, for example a master socket,
by means of which the CPE 16 can be connected to the network, and a network
port 20 by means of which the network is connected'to the customer premises.
20 Typically, the CPE 16 are telephone handsets of fax machines on the same
telephone number. ' '
It will be appreciated, by the skilled person, that a typical telephone
network will consist of many customers, each having a respective NTE 14 and
each being connected to one of a number of local exchanges 10 which, in turn,
25 make up an interconnected network of various levels .of exchanges (the PSTN).
For reasons of clarity, Fig.1 shows only one NTE 14, one local access line 12 and
one Iécal exchange 10.
- The NTE 14 is shown divided into two by a dotted line 21. This is a
notional demarcation to indicate that equipment to the left of the line 21, as
30 depicted in the drawing, is able to participate in authentication according to the
invention, whereas equipment connected to the local access line 12 to the right is
~ not. An unauthorised telephone 19 is shown connected to the local access line 12,

i;e. to the right of the dotted line 21.



The aut henticating equi pment can be line or mains powered, and nmay
conveniently be built into a housing renote from custoner equi pnent, for
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equi pnment is 25 connected. Alternatively, the authenticating equi pnent may
be battery powered. Wiile the inventgon is described in terns of _
~authentication to avoid fraudul ent use of telephone lines, it is applicable
to other situations in which a discrimnation is required based on
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Fig.1 is a schematic block diagramof a part of a tel ephone network

accor di qRerakly t srnNeqtednte ofve locgl Acpass;ling b2 fef sfanegetio danthec legabck
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g.3 is a nore detalled schematic bl ock diagram of a | ocal exchange

10 24 via a line 30. The microprocessor 24 is al;o connected to-the local access line ‘
12 by means of an interface 32. _

A comprehensive telephone network often contains a mixture of analogue
and digital switching. The local exchange 10 in this embodiment is based on a
GEC Plessey Telscommunications Limited System X digital exchange. This is'

15 because the embodiment can use FSK-modem-based signalling for the telephone
network local loop which is currgntly only being installed in .exchanges such as
System X. It provides-.a generic data transfer capability operating at, .for example,
1200 bits/sec. The invention also extends to other forms and implementations and
some alternatives are given.

20 The System X platform consists of a central digital 'sv_vitch block ' {the
Digital Switching Subsystem - DSS) which switches 64kBit/s digital circuits
presented as 2MBit/s multiplexes. The DSS is controlled, via a Message Transfer
Subsystem (MTS), by a central Call Processing Subsystem (CPS). This is a
common control software, and runs on a proprietary bit-slice architecture

25 processing platform (the Processor Utility Subsystem - PUS).

Analogue telephony customers are connected to this structure Sy the
Digitél Subscriber's Switching System (DSSS) equipment, known as concentrators.
This equipment provides the analogue exchange line facilities, including battery
feed, ringing current, supervisory tones and, through planned mbdifications, the

30 FSK signalling facilities..

Considering only the analogue telephony service, call set-up is initiated by
the customer going off-hook. This is detected by the DSSS which signais this, in a
PCM signalling time-siot, to the CPS via the DSS. The MTS and the DSSS



f or ni ng part of the network of Fig. 1; and Fig.4 is a schematic di agram of
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" the outcome of the authentication process.

There ‘are a number of options for providing authentication. While the
authentication facility is described in relation to the NTE 14, it could be embedded
within the telephone, i.e. the CPE 16, or somewhere in' between the NTE and the

15 telephone.
The protocol for the two-way authentication process for authenticating the

equipment user is as follows:

1. The security node calculates a secret key §; = f; (K, TN), where f; is a
20 security algorithm, K is a secret key divérsiﬂction key and TN is the telephone

number of the NTE 14 to be authenticated (the NTE needs to store one secret key

for each value of j in its processor, j being a three bit number ih this embodiment); -

2. S; is loaded into the NTE during installation of the NTE by the instalier

using a portable programmer, or by the local exchange 10 down the local access
25 line 12;

3. The user's telephone goes off-hook;

4, . The security node recognises the change in condition, and identifies the

tele;;hone number of the user as in a conventional network;

5. The security node generates a random number (the transaction number) n,
30 which it sends (together with j) to the NTE 14, in response to detecting the off-

hook condition; ' _

6. The NTE calculates an authentication code in reply R = F (S;, n), wheré F

is a public algorithm, and sends it to the security node. The reply R and the '



6 Figure 2 illustrates the NTE 14 of Figure 1. A switch 22 is connected
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struct usre%ret%ynugnhb%r S; to use, and to act as an FSK challenge on the local access line 12
15 to the NTE 14. The NTE 14 then calculates its authentication code R in response,
and sends that back to the local exchange 10 (aiso on the local access line 12) to
complete the authentication message started with the NTE identifier.
The local exchange security node compares' the response R with the
expected value E. Whether the authentication has succeeded or not, a dial tone is
20 then returned to the telephone through the NTE 14, and the customer can dial the
number desired. |f the outcome of the authentication process is positive, i.e. there
is a match between the response and the expeéted_ value, the call is allowed to
proceed in the normal way. If, on the other hand, the expected and received
values do not match, a call is only allowed to proceéd_ if it is recognised‘as either
25 one to an emergency service or is otherwise a part of an allowable subset of calls
which can be made regardless of authorisation. One alternative to thié is to aliow
' chargeable calls to be made, but for them'to be logged and identified separately
even though authentication has failed.
The NTE stores j secret keys S,..;.Si, so that the secret key can be
30 changed, either each time authentication is tried or for any other reason.
In a one-way system, an active challenge is not present, and the security
node does not need to generate a random number_(the transaction number) n.

When the NTE 14 goes off hook, it genérates a number m by a means previously



Digital Subscriber's Switching System (DSSS) equi pnent, known as
concentrators. This_equi pnent provides the anal ogue exchange ]

facilities, m?‘iﬂfﬁﬁg battery feed, ringing current, superviso ?ﬁf;g% '01937 d,
t hrough pl anned nodi fications, the 30 FSK signalling facilities.

Consi dering only the anal ogue tel ephony sevice, call set-up is initiated
by the customer going off-hook. This is detected by the DSSS which signals
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with the NTE 14. The | ocal exchange 10 constitutes a security node for
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' Figure 4 illustrates the sequence of signalling messages in a two-way
implementation of the authentication protocol. it will be noted that the security
node is shown separate from the local exchange 10 for the sake of clarity of
illustration, although the security node can be implemented as part of the local
156 exchange. in a unidirectional implementation, the 'Challenge' and 'Response’
transmissions are not sent. The 'Off-Hook' condition is automatically followed by
transmission of the authentication code and the code identifying the NTE requiring
access to the network. '
The most sensitive part of the authentication is the security algorithm f;.
20 This is known only. by the service provider running the security node at the local
exchange 10. The public algorithm F is a first line of encrypted defence, but is
more exposed to analysis as it is stored within each installed authentication NTE
14. Tﬁe security of the authentication system, therefore, rests largely with the
'sophistication of the encryption performed under the security algorithm kept in the
25 security node.
| The cryptographic requirements of the public algorithm F and the security
algorithm f; should include the following:
" a Fand f; shouid not be the same; _
b)  deducing S; from accumulated challenge/response/TN triples should
30 be computationally infeasible;
c) deducing the response for a given new challenge from accumulated

challenge/response/TN triples should be computationally infeasible;



The protocol for the two-way authentication process for authenticating the
equi pnent_user _is as follows: 1. The security node cal cul ates a secret
key S[eWQ9D56T%rr] (K TN), where f[err] is a 20 securi tYCHEEVMWOHm Kis |
a secret key diversification key and TN is the tel ephone nunber of the NTE
14 to be authenticated (the NTE needggto store one secret key for each

value of j in its processor, | being a three bit nunber in this

enbodi nent ) ; é S;{,err] i s loaded into the NTE during installation. of
the NTE by th8 i ndpdyqing K feompegumylated, TN/, maiss shawld beoeomputetienaliyc al
exchanggfddsislesn the |ocal access 25 Iline 12; 3. - The user's-tel ephone
goes of f-hook; 4. The security node recogni ses the change in condition,

and identifie8 thdeduging,Bpfrr rgivea TN froph aceumaylated TYSppaios skould deal

net wWor K zomputationdiffinféasibid:t Y node generates a random nunber (the
transacf?oﬁur?ulonepﬁnn, 30 which it sends (together with j) to the NTE 14,
in rdsponse t8 dethectangg afualusisiof theathatiengsi should bé large efhagiNTdr thal cul at es
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al gorithm an he "securl ‘and t he WO
96/ 05675 g) K and S should each be long enough for the systenP”Qd/ KEBPrdd¥1937 8
t el ephone..n nb%r TN t oget her .make up an authentication nessage on which the
securi t?gﬂ'a X §u%1tb‘13ese%5°'b@m‘or m aut henti cation; and 7. The security

node cal cul atBs tEeam(S&Hoedl begdng Exoﬁugﬁhi{of- [tee %]yftlémTN? b8 ]progn aﬁﬁ&’f?alrzes 55
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does
success by finding K/S pairs instead of choosing K {or S$) and trying to find S (or
K). | o |
Examples of the presently considered best practice for both F and f; are
the well-known Triple-DES (Data Encryption Standard) and the International Data
16 Encryption Algorithm which is. described in 'A Proposal for a New Block Encryption
Standard' by Lai and Massey, published by Springer-Verlag Lecture Notes in
Computer Science No.473: EUROCRYPT 90, p.389, in which it is called the
~ proposed European Encryption Standard. |

If the original f; were disclosed, the security of the system would be
20 compromised. Adding the secret key diversification key K means that the security
of the system depends on K, not f. Itis preferfed to keep f; private, but if it is

disclosed the security of the system would not aUtdmaticallv be compromised.
. The embodiment of the invehtion in Figs. 1 to 3 makes use of a processing
~ capability located in the local exchange 10, along with the FSK modem 34,
- 25 operably connected. at the exchange line card interface. The appropriately
programmed exchange line card interface, together with the FSK modem 34,
constitute the security node determining the a'uthem:icaticm.j Because one of the
mai;1 considerations in providing authentication is the secrecy of the security
élgorithm, the invention requires additional equipment at the local exchange 10 in
30 relatively fow volumes, and could be produced by the network 'proprietor.' This
ensures that sensitive security algorithm information does not have to be released
to other service equipment producers, or on an otherwise inappropriately wide

basis.



When a tel ephone goes off-hook on a line equipped wth the authenticating
equi prent, and | oaded with S[err], and is connected to a |ocal_1o00 '
ary anged to‘HP(??’PﬁFE" a security node, the tel ephone identity i & /01937
available to the |l ocal exchange 10 fromthe tel ephone nunber in the
conventional way. O course, 10 a separatetidentification nunber could be
used for the purpose of identifying the NTE-14. It is preferred that the

sane identifier is used both for conyentional, purposes, and for the system
of the invention. YhAR the seeret pUMBRY 'fd°if§§e‘f“§l proEesson @6 the et 4nit and

sends it, toggypedoneity the sbﬂuw&&srtu.%r Edlfing 8 bRt WHIHCWilS&dHMAEL tHeWIPE
Slerr] to use, and to act as an FSK chal |l enge on the | ocal access |ine 12

15 to the NT® aninitighsingfaciity whish autorpaticalle dnterragates e NTE siroesssentas the i n
response, Wﬁ?%ﬂfb& hu%%a?%ﬁ& abﬂrobnﬁtelﬁﬁ@ o3& RGBS s BF $6b1ENIsHACs deﬁﬁa'

access |ine to co ete the authentication nessage Started wth
i dentifieb. s‘éh:eetlmmerexmdaa@esadbamusgommdbatmepasbbas been cempletes. RThe t h

the expecte o]

dial tone i g"ﬁ% @ﬁ%‘ 9, &% S‘ﬁ%%ﬁc'tegeq@g{ggﬁge o%iég'?ﬁr ou %L@h%&q\ﬁg‘ é '%m et he
cust omer carloddmg t ipctheulainer cadss,i if atie debumﬂveobme:dmﬂlrtgf ptoteduret IISGmIspeatl on
process is itive, i.e. there is a nmatch between the res se.and e
Epect od val der ofdhe gaft qf she chstemIF o6 018 Bardien revigtre s RER Iaano Pyl B,
the ot her haghilabldGocayers tiesl pateatisietreatod transinissio afubig that lbal sccess lineé s
only allowed to proceed if it is recognised as either 25 one to an
energean setdice or is otherwise a part of -an all owabl e subset of calls

whi ch can be made fiROgréHger of Qﬁe aé&mr Bﬁmdefarby {AeCarthériticatibh ‘;S?taée@s hassoi s

to all ow chargeable calls to be ut for themto be | ogge

i dentified sheptiadadoff ageiast thﬁﬂ&ﬁﬁ‘ f&dteﬁéﬁh@ deley befare @ diglitope is mb'ﬁhﬁd $fores
| secret Kevpmiifuhl. A cyefid fedundéhdy/EHeck e §ﬁgr,ﬁav.bsa ohfy s B B wrafillggted.

ei t her each e authenti lon 1s trre . ot her reason.
one- way systmachamsrmdbn the netwlorlcitself dee:-nrm qmomslerﬂrror ghecking Mtzrerthaly onede

does not 1|gee‘d lLe. 05 gggr% antu(ranberé %ngﬁbﬁanﬁ\eihe(wﬁ E,F&Qg?&t §c9 QhEW'ZQ&E )ca'ﬂ' be
specified, either in turn or when one becomes compromised, as necessary without
interruption or loss of service to the customer.

The security node will send a challenge at least three times using the same
random number n, in the event that the NTE 14 does not respond, or a

20 transmission error is detected. .

Of course, in the case of an illegitimate user no reply will be generated in
responée to a challenge. Thus, the security node is programmed with a time-out
facility. At the end of the predetermined duration, the local exchange 10 sends
the dial tone to the illegitimate user in the same way as would be done for a

25 negative authentication.

in some circumstances, the NTE 14 may detect an invalid challenge due to
corrubted data which it is programmed either to ignore or to respond to by sending |
a nebative acknowliedgement message back to the security node. '

o It is preferable that the authentication process is active on a per call basis.
30 This will ensure that the network validates each call, allowing early identification of
the calling apparatus before allowing a chargeable call to be made. Otherwise, the
customer may dispute the bill since calls billed to that account could still be

unauthenticated.



When the NTE 14 goes off hook, it generates a nunber m by a neans

previ ous| WO 96/ 05675

PCT/ GBOW 759 agreed with the security node. This nunb®TEBISOI3Hcrypted |
using the public algorithmF and the secret key S[err] to generate an

aut hentication code R=F (S[err], m12 The authentication code Ris then
sent to the security node toget her with j. The security node cal cul ates the

expect ed repl K, T and conpares the 5 expected
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node 10 will simlarly deny conplete access to th grtirm e equi pnent .
Fi gufe a@ttemplstrates the sequence of signalling nessages in a two-way -
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20 Thi gequires nawnar&eﬁdau friN@s S §6Verhidg P hendGind’ ok Nsh t SRtheMsdatiohy node
the local exchange 10. The public algorithmF is a first |line of encrypt ed
def enc emtq;ﬁlfaqgg is initiated. Otherwise, normal -telephony service may be degraded,

since the authentication process may be too obtrusive to the user or, at worst, the

service too cumbersome for the user ever to bother using. _

15 There are essentially three existing opporturiities for introducing an
authentication sequenceoricé dial tone (unauthenticated) has been received. First,
there is the possibility of introducing an authentication sequence after diélling but
before ringing tone. Second, there is the possibility of invoking an authentication
sequence via a register recall function at some point. Third, there is the possibility

20 of introducing an authentication sequence at call termination.

The authentication before dial tone protocol offers the most practicable
network solution. This is because it is seen to offer a less obtrusive and more
easily automated mechanism. - _ _

A requirement for the authentication protocol to be used in an

25 authentication process is a transfer of security data between the two end points
constituted by the NTE 14 and the security node at the local exchange 10 via the
local access line 12. In this way, a terminal can be unambiguously identified to the
network. The volume of data forming the authentication, and the time constraints
on the authentication process, determine the main characteristics of the process.

30 It has been assessed that about 10 to 20 bytes of data need to transported in both
directions Between the local exchange 10 and the NTE 14.

It is possible that the security algorithm f; and associated signalling

mechanism could be provided in the form of equipment connected at the exchange



nore exposed to analysis as it is stored within each installed

‘aut hentication NTE 14. The security of the authentication system. .
thgerefore, r®X9%MS635gely with the sophistication of the encryp?&iﬁms’“l”"
performed under the security algorithmkept in the 25 security node. The
cryptographic requirenents of the public glggorithmF and the security
algorithmf[err] should include the follow ng: a) F and f[err] should not
be the sane; b) deducing S[err] fromaccunul ated chal | enge/ response/ TN

tripl es shoulitg 3@rd,intedack odt thenigralyexciapae i 1.e: Ia)this gasriceanh sulscribingonse
for a given Eﬁ;‘l,qg;.l - e/ TN triples
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be proof against 1Q the hirthda ox, i.e. the possibility of an

t ar adox . 3 .
attacker increasi nﬁhiﬁi"@‘{!ﬂgﬂ’(’,@gytﬁgt Rrgeise detals of the peryriky aloprthn were magde of
choosing K ( g¥aitableidCextemalSugphiefs' SFthe ift@Ffaces for it to be built or programmed in.

10 iIn effect, the whole implementation would have to be disseminated to third

parties. This may be seen as being undesirable, in view of the highly important

- role the security algorithm plays in maintaining the integrity of the authentication
procedure.

Advanced intelligent network (AIN) architectures present an alternative to

15 the above. In this case, the security algorithm could be moved onto a co-located
‘adjunct’' processor. This would be external to the exchange system, and would
require appropriate interfaces with the exchange equipment. This could be
achieved through a direct connection with the exchange's processor (e.g.via an
Ethernet connection). Alternatively, it could be achieved via a special signalling

20 connection on the adjunct processor and a PCM stream, or analogue connection,
to the local exchange switching system. ' |

Where the adjunct processor connects to the exchange processor, special
maodifications have to be carried out to all the local exchanges. This would include
hardware modifications to support the computer-computer communications link,

25 e.g. the introduction of an Ethernet port.

An alternative approach is to move the security aigorithm into a self-
contéined element, or security node, within the ¢central processor of the network.
Appl:oprite signalling links to the rest of the network, and associated software
maodifications, could then provide the necessary communications between the node

30 and the authentication customer equipment. This has the advantage over the
previous arrangement in that a number of exchanges could be served by a single
security node. Customers may, therefore, be spread over a number of exchanges

rather than having to be directly connected.



K). Exanples of the presently considered best practice for both F and
flerr] are the well-known Triple-DES (Data Encryption Standard) and the

| nt er nAWVP9645670at a 15 Encryption Al gorithm which is descrBIé4eBISQ193% v
Proposal for a New Bl ock Encryption Standard' by Lai and Massey, published
by Springer-Verlag Lecture Notes in @gnputer Science No.473: EUROCRYPT 90,
p.389, in which it is called the proposed European Encryption Standard. |f
the original flerr] were disclosed, the security of the systemwould be 20
conpr onmi sed. Authentjcatinn basedupancextansivg sadifications tk @xiskingwamlanned: t he
securi t; : : rr Lie i eferred to keep fj
o vat o Barby harabE RIRRR it Good Nollddil.  For e rdadtin: o ddiincrc,

aut onat proges$spr iselutionis ool eensideTérctoche apfirapniate 36 attelephonveenetventki n Figs. 1 to

3 nakes use 0 N alidhidi d.in . the |ocal exchange 10,
along with thés'ia—g‘ﬁhﬁgﬁét;{@?f &% oﬁ%&étbgf ’§8§%§ﬂé'8{°e§"§{“"f'r-?é" &Y e line
car d 5 nineuhtie the Beeuritypalganithat ehyther logalaexahdngs prodegsor woald: pdcilirent er f ace,
together with the FSK nodem 34 constityute the security node determ ning

L o Telsheing. the Becuiy TR (e ot ouRRR!at e Sxt AeB TR BIR o ' or ovi di g
aut henti cat i oA depaiate searitg Mpde isolulien Fequirestiioditi@fidns B indivRUBINYEAIt | ONn
requi res additional equipnment at the |local exchange 10 in 30 relatively
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to other service_equi pnent producers, or on an otherw se inappropriately
wi dd O aexchanges. \\Beryisesany therefore, be provided to a large number of customers by ‘

PC_T/ GBgéls%%s;ecmity node. This solution, therefore, has the advantage over the others
that the authentication sefvice is justifiable to a small, but significant, number of
customers spread over a number of exchanges.

With the existing énalogue telephony service, the exchange responds to
16 the initiating telephone 'looping’' the line by the application of dial tone. This
conventional state in the 'call model' is modified such that the network will use
this as the trigger point for generating an'authentication challenge. Only once this
challenge has been correctly acknowledged by - ah - appropriately-configured
authenticating .telepho'ne or other equipment, will the network permit normal _
20 telephony service to proceed for that call attempt. Failure correctly to respond to
the challenge within a pfedetermined time limit will forcé the local exchange to
limit telephony service for that call to a pre-determined subset of the functions
normally available, e.g. emergency and operator services.
In either the exchange line card arrangement or the separate node
25 arrangement, a notional or actual security node is created through which calls
subject to authentication must pass. Note that it could also be providing other
network based services concurrently with the authentication.
. In this case, it is implied that the signalling messages originate at the
security node. These take the form of FSK signals where a signalling path has
30 been extended to the security node. Alternatively, the security information may be
transferred to the local exchange using main network sfgnalling.
The security node is connected to the local exchange's trunk signalling

system. Each authentication request will result in a call to the security node which



When the secret nunber Si is |oaded into the processor of the NTE 14, it .
may be done by the service custoner calling a nunber which will connect the
NTE to an | ni‘%’?af’??%g facility which automatically interrogat ESTIGRES/RIPE
processor for the NTE nunber, |oads the appropriate suite of secret
nunbers, or replenishes spent 5 secret numpgrs, and advi ses the custoner
that the task has been conpleted. The | ocal |oading of the secret nunbers

is an alternatjve or an adjunct to renote loading. In the latter case, if

the security Wil Rerimepsianed; i) sevefneLrinoreepal @xChanoenerA spY cAgt glamentef t he
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avoid the potential threat to transm ssion along the |ocal access 0
12. The str erfgiowipg majer eampenems:pr ovi ded by t he aut hentication process has

r ff in h : ' for i al ne |
cotablished to a mnimm AREETE SHERRAE MY (2ot S brovi ded only
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NTE pr ocessor'gso that each rc%#@?@p"é‘c‘?’?bémg %Y?etﬁ@r in turn or when one
becomes conprom sed, as nece&uomputing Systeth i nterrupti-on or |oss of service
to the custoner. The securit gqo?ge will send a challenge at |east three
ti mes using the same random # n, in the event that the NTE 14 does not
respond, or a 20 transm ssi ®acafifyCAlgbfitinet ected. O course, in the case of

an illegitimate user no reply will be generated in response to a chall enge.
Thus, thel@ecurity node is %&&?’%Mﬁi@%ﬁ"ﬁh‘ﬁvﬁmfﬁe-out facility. At the end

of the predeterm neqadiigitd leRBnaridd® stéltf 88 a®3YaREANIE edchangBlits bBRraligRbeds8ie 1O
the illegitimate user in the sane way as would be done“for a 25 'negative
aut hent i cat i @fevides thenessential aaliteentrel and servigeHogis fyngtianst and isa therefpre, i an
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to respond to by sen _ _
node aspects of the authentication system. In this case, when the concentrator

15 indicates to the central processor that a line has gone off-hook, the central call
control functions generate the required authentication challenge data, and transmit
this to the NTE 14 via the FSK modem 34 in the concentrator - rather than
responding immediately with a connect dial-tone instruction. The concentrator
then passes either the returned FSK éhallenge acknowledgement to the central

20 processor, or it returns an indication that no FSK data was l"eceived within the
specified response time. Call processing may then determine what level of service
to be set for the rest of the call, and instruct the concentrator to return the
appropriate dial tone (via a conventional Send All Digits message). -

Since this approach requires only FSK capabilities along with the normal

25 telephony facilities within the concentrator, and relies.upon modifications to main
exchange software, it offers a very flexible route to service provision in an
excﬁange. This is because central software modules are ioaded from tape or other
flex-ible media - as opposed to being held as firmware - and provide service to the

[ . whole exchange structure, rather than just associated concentrator lines.
30 An alternative approach to providing the majority of the authentication
' capabilities in the central processor would be to provide ail the main functions
within the concentrator unit. Only once a call attempt had been validated, would

central call processing be notified, along with the level of service to be provided,



a negative acknow edgenent nessage back to the security node. It is
preferabl e that the authentication process is active on a per_call basis.
30 Thi WOQ608678nsure that the network validates each cal IPCHEBHMNT ecarly
identification of the calling apparatus before allow ng a chargeabl e call

to be made. Ot herwi se, the custonmer may dispute the bill since calls billed
to that account could still be unauthenticat ed. WO 96/ 05675

PCT/ GB95/ 01937 12 The. operati o f a tel ephony service may be nodelled in
ternms dfearat®ly Ee'"a'lca P18 f-Bg?'f %9'“86 tonthe, gantratheall Peqces®ing and t he

rel ati ogsHarepehaveRRcEitPdtes wduld utenticat® " BBthodk SotditichPdRd 'thed\nal ysi s
of the call nodel reyeals that there are a nunber:iof opportunities for

i ntroduefarg &snkak (et PrSEFURe Sthat (bepline pwes affigoko andcraausenithen, an
at t enptagdpfoptatd Idvei 8HsBR e eeRdditl ﬁ‘donlt %e’th%?rthﬁ?gll :?F%mtlﬁq s\t%&h to make

a call, 'but before the dial tone is relieved. T es that the
net wlr korrfailesyaitbentiqation: of f - hook' condition, and initiates an

authent i cat i o BARRBE aBIRRKE in ol 3AEH ASCHUsricdRenratar sclfidhe

alternative, authentication may be carrie . one. This
r equi r ebeclagthenticatign raigorithine capo\ber mmoogparhted damd theoveemtrah uéskahahgeat | on

egr aodRoomRe b Wb s, ARl 6, 58 Sahde FAPHRRHRREIRGET S, e user

or, at pwfosmﬁd tHvetr&ecoﬂceatraml ?upmﬁmom-hbox cbhditi&hﬁieir@\/détebfed]?Qhéler usi ng.
15 There ar ssenti,ally three existing opportunities for,
{ nt A8a RANRETERFOL vk arward Bis snEldincBe GRalprpedsBr and rRRsiNe- AR Eat eq) T

been r afgiautkentichtion chalienge and the expected acknowledgement. This data could

be generated during idle time on the processor, such as dering the night, when

spare processor capacity could be used to produce sets of _lguthenti,cation dafa for

the next day. In either case, whether the data is generétéd on-line or off-line, it

15 would be up to the concentrator to determine whether .thelE fe_sponse from the N1'-E

matched that expected and to indicate to the central prodesso,r which le\)el of
service should be provided. - -

A complementary solution to the split central procésébrlconcenfrator_is the

- split concentrator/central pfoce_ssor solution. In this casé, the decision logic is

20 'wi_thin the central call processing, and the authentication -'aléorithm is located

within the concentrator. When a line enters the off-hook siate, the concentrator

generates both the challenge and the expected acknowled_g_et;nent. The challenge

is then transmitted. to the NTE and the concentrator awaits 'tﬁe receipt of the NTE

response. The central processor then receives the response from the NTE via the

~ 25 concentrator along with the received_reéponse. performs thé .compari,son with the

expected response, and sets up the appropriaté level of service.



there is the possibility of introducing an authentication sequence after
dialling but before ringing tone. Second, .there is the possibility of

i nyoki ng an MW@ B@86¥Tati on sequence via a register recall funcPCHEBEVOWIe
point. Third, there is the possibility 20 of introduci ng an authentication
sequence at caII term natlon The aut hentigation beforg dial . to

of fers the nost pp fk sol utlon This is braegsecT HAS BEENEEN t O
offer a | ess obtru easi |y aut omat ed nmechahi sm RERLACEQUI I efrent
for the authentic to be uSbAIM$ an 25 aul i : ess

is a transfer of security data between the two end points constituted by
the NTE 14 and the security node at the local exchange 10 via the |ocal
access |ine 12. | nA methogagf autheatiqatingla o%tnvctnle termindli (§4bos laycdnsrentications t o
t he networKk. o] ut hentication, and the tine
constraints o%{w}é{ 9{udalcgr? ﬂmcr)'gc%é Yeternmine the min
characteristics of utdtmatpgaomssecuﬁw nbde h‘EOB dseeciated owitls ede hé@vorkARatt a Lifert O

20 bytes of data need to transpor in both directions between the | ocal
exchange 10 3?:%!’9(%émf{f?%'%&'freff’g?g;ﬁl%’éth°é’"t hat the security al gorithm

f['err] and associ ataigulatiayanl autBermabioni coie QRY lat the termivaid ek adthehicdtiohm Of
equi pnent connected at .t he exchange WO 96/ 05675

PCT/ GB95/ 019899 Beingr@ filngtign; oft & taggaction RyfAbero(nk engryptach Bk mepns 9fra fiRsts
case, each SHW | fdsodiatetP WtiRthe Rértnihd, Wﬁfﬁ&%lﬁ‘&ﬁhrﬂﬁ?ﬁt whi ch corresponds
to the NTE. §tem X exchange gossesses power f real -ti me conputer
syst ens ulQ)n V\/m chtransmittieg Fﬁﬂ authentnatign csﬁ%twaﬂa%ecw@ @pdeut ed. I n
practice, it is f°U£| ul§uﬁ§]§ﬁ e&@&&hd QUEHUARESTorPESePRY 3 1YY sdBRARY Hode based
limtations rather an ocessi ng :

on the transactlon number, the first algorithm and the first key;

comparing the expected authentication code with the received
authentication code; and-
15 . denying unrestricted access to the network for the terminal unless the

expected and received authentication codes match.

2. ‘A method as claimed in claim 1, in which thé security node calculates at
least one first key (S;) for the terminal, the or each first key being a function of a
20 security algorithm (f)) stored within the node, the terminal identification code (TN)
and a second key (K], the or each first key being ioaded into the terminal for later

use with the first algorithm (F) in authenticating a terminal.

3. A method as claimed in claim 1 or claim 2, in which the first key is a
25 function of the terminal identification code (TN) encrypted by the second key (K)

using the 'secu_rity algorithm (f)).

4. A method as claimed in any one of claims 1 to 3, in which the transaction
number (n) is a variable number which is changed after each authentication
30 attempt.

5. A method as claimed in any one of claims 1 to 4, in which ihe security

node generates the transaction number (n), which is sent as a challenge to the

-

- BT



capabilities. Therefore, there tends tg
avai l able in the exchange where
execut eWO TH0567oul d di c

were nmade avail able to eXr8BFn nsﬁﬁBll STB

e a-surplus of processor power
n security algorithmcould be

3@@@#/919&7 gorithm,
Q%agﬁéeg qa%g{s for it to be
a

built or programmed.in. 1 ec{ tion woul d have
to be dissem nated to thi parties. fLIS bei-ng undesi rabl e,
in view of the highly inmportant role the sect¥ hm pl ays in

mai nt ai AeMYnalHd 4 in eagppose tf thwedaatlmrnqewmmtha wedw sodeAthirtbed
intelli QRQL}?, m;&s SR Vind'ne {,&ctures present an alternative to 15 the
I's

above. I'nt case, the securl y al gorithm coul d be noved onto a
co-located 'adjunct’ processor. This would: be external 'to the exchange

ot e TR HAAGT TRRRE R0l N bR S M ohRB AR ¢ e

exchabgeiode ptQiomreeents (aecgs\mahameﬁhmwaethmmmt (1m)n thd éwinfahatvd vy, it
coul d be achieved via a nallln connection on the adjunct
pr ocess SAER etwers the P’é%%t P %ﬁ a%ﬁm%ﬁ“w% made guishina change
swi t chi pPedeyérfiied dvatien:t he. adj unct processor connects to the exchange
processor, special nodifications have to be carried out to all the | ocal
exchanges. Thi's woul d include hardware nodifications to support the

conput efz, CONPW RetkdUTH RidiRkd G any 6. of’Alaifnsd1 h16, hﬂhﬁf&ﬂ%&‘ﬁﬂn{&fm an
Et.her net ort An alternative approach is to nove the securit orithm

i nt o1Q 4b4¥ranssmitsp meafe\raea@mowimemm e the mequsity wodeu il HOM mehe@rwenal
processeﬁatoﬁ Enaue'a LY Kn ilHRG Yiall IJeaf}gqu{a.g ﬁ]&diés‘%om L of th

net wor k, ¢ 8226¢ at ed software no |f| ons cou en provi e t he
necessartlye ummlcastusorm‘ the netweorkt he node 30 and the authentication
custoner equi pnent. This has the advantage over the previous arrangenent
in that a nunber of exchanges could be served by a single security node.
Cust omeBs may A treeticef as elairhed peiam 2)\e witich thd €ifst Heye(Sy) langeied into

15 the terminal (14) remoi:ely by the security node (10}, or Iocaliy from storage means

connected temporarily to the terminal.

9. A method as claimed in any one of claims 1 to 8, in which the or each
first key (S;) is identified at the security node (10) by calculation from the terminal
20 identification code (TN).

10. A method as claimed in any one of claims 1 to 8, in which the or each
firs_t key (S;) is identified at the security node (10) by means of a look-up table
based on the terminal identification code (TN).

25
11. ‘A method as claimed in any one of claims 1 to 10, in which the security
node (10) permits a dial tone to be established with the terminal (14) independent

of the result of the authentication.

30 12. A method as claimed in claim 11, in which the security node {10) permits
access to the network for identifiable emergency traffic and/or non-chargeable
-traffic in the event that the expected and received authentication codes do not

match.
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rat her than having to {Jhe eet %Ct ed. WD 96/05675 '
PCT/ GB95/ 01937 14 Aut he upon extensive nodifi Caﬂfﬁ %o
exj sting or B‘f does not offer a ggod so PO

this reason, an adjunct tion is not consideped
appropriate to a telephone netmork Assufri1gy that there was’ g
processor time and menory available, 5 rmounting the secd
the | ocal exchange processor would require releasing the securi
i nformati on outside of the exchange proprietor. A separate security node

sol ution requizes EGhéthedt asd tfaimed i iRdany Wil of OfldimseNChange, ﬁmwvﬁie”ﬁnihet hat
can be limted to software sub-sk/stems I n the central processor.

addition, a $¢ipgpramypigatiensnetwatk has Acelueality ef §§%ﬂnapsr| Qﬁ?&l fol('JOUt&GcﬂaﬁGes
Service can, e gidhonee diftaly Ofiiiindie (fa), 8 RRst svir 11
single security node. This solution, therefore, s van age over the
others that seeurtvmnede]Qaasseriatedrtherewiths justifiabl e to a smal |, but
significant, nunber of custoners spread over a nunber of exchanges. Wth

t he existing anal ogue tel ephony service, the exchange responds to 15 the
initiating thephone s'ykmapifng autlhmtic'ating ttyrmthelsappl a cadmmuanichtiahisalnetvoork.
Thi s conventional. state the

h h
T ore T cBRBrisRbE Secutry. RSde £, andos Rlurgisy of SHming (FHEfonnaRtad R the: i on
chal | enge. Onbwammrédymmabuenaeldaas oheasf ther feemida}s aambﬂmhgctge@bsbmgan

appropri a - conf r aut henti cat hon ther [ 1
o wal® Frsane (2R elicimans Treparsri2R) el GRomal s'appne sopanar 2Bl aperatl
attenpt. Fai bghfected t6CtheYndtivore epdnéndbled By theaploeseing\iniddng, dhe terminal

predeterm ned time limt will force the |ocal exchange to
signalling means being arranged to transmit to the security node an authentication

code (R} after a potential user initiates a use of the network, the authentication
code being calculated by the processing means as a function of a transaction
186 number (n) encrypted by means of a first algorithm (F) and a first key (S))
associated with that terminal, the security node being operable to calculate an
expected authentication code (E) from that terminal using the transaction number,
the first algorithm also stored in the security node, and the first key, and to deny"
unrestricted access to the network for that terminal uniess the expected and

20 received authentication codes match.

15. A system as claimed in claim 14, in which the security node (10) includes
means operable to calculate the first key (S;) as a function of a security algorithm
(f;) stored in the node, the terminal identification code (TN} for that terminal, and a
25 second key (K], end to transmit the first key to that terminal for later use in the

authentication of that terminal.

16. A syetem as claimed in claim 14 or claim 15, in which the first key is a
function of the terminal identification code (TN) encrypted by the second key (K)
30 using the security algorithm (f;).

17. A system as claimed in any one of claims 14 to 16, in which the

transaction number {n) is a variable number, and in which that terminal inciudes

[
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limt tel ephony serviee+tor—that call to a pre-determ ned subset of the
functions normal |y avail abl.e, -e.g. en r services. In

ei ther WRO60S6I8an nger#HIS SHFTHhHAS BEENa) PCTHERISPBL937 .
arrangenent, -a not seclrity RIOYACEB creafed through which
calls subject to a [ nust ,gasS— Note that 1t could al so be

provi di ng other network based-services concurrently with the

authentication. In this case, it is inplied that the signalling messages
or i gi namneang opgrablectougdneyata tiie auTherticatierk codd ¢R)f as anfohcticBkKokthpnfilss Where a

The coctpitat T e Yhsr VG i ARE dhennliod Hllper ol 3%ed et i mg

mai N nekepedtivei geratihalngtheT ltermsiaalurprogessod chéirtg Carraigieticdo t eharge 1tAs 2l
exchange! s trunk signalling system FEach authentication request wll result
o copreebte udbel Fhe St Ataeaten. o 96/ 05675

PCT/ 6B95/ 01937 15 will be dinensioned to serve one or nore | ocal exchanges.
A key ¢ %t el enent of t{lh_g solution, therefore, is enbodied by the security
node whi®h sHbSYEFeRLHR Cta¥Bed 8 PRPRY OhrgjaiPs darivohEripWhichyshe serurisy

Si gnal |ndda ($0F t&rthe? includes' means operabie toldehbfaté tHd #aAsHDh Hambes M FSK

O f - Hook Signalling System Con;putl n‘? Syst em Dat abase Security Algorithm 10
Syst emqqgn%@@r@g@'all%}%mﬁps (34) for sending the transaction number as a challenge

to that terminal in response to an indication received by the security node that the

10 user of that terminal requires use of the network. - - ‘

19. A system as claimed in any one of claims 14 to 18, _in" which the security
node {10) includes means for preventing access to the network for a user of that
terminal in the event that no match between received and expected authorisation

15 codes (R and E) is made within a predetermined duration.

20. A system as claimed in any one of ciaims 14 to 19, in which that terminal
includes means for transmitting a negative acknowledgement to the security node
(10) in the event that no challenge; or an invalid challenge, is received following an

20 indication that the user requires use of the network.

21. A system as claimed in any one of claims 14 to 19, in which the security
node (10} includes means for identifying the first key (S;) by calculation from the
terminal identification code (TN). '

25 )
22. A system as claimed in any one of claims 14 to 20, in which the security
node (10) includes a look-up table from which the key (S;) is derivable from the
terminal identification code (TN).

30 23. A system as claimed in any one of claims 14 to 22, in which the network
is a telecommunications network having a plurality of exchanges, each for routing
traffic to, and from, a number of terminals (14), at least one of the éxchanges

having the security node (10) associated therewith.
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na digital exchange, Tiisfhaet &igs mﬁiﬁ?ﬁ xX_exchange, its central processor

provi des the essenti al “ ﬂ““

I

' d smr\,éumrtl 1948 B %fgl ctions and is,

t hgerefore, aWQBVISSES I the ngces g war e PEEIGRISALIFY

t he proposed security no e aspects -of system_ In this
case, when the concentrator I ndi cat es the cent Ao proedssat that a

|l i ne has gone off-hook, the central cal | control functions generate the
requi red aut henti cation chal | enge data, and transmt this to the NTE 14 via
the FSK nbdem 34 in the concentrator - rather than responding i nredi ater
wi th a connecj, di al Al |nstr ncent or .then Rass

the returned K chaI%%ﬁ %ﬁb\%@cﬁ%el@ﬁ[ E?b 0 hveﬁ'aénwfafecfﬂ gﬁe@?&)

it returns anarrandadao |permtlt Iaadxalrtoné:%dattabnﬁﬁdrmﬂethatdemmhll N4y hﬂeﬁa&iéhil ed
response tine tﬁa ro t hen deternine what |evel of service to
be set for tHfPaLesylto &aé'a "t'cémf'lnstruct the concentrator to return
the appropsi ate dial tone (via a conventional Send Al D g| ts nessage).

Since this approach requires only FSK capabilities along with the normal 25
tel ephony fack®iti e SMStem rAs; RlBiroeshd Rais éf, "an'uhlﬁenhesswaw mede f (1Okti$ ons
to main exchapgg §8ft5%"n'ﬁnt écfceé’é {Stve RetWirk 151 ﬁféfm idbié SHeFgdrid Sthl%'a‘ﬁ@ for
provision in an exc ange. This Is because central software modules ar

| oaded from trmgectmrgqabhepaﬂs i the evensdihat thexexpegsed cmdt rechivee (autiedndicgtion
firmvare - arlg, QE?&'%Q&’R?%‘H&%&&\WG whol e exchange St _cture .ratiher than
j ust associ at eg concentrator Iines. An: al ternat '_e;' apbr jyach to
provi di ng10he maj ority of the aut hent | cation capabi+4i-ti:68. i h"the central

d f
Poncent v at or 4 0. Axgpas feriig 0% 1B B ChRfpRaRots, etpl theotarmina
central call qonprisiy g costontri pored(184! fongeustémet Requipaveit ecimﬁﬁ!ltibleCﬁ ftive be

provi ded, WO 96/ 05675
PCT/ GBQS/ o019detwork, a network port (20) for connecting the terminal to the network,

~ processing means (24} including a memory (25), the processing means being
15 arranged to receive signals through the network port, and signalling means (26)
arranged to transmit stgnals through the network port, the processing means being
operable following initiation of use of the network by a user, to calculate an
authentication code {R) which is a function of a transaction number (n) encrypted
by means of a first algorithm (F) and a first key (S;) associated with the terminal,
20 and to enable the signalling means to transmit the authenticatioh code through the

network port.

27. A terminal as claimed in claim 26, in which the signalling means is a FSK

modem (26).
25
28. ' A terminal as claimed in claim 26 or claim 27, in which the processing

means (24) is responsive to a challenge from the network to calculate the

authentication code (R) and to enable the signalling means (24).

' 30 29. A terminal as claimed in claim 28, in which the processing means (24) is
operable to calculate the authentication code (R) as a function of the first algorithm
(F), the first key (S;) and the transaction number (n) received as part of the said

challenge from the network.

A
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16 i.e. rather than indicating the of f - hook condition to the central call
pr ocessi n% sof t war e, the“‘COncentrator woul d aut henticate the off-hook

condi t YA I8 hen i nform central call proceSS| ng that t RCTGRASORET

of f - hook and request the _appropri ate -l-evel Also S seplhaaa. dependent upon

whet her the call atterrpt had passed bpor failed authentication. As a
further alternative, in a split central processor/concentrator soluti on,
the authentication algorithm can be incorporated in the central exchange
processor, but with the analysis of the challenge acknow edgenent being '
perfor by k e|n det ect ed,
t he 10n§§:ionceé1{}rgg§@rgp\$\%tﬁf%h$orm t%?gorg%‘éﬁg II'?t r}ﬂe%gﬁ{lpg %essor and
recei vemeanmi24) indhudes ertoe checking oveaos) &drl sigrats mcdwbuehmngieemedetwork

acknow rat ed le tinme t he
proces ‘WHBjtﬁhe @85‘%’%@\ %@ykgaatopg\/ﬁggn ge{“’o%%'?glﬂg 'B&?ﬁﬁ:% coul d be
used5st ctopm'mhume asmtgatmé azkbdweletgeratntoin that ei/eht) Rhathén Rvaelid GAdllenge igi t her '
case, Wwhet. the data is generated on-line or off-line, it 15 would be up
to the 'EBWX%if'PHIme'T%W&EK ‘ermi ne whet her the response fromthe NTE mat ched
that expected and to indicate to the central -processor which |evel of

servi ce should be provided. A conplenentary solution to the split central
processor/concentrator is the split concentrator/central processor

solution. | geendecision logic is 20 within the central call
processi ng, g&&:entl dation algorithmis |ocated within the .
concentratof. W eptlers the of f-hook state, the concentrator .
generates b0 t he chal | enge and the expected acknow edgenent. The ‘
challenge is then transmtted to the NTE and the concentrator awaits the
recei pt of the NTE response. The central processor then receives the
response fromthe NTE via the 25 concentrator along with the received
response, perfornms the conmparison with the expected response and sets up
‘the appropriate |evel of service. _

Sheet Has Been Re‘ilaced _
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17 CLAI M5 1. A nmet hod of authenticating a line (14) of a comrunications
network, the line being connected to a network term nation unit having a
part for conMQASATOf 5 termi nal equi pnent, the nethod conpriBEHEGBIWHIZT
steps of: indicating to a security node (10) associated with the network
that a user of the network termnation_ynit requires use of the network;

cal cul ating an aut hentication code (F01ét the network termnation unit, the
aut henti cati on code q% ng a functlo ransacti on nunber (n) encrypted
by 10 neans (¢ Rk (S[erri){ sso #th the termnation unit, and an

GPE

algorithm (F); mtting authentlcatlon code to the security node
cal cul ating a ed authentication code (E) at the security node based
on the transactlon nurker, the ﬂugorlthn1and the key; got he
expected authenticati gg - [ n code; and
denying unrestricted ace A f ion unit
unl ess the expected and rd ) authentlcatlon codes natd - A
nmethod as clained in climi1, inBhilch the security node cal cul ates at 20

| east one first ke .[err])1for thg network term nation unit, the or each
first key bei ction of a secdrity algorithm (f[err]) stored within
the node, an i dcation ¢ode (TN) for the network term nation unit and
a second key (T hd6or each first key eing | oaded into the network
termination unit for later use witKA |rst algorithm (F) in:
authenticating a line. 25 SR

conpar i

Fig.2.
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3 A method as claimed in claim2, in. mhlch the first key (S[err]) is

| oaded into the network termination unit ¢14) renotely by the security node
(10); or locally from storage means connected tenporarily to the unit.. 30
4, A nethod as claimed in claim1, 2 orq, in wich the security node
generates the transaction nunber (n), which iIs sent as a challenge to the
network termnation unit (14) in response to the indication received by the
security node (10) that the user requiresCLAIMSEf the network. 18 5.

A nmethod as clainmed in any one of clains 1 to 4, in which the network
termnation unit (14) transmts a negative acknow edgenent to the security
node (10) in the evem nididd 6P acinehtieating, a Gihe d14) oivaldothrairsitationgenetwsrk, the
received following an 5 indication that the user qub res use of the

network. 6.  lN@DEngreRNNgSted) 1o $REWRIK JRIMIPAEOHHN IRg a PPy far comnestipR of
the securitygs NQgen; ﬁéi%unﬁﬁéntt thePm@irld édam.sir@ R fspabki shed with the

network term nation unit 5 i ndependent of the result of the

aut henti cati on. 10 7 mdmatnr;g tee? IseeHrity nodailhBlasseckated syith Bye retwiops thetiguser
_' n which the t%%‘ rﬁqg}rﬁﬂgtl&?ﬁm &1 §u§e%¥lt'ﬁ@hé {WorRf exchanges, each
for routlngtra , rom ap altty o netvvor?<iermnat|on units

(14), at least one ofcatdulatmgcﬁlaﬂgbenﬂWIpng:odladR)s etthe ngtwsllderiiotion unit, the
as0ct o0 ke B iy <2 K% SR FHAPOEROR S oL R B
units (14) eac nepRNE adyt(s) absociedvwith the termination unit , and an algorithm (F);
| transmitting the authentication code to the security node ;

caiculating an expected authentication code (E) at the security node based

on the transaction number, the algorithm and the key;
comparing the expected authentication code wijth the received
15 authentication code; and
denying unrestricted access to the network for the network termination

unit unless the expected and received authentication codes match.

2. A method as claimed in claim 1, in which the security node calculates at
20 least one first key (S;) for the network termination unit , the or each first key being
a function of a security algo'rithm (f) stored within the ﬁode, an identification code
(TN) for the network termination unit _and a second key (K), the or each first key
being loaded into the network termination unit for later use with the first aigorithm
(F) in authenticating a line.
25 _
i 3. A method as claimed in claim 2, in which the first key (S)) is loaded into
the network termination unit {14) remotely by the security node (10), or locally

from storage means connected temporarily to the unit.

30 4. A method as claimed in claim 1, 2 or 3, in which the security node
generates the transaction number (n), which is sent as a challenge to the network
termination unit {(14) in response to the indication received by the security node

(10) that the user requires use of the network.
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afld having a terminal port for connection of terninal eqU|pnent conpati bl e
With 20 the network, at |east one of the termination units conpri sing
pr.ocessi ng nmeans (24) i ncluding a nmenory (-25), - and S|gnaII|ng means (26)
operabl y connected to the network and enablq@ by the processing neans, the
'signal ling nmeans being arranged to transnit to the line an authentlcatlon
code (R) after a potential user initiates a use of the network, the

:aut henti cation code being calculated by the 25 processing neans as a

funct i on of 2 81 ansag kg aPelyhel yPBAY YALSH, ONglEAna 211 tnahoRE! JMIRHF)

and a key (S[err]) assoclate work term nati‘on unit;
security node tgvmirstioe yrit [ Bbeiransmaits haewpated -olmotwidd@er(n&)t fior then sdmentyehmmf Kk

term nation unjts,. to det her a receiyv de corresp

accordance Wi thqiﬁ%t“%%maﬁﬁga{]??% enge: e Y a'ffg&%éi\%{iﬂe nE Y %‘%ﬁa""m@yaﬁo |
correspondi I8y indidatiah thex therdset RIqUiree L& BF thy hetwadiel t 0 deny unrestricted
access to the network for that unit unless such correspondence is found.

9. A systemas claimed in claim8, in which the security node (10)

i ncl udes neansgoper apl RetidCad EliAbe i Qﬁy fdn(eséf Ksiind 9l & 6] in hich IHangddung,

of a security g?orlthm(f[err% stored in the node, an i1dentification code
(TN) for that Redevbt® resmitsrradiabionenta be satablishest with toeyngtigork gerehinaion unit

transmt the fjy ﬁt\ ﬁ%ﬁbgﬁ}e& tf%%étﬂté #l%éntlcg{l @ later use in the

aut henti cati on emas clainmed inclaim8 or 9, in
whi ch the sl€curity code (10) further |ncI udes neans operable to generate

the {ransact g, TSR o dhes P00 RS PRy b9 5P M3 of OB, T HARR A
recei ved by thﬁelmmuwamﬁenéth&trk thlae auplaraliof of RREhariges, é@ﬂﬂfdr&%utiﬁ@tﬁfﬂc
the network. 11. sstemas clgnrrevslln any one of clainms 8 to 10, in
V\/m ch the netV\B)r'ka"d fro a plurality of network termination units (14), at Ieast one of the
exchanges having the security node (10) associated therewnh '
15
8. A system for authenticating lines of a  communications network
comprising: _
(a) a plurality of network termination units {14) each connected to the network
and having a terminal port for connection of terminal equipment compatible with
20 the network, at least one of the termination units comprising processing means
(24) including a memory (25), and signalling means (26) operably connected to the
_ network and enabled by the processing means, the signalling means being
~ arranged to transmit to the line an authentication code (R) after a potentialv user
i initiates a use of the network, the authenticatfon code being calculated by the
25 processing means as a function of a transaction number (n) encrypted by means of
an algorithm (F) and a key (S;) associated with that network termination unit; and
{b)- a security node operable to.receive authentication codes (E) from the network
termination units, to determine whether a received code corresponds, in
accordance. with the said algorithrﬁ, to the transaction number and a key

30 corresponding to that network termination unit, and to deny unrestricted access to

the network for that unit unless such correspondence is found.
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t.ierm nation unit includes neans for transnitting a negative acknow edgenent
to 15 the security node (10) in the event that no challenge, or an invalid
chal l enge, is received follow ng an indication that the user requires use
- of the network. 12. A system as clained i pgany one of clains 8 to 1 1,
in which the network is a tel ecommuni cations network having a plurality of
- exchanges, each for routing 20 traffic to, and from a nunber of network
termnation uniths (147 Syemassqlaigrd ipclamS, dr orhisiydke Benurinig nedee (168 dupiudep
node (10) assocCiydsd A RM: ; tar £ el [ w1 .

i.n which the secura?t yépg_ode (ﬁ%imﬁésieatp? gﬁsgt:%%t(gﬂ‘ agfa?ﬁ &I cgb'g?gla #SﬁJé@téga%'é%“
est abl i shed wi t W)t $tgfednid; ther Rodee @i ndantigine tinn @ouEszwm; thetdnetwede nermifatiohe
result of the ayhhepid g8ak! : : IR fr DAl | f a
communi cat i ons lﬁet V\gédk.,s%%ﬁg{bu%%mébﬁp@r??%%hgt t%rﬁr?lg{r}gfehg%ﬁand(éfgf)%étr “"8{ for
connecti on of 9t &Af vl Inghe pphenticasiomsdthasiusitni t h t he network, a network
port (20) for connecting the termnation unit to a line 30 of the network,

processi ng nmeans (24) including a nenory 125), and signalling neans (26)
arranged to trad®mt & gyraem ashciaimgd trhelaimet8vor 18, dorwhichhhepreaordtysias (TANS

bet ng oper abl e, (lold e AbdPLAORIOLo Y3ty HHSASHIRA 1@ O She ol

cal cul ate an authentication co Whi'Ch TS a
transacti on nunbignaling mean® (34 for ssmding tby trapamsioofnuarbealag ardhalengefp adingd ia

key (S[err])qst | ol sLng . n nd. t nabl.e the signallin
nmeans to tra1n0§ mPe[s%E ﬂéeé15<£? ﬁén'{'(l%gg’? irécr'\ng‘(l:%ggl ?tﬁeff)%cg“ﬁ&\f ﬁggﬁéﬁ%ﬁ!’g “68???“1—?" hﬁe 5.
A networ k term reguiresussnpt tresnatwaikoed in claim 14, in which the processing
means (24) is arranged to receive signals through the network port and is
responsive to a challenge signal fromthe network to cal cul ate the

aut hentication 11. A system as claimed in any one of claims 8 to 10, in which the network
termination unit includas means for transmittihg a negative acknowledgement to
15 the security node (10) in the event that no challange, or an invalid challenge, is

received following an indication that the user requiras use of thea netwark.

12. A system as claimed in any one of claims 8 to 11, in which the network is
a telecommunications network having a plurality of exchanges, each for routiné
20 traffic to, and from, a number of network termination units {14}, at least one of the
g exchanges having the security nade {10} associated therewith.

13. A system as claimed in claim 12, in which the security noede {10} is
arranged to permit a disl tone to be established with that network termination unit
25 {14) independent of the resuit of the authentication.

~ /If‘ _ }G/ A network termination unit (14) for a communications network, the unit
comprising a terminal port {18) for connaction of tarminal equipment compatible
with the netwark, a network pact (20) faor connecting the termination unit to a line
3C of the network, processing means {24) including a memory [25), and signalling
means (26) arranged to transmit signals through the network port, the pracessing
means being operable, following initiation of use af the network by a user, to

calculate an authentication code {R) which is a function of a transaction number (n)
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code (R and to enable the signalling means (24), ‘the transaction nunber

(n) being obtained fromthe challenge signal. 10 1 6. A networ k
termnation unit as clainmed in claim15, in which the ‘processing neans. (24)
includes error checking neans for signals r i ved through theée network *port

'(20), the processing neans being operable to enable the signalling neans
(26) to transmt a negative acknow edgenent in the event that an invalid
chal I enge is lencrypted bgdndansnoft are a1gbniwhn'k(F) andD Réy (0§,B§fored m the processmg
PCT/ GB95/ 01937 21 24. (ﬁ ainmed in claim.?2

security node [YGf'Si g %ﬁﬂ%@ettg] psé‘?’?ﬁ {ngamgRas e JRRNSTt 5@3 @é“fhaeé‘lt'f’gﬂ% c\%’? h
t hat term nal &%}, hl@[d@ﬁ@ﬂdﬁﬁtpoﬂf the result of the authentication. 5 25.

A system as cl ai ned in claim24, in which the security node (10) is
arranged to permt access to the network for identifiable enmergency calls

and for_non-ghaggeablengdlde %aagﬁmnetyrﬁﬁss baRed HECISKPPA! RWARA 1hepRIcKedn

aut henti cati on codes (E and 0 not customer term na
(14) for a conmﬂansaf24dn!§ Aganged tOt teseiver signals mmpglh sﬂhﬁgnatiStMrarpﬂ)rls

(18) for cust Or?sr?g%?lw #lﬁen][ch%% i{p f ?r[(ttlbe nORLIR ¢ cdled] V\@E%ﬁ%rhc(aﬁggg

for connecting priocessi ng nmean
a nenory (25), cbbe (lp)ramb&sem;:lmM&gbahmmmhﬁnsa24)anlgedahsaot@oe1urﬂ:8|(ghaéusg _

through the net woamedpprom the q'laﬁet% asllérll rI]g means (26)
10
16. A network termination unit as claimed in claim 15, in which the processing
means (24) includes error checking means for signals received through the network
port (20), the processing means being operable to enable the signalling means (26)
to transmit a negative acknowledgement in the event that an invalid challenge is

15 received from the network.
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{ (54) Title: USER AUTHENTICATION IN A COMMUNICATIONS NETWORK

/10

1

(57) Abstract

authentication code (R) comprising a number (m) and a secret key (

(P) and a second key which is a function of a terminal identification
code (R). In two-way authentication, the security node responds to the

LE

An authentication system of a terminal on a public switched l:elephone network comprises a security node -associated with a local
exchange (10) and a network terminal (14). For one-way authentication, the terminal (14) responds to a call initiation by sending a unique

;) encrypted according to a first algorithm (F), the secret key being

specific to the terminal. The security node constructs the expected authentication code (E) from the number (m), using the first algorithm

number (TN), and compares the expected code (E) with the received
call initiation by sending a transaction number (n) to the terminal (14)

encrypted according to a second algorithm (fj). The terminal (14) generates the authentication code (R) as a function of the first algorithm
(F), the secret key (S;) and the transaction number (n). The authentication code (R) is sent back to the security node. An expected code
(E) is compared with the received one (R) in the same way. In both cases, a match between expected and received authentication codes (E
and R) constitutes authentication of the terminal (14), allowing the user access to the network.
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