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[0001] The present invention generally relates to copy-protected optic

i nformation “r(ﬂ%% §9 nedia and nethods for manufacturing the sane.
specifically, the present invention relates to the nanuf a&%“&@“"’%
optically readable digital storage nediumthat protects the information
stored thereon from bei ng copi ed using conventional optical mediumreaders,
such as CD and DVD | aser readers, but permts reading of the information
fromthe digital storage nedia by the same readers. Background of the

[ nvention [ 0002boRatsdd REMICRITON IGHIGANTRAMGION dOOPREARRISES

def ormati ons or~marks a Te roca of
medi um Such deformations or marks effectuate changes in |ight
reflectivity. To read the d%@&%ﬁ@kéﬂm%ﬁg% RGN ToN optical nmedi um

pl ayer or reader, is used. AN ¢ C prayer or reader
conventionally shines a small spot of laser |light, the "readout" spot,
t hr ough th&ﬂé@@—w e onto the data | ayer containing such optical
deformati ons or marks as the mediumor |aser head rotates. [0003] In
convent i onghod1f ead- Ofﬂeyﬁreﬁeyip mvatﬁon p@lnermlad redatés€tod copy—p%diﬁ\/bﬂncald aff@mbtfon

Iy stored " embossed wi f "I and
Vi o7 oacopi SRS FRFRSAN PHiCR UL HPIEETE havpFastpe HSartHvars BFeihged

in tracks, ineatientiaesal hy mapgatee bhgl etiballyfréaanble ighal GRRge el thil plotdefi 1 al

track originati.n t he di u er hu and endi medi um s
outer ri mg '%’1 %P‘?(E’ds@fa%gl%f) n[ﬂ? “ﬂ%é‘f’%\’f ﬁ?f@LO@%@F@W&W&@Sﬂ ayer

such as a smm areydmVad Iaaérumdéw,l‘ﬂuﬂﬂsengiﬁd 1Gadirfy of @RGRBImALHGY Bbmite dipiii Gathdey
coat ed there%j?ﬁ as, a rot ﬁctlve | ayer. [0004] The intensity of the |ight

reflected fF 155 medi umi s surface measured by an optical medium
pl ayer or reader varles according to the presence or absence of pits al ong
t he i nf or rniddckpround eftke Infbetiont he readout spot is over a land, nore light is
reflected directly fromthe disc than when the readout spot is over a pit.
A phot odet and r i

transl ates VAl s; onar Fort thar, SR it dE ) R Akl S0 Bs UF el o
| ands caughsgretpylocatipas name ar more liyersoofttheem@iuman §udh defapmatidne odingiks affectmtte

representi ng, RSl el R FREIO e dita & a8 2bdinm, an optical medium player or

reader is used. An optical medivm player or reader conventionally shines a small spot of laser

light, the “readout” spot, through the disc substrate onto the data layer containing such optical

defonmations or marks as the medium ot laser head rotates.

[0003] In conventional “read -only” type optical media {e.g., “CD-ROM”), data is
generally stored as a series of “pits” embossed with a plane of “lands”, Microscopic pits formed
in the surface of the plastic medium are arranged in tracks, conventionally spaced radiaily from
the center hub in a spiral track originating at the medinm center hub and ending toward the
medium’s outer rim. The pitted side of the medium is coated with a reflectance layer such as a

thin layer of aluminum or gold. A lacquer layer is typically coated thereon as a protective layer.

[0004] The intensity of the light reflected from a read-only medium’s surface measured by
an optical medium player or reader varies according to the presence or absence of pits along the
information track. When the readout spot is over a land, more light is reflected directly from the
disc than when the readout spot is over a pit. A photodetector and other electronics inside the
optical medium playex translates the signal from the transition points between these pits and lands

caused by this variation into the Os and 1s of the digital code representing the stored information.
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comerci al |l y-avai |l abl e software, video, audio, and entertainnment piecBdIAN 2007
avai l abl e today are recorded in read-only optical format. One reason for
this is thay $sde€Pl i cation onto read-only optical for

significantly c%gaggr than data replicagjion onto witabl gq’tg% S?%W‘?zt abl e
optical formats. Another reason is that read-only formats are |ess

probl ematical froma reading reliability standpoint. For exanple, sone CD
readers/ players have trouble reading CDO-R nedia, which has a | ower
reflectivi nd t a_hi L, er r e that
i's better h%bg?]]ad tI(;)Ilﬂ g ‘réaggéﬂil é{J(l‘?&?:cyvv(z)aice %ﬁig]fcﬁﬁy\ﬁ{)agg%i %)?l?‘:a{c}gl 4né'rrélz)tllazlild%f &%?I

t ypes have eyfertsanrhant piecha e walabli todeppare feaeried in mepd oolytopticah fosinate d)ne raasangby thin g

content su

smal | si ze%glrl\%%aéa%ﬁl Ogb?tée%ggﬁﬁ%g%%ﬁg’wgy\gnﬁlﬁfm o egglﬁr ces | r?vo%dagd in

t hei r pr odaustoivaitabler Wemméleamswl farmptsr tmotheraiesson ipthatviea-ertie fongn arwiless  of
the pirate i | i

i any 11 canPT el BOR ERM Ao dHey wlolihd! 30 8RR rke cp G BRIGR ANE)
permtted twillhreadihgCDRmmdiss Uh@lg@smeldiva refigstivity, andsthwd jogios 8 highgepoweretie | oss
of billion I i » igh quality copies.

[ 0007 Typ?ecg%lgﬁ%rh&pl ra%telggréﬁgsdugeﬁ E)ogsjdt c%%e%%tﬁby extracting | ogic data

fromthe optical nedium copyi ngmet onto a magnetic tape, and setti ng t he
tape on a fler i ng Qnfien media<of all pyneg hevs eratp redeed thempanufastutingpreests imgye

recor dabl eui'@%ﬂinﬁ'&b&éiﬂ Lichal MrwRt! - RBPHA ahflo %ﬁ@ aﬁ@%&xﬁc% aR¥fto ﬁmeﬁ'sﬁ&l[ Ldagd
medi um whi ch duplicated copies can be sold directly or used &Y mast ers
8

for creat fgrelatiydy/ingreeasiveramewnt of sysowreqs) ipvoliter g theifpradustien. ofl‘hqm akds of

pirated opLiheahntBfind Gl the%oﬂ%ﬁ@c%%?ﬁlefp{r&m afd § d&ﬁie@ne'ﬁﬁsiu%ﬁ as‘.’%&é& 438 audio,
degradation in the quality of the i nformation stored on opti cal medi a.

As consume hawﬁeé ggnifigrnfly h?tteﬁﬁw%ﬂ—%mtm@ 9l theegf-‘aelblew&u% thas permitied di um

is easily mﬁﬁ%ﬁféﬁi&'ﬁﬁgoﬁée Redid WIEES ListriGRYE 13bd Bl 168 9 iARNOACRITRs B fYALANT -
[0008] WD 02/03386 A2, which asserts common inventors to the present

appl i cat i onales dupdchigs@ulifroppisds for preventing copying of data from an
optical storage nedia by detecting optical dis-uniformties or changes on
the disc, qmmbﬁpr cha@giamy,ra pieadmakeg nal oﬂti@aﬂﬂndfs%r lb?aﬂhﬁtﬁngflog?c did riohC tHear
area on the ch storage medi um  Sof t wa g Bo‘é i S used to den access
to cont ent °Pigel o “@h%?ﬂ?&é’f PR Fagnelt pe,and FRINnSfae Bpe oY @ [Jaseyns PBRLS-on on
the di slc V\/fl’i&ﬁte?] flsd Meﬁ?emam Dmma?ammledﬁm@hgc&afoae@qﬁmﬁt to&hﬁhfdﬁ%shOd
may enpl oy Li sensitjve er eria e ange state upon
i nteracti oﬁfﬁn% sfibpied mediog, W 'thdl"ﬂgwﬁtﬁ‘am??éqs °?‘b§fﬁ%’fda§€? 'g’%“t‘!ﬁe ?SfIE Pagters r4f t or

or creating a new glass master for replication. Hundreds of thonsands of pirated optical media can

be pressed from a single master with no degradation in the quality of the information stored on the
optical media. As consumer demand for optical media remains high, and because such medium is

easily reproduced at a low cost, counterfeiting has become prevalent.

[0008] WO 02/03386 A2, which asserts common inventors to the present application,
discloses methods for preventing cop‘ying of data from an optical storage media by detecting
optical dis-uniformities or changes on the disc, and/or changes in read signal upon re-reading of a
particular area on the optical storage medium, Software control is used to deny access to content
if the change in read signal is not detected at the position on the disc wherein the re-reading
change is expected to occur. Such method may employ light sensitive or other materials adapted
to change state upon interaction with the laser of the optical reader so as to affect read after or

during exposure to the laser of the optical reader.



during exposure to the |aser of the optical reader. - 8 JAN 2007 WD

03/ 087888 PCT/ US03/ 10762 3 [0009] An inherent problemwth copy-prot_eﬁtmmnm
based upon software designed to cause re-read based upon the detectio

physi cal margrs mss he disc is the software itself. First theoflsi,ection
software is nost conveniently stored onzthe disc itself tak| ng up space that
could be devoted to content storage. Second, history has shown that

sof t war e- based copy-protection schenes have been rapidly avoi ded by hackers
who have been nore than willing to share their finds with others. Even
encrypt ed war e f opn r ker [ Ss_in
hacki ng co@fgw][ 0001 %%%tr ?@mvablla‘%}’ grtml';e%‘c:j nl%g%:eéingn? o ?E%llgg qotm%?lﬁgt
change st ateereadomsed uppe thecleteotionwif physicalwparkers en the wlist hethe pmftwm{é itlfs Firpoibe

probl ems. i . t resent
Prvent 1 on, (qekPh SbdiR o B BoR duil Pl TRFTHRC cldY ol b cbalf o1 12
manuf act urdwgteprt@cestsntcn‘tomgwt i Sedond)i ey lﬁae}mwmtﬂabddtwmbasdb copRtinaetsiof or t he
preci se de i.fJ r nds on
the opti caFc?l?ﬁhésslcl%oché%Lr @Pgﬁ%%tw ﬁ\@&gr%@ggg& é‘%eﬁﬁﬁ@nt é;%gh

met hods ar éndstvath oftteesy Evaqmcn@teéxmarm@psmqrrﬁecmfosndmwdrventahet}ualter sptmsslm di sc
manuf acturh‘,{l grg&ess and add to the cost of fabricating an optical disc.
[00011] Anothef probl em associated with placement of such materials is the
possibility of unintended state changes occurring owing to exposure to

anbi ent | i {8018 our c Expragise, &ﬁfpﬁ@eﬁaqﬂ@m@f(p’é@m@h@@%@m s yreninterestige vith aser
tsel . Sugh 1ot oh Qﬁadeﬁhcmt BLE peR ARG WH 056108, Whloh di8Coraifi AR 2! ©
functioning of the copy-prot ectl on system 012] There is a need therefore
for a copyleHeE & '@@IP’@?ﬁnF @a@n%dh@weﬂﬁpbwdmdﬁ& appdieipe freh oratesinle rnysbm on
codes, O gk Rl g%fdé%ro?oétﬁalcdﬂ@ sk IR 080 Hheiflodd 1ind oI ddbdridfi C eSS

to content, that does not require exacting deposition phase change
material s ehiueh materials st f%ﬁ@lctttmﬁlﬁ pitp enfllewds ogribeensiaal aliscp Fﬁﬂg @rQBhah‘géls sighe to

exposure t eagﬂgeg%lsigldgﬁs it RS ard Bt EOP b CE%KQ&EEQOn&Bquh SRR &b galaso be

readable b exl sting ogm iumrea ers or yers
wi t hout reémmmwéacmgﬁoe@ma@ﬁgddttgﬂlem%ef@ jetiegsan opieal fiF] ONS [00013]
"M cro-deposition": a deposition of a size equal to, or smaller than, the

di grret er ofgooite r eadbibg RE58h Qsodite PRIth ﬁmen{eﬁ@mﬁcwﬁagna@mrtw&s@mh@r&fl cal
nealr um

unintended state changes occurring owing to exposure to ambient light sources, as opposed to
exposure to the optical reader laser itself. Such unintended state changes may interfere with the

appropriate functioning of the copy-protection system

[00012] There is a need therefore for a copy-protected optical medium, which does not
depend on encryption codes, or special hardware to cause re-sampling of a disc to permit access to
content, that does not require exacting deposition of phase change materials onto the disc, and that
reduces unintended phase changes due to exposure to ambient light sources. The copy-protected
media should also be readable by the large number of existing optical medium readers or players

without requiring modifications to those devices,

DEFINITIONS

(00013} “Micro-deposition”; a deposition of a size equal to, or staller than, the diameter of

the reading beam of an optical reader used to read an optical medium.

[00014] “Macro-deposition™: a deposition of a size larger than that of a micro-deposition.



[ 00014] "Macro-deposition": a deposition of a size larger than that of a
m cro-deposition. - 8 JAN 2007 WD 03/087888 PCT/ US03/ 10762 4 [00015]_3 AN 2007
"Optical Mediunt: a medium of any geonetric shape (not necessarily ci ch’l gr?)
that is cap toring digital data that may be read b i.cal

r eader. [008‘??]?'3@%%% cal Reader": a Reagler (as defined bel )cﬁ)'v(\?ﬂ%sg‘l’r?h?%e
reading of Optical Medium [00017] "Reader": any devi ce capabl e of
detecting data that has been recorded on an optical medium By the term
"reader" it is nmeant to include, without limtation, a player. Exanples are
CD and DVD ers. .« Q ' Read- an i.cal di unl' ;. an ti.cal. ium
Chat "has. ABTY " i OPARhVegiofie” & Rl B b RompRE e o e Riat i} 26

" Recor di ng tHahig ezpable af stenirigi digitabdatasthataply ibe stlad hpdh epticalivender. t he data is recorded
for reading, playing or uploading to a conputer. Such data may incl ude

sof tware PiRGIGTS, SEhlickRk e Bada il RriddalbewRRe ai:damo 0]
"Re-read": [rea ing a porti oneof I?eﬁe gata recor‘gg‘g oh\rér%ﬁr%& Fg%ﬁ&g@@?t has

been initial l‘ﬁ read. [00021] "Optical State Change Security Material":
0

refers to &0 Hor ganReadsr v dsyirecoapshli o dpiagting dely thabhag heanaerorded pran ordiedt i f v
or protect nRBiufadtHyGAd tel¥R SichidBrbY isGh@REHo REENRBL vilRht Bhidkien, of J18/&. afanbRE a@Pt i cal
state to a second optical state. The optical state change of the optical
state chafGmdddReedetsat eri al may be random or non-random [00022]
"Optically-Changeabl e Security Material": refers to an inorganic or organic
mat eri al ugmEdisjo autReddldnbodptical MediihT: yandUptioilMakim @iat Kagldigeall dabdbsehradh RY
transi entI)é chaglg%% O@ti cal state between a first optical sate and a
second opt "E4F© G ¢ hat may undergo such change in optical state nore
than one tinme upon read of the Optical Mediumby an Optical Reader in a
manner det §@a%l e byRewedingdpiyer’ala skeian ef an oplieal aptiumadhesd e date haagealed fort he

optically- %gan abl e security mater.i al be r.andom gr non-rando 00023]
" Per manent "IPPARP R ERERIARD 8 CRRFY Sy sLpnde R progrei SREal | -
Changeabl e d8ecudiotfijes Mad ddecdile hat under goes change in optical state for nore

than thirty times upon read of the Optical Medium by an Optical Reader.
8JAN2007 [00020]

“Re-read”: reading a portion of the data recorded on a medium after it has been

initially read.

[00021] “Optical State Change Security Material”: refers to an inorganic or organic
material used to authenticate, identify or protect an Optical Medium by changing optical state
from a first optical staie to a second optical state. The optical state change of the optical state

change security material may be random or non-random.

[00022] “Optically-Changeable Security Material”: refers to an inorganic or organic
material used to authenticate, identify or protect an Optical Medium by transiently changing
optical state between a first optical sate and a second optical state and that may undergo such
change in optical state more than one time upon read of the Optical Medium by an Optical Reader
in a manner detectable by such Optical Reader. The optical state change of the optically-

changeable security material may be random or non-random.

[00023] “Permanent Optically-Changeable Security Material™: refers to an Optically-
Changeable Security Material that undergoes change in optical state for more than thirty times
upon read of the Optical Medium by an Optical Reader.



WO 03/087888 PCT/ US03/10762 5 [00024] "Tenporary Optically-Changeabl e
Security Material": refers to an Optically- Changeabl e Security Mater-&IAN 2007
t hat undergoes change in optical state for less than thirty times, but nore
t han once, of the Optical Mediumby an Optical R 025] For
t he pur poseu@?ﬂ’ts@gﬁgiest of the disclosuge it is under stoodq)t%%g[so%lkggt erns as
defi ned above are intended whether such terns are in all initial caps, or
not, SUVMARY OF THE | NVENTI ON [ 00026] In one enbodi nent of the present
invention there is provided a copy-protected optical nmedium conprising

optical st hang [ TR{ e al that .. d ot s equire mark .

aut hent i caﬁbgzﬁtfsof t Em%%%%%%%ﬁg%ﬁ%a?%%%g%%%%n’%?w af"?é s E’nalf r#(plﬁl‘mélllly~ r ead
and/ or t hathangebSscuwity Mpteerlcht sndengoat ehaoiedn opttchlostdte for dsethahthirtyeinedmt t 0
exposure t I i . nuf actured w t hout precise
m cr o- pl aclgur}r%%hgp&f #ggg%%dﬁgg{eggpa%fyegﬁg% 2’39 g%rllﬁf%/d%ﬁat erials. [00027] In
anot her enbodi ment of the present invention there is provided nethods and
optical di B8&5 or cByythpipupeset ¢iohe rastof thaclisclosraitais pinderstond thatitbe teamni ens on

the di Sc. tied 00 L lofonatd LbeROBh in®lre 18 iflifiGapioliy St andar d opt i cal

di sc reader protocols but that permts rea content data on the disc
by way of algorithnms on the disc, or in the hardware reading the disc, that

recogni ze the physical aberr 8UMMARYQF THEINVENIION; to the content on such

basis of the recognition of the physical aberration or upon failure to

recogni ze [obe2ephysi BadneadniiotliienDBf the Piesér -inveftiteh, third GO ZRkided aaw%f-ﬂﬁfected
enbodi nent (%.f t he.present. . nve.tLon, @here i S, provi.ded ad{ret hod of

al gori t hmi 5 BT SAMPERRg Prical slate qhapgs SEoATle MAteHalS sthet S1oc B rerire aptk i s
based on t fighedidatitr kaBtvaff desigRed 10 GOEdcR GhoabArR aGér M iniBh 0BT &18/d2 Yha® RedBts o al

state change securit terial lied in a macro _manney, that is, not at
the resol u]?TFY?ﬁtsdﬂm"ltﬁée‘g?RtP?laﬁtﬁe algs%qs .d%? P eXPEFIEg o puakient g hhat may be

uncor r ect afh@fR el wit®uiireciddehicra-plighae oft thadptibdl sialchidee kRarimakriskandar d
copy protocols. The optical state change security material nay be sel ected

such that jp.d-tS fifst ical..state it produces a uncorr.ect a error,
but it s of tnoft EPRhaRtR i e R HiSTaf o B PRt et b
bei ng due ojtivaleigpo Serrcepy-proteatdorofhbt inedrporaa piersichioabendtiond en thedkdcl thatigrerdas a i S
able to be_read and valid data . state . is detected. .Th ut hent i i on
Sof tvar e iyt BvARSEBieieodink Sl Sl o GG Flom b el bty Fed Bl o
error to ' eonteatdath chethedist it eayaofdlgbithme ourihe diac oe fsthd berdvree readii@tht diselthat upon
' gcgﬁ“'olto't Olego °§/zg§ %%Bgsg%rggénam&naﬁ SR 158) 5 LAL SomhA" e B NG Lo Bt erial
recognition of the physical aberration or upon failure to recognize the physical aberration upon re-

read.,

[00028] In another embodiment of the present invention, there is provided a method of
algorithmic authentication of a disc to provide access to content that is based on the detection of
an uncorrectable error produced by an optical state change security material applied in a macro
mannet, that is, not at the resolution of the pit/land level. In a preferred embodiment the
uncorrectable error is of such a degree that it interferes with standard copy protocols. The optical
state change security material may be selected such that in its first optical state it produces an
uncorrectable error, but in its second optical state (the change in optical state preferably being due
to exposure to the optical reader laser) the underlying data is able to be read and a valid data state
is detected. The authentication software may be designed to recognize the change from an
uncorrectable error to a valid data state and to permit access to the content only upon recognition
of such change. When the optical state change security material is an optically-changeable

security material, the change from the first optical state to the second optical staie may be non-



security material, the change fromthe first optical state to the second
optical state may be non 6 JAN 2007 WO 03/087888 PCT/ US03/ 10762 6 ragdpm 2007
(change occurri ng in a defined manner after actuation) or may be random

(change Cﬁ’ffﬂ%/ﬂ?lsésn a non-defined manner). Wen position Tmegggli]ﬁ? medi um

to cause a change at the bit Ievel, angoptically-changeab

mat eri al causing a random change nay be preferred for purposes of nDre
stringent encryption. 100029] In another enbodi nent of the present invention
there is provided a nethod for protecting the optical state change security

material fromu 0|n uni ed optical state change due anbi ent
condi ti ons’™ gd'i%%qe ’Br%aﬁfﬁ'ﬁgﬁm HAPE aqtiatiop), gr giay q‘%ﬂ'f"@ﬁfnaicg‘f"ﬁﬁt

shi el d t heoaptringdh a séredefinedanger)s Bt pésjtiondd @ théineditgm édies Lisigeantiebt, and
particul ar mat er.i that.interferes reacting wi.th the para of the
envi ronrrenltlé(’f’lhﬁlf @ t’gglb’f ‘fhg?ﬁeﬂyf’ S?\“&“BH@“?P%%’““@ RAYE™ ghsuge IBWE ﬁee eri al
i's a |ight phipbdeeof miaé siribgdnt éopptiomnt eracts with anbi ent i ght waves that
cause the optical state change security nmaterial to change state. For

exanpl e ul giol et por. f b ' fI rial be

used to pr ({/02% acti val%Ot o e%"%&g%g 0\%2@62@1.8&%{3{%%%0 e ls r@ %bael%ﬁ'ﬁ%ce

}[M' t [nhn t he pstdotng the eptiphl sttatte chapge sr:athrityl hstcrial';]fml ﬁnder'gmng agaamgmn@mpﬁcabstath nfra
o the t at n te c ei ng_added 1

| ayer that %iilegng%dé # %bge\ggr&}%hdxﬁs ?? §dm a8 35 e %r? q11 ere lscgﬁméled ma%e’&iﬁ%la urse,

the filter shiglg |ﬂmaaplt19a1 shmﬂhdngecsbcum}emmal dmtnethe Bmomyarttmm:ptmdaﬂy matededer of

the oPt{ 02 kuedalihn 1310800l 809 bl BOGKNRY oS RSN Ll BB BOSAL

i nvention there copy- TOR e hod
enpl oys m changepl Moﬁmﬁuan )‘,hetﬂmttnal s ariiﬁttﬁhbraﬁatqmnt mhtamdractewﬂhum“bmnt hghuwhvest hat

re-seek al nternal to drive func on.are u

exanpl e, t%’e 836'1 (T[T%gppt%a]a%éte ch&ﬂlgﬁaeg fer]fd ton‘%?”@? | # Y e’baénp %F Vl‘g?ét Osi t ed
at sel ect pnf&rddlabmmglortdleﬂedtmgmkuengs m@;nbermbd mqolmnt acﬁvahdsmbmbh wanes. d$13;h in a
manner t hat y first optical te of
The frat or ooy et SRR b sytefore b8t ey Moo it inplben Sl ey o
such addr espﬁcaﬂ'shﬂe clmnmﬂﬁeneal sgeh dsthhing addat e:renlaéqueﬂa}teh ¢hathis bpdicibvr tepitke a
re-read of the.trackin rol ins s.associ at ed i th .

mi cr o- depo&IE P %ﬁi‘ O?ti‘ca‘]tcﬁ‘c? ﬁwgrg? ﬂ?tftg eﬁg?ﬁéﬁ'gsgmaéB'Efrpr?vﬁmrfa&{ggti’qnﬁy theorlgtloct ed
such that irdadera€donpticabdtaté ehaagd. ows the true underlying data to be read, and
the material is further selected to be in its second state upon re-read,

the tracki Shos “”Ogn ?If?]oe xS 'bJ:d ! o?ﬁ%aa(ei&glg‘?ﬁebé{on%é g%{r:’&%déde&d pRbal 46

correct ad 0O rea erre
enbodi ment cofyeprotattion inzethod ghat employs micro-placement, that is placed at pit/land resolutmn such

that re-seek algorithms that are internal to drive function are used. For example, the optical state
change security material may be micro-deposited at select positions in the tracking control zones
of the optical disc in a manner that the tracking control is “fooled” by the first optical state of the
material to look at a “spoof address” for data that does not exist at such address. The re-seek
algorithms internal to the drive will cause a re-read of the tracking control insttuctjons associated
with micro-deposition. If the optical state change security material is selected such that its second
state allows the true underlying data to be read, and the material is further selected to be in its
second state upon re-read, the tracking control data will be read comectly directing read of the
correct address, and the content will be able to read. In a preferred embodiment the material is
placed at the subcode level in the lead-in zone thus affecting the table of contents, for example.

The material may be placed at the microlevel in the CRC field.

[00031] In one embodiment of the invention there is disclosed a method for fabricating an

optical medium readable by an optical reader, the method comprising the steps of: (a) molding a



placed at the subcode level in the |lead-in zone thus affecting the table of
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optical data storage medi um conmprisin series or mat‘l ons
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error, respectively, is detected in step (a) and valid data in step (b). The method may also

comprise the further step of: (d) prohibiting read of the series of bits represented by the optical

data structure, or portion thereof, if the optical storage medium is not authenticated at step (¢).

[00033] In yet another embodiment of the present invention, there is disclosed a method for
dissuading the illicit copying of data stored on an optical data storage medivm comprising a series
of optical deformations representative of data, the method comprising the steps of: (a) introducing
an uncorrectable or correctable error on the optical data storage medium at a mapped location; (b)
incorporating into the data stored on the optical data storage medium a program instruction set for
detecting the uncorrectable or correctable etror, as the case may be, at the mapped location and
for effecivating read of data siored on the optical data storage medium when the
uncorrectable/correctable error is determined to be present at the mapped location on the optical
data sforage medium. The uncorrectable/correctable error may be transient in nature. The
uncorrectable/correctable error méy be caused by deposition of an optical state change security

material, such as permanent or temporary optically-changeable security material.
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is an opt|@ﬁﬂheGP@&IW@SWWIBMW%X@W@GN&W% a first major surface

with information pits and information | ands thereon
[00036] And yet another embodiment of the present invention is an optical disc comprising:

a substrate having a first major surface with information pits and information lands thereon
readable by an optical reader and a second major surface that is relatively planar; an optical state
change security material applied in an annular ring positioned on the first major position atf a

position outside of the lead-in or lead-out portions of the disc.

[00037] And yet another embodiment of the present invention is an optical storage medium
comprising: a substraie having a first major surface with information pits and information lands
thereon readable by an optical reader and a second major surface that is relatively planar; an
optical state change security material applied at a position outside of the lead-in or lead-out
portions of the disc on the first major surface in a manner to form discernable words when the
optical state change security material is in its first optical state or its second optical state. The
optical state change security material may be opaque in its first optical state and translucent in its

second optical state, and vice-versa.



readabl e by an optical reader and a second major surface that is relatively
pl anar; an optical state change security material applied in an annu
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| ands thereon readable by an optical reader and a second major surface that
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a position outside of thegRggeinERcRIPTIOACORYHE BRAWIRRS of the disc on the
first major surface in a manner to rorm di scernabl e words when the optical
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iIIustrateﬁnmﬂendiﬁmmﬂdmt types of tracks that are conventionally found on
an optical disc; Fig. 1B (prior art) illustrates the different zones or
areas found on a DV@ Hﬂﬁ&f ak i ng
mat eri al s and deS|re gppro Jbts fﬁ d?%ﬁ@%gﬁ%%mm%§% erre F%g?&%tate
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materials; Fig. 4 ilpdiSs righ@ares (shilg tha¥RAIS dnd| s cARFOERE BRHBHAGMCT S
that represent preferred optical state change security materials; Fig. 5

i | 1 ust r at e85 EPRL e el EHBOUPHEINS i ncor porating an optical state
change security material in a human readabl e nessage applied al ong the
outer edge of an optFigap illisH@ies affiing materials and desired end-products that represent

preferred optical state change security materials;

Fig. 4 illustrates starting materials and desired end-products that represent

preferred optical state change security materials;

Fig. § illustrates a preferred disc embodiment incorporating an optical state change

security material in a human readable message applied along the outer edge of an optical disc; and

Fig. 6 illustrates a preferred disc embodiment incorporating an optical state change

security material in non-human readable form spin-coated on the disc.
DETAILED DESCRIPTION OF THE INVENTION

[00039] The present invention provides in one embodiment a copy-protected optical
medium comprising optical state change security materials, that does not require exacting micro-
deposition of optical state change security materials onto the disc and that reduces unintended
phase changes due to exposure to ambient light sources, In another embodiment it provides a
microdeposition technique which does not depend on encryption codes, or special hardware, to

cause re-sampling of the area on which the optical state change security material is located.
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Pl acenment ogtﬁptical state change security materials at the pit and | and

| evel is df? Tcult and requires exacting control. It has been di scovered

t hat such exacting m cro-pl acenent . ) . )
[00041] Placement of optical state change security materials at the pit and land level is

difficult and requires exacting control. It has been discovered that such exacting micro-placement
is not necessary for robust authentication of the optical disc in the employment of the methods
described in WO 02/03106, but rather that authenfication of the optical disc can be made as
robustly using macro depositions, that is placement of the compound in a manner without having
pit/land resolution, of the optical state change security materials placed either on the laser incident

surface or the pit-side of the optical disc using most optical drives.

[00042] Macro-depositions of optical state change security material can be integrated with
the optical medium in a manner to form “uncorrectable errors” that can be detected for example
by software designed to permit access to underlying content data only upon determination that the
macro deposition is present at a certain position on or in the disc. Preferably the optical state
change security material provides for a valid data state read in a first optical state, but an
uncorrectable read error in a second optical state, making it significantly more difficult for a
would-be copier of the disc to reproduce an operable disc by incorporating an uncorrectable error,

such as a physical deformation, into the disc. As wonld be understood by one of ordinary skill in
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manuf acture of the optical disc to further thwart woul d-be copiers. [000441
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are typica nufacture ow ng a nu ned ste
(fonnatted) such that data can be converted into a series of laser bursts by a ]aser which will be

C

directed onto a glass master platter. The glass master platter is conventionally coated with a
photoresist such that when the laser beam from the LBR (laser beam recorder) hits the glass
masier a portion of the photoresist coat is “burni” or exposed. After being exposed to the laser
beam, it is cured and the photoresist in the unexposed area rinsed off. The resulting glass master
is electroplated with a metal, typically Ag or Ni. The eleciroformed stamper medium thus formed
has physical features representing the data. When large numbers of optical media of the disc-type
are to be manufactured, the electroformed stamper medium is conventionally called a “father
disc”. The father disc is typically used to make a mirror image “mother disc,” which is used to
make a plurality of “children discs,” often referred to as “stampers” in the art. Stampers are used
to make production quantities of replica discs, each confaining the data and tracking information
that was recorded, on the glass master. If only a few discs are to be replicated (fewer than 10,000}
and time or costs are to be conserved, the original “father” disc might be used as the stamper in
the mould rather than creating an entire “stamper family” consisting of a “father”, “mother™ and

“children” stampers.
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format of tl{@@o&ﬁ oove?h@ﬂexpstépsdﬂeﬁmaﬁﬁghm& ﬁﬁmifébnh@@f SeBEbiAbRicEmddim is38 anper
y

as the cavi is fi and conpressed agai nst the stanper., After the part
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medi um of f of the starmper. "The ejected substrate is handed out by a
placed in a vacuum chamber w1th a metal target, and electrons are shot at the target, bouncing
individual molecules of the metal onto the medium, which attracts and holds them by static
electricity. The sputtered medium is then removed from the sputtering chamber and spin-coated
with a polymer, typically a UV-curable lacquer, over the metal to protect the metal layer from
wear and corrosion. Spin-coating occurs when the dispenser measures out a quantity of the
polymer onto the medium in the spin-coating chamber and the medium is spun rapidly to disperse

the polymer evenly over its entite surface.

[00049] After spin-coating, the lacquer (when lacquer is used as the coat) is cured by
exposing to UV radiation from a lamp, and the media are visually inspected for reflectivily using
a photodiode to ensure sufficient metal was deposited on the substrate in a sufficiently thick layer
so as to permit every bit of data to be read accurately. Read-only optical media that fail the visual
inspection are loaded onto a reject spindle and later discarded. Those that pass are generally taken
to another station for labeling or packaging. Some of the “passed” media may be spot-checked

with other testing equipment for quality assurance purposes.



robot armor gravity feed to the next station in the replication line, with
transport tine and distance between stations giving the substrate a c

to cool and harden. [00048] The next step after nolding in the manufact

of a read-on{y, ARklsg@! nediumis to apply a layer of reflective netal to
the data-bearing side of the substrate (the side with the grtVR#E"6? ands).
This is generally acconplished by a sputtering process, where the plastic
mediumis placed in a vacuum chanber with a nmetal target, and el ectrons are
shot at the target, bouncing individual nolecul es of the metal onto the
medi um  whi tra and ho sIhemb t at CII’IC Thes tered
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sufficient netal was deposited on the substrate in a sufficiently thick
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the material is far nore ficult to reverse engineer. Servo disturbances

due to the Heiadpy jor owréhoat%r AEY FPHaEelApd Srowide pR aew fop Fsting]ap gRywy gdjustment
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optical disc format. ical disc_ format covers nore than't

annul us of mpﬁgermg@@c@pﬁeefg@ﬁbe ataip pecorded. The control tracks, comprising the standard
format part (SFP) 4 and phase encoded part (PEP) 10, are used by the manufacturer to present
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certain basic information to describe the optical disc, including information that may relate to the
media reflectance, the format type (e.g., sample-servo vs. continuous/composite), whether the
media is erasable, how much readout power is permissible, and so on. User tracks 8 or recorded
tracks are flanked by manufaciurer tracks 6 available for the media manufacturer fo execute tests
(necessarily destructive for write-once medium) and fo record useful information specific to the
product. Each sectored track is assigned a number, which is noted in all its sector headers. A
lead-in region (not shown) of the disc about the central portion of the disc contains table of

contents data indicating position of data areas on the disc.

[00053] For further illustration, Fig. 1B illustrates the different zones or areas found on a
120 mm DVD read-only optical disc, with conventional representative locations of such areas
delineated thereon. Tt should also be noted that CD read-only optical discs are remarkably similar
to DVDs. All tracks are essentially identical in the sense that all are comprised of optical

deformations or marks at discrete locations in one or more layers of the medium. The tracking



content data is recorded. As seen in Fig. 1A tracks on a optical disc are
conventionally divided into a nunber of zones servicing different

functions. For exerrpl ar purposes only, Fig. A illustrates the di ffef'ean!AN 2007
types of tr on a 130 mmoptical disc providing f ording by a
user. The hgg@ ou?’Hzone 2 (also known as the |ead out zone%CTélFsﬁg #5 sed of
featurel ess grooves that allow for overshoot after a very rapid seek and
provi de an area for testing or servo adjustnment which is free of
interruptions, as well as serving as a coarse-tolerance lead-in for setup of
the nmastery kgt f of t S,
conprising t S@%Eéﬂgﬁl‘g&f@? ﬂé@;nzlirf%r @EB&‘%Z{ Sa(%ld ﬁﬁ%sdee}%ﬁ%oogﬂé&%g? ttB?@I(EP)

10, are uséslcltwhﬂﬂ@u’frﬁamﬁ acturer to present certain basic information to
describe the optical disc, including information that may relate to the

nedi a refl qedgaace, tltb‘forés&ﬁe[fﬁ& alsy QFFigeIﬂncluc&@@hﬁuﬁ:@J ¥, Qla¥iping area 3, guard area
conti nuous/corrp05|te) whether the “nmedia is erasable, how much Feadout
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shown) of the disc about the central portion of the disc cont arns table of
content s da%eapribﬁduﬂeeat phygicplo spanfigiation, d spaufagheing Jafopprdion send [ progremmaticor
further illighbaich @t & thd Borlidrk Pﬁ)tv{d@it §%atd MR VichiiRRSRly RGO dafl 288 found

on a 120 mm DVD read- onai; fllptl cal disc, wth conventi ona representative
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1B includes lead-in area 1, clanping area 3, guard area 5, burst cutting

area 7, datmogsspa 9 pf@sérdaﬁaﬁonﬁé ledd-6:8 réglon (@ﬁt}x&\/@ﬁt&dd@ﬁetémﬁ%esd&?@ iporgme of
ordinary skill 1n the art. Cuard area 1B.is used during nmastering
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adjustnments _prior to reading the djsc, and used to
Preferably, the macro-deposition should be placed outside any Jead-in and lead-out area, or placed

not to corrupt the same.

[00056] Macro-deposition may include applying the material in a spin coat, preferably at an
outside radius of the disc.
[00057] Pit side macro deposition is preferred as the optical state change security materials

may be deposited prior to lacquering to more adequately protect the materials for removal.

[00058] In order to pfotect such materials from unintended optical state changes due to
exposure to ambient environments, the optical disc preferably also incorporates a filter layer
protecting areas in which the optical state change socurity materials are deposited. Filter material
may also be included in the polycarbonate or other substrate comprising the bulk of the disc. For
example, ambient Yight filtering material may be used to protect against unintended activation of
the material from its first state o a second state. If applied to the pit side, the lacquer applied may

also comprise materials that protect the optical state change security materials by interfering with



descri be the physical configuration, manufacturing information, and
programmatic information supplied by the content provider. Data zone -9§ jAN 2007
contains any kind of user data. Lead out area 11 is conprised of fixed data

not typicall vailable to the end user but useful to maintg] [ ing in
t he event of%ﬁgggﬁ ot during a very rq?i d seek. Al areas %ﬁhﬁq%mﬁ%
read-only optical disc are candidates Tor the application of macro- or

m cro-deposition of the optical state change security nmaterials and the
associ at ed advant ages thereof, although any such advantages would not

ordinarily laﬁbieﬁug%h ¥ ERerSibRlitR! Bkt AdyScatdetthél 8RRGT #RE chihef sCARN SN,
guard area 5. [00055] Preservatjon of the |ead-out region (at "the outer
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may include applying the material 1n a spin coat, preferably at an outside

radi us of the djsc. 0057], Pi.t side macro deposition is preferred as the
optical st atl@og#)ange(rgﬁ gpfcel iateehangs sgruaity mafsralimaystskut appaps sugh thetp printed
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change security materials are deposited. Filter material nay also be
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agai nst unintended activation of the material fromits first state to a
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conprise materials that protect the optical state change security materials
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light or other conditjons that maoé cause t he g%tii cal state change security
C.
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used. The materials may bl ock waves outside that produced by the _reading
optical | asdRcomparaiing pRPpHpriale PRHcahsigte Shaags gyt materipl e exy pefdge dathito e

optical st atgdGhangRs 8 athbdrbf BREES hidthen require a period of quiescence of the disc before the

disc may be read again.

[00061] Optical state change security materials that may be used in the present inventions
include, without limitation, a material that in response to a signal from the optical reader changes
optical state so as to become more or less relflecﬁve, to cause a change in refractive index, to ernit
electromagnetic radiation, to cause a change in color of the material, to emit light, such as by (but
not limited to) fluorescence or chemiluminescence, or change the angle of any emitted wave from
the optically-changeable security material in comparison to the angle of the incident signal from
the optical reader. As most conventional optical readers use laser-incident light to read the optical
medium, it is preferred that the optically-changeable security material be responsive to one or
more of the conventional laser wavelengths used in such conventional optical readers, The
optical state change security material may be applied to the disc by methods known to those of
ordinary skill in the art, including, but not limited to, spin coating or photomasking,

[00062] Figs. 2, 3, and 4 illustrate starting materials (12, 14a - 14e, 162 ~ 16b respectively)
and desired end-products (18a - 18d, 20a - 20d, 22a - 22¢ respectively) that represent optical state



[ 00059] The optical state change security materials may start out opaque
such that a printed pattern that is human readable nmay be appli ed. UBD}WZUW
been determ ned that such pattern may consist of dots up to 600 in
dianeter wt Lsturbing servos. Preferably application_of the material
is uniform a‘ﬂﬁld%?sq#%gh conformality. The pattern nmay be bl ESTNEH Qi ng

pl ayback and becone invisible to the l'aser, permtting valid data to be
received. The witing nay nake the end user believe that the words

t hensel ves are inportant to the protection, nmuch as Mcrosoft's hol ographic
pit art, raghgt. t.hag tdARET r@’]ﬁ& f ' 0 of.ectho

nmet hod. [00060%e The gﬁ)?@gﬁm’st%% an%ggsg@g%l%%h‘%%%gi %Fmﬁ%y&’%\%%s c@lgﬁpri se
a material tagienisy denss optical sietedntysan e first ontical site and usaqendogptical efateAg aimanteh e
material s 1 B8t BERASLE 8 hd i - A beco | vat ed
by play i nnt&ﬁetaﬁr ?lve%%a% %ﬁ&gﬁgggg&ﬁggé\%@@&g%%& EMR%?:&%? %%arge'fh%g}sgn
appropr i at ewhge itheamatorialtie pasedgeisseonld be yndratendi gl ommef owinapyeskil in theridat a

ui oscenco. SPERRS g Sitife PrPURPR I Glyubd VR 1R URh b SieBuir B oo

state changmagssurity materials that may be used in the present inventions
include, without limtation, a material that in response to a signal from
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state between a first optical sate_and a second optical state in a nanner
read in the first optical state, but valid data in the second opfical state, with sofiware means,

preferably encrypted, being used to allow access to the content upon detection of the same (30).
The disc may also comprise a special ambient light filtering substrate that protects the printed

security compound from activation due to ambient light exposure (32).

[00065] The embodiment of Fig, ¢ incorporates the optical state change security material
into a spin coat zone located along an outer radii of the disc (34), preferably outside of the lead-
out zone. In a preferred embodiment the disc is molded and then metaltized to form a radius of
about 23 to a radius of about 55 mm (36) including zone 2 lead-in area. Between about 35 and
about 58 mmm there is deposited the optical state change security material in an annular spin coat
(34). A second metallization (38) of the entire disc is then performed to cover such anmular spin
coat. In the embodiment shown, the optical state change security material causes an uncorrectable
error to be read in the first optical state, but valid data in the second optical state, with software

means, preferably encrypted, being used to allow access to the content upon detection of the same



such that the change can be picked up by the optical reader upon re-read of
the area on the disc where the material is placed. As would be undersgggﬂzm?
by one of ordinary skill in the art, conpounds of simlar structure as
illustrated expected to behave optically in a si er.

[ 00063] FlggwegganQQG di scl ose two di sg enbodi nents |ncorggFg§?ﬁgﬁﬂﬂ

macr o- deposition of optical state change security nmaterials on optica

di scs for copy protection. [00064] The enbodi nent of Fig. 5 incorporates the
optical state change security material into a printed human readabl e
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(26). Between about 55 and about 58 nun there is deposited, for exanple,
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be read in @@gm;tate but not the other. In the enbodi mrent shown, the
optical state change security material causes an uncorrectable error to be
read in the first optical state, but valid data in the second optical state,
with sof t wal0808Rkans, Opgraiégne ph ey omtical edinm, mpwjalsg ops sentioledh upiagy thic &eseek t o
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special anbiént light filtering substraté that protects pri‘nted

security coﬁ%@hﬁﬂwﬂﬁéﬁfﬁ@?tF&ﬁméhmdh@“$$m&ﬁ@ﬁ@hﬂxﬁﬁgﬁ@ﬂé%bdwa@*PBEVﬁml

[ 00065) The giRdisgRial b?ihe'ﬁr& optival BROLAN Bitel {ohgolpé?ra"‘ﬁﬁl)f RIALL 15RA W

security material into a spin coat zone | ocated along an outer radii of the
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of the entire disc is then performed to cover such annular spin coat. In
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in the second optical state, software neans, preferably encrypted,
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those skilled in the art will readily appreciate that various changes and/or modifications can be

made to the invention without departing from the spirit or scope of the invention as defined by the

appended claims. All documents cited herein are incorporated in their entirety herein.



(40). The disc nmay al so conprise a special anbient light filtering substrate
that protects the printed security conpound fromactivation due to amﬁiﬁ'ﬁtm{ﬂ
| i ght exposure (42). [00066] Operation of tghe optical mnmedium may be
controlled by an authentication algorithm on the optical nediumor on a
conponent associated with the optical reader, or the optical reader itself.
The two optical states permt the design of a nore robust authentication
algorithmthan in the past. [00067] Operation of the optical nedi um may

al so be controlled using the re-seek algorithnms internal to the drive. For
exanpl e, CLAIMS optical state change security material is mcro-deposited
at select positions in the tracking control zones of the disc, the tracking
control Ydmtliviclpimedfissol ed” by the first optical state of the material to

| ook at a "spoof address" for data that does not exist at that address.
When such. err Armdtsoddiet &xbtiemtingraa-cpeedt neddyon iehtltite byndrespikl deadet Naiddnethed Wi |l |
cause the data s thored | the tracking control to be re-read. If the optical
state ch&MBRUF PEYS Ot erial is in its second state, and the second state
is selected ag) hﬁ[cﬁﬁ% PWikhe YO SeHI b 08 fistkahRjdr Quitkee Wl%ﬂfor&gﬁoxﬂﬁw Address
will be correct and the content on the discwill be able to be read. In a
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cl ai med pksaidifirsipmeget bythce of steady ithsétsi W@Old@fﬁwtrﬁf&%;ltlvmtemlm eeddabl e by an
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substrate so ve a Tifst nmjor sur

i nf or mat optical aﬂdshatrigersammmdteﬁalsepwmbﬂeajxmﬁe@ubf ace that isr eI at i veI y
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surface; c&rﬁ%nﬁvﬁ%"ﬂhé’?t’é%@f” optical state change security material capable of
converting st optical state to a second optical state upon

exposure to tfenickdieg a ofbstinie opts welave e ide maja stifecepotit ingymation pits and
information lands thereon and a second major surface that is relatively planar;

(b) applying a reflective material over the first major surface so as to cover a portion of
said first major surface but not all of said surface;

(c) applying an optical state change security material capable of converting from a first
optical state to a second optical state upon exposure to the laser of an optical reader to over the
first major surface of step (b); and

(d) applying a reflective material over said first major surface where said optical state
change security material is positioned in step (c).

3, The method according to claim 1 or 2 wherein the optical state change security material
is positioned and is of such character and quantity so as to produce an error in either its first or
second optical states.

4, The method according to claim 1 or 2, wherein the error is uncorrectable error.

5. The method according'to claim 1 or 2, wherein the error is a correctable error.



of said first major surface of step (b) that is devoid of the reflective
material; and (d) applying a reflective material over that portion of said
first major surface where said optical state change security nateriaLahﬁN2m7
positioned in step (c). 2. A nethod for faricating an optical nedium
readabl e by an optical reader, said nethod conprising the steps of: (a)

nol ding a substrate so as to have a first nmajor surface with information

pits and information |ands thereon and a second nmajor surface that is
relatively planar (b) applying a reflective material over the first najor

surface so as ortlgn OL fald flrs% éggr su face but not a

sai d surface; E’ Iaf/‘ioﬁ NG PNt £ el 2 Shgredn ed ARfEe %ﬁtﬁf’ rge SeRUEty mpted pabl e
of converting fron1a first optical state to a second optical state upon
exposur e it # tigallvaghapeebleascspy matarial baigmderggesy sansienechangg E’topﬁlﬁiﬂéﬁat% urf ace
of step (b); and (d) applying a reflective material over said first major
surface vher e Thaimgthoget@ading taatleim thedhgdiesae theiapylivative ol ke optcabp sigietcharged i n
step (c). 3. The nethod according to claiml| or 2 wherein the optical state
change seewutityt iyiatemilen si@p (c)iisbpgsn téwvingd and is of such character and
quantity so as to produce an error in either its first or second optical

states. 4. ThehoRkod 2868@hetd@aihD3 GhadeM shidirof is KTV HehhSHQT 61Qk | S
uncorrectable error. 5. The nethod according to claiml or 2, wherein the

error |swﬁtl cﬁ&%@%&@s&ﬁh mateai8JAN2007 6. The met hod accordlng to claim
ere optlc state change security material is an

opt cal 1, chaiigenll e SEEHhL Yo LBLES LALk\als AR G083,3 Lbanghent, change i n

optical state. Qecordi ng erein
appllcatlon of the tlcal ggate chan e securlty material in step (c) is by

spi n coatft ”a§°p? dﬁ?ﬂ%ﬁ CEBFEY Mg™F'8! cl ai m 3 wherein said error is
caused by dep05| tion of an optically-changeable security material. 9. The
met hod ad®@or diThgmMeBiod jaggard Be (thepig # Wagiel it Groriscaysaddydlengsidehels ti on of a
per manent optically-changeabl e security material. 10. The nethod according
to cl ai mi@npdheyephicalaidiargepble st@irigameigtalby deposition of a tenporary
optical l y-changeabl e security material. | | The nethod according to claim!|l
or 2 wherigi n tthemepiod cadordivg tauctuioo pr 2 sderdmteppticAlmedium comprises an optical

disk, said optical disk including an optical state change security material placed in the tracking
control region of said disk.

12.  The method according to claim 1 or 2 wherein said optical state change security material
is placed in a subcode in a lead-in section of the optical disc.
13.  The method according to claim 1 or 2 wherein said optical state change security material
is placed in a CRC field.
14, An optical disk comprising:

a substrate having one or more information pits and lands thereon readable as digital data
bits by an optical reader;

an optical state change security méterial positioned over, under, in, or on one or more
information pits and lands; and

a material capable of interacting with ambient light waves that could effectuate a change

in the optical state of said optical state change security material, said material capable of



di sk, said optical disk including an optical state change security materi al
pl aced in the tracking control region of said disk. 12. The net hod
according to claiml or 2 wherein said optical state change security
material is placed in a subcode in a |leadn section of the optical d]%éANZMW
13. The method according to claim1 or 2 wherein said optical state change
security material 1is placed in a CRC field. 14. An optical disk conprising:
a substrate having one or nore information pits and | ands thereon readable
as digital data bits by an optical reader; an optical state change security
mat eri al . positioned over, under, in, or,on one or nore information pits and
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could effectuate a change in the optical state of said optical state change
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wi th anbient |ight being positioned in or on said substrate so as to shield
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effectuate a change in the optical state of said optical state change
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capable of interacting with anbient |ight waves is |located within said
substr at gghhBaved RGoQRI Cittin Higkuifra@! @l m 14 wherein said material capable of
interacting with anbient 1ight waves is located in a layer lying supra to

14 wherein sai erla I nterac waves is
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wherein said optical state change security material is optically changeable
security !fat edpgpptical disk of claim 14 Wherein said material capable of interacting with ambient
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light waves is located in a layer lying infra to said optical state change security material.

18.  The method according to anyone of the claims 1, 2 or 14 wherein said optical state

change security material is optically changeable security material,



