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MOBILE DATA MAPPING SYSTEM AND METHOD 

CROSS-REFERENCES TO RELATED APPLICATIONS 

[0001] 	This application claims the benefit of U.S. Provisional Application No. 

61/512,649, filed July 28, 2011, entitled "FRAUD AND MAPPING," which is herein 

incorporated by reference in its entirety for all purposes. 

BACKGROUND 

[0002] 	Mobile merchants are an increasingly prevalent phenomenon. Many 

traditional merchants (e.g., restaurants, grocery stores, department stores, and the like) 

are opting to sell goods and services at locations other than their usual place of 

business. For example, many restaurant owners now operate food trucks in addition to 

their stationary dining venues. Food trucks are often more cost-effective than 

restaurants, and the ability to reach customers in numerous locations can provide 

owners with substantial financial benefit. 

[0003] 	Mobile merchants typically "set up shop" at different locations on a day-to-

day basis. Consequently, mobile merchants may want to be aware of the specific 

geographic locations and times of day associated with the greatest revenue potential. 

Further, mobile merchants may want to be aware of the specific locations associated 

with a high rate of fraudulent transactions so that such locations can be avoided. 

[0004] 	Traditionally, mobile merchants have relied on personal experience to 

determine when and where to conduct transactions. Such information, however, may 

be limited to those locations at which the mobile merchant has previously set up shop. 

Moreover, mobile merchants may be unwilling to conduct transactions at unfamiliar 

locations out of concern for fraud. As such, mobile merchants may be unaware of 

profitable opportunities at unfamiliar geographic locations. 

[0005] 	Moreover, existing computational solutions to the problem of determining 

transaction volume and fraud statistics for mobile merchants are inefficient, memory-

intensive, and unreliable. For example, mobile merchants can maintain electronic 

1 

WO 2013/016732 PCT/US2012/048868 

MOBILE DATA MAPPING SYSTEM AND METHOD 

CROSS-REFERENCES TO RELATED APPLICATIONS 

[0001] This application claims the benefit of U.S. Provisional Application No. 

61/512,649, filed July 28, 2011, entitled "FRAUD AND MAPPING," which is herein 

incorporated by reference in its entirety for all purposes. 

BACKGROUND 
[0002] Mobile merchants are an increasingly prevalent phenomenon. Many 

traditional merchants (e.g., restaurants, grocery stores, department stores, and the like) 

are opting to sell goods and services at locations other than their usual place of 

business. For example, many restaurant owners now operate food trucks in addition to 

their stationary dining venues. Food trucks are often more cost-effective than 

restaurants, and the ability to reach customers in numerous locations can provide 

owners with substantial financial benefit. 

[0003] Mobile merchants typically "set up shop" at different locations on a day-to-

day basis. Consequently, mobile merchants may want to be aware of the specific 

geographic locations and times of day associated with the greatest revenue potential. 

Further, mobile merchants may want to be aware of the specific locations associated 

with a high rate of fraudulent transactions so that such locations can be avoided. 

[0004] Traditionally, mobile merchants have relied on personal experience to 

determine when and where to conduct transactions. Such information, however, may 

be limited to those locations at which the mobile merchant has previously set up shop. 

Moreover, mobile merchants may be unwilling to conduct transactions at unfamiliar 

locations out of concern for fraud. As such, mobile merchants may be unaware of 

profitable opportunities at unfamiliar geographic locations. 

[0005] Moreover, existing computational solutions to the problem of determining 

transaction volume and fraud statistics for mobile merchants are inefficient, memory-

intensive, and unreliable. For example, mobile merchants can maintain electronic 

1 



WO 2013/016732 
	

PCT/US2012/048868 

records of their transactions that may be provided by the mobile merchant to a third 

party data analyst. To produce meaningful transaction volume and fraud statistics, 

however, electronic transaction records for many mobile merchants that conduct 

transactions at many locations must be aggregated. Consequently, such electronic 

transaction records may potentially be received from mobile merchants in disparate 

data formats. Thus, before analysis can begin, the electronic records must typically be 

normalized which can be a time-consuming and memory-intensive process. Moreover, 

since the accuracy of the resulting statistics is highly dependent on the volume of 

transaction data analyzed, the produced volume and fraud statistics may not accurately 

reflect the most desirable (or undesirable) geographic locations and times of day. 

[0006] 	Embodiments of the invention address the above problems, and other 

problems, individually and collectively. 

SUMMARY 

[0007] 	Embodiments of the invention are related to systems and methods for 

analyzing transaction data for mobile merchant transactions, and generating a message 

based on the analysis. 

[0008] 	One embodiment of the invention is directed to a method comprising 

electronically receiving transaction data for one or more transactions conducted at one 

or more mobile merchants, the transaction data including a location for each of the one 

or more transactions. The transaction data is analyzed by a server computer which 

generates a message based on the analysis, the message being electronically 

transmitted to a client device. 

[0009] 	Another embodiment of the invention is directed to a server computer 

comprising a processor and a computer readable medium coupled to the processor. 

The computer readable medium comprises code executable by a processor for 

implementing a method comprising electronically receiving transaction data for one or 

more transactions conducted at one or more mobile merchants, the transaction data 

including a location for each of the one or more transactions. The transaction data is 

analyzed, and a message is generated based on the analysis, the message being 

electronically transmitted to a client device. 
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[0010] 	Another embodiment of the invention is directed to a method comprising 

electronically transmitting transaction data for one or more transactions conducted at 

one or more mobile merchants to a server computer associated with a payment 

processing network, the transaction data identifying a location for each of the one or 

more transactions. The server computer analyzes the transaction data for the 

transaction and generates a message based on the analysis. The message is 

electronically received at a client device. 

[0011] 	These and other embodiments of the invention are described in further 

detail below with reference to the Figures and the Detailed Description. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] 	FIG. 1 shows a block diagram of a payment processing system according 

to an embodiment of the invention. 

[0013] 	FIG. 2 shows a block diagram of a payment processing system according 

to an embodiment of the invention. 

[0014] 	FIG. 3 shows an enrollment data table according to an embodiment of the 

invention. 

[0015] 	FIG. 4 shows a transaction data table according to an embodiment of the 

invention. 

[0016] 	FIG. 5 shows a transaction volume by location report according to an 

embodiment of the invention. 

[0017] 	FIG. 6 shows a transaction volume by time report according to an 

embodiment of the invention. 

[0018] 	FIG. 7 shows a fraud rate by location report according to an embodiment 

of the present invention. 

[0019] 	FIG. 8 shows a fraud rate by time report according to an embodiment of 

the invention. 

[0020] 	FIG. 9 shows a fraud alert message according to an embodiment of the 

invention. 
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[0021] 	FIG. 10 illustrates a flow diagram showing a method for analyzing 

transaction data for mobile merchant transactions, and generating a message based on 

the analysis according to an embodiment of the invention. 

[0022] 	FIG. 11 illustrates a flow diagram showing a method for analyzing 

transaction date for mobile merchant transactions, and generating a fraud alert 

message based on the analysis according to an embodiment of the invention. 

[0023] 	FIGS. 12A-12B show block diagrams of exemplary portable consumer 

devices according to embodiments of the invention. 

[0024] 	FIG. 13 shows a block diagram of an exemplary access device according 

to an embodiment of the invention. 

[0025] 	FIG. 14 shows a block diagram of a computer apparatus according to an 

embodiment of the invention. 

DETAILED DESCRIPTION 

[0026] 	Prior to discussing embodiments of the invention, a further description of 

some terms may be helpful in understanding embodiments of the invention. 

[0027] 	As used herein, a "mobile merchant" may include an entity that can sell 

goods and/or services, and that can engage in transactions at different locations. For 

example, exemplary mobile merchants can include mobile food service providers (e.g., 

food trucks, food delivery, etc.), door-to-door salesmen, flea market vendors, home 

service providers (e.g., electricians, carpenters, floor installers, plumbers, gardeners, 

housekeepers, handymen, etc.), transportation service providers (e.g., taxis, limousines, 

tow trucks), and any mobile merchants that can engage in transactions at different 

locations. 

[0028] 	As used herein, a "transaction" may refer to an exchange or transfer of 

goods, services, and/or funds. For example, a transaction may be an exchange 

between a consumer and a merchant (e.g., a mobile merchant) involving the 

consumer's purchase of goods and/or services from the merchant. 

[0029] 	As used herein, "transaction data" may be data related to one or more 

transactions as defined above. For example, transaction data can be contained in data 
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messages associated with the processing of an electronic transaction such as an 

authorization request message, an authorization response message, a clearing 

message, a settlement message, a chargeback message, or any other suitable 

electronic message associated with the processing of an electronic transaction. For a 

given electronic transaction, the corresponding transaction data can include a mobile 

merchant identifier (e.g., MVV, DBA, access device identifier, etc.), date, time, location 

of the transaction (e.g., GPS coordinates, address, intersection, monument, landmark, 

etc.), authorization amount (e.g., the transaction amount submitted for authorization), 

authorization category (e.g., approved, declined, chargeback, etc.), and other 

information. Transaction data can also include a unique transaction identifier, 

transaction class (e.g., credit, debit, prepaid, etc.), acquirer identifier, acquirer processor 

identifier, issuer identifier (e.g., BIN, etc.), issuer processor identifier, one or more error 

codes, cardholder or account holder information (e.g., name, date of birth, address, 

phone number, etc.), card verification value (CVV), expiration date, loyalty account 

information, and other information associated with the transaction. 

[0030] 	In embodiments of the invention, transaction data may also identify a 

transaction as fraudulent. As used herein, a "fraudulent" transaction may refer to a 

transaction conducted on an account wherein the holder of the account did not give 

consent or proper authorization. For example, a "fraudulent transaction" may occur if 

one attempts to use a stolen account number to conduct a transaction. 

[0031] 	As used herein, "transaction volume" may refer to a metric describing the 

volume of transactions at a selected location and/or time of day. For example, 

transaction volume can include a transaction count (e.g., a number of transactions), a 

sales volume (e.g., a revenue amount), a mobile merchant count (e.g., a number of 

mobile merchants), and any other suitable metric for a selected location and/or time of 

day. 

[0032] 	As used herein, a "message" may refer to a report, alert, or any other 

electronic communication. In embodiments of the invention, messages can be 

transmitted in the form of an e-mail, SMS message, instant message, page, telephone 

call, or any other suitable form of electronic communication. 
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[0033] 	As used herein, a "client device" can include an electronic device capable 

of electronically receiving messages such as a computer (e.g., a desktop computer, 

laptop computer, tablet computer, etc.), a cellular or wireless phones (e.g., a smart 

phone), a personal digital assistant (PDA), a pager, or any other suitable electronic 

device. 

[0034] 	As used herein, an "acquirer' may be a business entity (e.g., a commercial 

bank) that has a business relationship with a particular mobile merchant or other entity. 

As used herein, an "issuer" may be a business entity (e.g., a bank) that maintains 

financial accounts for consumers such as individuals, businesses, and other entities, 

and that may issue portable consumer devices such as credit and debit cards to 

consumers. Some entities may perform both issuer and acquirer functions. 

Embodiments of the invention encompass such single entity issuer-acquirers. 

[0035] 	As used herein, a "payment processing network" may include data 

processing subsystems, networks, and operations used to support and deliver 

authorization services, exception file services, and clearing and settlement services. An 

exemplary payment processing network may include VisaNetTM. Payment processing 

networks such as VisaNetTM  are able to process credit card transactions, debit card 

transaction, and other types of commercial transactions. VisaNetTM, in particular, 

includes a VIP system (Visa Integrated Payments system) which processes 

authorization requests and a Base II system which performs clearing and settlement 

services. 

[0036] 	As used herein, an "authorization request message" may refer to a data 

message, or sequence of data messages, that requests an issuer of a payment account 

to authorize a transaction. An authorization request message according to an 

embodiment of the invention may comply with ISO (International Organization for 

Standardization) 8583, which is a standard for systems that exchange electronic 

transactions made by cardholders using payment cards. An authorization request 

message according to other embodiments may comply with other suitable standards. 

[0037] 	As used herein, an "authorization response message" may refer to a data 

message, or sequence of data messages, that responds to a merchant's and/or 

acquirer's request to authorize a transaction. An authorization response message 
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according to an embodiment of the invention may comply with ISO 8583, which, as 

described above, is a standard for systems that exchange electronic transactions made 

by cardholders using payment cards. An authorization response message according to 

other embodiments may comply with other suitable standards. 

[0038] 	As used herein, a "clearing message" may refer to a data message, or 

sequence of data messages, used to exchange financial details between an acquirer 

and an issuer to facilitate posting to a consumer's account and reconciliation of the 

consumer's settlement position, the posting and reconciliation being associated with 

one or more transactions. 

[0039] 	As used herein, a "settlement message" may refer to a data message, or 

sequence of data messages, used to transfer funds between an acquirer and an issuer, 

the funds being associated with one or more transactions. 

[0040] 	As used herein, a "chargeback message" may refer to a data message, or 

sequence of data messages, used to return funds to an account holder, the funds being 

associated with one or more transactions. For example, a chargeback can be initiated 

by an issuer of the account, and may involve a reversal of a prior outbound transfer of 

funds from the account (e.g., a bank account, line of credit, credit card, debit card, 

prepaid card, etc.). A chargeback message can include one or more codes identifying 

the reasons for the reversal, such reasons including technical reasons (e.g., expired 

authorization, non-sufficient funds, bank processing error, etc.), clerical reasons (e.g., 

duplicate billing, incorrect amount billed, refund never issues, etc.), quality reasons 

(e.g., account holder claims to have never received goods or services as promised at 

the time of purchase), fraud reasons (e.g., the account holder claims they did not 

authorize the purchase and/or that they are the victim of identify theft), and other 

reasons. 

[0041] 	As used herein, a "server computer" may include a powerful computer or 

cluster of computers. For example, the server computer can be a large mainframe, a 

minicomputer cluster, or a group of servers functioning as a unit. In one example, the 

server computer may be a database server coupled to a Web server. The server 

computer may be coupled to one or more databases and may include any hardware, 

software, other logic, or combination of the preceding for servicing the requests from 
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one or more client computers. The server computer may comprise one or more 

computational apparatuses and may use any of a variety of computing structures, 

arrangements, and compilations for servicing the requests from one or more client 

computers. 

[0042] 	Embodiments of the invention are related to systems and methods for 

analyzing transaction data for mobile merchant transactions, and generating a message 

based on the analysis for transmission to a mobile merchant. As described herein, 

transaction data for one or more transactions conducted at one or more mobile 

merchants can be received. The received transaction data can identify a location for 

each of the transactions, and can be stored and analyzed by a server computer. The 

server computer can generate a message based on the analysis, and can electronically 

transmit the message to a client device. 

[0043] 	To illustrate, when a user makes a purchase at a mobile merchant (e.g., a 

food truck) using a portable consumer device (e.g., a credit card, debit card, etc.), the 

mobile merchant or user may swipe or scan the device at an access device of the 

mobile merchant such as a mobile POS terminal. 	The terminal may then generate and 

transmit an authorization request message to the mobile merchant's acquirer. If the 

mobile POS terminal is capable of determining its geographic location (e.g., utilizing a 

global positioning system (GPS)), the generated authorization request message can 

include the location of the terminal which corresponds to the location of the mobile 

merchant at the time of the transaction. The authorization request message can also 

include the date and time of the transaction, an authorization amount (e.g., the amount 

of the transaction), and other transaction data. For example, the authorization request 

message may indicate that the transaction occurred at Civic Center Plaza in San 

Francisco, CA on May 15, 2012 at 11:30 A.M., and that the authorization amount is 

$10.00. Upon receipt, the mobile merchant's acquirer can transmit the authorization 

request message to a payment processing network for forwarding to an issuer of the 

account associated with the consumer's device. The issuer may then perform a number 

of authorization, authentication, and fraud detection steps to make a decision regarding 

whether the transaction is to be approved. If the transaction is approved, the issuer can 

generate and transmit an authorization response message back to the payment 

processing network for forwarding to the mobile merchant's acquirer. 
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[0044] 	The payment processing network may store a record of the approved 

transaction in a database, the record including the date, time, and geographic location 

of the transaction. For example, the stored record may indicate that the authorization 

amount of $10.00 was approved by the issuer, and that the transaction occurred at Civic 

Center Plaza in San Francisco, CA on May 15, 2012 at 11:30 A.M. This process may 

be repeated for many transactions conducted at various mobile merchants. Thus, the 

database may aggregate time and location data for many transactions conducted at 

many geographic locations and times of day. Periodically, the payment processing 

network may analyze the stored transaction data and may generate various transaction 

volume reports. For example, a mobile merchant can request that the payment 

processing network provide a report on a daily basis, the report indicating the 

geographic locations and/or times of day associated with the highest sales volume. The 

report can be provided as an e-mail message, for example, and each day the mobile 

merchant can receive and review the report using their client device (e.g., a 

smartphone, computer, etc.) to determine where and when to "set up shop" in order to 

maximize revenue. 

[0045] 	As another illustration, referring back to the above transaction, the user 

may later report to the issuer that the transaction was fraudulent. To reverse the 

fraudulent transaction, the issuer may generate and transmit a chargeback message to 

the payment processing network. The payment processing network may forward the 

chargeback message to the mobile merchant's acquirer to reverse the transaction, and 

may update the transaction record stored in the database to reflect that the previously 

approved transaction was in fact fraudulent. Thus, the database may store time, 

location, and fraud data for many transactions conducted at many mobile merchants. 

Periodically, the payment processing network may analyze the stored transaction data 

and may generate various fraud reports. For example, a mobile merchant can request 

that the payment processing network provide a report on a daily basis including the 

geographic locations and/or times of day associated with the highest fraud rate. The 

report can be provided as an e-mail message, for example, and each day the mobile 

merchant can receive and review the report using their client device and determine the 

geographic locations and/or times of day to avoid in order to reduce the financial losses 

associated with fraudulent transactions. 
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[0046] 	As another illustration, a mobile merchant may instruct the payment 

processing network to provide a fraud alert message if the mobile merchant is 

conducting transactions at a geographic location associated with a high risk of fraud. 

As described above, the payment processing network can periodically analyze 

transaction data to determine fraud rates for various locations. If the mobile merchant 

conducts a transaction at a location associated with a high fraud rate, an authorization 

request message for the transaction may be transmitted to the payment processing 

network, the authorization request message including the mobile merchant's location. 

Based on the authorization request message, the payment processing network can 

determine the mobile merchant's location. A fraud alert message may be generated as 

an SMS message, for example, and can be transmitted to the mobile merchant's client 

device (e.g., mobile phone, smartphone, etc.). Upon receipt of the fraud alert message, 

the mobile merchant can leave the location to conduct transactions elsewhere. 

[0047] 	I. 	EXEMPLARY SYSTEMS 

[0048] 	FIG. 1 shows a block diagram of a payment processing system 100 that 

may be used in an embodiment of the invention. System 100 may include a plurality of 

users 102(a)-(c), portable consumer devices 104(a)-(c), mobile merchants 106(a)-(c), 

mobile access devices 108(a)-(c), acquirer computers 110(a)-(c), issuer computers 

114(a)-(c), and a payment processing network 112. As shown in FIG. 1, a first user 

102(a), a first portable consumer device 104(a), a first mobile merchant 106(a), and a 

first mobile access device 108(a) can be located at a first location 116(a). A second 

user 102(b), a second portable consumer device 104(b), a second mobile merchant 

106(b), and a second mobile access device 108(b) can be located at a second location 

116(b). A third user 102(c), a third portable consumer device 104(c), a third mobile 

merchant 106(c), and a third mobile access device 108(c) can be located at a third 

location 116(c). 

[0049] 	The plurality of users 102(a)-(c) may each be an individual, or an 

organization such as a business that is capable of purchasing goods or services. The 

plurality of users 102(a)-(c) may also each be a merchant, an employee of the 

merchant, or any other individual who has access to one of the plurality of portable 

consumer devices 104(a)-(c). 
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[0050] 	The plurality of portable consumer devices 104(a)-(c) may be in any 

suitable form. For example, suitable portable consumer devices may be hand-held and 

compact so that it can fit into a user's wallet and/or pocket (e.g., pocket-sized). The 

plurality of portable consumer devices 104(a)-(c) may each include a processor, and 

memory, input devices, and output devices, operatively coupled to the processor. 

Specific examples of portable consumer devices may include cellular or wireless 

phones, personal digital assistants (PDAs), pagers, portable computers, smart cards, 

and the like. One or more of the plurality of portable consumer devices 104(a)-(c) may 

be a debit device (e.g., a debit card), credit device (e.g., a credit card), or stored value 

device (e.g., a pre-paid or stored value card). 

[0051] 	The plurality of mobile merchants 106(a)-(c) may be entities that can sell 

goods and/or services, and that can engage in transactions at different locations. The 

plurality of mobile merchants 106(a)-(c) may each be associated with one of the 

plurality of mobile access devices 108(a)-(c) which may be in any suitable form. 

[0052] 	Exemplary mobile access devices can include mobile point of sale (POS) 

devices, cellular phones (e.g., smart phones), PDAs, personal computers (PCs), tablet 

PCs, handheld specialized readers, set-top boxes, electronic cash registers, ATMs, 

virtual cash registers, kiosks, security systems, access systems, and the like. 	If a 

mobile access device is a mobile POS terminal, any suitable POS terminal may be used 

including card or phone readers. The card or phone readers may include any suitable 

contact or contactless mode of operation. For example, exemplary readers can include 

RF (radio frequency) antennas, magnetic stripe readers, etc. to interact with the plurality 

of portable consumer devices 104(a)-(c). 

[0053] 	FIG. 13 shows a block diagram of an exemplary mobile access device 

1302 according to an embodiment of the invention. One or more of the plurality of 

mobile access devices 108(a)-(c) shown in FIGS. 1 and 2 may incorporate some or all 

of the components and functionalities of mobile access device 1302 as described 

below. 

[0054] 	As shown in FIG. 13, the access device 1302 may comprise a processor 

1302(a). It may also comprise a computer readable medium 1302(b), a card reader 

1302(c), a memory 1302(d), a network interface 1302(e), an output device 1302(f), a 
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location module 1302(g), and a messaging module 1302(h), all operatively coupled to 

the processor 1302(a). A housing may house one or more of these components. 

Suitable output devices 1302(f) may include displays and audio output devices. 

Exemplary computer readable media 1302(b) may include one or more memory chips, 

disk drives, etc. 	The card reader 1302(c) of access device 1302 may include one or 

more radio frequency (RF) antennas, magnetic stripe readers, etc., that can interact 

with one or more of the plurality of portable consumer devices 104(a)-(c). 

[0055] 	Messaging module 1302(h) may be configured to generate authorization 

response messages and/or to receive authorization response messages. Network 

interface 1302(e) may be configured to cooperate with messaging module 1302(h) to 

facilitate the exchange of authorization messages with acquirers, issuers, processors, 

payment processing networks, and/or other payment processing entities. 

[0056] 	As described above, mobile access device 1302 can include location 

module 1302(g). In some embodiments, location module 1302(g) may include software 

and/or hardware for determining a geographic location of mobile access device 1302. 

For example, location module 1302(g) may utilize a Global Positioning System (GPS), 

cellular phone tower triangulation data, cellular phone tower signal strength data, 

wireless access point location data, an Internet Protocol (IP) address, or any other 

suitable means for determining a geographic location of mobile access device 1302. 

[0057] 	In some embodiments, location module 1302(g) may cooperate with 

messaging module 1302(h) to generate authorization request messages including the 

geographic location of mobile access device 1302 at the time of transaction. For 

example, location module 1302(g) may determine the geographic location of mobile 

access device 1302, and transmit the location to messaging module 1302(h) for 

insertion into an authorization request message. In some embodiments, messaging 

module 1302(h) may generate an authorization request message including a location 

field, and insert the geographic location of mobile access device 1302 as a data 

element into the location field. The geographic location may be inserted, for example, 

as GPS coordinates and/or an address, intersection, intersection, monument, landmark, 

town, city, state, etc. In some embodiments, messaging module 1302(h) can insert the 

geographic location of mobile access device 1302 into an ISO 8583 message 
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[0058] 	Returning to FIG. 1, in a purchase transaction, the first user 102(a), for 

example, may purchase goods or services at the first mobile merchant 106(a), at the 

first location 116(a), using the first portable consumer device 104(a) which may include 

a credit card, debit card, prepaid card, etc. The first portable consumer device 104(a) 

may interact with the first mobile access device 108(a) which may include a mobile POS 

terminal at the first mobile merchant 106(a). For example, the first user 102(a) may 

take a debit card and swipe it though an appropriate slot in the POS terminal. 

[0059] 	Alternatively, the POS terminal may be a contactless reader, and the first 

portable consumer device 104(a) may be a contactless device such as a contactless 

card or phone. For example, the first user 102(a) may take a contactless card or a 

phone and pass it in front of the contactless reader to transmit financial information 

stored on the device. 

[0060] 	An authorization request message may be generated by the first mobile 

access device 108(a) including the geographic location of the first mobile access device 

106(a) (and hence the location of the first mobile merchant 106(a)), and other 

transaction data (e.g., the transaction date, time, authorization amount, etc.). The 

authorization request message may be transmitted by the first mobile access device 

108(a) to the first acquirer computer 110(a). After receiving the authorization request 

message, the first acquirer computer 110(a) may then transmit the authorization request 

message to the payment processing network 112. The payment processing network 

112 may then either reject the authorization request message and cancel the 

transaction, or accept the authorization request message and forward it to the first 

issuer computer 114(a) associated with the first portable consumer device 104(a). 

[0061] 	After receiving the authorization request message, the first issuer 

computer 114(a) may perform a number of authorization, authentication, and fraud 

detection processes in order to make an authorization decision. The first issuer 

computer 114(a) may then generate and send an authorization response message to 

the payment processing network 112 indicating whether the transaction is approved. 

The payment processing network 112 may transmit the authorization response 
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message to the first acquirer computer 110(a) which may then transmit the authorization 

response message back to the first mobile access device 108(a). 

[0062] 	Upon receipt of the authorization response message, the first mobile 

access device 108(a) may provide the authorization response message to the first user 

102(a) on a display or printed out on a receipt. 

[0063] 	At the end of the day, a normal clearing and settlement process may be 

conducted by the payment processing network 112 in cooperation with the first issuer 

computer 114(a) and the first acquirer computer 110(a). A clearing process can be a 

process of exchanging financial details between an acquirer and an issuer to facilitate 

posting to a consumer's account and reconciliation of the consumer's settlement 

position. A settlement process can be a process of transferring funds between an 

acquirer and issuer. 	In some embodiments, authorization and settlement can occur 

simultaneously. 

[0064] 	As described herein, the payment processing network 112 can store a 

record of the transaction including transaction data contained in the authorization 

request and response messages. The transaction data can include, for example, the 

time, date, location, and authorized amount for the transaction. The above electronic 

transaction can be repeated for a plurality of transactions conducted at the plurality of 

mobile merchants 106(a)-(c), and at the plurality of locations 116(a)-(c). Thus, the 

payment processing network 112 can store transaction data for a plurality of 

transactions involving the plurality of users 102(a)-(c), portable consumer devices 

104(a)-(c), mobile merchants 106(a)-(c), mobile access devices 108(a)-(c), acquirer 

computers 110(a)-(c), issuer computers 114(a)-(c), and at the plurality of locations 

116(a)-(c). The components and functionalities of the payment processing network 112 

according to various embodiments of the invention are described in further detail below. 

[0065] 	FIG. 2 shows a block diagram of a payment processing system 200 

according to an embodiment of the invention. For simplicity of discussion, only one of 

each component is shown for several of the components. It is to be understood, 

however, that embodiments of the invention may include more than one of each 

component. In addition, some embodiments of the invention may include fewer than all 

of the components shown in FIG. 2. The various modules and databases in FIG. 2 may 
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each be located within the payment processing network 112, outside the payment 

processing network 112, and/or distributed at different locations. 	Further, the 

components in FIG. 2 may communicate via any suitable communication medium such 

as the Internet using any suitable communication protocol. 

[0066] 	System 200 may include the plurality of mobile merchants 106(a)-(c) and 

the plurality of mobile access devices 108(a)-(c) located at the plurality of locations 

116(a)-(c). The plurality of users 102(a)-(c) shown in FIG. 1 may purchase goods or 

services at the plurality of mobile merchants 106(a)-(c) using the plurality of portable 

consumer devices 104(a)-(c). The plurality of acquirer computers 110(a)-(b) may 

communicate with the payment processing network 112 which may be in 

communication with the plurality of issuer computer 114(a)-(c) associated with the 

issuers of the plurality of portable consumer devices 104(a)-(c). System 200 may also 

include one or more acquirer processor computers and issuer processor computers (not 

shown) associated with one or more acquirer processors issuer processors, 

respectively. Further, one or more of the plurality of mobile merchants 106(a)-(c) can 

operate a client device. For example, as shown in FIG. 2, the first mobile merchant 

106(a) may operate client device 216 such as a computer (e.g., a desktop computer, 

laptop computer, tablet computer, etc.), a cellular or wireless phones (e.g., a smart 

phone), a personal digital assistant (PDA), a pager, or any other suitable electronic 

device . In some embodiments, a client device may also perform the functions of a 

mobile access device. For example, the first mobile access device 108(a) and the client 

device 216 can be a single device. 

[0067] 	As shown in FIG. 2, the payment processing network 112 may include a 

server computer 202 comprising an authorization module 204, an analytics module 206, 

and a report/alert generation module 208. The various modules may be embodied by 

computer code residing on a computer readable medium. The server computer 202 

may be in communication with the plurality of issuer computers 114(a)-(c) and acquirer 

computers 110(a)-(c) by one or more communication channels. For example, 

authorization, clearing, settlement, and chargeback messages may be exchanged via 

any suitable communication medium such as the Internet using any suitable 

communication protocol. In some embodiments of the invention, an alternative 

communication channel 214 may be used to transmit messages (e.g., reports and/or 
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each be located within the payment processing network 112, outside the payment 

processing network 112, and/or distributed at different locations. Further, the 

components in FIG. 2 may communicate via any suitable communication medium such 

as the Internet using any suitable communication protocol. 

[0066] System 200 may include the plurality of mobile merchants 106(a)-(c) and 

the plurality of mobile access devices 108(a)-(c) located at the plurality of locations 

116(a)-(c). The plurality of users 102(a)-(c) shown in FIG. 1 may purchase goods or 

services at the plurality of mobile merchants 106(a)-(c) using the plurality of portable 

consumer devices 104(a)-(c). The plurality of acquirer computers 110{a)-(b) may 

communicate with the payment processing network 112 which may be in 

communication with the plurality of issuer computer 114(a)-(c) associated with the 

issuers of the plurality of portable consumer devices 104(a)-(c). System 200 may also 

include one or more acquirer processor computers and issuer processor computers (not 

shown) associated with one or more acquirer processors issuer processors, 

respectively. Further, one or more of the plurality of mobile merchants 106(a)-(c) can 

operate a client device. For example, as shown in FIG. 2, the first mobile merchant 

106(a) may operate client device 216 such as a computer (e.g., a desktop computer, 

laptop computer, tablet computer, etc.), a cellular or wireless phones (e.g., a smart 

phone), a personal digital assistant (PDA), a pager, or any other suitable electronic 

device . In some embodiments, a client device may also perform the functions of a 

mobile access device. For example, the first mobile access device 108(a) and the client 

device 216 can be a single device. 

[0067] As shown in FIG. 2, the payment processing network 112 may include a 

server computer 202 comprising an authorization module 204, an analytics module 206, 

and a report/alert generation module 208. The various modules may be embodied by 

computer code residing on a computer readable medium. The server computer 202 
may be in communication with the plurality of issuer computers 114(a)-(c) and acquirer 

computers 110(a)-(c) by one or more communication channels. For example, 

authorization, clearing, settlement, and chargeback messages may be exchanged via 

any suitable communication medium such as the Internet using any suitable 

communication protocol. In some embodiments of the invention, an alternative 

communication channel 214 may be used to transmit messages (e.g., reports and/or 
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alerts) to client device 216 operated by the first mobile merchant 106(a) and/or client 

devices operated by other mobile merchants. The alternative communication channel 

214 may include the Internet, a telecommunications network, or any other suitable 

electronic communication channel configured to facilitate the exchange of messages 

using any suitable communication protocol. 

[0068] 	The server computer 202 may be operatively coupled to one or more 

databases, including an enrollment database 210 and a transaction database 212. 

[0069] 	The authorization module 204 may perform a number of functions related 

to receiving and forwarding authorization request and authorization response 

messages. Upon receiving an authorization request message from one of the plurality 

of acquirer computers 110(a)-(c), the authorization module 204 may forward the 

authorization request message to one of the plurality of issuer computers 114(a)-(c). 

Upon receiving an authorization response message from one of the plurality of issuer 

computers 114(a)-(c), the authorization module 204 may transmit the authorization 

response message to the one of the plurality of acquirer computers 110(a)-(c). The 

authorization module 204 may also extract transaction data from authorization request 

and response messages and transmit the extracted data to the transaction database 

212 for storage. If a clearing message, settlement message, or chargeback message is 

received from one of the plurality of issuer computers 114(a)-(c) or acquirer computers 

110(a)-(b), the authorization module 204 may also extract transaction data from such 

messages and transmit the transaction data to the transaction database 212 for 

storage. 

[0070] 	The analytics module 206 may perform a number of functions related to 

analyzing transaction data stored in the transaction database 212 and generating 

transaction volume data and/or fraud data. For example, the analytics module 206 can 

periodically (e.g., every 30 seconds, 1 minute, 5 minutes, 10 minutes, 30 minutes, hour, 

12 hours, daily, weekly, monthly, etc.) access the transaction data stored in the 

transaction database 212, analyze the transaction data, and generate transaction 

volume data and/or fraud data for various geographic locations and/or times of day. In 

some embodiments, analytics module 206 may access enrollment data stored in the 

enrollment database 210 to determine the parameters for analyzing the transaction data 
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alerts) to client device 216 operated by the first mobile merchant 106(a) and/or client 

devices operated by other mobile merchants. The alternative communication channel 

214 may include the Internet, a telecommunications network, or any other suitable 

electronic communication channel configured to facilitate the exchange of messages 

using any suitable communication protocol. 

[0068] The server computer 202 may be operatively coupled to one or more 

databases, including an enrollment database 210 and a transaction database 212. 

[0069] The authorization module 204 may perform a number of functions related 

to receiving and forwarding authorization request and authorization response 

messages. Upon receiving an authorization request message from one of the plurality 

of acquirer computers 110(a)-(c), the authorization module 204 may forward the 

authorization request message to one of the plurality of issuer computers 114(a)-(c). 

Upon receiving an authorization response message from one of the plurality of issuer 

computers 114(a)-(c), the authorization module 204 may transmit the authorization 

response message to the one of the plurality of acquirer computers 110(a)-(c). The 

authorization module 204 may also extract transaction data from authorization request 

and response messages and transmit the extracted data to the transaction database 

212 for storage. If a clearing message, settlement message, or chargeback message is 

received from one of the plurality of issuer computers 114(a)-(c) or acquirer computers 

110(a)-(b), the authorization module 204 may also extract transaction data from such 

messages and transmit the transaction data to the transaction database 212 for 

storage. 

[0070] The analytics module 206 may perform a number of functions related to 

analyzing transaction data stored in the transaction database 212 and generating 

transaction volume data and/or fraud data. For example, the analytics module 206 can 

periodically (e.g., every 30 seconds, 1 minute, 5 minutes, 10 minutes, 30 minutes, hour, 

12 hours, daily, weekly, monthly, etc.) access the transaction data stored in the 

transaction database 212, analyze the transaction data, and generate transaction 

volume data and/or fraud data for various geographic locations and/or times of day. In 

some embodiments, analytics module 206 may access enrollment data stored in the 

enrollment database 210 to determine the parameters for analyzing the transaction data 
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stored in the transaction database 212. For example, mobile merchants may enroll with 

the server computer 202 and provide preferences for the types of messages (e.g., 

reports and/or alerts) they desire to receive, the level of detail to be included in the 

messages, the frequency for which the transaction data is analyzed, the time and date 

interval for the analysis, and other preferences. Upon enrollment, the mobile merchant 

preferences may be stored in the enrollment database 210. Based on the preferences, 

the analytics module 206 may analyze the transaction data stored in transaction 

database 212, and generate transaction volume and/or fraud data for selected 

geographic locations and/or times of day. The data may be transmitted to report/alert 

generation module 208 so that a message can be generated and transmitted to a client 

device. 

[0071] 	The report/alert generation module 208 may perform a number of 

functions relating to generating and transmitting a message to a client device (e.g., a 

client device operated by mobile merchant). As described herein, the message can be 

a report, an alert, or any other suitable electronic communication. Messages can be 

generated by the report/alert generation module 208 based on the transaction volume 

and/or fraud data received from the analytics module 206, and can be transmitted to a 

client device in the form of an e-mail, SMS message, instant message, page, telephone 

call, or any other suitable form of electronic communication. The message can be 

transmitted by the report/alert generation module 208 to a client device over the same 

communication channel used to exchange authorization messages, or over the 

alternative communication channel 214. 

[0072] 	As explained above, the enrollment database 210 may store enrollment 

data as provided by mobile merchants during an enrollment process. In embodiments 

of the invention, the enrollment data may be stored in enrollment database 210 in the 

form of enrollment data tables. 

[0073] 	FIG. 3 shows an enrollment data table 300 as stored in enrollment 

database 210 according to an embodiment of the invention. As illustrated in FIG. 3, 

enrollment data table 300 may include various data fields including enrollment data. For 

example, for enrolled mobile merchants, enrollment data table 300 may include a 

Mobile Merchant ID Field 300(a) including a mobile merchant identifier (e.g., MVV, DBA, 
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stored in the transaction database 212. For example, mobile merchants may enroll with 

the server computer 202 and provide preferences for the types of messages (e.g., 

reports and/or alerts) they desire to receive, the level of detail to be included in the 

messages, the frequency for which the transaction data is analyzed, the time and date 

interval for the analysis, and other preferences. Upon enrollment, the mobile merchant 

preferences may be stored in the enrollment database 210. Based on the preferences, 

the analytics module 206 may analyze the transaction data stored in transaction 

database 212, and generate transaction volume and/or fraud data for selected 

geographic locations and/or times of day. The data may be transmitted to report/alert 

generation module 208 so that a message can be generated and transmitted to a client 

device. 

[0071] The report/alert generation module 208 may perform a number of 

functions relating to generating and transmitting a message to a client device (e.g., a 

client device operated by mobile merchant). As described herein, the message can be 

a report, an alert, or any other suitable electronic communication. Messages can be 

generated by the report/alert generation module 208 based on the transaction volume 

and/or fraud data received from the analytics module 206, and can be transmitted to a 

client device in the form of an e-mail, SMS message, instant message, page, telephone 

call, or any other suitable form of electronic communication. The message can be 

transmitted by the report/alert generation module 208 to a client device over the same 

communication channel used to exchange authorization messages, or over the 

alternative communication channel 214. 

[0072] As explained above, the enrollment database 210 may store enrollment 

data as provided by mobile merchants during an enrollment process. In embodiments 

of the invention, the enrollment data may be stored in enrollment database 210 in the 

form of enrollment data tables. 

[0073] FIG. 3 shows an enrollment data table 300 as stored in enrollment 

database 210 according to an embodiment of the invention. As illustrated in FIG. 3, 

enrollment data table 300 may include various data fields including enrollment data. For 

example, for enrolled mobile merchants, enrollment data table 300 may include a 

Mobile Merchant ID Field 300(a) including a mobile merchant identifier (e.g., MVV, DBA, 
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mobile access device identifier, etc.), a Region Field 300(b) including the geographic 

regions (e.g., landmarks, monuments, neighborhoods, towns, cities, collections of towns 

or cities, counties, states, etc.) for which the mobile merchant wants to receive report 

and/or alerts, a Report Type Field 300(c) including the types of reports the mobile 

merchant prefers to receive (e.g., transaction volume, fraud rate, time, location, report 

detail preferences, etc.), a Report Frequency Field 300(d) including the frequency that 

the mobile merchant prefers to receive reports (e.g., hourly, daily, monthly, etc.), a 

Report Format Field 300(e) including the mobile merchant's'preferred reportformat 

(e.g., e-mail, SMS, phone call, web-based report dashboard, etc.), an Alert Type Field 

300(f) including the types of alerts the mobile merchant prefers to receive (e.g., fraud 

rate, transaction volume, time, location, alert detail preferences, etc.), and an Alert 

Format Field 300(g) including the mobile merchant's preferred alert format (e.g., e-mail, 

SMS, phone call, etc.). Enrollment data table 300 may include additional fields with 

further data such as contact information for the mobile merchant (e.g., e-mail address, 

phone number, etc.). Any suitable combination of the fields shown in enrollment data 

table 300 may be used, and more, less, or different fields may be included according to 

various embodiments of the invention. 

[0074] 	The data stored in enrollment database 210 may be provided by mobile 

merchants. For example, during the enrollment process, mobile merchants can provide 

identification information, contact information, and preferences via a web-based 

interface in communication with server computer 202. 

[0075] 	The transaction database 212 may store transaction data extracted from 

various electronic messages received at server computer 202 such as authorization 

request messages, authorization response messages, clearing messages, settlement 

messages, and/or chargeback messages. In embodiments of the invention, the 

transaction data may be stored in transaction database 212 in the form of transaction 

data tables. 

[0076] 	FIG. 4 shows a transaction data table 400 as stored in transaction 

database 212 according to an embodiment of the invention. As seen in FIG. 4, 

transaction data table 400 may include various data fields including transaction data. 

For example, for individual transactions, transaction data,table 400 may include a 
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mobile access device identifier, etc.), a Region Field 300(b) including the geographic 

regions (e.g., landmarks, monuments, neighborhoods, towns, cities, collections of towns 

or cities, counties, states, etc.) for which the mobile merchant wants to receive report 

and/or alerts, a Report Type Field 300(c) including the types of reports the mobile 

merchant prefers to receive (e.g., transaction volume, fraud rate, time, location, report 

detail preferences, etc.), a Report Frequency Field 300(d) including the frequency that 

the mobile merchant prefers to receive reports (e.g., hourly, daily, monthly, etc.), a 

Report Format Field 300(e) including the mobile merchant's preferred report format 

(e.g., e-mail, SMS, phone call, web-based report dashboard, etc.), an Alert Type Field 

300(f) including the types of alerts the mobile merchant prefers to receive (e.g., fraud 

rate, transaction volume, time, location, alert detail preferences, etc.), and an Alert 

Format Field 300(g) including the mobile merchant's preferred alert format (e.g., e-mail, 

SMS, phone call, etc.). Enrollment data table 300 may include additional fields with 

further data such as contact information for the mobile merchant (e.g., e-mail address, 

phone number, etc.). Any suitable combination of the fields shown in enrollment data 

table 300 may be used, and more, less, or different fields may be included according to 

various embodiments of the invention. 

[0074] The data stored in enrollment database 210 may be provided by mobile 

merchants. For example, during the enrollment process, mobile merchants can provide 

identification information, contact information, and preferences via a web-based 

interface in communication with server computer 202. 

[0075] The transaction database 212 may store transaction data extracted from 

various electronic messages received at server computer 202 such as authorization 

request messages, authorization response messages, clearing messages, settlement 

messages, and/or chargeback messages. In embodiments of the invention, the 

transaction data may be stored in transaction database 212 in the form of transaction 

data tables. 

[0076] FIG. 4 shows a transaction data table 400 as stored in transaction 

database 212 according to an embodiment of the invention. As seen in FIG. 4, 

transaction data table 400 may include various data fields including transaction data. 

For example, for individual transactions, transaction data table 400 may include a 
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Mobile Merchant ID Field 400(a) including a mobile merchant identifier (e.g., MW, DBA, 

access device identifier, etc.), a Date/Time Field 400(b) including the date and time of 

the transaction, a Location Field 400(c) including the geographic location of the 

transaction (e.g., GPS coordinates, address, intersection, monument, landmark, town, 

city, state, etc.), an Authorization Amount Field 400(d) including the transaction amount 

submitted for authorization by the issuer, an AUthorization Category Field 400(e) 

including the authorization category based on an authorization response, clearing, 

settlement, or chargeback message received from the issuer (e.g., approved, declined, 

chargeback), and a Fraud Field 400(f) indicating whether the transaction has been 

identified as fraudulent by the account holder, payment processing network, and/or 

issuer of the account. Transaction data table 400 may also include additional fields with 

further data such as a unique transaction identifier, transaction class (e.g., credit, debit, 

prepaid, etc.), acquirer identifier, acquirer processor identifier, issuer identifier (e.g., 

BIN, etc.), issuer processor identifier, one or more error codes, cardholder or account 

holder information (e.g., name, date of birth, address, phone number, etc.), card 

verification value (CW), expiration date, loyalty account information, and other 

information associated with the transaction. Any suitable combination of the fields 

shown in transaction data table 300 may be used, and more, less, or different fields may 

be included according to various embodiments of the invention. 

[0077] 	II. 	EXEMPLARY REPORTS AND ALERTS 

[0078] 	As explained above, analytics module 206 can analyze the transaction 

data stored in transaction database 212 based on mobile merchant preferences stored 

as enrollment data in enrollment database 210. Analytics module 206 can generate 

transaction volume and/or fraud data based on the analysis, and transmit the data to 

report/alert generation module 208. In embodiments of the invention, report/alert 

generation module 208 may generate and transmit a message to a client device. 

Exemplary messages are described in further detail below. 

[0079] 	FIG. 5 shows a transaction volume by location report 500 according to an 

embodiment of the invention. As shown in FIG. 5, transaction volume by location report 

500 may include information describing transaction volume statistics for various 

geographic locations. For example, for transactions conducted by mobile merchants at 
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Mobile Merchant ID Field 400(a) including a mobile merchant identifier (e.g., MW, DBA, 

access device identifier, etc.), a Date/Time Field 400(b) including the date and time of 

the transaction, a Location Field 400(c) including the geographic location of the 

transaction (e.g., GPS coordinates, address, intersection, monument, landmark, town, 

city, state, etc.), an Authorization Amount Field 400(d) including the transaction amount 

submitted for authorization by the issuer, an Authorization Category Field 400(e) 
including the authorization category based on an authorization response, clearing, 

settlement, or chargeback message received from the issuer (e.g., approved, declined, 

chargeback), and a Fraud Field 400(f) indicating whether the transaction has been 

identified as fraudulent by the account holder, payment processing network, and/or 

issuer of the account. Transaction data table 400 may also include additional fields with 

further data such as a unique transaction identifier, transaction class (e.g., credit, debit, 

pre paid, etc.), acquirer identifier, acquirer processor identifier, issuer identifier (e.g., 

BIN, etc.), issuer processor identifier, one or more error codes, cardholder or account 

holder information (e.g., name, date of birth, address, phone number, etc.), card 

verification value (CW), expiration date, loyalty account information, and other 

information associated with the transaction. Any suitable combination of the fields 

shown in transaction data table 300 may be used, and more, less, or different fields may 

be included according to various embodiments of the invention. 

[0077] II. EXEMPLARY REPORTS AND ALERTS 

[0078] As explained above, analytics module 206 can analyze the transaction 

data stored in transaction database 212 based on mobile merchant preferences stored 

as enrollment data in enrollment database 210. Analytics module 206 can generate 

transaction volume and/or fraud data based on the analysis, and transmit the data to 

report/alert generation module 208. In embodiments of the invention, report/alert 

generation module 208 may generate and transmit a message to a client device. 

Exemplary messages are described in further detail below. 

[0079] FIG. 5 shows a transaction volume by location report 500 according to an 

embodiment of the invention. As shown in FIG. 5, transaction volume by location report 

500 may include information describing transaction volume statistics for various 

geographic locations. For example, for transactions conducted by mobile merchants at 
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a given location 500(a) and for a selected date interval 500(b), transaction volume by 

location report 500 can provide the total sales volume 500(c) (e.g., the total amount of 

approved transactions not subject to chargeback for all mobile merchants), the 

transaction count 500(d) (e.g., the total number of transactions conducted by all mobile 

merchants), the mobile merchant count 500(e) (e.g., the total number of mobile 

merchants conducting transactions), the sales volume per mobile merchant 500(f) (e.g., 

the sales volume divided by the mobile merchant count), and the transaction count per 

mobile merchant 500(g) (e.g., the transaction count divided by the mobile merchant 

count). In embodiments of the invention, more, less, or different information may be 

included in transaction volume by location report 500 depending on the mobile 

merchant preferences stored in enrollment database 210. Such reports may enable 

mobile merchants to choose the most profitable geographic locations to conduct 

transactions. 

[0080] 	Some mobile merchants may conduct transactions at more than one 

location during any given day, and thus they may want to know transaction volume 

statistics at the temporal level. FIG. 6 shows a transaction volume by time report 600 

according to an embodiment of the invention. As shown in FIG 6, transaction volume by 

time report 600 may include information describing transaction volume statistics for 

various times of day. For example, for transactions conducted by mobile merchants at 

a given location 600(a), transaction volume statistics can be provided for selected time 

intervals 600(c). Such statistics may be provided for a single day or may be averaged 

over the span of a week, month, etc., as reflected by the date interval 600(b). For a 

given time interval 600(c) and geographic location 600(a), transaction volume by time 

report 600 can provide the total sales volume 600(d) (e.g., the total amount of approved 

transactions not subject to chargeback for all mobile merchants), the transaction count 

600(e) (e.g., the total number of transactions conducted by all mobile merchants), the 

mobile merchant count 600(f) (e.g., the total number of mobile merchants conducting 

transactions), the sales volume per mobile merchant 600(g) (e.g., the sales volume 

divided by the mobile merchant count), and the transaction count per mobile merchant 

600(h) (e.g., the transaction count divided by the mobile merchant count). In 

embodiments of the invention, more, less, or different information may be included in 

transaction volume by time report 600 depending on the mobile merchant preferences 
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a given location 500(a) and for a selected date interval 500(b), transaction volume by 

location report 500 can provide the total sales volume 500(c) (e.g., the total amount of 

approved transactions not subject to chargeback for all mobile merchants), the 

transaction count 500(d) (e.g., the total number of transactions conducted by all mobile 

merchants), the mobile merchant count 500(e) (e.g., the total number of mobile 

merchants conducting transactions), the sales volume per mobile merchant 500(f) (e.g., 

the sales volume divided by the mobile merchant count), and the transaction count per 

mobile merchant 500(g) (e.g., the transaction count divided by the mobile merchant 

count). In embodiments of the invention, more, less, or different information may be 

included in transaction volume by location report 500 depending on the mobile 

merchant preferences stored in enrollment database 210. Such reports may enable 

mobile merchants to choose the most profitable geographic locations to conduct 

transactions. 

[0080] Some mobile merchants may conduct transactions at more than one 

location during any given day, and thus they may want to know transaction volume 

statistics at the temporal level. FIG. 6 shows a transaction volume by time report 600 
according to an embodiment of the invention. As shown in FIG 6, transaction volume by 

time report 600 may include information describing transaction volume statistics for 

various times of day. For example, for transactions conducted by mobile merchants at 

a given location 600(a), transaction volume statistics can be provided for selected time 

intervals 600(c). Such statistics may be provided for a single day or may be averaged 

over the span of a week, month, etc., as reflected by the date interval 600(b). For a 

given time interval 600(c) and geographic location 600(a), transaction volume by time 

report 600 can provide the total sales volume 600(d) (e.g., the total amount of approved 

transactions not subject to chargeback for all mobile merchants), the transaction count 

600(e) (e.g., the total number of transactions conducted by all mobile merchants), the 

mobile merchant count 600(f) (e.g., the total number of mobile merchants conducting 

transactions), the sales volume per mobile merchant 600(g) (e.g., the sales volume 

divided by the mobile merchant count), and the transaction count per mobile merchant 

600(h) (e.g., the transaction count divided by the mobile merchant count). In 

embodiments of the invention, more, less, or different information may be included in 

transaction volume by time report 600 depending on the mobile merchant preferences 
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stored in enrollment database 210. Such reports may enable merchants to choose the 

most profitable geographic locations to conduct transactions at specific time intervals 

throughout a given day. 

[0081] 	Mobile merchants may also want to be provided with fraud statistics for 

various geographic locations. FIG. 7 shows a fraud rate by location report 700 

according to an embodiment of the invention. As shown in FIG. 7, fraud rate by location 

report 700 may include information describing fraud statistics for various locations. For 

example, for transactions conducted by mobile merchants at a given location 700(a) 

and for a selected date interval 700(b), fraud rate by location report 700 can provide the 

transaction count 700(c) (e.g., the total number of transactions conducted by all mobile 

merchants), the fraudulent transaction count 700(d) (e.g., the total number of 

transactions conducted by all mobile merchants that have been identified as fraudulent), 

and the fraud rate 700(e) (e.g., the percentage of all transactions conducted by all 

mobile merchants that have been identified as fraudulent). In embodiments of the 

invention, more, less, or different information may be included in fraud rate by location 

report 700 depending on the mobile merchant preferences stored in enrollment 

database 210. Such reports may enable mobile merchants to avoid geographic 

locations associated with an undesirably high rate of fraud. 

[0082] 	As described above, some mobile merchants may conduct transactions at 

more than one location during any given day. Thus, such merchants may want to know 

fraud statistics at the temporal level. FIG. 8 shows a fraud rate by time report 800 

according to an embodiment of the invention. As shown in FIG. 8, fraud rate by time 

report 800 may include information describing fraud statistics for various times of day. 

For example, for transactions conducted by mobile merchants at a given location 

800(a), fraud statistics can be provided for selected time intervals 800(c). Such 

statistics may be provided for a single day or may be averaged over the span of a week, 

month, etc., as reflected by the date interval 800(b). For a given time interval 800(c) 

and geographic location 800(a), fraud rate by time report 800 can provide the 

transaction count 800(d) (e.g., the total number of transactions conducted by all mobile 

merchants), the fraudulent transaction count 800(e) (e.g., the total number of 

transactions conducted by all mobile merchants that have been identified as fraudulent), 

and the fraud rate 800(f) (e.g., the percentage of all transactions conducted by all 
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stored in enrollment database 210. Such reports may enable merchants to choose the 

most profitable geographic locations to conduct transactions at specific time intervals 

throughout a given day. 

[0081] Mobile merchants may also want to be provided with fraud statistics for 

various geographic locations. FIG. 7 shows a fraud rate by location report 700 
according to an embodiment of the invention. As shown in FIG. 7, fraud rate by location 

report 700 may include information describing fraud statistics for various locations. For 

example, for transactions conducted by mobile merchants at a given location 700(a) 
and for a selected date interval 700(b), fraud rate by location report 700 can provide the 

transaction count 700(c) (e.g., the total number of transactions conducted by all mobile 

merchants), the fraudulent transaction count 700(d) (e.g., the total number of 

transactions conducted by all mobile merchants that have been identified as fraudulent), 

and the fraud rate 700(e) (e.g., the percentage of all transactions conducted by all 

mobile merchants that have been identified as fraudulent). In embodiments of the 

invention, more, less, or different information may be included in fraud rate by location 

report 700 depending on the mobile merchant preferences stored in enrollment 

database 210. Such reports may enable mobile merchants to avoid geographic 

locations associated with an undesirably high rate of fraud. 

[0082] As described above, some mobile merchants may conduct transactions at 

more than one location during any given day. Thus, such merchants may want to know 

fraud statistics at the temporal level. FIG. 8 shows a fraud rate by time report 800 
according to an embodiment of the invention. As shown in FIG. 8, fraud rate by time 

report 800 may include information describing fraud statistics for various times of day. 

For example, for transactions conducted by mobile merchants at a given location 

800(a), fraud statistics can be provided for selected time intervals 800(c). Such 

statistics may be provided for a single day or may be averaged over the span of a week, 

month, etc., as reflected by the date interval 800(b). For a given time interval 800(c) 

and geographic location 800(a), fraud rate by time report 800 can provide the 

transaction count 800(d) (e.g., the total number of transactions conducted by all mobile 

merchants), the fraudulent transaction count 800(e) (e.g., the total number of 

transactions conducted by all mobile merchants that have been identified as fraudulent), 

and the fraud rate 800(f) (e.g., the percentage of all transactions conducted by all 
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mobile merchants that have been identified as fraudulent). 	In embodiments of the 

invention, more, less, or different information may be included in fraud rate by time 

report 800 depending on the mobile merchant preferences stored in enrollment 

database 210. Such reports may enable mobile merchants to avoid geographic 

locations associated with an undesirably high rate of fraud at specific time intervals 

throughout a given day. 

[0083] 	In addition to reports, report/alert generation module 208 may generate 

and transmit alerts to client devices (e.g., client devices operated by mobile merchants). 

While reports may be generated periodically depending on mobile merchant 

preferences, alerts may be generated in response to a triggering event. For example, in 

embodiments of the invention, an alert may be generated when a mobile merchant is 

conducting transactions at a geographic location associated with a high rate of fraud. 

[0084] 	FIG. 9 shows a fraud alert message 900 according to an embodiment of 

the invention. As shown in FIG. 9, fraud alert message 900 can inform a mobile 

merchant that they are conducting transactions at a location associated with an 

undesirably high rate of fraud. Fraud alert message 900 can include the mobile 

merchant's current location 900(a), the current date and time 900(b), and the historical 

fraud rate 900(c) for the location as determined by analytics module 206. The historical 

fraud rate 900(c) can be based on the past hour, day, week, month, or any suitable 

interval of time depending on the mobile merchant's preferences, industry best 

practices, etc. In embodiments of the invention, more, less, or different information may 

be included in fraud alert message 900. Such reports may enable mobile merchants to 

be notified in real-time that they are conducting transactions in an areas associated with 

fraud so that the mobile merchant can leave the area to conduct transactions at a 

different geographic location. 

[0085] 	In some embodiments, alerts can also include information relating to 

transaction volume. For example, an alert may be generated when a mobile merchant 

is conducting transactions at a geographic location associated with a low sales volume 

or an undesirably high mobile merchant count. Time of day may also be taken into 

account. As another example, an alert may be transmitted to a mobile merchant 

indicating a likelihood that sales volume will drop off within an hour at the mobile 
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merchant's location or that the overall mobile merchant count will increase to an 

undesirably large number. Such likelihoods can be determined by server computer 202 

based on the transaction data stored in transaction database 212. In various 

embodiments of the invention, any suitable combination of transaction volume and fraud 

statistics may be included in the generated reports and alerts. 

[0086] 	III. 	EXEMPLARY METHODS 

[0087] 	FIG. 10 illustrates a flow diagram showing a method 1000 for analyzing 

transaction data for mobile merchant transactions, and generating a message based on 

the analysis according to an embodiment of the invention. The steps of method 1000 

can be performed, for example, by server computer 202 shown in FIG. 2. In other 

embodiments of the invention, one or more steps of method 1000 may be performed by 

any other suitable computer system, such as one or more of the plurality of issuer 

computers 114(a)-(c), acquirer computers 110(a)-(c), an issuer processor computer, an 

acquirer processor computer, or any other suitable computer system. 

[0088] 	As described above, when a transaction is conducted at a mobile 

merchant, the merchant's mobile access device can generate an authorization request 

message including transaction data such as the location of the mobile access device at 

the time of the transaction. For example, the merchant's mobile access device may 

utilize a Global Position System (GPS), cellular phone tower triangulation data, cellular 

phone tower signal strength data, wireless access point location data, an Internet 

Protocol (IP) address, or any other suitable means for determining a geographic 

location of the mobile access device. In some embodiments, a mobile access device 

may generate an authorization request message including a location field, and insert the 

geographic location of the mobile access device as a data element into the location 

field. The geographic location may be inserted, for example, as GPS coordinates 

and/or an address, intersection, intersection, monument, landmark, town, city, state, etc. 

In some embodiments, a mobile access device can insert the geographic location into 

an ISO 8583 message. As further described above, an authorization request message 

may be further generated to include other transaction data such as an authorization 

amount, time, date, mobile merchant identifier, and other information for a transaction. 
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Such authorization request messages may be received and analyzed by server 

computer 202 as part of the transaction authorization process. 

[0089] 	In some embodiments, transaction data may be generated by other 

entities shown in FIGS. 1-2. For example, transaction data including the time, date, 

location, and other information for a transaction may be included in an authorization 

response message received by server computer 202 from an issuer computer. 

Settlement and clearing messages exchanged between issuer and acquirer computers 

and including transaction data may also be routed through server computer 202. 

Moreover, in the case of fraud, a chargeback message generated by an issuer 

computer may include transaction data associated with the fraudulent transaction. Such 

chargeback messages may also be routed through server computer 202 as described 

above. 

[0090] 	In FIG. 10, at step 1002, method 1000 may begin by server computer 202 

receiving transaction data for one or more transactions conducted at one or more 

mobile merchants. As described herein, the transaction data for individual transactions 

can be received as part of an authorization request message, an authorization response 

message, a clearing message, a settlement message, and/or a chargeback message. 

For example, an authorization request and/or response message for a transaction can 

include transaction data such as the location of the transaction (e.g., GPS coordinates, 

address, intersection, monument, landmark, etc.), a mobile merchant identifier (e.g., 

MVV, DBA, access device identifier, etc.), date, time, authorization amount (e.g., the 

transaction amount submitted for authorization), authorization category (e.g., approved, 

declined, chargeback, etc.), and other information. Clearing and settlement messages 

exchanged between issuer and acquirer computers through server computer 202 may 

also contain such transaction data. In another example, chargeback messages 

received from issuer computers may include transaction data identifying at least one of 

the one or more transactions as fraudulent. If an account holder reports a transaction 

conducted at a mobile merchant as fraudulent, the issuer may transmit such a 

chargeback message to the mobile merchant's acquirer via payment processing 

network 112 to reverse the transaction, and thus the chargeback message may be 

received at server computer 202. 
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Such authorization request messages may be received and analyzed by server 

computer 202 as part of the transaction authorization process. 

[0089] In some embodiments, transaction data may be generated by other 

entities shown in FIGS. 1-2. For example, transaction data including the time, date, 

location, and other information for a transaction may be included in an authorization 

response message received by server computer 202 from an issuer computer. 

Settlement and clearing messages exchanged between issuer and acquirer computers 

and including transaction data may also be routed through server computer 202. 

Moreover, in the case of fraud, a chargeback message generated by an issuer 

computer may include transaction data associated with the fraudulent transaction. Such 

chargeback messages may also be routed through server computer 202 as described 

above. 

[0090] In FIG. 10, at step 1002, method 1000 may begin by server computer 202 

receiving transaction data for one or more transactions conducted at one or more 

mobile merchants. As described herein, the transaction data for individual transactions 

can be received as part of an authorization request message, an authorization response 

message, a clearing message, a settlement message, and/or a chargeback message. 

For example, an authorization request and/or response message for a transaction can 

include transaction data such as the location of the transaction (e.g., GPS coordinates, 

address, intersection, monument, landmark, etc.), a mobile merchant identifier (e.g., 

MW, DBA, access device identifier, etc.), date, time, authorization amount (e.g., the 

transaction amount submitted for authorization), authorization category (e.g., approved, 

declined, chargeback, etc.), and other information. Clearing and settlement messages 

exchanged between issuer and acquirer computers through server computer 202 may 

also contain such transaction data. In another example, chargeback messages 

received from issuer computers may include transaction data identifying at least one of 

the one or more transactions as fraudulent. If an account holder reports a transaction 

conducted at a mobile merchant as fraudulent, the issuer may transmit such a 

chargeback message to the mobile merchant's acquirer via payment processing 

network 112 to reverse the transaction, and thus the chargeback message may be 

received at server computer 202. 
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[0091] 	Upon receipt by server computer 202, the transaction data for the one or more 

transactions may be stored. 	For example, server computer 202 may include volatile 

memory such as random access memory or RAM (sometimes referred to as system 

memory). The received transaction data may be stored in the RAM in some 

embodiments. Server computer 202 may also include non-volatile memory such as one 

or more databases, storage disks or devices, flash memory, or other non-volatile 

memory devices. For example, authorization module 204 of server computer 202 can 

extract the transaction data from the received authorization, clearing, and/or settlement 

message, and store the transaction data in transaction database 212. As shown in FIG. 

4, the transaction data can be stored in the form of a transaction data table 400. When 

a chargeback message is received for a transaction that was previously authorized and 

stored in transaction database 212, at step 1002, authorization module 204 can update 

the transaction record stored in transaction database 212 to reflect the fraudulent 

transaction (e.g., by updating Fraud Field 400(f) of transaction data table 400 shown in 

FIG. 4). 

[0092] 	At step 1004, analytics module 206 may analyze the transaction data for 

the one or more transactions conducted at the one or more mobile merchants. For 

example, analytics module 206 may periodically (e.g., every 30 seconds, 1 minute, 5 

minutes, 10 minutes, 30 minutes, hour, 12 hours, daily, weekly, monthly, etc.) access 

the transaction data stored in the transaction database 212, analyze the transaction 

data, and generate transaction volume data and/or fraud data for various geographic 

locations and/or times of day. In some embodiments, before analyzing the stored 

transaction data, analytics module 206 may access enrollment data stored in the 

enrollment database 210 to determine the parameters for the transaction data analysis. 

For example, when mobile merchants enroll with server computer 202, they can provide 

preferences for the types of messages (e.g., reports and/or alerts) they desire to 

receive, the level of detail to be included in the messages, the frequency for which the 

transaction data is analyzed, the time and date interval for the analysis, and other 

preferences. The mobile merchant preferences may be stored in enrollment database 

210. Based on the stored mobile merchant preferences, analytics module 206 may 

analyze the transaction data stored in the transaction database 212, and generate 

transaction volume and/or fraud data for selected geographic locations and/or times of 
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day. The generated data may be transmitted to report/alert generation module 208 so 

that a message can be generated and transmitted to a client device. 

[0093] 	As an illustration of step 1004, analytics module 206 may access 

enrollment database 210 to retrieve enrollment data table 300 (shown in FIG. 3). Based 

on data fields 300(a)-(e), analytics module 206 may determine that Mobile Merchant 

"123456" has set the San Francisco Bay Area as a preferred region, and has requested 

that Report Type A be transmitted monthly as an e-mail message. As an example, 

Report Type A may correspond to transaction volume by time report 600 shown in FIG. 

6. Based on these preferences, analytics module 206 may analyze the transaction data 

stored in transaction database 212 accordingly. Thus, analytics module 206 may 

aggregate all mobile merchant transactions conducted in the San Francisco Bay Area 

for the current or previous month, for example, and may then generate the various types 

of transaction volume data included in FIG. 5 such as sales volume 500(c), transaction 

count 500(d), mobile merchant count 500(e), sales volume per mobile merchant 500(f), 

transaction count per mobile merchant 500(g), and/or other transaction volume data. 

Once the transaction data is analyzed and the transaction volume data required for 

Report Type A generated, the data may be transmitted by analytics module 206 to 

report/alert generation module 208. Analytics module 206 may also transmit an 

indication to report/alert generation module 208 that Mobile Merchant "123456" prefers 

to receive reports on their client device by e-mail, and method 1000 can proceed to step 

1006. 

[0094] 	At step 1006, report/alert generation module 208 can generate a 

message based on the transaction volume and/or fraud data received from analytics 

module 206. The message can include a report, alert, or any other electronic 

communication, and can be generated as an e-mail, SMS message, instant message, 

page, telephone call, or any other suitable form of electronic communication. As 

described above, the preferred format of the received message can be stored in 

enrollment database 210. Referring back to the above illustration, upon receiving the 

transaction volume data and the e-mail report format preference from analytics module 

206, report/alert generation module 208 can generate transaction volume by location 

report 500 in the form of an e-mail message, and method 1000 can proceed to step 

1008. 
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day. The generated data may be transmitted to report/alert generation module 208 so 
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transaction volume data and the e-mail report format preference from analytics module 

206, report/alert generation module 208 can generate transaction volume by location 
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[0095] 	At step 1008, report/alert generation module 208 can electronically 

transmit the generated message to a client device (e.g., a client device operated by a 

mobile merchant). The message can be transmitted to the client device using any 

suitable electronic means such as the Internet, cellular network, etc. In some 

embodiments, the message can be transmitted directly to the client device (e.g., as an 

e-mail, SMS message, instant message, page, telephone call, etc.). In some 

embodiments, the message can be transmitted to a database hosting a web-based 

dashboard accessible to an enrolled mobile merchant via their client device. Referring 

back to the above illustration, at step 1008, report/alert generation module 208 can 

transmit transaction volume by location report 500 as an e-mail message accessible to 

a client device (e.g., a smartphone) of Mobile Merchant "123456." 

[0096] 	While reports may be generated periodically depending on mobile 

merchant preferences, in embodiments of the invention, alert messages may be 

triggered in response to a triggering event. For example, in embodiments of the 

invention, a fraud alert message may be generated when a mobile merchant is 

conducting transactions at a geographic location associated with a high rate of fraud. 

[0097] 	FIG. 11 illustrates a flow diagram showing a method 1100 for analyzing 

transaction date for mobile merchant transactions, and generating a fraud alert 

message based on the analysis according to an embodiment of the invention. 

[0098] 	At step 1102, method 1100 may begin by server computer 202 receiving 

transaction data for one or more transactions conducted at one or more mobile 

merchants. As described herein, the transaction data can be received as part of an 

authorization request message, an authorization response message, a clearing 

message, a settlement message, and/or a chargeback message. For example, an 

authorization request and/or response message for a transaction can include 

transaction data such as the location of the transaction (e.g., GPS coordinates, address, 

intersection, monument, landmark, etc.), a mobile merchant identifier (e.g., MVV, DBA, 

access device identifier, etc.), date, time, authorization amount (e.g., the transaction 

amount submitted for authorization), authorization category (e.g., approved, declined, 

chargeback, etc.), and other information. In another example, received chargeback 

messages may include transaction data identifying one or more of the plurality of 
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transactions as fraudulent. If an account holder reports a transaction conducted at a 

mobile merchant as fraudulent, the issuer may transmit such a chargeback message to 

the mobile merchant's acquirer via payment processing network 112 to reverse the 

transaction, and thus the chargeback message may be received at server computer 

202. Upon receipt of the transaction data for the plurality of transactions conducted at 

the plurality of mobile merchants, method 1000 can proceed to step 1004. 

[0099] 	At step 1104, the transaction data received at server computer 202 may 

be stored. For example, as described herein, authorization module 204 of server 

computer 202 can extract the transaction data from the received authorization, clearing, 

and/or settlement message, and store the transaction in transaction database 212. As 

shown in FIG. 4, the transaction data can be stored in the form of a transaction data 

table 400. When a chargeback message is received for a transaction that was 

previously authorized and stored in transaction database 212, at step 1004, 

authorization module 204 can update the transaction record stored in transaction 

database 212 to reflect the fraudulent transaction (e.g., by updating Fraud Field 400(f) 

of transaction data table 400 shown in FIG. 4). In some embodiments, server computer 

202 may store all or part of the received transaction in volatile memory such as random 

access memory or RAM. Once the transaction data has been stored, method 1000 may 

proceed to step 1106. 

[0100] 	At step 1106, analytics module 206 may determine that a mobile merchant 

is conducting transactions at a particular location. For example, analytics module 206 

can access the transaction data stored in database 212 to determine that the mobile 

merchant has recently conducted a transaction at the particular location. In some 

embodiments, analytics module 206 may access transaction data stored in volatile 

memory (e.g., RAM) and determine that the mobile merchant has recently conducted a 

transaction at the location. Referring back to the above illustration, analytics module 

206 may access transaction database 212 to retrieve transaction data table 400 (shown 

in FIG. 4). Based on data fields 400(a)-(e), analytics module 206 may determine that 

Mobile Merchant "123456" recently conducted a transaction at Civic Center Plaza in 

San Francisco, CA. 
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transactions as fraudulent. If an account holder reports a transaction conducted at a 

mobile merchant as fraudulent, the issuer may transmit such a chargeback message to 

the mobile merchant's acquirer via payment processing network 112 to reverse the 

transaction, and thus the chargeback message may be received at server computer 

202. Upon receipt of the transaction data for the plurality of transactions conducted at 
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[0099] At step 1104, the transaction data received at server computer 202 may 

be stored. For example, as described herein, authorization module 204 of server 

computer 202 can extract the transaction data from the received authorization, clearing, 

and/or settlement message, and store the transaction in transaction database 212. As 

shown in FIG. 4, the transaction data can be stored in the form of a transaction data 

table 400. When a chargeback message is received for a transaction that was 

previously authorized and stored in transaction database 212, at step 1004, 
authorization module 204 can update the transaction record stored in transaction 

database 212 to reflect the fraudulent transaction (e.g., by updating Fraud Field 400(f) 
of transaction data table 400 shown in FIG. 4). In some embodiments, server computer 

202 may store all or part of the received transaction in volatile memory such as random 

access memory or RAM. Once the transaction data has been stored, method 1000 may 

proceed to step 1106. 

[0100] At step 1106, analytics module 206 may determine that a mobile merchant 

is conducting transactions at a particular location. For example, analytics module 206 
can access the transaction data stored in database 212 to determine that the mobile 

merchant has recently conducted a transaction at the particular location. In some 

embodiments, analytics module 206 may access transaction data stored in volatile 

memory (e.g., RAM) and determine that the mobile merchant has recently conducted a 

transaction at the location. Referring back to the above illustration, analytics module 

206 may access transaction database 212 to retrieve transaction data table 400 (shown 

in FIG. 4). Based on data fields 400(a)-(e), analytics module 206 may determine that 

Mobile Merchant "123456" recently conducted a transaction at Civic Center Plaza in 

San Francisco, CA. 
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[0101] 	Analytics module 206, at step 1108, may analyze the stored transaction 

data to generate fraud data for the location of the recent transaction based on the 

mobile merchants preferences. For example, analytics module 206 may access 

enrollment database 210 to retrieve the mobile merchant's preferences for fraud alert 

messages. Based on the stored preferences, analytics module 206 may analyze the 

transaction data stored in the transaction database 212 for the one or more transactions 

conducted at the one or more mobile merchants, and generate fraud data for the 

particular geographic location at which the mobile merchant recently conducted the 

transaction. 

[0102] 	As an illustration of step 1108, analytics module 206 may access 

enrollment database 210 to retrieve enrollment data table 300 (shown in FIG. 3). Based 

on data fields 300(f)-(g), analytics module 206 may determine that Mobile Merchant 

"123456" has requested that Alert Type W be transmitted as an SMS message. As an 
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stored in transaction database 212 accordingly. Thus, analytics module 206 may 

aggregate all mobile merchant transactions conducted at the Civic Center Plaza in San 

Francisco, CA for a selected period of time (e.g., the current day, month to date, 

previous month, etc.), and may determine the fraud rate for the location. Once 

determined, analytics module 206 can transmit the fraud rate as fraud data to 

report/alert generation module 208 along with an indication that Mobile Merchant 

"123456" prefers to receive alerts as SMS messages. Method 1100 can then proceed 

to step 1110. 

[0103] 	At step 1110, report/alert generation module 208 can generate a fraud 

alert message based on the fraud data received from analytics module 206. The 

message can be generated as an e-mail, SMS message, instant message, page, 

telephone call, or any other suitable form of electronic communication. As described 

above, the preferred format of the received message can be stored in enrollment 

database 210. Referring back to the above illustration, upon receiving the fraud data for 

the Civic Center Plaza and the SMS alert message format preference from analytics 

module 206, report/alert generation module 208 can generate fraud alert message 900 

in the form of an SMS message, and method 1100 can proceed to step 1112. 
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[0104] 	At step 1112, report/alert generation module 208 can electronically 

transmit the generated fraud alert message to a client device of the mobile merchant. 

The message can be transmitted using any suitable electronic means such as over the 

Internet, a cellular network, etc. 	Referring back to the above illustration, at step 1112, 

report/alert generation module 208 can transmit fraud alert message 900 as an SMS 

message to a smartphone of Mobile Merchant "123456." 

[0105] 	Embodiments of the invention provide a number of technical advantages 

over existing computational solutions to the problem of determining transaction volume 

and fraud statistics for mobile merchant transactions. For example, by extracting 

transaction data from messages in a common format (e.g., authorization messages, 

clearing messages, settlement messages, chargeback messages, and the like), the 

data normalization and reformatting required by existing solutions is reduced and in 

some cases eliminated altogether. Consequently, computing resources are preserved. 

Payment processing networks are centrally located (in an operational sense) between 

issuers and virtually all mobile merchants that accept credit cards, debit cards, and 

other forms of electronic payment, and thus transaction data can be analyzed for large 

volumes of transactions conducted at many different locations and times of day. As 

such, in embodiments of the invention, the generated transaction volume and fraud 

statistics may be associated with a much higher accuracy than that provided by existing 

solutions. Moreover, by utilizing an existing payment processing network to analyze 

transaction data and generate reports and alerts, substantial changes to existing 

payment processing infrastructure may not be required to implement various 

embodiments of the invention. 

[0106] 	Moreover, embodiments of the invention provide a number of business 

advantages over existing solutions. By providing reports and alerts including 

transaction volume statistics for different geographic locations and times of day, mobile 

merchants can set up shop at the locations (and during the times of day) associated 

with the most profitable opportunities. Further, by providing reports and alerts including 

fraud statistics for different geographic locations and times of day, mobile merchants 

can avoid conducting transactions at the locations (and during the times of day) 

associated with an undesirably high rate of fraud. Merchants must typically absorb the 
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costs associated with fraudulent transactions, and by providing mobile merchants such 

reports and alerts, the fraud-related losses can be minimized. 

[0107] 	In some embodiments, reports and messages may be transmitted to client 

devices operated by other entities. Such entities may include, for example, acquirers, 

issuers, processors, payment processing networks, users, data analysts, and any other 

suitable entity. Consequently, such entities may further appreciate the advantages 

provided by embodiments of the invention. 

[0108] 	IV. 	EXEMPLARY PORTABLE CONSUMER DEVICES AND 
COMPUTER APPARATUSES 

[0109] 	FIGS. 12A-12B show block diagrams of exemplary portable consumer 

devices according to embodiments of the invention. 

[0110] 	FIG. 12A shows a block diagram of a phone 112' that can be used in 

embodiments of the invention. The phone 112' can be both a notification device that 

can receive alert messages, as well as a portable device that can be used to make 

payments. The exemplary phone 112' may comprise a computer readable medium 

112(b) and a body 112(h) as shown in FIG. 12A. The computer readable medium 

112(b) may be in the form of (or may be included in) a memory that stores transaction 

data (e.g., issuer account numbers, loyalty provider account numbers, etc.) and may be 

in any suitable form including a magnetic stripe, a memory chip, etc. The memory may 

store information such as financial information, transit information (e.g., as in a subway 

or train pass), access information (e.g., as in access badges), etc. Financial information 

may include information such as bank account information, loyalty account information 

(e.g., a loyalty account number), an issuing bank identification number (BIN), credit or 

debit card number information, account balance information, an expiration date, 

consumer information such as the account holder's name, date of birth, etc. Any of this 

information may be transmitted by the phone 112'. 

[0111] 	In some embodiments, information in the memory may also be in the form 

of data tracks that are traditionally associated with credit cards. Such tracks may 

include Track 1 and Track 2. Track 1 ("International Air Transport Association") may 

store more information than Track 2, and may contain the cardholder's name as well as 

account number and other discretionary data. This track is sometimes used by the 
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airlines when securing reservations with a credit card. Track 2 ("American Banking 

Association") is currently most commonly used. This is the track that is read by ATMs 

and credit card checkers. The ABA (American Banking Association) designed the 

specifications of this track and all world banks abide by it. It contains the cardholders 

account, encrypted PIN, plus other discretionary data. 

[0112] 	The phone 112' may further include a contactless element 112(g), which 

may be implemented in the form of a semiconductor chip (or other data storage 

element) with an associated wireless transfer (e.g., data transmission) element, such as 

an antenna. The contactless element 112(g) may be associated with (e.g., embedded 

within) the phone 112' and data or control instructions transmitted via a cellular network 

may be applied to the contactless element 112(g) by means of a contactless element 

interface (not shown). The contactless element interface may function to permit the 

exchange of data and/or control instructions between the mobile device circuitry (and 

hence the cellular network) and the optional contactless element 112(g). 

[0113] 	The contactless element 112(g) may be capable of transferring and 

receiving data using a near field communications ("NFC") capability (or near field 

communications medium) in accordance with a standardized protocol or data transfer 

mechanism (e.g., ISO 14443/NFC). Near field communications capability is a short-

range communications capability, such as RFID, BluetoothTM, infra-red, or other data 

transfer capability that can be used to exchange data between the phone 112' and an 

interrogation device. Thus, the phone 112' may be capable of communicating and 

transferring data and/or control instructions via both a cellular network and near field 

communications capability. 

[0114] 	The phone 104' may also include a processor 104(c) (e.g., a 

microprocessor) for processing the functions of the phone 104' and a display 104(d) to 

allow a consumer to see the phone numbers and other information and messages. The 

phone 104' may further include input elements 104(e) to allow a user to input 

information into the device, a speaker 104(f) to allow the user to hear voice 

communication, music, etc., and a microphone 104(i) to allow the user to transmit her 

voice through the phone 104'. The phone 104' may also include an antenna 104(a) for 

wireless data transfer (e.g., data transmission). 
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[0115] 	If the portable consumer device is in the form of a debit, credit, or 

smartcard, the portable consumer device may also optionally have features such as 

magnetic strips. Such devices can operate in either a contact or contactless mode. 

[0116] 	An example of a portable consumer device 104" in the form of a card is 

shown in FIG. 12B. FIG. 12B shows a plastic substrate 104(m). A contactless element 

104(o) for interfacing with an access device may be present on or embedded within the 

plastic substrate 104(m). Consumer information 104(p) such as an account number, 

expiration date, and user name may be printed or embossed on the card. Also, a 

magnetic stripe 104(n) may also be on the plastic substrate 104(m). The portable 

consumer device 104" may also comprise a microprocessor and/or memory chips with 

user data stored in them. 

[0117] 	As shown in FIG. 12B, the portable consumer device 104" may include 

both a magnetic stripe 104(n) and a contactless element 104(o). In other embodiments, 

both the magnetic stripe 104(n) and the contactless element 104(o) may be in the 

portable consumer device 104". In other embodiments, either the magnetic stripe 

104(n) or the contactless element 104(o) may be present in the portable consumer 

device 104". 

[0118] 	FIG. 14 shows a block diagram of a computer apparatus according to an 

embodiment of the invention. 

[0119] 	The various participants and elements may operate one or more computer 

apparatuses (e.g., server computers) to facilitate the functions described herein, and 

any of the elements in the figures may use any suitable number of subsystems to 

facilitate the functions described herein. Examples of such subsystems or components 

are shown in FIG. 14. The subsystems shown in FIG. 14 are interconnected via a 

system bus 1475. Additional subsystems such as a printer 1474, keyboard 1478, fixed 

disk 1479 (or other memory comprising computer readable media), monitor 1476, which 

is coupled to display adapter 1482, and others are shown. Peripherals and input/output 

(I/O) devices, which couple to I/O controller 1471, can be connected to the computer 

system by any number of means known in the art, such as serial port 1477. For 

example, serial port 1477 or external interface 1481 can be used to connect the 

computer apparatus to a wide area network such as the Internet, a mouse input device, 
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or a scanner. The interconnection via system bus 1475 may allow the central processor 

1473 to communicate with each subsystem and to control the execution of instructions 

from the system memory 1472 or the fixed disk 1479, as well as the exchange of 

information between subsystems. The system memory 1472 and/or the fixed disk 1479 

may embody a computer readable medium. 

[0120] 	Further, while the present invention has been described using a particular 

combination of hardware and software in the form of control logic and programming 

code and instructions, it should be recognized that other combinations of hardware and 

software are also within the scope of the present invention. The present invention may 

be implemented only in hardware, or only in software, or using combinations thereof. 

[0121] 	The software components or functions described in this application may 

be implemented as software code to be executed by one or more processors using any 

suitable computer language such as, for example, Java, C++ or Perl using, for example, 

conventional or object-oriented techniques. The software code may be stored as a 

series of instructions, or commands on a computer-readable medium, such as a random 

access memory (RAM), a read-only memory (ROM), a magnetic medium such as a 

hard-drive or a floppy disk, or an optical medium such as a CD-ROM. Any such 

computer-readable medium may also reside on or within a single computational 

apparatus, and may be present on or within different computational apparatuses within 

a system or network. 

[0122] 	The present invention can be implemented in the form of control logic in 

software or hardware or a combination of both. The control logic may be stored in an 

information storage medium as a plurality of instructions adapted to direct an 

information processing device to perform a set of steps disclosed in embodiments of the 

present invention. Based on the disclosure and teachings provided herein, a person of 

ordinary skill in the art will appreciate other ways and/or methods to implement the 

present invention. 

[0123] 	Some embodiments of the invention may be directed to receiving 

transaction data for transactions conducted at stationary merchants located at or near 

various attractions such as sporting events, festivals, etc. This transaction data can be 

aggregated, and alerts can be sent to enrolled mobile merchants, the alerts identifying 

34 

WO 2013/016732 PCT/US2012/048868 

or a scanner. The interconnection via system bus 1475 may allow the central processor 

1473 to communicate with each subsystem and to control the execution of instructions 

from the system memory 1472 or the fixed disk 1479, as well as the exchange of 

information between subsystems. The system memory 1472 and/or the fixed disk 1479 

may embody a computer readable medium. 

[0120] Further, while the present invention has been described using a particular 

combination of hardware and software in the form of control logic and programming 

code and instructions, it should be recognized that other combinations of hardware and 

software are also within the scope of the present invention. The present invention may 

be implemented only in hardware, or only in software, or using combinations thereof. 

[0121] The software components or functions described in this application may 

be implemented as software code to be executed by one or more processors using any 

suitable computer language such as, for example, Java, C++ or Perl using, for example, 

conventional or object-oriented techniques. The software code may be stored as a 

series of instructions, or commands on a computer-readable medium, such as a random 

access memory (RAM), a read-only memory (ROM), a magnetic medium such as a 

hard-drive or a floppy disk, or an optical medium such as a CD-ROM. Any such 

computer-readable medium may also reside on or within a single computational 

apparatus, and may be present on or within different computational apparatuses within 

a system or network. 

[0122] The present invention can be implemented in the form of control logic in 

software or hardware or a combination of both. The control logic may be stored in an 

information storage medium as a plurality of instructions adapted to direct an 

information processing device to perform a set of steps disclosed in embodiments of the 

present invention. Based on the disclosure and teachings provided herein, a person of 

ordinary skill in the art will appreciate other ways and/or methods to implement the 

present invention. 

[0123] Some embodiments of the invention may be directed to receiving 

transaction data for transactions conducted at stationary merchants located at or near 

various attractions such as sporting events, festivals, etc. This transaction data can be 

aggregated, and alerts can be sent to enrolled mobile merchants, the alerts identifying 

34 



WO 2013/016732 
	

PCT/US2012/048868 

the location of the attraction. Thus, mobile merchants may be able to conduct 

transactions near the attraction, taking advantage of the large number of potential 

customers attending (or on their way to) the attraction. 

[0124] 	It is understood that the examples and embodiments described herein are 

for illustrative purposes only and that various modifications or changes in light thereof 

will be suggested to persons skilled in the art and are to be included within the spirit and 

purview of this application and scope of the appended claims. All publications, patents, 

and patent applications cited in this patent are hereby incorporated by reference for all 

purposes. 

[0125] 	One or more features from any embodiment may be combined with one or 

more features of any other embodiment without departing from the scope of the 

disclosure. 

[0126] 	In embodiments, any of the entities described herein may be embodied by 

a computer that performs any or all of the functions and steps disclosed. 

[0127] 	Any recitation of "a", "an" or "the" is intended to mean "one or more" 

unless specifically indicated to the contrary. 

[0128] 	The above description is illustrative and is not restrictive. Many variations 

of the invention will become apparent to those skilled in the art upon review of the 

disclosure. The scope of the invention should, therefore, be determined not with 

reference to the above description, but instead should be determined with reference to 

the pending claims along with their full scope or equivalents. 
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WHAT IS CLAIMED IS: 

1 1. 	A method comprising: 

2 electronically receiving transaction data for one or more transactions 

3 conducted at one or more mobile merchants, the transaction data including a location 

4 for each of the one or more transactions; 

5 analyzing, by a server computer, the transaction data; 

6 generating, by the server computer, a message based on the analysis; 

7 and 

8 electronically transmitting the message to a client device. 

1 2. 	The method of claim 1, wherein the client device is associated with 

2 a mobile merchant. 

1 3. 	The method of claim 1, wherein the message includes a report or 

2 an alert. 

1 4. 	The method of claim 1, wherein analyzing the transaction data 

2 includes determining a transaction volume for a location, and wherein the generated 

3 message includes the transaction volume. 

1 5. 	The method of claim 4, wherein the transaction data further 

2 includes a time for each of the one or more transactions, and wherein the determined 

3 transaction volume for the location is associated with a time interval. 

1 6. 	The method of claim 1, wherein at least one of the one or more 

2 transactions is a fraudulent transaction. 

1 7. 	The method of claim 6, wherein analyzing the stored transaction 

2 data includes determining a fraud rate for a location, and wherein the generated 

3 message includes the fraud rate. 

1 8. 	The method of claim 1, wherein the transaction data is included in 

2 one or more of an authorization request message, an authorization response message, 

3 and a clearing message, and settlement message, and a chargeback message. 
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8 electronically transmitting the message to a client device. 

1 2. The method of claim 1, wherein the client device is associated with 

2 a mobile merchant. 

1 3. The method of claim 1, wherein the message includes a report or 

2 an alert. 

1 4. The method of claim 1, wherein analyzing the transaction data 

2 includes determining a transaction volume for a location, and wherein the generated 

3 message includes the transaction volume. 

1 5. The method of claim 4, wherein the transaction data further 

2 includes a time for each of the one or more transactions, and wherein the determined 

3 transaction volume for the location is associated with a time interval. 

1 6. The method of claim 1, wherein at least one of the one or more 

2 transactions is a fraudulent transaction. 

1 7. The method of claim 6, wherein analyzing the stored transaction 

2 data includes determining a fraud rate for a location, and wherein the generated 

3 message includes the fraud rate. 

1 8. The method of claim 1, wherein the transaction data is included in 

2 one or more of an authorization request message, an authorization response message, 

3 and a clearing message, and settlement message, and a chargeback message. 
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1 9. 	The method of claim 1, wherein the server computer is located in a 

2 payment processing network configured to process electronic payment transactions and 

3 to provide clearing and settlement services. 

1 10. 	A server computer comprising: 

2 a processor; and 

3 a computer readable medium coupled to the processor, wherein the 

4 computer readable medium comprises code executable by the processor for 

5 implementing a method comprising: 

6 electronically receiving transaction data for one or more 

7 transactions conducted at one or more mobile merchants, the transaction data 

8 including a location for each of the one or more transactions; 

9 analyzing, by a server computer, the transaction data; 

10 generating, by the server computer, a message based on the 

11 analysis; and 

12 electronically transmitting the message to a client device. 

1 11. 	The server computer of claim 10, wherein the client device is 

2 associated with a mobile merchant. 

1 12. 	The server computer of claim 10, wherein the message includes a 

2 report or an alert. 

1 13. 	The server computer of claim 10, wherein analyzing the transaction 

2 data includes determining a transaction volume for a location, and wherein the 

3 generated message includes the transaction volume. 

1 14. 	The server computer of claim 13, wherein the transaction data 

2 further includes a time for each of the one or more transactions, and wherein the 

3 determined transaction volume for the location is associated with a time interval. 

1 15. 	The server computer of claim 10, wherein at least one of the one or 

2 more transactions is a fraudulent transaction. 
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9. The method of claim 1, wherein the server computer is located in a 

payment processing network configured to process electronic payment transactions and 

to provide clearing and settlement services. 

10. A server computer comprising: 

a processor; and 

a computer readable medium coupled to the processor, wherein the 

computer readable medium comprises code executable by the processor for 

implementing a method comprising: 

electronically receiving transaction data for one or more 

transactions conducted at one or more mobile merchants, the transaction data 

including a location for each of the one or more transactions; 

analyzing, by a server computer, the transaction data; 

generating, by the server computer, a message based on the 

analysis; and 

electronically transmitting the message to a client device. 

11. The server computer of claim 10, wherein the client device is 

associated with a mobile merchant. 

12. The server computer of claim 10, wherein the message includes a 

report or an alert. 

13. The server computer of claim 10, wherein analyzing the transaction 

data includes determining a transaction volume for a location, and wherein the 

generated message includes the transaction volume. 

14. The server computer of claim 13, wherein the transaction data 

further includes a time for each of the one or more transactions, and wherein the 

determined transaction volume for the location is associated with a time interval. 

15. The server computer of claim 10, wherein at least one of the one or 

more transactions is a fraudulent transaction. 
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1 16. 	The server computer of claim 15, wherein analyzing the stored 

2 	transaction data includes determining a fraud rate for a location, and wherein the 

3 	generated message includes the fraud rate. 

1 17. 	The server computer of claim 10, wherein the transaction data is 

2 	included in one or more of an authorization request message, an authorization response 

3 	message, and a clearing message, and settlement message, and a chargeback 

4 	message. 

1 18. 	The server of computer of claim 10, wherein the server computer is 

2 	located in a payment processing network configured to process electronic payment 

3 	transactions and to provide clearing and settlement services. 

1 19. 	A method comprising: 

2 electronically transmitting transaction data for one or more transactions 

3 	conducted at one or more mobile merchants to a server computer associated with a 

4 	payment processing network, wherein the transaction data identifies a location for each 

5 	of the one or more transactions, wherein the server computer analyzes the transaction 

6 	data, and wherein the server computer generates a message based on the analysis; 

7 	and 

8 electronically receiving the message from the server computer at a client 

9 	device. 

1 20. 	The method of claim 19, wherein the client device is associated 

2 	with a mobile merchant. 

1 21. 	The method of claim 19, wherein the message includes a report or 

2 	an alert. 

1 22. 	The method of claim 19, wherein analyzing the transaction data 

2 	includes determining a transaction volume for a location, and wherein the generated 

3 	message includes the transaction volume. 
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1 16. The server computer of claim 15, wherein analyzing the stored 

2 transaction data includes determining a fraud rate for a location, and wherein the 

3 generated message includes the fraud rate. 

1 17. The server computer of claim 10, wherein the transaction data is 

2 included in one or more of an authorization request message, an authorization response 

3 message, and a clearing message, and settlement message, and a chargeback 

4 message. 

1 18. The server of computer of claim 10, wherein the server computer is 

2 located in a payment processing network configured to process electronic payment 

3 transactions and to provide clearing and settlement services. 

1 19. A method comprising: 

2 electronically transmitting transaction data for one or more transactions 

3 conducted at one or more mobile merchants to a server computer associated with a 

4 payment processing network, wherein the transaction data identifies a location for each 

5 of the one or more transactions, wherein the server computer analyzes the transaction 

6 data, and wherein the server computer generates a message based on the analysis; 

7 and 

8 electronically receiving the message from the server computer at a client 

9 device. 

1 20. The method of claim 19, wherein the client device is associated 

2 with a mobile merchant. 

1 21. The method of claim 19, wherein the message includes a report or 

2 an alert. 

1 22. The method of claim 19, wherein analyzing the transaction data 

2 includes determining a transaction volume for a location, and wherein the generated 

3 message includes the transaction volume. 
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1 23. 	The method of claim 22, wherein the transaction data further 

2 includes a time for each of the one or more transactions, and wherein the determined 

3 transaction volume for the location is associated with a time interval. 

1 24. 	The method of claim 19, wherein at least one of the one or more 

2 transactions is a fraudulent transaction. 

1 25. 	The method of claim 24, wherein analyzing the stored transaction 

2 data includes determining a fraud rate for a location, and wherein the generated 

3 message includes the fraud rate. 

1 26. 	The method of claim 19, wherein the transaction data is included in 

2 one or more of an authorization request message, an authorization response message, 

3 and a clearing message, and settlement message, and a chargeback message. 

1 27. 	The method of claim 19, wherein the payment processing network 

2 is configured to process electronic payment transactions and to provide clearing and 

3 settlement services. 

39 

WO 2013/016732 PCT/US2012/048868 

1 23. The method of claim 22, wherein the transaction data further 

2 includes a time for each of the one or more transactions, and wherein the determined 

3 transaction volume for the location is associated with a time interval. 

1 24. The method of claim 19, wherein at least one of the one or more 

2 transactions is a fraudulent transaction. 

1 25. The method of claim 24, wherein analyzing the stored transaction 

2 data includes determining a fraud rate for a location, and wherein the generated 

3 message includes the fraud rate. 

1 26. The method of claim 19, wherein the transaction data is included in 

2 one or more of an authorization request message, an authorization response message, 

3 and a clearing message, and settlement message, and a chargeback message. 

1 27. The method of claim 19, wherein the payment processing network 

2 is configured to process electronic payment transactions and to provide clearing and 

3 settlement services. 
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