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Generate a random number

A 4

Perform transform processing on original payment account
information of a terminal by using the random number, to
obtain transformed payment account information

A 4

Encrypt the transformed payment account information
according to a public key and a first encryption algorithm
obtained in advance, to obtain first payment account
information

A 4

Obtain anonymous payment account information according to
the first payment account information

A 4

Perform a payment operation by using the anonymous
payment account information
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Receive an anonymous payment bill

A

Obtain anonymous payment account information from the
anonymous payment bill

A

Perform decryption processing by using a preset private key,
a first decryption algorithm, and the anonymous payment
account information, to obtain transformed payment account
information, where the private key corresponds to a public
key obtained by a terminal that performs a payment service

y

Obtain a random number

A

Perform inverse transform processing on the transformed
payment account information by using the random number to
obtain original payment account information

A

Perform bill deduction processing according to the original
payment account information
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A terminal A and a terminal B separately send an anonymous
function application to a server

A 4

The server generates a public-private key pair of an asymmetric
encryption algorithm, and stores a private key in the public-
private key pair

A 4

The server separately sends the public key in the public-private
key pair to the terminal A and the terminal B
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The terminal A and the terminal B store the received public key
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A terminal A generates a random number A, where a length of the random

Al

number A is equal to a key length of an encryption algorithm M
v

The terminal A uses the random number A as an encryption key of the
encryption algorithm M, and encrypts original payment account information
UAID of the terminal A by using the encryption algorithm M to obtain TA1
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v

The terminal A encrypts TA1 by using an asymmetric encryption algorithm

A3

SM2 and a public key public_key, to obtain TA2
v

The terminal A performs combination processing on the random number A
and TA?2 to obtain anonymous payment account information NAID
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The terminal A provides the NAID to the terminal B
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v

The terminal B generates a random number B, where a length of the random
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number B is equal to a key length of the encryption algorithm M
v

The terminal B uses the random number B as the encryption key of the
encryption algorithm M, and encrypts original payment account information

/B2

UBID of the terminal B by using the encryption algorithm M to obtain TB1
2

The terminal B encrypts TB1 by using an asymmetric encryption algorithm
SM2 and a public key public_key, to obtain TB2
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v

The terminal B performs combination processing on the random number B
and TB2 to obtain anonymous payment account information NBID

B4

v

The terminal B generates an anonymous payment bill by using the NAID and
the NBID
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v

The terminal B sends the anonymous payment bill to the server
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v

The server obtains the NAID and the NBID from the anonymous payment bill
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v

The server separately performs de-combination processing on the NAID and
the NBID to extract the random number A and TA2 from the NAID, and
extracts the random number B and TB2 from the NBID

~C2

v

The server decrypts TA2 and TB2 according to a private key and the
asymmetric encryption algorithm SM2, to obtain TA1 and TB1

—C3

v

The server decrypts TA1 by using the random number A and the encryption
algorithm M to obtain the UAID, and decrypts TB1 by using the random
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number B and the encryption algorithm M to obtain the UBID
L 2

The server completes bill deduction processing according to the UAID and
the UBID
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