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Providing an IPv6-based multi-factor authentication root system

'

obtainlng a number of pieces of identity information, a number of pieces of
enterprise information, and an enterprise code of a user

l

obtaining an IPv6 digital address of the user

l

obtaining a number of digital certificates and a number of corresponding keys
provided by a number of digital certificate authorities

l

performing physical or digital authentication and generating a number of pieces
of authenticated identity information and a number of pieces of authenticated
enterprise information

l

generating an electronic name seal and an electronic official seal of the user
according to the number of pieces of authenticated identity information and the

number of pieces of authenticated enterprise information of the user

when the user issues a root certificate issuance request, link the number of digital
certificate authorities through the third extraction module, perform multi-key
verification on the number of pieces of authenticated identity information and
the number of pieces of authenticated enterprise information according to the
number of digital certificates and the number of corresponding keys, and issue a
number of root certificates
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Providing a central control module, as well as a communication module, an
identity authentication module, a key module, and a storage module connected

to the central control module

'

Utilizing the communication module to realize communication between the IPv6-
based multi-factor authentication root system and an external server

Y

Utilizing the identity authentication module to perform authentication on
biometric data input by the user to generate authenticated biometric data, and
authorize the user after the authentication is passed

l

Utilizing the key module to store a number of keys, and perform encryption on
the number of pieces of authenticated identity information and the number of
pieces of authenticated enterprise information according to corresponding keys
in the number of keys, to generate a number of pieces of encrypted
authenticated identity information and a number of pieces of encrypted
authenticated enterprise information

Utilizing the storage module to store the authenticated biometric data, the
number of pieces of encrypted authenticated identity information, the number of
pieces of encrypted authenticated enterprise information, the electronic name
seal, the electronic official seal, and the number of root certificates

l

Utilizing the central control module to receive input and control operations of
other modules, and allow the user to call the electronic name seal and the
electronic official seal after the user is authorized
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