
A data packet communication system employs data
encryption in a packet data convergence protocol
(PDCP) and radio link control (RLC) in Layer 2 of
transmission between a transmitter (TX) and a receiver
(RX). A single sequence number is used for both the
PDCP and RLC to reduce overhead by signaling a TX PDCP
first ciphering sequence number to the RX prior to
encrypted data packet communication. A sequence number
accompanies 



each RLC PDU, which can encompass concatenated or
segmented service data units (SDUs) from the higher
layer PDCP. This sequence number is sufficient for the
RLC to perform re-ordering, gap detection,
retransmission, etc., while also allowing the RX upper
layer PDCP to reconstruct a sequenced value used to
encrypt content. 


