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Dl G TAL , SI GNATURE AND VERI FI CATI ON SYSTEM FOR
CONVERSATI ONAL MESSAGES TECHNI CAL FI ELD 5 The pres
Whvetitilon‘rel ates general ly to providing securlgy”f‘d?r”“”‘”ﬂ
coni muni cations in conputerlzed net wor ks, and nore

parti cul diGiIng. %ﬂfmﬁﬂéﬂﬂi&hmthﬁahﬁuthﬁééﬁﬁHﬁ% in

chat and |nst .antici pated
that one pri mari 'aggﬁ3§g<ggﬁ%§$}§ﬂg g% i nvention
will be in enterprise instant nessaglng, both in | ocal
area netvorks and in wde are 10 networks, including
the Internet. BACKGROUNDIART /AChatilslystens al |l ow groups
of people to carry out online conversations in rea

time. 15 Two early such systens were UNI X tal k and
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st A /SR ot AT BHO DR SeVaRTY MAHCY e of HB brosent
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ot her .| servers on the sa ms net, and t hus between

nehvdihe ingedisg dEnee:raannected to an 1RC server, a user
usuaIIy 20 enters a chat "room' or joins one or nore
“channel s" to converse with others. These roons and

channel s arc typlcal}y“q§ygtﬁgg991@gfferent topi cs
and chat conversations may be public, where everyone
"present” can see t he nessages and part|C|pate in the
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Cony ghsatienalhamiaphonhas Butivopematievdasedil of a number of
improvements, and particularly a new class of products known as instant messaging (IM)
systems. IM systems allow their users to defermine when specific other users are logged onto
{he network, and to send them private messages. Unlike chat systems, where conversations
gcnerally start ont in a public room or channel and can then be “laken private,” IM
conversations generally start oul as and remain private. Also unlike most chat systems, which
have only limited means to ensure that the participants are whom they represent themselves
{o be, the users of IM systems are registered in centralized databases that permil
authentication of identity

Chat and IM systems employ a dialog or conversational metaphor, but operate based

on the exchange of messages. Many other messaging systems exist, of course, with the most
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on the exchange of nessages. Many ot her nessagi ng
systens exist, of course, with the nost WO 2004/ 100439
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sttuations when the validity of a conversation must be verified long afier the system that
1ssued the signature key ceases to exist,
The desired system should also be able to carry message signatures on to transcripts,

That 1s, in the normal course of recording conversational messages, the system needs to
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permt signature verification after a signature key
has expired. This is particularly useful for
situations when the validity of a conversation nust be

long after the systemthat |, issueg-fheuusmivesy
“()ﬁmkfksgé key ceases to exijst, The desired system
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verification system for conversational messages.
Briefly, one preferred embodiment of the present invention is a system for
communicating a conversational message. The system calcuiates a first hash value based on

the conversational message. The first hash value is then encrypted based on a signature key,
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30Accordingly, it is an object of the present
invention to provide digital .signature and
verification system for conversational nessages.
wo Biiafidye one preferred enbodi nent of the presentuszo03/019954

invention is a systemfor fconmmunicating a
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key, to g;&l[@llﬂﬁél@lﬁ%ﬁﬂﬁhﬂLcr eating a digital signature for a
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Rﬁad:ﬂbe yelbawgtr prefeihel aomdensstafomabrcsms Segaliohe dyaish for

e.is.t nc ted bas on a
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calculatesgmpivertgatd angic cn’e*g:g@@gm '[rhressgybsﬁ bl 1tk bryptadud lnéhen compared
with the e P80 B Sl R i B e g @hresponse
indicateCiak eohal @SioMal i@ sDRI6 Be ORLINS! GRAYOE TR 100 BbcINBIRATCalues
The first hash value is then conpared 15 with the
maitch. second hash value to determine a validation response,

h I di
1’81 ;?c{v%n{c%? I{)gﬁlac:pgc%"mlng;gx Lrél 1{)@ @]ab]éljgléfl}f aa&aeo\?\ﬂn%l}lc) 1|]138 cpx 1¥Cé§dt10n

nvers

to be sigaatth seepngk: ﬁ@ﬁhﬂtMﬁhMQﬁc (a8t Cld-inPlendaly R b caf schftics of an
present i nvention is that it permts a portion of the

originales 6piviRsS APPEREPIIBDBenaiseetdohe oiifient ReUBii g heit-smudngle
acknowlé%%mtcﬁ[ g%tu’l ﬁlf‘q CAC lo? ﬁ%@%x%r@ ﬁlcpslé% ness semantics of an

I nator sending a non-re abl e nessage and the

Aredicpaénintdg@tod € it ingendioN GNHRED pdlhlaitkl onecAck RO RYgRABHT of a
about the receipt of that exact nessage. Anot her
conversafggiitl agle Wotipisat ralemtip 66 sigicd Ry C) sieariss bain gh apdividual

o . L9 Sportion of a conversation, and all ow
signers hggferg'?8%8?§Fons to be signed by di fferent si gners,

Abmtlm advanngie wif digahvensibg fethst anicbdascntu bt it plag (soghensy or alj

5 Anot her . advant age of the i.nvention is that
of the S])elﬁﬁ‘t?a’llaweéﬁ{ig)ugﬁﬁ f S%éﬁl(’ ‘b(}lwg Sd’éouaﬁ ISR HVELY Par [101pant may be

authenticated and authorized to engage in the conversation; the confidentiality and the
integrity of all messages may be protected, both in transit and in sforage; the messages may
be digitally signable by any number of the participants, with those signatures verifiable at any
time; and transoripts of the conversation may be recorded with their security atiributes infact,

Another advanifage of the invention is that, in further keeping with the noted
attribuies, some embodiments permit signature verification long after a signature key has
expired and ceased to exist.

Another advantage of the invention is that, in further keeping with the noted
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of the six inportant attributes of a secure
conversation, wherein: every participant may be
aut henti cated and aut horized to engage in the
ion; the confidentiality and the inpeguEkivsm19934
“(BW”gFW?ﬁessages may be protiected, both in tran3|f and
in storage; the nessages ma be di gi.t al

bty oy SRRBERETGTEDE iy 1 e s i v Ga T Bl Brpts, wit
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mgmmmaﬁaumhﬁysakmmuhunaa I ntact Another advantage of the
invention is t in furt
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WD 2001/ 101)-139 PCT/ US2003/.0 attr,
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1 eWMth the ability to dellneate t he
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lived, &} sﬁ&h B&]Jtlﬂgé/tuéjﬁﬁgu e Wetihvhing 100k (he Ok heBA ktabBkn Briallgioiential,
signing party have a signature key and that a

evmnmuennﬁmmng party have a correspondi ng verification key.

erd eaiper “Srobel ] Gaipliagl hOGAR SPPICE Bl Pl Ry e

V'thchtyl éa'{tﬁ@@f £ MEh M8 clyRids 2} tealrhé 61 ﬁ@ia@mc:ﬁ[@ﬁtbt@cﬁn adv ant age
he invention is that, in further keeping wi

ﬁmemmr@;euo@cc@@nt hétamft 1ok 8 RE DT HENSATERET 5 ! rliktom%tﬁlaal to
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carryinB¥% @i thahlenbd !ihd ih@ [u’(du&t@MD@]ﬁﬂﬂc@tﬂ118_,1(&11111&5}69131”&‘11@:{1 caiHodtmc,nt as
potential , eventual verifiers. And another advantage
describod heti dndvie iluseaior &n theaev el e (éfdh‘a@ﬂaé””tﬁ det er i ne
what the validity status of a signer's key was at the
time of signature production. 15 These and ot her
obj ect s andpRUVADEAFESPOfON KE PHESEhA WINGSt i on wi | |
becone clear to those skilled in the art in view of
the description of the best presently known node of
) ¢
IRt AR el B BT B R IR AW E b Blrcnt from he
followﬁg &@tﬁtﬂ&ﬁ&sbﬂpt&tmn aofj uasttcml Wwills tieappehden ftghess Qéd@mmgs in which:
Eﬁ:\‘;tqu‘ures of the dr mnn S. Hg BRI EF. DE CRIPT 1 Ftl
W N@s“dtﬁ@“tfubla SEaZaH b‘iﬁ%ﬁ%&é} O SHHET Bregkdie O te
jon will be apparent fromthe follow ng
pnmmnd9¥ Fed description in conjunction with the appended
fﬂi(gufz e ehodn@avibingsdirgrawhiaphringAv@rifigation syste@msaeiting o the
bl ock di agram depi cting a signature system accordi ng
preseniigy qnht@n

FI(. 3 is a flow chart depicting a process, whereby the signature system produces a
signaturc and the verification system verifies that signature.

FIG. da-garz a collection of vlock Ludblcuuo Ll\;}uuuub a number vft)C isible
arrangements of elements implementing embodiments of the invention, wherein FIG. 4b
shows an crnbodiment in which a signing entity provides a message and signature to a

validating entity, FIG. 4b shows a variation for providing the signature using an agent, F1G.

4c shows another variation for providing the signature using an agent, FIG. 4d shows a
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25 present invention. FIG 2 is a schematic bl ock
di agram depicting a verification systemaccording to
the present invention. FIG 3 is a flow chart
wodepiiobiing a process, whereby the signature sSystEIS2003/019954
produces a signature and the verification system
variatioteol biesihhate SLanat AHesiodRrEhSGng4a-gedl Bl 4600586 LhANer
of | ock diagrams depicti ng a nunber of possi bl e
vaviaticar fpangetrng S1coficashement ‘s 71j lﬁrppe!ﬁ!@@tfliﬁ rgednbed e gs pél another

vmnhq}ﬂozchﬂgﬁgp ﬁ)l(’nrau’éllﬂ Pvl cbnbw E‘j élgl ng ﬁﬁélg%ngggeﬂggd dg spews stiil
anotheSH@RabHFe vﬁ@dﬂmw\'{ﬂé h@addepdn@Bkhitie (Blifg ardpeshons a
variation for pr ovi di ng “the si gnat ure usi ngl an agent,
FIG.5 184@@9%@@ odn dtliherypy apivetiadnngl omwﬁmlw alvg ashe industrial

3 es 6\2168) &}%ﬁg ré%f: d%g;;‘éji bgg“ng)joycg(q(\)/g Jli?iad ]\{Dﬁi I]L“}’OIP]L‘SCE(IS.,L Umi%‘.
viad: | gt aBeh AR (TBSS AU AN a5t GRAMMIC SN RA nBERRE of options.
FIG 4c shows another variation for validating the
neddage’ gmj‘;o@pz@nm bloek gsigrgn émaatg@mﬂ]p liFe@iomempdng (o include
a4 sic %e&t nini other .variation for validating the nessage and
signalieplPAYA FEVRY an agent, and FIG 4g shows still
anet herowatdiadd Nk erawadd Uad tlgete aressagedant: like or
signature usi ng an agent. 5 FIG 5 is a depiction of a

similar lenentp e siebhver sat i onal messagi ng dial og as al |
i ndustrial sales exanple to show how the invention

may be enployed to sign and verify nmessage units.

FIG 6 BESRMOChENEIR CARREKNGIGQT aWBIRPVERTIGN he
invention with a nunber of options. And FIG 7 is a

schematic bl ock di agram depicting the invention
ggql ey ?(ﬁcéﬁ@oadrlﬂ% dg'{g[ﬁhc gl c%b 9@1?“@#&&211 }éq?!ang%gﬁgglg;&ﬁlﬁﬁ% Y\ EGerification

(DSV) Jyelker foncese afaamuﬂ @d:ch(!fu@tg patiBudtiakel iotthe wiigub dfawings herein,
el enents or. step MODE FOR CARRYI NG QUT THE

and Jmnpqqsl/ENpp@@ ‘fI.SWf@\"f)]f 5. eJr> r_e@m};_\%)étdpwh@mb@dmiﬁ@lq i dggRyention are
depicted (YEOLEO0H Sl ghbalisignat ure and ver! fication

orf conversational nessaging. As
brbmgtcmathecfoﬁlmmkqehsraﬁqz@usf ide E&Wgstuheliblt Bhonlaﬂ)d kept in mind

particularly in the views of FIG 1,
that thl&;sla‘é@rngpp aucraleh SuibFe AR e st @Héﬂlﬁﬂ\?éﬁ]tl?]%‘ﬁ"‘d’ﬁ:é y h&é b%p gl nstant

11)088&%{?% II 5 mgc%lg& Lise ﬁlfsl%ﬁ?ﬁ‘]%gsa@ %@r&ﬁsﬁ\t‘l? ke ol Hfég ﬁghﬁncs

W ng cussi on of V system 10 It s
such as kapt], imemand:numhulbgt oztehau@ dfivéalbg.om cupezrlat@sons rmi" n ke&log
rsati onal

conte f co That
cannot qyﬁg)tlféiﬁtCOH?Féglgglg{ghﬂ gxezlume mgﬁfaughzg@ngau ROSCY, H’satslﬁ’ﬁ yslcm 1018

well suif¥B$8adE Agh&EL MexitiBhike cqtcbx%rel TBSSA G HEN @H@ ﬁamcﬂ%!ﬁy for
as e-nmai where an entire di al og, one sidé o

BIM, widiatbedacker! adequalcabusotidnsiso hes dildnoy prese mcd a scrious
hindrance and barrier to adoption.

FIG. 1 is a schematic block diagram depicting a signaiure system 12 according to the
present invention. The signature system 12 includes two major elements, a signing entity 14
and a vault 10. The signing entity 14 supplies a message 18 to be signed and private
credentials 20, The vault 16 receives these and further, with a signature oy 22 it contains,
produces a signature 24 for the message 18 that is returned to the signing entity 14.

FIG. 2 is a schematic block diagram depicting a verification system 32 according to
the present invention. The verification system 32 also includes two major elements, a

validating entity 34 and a verifier 36. The validating entity 34 supplies the message 18, the
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cannot be treated collectively for signature and

verification purposes, the DSV system 10 is well

suited for the dynam c, flexible needs of

conver sational messaging, and particularly foscgdsBnsnimss
WO RHeYe the |ack of adequat e security rrechani sns has

until now presented seri. ous -
signatut o2 b BpH i EHOD R R T Vb‘ﬁg%%(d “%“é\rct‘ Akl and with

them pmGIPcc%ta PGt 1%‘3]@51}'4“ @7 $¥Sh&Medcaa 8 MM iNG Qe Rehe validaling
F i nvention. si gnat uré system 12 incl udes

entity 14\/\/0 maj or el enents, a signing entity 14 and a vault

16. The signing entit ies.a
Sl chnd i Ponee it dPaaints ko ITRaR Rt Pk "
' S QDR (BnK EYrmdil 2 for
embod g R L St 2 SR P 53 Por the nessage.

produciB dhhatrifygnd Bbuigetidsc4 Hee aqghmgweh@ hgoy Larg (p(pl‘p(hiy plentical,

i S a schematic blokdla am d erif
bt typisgHY A BB IBI G 57 oo B S D v ot AL P Rey 35
These <n§[ibl 1'11?/%1*18@1‘3 @Xﬁt@ﬂhﬁ%t@é @Q, 'd@ﬁiouﬂ@ﬁ)ﬂh!w&fmh@ﬁc Algorithne}, but
a validating entlty 4 and a verifier 36.

could ast&)c\Jaénmial indgyentdttiy (34, suppl HeshalideirpgshgdcnBiatip &ode),

\ W0 211114/ 1110439 PCT/ US20113 0199 1 1
&%ﬂtﬁllyaf iﬁdﬁﬂ}é‘é’v(ﬂég‘r PR ”éi%% %ém“’ 4]%1'%‘2%2{% ?é}

Y6l hesgabRRdeibdy au‘lthﬁmwlre@dﬂ&eﬁmanu key 22 bui never
mvento%é ? ﬁ respo(nge 42 for the nessage 18 that |

emits if. etcpme;mb tottichiesigalor dertfigugatioarmtfiths vl 16 66‘40|962@9‘r1\}ef§/y 2 may

be sto 1é(g§%?1|§%<’ggltyg{1rte§;8§%ﬁ5t e{ﬂ/ éle p? ﬂc IC«EE g%g {()I I%%!SQEI ]ﬁ%ﬁ J?é“131%muc

ceys 2 2R QY +SARNERhEGDSb: p@Xdcols FE}fIOfuIiTMbladepfmthmr OdUCI ng
feys 2 md)hveril fyl ng tl% S|]gnatures 24. The DSV system %{Ppmwcmt

ds eslet Wor lb':pwéi bl b riretBreeitieat! EII]d[l[lj‘Ht24t 51,1’5 SEg y:nilty
differ en t ographi.c_k LGN k o
g '(P re %!1‘%8%(? 6\’? &gucggé(c? fn_l_llfqu% RLGNALYL S @Yne%@] e 18 may

wilh thy ﬁ}fsidﬁé ése aré usua

includ bdd hif Sr SRl nRRcho SMITIBRL d‘cﬁn;ﬂlﬁs.{,gz 1, sdlsit mgultoheoiDlognt\,act]y asingle
Signature Al gorl thm, but coul d al so be.identi f? ?F
portionsyfraizglpg en Qeolgvblsﬂuglm@l@ésﬁﬁww% D5 GRS RERE TERRY GR°

]Jl‘OVl(LCf:Cﬁ]é v)él}l]é ig R 1ntﬁri ﬁl [Vake % ’dcﬁih& ?@Qghelﬂtly Eh@ka -PbR Q\Hﬁ?&lc knows,

e vau I nventors'

what o BSeBt N atPhefienbe Eix eredi p"ﬁemom heavaslktcckd vétad oas Kmme%‘,
si gnature key 22 but never

har dchesqugnt}omoéldﬁﬁﬁ @”uiﬁé{?‘il%wo i fige {}%i’u P ‘i@ep‘tﬁﬁbc 1§?‘BH@€S e
mstancb roic\?? f”c%m’yltg T auI { ec?%(&%ﬁgﬁﬁg r‘ﬁ'l}ﬁv’b&hcﬁ:mq}%ﬁ'ﬁilaﬂ)ﬂttw isleRpected

storé nulti p e Si gnat ure
that mdsE¥Sbadnrng ofsle: DEVtslygbe Ié)mMMptjmanaqdrmjtm@mhgm Fng they add
f

urther depicts this. 15_In r..th
considgpllg geeriy gucgp‘@q{gpul,ugc%zl}” OltCﬁléC elécﬁ? ﬁ]é vgﬁlﬁl%l %ﬁf m@lll})ﬁ
sig ymttp LR C'Js%s 4)} for¥nk Ry Eﬁ&?c Hes9aghidd faaisbe (B Qlﬁlﬁﬁomﬁﬁﬂd:;ﬁ;ystem

el in nore detair, presently, a nessage_ 1S may
the b;gmﬂﬁ letihe 18 manrhles ])mfvzdmslsa@eatmm (tfg?&’l’tlﬁaffwl@f@ﬁﬁlkpg &2 & ysc.

ect portions of or rely. a si.n DNel
Altmnﬂplm 1@@ v,dp,lt &0 E@h?ﬂ@ﬂ’%‘fﬁ(’gﬁ 3 I%Dé% gléaﬁdﬁlé]?sﬁ e{jggl 5091 T;ﬂﬁ t@choose an
approp‘?lag:ry é?ﬁuﬁ'@ké); Y2 YRy RS a signature 24 of the messagc 18 according to

an appropriate algorithn.

Turning now particularly io FIG. 2, the major cloments here are the validating entify
34 and the verifier 36. The validating entity 34 is a party secking validation of the message
18. In many cases, the validating entity 34 will have direetly received the message 18 from
the signing entity 14, i.e., be the direct recipient, but {his is not a requirement and a recipient

can forward the message 18 to the validating entity 34 for verification.
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provide the vault 16 with the private credentials 20.
These may be based on what one knows, 20 what one has,
or what one is. For exanple, a password is an instance
wo 20fi;1as one knows, a hardware security nodwke/isnaym 19954
i nstance of what one has, sand a bionetric reading is a
20N HeSToudBEN BT b VAL 8l BhBfe iRl $2 2.
Just as tgﬂ éﬁ‘fgpem% S%ﬁg r?g eToult S)expect i tha?t L |
verifier 3<emm@| b@(&ﬂ{h&n@b[ tiioe aDEV6 syisct ezmdmﬂy\mmy B gudvigesdhe veritier 36
oy the si nc e se it
with the m?sgzgfmm%wa L, M YeBBCE e phen Bl F e ST i e
the vault ﬁu { B 8ok3 [1?& LgﬂialtuHE?(e§9¥511183811§@&'1011f1<@{] 390 RN i@nent in
I'ng enti 4 using the same conputer system It
G 2 is féd@eu&tigmlmgfcelﬁtn 3(yb31141(,nﬁalyulahrsglnplrtﬁo% dléﬂ%mmmks; watisomee, the
of whi ch SI gnaturf | Eg % ) ? Al ttergl %? . 9@
validatingeaiify 3@@ eahryhhphy hae! iCrPé‘qb‘F TR SRS 20% o
veri, hmmonq %S/ '3 s%@glddﬁ G098 8@ APREDRAIGH §c8ifn %%/L!ﬁ@vjﬂﬁwhgz
hen produces a signature 24 of the nessage 18
entity 34 @OE,C afcdiengirdd revahed pppoyprded! @) {ailngcb rekct e asseueams g a&mw with

o opionfpLLEL R0 ELG 2, e L E PLSTEDL 50 0E5S AL 1°rac

clSSBiliOIlb 4%' dl]@@thﬂgmﬁp&‘ ’Iéyto%f‘mhﬁn%aoﬁr v ais@ekdynm® Ml theakhosy (9
nessage . I'n many cases, the validating entity

validatin, u&}ﬂmw 34 iormmdoyiurfet:‘t“llylanelaeusw*eﬂ as hlee lrir@s@é@ec Agung ewyty 14 for
employi “%Hte}m? ‘%}'glglln gl lﬁadisscéy @g;qd{ﬂ H}lgﬁ@ﬁtanelﬁgonq tP éf)llglc 5 i c?&ltplleerl] ey

provide “Jw‘?&é{‘{?é dy; ]tlhfP)B RessagRen 18y icarrtHeniall 1H@§1bﬂ@<v@day lihYposksdi® of
verification. WO 2004/ {0043 PCT/ US2003/ 019954 4 Just

the signeraBhd dnasel\fnems £ vayiabn bsywtiem! 32 sinplerhlsse BRtcerplincigs of the
b S[ ﬁ re system 12, the verifier 36 is the
mventive D5 YHYEH 33 “of the vault 16. The validating entity 34

TRV A8 sptdae ehdibd BrpadBing Wohfy Ihﬁ‘@ulmﬁﬁa@eudﬁ Tt fbgbe
signature 24, the veriftication key and the

provided bs®erelirinadiiiUR kbe veRgerigumd hi mmﬁq"lcw w§p dhasise o

o EARRT SRR B oS SR Y Rl By o,

Accordingdy, thg' Qal¥dthindahhRgp4enh |dtyM?118143’1 LThdishpgnastivs, “Warhis signature
i nstance,, the validatin entity 34 to %ﬁ@g g

24 valid apsusbrand lvagh the? ofigpHaruper ﬁ@lﬁf‘@m@t SEHOUE HOOIEL ‘3@ Prighgt

sysiems, \n\f,lébrr@f}li%l%%t!)lgﬂv Sl%g%?l} }§. n%hglliljl ?RQ&N?I\A’I gn qqce anfus MHd %f GO,

atln

The time-§t8m@ 44 iR0LL c@xX pcbzﬁ@ﬁmm gL\ Qk?esh,oe i Bplou fcedd nehqu;g néthe documcm
etc.). The assertions 40 al.ong wth n opti
was al] wqd,jy@mgq(thm U@lilq/b,ﬁht,lbﬂi‘pﬁélh%]i]l G LY 33@ ]t Hga VollﬁCl 36 the

question: M\?:Ias A s#@%hﬁ@v i dtgtglé@lil )o‘ﬂutal?l'v%ﬁa%h?eiélg tﬁéﬁsd% Hif?l"zlﬁnﬁgnuty

nfirmthe verification
34 need n&&iﬁ?ﬁlﬁﬂ fyhen thi ghistenfe ¢ietuyal tidatiamg sertdcty 34 to

Wg p@ﬁ, qa]\@llnﬂtéﬁilg Eg?;{.%!ils?ggyu?p qncfaverivi\ﬁlatl]ox? 1?1 o%bsgcsr %hhy, we (tlescnbe
these below using the following legend:
M = Message to be signed and verified
S = Signature for a message

Yo A hash function; H1 and N7 are nged here (e o Secure Hagh
PR Y Lul.u“\vu._y Lu.h) A ,I.,I,,L Crzate ; ..-,.- --.._-.. Al Mgy W

i

Algorithm, ak.a. SHA-1)
K1 = Signature key
2 = Verification key

E = Encryption function
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enploying it for signing. The assertions 40 thus are
9na!ogous"to public credentials. They provide
tﬁgldence tEat the verification key corresponds to
; si gning key, in possession of the signorpcF 903
“‘h@@é?wgéhs 40 may al so be optional in sin%lerfcl-lr}gggmm”34
secure enbodi nents of the 15 inventive DSV system 10.
The tdheiéﬁmnﬁﬂmmwﬂ$@@t noted in passing, bears
further consideration. It may be provided by the
validating entity 34 to the verifier 36, and the
veE §ief 136 AN defiennys prdctsd 5, wanshe thavigniige stsemn 12
signature key 22 was valid at th s.ﬁnifi time i th
products ﬁEj&mamDC A4 and RedsrbrHgIMSYSERe ‘éﬁﬁﬁ g5 é\i élgg%[%]fet ‘5/4 Culg
_..ca nam cal | y..ask L QUEsLi .oniy I3RS dohihss&l
procesog) 2 VR0 4 Taen o SRR g e el Curarly
])1‘ovic1§(ﬁ!eh}é§?eﬁ§?{g%qr8' 9% s@gﬁale@gﬁms&fp e fpsiicop-vemthaskySt@hs ! the
nporal validatjon i '
message cioprakped.d8 agiig S0sgdre. Gnc%ﬁig'olﬂlsﬁgg%g r‘@ﬁ?gg%(% t?lée\é\é:?%ﬂnme
' can cone.fromthe,nmess , o
Ky 22 BB B GHBHL e L T eal s S ned at some ¢ me T
:%gzns 1hes Maldedathapbentiitder 84 coatolaglha Hgnareteisy e Bgln a

question: "was thi [ i i "
step S8AUhcadvaagatbatieiies] gig-mtr:q %ﬁ%llf%&)al‘{}lgl{lﬁla(\é/[?ﬁ!i :ogthgr;\{tc%j{i%ﬁioggglao,tﬁm 32,
where Q){e@e Dot ﬁdQ%gq{&gv\gﬁﬁﬂ dGer fﬂn%ﬁ.e nce of a trusted tine
SE¥vice. éxt outline the general signature
?Ihlda s‘{@fb ﬂj()lc, lGatdrannprecdssk s prBdiefl bpscdga He &eeivEa message 18,
ese bel ow using the f i - =
sing e 5, O A0 PRS0 5 M08 s
X g -I. ! .AA r;] ) e i a’ g 1o A
18 her %@cﬁlr("'%ccﬁ%lgﬂ Wct &iﬂ'%gt? i’l t?ﬁ lrlniégiaﬂ.bg d g lfgﬂél\_’\&ﬁ %DU&& Idﬂ Eg}‘@@n@tﬁgﬂf,
coceivdBMon dide24Ve b bdringad ivith tkeyeriiBatomEkest %sz@chﬂlizf &Wd{g? gﬁn\y%
. ,2004/ 100 439 PCT/ U 132‘;?0 ]10_19.97 4 . D7 Pegt ¥Rt oo
(S)ERupcl {FE R AEER 1352 g PPy TS ?mﬂé%ﬁg¥?ﬁﬁ 2’ process
Wy %’t\'hpe ELRY: 5Re 051 80ahhenenEs bd@ondgregliedst henparced. If
t
_ signat'ur € 24 and the verification system 32 verifi?s
they alehBg s@hgniat dipent @4 24 TheonsBlepride ds y¢B cdg P feraigli4 1 g hashes are

step 52, where_th i gnj ity
not e SRS PAGT LD HELdSge 2t b e ored o o

%191}1'01%%1%‘?%&%}133 E{déxg)%‘illtﬁ&gm\g?%oﬁhgf‘ghed i {rtiorofn wdpes, nlessergey.
| Sepereiy phed aw fite cton.éitigngﬁv@t @vé-réﬁ‘;&'yﬁ%sig@&' £ “25*1 g
Proddce’the
ven'fie%ll. %zrllsatf hjlrc ?ec%?ﬁed%&e@%ég%)(‘!ag %’e uﬂ:[:reﬁ.i S.G%I)(d, i received signature 24 can
be altered. Third, the verification key 38 can be wrong. i.e., incorrect for use with the
signature key 22. Fourth, the one-way hash algorithms used in step 54 and step 60 can be
incompatible, t.e., produce different results when used on the sarne message. And {ifth, the
encryption and decryption algorithms used may be incompatible.
The fitst and second of these cases are precisely those the process 50 1s intended fo
detect, while the third, fourth and fifth cases will typicaily be due to simple user error that can

be quickly remedied. For example, in embodiments where different hash or encryption

roted in ctan B8
Al Ak l"'v,{; -

algorithms are permitied, algoriihm identifiers may be aiso bo communicat
With reference again to all of FIG. 1-3, it can be seen {hat the process 50 has not been

described closely tied to either the signing entity 14 and vault 16 of the signature system 12

or the validating entity 34 and verifier 36 of the verification system 32. Carrying out the steps

of the process 50 in the physical clements of the signature system 12 and the verification
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Steps 52-56 are perfornmed by or under the control of
the signature system12. In a 10 step 58, the nessage
18 and its signature 24 are comunicated to the
woMeriifiheati on system 32, where the fol | owi ng PCT/US2003/4719954
additional steps are perforned. In a step 60, a second
y R cherived, MRISagsit of
System ggd(’ mxiinﬁ(?%{%% ﬁﬁ}g?g%r?g Eéat%ﬁa}?egﬁbduces the same &
hbuvmmﬁsubhuamykhﬁlﬁmeLmaedmw@f@repuﬁgmn$MeMde3@ageﬂmggnmuamay
here is allegedly an exact .copy of the message 18 that
coually Wa §VEi Iéjﬁ’écP‘mfﬂhké“é?léb“@ ICAHHE- 15 recei ved signature 24
dect yRt.g Elihihmdy ieX\rzaﬁJu@ﬁﬁﬁfhﬂb;mgl th@nber
H?l( ? Hﬁ% 2 (%H&tg] (gflrlﬁoc\’i th& 19@(& @115 e
of possib@dr Qﬂhuét@ejhlh ef f:llchs‘htson@-lmmnhhgﬁh D BH sasisteld). 647, 4thghows a
first one. way hash and Uéze secon

basic “IUW@F%“ vlich ¢ RSy e ffsh %‘éfi’ﬂél% ﬁﬁémﬁc‘i"&(ﬁa Sﬂ‘l“}énﬁﬁ alure 24
NS 10,08 NekIhii 800 1L rrnahRlN tabi: ﬂ%bﬁhb@ﬁhﬁﬁr it
{OdVﬂﬁﬁng ]ﬁpﬁgﬁé?géﬁ i LTm{lgnaturer 2& |§]Hof Jerlfled o
14 and Vaul@lédiepn 66, szglhlﬁnplsymasdil@@ Fénds, dHWIt tm\’@@dhﬁﬁpﬁlﬁm’ ﬁét e
action based upon the result

perfornpqh el e F FOBSeEGaLy 1 Bgrart 3 Ve WL Y

32 of l'lg;o ndi '.It shOMS. btut}l%kdctgnl t[}@ﬁk‘:’ﬁ@q ok Msthe usl @\ﬂﬁitHE e424n l'l@‘kl together
verif I rst hé recei ved message 18 can be
or sepaxatdlﬁrvem bSeedtidse t/EtTGHUIUBSé‘D vedd gilgkatlare 24 can be
al ter ed Thi r veri. tion key n
FlG 4b SRS 'arVétEfitiff]b&) dgcgu@w l(tSﬁélang % 81t1<a1 rcgh(kg 518 Eg %nmy 76

pl‘OVid(—‘E ﬂg:rlh&ﬁaé(h% QN %@,@Mi e abanr Bﬁ)m'ﬁﬁwblfs&@ ﬁrﬂ cﬁt&ﬂxﬁfhsil
can be 25 inconpatible, i.e.

H1(M), thﬁ ﬁcaemea"mgfr B uld srowhenil g dthepigntier @Mﬁf@s&%@@o ﬂmmon ature

20, e . bR SRETAPLD L SEE AP 2D, BRI i o

antit Qaﬁ@ B LnPTERdrS 8l Ahaldreserctinevanoressiibo 1i $hi sibeingentity 76
mly] glb ec][tl vvhlle t he thlrd fourth and fifth cases

and the \twd:xii 78y1pn}da1 wyhineondgenpolosi %h@y WERE P S FORTA RS Es, say, on

v1oc 35y B4 S8 IR Tl SR LR, PR T 00

wide ark Pﬁbiwby ﬁﬂ(@gﬁ,ﬂi \ﬂﬂﬂﬂﬂiéﬂ&@bﬂuﬁth Ipk@t&iodk yedhs ved! X&Vniw,lmmc while
-- Wth reference. a aln to all of

FIG. 4b|%|n@we 111@1 nsttmeaﬁ b@é\Sé@ﬁlqdﬁaﬂ11Q%fé‘l’B$ Fei¥d o504 Hggnprgpec 18

and the é?félflfl&ui./e %f' g%m% ggnég) 3 ]%EX 01%1 ﬂ?&ﬁ{é, 1§1|sezgsg)[]%?selﬁllggglsﬂélr9}?&i&ﬂ 78 1o send

these oiviMad \balblcBar bnGe niityenddy ahdn VeI 4d-gmap6 efxfimph;emuatmm are
verification system 32. Carryi ng out . (lie

shown, bhenprosese s hat AlatHe PpRpEY Q}&Piéﬂéﬁﬁﬁﬂ%" iﬁ%H 2t are
si gnature system 12 and the verification WO O
graspeds 0597100439 PCT/ US2003/ 019954 10 system 32 as
das.crd dheds aheue vasiation ﬁntpcmn}lém R ltl&Sfﬁﬂitalhy ¢ Bt efleeripgla signing
enbodi ment, but the spj r

entity 8@ mewhipasedHone RS e ]e(W@ g %ﬁ’%ﬁ@%ﬁ&ﬁ penglg df to an agent
82. T hd?%%% s Hp:%qi}( gi‘éﬁ&sslhgrﬁ}’st oft YA glh){shoxﬁfﬂﬁ‘t’i%nslﬂﬁhﬁc soy bRk @oduce

tions agareacollectlon of
the sigridth@e R4 dE (aygr(m\n ep Scr\smg;s teictinader Heierdre Bl g, D1l avgritserhash

will typically be much smaller than the original message 18 and thus easier to communicale,

[+ 2o T PPN 1nnn 1-.r\i ces fhn or |(ﬂ1'\f1] MIrgsarc c’ 1R
a:J.u lucLL un., ubuuu G QOL0 GO [ye] SEaUe o

71G. 4d shows a variation for validating the message 18 and the signature 24. Here a
validating entity 84 receives the message 18 and the signature 24 and sends them both to an
agent 86. Alternately, the validating entity 84 can receive the message 18 and send it to the

agent 86, while the agent 86 receives the signature 24 via another route. The agent 86 then
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5 of possible arrangenents of elenments inplenmenting

the DSV system 10. FIG 4b shows a basic enbodi nent

in which a signing entity 72 provides the nessage 18

and,;hhgysignature 24 to a validating entity p{4/usthes/o1995
\‘O ﬂ H”ng entity 72 here perfiornms the tasks that the

I"I'O(hl(:k“s%)}g I%(ﬁ.gji( glta(;}-g‘\ &'l{ﬂ]l?fbgjng (‘tl)'kl l}lC gngsaq ngndJc t&sl::h)g/ ﬁiti]hl[rug_’, 24

he valldatl ng enti
accord H@H {‘REQ& e U( ks ot pat(H fip)yalidatd ngrente ty IBZli tquvay
verifier 36 did in the verlflcatlon S sten1% F I |
hash, TIE(\G); c@mphtesshoiMstobewapbed i {mtsh%m Lagy 18y WA Ryides
the val ai\jg]%acgaﬁrtf ﬁig%&@g‘f 1"11 avel Fegg%sp Qb T A 2HP8E ﬁ'&“@iL YIEL Wby ltiﬁ ation

{ons |cted n‘T:I

key 38 ?J‘QN@ 1 Yiddah e ipedy 11](% b;pﬁ@wbhtﬂcm@wtahm@ g(mabu nleuQ mHetme
he a signing entity 76 provides .the nessa ef{}\‘é £9.,an .,
oihenwa@elnttlm?sby"ﬂhﬁea@g@ﬁ 78 cgr.ddlic 89 tlHe Ve qien 1y vely be

ans a2 P TTESRRE 3 A0 SyStbtas b

Eﬁ(Hl 4l AN eBbtheioF it oEldreatiiaeloyht hessiggihB agd éwtsnglyu%” 4.
ere is analo?ous to the signing enti
1

Here 2 mg@nerBtiked®(ioknainby agoRd it %C‘flﬁlé‘”\}%(u’m?%gf%‘“ 111?{]”%@1“1& and
passin odﬂeén EB%ﬁﬁ{l gcl;c%?\;a@ 'ﬂ%’chmgsw@rpfj%tﬂn? sARUEMe hB8ssHBY1 P/ WhE Bﬂoﬁam; ¢

e in separate conputers,
24 1o th%%fmt%lf(‘j (h&elipealtuar eahcnzehg\m;kuy)t yﬁnaﬁals )ytcb@eﬂlyni&ju garne agent 86

rewall. Or they can be del y
used mw:] dedd I:_eac Hist c\g@pikfiﬁ 4058 htz‘f.pgﬁe W'ﬂﬁi}cm&l Qg g(crﬁﬁé/ {’GCCI)(/M]% entity
88 can Er otgdﬁgfhs {Lﬁé&% d%]a}sldl\@ ELHE Wk fnel B0 er ICW@H' l%\@fci:lﬂﬁ agent §6

Si ghat ure el ng returned to the
here p1<§¢1@d§3;| g ventatioy rdkpoandiZthe thied pagedll §hedwal prHey 0 does not sce
signature 24 belng sent onward fromthere, it is also
the conpratef tﬂjpémﬁﬁﬂ*’ﬂt fe agent 78 to send these onward on

gig rrp‘f shg\tvs By 190k Idgm%ﬂtf bt Yalili®ind the Mhdesacdas@ni@jesignature
|at|ons are It

shown, but not m nor ones t hat
24, Hergholid: 11!1@' ahieay? oneiect the nprskazeilplasd Uit si graie Ad it ,s%;ﬁls only

are rasped. 25 FI G sho anot h )
the sigiigg i Fg ithig) tlggfén 9 é‘ﬂ‘gt ﬁ%oeiﬁﬁxenfr%}tgn ﬁ%% IY% rfllg% h@ﬁ 9§ m})/t have
access % it Qﬁlglq?\l'iggs Thgdl 65 hcANBcYBY tl'f@ﬂ?mduh‘ﬂe(,.mcmcc@ﬁmgh@the fornmula

and *%en ds it to an agent 82. That age g
D(SHKT, BQD)(E(Tﬂ(y@)Oﬁlﬂh?e tdf mpsctdug@émevﬂay[ qﬁlggxﬁa}w@“tsh HHAM), an( sen s the

signature ke rod ;
firs oo HeR) ek e ORBRERHES o TG BARPER o e
swondtoﬁg vidyiabn, Q@RM’P&H Hasdrssaathb ahy pdnﬁp‘hkaslnbxeﬂzrthc ﬁr% mad-tvey hash
ghe ori gl nal nessage 18 and t hus easi er

to asceg@inmuntlcatie;, nlcssegca}(f’dvaﬂh}a&cs tHe d@@@rﬂzi s Relysec Hazecgnﬁ&{ of the
messagﬁégegzglg gg rsig%% rljlg '{TEISIS*L?Q gccogd §{ g'wqg dy §1héﬁmﬁﬂﬁcz@&?ﬁ@1 e 8211

1ie orig sagel8 FIG 4d shows
typicall®, b\éas‘iﬂa"}‘ltdn@ﬁhﬁ@é%sﬂﬁhiaﬁﬁida@l@ the nmessage 18 and the

gnature 24. Here a valldatlng entit e“/ﬁ Lt
e, tessagesiligmatigr vHEUSD gHEIRE iéﬁvﬁﬁfﬁwgé%gg(c Sl
Here a é’ﬁ]fcr'lttlg}b Ptgﬁqc%eé\ eﬁm ﬂq&%@% & thhJsh@mN@J "Lﬂ@ﬁdl B&hds just the

eﬁesage send it. to
signatib184 (AGRHenBGs, wihdl & pbhﬁilﬂg;emt: aﬁﬁc ngnﬁl‘)’@'es@(ltlh@ G, 41, The

nature 24 via another route.
vahdqtmgmlmoﬂﬁ ﬁggp;p@tr;tcuggq)@gpq]l@l%\aqy mq i ﬂgﬁ\? } 0? ﬁlC me sscwcvl\@ but

here sends it 1o a third paity 98. The ageiit 84 upul_}'] 51
formula D(SK2, or DEFIM)KI1IKL, to reproduce the first one-way hash, 1 (M), but

here sends that to the third party 98. The third party 98 1s now able to compare the separately

h s o1 (‘f"\Of'l'l‘l( 7{1 arn Aredino 1o the
FAVIRS T Y 3 e T SR L E

received first one-way hash with the second one-way hash to ascertam whether the message

18 validates. Neither the agent 94 or the third party 98 here sces the content of the message
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11 produces the second one-way hash, 112( IM, of the
nmessage 18; decrypts the signature 24 according to
the forrmulas D(S)K2, or D(L?(I11I(M)KI) K2, to
wopepriodiuce the first one-way hash, [11(M; companesos/oiwvsi

the first one-way hash wittt the second one-way hash;

18, andaRdcBAeNE: d8suminitadsa WQ@@ ﬂgmﬁﬂlit!ntgym%f‘y Ll f}huﬁh? will be small
val i dation response 42. The agent needs e

and umvemlwﬂgabkon 5 key 38 for this, but |t can be provi ded

t at| entity 84 (or ad
Bl G BBl h SR i gt mi BnLEaTY, b eRkstos, used
in an ind@AridARhSs ¥amh Ak 't@ﬂlomab{m@fdfce&tmﬂﬁ/lﬂ)W s@’sh@n 1§ ‘?m-:y [ﬁse L B6ved to
verification systen132 with the validating ent 3
sign andapetify epdsed O@rung@ AnpErGusly noEd@ mdsaghbwsaanot thhara number of
the nmessage 18

11CsSags “ﬂjt‘\ﬂiliﬁtr 81112)211‘30 ﬁ éﬁ,é jé()lﬂél&&eﬁ) h}éw iltsly\gggaomon of a dialog.
Accor (il(lp@tlﬁ@I}ib@‘JciLfy Igffchl ﬂ@}ﬁ&s)éq bESRIsMRGd f'«?nf’@%% A% AR dial00 184 in
S|gnature and assi ng t hém onwar d) “recei ves the®
FIG. 5. ﬁﬁ@m@@ is; mawdﬂts d@yﬁ?hélimﬁssdg@laglammxtlmdugltgmalﬁitltl&n
t he agtual "val i

afer theglhed By O RSN o B b ek PRy e it e e aceddgn

comprist Byl cHéhi stiRhenthes cagently 88 Waes: shﬁ&%u‘ileS( or the client
verification key 38 (or the receiving entity 88 can

%hHUHMﬁ$é$¢@@(phnﬁmahibﬂSgﬁ@déﬂ@vtuﬁmﬁﬁnwa%OCL&hm&émhhed@ase

sl by NE0HSTe SR B0 B e RIS AES L0 o

mess: m,p@f dayh cQled@@Sﬂ151tasuﬁﬁ@stdikﬁxchhﬁ?eCQH@s%rbkﬂI&ﬁ it DR JYBRRRLE will
18. FIG 4f shows yet another variation for validating

appreciajefBaiyd deeexrarbniiot the lust gmasiaied, mpasagipgspstems, such as e-mail,

cannot | 3¥% ﬁcaglbr}psgﬁjlgh Ilg %1%,3]3(}1[ lée“.,cgéh CH[SC({ ﬁ@b é!}t@]ﬁ@ﬁﬁ?ciCSflﬂlﬁﬂS Qﬁflb 18

typical oﬁg@\mpc&tﬂ}c ﬁram}yaioﬁﬁnmﬁ@W@fob{f digathion 1 ke¥n Bradtfvet PRI time”
agent 94 does not have access to it othermnse) The
convers: léﬂ@é‘htl ‘opy el ddtiey e o1 OHBAL Giees UF] o gf‘@n@iwwg sysems

that use }Bilaﬁ aci@(f ﬁ%Ls@lﬁg Q}]gc%ﬁ%g%wé _ﬂ as QKDE'{I Q%i}m {%Si%l dncgk ﬁ‘a%‘” fqﬁé elc.

roduce t
The inve fmvcsDSUrt@smazyi ﬂ"qashxdba@ ke aymo tRerv@hiveiaiiongl #bishyig 92, chat,
e validating enti.t produces the second one- may

IV, and hg\é}q dynanicpy ﬂlaf% epah n@%s%e&@%d@@waw a6 g bes firefomi t h
B8 fs'arsﬁﬂ%ﬁﬂﬁ: e &Q%ijhée%maﬁg%é %kzgﬁo}é”gq%kf S}Scstlcm 1P with a

nmessage val i dat es® At O:
number cdcoxptlem Hefe i emnrr@sssmg)elaﬂﬁm thndalideeing icgnigtiaragaizdxaithee a
econd g e- mar hash communicated here wil|l 25

e
TESSaEe gﬁu P vaad UhFpHE Fadie yrontigadBdbe sigomtpe, g gnd
optional 1§ Bmﬁ@ (él.%ﬁll chis, @é@@ltdﬂ%rpr&%h{lﬁtfh OBorn %’ﬁg i ROl NG, 4 YA éfiﬁt i on

sonmewh Het'e a val Ing entity
omclml}\yesk@mm m;ésﬂagisayﬂﬁ 1antdu'it:dumc’scﬂgnatcmsé3]u?41,a tadaketwork

. cad _'_ th ure. ent 94, which is
100 The SEP ST iy o e A et BB TR Pres gty $hand e
ver 1ﬁca[iM§1kb)d§(¢ "11(1‘19 sﬁﬁﬁ bt Mnﬁ@y ahser ﬂTqu @(ﬁ%ltlﬂ%e‘§§9ﬁ9q ¢ QR&T y(\g@y

he message but heré sends It to a

IHOH&UH%ﬁrmﬂnﬁ@%ﬂth%ﬂMTh@ @@ﬁﬂmﬁﬂf@@@Ty$ﬂsﬂﬂhEmBMQMQMUBefﬂm
DSV wstﬁzg ]?Vﬁgtriglgg %:1@ yay tg(gelrinm 1311}@?6 dndStFuq wil usutal?y gc }tnhe%crraﬂﬁc for

atrdne the ol ot e key 22, The verification lfr-w 38 m ay be stored 1n the lrey v server 102 but
ed i the Koy cervey HEY buf

u\a;,q,,.mD LR Ol D.‘..u‘..;v
it will more generaily be carried in public credentials (¢.g., asscrtions, certificates, etc.).
Accordingly, the key server 102 1s one possible option in the DSV system 10, albeit one that
may not be used widely.

Also optlionaily, an authentication server 104 may be provided and be also accessible
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formula D(S)K3, or D(E(H (M)KI)K2, to reproduce the
first one-way hash, 111(M, but here sends that to
the third party 98. The third party 98 is now able to
“WJERHEQQQ the separately received first one-way/heshs/or9oss
t he second one-way hash to ascertain whether the

mss@?g%rﬂl IC.H ?dtél%ﬁéel‘. Clt %d'!ie&m 1?%0%9??&0 ]9f41 9]1‘[ 3(!:1 I?)? )O%I

via the ngijgf e content of the nessage
the priv a?LOQ L4401 139 mﬁq{l 120034019904 f 1l2e 48; oramakt lvedesirable to
ements communi cated beyond t he valld t|n entity @f
wanuatlylpﬂ gaplbyingithd DBY sypram) L0, Baécelgdy i {g; I;}Qﬁa@@ $]5615 ApPRLY
is a depiction of:a conversational nessagi ng dial og,
discussel- "¢~ an EIM dial og, used in an industrial sales

TEXANRA &nt Od sROWL Ravmiseeicay B@th&m@ﬁ\{lcﬂystleﬂim@pmﬁhy‘)ﬁ)el :
enpl oyed t 5 sign and verify nmessage units.

the netwpreMilpusthy Pnet e, Heedngd 18 My h%?%léuecﬁ‘u%%ﬂmalﬁﬂ<
parly 98 ﬁg}tEFgS%‘/%gl &éﬁ) gg g%&@%ﬁﬁ 'ihbsﬁl 1§]1L101 1%3 sd E:I 'gg{c} i ggﬁ;@@jpt%h
lmﬂunfq%§§§g§348 for purposes of the S|gnature 24 may be the

entire dialog 18a in FIG 5. Alternatel , the nes sage
1118 un’aybé 06 gzayéqet%| lagal diealtyy neswor KB @ YidE ﬁjgvattjﬁéo Rghprks such
as the [”Eé’&ﬁ g%fsigg)gné (gn 11)&? } 6\\; ;ﬁ'&tﬂ{ﬁ &l ?%§Lgll%§ s&QBL f@?&uiﬂé‘i\ﬁﬁdtmn

t’er nat sage can

server 1(ONRY {1581 2Rk Y00 heale 11IeQmEnc311(&tce)ﬁrgmtcSJ/ﬂ:c’Bsystamns ot yxat:méc
véndor statements .18d, or the cli t@ enent

withou! BaegompFIRSEN SORPHSE (GFghed A VERIPTABD Heg b e
assistantg ﬂgﬁég)em yendar cﬁﬁc@{ 1GPERY: $he! milﬁ@&tﬁ? 'ﬂi’ I:$8ai SQEONY4, and

g Veri fi e nessage” alternately
third pmtm SFER ERge pllistiean sm&mpcr(mdﬁeeueﬂlhmbaa 'gpmg)h‘@[ zg@(éﬂé;m; fo:t use
8e. Those skilled in the ﬁent a

as all or ﬂmaltfmcw ¢fil¢ pgneL Y| 1&n"“6f‘“1¥1 AIng { ycﬁfs 55\%{18'{) e‘é?e el
mulipr ogesfsmaes sﬁg]ss&yeséx%gﬁel %%ﬁhdﬂc% B ARidey sérvelfcaanathdgeation

y secure t he manner descri bed. The
server 1¢ndustri al sal es exanple here is typlcal of how
people usual ly co ni ca effi

ImLéz,hggttiﬁu‘,sélo-cPl@gptvtc[ e O] i@éﬁ&at &g xlgl% aEUXﬁ)hoh?ha’t ulen

validatird %Péﬁlg to}m? BBkl Endelit o B@tlﬁ%ﬂﬁ(mﬁ&ﬂ@ﬁﬁa coabiisStional messaging
B over systemE that use protracted nessage

exchangeXidhangds;ot shuclys as (he-cawi. I, simoitwe v qtion SegIoAl CaRRE feployed

to thd'ltéce\}vgﬁiglétug’e ?}g@@gﬁ'@}(@ﬁ%{‘ %ﬁlgpurﬁgaie 2%' 1te§tﬁ1 (;ITQhBr[Q\{lIl grﬁn%btmg

¢ 0o Whir@ D& biMog). dyneddig@lid yareibdaily &é@ﬁhhysltlﬁsloneeﬁi&elhe
plny{eé ﬂfaﬁ% g d¢gs t e partlge %refer FIG 6 is a

1cc1p1en15{§imerrmsaggr; dbicookt Iivagr é@ﬁqd@bW@ﬂﬁ 1961?1?‘1"1@39 PROBISES trovbigie
specific é;,gpqltpgp ’}LQISA%%OH(SW&;D\EX aolfzs Ls ng h%&?é%%?@rﬁl éatahr:f g%lél%’g%(gg
lﬁg ‘7‘%3@? a9emi8e: bRUbHREiant @prc&iuIOdHtt i;@mtwdﬂﬂ\é sgilgndfendodied
he nessage 18, the signature 24, and 3ﬁh
to take tioib lﬁtethee,l witfen signattesehiigie sspaeehit yhe gepityus ﬂ?ti:"élt%ﬁm
110 can, é%pﬁ?a{}] %bgﬁseﬁfﬂﬁlm § a3 (Ph el %sqc"ﬁ off &1 %@Hﬁ%@ Qe &Y of

S0 accessi bl'e v t'he networ k
htIUdUOll a valid smna{mc can be instrumental in iiacmﬂ a lmn%dctlon to its 01101113] 3191](:1

Conceptually, long-lived validation is somewhat different from real-time verification,

T 3O e §5 AR B 1 e medmerem ] Anda and om
“The difference is the amouni that each reliss On SRIGTHA (A &t SEry

soen, While a realdine
verification service can rely on ofher data or services (e.g., certilicate resource list (CRL) m
an lightweight directory access protocol (LDAP) directory or an on-lne certificate status
protocol (OCSP) server), a long-lived validation service should preferably be as self-

sufficient as possible. That is, aside from the original message or set of messages whose
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100. The key server 102 can provide or store either or
both of the signature key 22 and the verification key
38. The spirit of the key server 102 is for storing
wokemsoddat are used for protecting the confi gentusabistoyvos
and intenity of the nessage 18. In nost enbodi nents of
z ythaventhe ovabials seivicel Sccordingly,
mgmm%ﬂ 0 qlPCS SMS‘LES@AQI ﬁjnﬁﬁs{dé@ y be preferable for ill
a long-lifrkd ‘{aﬂﬂ(ldt',]ofrw»lceﬂlv:eﬂd sllqm‘u)t thpl(m%ll'ltlow lcreagpiie! @élﬁé[(cal ly

lg ercgﬁ%”gggeé&&,lgl Pl)l Sreﬁfg\ 8’838{? W&nt $Ep %grg‘?g@lig\re}r f\}lgpoc’li%eé\ ice

J.8.,8N8, R L& f&@tﬂ&n pidd 1hey DSV Syat BM &9 cadtl theistge 18
10, hC(HJgQﬁCFQ%ﬁggJ ot be ugéd w dely. Also optionally, an

(i.c., cacBuiRQRLI18ak Idehnaleermiell kddwheipcryesipele vicgeacrane e pe oéﬁglb,ments

~accessible \[\D 200 0043 PCT US Q
oS g DRSSP R e

£ 08 18LE N8Ik 1Y afithet Bentpink \A&ts@natuw 24
(lﬁﬁogéaubﬁyﬁ(ﬁYl %g 3 tle agéertlon 40. 130th of these

of the mORL OIS amayllbe pdleisa crathrdiatsal 1 8 ¢7-ganiceat e PP ST Gy hal
t he DSV system 10, partjcul ar

bears t 1%@@%9017 55%@@,31&]1 %tq e §Lely }Decd&l?‘{ hg)ya@lﬁ{@?asﬁﬁ 88mnd a

nvocah&?ﬁﬁ’lﬂ???ﬂ ft)%ﬂ? bk?i% &&WQEQM ed to the third part y 90
he netwo or the hash values ,I-11(

Thk-slgdeMe v zda}ailbne segmrmlrl D @alt Egeive infREnEHylg o {p“éﬁqlﬂ} 1@81(1 114

directly Fl@%]ﬁ%gglégg]tg epH@/rle\lo P 1$h ét§ é“ 8{ Fﬂ( n}:m;&e%ﬂ?% %h ?cgcigll‘f%? t“glt o

mfor. nmt%ledH— &gl n"n\’@ﬂﬁolg&qﬂw @L@( @thkgealarak ejal t/pednet Whlof the
3 area type network, such 10 as %ﬂﬁ Internqtl0
messa rrcT]ﬁet]ng%Bng WtSCtiyn(Mm[\béISFlHé‘P gty yalppliop ggvice

I‘LdUCIan(g)\EI%/Igﬂlgl@aUO@é [Igf Ce’gi:i a%gt {%ogﬁ%qlﬁgryg nﬂ%ﬁ?g#@?g%ﬁgi{gtﬂ(giﬁs

accom; }CFRI% ?ﬁ%@h@l«g i taeupplhddtiat Blgm,ncpzehsmla(bl tb@ﬂpmtms
and”communi cat i on cap ablejpersonw

validatiassivsteatitsap PDms ear elsexdiced (et IEBA; &}g]t‘cé]éig?tb(fn R 104 or
dronvczl}}&]%gbccglbﬁceagﬂgtg‘!etl ca), oy T EL fjc%tu':cﬂ u @t]'lﬁ)ﬁcg ’ubﬁé‘%l thAig KLQI leave

h*sophi stica Smart Cards are
conirol @Hhé é}pmﬁﬁ cEe Mﬁt&hntyzﬁdc&yﬁi calmang‘cd"r@m beingSpagy ahbliolo not

ément of the si gni ng. d val i dati ,
being kmm amywlamo @dl@ﬂﬂﬁgogﬁﬁ Eﬁ héaf Sﬁfu‘le’t]‘l JB]r sté%ngﬂ?qi‘mmdals

e excel | ent candi dat e LB KBYs RRENME R 2ransk ti
118 poIGi G Gar PoAe %&eﬁev% tﬁi?)li‘gﬁgr 1?§%r{g$%u$ﬁtghi s document

]mynm@54h§%6uﬂfﬂ@ﬂhﬂ&ﬁﬁ1ﬁhahmnmgmﬁjt assunption that the
validating entit one th tended ta
TieSaicneatien [aienTegnrareliy Dbl asstg RaR g 8 e
musqgcsﬁé ﬁgtnlg %gmg-gplsc dfggc? g R Rl NRYT 1R atah &cClaZQ@roves information

t1on service can be deployed to
about th¥@hli dhabe stahg fitignatesaeesdfs. & tﬁmgwg@uam@cqch@hpmhmd

Cmb@dn%gim gi ocv?c&% QtIBr]o%lla%S{gtlhtcat%fﬂ 1} Hletmgn%m?e L eAUGSH ap@ an indication
who signed the message 18, as determined by the name in the public credential 118
(ephemeral assertion or PKI cerfificate) of the original signing enlity 14. The validate
operation also provides a bundle of in formation aboul (e path leading from the pablic
credential 118 of the signing entity 14 to the root af a tmst path (a chain of credentials of
increasing trustworthiness, 1.¢., what vouches for the public credential 118, what vouches for
that, and what vouches for that, etc.), as well as revocation data that supports the validity of
all these credentials (e.g., the absence of a certificate on a valid CRL).

As a provider of long-lved validation, the signature validation service 110, can
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party (e.g., the third party 90, 98). This ability is

particularly useful in situations where the recipient

of a nessage does not have or does not want to have
“{)5m§”ﬂ5§purces to validate a specific signatyeeqsThizgivoss

consistent wth roles qf the agents 86, 94, already
ock dia

}}all]bllldjékse%lp Lﬁgﬂli} ﬁ@‘fﬁ%\}‘élht \(ILZJGD%%C 8 thg I}R i‘gabonﬁoﬂ SRR gm question:

“was thi@ @it S4FMNE Aeduch Whd Buch (Bh@natishe Mahise@lfdr @SS MsGR pired
110, The signature validation service 110 can be

1s a proplgpt heluay lay syslefg banoh ke, &ot whehilthg mveftivg DSV system 10

can transaction. For exanple, in the case of litigation,

7 awvalid signature can be instrumental in tracing a
WrARSAEHLOANDQihkS(s OO RaldcSdrBRe hbo kO NGERE M AL Widerstood that
| ong-1lived validation is sonewhat different from

they havcelzgcnu)p cpgﬁnt@éﬁ)b/fwf@aﬂ icornp c|on{y, giad n@tdnmé&hogn rbus, t@ blEdd[h and

scope oﬁulc é%vcpélglﬂ U]bouhﬁjn%ﬁ)d(ammﬁ,c by & y orf\ll?\}z }ov(% al\{}fécrl l%f“ C\é«“t.lﬁ}plﬁry
embodi@@AN] 98 sBald beliyfihen cmxh@lrdcd@t BnRIwiBeII BRSwINe clhims and (heir
certificate resource |ist (CRL) in an |ightweight
equivalgditf.ect ory access protocol (LOAF) directory or an
on-line certificate status protocol (OCSP) server), a
| ong-1lived validation service should preferably be as
sel f- sufficientN/assprEs blbel [ThatLilsy;, aside fromthe
ori ginal nmessage or set of nessages whose WO
200- 1/ 100439 PCT/ US2 003/0 1 9954 1-1 signature it
'Iél?é LaLepsy e 4 el ﬁ}é&‘ﬁlﬂé Bxl%moﬁ}u}’cé?ﬂuﬁq ol fksaging
or service. Accordlng 5 I ved 'val i dation
con&n&&ﬁbﬂh@érﬁhmuhﬂu@ump&n@nqwnﬂppemammom$ﬂycwemiﬁnagd@\mnanm
validate. In the inventors' presently preferred
of these g FHERPT I BHNENE TagsERaLEdM)al i dat i on service 110,

AdBas @95 R8T ALERN, RRRH (ﬂ)ﬁ]@ésﬂu?ﬂ{a@k%%ﬁqb% 2ot Ane
record 114 for eac nessage : nmessage
attribuic 8ndthedefdined DentsisicgnBdcanviretike ﬂn}aosmlhgff lhccs,tfai empnatsational

or_a set of statenments _collectively

messgoR P YReY §IREY RIS TSP HEOGAUARRSEE Y & GE kbt Eigtockend
author */p@{*:oecqlvql% il C] hé Eéﬁﬁk%@ﬁﬁp Mipgs Nas ﬂlcﬁfdcﬁat}% {ie %ﬁ@ﬁ@to;@mﬁnﬁb

each recor further contains the signature 24 of
imgdsthEnWEQSagénmS&kas\ﬂ&i$nasypmbbn&oﬁmed@nmvahsnIdenﬁnmn

prions i S B0 MR sl R D
groups 01:41 oBErst g é@ﬁ@@lﬁl?dhé@ancﬂﬁg 11ﬁ04Q%6?m9 6@hcRR St ALUSsacd20un be
for the pu lic credenti al eSIQnature

prolecied z}doiltl‘abﬂ@nl ts«er%mao@ mgozgan heenestasss nnWéaﬁwlmim&im stegred with all

of the d 1fnﬁ<§ 14 a&:hcs enf agie Al%cﬁﬂicg glzfgsgéi}aé& %@3 grhd)ve 8}(])193”1 ang ceased to

exist, TrRREApNf Uﬂﬂ @y Bil@ﬁ}ﬁl&hbé@@ods mghyf @6t beyref 61080 RiRIADT scowrit
reci pient. Since the prlnary key 116 used is a hash o

a.ttnbum h]éacl (,@5,5(@35( gigial @m}ghgaécggfag@oﬁ; Withstép poitgps pbie @@]\@ésﬂu ons
that are Séonoc Ql%ln c? %nclr %ecwmﬁ)ft L9 mgmc g{ﬁﬁ‘ég goeliié?c' ?pjcaﬁ?ﬁj‘alr{?
1¢1L$zd»&ﬂﬂt;tf@ )S\U@&uﬁﬁm is also independent of the underlying digital mynalmb
technology it may use. A signing party needs a signature key and a verifying party needs to
have a corresponding verification key, bul there 1s o liimtation that these be diffcrant, thie
same, short-lived, or long-lived. And there particularly is no limitation that a Public Key
Infrastructure (PKI) certificate be used. In this latter respect, the DSV system 10 does not
suffer from the disadvantages of PKI schemes where all signing participants must have

digital certificates that are currently available, are verifiable by a currently existing and valid




acconpany the nmessage 18, i.e., be supplied by the
signing entity 14 or the signature validation service
110 can obtain them el sewhere (e.g., fromthe
woant-hentdocat i on server 104 or a conventional PCT/US2003/019954
certificate service). The public credentials 118 are
ceﬁi_ﬁé'a}&ﬂzhiﬂil{ﬁ'?'tg,i Mmdthat a theynid eaN@misa rbcdontsheusif gk R@res are to
entit ut they otherw se can range from bei ng openly
1'enlailb%qim fet by b Voprsksai .Hbmklﬁ@ﬁml—’g_ﬁy%gp@&“o@@' Sigaturaoduction and
e context. of the DSV system 10 (e.g., the public
\@“ﬁﬂﬁggﬁgﬁ&¥g%%”ﬂﬁfgﬁggiégtiaIIy can even be the sane as
tihe dpy dboat ewndrogidenthals, 120 dipedemhanihe Bl kngerh B8 of the present
. signature 24, although this has cl ear di sadvantages).
mventiphavil} ARy atesopel alpshstwpas iy, B Hdeyrnecid hatbe
comm LY BB B e Su g Ot TR M B e °™
informati on 25 about the validation status of the
messages 18. In the inventors' presently preferred {
enbodi nent, it provides a Bool ean indicating if the
signature 24 is valid and an indication who signed the
nmessage 18, as determined by the nanmein the public
credential 11.8 (epheneral assertion or P1C
certificate) of the original signing entity] 4, The
val i date operation also provides a bundle of
i nformati on about the pater |eading fromthe public 30

credential 118 v"'- :...: "tity rd tc, the root of a
trust path (a chain of credentials of increasing
trustworthiness, i.e., what vouches for the public

credential 118, what vouches for that, and what
vouches for that, etc.), as well as revocation data
that supports the validity of all these credentials
(e.g., the absence of a certificate on a valid CU,).
As a provider of long-lived validation, the signature
val i dation service 110, can WO 2004/ 100439

PCT/ US2003/ 019954 15 particularly enploy the
time-stanp 44 (FIG 2). As was noted above, answering
the question: was this signature 24 valid at such and
such tinme?" when a key used for signing has expired

is a problemthat prior art systens cannot handl e, but
whi ch the inventive DSV system 10 can. 5 Wile
various enbodi nents have been descri bed above, it
shoul d be understood that they have been presented by
way of exanple only, and not limtation. Thus, the
breadth and scope of the invention should not be
limted by any of the above descri bed exenpl ary

enbodi nents, but should be defined only in accordance
wth the following clains and their equivalents. 10




| NDUSTRI AL APPLI CABI LI TY The present DSV system 10 is

well suited for application in conversationa

nmessagi hg contexts such as chat and instant nessagi ng

wd bMio@pg particularly in the emerging vari anee1/uBB006f0 19934

t hese such as enterprise ingtant nessaging (EM. As

has been di scussed her®i;aSegue e conversation has a

nunber of inportant attributes and the inventive DSV
What systiemi10 can provi de any or aII of these for
_ cgﬁye sgilonal nessages. lart ci ant % ;2 i the
L She o Ghar oL g g ur G Bt be Dar Rehb? Eapiasing e
steps @d authorized to engage in the conversation. This

may i nclude both the originators and the 20 targets of

convirss edmprializotessiage sglcwihiered Arsahgshpohicitong! of thehe

conversation, and different portions of the

conver@%??ﬁﬁ“ﬂﬁ9“5ésb*gned by different signers, both

ag, 4 ndby Q)‘ﬁ%&u?‘&g S?fﬁungé&@ﬁﬁm@f&lﬁ' fgBera8h vARNe based on a signatuze

confidentiality and the integrity of al

converbatﬂ@mﬁymm%sggeb @ﬂﬁh@@mMprotected both while

in transit and, i.n. sto

dﬁv(@;npalyg}ngi aé\ﬁlequwsl ‘ahbnélﬂ]lb toi ﬁiturﬁecoa}pg&tl 15{3@ gXSPCﬁ]éP‘Ud fé]é:.

veri fiableshang) alcb@be I fRhGNAMIN Ry Syshay eia@ﬁﬂil\ﬁ@ﬂt

and ceased to 25 exist. Transcripts of the

ciorvir bad comahteneskages:, deayyplisohpdis aL g pedy ewiassl on 2

their se ttrlb tes i confidentia

and diﬁ?g%ﬁ{?yﬁ? R’ ”myﬁ”?%% ﬁ%&?“@ﬁs of the

CRARVRI 1S alih @&ﬁputtaﬁ%d @}léi@uﬁ tgagdiced inead Behantheavidg: the

the signatures affixed to those specific portions. The

i nvent ¢opEcIBEVIBYBIESHIZ0 i s al so i ndependent of the

under gl tal..sid A Y.

S glnflliii]g %Tlﬁél%ﬁgeggaa Esloﬁ*}é;% ?l&rsgﬁlﬁﬂgﬁla%%%alhv ggﬁfsqfﬂss%cmﬁl hash

party wgeds deo: 13]@1(*13&‘#&1daUcQOfc,E;}aﬁ}BQndldﬂ@n\Sadlvﬁ)h@ﬁiomonspon%
key, but there is no limtation tha th_si he, . .
di  f erlémcatw He %ﬁaﬁ@mwﬂmsﬁ&ﬂeﬁ@ e 111%3“’ Wiy ed fipgh fash value

there , ion that a Public Key

I nfras rﬁé %L&%gﬁﬁt %@g |éa e be used. In this

| ahdrein boes@ead thet diegsaldSUssysitsain C&@ozdb@sn modrized afdians may be the
fromthe disadvantages of PK] | e

S|gn|ﬁ@”ﬁ@ﬁﬂagrﬁﬁﬁt§lWﬁgﬁﬁﬁévéh” deﬂng@épgﬁpténgs

t hat [ @€ verifiable by a

Curreﬁ;{ﬁﬁgg@g%&(a@ﬁagg%l PE200- 1/ 100- 139

PCT/U82003/019954 16 certlflcate authorlty, and have

a curre ‘% deterH] l.e rev?catlon statuF thod
2. b g ies tigpang RS s g Py &5 Lcanfthoc
conmn¥9§ﬁﬁym9 5€,PK | certificates for signature production

verification, but it does not require this. For

tihe faltmeeipusantedtra), asabons A liagh yaduekged pe thetdraverstimnal

DSV system 10 of the present 5 invention wll have

wi despl'&&F ndustrial applicability. Therefore, it is

ey RectSd dbﬁfi‘)htctz ﬂ@d sEmTRhEalindidd high luctsedsesgntature
invention w il be extensivé and |ong |asting. WO

20114/1¢®0th13191>p@remszm digigl pignalee; gnd

wherein both or neither of said first and said second computerized systems may be the

Salilc,

3. The method of claim 2, wherein the conversational message is signed by a signing

entity, and the method further comprising the slep of authenticating said signing entity.
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17 IN THE CLAIM5 What is clainmed is: 1. A nethod for
communi cati ng a conversational nessage, the nethod
conprising the steps of: in a first conputerized
weystemsical cul ating a first hash val ue based ofTitsennsB 0954

conversational message; inta second conputerized

4, SM]%E]?(EH]O(?QF IYRE ng 1§%E)Qafd' dtoMaahenvad e ihased \ANdaing a
signature ey, thereby creating a di gital signature;

privaiccmmlaétsaMgligmngmdngl tal signature to a third
conmputeri zed system and the conversational nessage to
a fourth conputerized systemvia a network; 10 in

5. S@lGudiRid Q{J(q APYLGF lhéec@nﬁ)yﬁﬁaerfhb deg by plokiand Hed Shgdiba ey
signature based on a verification key to reproduce

from asaid thitris phirasilwaaparete fiom sail dighowatiticonput eri zed
system calculating a second hash val ue based on the
conversational message; in a fifth conputerized

6. SHRL&Th (Pé?lﬂiﬁﬂﬂ 99121%&1@:01:1{]1[;%1Uh@@hcp/@f K& e B sﬁ@'s@natmc key.
second %as 15 value to deternmine a validafio
response, wherein said validation response |nd|cates

e Sopeereathona, mssans L bock Aot g e Sl

issued BNAPMNELSIRRALh or neither of said first and said
second conputerlzed systens may be (he sane and al

sone none of said third, said fourth, and said

ifth 20 d
8. rH}F }‘?B;&"%‘Eo‘??&gﬁg;%e: r\ﬂ‘é?téll 3?/% {f iﬂd %)nog?:f}(tfl éﬁ?ﬁr@m‘?}mfgl rméd in a

vault. conversational nmessage, the nethod conprising the
steps of: in a first conputerized system cal culating
a hash val ue based on the conversational 25 nessage;

9. l} QF 'ﬁe YO 2(%1 W”%P l{\g %gdﬁlggcgd %XI%L]GI%\ZUI%E Gy E 1QLQ1 csl?c!ydﬁ J}?%h; Gaticly

creatrn

that zsﬂiy@ﬂcﬁlﬁ} scphGfat bfheaidandiwher ei n both or nelther of said
first and said second conputerized systens nmay be the

Gaiiic. } 30 3. The method of claim2, wherein the
10, GROVRIRAL QN {EIRAYE | S signed by a signing
the conversatjonal message wnit is signed by a signing entity, and

said vault authenticates said signing enlity prior to performing said siep of encryping.

11, The method of claim 8, wherein said vault is physically separate from said signing

entity and said signing entity and said vault communicate via a network.

12. The method of claim 2, wheren:
the conversational message includes a plurality of conversational message units; and
said step of calculating and said step of encrypting are performed on said plurality of
conversational message units collectively.
selecting said phirality of conversational

The method of claim 12, forher comnrigimnm
l. AL ‘4: durk bhawsa SOAARA)S A A

12 r~ 44
PPN 1030 ASGod O Cid D

message units from among conversational message elements in a dialog,

14, The method of claim 13, further comprising the step of storing a transcript, wherein

said transcript includes said conversational message elements.
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entity, and the nethod further conprising the step of
aut henticating said signing entity. WO 2004/ 100-139 PC
/ (1S2003/019954 Is 4. The method of claim3, wherein
wo ni/deslep of authenticating includes vali datiauguseoos/inigsd
private credential of saig signing entity. 5. The
nmet hod of claim 3, further conprising the step of
procuring said signature key 5 froma server that is
15. /\Pfﬁ}éﬁtbﬁ%ﬂ %h%@tﬂaf Atigitiromasat dorsi gmivagatenil pyssage, Urhgethod
hod of claim 3, “furt her conprising the step of
COmpllSJggﬁ@f‘é_QHSr‘Dg said signature key. 7. The nethod of claim

}%M"gﬂ?{)@é?@é‘% q}lﬁ%%ﬂ%%&&ﬁ“]&g% i}%qﬂék%f:;ﬁ%%ﬁéﬁﬁ?& i o 5_?_(9111‘10(1[1011

et hed, af rplRhmR 2fsnedelameat | east sal d step ot
encryp{/l ng is perfornmed in a vault

iofi s@joad m@pnﬁﬂherdeaymw@af alowiating a EJH’CBE% )% ) ‘s%tf"ob‘gf(ge ]éﬂﬁ’r e
key m a 93 ](Ct hat is physically separate from
sai d‘”@‘éYﬂlt“ 0% m"F ‘&“iet hod of claim8, wherein: the

G QMR &RL a8k IRSGAIRNYALIhg ISl i mgmdt ytnaw gtitgmdnsgcon( | hash
entity, and 20 said vault authenticates

enti tylpis dﬁtutr@ntaeWtﬂe@cﬁwﬁgt@aﬂw §\’tlét§“bt"“§ht§t‘&9§{”g hcgil’gnso
;ﬁy S |11&(§1 z]rtrEttge con ft,{aq @ltfmi?cqscz 185 6 Dol RBt Wikl shid Srst hash value

epara romsaid signing entity and said
si gni;ng sﬁﬂtsbdoytdanﬂt mtmttvEUJ 1ndcom*rum cate via a

network. 25 12. The met hod

\ﬁ@m@ﬂgﬁoi@n@ll3%§§é@é PHC?“ %%’O’é( lflﬁt‘é\fehlf“fcqmm wﬁ/u
converstal%t’?ﬂg e units; and said step of

cal cuf'ar sal step of encrypting are perforned

on said plurality of conversational nessage units

coIIectlver 13. The nethod of. cl.a y
16, Toampivel WIS Go PG A aOBI GO or Eany A L B

validalin g ugﬁ@fg gntyptetn?e 13{&0 R} tﬁﬁn&ﬁn ;ﬁ%‘ﬂ%etl’t S @ttafqu 0 D@lot? d‘f’gtl‘égt;&g%laé d validating

entity. further conprl sing the step of storing a transcript,
wherein said transcript includes said conversational
nessage el enents. WD 2004/ 100439 PCT/ US2003/111995-4

17 ﬂﬁ% n}cﬁhotﬁwmjﬁﬂpﬁu L@krovakd:g @t‘LL MK mﬂh&it@‘mﬁt@‘ inslugeatalidetifipan
’ conver sati onal nessage, e net hod Conprl Si ng t he

assertzonséie;aﬁi oflidatingerdtf.i rst conmputeri zed system decrypting
the digital signature based on a verification

18.  The method of claim 17, further comprising the step of soliciting said assertion from a

server that is physically separate from said validating enfity.

19, The method of claim 16, further comprising the step of procurmg said verification key

from a server that is physically separate from said validating entily.

20, ‘The method of claim 15, wherein said validation key is not from an X.509 certificate

issued in a PKI environment.

71, The method of claim 15, wherein at least said step of decrypting i performed 1 a

verler.




5 key to reproduce a first hash value; in a second
conputerized system calculating a second hash val ue
based on the conversational nessage; in a third
conmput eri zed system conparing said first hash val ue
will) said second hash value to determ ne a
val i dati on response, wherei2d said validation response
10 indi cates the conversational nmessage to be
val i dat ed when said first hash value and said second
22. hasthevndtbed ofitlaim,; Zlanzdiemhﬁsraﬁi verdiel prosmeRsaidverifaagorokey from
said fir id second, a id third conputerized
a“@V@ﬂ@ﬁ?‘%ﬁ?C%E”Fﬁﬁﬁ@g .“Tg ga "The method of claim
15, wherein the conversational nessage is validated by
23. a ‘MRIhdARSd ALI8MI L WheRlld the nmethod further
ri sing the step of authenticating said validating
ent ¢ gigitalpigmhee ivvehdredpy @:Vféidﬁilllgﬁeﬂtﬂm @néin said step
of t i 20 asse t|o
of SR ARSNGB SERLMNR BB S B SR 50T
further deanyptingsi ng the step of soliciting said
assertion fronts server that is physically separate
fr said validating entity. 25 19. The nethod of
24, ¢| aimMghod A lier3e B’Hﬁfﬁnsﬁahﬂgveﬂﬁér spbySIeHLyseRsEle fliog said
vahﬁ?tir% el 3} fy) dndGaidl &Hdzﬁﬁ% chtityi4h8 géla vefr é’:%'bmtrﬁlﬁ’ﬁcaiesvza a ggtwor k.
physical’ly separate fromsaid vali atlng entit .
The nmet hod of claim 15, wherein said valldatlon key is
25, notTlfenwhqhof)clzﬁmgl 5¢ Grrthief capairesing ths steg of conaniRkdating said
\mhﬁﬁ I_esmsntt q H% The nethod of claim 15, wherein at
SRR e ngécryptlng is perforned in. a
verifier. 20 22. The nethod of claim 21, wherein said
26. VerTtel @dthddl SCMiRS] 53 ﬁirﬁilcr\/&ﬁﬁ;frlsﬁ%tth@ﬁqk@Ncoﬁﬁ;ﬁlﬁ'ﬁlca@mg QhiM st
that is physically separate fromsaid verifier
hasty e ugrgitchigdl sseond fZﬂSW’Qme toghidrrdipatty.t he digital signature
is validated by a valldatlng entity, and said verifier

aut n I ent . t
27. 'llr'h%rltrlétlﬁ%f (gfscizax% 1% w% r]@math &8 V&S?tﬁo i %ﬁssa%lgolﬁg?sh% &eagtfone
concdn@atn’clsnﬂ?mesﬂgereﬁinﬁbnsﬁi ddivlep] fndeke insthph f&theat diyprsapanatep
fromsaid
of stonng a transcnpt wherein said transcript includes the conversational message

elements.

28.  An apparatus for creating a digital signature for a conversational message,
comprising:
a first computerized system having logic able to calculate a hash value based on
the conversational message;
a second computerized system having logic able to encrypt said hash value based
on a signature key, thereby creating the digital signature; and
wherein both or neither of said first and said second computerized systems may be

the same.




validating entity and said validating entity and said
verifier communicate via a network. 25. The method of
claim 15, further conprising the step of comrunicating
said validation response to a third party. 26. The
met hod of claim 15, further conprising the step of
communi cating said first- Bhsh value and sai d second
hash value to a third party. 27. The nmethod of claim
15, wherein the conversational nessage includes at

29. | eddk appreatus oflainsZy, mbnsin tie ssagesadbeiettbsac isasighed bog,

._and t.he thod further conprising the step  of oring

signit G Bt Eﬁ“,? SORRRY PP ST il F hFulegs Plao

autheRAed Sal 4ioNAd <ARS SAUQ seBlePIBALRIwB. An apparatus for
creating a digital signature for a conversationa

nmessage, conprising: a first conputerized system
30. havilggrpasgiie obdition 2% whatcoudaat g dbisth avkbuatvadedvatidates a
- N rsati onal age; a second conputerized
I”“é@?#%%@%ﬁ&?%ﬁé%égP%ggﬁﬁe to encrypt said hash val ue
based on a signature key, thereby creating the
31. di giteabp&hgnat ddie 2@ RteMedal fchat SonutdBbd BRtendfursed d
. first and said second conmputerized systens may be the
inclydggdogic ablq topprocupp said sigaptatedey Sromet sirisro® 2 WP n t he
conversational nessage is signed by a signing entity,
an . : ) [ . .
oo g R S R MRl P S Y ET R el HPER:
incledms\egic whiataganetatwonkd si@@turd hey. appar at us of cl ai m 28,
wherein said logic able to authenticate al so vali dates
a rivate credentjal of said signing entity. 31. The
33. b abbRayy et S heisir] Houl] wpiauisied System encrypfs
saidaREPWMIeS inzedugystem further includes logic able to
procure said signature key froma server via a
networ k. 32. The apparatus of claim 28, wherein said
34, seddndppontput i dimel8, syisteensaiduvauligrocuraschiddesatuogkay from a

abl e to generate sald signatuyre key. 31 The apparat us
Smwg?ﬁ%ﬁ% Hgﬁgﬁyﬁﬁ%?%? 0@§ﬁ@‘?8§0nd conputeri zed system
encrypts said hash value in a vault. 34. The

35. appak appiat0f odl@inm28heiier ei n said vault procures
said signature key froma server that is physically

s e B WOECTPHloRTITBrEaaraits signd bitresigppardtiuendf cl ai m
34 5 WRET Rk Romputerized system further includes logic able to authenticate said

signing entity for said vault with a server via a network.

36.  The apparatus of claim 33, wherein said second computerized system further
includes logic able to procure said signature key for said vault from a server via a

network.

37. The apparatus of claim 28, wherein said first computerized system further
includes logic able to construct the conversational message to include a plurality of

conversational message units,




t he conversational nessage unit is signed by a signing
entity, and said second conputerized system further
includes logic able to authenticate said signing
entity for said vault with a server via a network. 36.
The apparatus of claim 33, wherein said second
comput eri zed system furthek2 includes logic able to
procure said signature key for said vault froma
server via a network. 37. The apparatus of claim 28,
38. wheélheiappaatiugl of ¢lnist 3¢ ovipetiesdid Bkt syrspaended sydian further
. Jdncl.udes, | ogi bl. o.construct the conversati.ona
ety 4158 815 WP aelocl e m B B B by Spon RSt G o i ammong
conVBSBRdEE hkiikds cloddnts3IBa dTHey.apparatus of claim 37,
wherein said first conputerized system further
includes logic able to select said plurality of
39. corherapparpignaf claesth et sad firsoperaprieriyed system further
- - ' . ' dialog. 39. The
il GG Bl AP T AASRH EPE LR ot BRE Btk o 2
consgrsttiemlfrogstdperelenantl udes | ogic able to store a
transcript, wherein said transcript includes said
conversational nessage el enments. 40. An apparatus for
40. y al MHHPERG SO T e S fighastanaturolor 3 COBNENSH ISR,
conlPBg@ge, conprising: a first conputerized system
having logic able to decrypt the digital signature
bagd@rstmenwuipsized system avitgdyeit ebledp ey dhedifital signhtash
val ue; I,zed systemhayi Qgi c able
o oal oo APt Y S HRERIN RS Dar BT S eleRE
conwecsdicompalcrinessagey haaideogid ablonpedianaiz @ decdyid heyh value
havi ng Io&jc a&%e to conpare said first hash val ue
wi th saiP88&8 M IEERARARALBCTASYet er ni ne a val i dati on
I eSRRAG CormPNGT R RystSAhEyiMAIdHAION bLEPRRANSE ARdisiat 8.
t he conversatlonaf nessage to be validated when said
first hagth spisl sgeordriasls wlde walstmainvashlidaionaespansshwherein
and whergin | ] -NQY id-fi sal d
second. “anqe Rty 3Ry RiuBIRE Lo il fbesn s
t he sanwalidided Wine sapipasatasls vafic aldadaid #0ondihueli eilte saict:
first conputerized systemfurther includes |ogic able
to auth@ﬁ?icate said validating entity with a server

Vi avirdh@iNQbie, ord@ne FHiRRRAKANH gécoaﬁ, Aldahid i cOMRRGIARd

said first conputerized system further
systems may be the same.

41.  The apparatus of claim 40, wherein said first computerized system further

includes logic able to authenticate said validating entity with a server via a network.

42.  The apparatus of claim 40, wherein said first computerized system further

includes logic able to procure said verification key from a server via a network.

43.  The apparatus of claim 40, wherein said first computerized system decrypts the

digital signature in a verifier.




includes logic able to procure said verification key
froma server via a network. 43. The apparatus of
cl ai m 40, wherein said first conmputerized system
decrypts the digital signature in a verifier. 23 44.
The apparatus of claim43, wherein said first
conputerized systen1furthe23 includes logic able to
procure said verification key for said verifier froma
server via a network. 45. The apparatus of claim43,
44. whélheiapparttne oti¢igint 41, vséiegihra!;aiﬂ Brsi sormalterdat eghtdy farther

idati entit t uterj zed Y. st em
el il SR Haeb g den Bfiokn ke Riohd NPk S asgver v
netw@kj dating entity for said verifier with a server via
a network. 46. The apparatus of claim40, wherein said
third conputerized systemfurther includes [ogic able
45. 1 o Thermpmpleaceclaig 43, valereirit i on response to a third
party via a network. 47. The apparatus of claim40,
whéhedigitalseneonyie vsladataiial a vatids@ageernting kudles at | east
one conversational nessage elenent in a dialog, and
oneamffirstadothphicrizgéd Sorpuiahirzedudsysdiemle fPatheEc0athid
conputerized system and said third conputerized

system fvﬁﬁ&éﬁi\/\% enth N GhUQRSy o} iRR |s@w§:10v1§ b QLG ofk.
transcri pt erein said transcript includes the

46. COMMely ?@%bt\%ﬁ@% cl&PAR g@g:ﬁ&?&%ﬁﬁ Cél% uty:lfe &%%Hﬁuof

claim erel n: sai Ird conpu erized’system
inclndsts lagis abls & chrfithustate sagualeintizettsgyst em third paitgvia a
segond conputerized system said first conputerized
tem further includes |ogic able to conmunicate said
first hash value to said third conputerized systemvia
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further includes Ioglc able to conmmuni cate sald secon

one [RaRErspH P messaga plgment ing dedem uné phaefdaishiostaemputerizedi d
syst@r‘ﬁE WRI Kcond computerized system, and said third computerized system further

includes logic able to store a transcript, wherein said transcript includes the

conversational message elements.

48.  The apparatus of claim 40, wherein:
said third computerized system is not also said first computerized system or said
second computerized system;
said first computerized system further includes logic able to communicate
said first hash value to said third computerized system via a network; and
said second computerized system further includes logic able to
communicate said second hash value to said third computerized system via

said network.






