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1 SYSTEM AND METHOD FOR DRIVE RECOVERY FOLLOWING A

DRIVE FAILURE TECHNICAL FIELD The present disclosure

relates generally to the field of data storage systems, and, more

particularly, to a system and method for rebuilding a drive with an enabled

write cache. BACKGROUND As the value and the use of information

continue to increase, individuals and 10 businesses seek additional ways

to process and store information. One option available to users is

information handling systems. An information handling system generally

processes, compiles, stores and/or communicates information or data for

business, personal or other purposes, thereby allowing users to take

advantage of the value of the information. Because technology and

SR sANPAVBNITHOIRE OR ADRINEE) BiRETORTHR YAy betwepndifferentusers ure

or applications, 15 information handling systems may also vary regarding

what information is handled, how the information is handled, how much

information is processed, stored, or communicated, and how quicicly and

wformation may be processed, stored, or communicated.

The V.a natlwémp&gmmqua%%gngﬁy m?l%l%%ﬁé ]Z)(%r Iq];osrtronr%tlg Q stems, and, more

handling systems to be general or configu eg ora spec(liﬁc USeror §pecﬁ°ic
ParGeRla e s raritad e phaiddasingrian ividiresenvhlidnssiRGache.

enterprise data storage, or global communications. In addition, information

i tems may include a variety of hardware and software

Bé‘cqggn%rl‘{c{rwrienﬁ@'that may be configured to process, store, and communicate

informationantemajuinetddénonsobirarercamMPUIBHEYSEH SndRlaSI@98 uals and

buS¥stens.ang n rki stems, €. g., computer, personal computer .
workstation, porgtg% e cgl m%yLﬁreor?ecsgr%n f)% ﬂé’fesléjg\g}lézf‘,aﬁ it SER/EPHARRVBIRDLe to users is

inf%ﬁ{%%%éﬂ%ﬁkaw%,tmw@m sichristoiage! ae sysetwgeeislyaifedssses, compiles,
sto2sy MBQ@&E@W&Q&'%?%Bp&%@fgﬁlgg&@ﬁ%%ﬁn& other purposes, thereby

telecommunications switch.
allowing users to take advantage of the value of the information. Because technology and

information handling needs and requirements vary between different users or applications,
information handling systems may also vary regarding what information is handled, how the
information is handled, how much information is processed, stored, or communi‘cated, and how
quickly and efficiently the information may be processed, stored, or communicated. The Variatioﬁs
in information handling systems allow for information handling systems to be general or configured
for a specific user or specific use such as financial transaction procéssing, airline reservations,
enterprise data storage, or global communications. In addition, information handling systems may
include a variety of hardware and software components that may be configured to process, store, and
communicate information and may include one of more computer systems, data.storage systems, and
networking systems, e.g., computer, personal computer workstation, portable comptter, computer
server, print server, network router, network hub, network switch, storage area network disk array,
redundant array of independent disks (“RAID”) system and telecommunications switch.
Information handling systems often include one or more drives grouped into a drive

array. Many drives include an associated write cache that can be selectively enabled or
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Information handling systems often include one or more drives grouped
into a drive array. Many drives include an associated write cache that can
be selectively enabled or 2 disabled. With respect to drives that include
an enabled write cache, there is.sometimes a delay between the time that
the drive notifies the drive controller that the write was successful and the
time that the data is written to the storage media of the drive. A drive with
an enabled write cache will often direct or store write data in the drive's
write cache. Once the write data is successfully 5 transferred to the
cache, the drive will transmit a notification to the drive controller to indicate
that the write command was successfully executed. This notification is
_transmitted from the drive to the drive controller even though the write
digeStptn AWis restes hmsdnioty et dvémineitien iattihe ReUBNERLEAE is sometimes a delay

beRRRVAALIS, media gf the drive.. The placement of the write command's .
data in the write cache a%l%(&v%/ﬁse,Sththet3 %ﬁﬁ%‘f%@&f%%ﬁﬁé”ﬂiﬁt%’aééﬁ%ﬁifﬁlténd the time

thaf &‘ﬁ’rﬁi@ thegter ki siviomenatioheis iahitténviOta tadisvit the-gsies write cache will
ofithisireatbodelegyis piablematicy haweyer, in the case of a write

; cott[nmand that has been successfully erttenct%}fﬁe ﬁ\c/%'tsh%é%ﬂt&%‘i [a&ccesstully
RBEYET Beli Gsbeelertly nticrrasticamoriiotitite tedidrofthendtive: thindicate that

thctMﬁmmﬁbﬁ%h&%ﬁb@&ﬁ@ﬂ@@éﬂﬁé&ﬁvﬁlﬁ%&%ggﬁég% ’Errggs\rlxvzg eedcrgg“]rlrr{lﬂaenéjrive to the
e

arwas suceessful. If a drive fails (e.g. the drive loses power or resets or
1writé’%gé%fﬁé g Blhe"&%n\é? SEHE SRR R SR darrtarvd atrevdatanstotiepermanent,

angrpgevwiitéecaetie nidy: eivestrangneveswotten tedisk. e & U¥Ea in the write cache

a116RtllIer haw is ppaware of the loss of data because the drive's
control ci?cuit_ryﬁ %%%#nﬁg}ﬁgg} thaPHie % it8 RBIrma A fade st inbanrien is written

o Figdir dbftFsiteieand the drive are not synchronized and the data in the

write cacherthahbadpailee 96’153@1‘?19’&9, gé kﬁi‘fﬁﬁ, 'th}% %\J/ gérfté%;s] c;?,tgynrg%d that has

beeevg{lct fro occurrin%c} the writes caches o
OHEN TEABIE TN the diriRdscache bitharie: hesbeemdisatiiéd,vteen to the non-

volirive madinot teenporarity steye-he wite;daia 19,a.5aa08. there %Xa@éﬁ%?%m the write
e

Ihe drive to write ta.directly to the non-volatile storage media of t
Codrivagl.al n't issu%(f:eessn%}ﬁo?gﬁéhd‘fﬁ/éagﬁé"sﬁw&en@fﬁﬁ? fREBIROE TomtreMss of te write cache

beegreee sefuipipAtenuthii ¢hevdtivenbashy WﬁbmmtﬁQMQQdﬁgﬁﬁ?’%@HL@ and never

st ; i rite cache of a drive is disabled, however, its
wrp e@#g?rﬁg%igjﬁrﬁg%%er&é \%g\?s{?é‘iy 3‘}2}{8’\&% d’s élgaﬂa{%re of the loss of data because the drive’s

control circuitry has indicated that the write command was executed. The drive controller and the:
drive are not synchronized and the data in the write cache that had not been written to disk is..
lost. To prevent this failure event from occurring, the writes caches of drives in a RAID system are
often disabled. When the write cache of a drive has been disabled, the drive cannot temporaﬁly store
the write data to a cache, thereby forcing the drive to write the data directly to the non-volatile
storage media of the drive. In this scenario, the drive does not notify the drive controller of a
successtul write until the drive has written the write data to its non-volatile storage media. When .
the write cache of a drive is disabled, however, its performance may be adversely affected, as the

control circuitry of the drive cannot optimize the transfer of data from the cache to the permanent

media of the drive.
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25control circuity of the drive cannot optimize the transfer of data from the
cache to the pemianent media of the drive. RAID storage arrays
are characterized by the ability to restore or rebuild the information on a
drive following a failure. For example, in a RAID 5 array, parity information
is stored on the drives in the array. If one of the drives fails, it is rebuilt
based on the parity information stored on the other drives in the array. As
the capacity of the media in drives increases, 5 the restoration of a drive
takes longer due to the increased amount of information that must be
restored. Rebuild times in hours or one or more days are not uncommon
for drives with media capable of storing tens or hundreds of gigabytes of
data While a drive in the array is being rebuilt, many RAID arrays run in a

degraded rigdp. imdegraded medehihe pertarmance A5ithe airaiNaYor rebuild the
e resou%g%lde icated to rebuilding the drive. In
e

infSHEY; of L .
o additii)%?%q t%_e Séc%l ‘of tiie" 10" dfive B8iRE PEBEIfCi RATHiRgFenformation is
StoFgB Lt ]@;rﬁ?&gﬁh@ tt_lwearequi_ré;jq doe r@?ﬂ;‘l&gm&beadﬁtv&hﬁ@aﬁbﬂmﬁ@g @8 the parity
nieampated ith the time, reauited to rebuild,a drive that has an enabled.

*Write cache. Addit?onalfy, in rghan%eRafATlﬁ'I&S’e%? if? %%%”cS?wt YR i irives increases,

he,MRiTHPRrEY HiF ddgfabadomdde (attbeaimayandill bedost. oft ISIOMMAR Yhat must be

reskd3ECHERNEEHMILE ThaREe s Aisclasi nd method for . ; ;
re%uigjgt% BOf drive in a drive arrgjg gﬁgﬁgﬁ%ﬁ@hﬁ‘g&% gggﬁlé%?vtﬁeMth media
|

T T BRHBHs PLSigRg h el prscediyconimands is being rebuilt,

‘mayeRteiDtarihie drivie akalskJecodded H@M%hé&%@iﬂ%fﬂjmce of the array may

suffer because of the resources dedicated to rebuilding the drive. In addition, if the cache of the

drive being rebuilt is disabled during the rebuild period, the time required for rebuilding the drive
may be longer as compared with the time required to rebuild a dﬁve that has an enabled write

cache. Additionally, in many RAID levels, if a second drive fails while the array is in degraded
mode, the array will be lost.
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SUMMARY

5 the drive controller. A synchronize command is periodically sent to the
drive. :In response to the synchronize command, the drive writes all of the
data in the write cache that has not been written to the non-volatile media,
to the media. After synchronization, the journal is cleared, as the writes
commands have been executed against the non-volatile memory of the
drive arrays. .An advantage of the systemand method disclosed herein is
shorter rebuild times for 10 failed drives: Enabling the write cache for the
drive being restored allows the drive's control logic to optimize the order
that commands are written to the media. Enabling the write cache for the
drive being restored also allows multipke vvrite commands to be sent to
the disk before the data associated with the write commands is written to
la in the drive. Because the write cache is enabled, the drive can

be rebuilt gym@fdm@élmrmew&@ﬁ?&{\ér&@s&?&@% a5 dis "ig] lel‘mnr%buhl%mg ofa
met

rebuild 15 process. Another advantage of the sys m an

Crivg; R SBEEHERY i st e tleSeriBEHcemM GE dindliva dsineprbvidiondiwtied. During

the mmﬁm@t@sdmada@ﬁﬁbbdﬂm’@%@ @rive @;@t@%@gw%m@ééﬂﬁ%{ &é%%@%cmed with
lure wh|l the write cache is enabled and during the rebuild process. T

e L Tor HE BOCLIBHE) EbIR S ST AT ok GEalamaiponse 1o i
synperodicatiynsyndhionizad againsl theddivea The.symeh tanizalanpioeessen written

¢ \tﬁé"&h{% |l da |nt e drjve cache that is as clated with write 20
° commarc{c?gL egwﬁtt(ta% & s/t!g%%lgS PREGRIB e T AT gPifityged, as the writes.

corgpipaes demwmmygmmomqegmmarmmm jbemalafthesdrive
controller aupids the 98?%&949%&)3 %%@tﬁ%c{% sart! ?bl;%zkr)lu'slds}ﬁ) Cesguﬂd times for

from the beglnnln%ﬁnstea , the rebuild process may be resta
KL Enkiebhas Soraussathe f@&?%ﬁh%@@ﬁépﬁ@ﬁé%ﬁé@@ng thepntrol logic

to dﬁbtﬁlﬁ: m&w&s&gon&ﬁﬁ&!%é%%&eﬁ\%%@%glﬁat%@ﬁﬁ I@@%@%%m for the drive

describe her%{ |nclu g@L'asafety mechanism that protects against a

eigE R IO T HIRASTEERF KCR TR gt & dei B tiees BraReta associated

sequen
mtie@alldrm@@assm@she mchmcamm\tama@eﬁ Mib@eﬁﬁﬁﬁéecﬁta t@those1af is enabled,

f.the follo ecification, ms, and
L L LU L

PIOERH p@téthmaévmin@@fwmmmemé@sumeammma@e&mem@mfeohmque
incR@% Q%WMM@@%&@%@ H&gs Wltlﬂgt (JGC&RQDD%]OH take %fe L Zmay suffer a system

conjunction with the accompa <%;ng drawings, in which ke re

falluTREr hise ‘fﬁf@?é%xﬁﬁ*?é%ﬁ e WHE R g Plscasdiagrasnrapensate for this

posgblling anisterage-awiaysn to a journal and periodically synchronized agamst the drive. The
synchronization process involves forcing all data in the drive cache that is associated with write
commands to be written to the storage media of the drive. Storing a subset of ‘potentially
unsynchronized commands in the journal of the drive controller avoids the possibility of having to
restart the rebuild process from the beginning. Instead, the rebuild process may. be restarted from

those commands stored in the journal in the event of a failure during the rebuild process (e.g, a

 power loss). As aresult, the rebuild process described herein includes a safety mechanism that

protects against a subsequent failure while not adversely affecting the performance of the rebuild

process. Other technical advantages will be apparent to those of ordinary skill in the art in view of

the following specification, claims, and drawings.



Figure 2 is a drive of a storage array and an associated drive controller;

and Figure 3 is a flow diagram of a method for rebuilding a drive of a drive

array. 6 DETAILED DESCRIPTION For purposes of this

disclosure, an information handling system may include any

instrumentality or aggregate of instrumentalities operable to compute,

classify, process, transmit, receive, retrieve, originate, switch, store,

display, manifest, detect, record, reproduce, handle,. or 5 utilize any faun

of information, intelligence, or data for business, scientific,. control,r or

other purposes. For example, an infolluation handling, system may be a

person computer, a network storage device, or any other suitable device

and may varY in size, shape, performance, functionality, and price. The

Jorfo It o R HANAQFST/ &S il Bk dde random access memory (RAM),

one or mor, g\c,§§'!n .S S_a central processing unit

(CPU) or rfg?gévare orlggz‘?ﬁv%?é%ﬁoérﬁ%%%ge IS?S? Bﬁ%sgrr? oér a(%haenrt?%se%ermf may
be gfqugRdGraTREHIRETO e Avitititram i esmpidme o ftreinfortivatisnthandlingnpanying:
craSH SRRV INEIUde0Re 0L RAsE: diski diVes. G0g QLMQIe Aetark ports

for communication with external devices as well as various input and
output (110)'&8Gicds 2 v of keybBaARt seRassETaihd a video display.

The infornm@tian ha@d ﬂﬂ@@&ﬁ&%ﬁé@)ﬁﬁmﬂmﬁs@%@& BRERHSE er; and
operable t ‘tranls!mt communications between the various hardware

components T5Fiu ' TN R GER PAM BF RIS rB R Dot GFatfeohArdfive array.
which is indicated generally at 10. Storage array 10 includes five drives,
which are sometimes referred to as. disks or volumes. Each of the four
drives in the example of Figure 1 includes eight stripes or rows of data;
labeled Stripe 0 through Stripe 7. It should be recognized that the
configuration of the PAID array of Figure 1 is simply an illustration of a
RAID array, and that RAID array may to be configured to 20 have more or
fewer drives with more or fewer stripes or rows. With reference to Stripe 0,
data is stored Drive A, Drive B, and Drive C. The parity bits for Stripe 0,
which are the result of an exclusive-OR operation performed on the ‘
content of Stripe 0 in Drive A, Drive 13, and Drive C, are stored in Drive D
and labeled Po. As a second example of the data structure of the RAID
Array 10, with reference to Stripe 7, data is stored in Drive B, Drive C, and
Drive D. The parity bits for Stripe 7, which are the result of an
exclusive-OR operation performed on the content of Stripe 7 in Drive B,
Drive C, and Drive D, are stored in Drive A and labeled Po. If for example,
Drive C were to fail or otherwise be identified as a degraded drive, the
data in each stripe of Drive C would be
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7 rebuilt with the data in the other three drives of RAID array 10. As shown
in Figure ',each of the drives in the storage array is coupled to a host. The
RAID.5 array 10, is an example of a fault-tolerant RAID level wherein a
single drive failure can be sustained and the failed drive can be rebuilt.
Other fault tolerant RAID levels include 1, 4, 5; 6, 10, and 0+1.

Each drive of a storage array communicates with and is controlled by a
drive controller. Figure 2 is a diagram of a drive 20 and a drive controller
22. Drive 20 and drive controller 22 are coupled to one another through a
channel 24. Channel 24,may operate according to any number of
communications protocols, including parallel or serial SCSI
-communications bus or link, a parallel or serial ATA communications bus

DESAREDIEBERERAMME| communications link, 10 or a wireless
communicgy inks REye20 cludes a media storage. element 26,
_ control logic 21, and a WriteS cache 27. I\r}lé%%r%tact)lr%rbﬁel%%h%?’ pigm may include any
INSTEYRGSEEY GTaaieaTERa Bslrmenteititorrryabiorrationtin cladifg process, transmit,
recéN@gneticwedigipiopticalingdia. Similarly. wrle Qﬁ"t"&% &L Inay g;?o%ce handle,. or
n.

comprised any suitable storage mechanism for storing informati rite

utiligg B 29 5 pRAIy S ol At iRetforT tRaeise Jesites s protifte fastenl, or other
puracgessHa itsanpitg nhastampRIEEWl siaae Lamedia 28, WhithiSe: a network
Storté/é)é%%u}/cg%?é\éola ile. tab] é?ontrol logic 21 of drive 20 responds to and
Drocesses commands Fram dVE BBy a3 Rrittsdihtp eaivifaERMS tofunctionality,
andreadedéﬁhefr@ﬁwmambadalmgcsyhtexdm@ 2&1&@&@1&1@&@@:@@%@&&%, one or
2lnnd force all | tiQn in write cache 27 ritten to storage
mo_mgdia 26. or%%é?%%%%%%lé%%ﬁ%ﬂ%ﬁ%ﬁ%ﬁn%@ n&ol)[i?irf:ié |§Wﬁfﬁ8f’ﬁ?§%ﬂe control
logig, EHi-CofitPOREID 2PP0 thraadiiEHs rmeot logisiRitrpontros therstoragformation
hariliefiaRe-ant e Wit ca6Ne 34 dREe conirolle %%'H&W&E;ié‘ g?&”c%'nmumcaﬁon
._logic elgr%ent 23 that communicates with and directs a journ E and a

L EHTGH (SRS RS D BB R S B EROIBRPE XA s ietselpiipd evmliofherZoa mouse,

ancim&ﬂﬁ@ﬁ W@ilbsﬁyhmage%hﬁﬂsmﬁﬁﬁﬂﬁl@@lg@ﬁﬁ S AR l‘i:zginé_ﬁ%ltg{é % l’gg\fg@;uses operable
" %‘A‘E ATA/SATI. or controller, .or both, Journa IS an Information
° %tora%%c%ngnm%ﬁc%%o et gw%t\c’)arrﬁogf At BBHRTARISTES directed to

a? stores a
drive 20. Thewentert &f joamme 2B-gers Fe\tDntoigdahycontral 1086 @%d generally
at GONtEQLIggic,23may iastiea eommand to cause journal. 28 to flush or

u .
empty its contents. journal 28 Is preferably Non-VoIAtIE in Ratre s tfafs: disks or

voligpegohshtel ShsSarR ATy s WIS praskrotHidunadrinpbudes eight stripes or rows of data,
labeled Stripe 0 through Stripe 7. It should be recognized that the configuration of the RAID array

-of Figure 1 is simply an illustration of a RAID array, and that RAID array may to be configured to

have more or fewer drives with more or fewer stripes or rows. With reference to Stripe 0, data is
stored Drive A, Drive B, and Drive C. The parity bits for Stripe 0, which are the result of an
exclusive-OR operation performed on the content of Stripe 0 in Drive A, Drive B, and Drive C, are
stored in Drive D and labeled P As a second example of the data structure of the RAID Array 10,
with reference to Stripe 7, data is stored in Drive B, Drive C, and Drive D. The parity bits for
Stripe 7, which are the result of an exciusive—OR operation performed on the content of Stripe 7 in
Drive B, Drive C, and Drive D, are stored m Drive A and labeled P.. If, for example, Drive C were

to fail or otherwise be identified as a degraded drive, the data in each stripe of Drive C would be
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S sudden loss of power to the drive or the surrounding network. The

content of journal 28 is a listing of the most recent commands sent to drive

20, together with a command count associated with each . of the listed

commands. Memory location 29 may be any memory location accessible

by control logic 23. A running command count is stored in memory

location 29. The .value of the command count corresponds to the most

recent write command sent to drive 20. The command count in memory

location 29 may be manipulated by control logic 23. In particular :control

logic 23 may store a new command count in memory location 29, retrieve

the stored command count, or erase orteset:the command count.

Memory location 29 may comprise non-volatile memory so that the
s el IOLAIp eS0TSO D LRI syt o
dri@ngtwar ) e 3is w diagrain of a method for rebuilding a \

101‘ a drive grra?/. The%ét(é%? (e)?olt—cfgaugé%é Al & BRI Wh R dsciver g of a fault-
to %ﬁwimﬂgbﬁmﬂ ﬂltgzil.g_bc diiive lﬁgﬂwaeﬁdtt% best;ﬁhgdt_aﬁm @@g{)ﬂ&g&@;ﬁe can be
reblERSOASer FhG: data.antherdiive may, rru r éirlve may be one

that has been added to the drive hrréll)g.e hé’(?rigel(rariaaﬁ% “rebuilt according

to an autoff&fed e aiich thigrage mifiss comitivne dhatithandate thetrolled by 2 drive
cometitsidingeatdhe deive. As.ansaltgrmative .adrive 15, m ;j\e ; b.uégt- .
o J@!}'ﬁg"i% the Q;{n@ngRl direction of a system adm?llnist‘?gllflgrr).é1 Xt é‘t%p' BV and drive

write cache of the &ﬁx?é“?é%%ﬁé*&?ﬂ%@ré@?aanémﬁg Eherdrl/24toysepitsite according
to agritewdehef tomssisicnioptipizieg ihevwiies to.the media gfdhe drive, E?/czaﬁons bus

o Mt% 8%%51@1 &f %ﬂ\é? &gés t}/x%arlll enabled by .a command sent from

controller 22 to drive 20. RS aN S, HriR20fide Sesnemesrativertions link,
OF THHFSHRPZIRAITStitits B ODESELEGHecmmBanditoa ache:Med& ol logic 21,
andP28&it entrellogie. 21 of drive nd.20 sets the Write Cache Enable .
. coitin the drive to 1. In an KTEIGQ%%;AQ%}A SV RRSAL tHE A Borttafisy for storing
IS SEPERATERES dapdiaaridontiteh sebeomnaiidrzoderie esakle may be

cortheiwtittheachdle storagdhSiBR3d, 1 &9{{}@%@&%‘{ ected ta the drive are .
regeived at a drive controller 22. These commands irll%?ud%/%%écv%/cn %X’? Istypically a

VOIgdr%rrﬁg%lggﬁe%éségg?W& thererdndestareenivee As pottions chthettdveith storage
megie @ byiltvegomityandsvsiayiinclude active loads commands to 25
write new gafa to the rebuilt potions of the drive,. At step 32, the received
command is reégrltg d %?j(?l%rﬁlé{ri?OA]%eS@&Bﬁscf?rfﬂ?%ﬁaoi%e?ée@ef\?éd?@ds from-drive
Coqfﬁﬂ.lﬁﬁgzngtcafd@ﬁé WritesninandsislGggec intagaarnal 28.cHONoWiBg: te.r disable
writeCesehisg 0f comnaid |Qlﬂo%%§6$h§nc%nnrgaggc guﬂ IS 0mgreme_nted 9

€ written -to  storage

- media26. Control logic 21 also transmits data and notification information to drive controller 22.

In addition; control logic 21 controls the storage media 26 and the write cache 27.- Drive
controller 22 includes a control logic element 23 that communicates with and directs d journal 28
and a memory location 29 of the drive controller, Examples of drive controller 22 according to the

present disclosure include a RAID controller, a lower level ATA/SATA or SCSI controller, or both.

Journal 28 is an information storage location that stores a history of write commands
directed to drive 20. The content of journal 28 can be controlled by control logic 23. Control

logic 23 may issue a command to cause journal 28 to flush or empty its contents. Journal 28 is

preferably non-volatile in nature so that the contents of journal 28 will be preserved if there is a
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in the memory 29. At step 38, the received command is transmitted to the
drive, As can be seen by the order of steps 32 through 38, the command
is recorded at thejournal before the.command is transmitted.to the drive.
In this manner, a record is made of each command before the command
is provided to the drive. When the command is received at the drive, the
command, and its contents, 5 may be stored in the cache or stored in the
storage media of the drive. Because the write cache is enabled on the
drive, the drive may choose a methodology for processing thncornmand
that makes most efficient use of the cache of the drive. Once the drive has
successfully processed the command, gvhether through placement of the
command in the cache or its storage media, the drive will issue a

suddefificatiopocam anditovthe eentiodendn indieaia thal e COTUPRIELYAS is 4 listing
uccessfully handled.b 10thgﬁdrive. At step 40, following the

|
o e TAT by T BT RGO 5 R A B SR EQSHETE e each

of thdicomemanddis detenminedavitretitenthe sebiildprosessds somplateidhby control

locthedrive rebuild process is not complete, it is d termin?r? at step 42
*Swhether the c%mog%%l count ﬁséssmrreegé & gl%rlye? SEER e d AfaYMERA the command

coughersTented e Germmstndccountiteaches:tivk soredetimined Themaxifuim count in -

meWoEﬁioQ @g%%)pﬁ%qﬁﬁﬁ{ﬂi%g E@%ﬁ%ﬂ é%%e [I%fn%%%@a%ngg %g?logic 23 may

recorded in the journal, a series of 'steps are 0 sync ronize the

SOIBARFET (AR COME AR BRRe sioralrn AR dRirish B diived Fhremand count, or erase or

respregetenpinetdnat MUBERIUR Mk bo itabie.nmber.ihatis |
o r%rﬁ?atfr than VF%ﬂe;?number of commands t%g%nm Ztored inathe jomﬁ%i so that the
[

A S RS R TPAXTRURTRAATIR SRsEiRf ROTRE'S desB P tRaETRE:
journal andrithecsioragaaneitigrateosynabianizes:sou0iten. 488t ihe 28ive array. The
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10controller of additional commands directed to the drive. Ifitis
determined at step 40 that the rebuild is:complete, the flow diagram
continues at step 48 with the issuance of a command to force all write
commands from the cache so that these write commands can be
executed with respect to the storage media of the drive. It will be
recognized that step 48 is identical to step 44. At step 50, following the.
successful completion of step 48, the 15 journal is cleaned and the
command count is cleared to zero. It will be recognized that step 50 is
identical to step 46. At step 52, the write cache of the drive is disabled. In
a SCSI environment, the drive controlley sends a MODE SELECT
command to the Cache Mode Page in the control login. 21 of the drive 22

in fhéld?&&tﬁytb.e. Wt ii&ﬁ;ﬂ;hﬁa EReblel bilinthe Qrﬁéﬂst&(@teHK@&MﬁeQrﬁé'%g;fbe seen by
environment, %ﬂgd%\é? égzntroller sends a SET FEATURES command with .
t

R EiboR TR EoMe o 20 HiISBIRA e WrteTCat b UISidaBhAP e wiitecommand s
tragsucitedplatesitive. driveiimareendition 10 Which Write-eQnmanEd:8iected 9 mand is

the sStorage, driv nnot be cached in the drive, thereby insuring that all
B R T RS bt Sagee RERR i T contems,
mayrpgestored in thErachypste moasitimbthodt disclesad heretrial oOWscardhg: write cache. is
en@Rdimized write gache-enabled rebuild of a drive. while pratecting against
subsequent failure of the %ive durﬁllrafﬁog ESebui doﬁr%(szlél stEl Cinand that makes

MGBEGHEIHE ST Widke cashanaie dithe Goaried prvviteserestulcerforsistitig command,

W}ﬁlﬁeﬂiﬁﬁﬁl@%m&h@%&(ﬂé’@mﬂ%aééﬂp8r%§t§&%§9ﬁx%[lg, Iqu%ve ill issue
Ios&sg‘g)ower durlné; a rebuild of the drive, the journal will include a listing of
S

R B R TR A R AT TS R e Wt FRBIRDAD Ay shseitestully handled by

thendemory of the drive. As such, the contents of the journal can be used as a

resource tq avoid ecessity of restarting the rebuild process inthe
event of a a{eillsttﬁ'g A(')E?eﬁf%%\sy %p%%%?%%qﬁ%?cgcﬂ? SFifedrite it repdntindicate a

sugeesstIdchiet i der stoud thvatithedsstene ant ahethivd distlosed deteidisplete. If the
drivetdinite r@e@%%@@&%&@f&@ﬁ?%%&ﬁed mle aQLds i tQS I lejt ee:% t%fet%%lmand count has

present disclosure. Rather, the system and met 16d of the presen
TR SRIFSLCTT e Bt pTSR A3 Singstiitabimwentbetentsysta the predetermined

maehiiectiie, hatinvolyesthe.4seof aLadnndantBewsr SURRN L SEOUWY ded in the

._also be understood that the system and method disclosed herein is not
o et TS AN ATor P A BBEIEAERo e 54 PHLBSSHFHsmRg bt Eprase medie
of thedgippliFatior &t amspedificcdanimednctodhB-pEOcass0l - Rather ath8s not greater than
thSYSIRL: %?go%g%l%g that may be stored in the journal; The predetermined maximum value
should not be set so low that the journal and the storage media are synchronized so often: that the
synchronization steps interfere with the efficient completion - of the rebuild process. The
predetermined value should not be set so high that an excessive number of commands are stored in
the journal. Having an excessive number of commands in the journal is contrary to the goal of
tracking a limited number of commeands for reexecution in the event of a subsequent loss of the drive
being rebuilt. If the predetermined command count value has not been reached, the flow diagram
continues at step 32 with the receipt of the next command at the drive controller.

Ifit is determined at step 42 that the predetermined command count value has been

reached, the commands recorded in the journal are synchronized with the content of the storage



10

15

20

25

10 disclosed herein may be used with any processor able to modulate its

power. consumption through the modulation of one or more of its internal

clocks. Although the present disclosure Has been described in detail, it

should be understood that various changes, substitutions, and alterations

can be made hereto without departing from the spirit and the scope of the

invention as defined by the appended claims. M CS L P 12 WHAT IS

CLAIMED IS: A method for managing the rebuild commands

directed to a drive, the drive having a non-volatile memory and a cache;

enabling the cache of the drive; recording in a first memory location

each rebuild command directed to the gyive before the each rebuild

command is transmitted to the drive such that a history of the rebuild
mediormfizndsvdirdatattite thettiée i@&@éﬁ@ﬂﬁﬁ&&ifﬁ%é}i%%w%ﬁi%ﬁ@ﬁgmd in the

e |caII the rive to flush th cached data associated with the

cackt Hl Flodis %“%o |ts%on vorat i§e megr}%ory, T Fa RS Bte 6 RATARG Wil be 2

rebu comman
conphesitivastenfhgdiryhies cachied astaofalitsdnon-volagleShemosyaemphseswheontroller

‘ s RiEP §%CHRWE@5M£CP %%Olj}}\? n%@g%r O]crx{f?r%llell"rgeg‘to g}mcgwe controller issues

stored in the first memory location; and
aFLUSH command. This command causes all the data associated with write commands in the cache

to be flushed with respect to the storage media in the drive. Following this step, the cache of the
drive does not include any write commands that have notbeen written to the storage media of the
drive:’ At step 46, after step 44 has executed successfully, the journal is cleared and the command
count.is cleared to zero. The flow: diagram continues at step 32 with the receipt at the drive
controller of additional commands directed to the drive.

Ifit is determined at step 40 that the rebuild is'‘complete, the flow diagram continues
at step 48 with the issuance of a.command to force all write commands from the cache so that these
write commands can be executed with respect to the storage media of the drive. It will be recognized
that step 48 1s identical to step 44. At step 50, following the successful completion of step 48, the
journal is cleaned and the command count is cleared to zero. It will be recognized that step 50 1s
identical to step 46. At step 52, the write cache of the drive is disabled. In a'SCSI environment, the
drivercontroller sends a MODE SELECT command to the Cache Mode Page in the control logic 21
of the drive 22 and sets the Write Cache Enable bit in the drive to 0. In an ATA or SATA
environment, the drive controller sends a SET FEATURES command with: a subcommand code to
disable the write cache. Disabling the write cache places the drive in a condition in which write

commands directed to the storage drive cannot be cached in the drive, thereby insuring that all writes

- to the drive are written to the non-volatile storage media of the drive.

The system-and method disclosed herein allows for the optimized write cache-
enabled rebuild of a drive while protecting against a subsequent failure of the drive during the
rebuild process. The recording of write coz\nmand in the journal provides a resource for listing.the
most recently issued write commands. If the write cache of a drive loses power during a rebuild of

the drive, the journal will include a listing of those command that may not have been written to non-
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causing the drive to flush the cached data to its non-volatile memory when
the count of the number of rebuild commands stored in the first memory
location reaches a predetermined threshold; wherein the each rebuild
command directed to the drive is at least temporarily recorded in the first
memory location during the period that the cache of the drive is enabled.
2The method for managing the rebuild commands directed to a drive of
claim 1, further comprising the step of disabling the cache of the drivg
following the successful rebuild of the drive. 3.The method for managing
the rebuild commands directed to a drive of claim 1, further comprising the
step of clearing the first memory Iocati? and the count foll_owing the
successful flushing of data from the cache to the non-volatile memory.

volMfe r§elﬁ'ur§) &’%he dm%: ﬁx? E%E%gt%eaég%Yén(%gg}%ies _]l Q\gr:nal can be used as a resource to avoid

the necessity of restarting the rebuild process in the event of a failure of a loss of power to the cache

of the drive being rebuilt.

It should be understood that the system and method disclosed herein is not limited

to the precise architecture disclosed in the figures of the present disclosure. Rather, the system and

‘method of the present disclosure could be employed with any suitable computer systenrarchitecture

that involves the use of a redundant power éupply. It should also be understood that the system and
method disclosed herein is not limited in its application to a specific processor or processor family
or to the application of a specific command to the processor. Rather, the system and method
disclosed herein may be used with any processor able to modulate its power consumption through
the modulation of one or more of its internal clocks. Although the present disclosure has been
described in detail, it should be understood that various changes, substitutions, and alterations can

be made hereto without departing from the spirit and the scope of the invention as defined by the

appended claims.



multiple drives, wherein each drive comprises, non-volatile storage media

for storing data; and a write cache for caching data associated with

write commands received by the drive; and drive controllers, wherein MCSLLP
each drive controller is associated with and coupled to a drive of the

storage array, wherein each drive contréller comprises a first memory,

wherein the first memory is operable to store a history of write commands
ardnhitfe £ FrdMVEZ A rive controller to its associated drive; and

wherein each drive controller is operable to manage the rebuild of its

associated drive by: enabling the write cache for the drive; recording

each white comfinagtiicskbfRnagnagingeths tedyitdt snmmend bditreted@actrive, the

Wil fommandis JRRsREs s e Lrvg guch that a history of the write

commands directed to the drive’is stored in the first memory:;
periodieafblerLidingaghe afitketdrfiigsh the data in the write cache of the

drive, whResRin e SR CHARP IS AP HHERERE AR Jn@c‘féﬁtﬁo the drive

cache of the drive comprises the steps of: maintaining a count of the

heieisetherarbhuiRP b rearaRnskdrcepnsINE SO riendsiye aneh thatadiigry of the
esRRsQsIRiem Ay WRIQd R B RISAA R I MHIG SARIG VAR IS IADSEd

of rebuild commands stored in the first memory reaches a predetermined
threshdigriadigally causing the drive to flush the cached data associated with the

rebuild commands to its non-volatile memory, wherein the step of causing the drive to
flush the cached data to its non-volatile memory comprises the steps of:
maintaining a count of the number of rebuild commands stored in the
first memory location; and
causing the drive to flush the cached data to its non-volatile memory
when the count of the number of rebuild commands stored in the first memory
location reaches a predetermined threshold;
wherein the each rebuild command directed to the drive is at least temporarily
recorded in the first memory location during the period that the cache of the drive is

enabled.

2 The method for managing the rebuild commands directed to a drive of
claim 1, further comprising the step of disabling the cache of the drive following the

successful rebuild of the drive.

3. The method for managing the rebuild commands directed to a drive of
claim 1, further comprising the step of clearing the first memory location and the count

following the successful flushing of data from the cache to the non-volatile memory.



disabling the write cache for the drive upon the successful completion of

the rebuild of the drive. 5. The storage array of claim 4, wherein each MCSLLP

drive controller is operable to clear its first memory following the indication
of the successful flushing of the data in the write cache of the associated
drive. 14 6. The storage array of cl&3m 4, wherein each drive
controller comprises a second memory for recording the number of rebuild
commahds stdxetbingberfiagt ecoemosing: 7. The storage array of claim 4,

the stor o HeHver a e i dr L oA communioation wih a
write cache thaomeyldidessteevahedindbtedoting datthaaicomprising:
teon?hb(;i r(li%\tze vgr%igggg&@f&hgagﬁ%%; RIEIEI N N Wit Eecgom%rggé]sdrseceived
by the drive; and
drive controllers, wherein each drive controller is associated with and coupled to
a drive of the storage array, wherein each drive controller comprises a first memory,
wherein the first memory is operable to store a history of write commands transmitted
from each drive controller to its associated drive; and
wherein each drive controller is operable to manage the rebuild of its associated
drive by:
enabling the write cache for the drive;
recording each write command sent to the drive in the first memory
before the each write command is transmitted to the drive such that a history of
the write commands directed to the drive is stored in the first memory;
periodically causing the drive to flush the data in the write cache of the
drive, wherein the step of causing the drive to flush the data in the write cache of
the drive comprises the steps of:
maintaining a count of the number of rebuild commands stored in the
first memory; and
causing the associated drive to flush the data in the write cache when the
number of rebuild commands stored in the first memory reaches a predetermined
threshold; and
disabling the write cache for the drive upon the successful completion of

the rebuild of the drive.

5. The storage array of claim 4, wherein each drive controller is operable to
clear its first memory following the indication of the successful flushing of the data in

the write cache of the associated drive.



writing each of the one or more commands to a journal before the each of
the one or more commands is transmitted to the drive such that a history
of the commands directed to the drive is stored in the journal; providing a
count of rebuild commands sent to the drive; and forcing the drive to
flush the data in the write cache to the dbrage media, wherein the step of
forcing the drive to flush the data in the write cache is performed once the
count d¢f.rebuilthectomgadsragmftdihe drivéheeziohestadredetermiiedcomprises a
h : ilding.th edia _of ive of
e ] 0 R L o IoHAEE TR S e i
merrad-for rebuilding the storage media of a drive of claim 9, further
comprising the step of disabling the write cache for the drive following the
successful rebuild of the media of the drive. 11. The method of claim
8, furthér comphisistgrase swepy oticidairing tvedjseimahdoficaiimgrasy is non-volatile.
successful flushing of the data in the write cache. 12. The method

claim 8, further comprising the step of disabling the write cache following .
the suckessfuramiadbfanechdldiagthpetarage malia of aadrive whatedd b drive

Haim SniHiARLAMRAEINY M SteRY %ﬁ@%t%@ L%%E@\lz@}?egn%cﬁfi\fﬁe method

flushes all data in the write cache and transmits a messageindicating that
HREPHEREd data was written to the media

enabling the write cache for the drive;

MCSLLP

transmitting one or more commands to the drive;

writing each of the one or more commands to a journal before the each of the
one or more commands is transmitted to the drive such that a history of the commands
directed to the drive is stored in the journal;

providing a count of rebuild commands sent to the drive; and

forcing the drive to flush the data in the write cache to the storage media,
wherein the step of forcing the drive to flush the data in the write cache is performed

once the count of rebuild commands sent to the drive reaches a predetermined value.

9. The method for rebuilding the storage media of a drive of claim 8,

further comprising the step of clearing the journal.

10.  The method for rebuilding the storage media of a drive of claim 9,
further comprising the step of disabling the write cache for the drive following the

successful rebuild of the media of the drive.

11. The method of claim 8, further comprising the step of clearing the

journal following the successful flushing of the data in the write cache.

12. The method claim 8, further comprising the step of disabling the write

cache following the successful rebuild of the media of the drive.



14. The method of claim 8, where the journal is comprised of non-volatile  _
memory associated with a drive controller. 15. A drive controller MCSLLP
operable to communicate with a drive through a communications channel,
comprising: a first memory for recording each rebuild command

transmitted from the drive controller to th& drive during the period that the

drive is being rebuilt before the each rebuild command is transmitted to

the drivb’isuch’lﬂmtmelﬂhsmbryfotldtimrébﬁrﬂtharnmmmswgedtedstepthﬁ”chiwing the

Lsé}r?e{g afc”r“%ﬁ first meH‘us% all. dseCPP“ MemoLy fonstoring,a ¢ C%Hﬂs 1 message
ere comman s recorde Irst memory; wherein, durin
indipmiigrthhaththeadhive datbeiiag welitsiit tontbeainiediaontroller is operable to
enable the write cache of the drive and cause the drive to flush the data in

the write cache of the drive when the count of the rebuild commands
reache$4da pretibeermeihed tHrebiwlB, wheksthEnmanive sornnopidsal ofanvn-volatile

ﬁﬁ?ﬂﬁgﬁéﬁ%ﬁrwﬁ}ggwweg ﬁu%%g;able to disable the write cache of

ollowing the success uild of the drive. 17. The drive
controller of claim 16, wherein the first memory comprises non-volatile

MEMOTYs A drive controller operable to communicate with a drive through a

communications channel, comprising:

a first memory for recording each rebuild command transmitted from the drive
controller to the drive during the period that the drive is being rebuilt before the each
rebuild command is transmitted to the drive such that a history of the rebuild commands
directed to the drive is stored in the first memory;

a second memory for storing a count of the rebuild commands recorded in the
first memory;

wherein, during the period that the drive is being rebuilt, the drive controller is
operable to enable the write cache of the drive and cause the drive to flush the data in
the write cache of the drive when the count of the rebuild commands reaches a

predetermined threshold.

16.  The drive controller of claim 15, wherein the drive controller is operable

to disable the write cache of the drive following the successful rebuild of the drive.

17.  The drive controller of claim 16, wherein the first memory comprises

non-volatile memory.



