15 Decenber 2004 1 | NFORVATI ON PROCESSI NG SYSTEM PORTABLE ELECTRONI C

DEVI CE, ACCESS APPARATUS FOR THE PORTABLE ELECTRONI C DEy/beEempdiDogTHOD OF
USI NG MEMORY SPACE BACKGROUND OF THE I NVENTION 1. Field of the Invention
The present invention relates to an information processing system a
portabl e el ectronic device, an access apparatus for the portable

el ectronic device, as well as a nmethod of using a nenory space. The
present invention can be applied to, far -exanple, a system enpl oying
non-contact |C cards. Mre particularly,the present invention is intended
to enable an IC card to be used for a plurality of business: organlzatlons

I n common ani zation, both issuer key
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el ectroni c device using {he ﬁé?ﬁ scription o e
Rel ated Art In.an earlier deve opneg€a§ fﬁ? I‘lh"i?%olg/s%%ﬁxr‘ggvar|ous items of
information, such as personal data, are recorded in an IC card carried
with a person, and the IC card is used, for exanple, when the person

passes thm@g;l@m[ﬁjﬁetor,gqtlﬁs Iq,ﬁ,EthI@N ons or enters a-roomthat is under

managenent al | ow ng
1. Field of the Invention

The present invention relates to an information
processing system, é portable eloctronic device, an access
apparatus forlthe'portablo electronic device, as well as a
method of using a memory space. The present invention can

"be applied to,-fOr example, a systém employing non—contéct
IC cards. More particularly, the present invention is
intended to enable an IC card to be used for a plurality of
business organizations in common by assigning, to each
business organization, both issuer'key information managed
5y a management sector and an access key, which is created
based on file key 1nformat10n SpeCLflC to the business
organlzatlon, so that the business’ organization can access
the portable electronic device using the assigned access key.
2.. Description of the Reléfeo Art

lIn.an earlier developmental IC card system, various
items of information, sucp as“personal_daﬁa, are recdrded in
an IC card‘carfied;with a person,raﬂd the IC card is ﬁsod{
for example, when the person Passes through ticket gates at

stations or enters a room that is under management allowing



15 Decenber 2004 2 only qualified persons to enter and exit it. Meanwhile,
there are other card-shaped nediuns simlar |C cards. FDeexabsd ®o4prepaid
cards, service cards issued by individual shops, user cards issued by

i ndi vi dual software nakers, etc. have been used increasingly.. Those cards
including 1 C cards,-are separately issued to users by bu5|ness

organi zati ons that provide respective services on the basis of the
specific cards. An IC card, however, iacprporates an internal nenory

havi ng a capacity enough to record t her ei n personal information and ot her
data that are necessary for receiving various services with the card. From
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However, when an IC card s used ura
Those cards, including IC cards, are separately issued

to users by business organizatioﬁs that provide respective
' services on the basis of the specific cards.

aAn IC card, however, incoréorates an internal memory
having a capacity enough to record therein.personal |
information and other data that are necessary for receiving
various services with the card. From this point of view, it

is conceivable to make one IC card usable for a plurality of
'bgsiness organizations in common.

By making an IC card so usable in common, the business
‘Qrgahizations,'whigh have individually'issued Ic caﬁds up to
-date, -are released from the burden of issuingqthé cards by
- themselves, while they can get a lafger nuhber of users who

~,cannot be galned when each bu51ness organlzatlon issues one
card separately as conventlonal. On the_other hand, 51ncer
the number of cards to be carried with;aﬁd managed by a user
) is ;educed, the user is also released from an inconveﬁiénce
in cdrrying aﬁdfmanaging many cards;'
. However, when an IC card is used for a'plﬁrality of

business organizations in common, personal information of a



busi ness organi zations in common, personal information of a 15 Decenber
2004 - 3 user nust be kept confidential for each of th§598§WH@§§004
organi zations. It is also required to nanage a nenory space enployed by
each business organization in ternms of tinme and area. SUMVARY OF THE

| NVENTI ON Enbodi nents of the present invention provide an information
‘processing system a portable electronic device, an access apparatus for
the portable electronic device,, as welB as a nethod of using a nenory
space, with which an IC card or the |ike can be used for a plurality of
busi ness organi zations in common. 15 Decenber 2004 - 4 In accordance with
the first aspect of the invention, there is provided an access apparatus
for accessHf§Ta okt 86l &R ecErpiideadiiade, feni ¢aadress dyaratiasnbeisng
applied to_an _informati on processing systemin which a nenory in said
portabl e ePEEPPIAE P& ce ikt erpl oﬂ%e%obfegulmqﬁ akpt yrasiadp@sisnessmory
organi zat i sai d access, apparatus conprising: access key information
gener&xxi%gégg %@9?%%9 e?yiQﬁéh:kﬁ?bﬁggﬁdqgﬁﬁﬁ%zi%yoﬁnﬂ@rﬁﬁ#m@ of
possessed py,a .predgterm ned nanagement sector, said file key

SUMMARY OF THE INVENTION

Embodiments of the present invention provide an
information processing system, a portable electronic
device, an access apparatus for the portable electronic
device, as well as a method of using a memory space, with
which an IC card or the like can be used for a plurality

of business organizations in common.



i nformati on assigned to each of said plurality of business organizations;
file registry information generated by said nanagenent!&Beeipber2f0d file
registry information including nenory space specifying information for
specifying a size of a nenory space to be dedicated in said portable

el ectronic device and said file key information, and said file registry
information being encrypted with the issuer key information; 15 Decenber
2004 - 5 neans for executing an authentication between each business
organi zati on and said portable electronic device by using said access key
information, the authentjcation being required for enabling an access to
said portable ﬁ?e@?FBﬁﬂ?qﬁﬁMWkﬁha%@enﬁéﬁ§tf@ﬁpﬁﬂﬁnﬂﬁtthmgimhentiba,
registry iPﬂQE tign Eo s&ig portabl e el ectronic device. In accordance
with the sécond aspedt"dfI¢H2 Fhv@RITHE ARRE I Hr dWitdedcaepsringbl 8

of busi nesd” oy SRtz et TonetCaLE o BT dpi e < Bt AeesS dBvPeeasopr PBRE. B
oo Y e AOBLTEED Y, 085 pLLER, | 810 R MRS BT s
of the pl un@hbty 9h said portable electronic device is employed by a
plurality of business organizations, said access apparatus
comprising:
access key information generated based on file key
information and issuer key information possessed by a
pPredetermined management sector, said file key
information assigned to each of said plurality of
~ business organizations;
file registry inforﬁation generated by said
management sector, said file registry information
including memory space specifying information for
specifying a size of a memory space to be dedicated in
said portable electronic device and said file key
information, and said file registry information being

encrypted with the issuer key information;



busi ness organi zations and first issuer key information sossessed by a
managenent sector; 15 December 2004 - 5a means for prot&ke¢ampar?P84 mati on
transmtted from an access apparatus with the file key information and the
first issuer key information, said information conprising file registry

i nformati on generated by the nmanagenent sector, said file registry
information including nenory space specifying information for specifying
a. size of a menory space to be dedi catéd-in said portable electronic
device and said file key informati on, and being encrypted wth the first

i ssuer key information; and neans for allow ng the access apparatus to

access the nmenory space corresponding to the file key information
according to anf‘ee‘%’b?t %dia?ﬁ@d’uwr{%eanpr%‘é’ébghﬁgcm brtaesor danch with

the third gﬁggﬁ% %f Hhe jnvgntion, there is provided a nethod of using a
memory space allocat e At Mo AP 9 rrdvitier F hakl porilatsiteorel @ cdevhice
device to L.Qye, lurality of _ business organizations, said

met hod co#%?iggﬁa: Hgag_e%ggb Fsl%e%eééﬁﬁém%ﬁkﬂpn 5he anttHemitraathgnt he
portabl e %@Qﬁﬁorﬂ@q@fféﬁe e enabling an access to said portable

electronic device; and

means for transmitting the file registry information

to said portable electronic device.

In accordance with the second aspect of the
invention, there is provided a portable electronic device
including a memory unit which is employed by a plurality
of business organizations, said portable electronic
device comprising:

a memory having memory spaces allocated to the
plurality of business organizations, said memory storing
file key information specific to each of the plurality of
business organizations and first issuer key information

possessed by a management sector;



using a first access key information assigned to each of_ the plurality of
busi ness organi zations and first issuer key informatiol? gesrskare0by a
managenent sector; allocating a nmenory space to separate area in the
menory by decrypting a file registry information to generate nenory space
specifying information for specifying to be dedicated in the nenory space
and the file key information; and accessing the allocated area
corresponding to the file key informatiban-by using the first access key

i nformation. 15 Decenber 2004 6 Wth the first aspect of the present
invention, the processing of authentication is executed using the access
key information created by the predeterm ned, managenent. sector based on
both the file key Mttt PHnPEPEESHILER J HagndusPnetsamnsgdntitzat | forand

t he issuer ey information 1ngecificﬁbo t he managenent sector. As a result

k . . .
of the autheRATTcari SRPIIHE e cBsslaphsr dide ikewl 1nhesnas isocess ahaenory
space in t rt el.ectronic deyvice, which js_ allocated to the
busi ness d?ﬁ%%?z%??g%F'ﬁﬁﬁeﬁ% %Fmagéﬂn’Wﬁ%%#k%ﬁﬁQIQEEé@§ &AH i@ ed to
a plurality; ' o] ' igns and on rtabl e el ectroni c device
i s used foﬁr/l%)%\o?;é ﬂ%lé?l ss{%j?g%ﬁlgtzaé Pongepﬁrfg:rﬁ%gnfbyea SusiEregement

or gani zat i - £€&A, ”@&Q.Lc?nfgl‘%esfeéfs{:?? Q!%f%gtﬂ)gm‘{r?cnigding memory
space specifying information for specifying a . size of a
memory space to be dedicated in said portable electronic
device and said file key information, and being encrypted
with the first issuer key information; and
means for allowing the access apparatus to access
the memory space corresponding to the file key
information according to a result obtained by the

pProcessing means.

In accordance with the third aspect of the
invention, there is provided a method of using a memory
space allocated in a memory provided in a portable
electronic device to be employed by a plurality of

business organizations, said method comprising the steps

of:



device using the file key information as if the portable _electronic device
i s dedicated to the business organization. Al so, the melPP§CEMELA#| ocat ed
to a certain business organization can be prevented from bei ng accessed by
any other business organi zation. Further, since the issuer key

information i s managed by the managenent sector, it is possible to manage
the portable electronic device by the mnagenent sector. Wth the second
aspect of the present invention, the —prdcessi ng of authentication required
for effecting an access to the portable electronic device is executed
using the access key information, which is created by the 15 Decenber 2004
7 predeterm ned nmanagepent ,sector, between the access apparatus and the
portabl e el ectroni ca‘gEggEElﬁ’é%@gont%t Rorthdlfd |l &elyrontor matviore sheci fic
to each buaisgrelss O%Jgani:zati on ag?l the issuer key information specific to
the manageinehf Sectbl St TREFESS e Bntiarpasiings 9y yamedaticoreacwhpéh is

aut hori zed ement .sector based on the issuer key, can access the
portabl e ng%t &321%125913121%(:8_@ RGN heO T HaRe RS tdpace. 2Bf| ddasdd tosuRs

busi ness o ni; i . .Hied by the file key information. As a
resul t, ea%%gbgﬁ?ﬁgggtgfd&ar#%%fgﬁe%aﬁynﬁk@agﬁgﬂ[teéré% CtHE’ portabl e

ey St el SR S LB A
memory by decrypting a file registry information to
generate memory space specifying information for
specifying to be dedicated in the memory space and the
file key information; and

accessing the allocated area corresponding to the

file key information by using the first access key

information.



busi ness organi zati on can be prevented from bei ng accessed by any ot her
busi ness organi zation. Further, since the issuer key i1H DECahBSRPODS
managed by the managenent sector, it is possible to nanage the portable

el ectroni c device by the managenent sector. Wth the third aspect of the
present invention, the portable electronic device holds therein both the
file key information specific to each pugigess organi zati on and the

i ssuer key information specific to the predeterm ned managenent sector.
Then, the portable electronic device processes information transmtted from

a certain access , apparatus by using the file key information and
the-issuer key Witfortid ifdns tarms newdn detiereripes ent eswbdn©fof her 4o

Decenber 2Q04 processing. Depending on a deternmined result, the access
appar at us iR ﬁﬁﬁ&ﬂﬁtQﬁ%ﬁRﬁﬁﬁﬁﬁ#ﬁﬁt@@@r@ssgmmmute@rmeﬁp@nﬂh@ga@@egge file
key infornﬁ%ion. Therefore, even when nenory spaces in one portable

el ect r oni ¢ ‘deviidEHMation cyeatesy) by pihe diededrmiseédassnaggasheat i ons,

t he nenorgeiggpehglro ateq%%P each business organi zation can be specified
with the file Kéy Prﬁecﬁfr?é’ti h e fids ey ebnformalsiowmssper i zedi on can
make an acegss, LQLiheportable electronic device as if it-is dedicated to
the business organizati OrIALRtiHe arshdgiie sifrven ke atretbtmaaiaer t ai n
busi ness o I+ i be _prevented from bei ng accessed by any ot her
business_o% %%ﬁ?gFi%%.%é%rFREFﬂﬁﬁﬁﬁse%ﬁﬂ$or- AS a result of the N

authentication, the access apparatus is allowed.to access a
mémory space in the éortable electronic device, which is
allocated to the business organization. Therefore, even
when memory spaces are allocated to a plurality of business
organizations and one portable electronic device is uséd for
those business organizations in commoﬂ, each business
organization can make an access to the portablé electronic .
device using the filé key information as if the portable
electronic device is dedicated to the business organization.
Also, the memory space allocated to a certain busines;
organization can be prevented from being accessed by any
other busineSS'organization. Further, since the issuer key
information is managed by the management sector, it is
possible to manage the portable electronic device by the
management.sector. | | | '

With the second aspect of the present invention, the
processing of authentication required for effecting an
access to the portable electronic device is executed using

the access key information, which is created by the



i i i i tor It Is possible
r key information is managed by the managenent sec
{zsﬁgnageythe portable el ectronic device by the managensmiecs@béo?004BRI EF

DESCRI PTI ON OF. THE DRAWNGS Fig. 1 is a block diagran)of.an IC cgrq sgsten1
according to a first enbodinent of the present invention; F!g-thelfc card
bl ock di agram showing a business organi zation and an issuer !nsuance card
systemof Fig. 1; Fig. 3 is a block diagfamfor explaynlng }s uanc

IC card; Fig. 4 is a block diagram for explaining issuance o

[ [ I on; ig. 5 is.a block diagramfor.
registry information; 15 Decenber 2004 Fig o e ek i agram
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"isga bl ock.yli Amfor ex Iaiiiﬁhprocessing execut ed when naklnglan
access; Fig. 1SQ¥S a.%hcﬁﬂgéﬁﬁé; f%ﬁe?ﬁéﬁgﬂ¢ﬁr@P?h0@?5$nﬂgs°f fi ge of
registry | RS Aol | dha Yhd % ORI o Lo, SXPL & N ng @ sequence
management sector. Therefore, only a business organization,

. which is authorized by the management sector based on the
issuer key, can access the portable eléctfonic device. Also,
the memory space allocated to the busipess organization can
be specified by the file key informatibn, As a result, each
business organization can make an access to the portéble
électronic device as if it is dedicated to the business
ﬁrganization. Also, the memory'space'allocatéd to a certain
business organization can be prevented from being accessed
by any ofher business organization. Further, since the
issuer'key'information is managed by the management sector,
it is possible to managé the portable electronic device by
the management sector.

With the third aspect of the present invention, the
portéble electronic device holds therein both the file key
information specific to each business organization and the
issuer key information specifié to the predetermined
management sector. Then,.the portable electronic device
processes information transmitted from a certain access

apparatus by using the file key information and the ‘issuer

key informétion, and then determines a_result of the



processing in accordance with file registry information;. Fig. 12 is a

bl ock di agram for explaining processing in accordance wi$DhetéhBer BG4St ry
information; Fig. 13 is a block diagramfor explaining processing in
accordance with issuer key change information; Fig. 14 is a block diagram
for explaining processing of issuer key change information; Fig. 15 is a
bl ock di agram for expl ai ning processing. ig _accordance with issuer key
change information; Fig. 16 is abl ock diagram for explaining creation of
an access key in an I C-card system according to a second enbodinent; and"

15 Decenber .2+ 10 "Fig. 17 is a block diagramfor explaining
processi ng %%gg%%?%%'essn?%p, 9 A cdreierrined ofesiiht , 16he DRSERESTI ON OF

THE PREFER ;@é%%% NENT%QEnbo i ments of the present invention, will be
descri bed OW T det dt-WHh TR the ittenernwipse (1) First

Shoni-on £ e e SR eimndl i ckors aremon
management “Skat ey BB I o stz Tecant sievicmtaz user 2
carrying theddssey ‘ﬂ)y3 aci)'iu'ilailliitzye o'ft biurlc,iness or~ganizations, the |
memory space allocated to each.business oréanization can be
specified with the file key information. As a result, each
business organization can make an access to the portable
electronic device as if it -is dedicaﬁed to the business
organization. Also, the memory space allocated to a certain
business organizatibh can be Prevénted from being accessed
by any other business prganization. Further, since the
issuer key information is managedrby the management sector,
it is.possible to manage the portable electronic device by

the management sector.

BRIEF -DESCRIPTION OF THE DRAWINGS
Fig. 1 is a block diagram of an IC card system
according to a first embodiment of the present invention;
Fig. 2 is a block diagram showing a bﬁsiﬁess
organization and an issuer in the IC card system of Fig. 1;
Fig. 3 is a block diagram for explaining issuance of an
IC card;
Fig. 4 is a block diagram for explaining issuance of

file registry information;



common for services provided by a plurality of business organizations 4A
4B, etc. Mre specifically, as shown in Fig. 3, the issWidDed@mbesg0es the I C
card 3 to a user upon direct paynent of the fee by the user, or indirect
paynent of the fee by the user via any of the business organizations 4A,
4B, etc., or paynent of any of the business organizations 4A, 4B, etc.

i nstead of the user. The issuer 5 may issue the IC card 3 to a user
directly or via any of the business organizations 4A, 4B, etc. Wen
issuing the 1C card 3, the issuer 5 records an issuer key in the IC card
3. The issuer key is key 15 Decenber 2004 information for encryption and
decryption, wh%gh i% specific to the issuer 5 and managed by the issuer 5.
In the IC card " *$rstoemS1 2 bl osdc dagran He1 expdad ndnids cateladdioad afsi ng bot h
t he issuerfﬁﬁyzgnd.file %§¥ i nformation, which is key information specific
to each of the PTUTEITY y*bfOMAG4¥Es  organi zations 4A 4B, etc. Thus, the
|C card 3 can ?%_ s%disfor ng-bgiéness Qr gani zations 4A, 4B, etc. in
conmon under nRREgENERt FoP1PRE FIAFEAM FRE PEPLEANINgeEFead ioe dfsaer key

in the | C frtdl 3 . using a managenent termnal 6 constituted by, e.g., a
conputer. Also, dﬁ%& the ICcard 3 is to be used for services provided by

the business ogani 73408 148ok*fiaGhin 4PI8kpTQTHIAG 3L08LAREN Jhe | ssuer
issuer key change information;
Fig. 8 is a block diagrém for explaining creation of
issuer key change information; |
Fig. 9 is é block -diagram for explaining processing
executed when making an access; | ' ek
Fig. 10 is_a block diagram for explaining processing of
file registry information;
Fig. 11 is a flowcha:t for explaining a sequence of
processing in accordance &ith file registry information;
Fig. 12 is a block diagram for explaining processing in
accordance with file registry information; |
‘Fig. 13 is a block diagram for explaining processing in
‘aqcordancé withrissuer key change infdrmation;
Fig. 14 is a block diagram for explaining processing of
issuer key change information; N |
Figf 15 is a block diagram~£or explaining processing in"
- accordance with issuer key change information;
'Fig. 16 is a block diagram for explaining creation of
an access key in an IC card system according to a secona r

embodiment; and



organi zations 4A, 4B, etc., the issuer 5 creates file registry information
and an access key respectively by a file registry infofsBéidnbesgeshi Ng
unit 7 and an access key .synthesizing-unit 8 in the termnal 6. The file
registry information and the access key are passed to corresponding one
of the business. organi zations 4A, 4B, etc. The file registry information
is information-used for .securing a nmenory space in the IC card 3 so that
each busi ness organlzatlon 4A, 4B, etc.jgan handle the I1C card 3 for the
service provided by'itself. Upon receiving the file registry information,
the 1C card 3 allocates a nenDry space therein corresponding to the file
registry inforgﬁtloaﬂ The Decenher 2004 access key is information used
for authenticatidn e&saﬁ é@E@églﬁgrﬁﬂHJQﬁ)QNﬂi%ﬂqkﬂﬁuRﬁ$Qﬁﬂmmy;sphce
Eventuallyn gégé ess key .is information used to execute processing of

aut henti cati én u5|n&Q¥nﬁptqﬂ?quQ§qﬁﬁFq%ﬂ%w9§uﬁ%% af- the issuer key that
have been assigned-to each busi ness organization. As shown in Fig. 5, the
file registry infornation creating unit 7 encrypts information of both the

ini ¢ 7 DRGSR o fn encrybted

result and thepkbbAKeKehn0 KRE! BCLBAAN 1, exgluBYS 1 g0t cal, sum computi no

unit 7B. Further secon ncryption
informati @@low in detail with reference to the drawings.

(1) First Embodiment
(1-1) Construction of First Embodiment

- Fig. 2 is a block dlagram showing an IC card system
accordlng to a first embodiment of the present invention.
In an IC card system 1 of Flg. 2, an issuer 5 serving as a
management sector for an IC card 3 issues the IC card 3 so
‘that a user 2 carrying the IC card 3 can utilize it in
common for serﬁices provided by a plurality of business
organizations 4n, 4B, etc.

More specifically, as shown in Fig. 3, the issuer 5
issues the IC card 3 to a user upon direct payment of the
fee by the user; or'indirect payment of the fee by the user
via any of the business organlzatlons 4A, 4B, etc., orx
payment of any of the business organlzatlons 47, 4B, etc.

llnstead of the user. - The issuer 5 may issue the IC card 3
to a user dlrectly or via any of the business organlzatlons
 4A, 4B, etc.

When issuing the IC card 3, the issuer 5 records an

' issuer key in the IC card 3. The issuer key is key



reating unit 7 creates a check code. by encrypting a conputed result-of
fhgaexc?usive logical sumw th the issuer key. The fileip@@ReMpgtbdrarein is
one that has been assigned to each business organization 4A, 4B, etc. A
menory space is secured in the IC card 3 under the fllelnane, and each
busi ness organi zation 4A, 4B, etc. can enploy the nmenory' space for
providing the service. Thus, when each business organization 4A 4B, etc.
nmakes an access to the menmory space forithe service provided by itself.,
the 1C card 3 is accessed based on the file name. The file size indicates

. . ‘ . . q
t he size of a file created 15 December 2004 -- 13 wunder the file nanme, an
represents; Of= 3 Tennr ace jn .the 1C card 3 that has been

al Ioocat ed eac s ?Cgr}é’grﬁcghﬁ‘@n JeCTYE 10 ¢ Wik fig eSEP@%/lfelaC
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the file nane and the Ie key in ron are et™ Vo he
consul t at iiaFobabwaen %@@Bl@&%‘Q%S%acﬂr%%n%ﬁg'ﬁ¥ﬁfg&1ty ofﬂbusfﬁéss

i ssuer 5 upon an noticé
organlzatlons 4a, 4B, etc. Thus, the IcC card 3 can be used
for the bu51ness organlzatlons 4, 4B, etc._ln_commqn under
management of the issuer.
The issuer 5 records the issuer key in the IC'card 3 by
_ uSLng a management terminal 6 constltuted by, e.g., a
computer Also, when the IC card 3 is to be used for
services provided by the bu31ness organlzatlons 4A, 4B, etc.
_under contracts between the issuer 5 and the business
ofgénizations 4A, 4B, etc., the issuer 5 creates file
registry information and an access key‘respectively by a
file_registry informatipn creating unit 7 and an éccess key
-synthesizing unit 8 in the terminal 6. The file registry
information andrthe access key are passed to corresponding
one of the business organizations 4a, 4B, etc.
- The file registry information is information.used for
. securing a memory space in the IC card 3 so that each
_buSiness_organization 4A, 4B, etc. can handle the IC card 3
for the service provided by itself. Upon receiving the file
registry information, the IC card 3 allocates a memory space

therein corresponding to the file registry info:mation. The



from each business organi zation 4A, 4B, etc. to the issuer 5 such that the
file name and the file key information are specific tosaaedeninesPoess
organi zation 4A, 4B, etc. and are known to only each business organization
4A, 4B, etc. to which the file name and the file key information have been
assigned as the file registry information. The file registry information
creating unit 7 creates the file registry information. by arraying the
information of the file nane, the. infgmmation of the file size, the file
key information, and the check code in a predeterm ned sequence. As shown
in the access key synthesizing unit 8 creates the access key by encrypting
the file k h e.l5 2004 - I ssuer key in an encryption
unit 8A. A§¥g og kgg P ?EgormﬁﬁﬁOPhESEgn?PécPEtbéﬂﬁé@ﬁt@ﬁ@ whesuan 5 and
the businegs.QLganiz ns_4 re renewed for further

conti nuat i on. ﬁem%sgégg go f%gtﬁél?ggﬁﬁa REJoLFaRBRCEnf ofieRt@al by, an

i ssuer keytgbBagg€eskn uni and passes the issuer key
change |nfornatloﬁstoit%ng%ugﬁﬁég % F%ﬁ% %ﬂseﬁﬁF U8 PEeeesThough such

processi ngauthent SS4#€ioR ﬁ'@gﬁ‘%eﬁotﬂetfl %{» kg%%véﬂ? %ﬁggﬁgég‘g éé:%gar ¢3

at a certain period in unit COﬂ
| Ssuer 5 Clesier ReothafK£9S g@gntQggfgﬁe&”@&eé;éﬁ%&éf&e‘lésed ' the

access key
organization.

As shown in Fig 5, the file registry, information
creatlng unit 7 encrypts lnformatlon of both the file name 1
and the flle size with the issuer key in a first encryption
-unlt 7A, and then computes the exclusive loglcal sum of an
encrypted result and the file key information in an
exclusrve‘loglcal'sum computing unit 7B. Further, in a
second encryption unit 7C, the file reglstry information
creating unit 7 creates a check code by encrypting a
computed result of the exclusive logical sum with the issuer
key. |

The file name used herein is one that has been aSsigned

_to each business organization 4A, 4B, etc. A memory spece 1.
is secured in the IC cerd'3 under the file name,.and each -
business organization 4A, 4B, etc. can emnloy the memory’
:SPace for providing the service. Thus, when each-business
organiﬁation 4a, 4B, etc. makes an access to the memory -
space for the service provided by itself, the IC card 3 is
acceéssed based on the file name. |

The file size indicates the size of a‘file created



synthesizing unit 8 using the issuer key to be newy recorded inthe IC
card 3, and then passes the new access key to. the busn@aeamﬁﬁ@qnmaatlons
4A, 4B, etc. The issuer key change information used herein is information
for changing the issuer key recorded in the IC card 3. As shown in Fig. 8,
the issuer key change information creating unit 9-creates-first key.

change information K1 in a first encryption unit 9A by encrypting an

i ssuer key, which is to be-newy recardgd-in the I1C card 3 (hereinafter
this issuer key will be referred to as a "new i ssuer key" and, in
contrast, the'issuer key that has been recorded in' the IC card 3 mﬁll‘be
referred tQn ér Eh %d I ssuer X with the old jssuer key. Further, the
i ssuer key c ange Fn b*ﬁa??%ﬂ'l% %EE%H%%?GQE%4the %E?e(ﬁﬁxﬁlm@wQﬁHt 9
encrypts et er e cons new j ssuer in a second
encryptloflS %?? g@ g%%d ¢ heht e%?%gh% ?P?e@ltﬁﬁﬁﬁﬁﬁ %%Qw@ﬁﬁh«m1 K2 in a
third eng u C g enc t result. fromthe second
encrypti onﬁ%ﬁ%ﬂt@%% @fc%%r?{%]é)’é/l IE ‘i% k‘%%/c 'I%%??egﬁteer key Hnfaguadriotey
change i nf o e suer ke chan e information

by arr ayi ngé fnﬁé? %?65%%11?1 sgg%élf{ r'fr‘[ ﬁ%alﬁgaec T orthtd Jie ¥4 n a

ggedet er myiede 5 SOMeNELL o BRAGHL DUSHIEe SShAN WY £ati LTy ‘E%de4%se<it Sontrols,
checking validity of the file registry information.

The file size is‘set by the issuer depending on the
size of a memory area in the 1C card 3 that is allowed for
each business organization 44, 4B, etc. to employ Oelthe

_.other hand, the flle name and the flle key lnformatlon are
- set through €.g., consultation between each business
_qrganization 47, 4B, etc. and the issﬁer 5 ﬁpon an netice
from each business organization 4A, 4B, etc. to the issuer 5
'such that the file name and the file key informetien are
specific to each business otgantzation 4A; 4B,'etc. end are
known to only each business orgahization 42, 4B, etc. to
'Wthh the file name and the file key information have been
assigned as the file registry 1nformatlon.
| The file registry 1nformatlon creatlng unit 7 creates.
the flle reglstry lnformatlon by arraylng the lnformatlon of
the file name, the lnformatlon of the flle 81ze, the file
key 1nformat10n, and the check code in a predetermlned
sequence. '. |
As shown in.Fig,.G, the eccess key synthesiziné ﬁnit:S

ereates the access key by encrypting the file key with the



shown in Fig. 2, the operation of a reader/.witer 11 by a termnal 12,
which is constituted by, e.g., a conputer, for not onl yl5aDesssiengothe | C
card 3 based on the file registry information, the access key information
and the.issuer key change information all issued fromthe issuer 5, but

al so processing an access result. The reader/witer 11 used herein

modul ates information to be transmtted with a predetermined carrier wave
and drives a built-in antenna for sendilag-a.call to the IC card 3
repeatedly at a predetermined period. Wwen the I1C card 3 is placed in the.
vicinity. of the antenna and transmits a response upon receiving the cal

t he reader r uests the.lC card to perform nutua
authentlcaé'%%{r]lIeg *éﬁou 8h ?hgnﬁﬁ¥3§+03uFﬂeﬁt$%atlon the reader/witer 11
determ nes whethe S .a t alified for 15 December 2004
-- 16 data cormunl &ﬁlof\;jl (l;}a]fgeen’ t"ﬁeerﬁ qﬁ'era}césc weaTs &’ ernined to
be a data gxgbpngeah r ug he nut ual ntlcatlon the
reader/vvrl%er 11 notléﬁglgétﬁgé%%(?%)na el %%%S s'?#ha Borf ‘fha@r"data

exchange |§EQQW@dt§b§t§ﬁfth f@@ f?%arﬁﬁgsl§§§eﬁggtrlt C card 3

under control of the termn a er mna noti ce

fromthe i@@;ﬂ@f/]!(\é%rt@ﬁar;&elﬂglf&ﬁﬁé ﬂoﬁﬂ%‘r ﬁ?t%ansm%&g; Ay aIIovved

between the terminal 12 and the IC card
-informatlon creating unlt_9, and passes the issuer key

change information to the business organizations 4A, 4B, etc;
- Through such processing, the issuer 5 updates the.issuer key
recorded in the IC card 3 at a certain period in units of a
contract renewal period. Also, the issuer 5 creates a new
access‘key'through processing.executed in the access'key'
'synthesiZing upit 8 using the issuer key to be newly
recorded in the IC card 3, and then passes the new access
key to the business organlzatlons 4A, 4B, etc.

The issuer key change 1nformation used herein is
lnformatlon ‘for changing the issuer key recorded in the IC
card 3.

As shown in Fig. 8, the issuer key change ieformetion
creating‘unit 9-creates-first'key change infermation K1l in a
flrst encryption unit. 9a by encryptlng an issuer key, which
is to be newly recorded ln the IC card 3 (herelnafter this
lssuer key will be referred to as a “new issuer key” and, in
contrast, the issuer key theé hHas been redorded in the IC

card 3 will be referred to as an “old issuer key”), with the

~old issuer key. Further, the issuer key chenge‘information-



.access. command to the 1C card 3 through the reader/witer 11, thereby
accessi ng the nenory space allocated in the IC card 3 ﬂmme@amﬂbrgg§4ness
organi zation 4A, 4B, etc.' and updating the nmenory space in accordance with
an access result. For exanple, when the business organization provides a
prepaid. card systemor an electronic cash service using the I1C card 3,
the termnal - 12 executes such processing as to detect an anount of nDney
recorded in the IC card 3, subtract an 1mmount of noney to be paid by the
user fromthe detected remaining amount of noney, and record an anount of
noney resulting fromthe subtraction in the IC card 3. Also, when the

busi ness gan t i.ssues nts cor sponding to an anount of noney

pai d by th(J'Le)Lr userfgadnlg&prow erép 2 ieé}%ése%h ocess?lfnﬁm;g:r}[eo updat o

accunul at exec es such pr _

the poi nt ggarwggioérH ]g%tlhe ST ;Hb%‘(rjllq r?@'ar?d%tq'tﬁ noney pai d
S, (ggg e .abov eScCri ccess

by. 15 De ed Snd k %hlé% 1n'¥o ergm&(ezr &ﬁ-@_]{aae ) 12

proceSS| ng, upon a reques rom e rea rm nal

id; |f and
execut es dHASARSIH i@t Naly 3 geln glone se |
the IC card 3 using. thé‘accegﬁ;key | sue by A éf tﬁ# & through

the procesHe@ddbid@ndeyAiSn3 undkt t9rﬁe w1§'?10ttif1%r orfﬂit l:|_%|su "f:t r]]q?en';' fﬁt lon, the

termnal 12 is allowed t6  access only t menory space set
relevant Mhsirm@¥ter, the issuer key change information creatlng unlt

9 creates issuer key change information by arraying the
ifJ.rst and second key change information Kl, K2 in a
- predetermined sequence. |
Each Business organization 4A, 4B, etc. controls, as
‘shownlin Fiﬁ} 2, the operation of a reader/writer 11 by a
:terminal 12, which is constituted by, e.g., a computer, for
"not only accessing the IC card 3 based on che file registry
information, ﬁhe access key informatien-and the-issuer key
'change information all issued from ﬁhe issﬁer 5, but also
pfoceésing an access result.
The reade;/Writér‘ll used herein modulates information"
to be'traﬁsmitted with a predetermined carrier wave and
“drives a built-in antenna for sending a . call to che‘Ichcérd
3‘re§eated1y at a.predetermined.pEriod} When the IC card 3
'ie placed in the:vicinity‘of the antenna'and.transmits a
reéponse upon receiving the’ceil,:the reader/writer 11
requests the IC card 3 to perform mutual authentication.
Through the mutual'authentication, the reader/writer 11

determines whether the IC card 3 is a target qualified for



‘organi zation. Mdrre specifically, as shown in Fig. 9, after issuing an
access command to the I1C card 3 through the reader/w it Dddmbdri2004 er m nal
12 receives a random nunber R fromthe IC card 3. Then, the termnal 12
encrypts the received random nunber Rwith the access key in an encryption
unit 12A, and transmts an encrypted result to the I1C card 3 through the
reader./witer 11. Wien the IC card 3 analyzes the encrypted result and
replies a success response, the termnahgl2 is allowed to continue the
processing in accordance with the previously issued access command because
the success response means that, as described l|ater, the menory space for

the rel eva usiness.organi zatjon is-secured in the IC card 3. On the -
ot her handaétg ébm@??t a t%%éﬂ%@w?%%ltgﬁtng unsuccessful -authentication is

received from t‘hﬁ%‘{ %e r?g“ af%f)ia re%gtt ¥ of the above--described nutual

aut henti cati on er® : Hidiegk 419 Rehat daie nenory space

S Lhiuéﬁéﬁ‘y%‘ﬂ%%@é@%ge? FhaSRn Thaimitial vient Geion, the

;mzzgﬁt;ﬁe%%er e eIl Rt 3Ry Sp S dtmenind ™

rel evant b&&%ﬁ‘%@ta %Mr?gaé J'Egl did % Is%a%atr d i 'Aéc}}c rarfgeecsur‘}anglc;uhse Tenery
data w1th the IC card 3 under control of the terminal 12.

When the terminal 12 receives a .notice from_the
reader/writer 11 indicating that data exchange ie allowed
between the terminal 12 and the iIC card 3, it transmits an
Aaccess. command to the IC card 3 through the reader/writer li,

._thereby acceSSLng the ‘meéemory space allocated in the IC card
3 for each busimness crganlzatlon 48, 4B etc. and updatlng
the memory space in accordance with an access result. For,

"example, when the business organization prov1des a prepald
card system or an electronlc cash serv1ce using the IC card
3, the termlnal 12 executes such processing as to detect an

‘amount of money recorded in the IC card 3, subtract an

i amount of money to be. pald by the user from the detected
remaining amount of money, and record an amount of money

"resultlng from the subtractlon in the IC card 3, Also, when
the buSLness organlzatlon issues points correspondlng to an

. amount of money pald by the user and provides various

.serv1ces depending on the accumulated p01nts, the termlnal

7:12 executes such processrng as to update the polnts recorded

f‘1n the IC card 3 dependlng on the amount of money pald by



space in the ICcard 3, the termnal 12 executes the nmutual authentication
descri bed above in connection with Fig. 9 again,' and thBecamiee20adh access

to the secured nenory space. Wen the terminal 12 receives a notice
regardi ng the issuer key change information and the new access key from
the issuer 5 and is instructed to update the 1C card 3 based on those
information, the termnal 12 notifies the issuer Kkey change information,
etc. tothe IC card 3 through the readers/am-iter 11 before or after a series
of the processing described above. During a certain transition period, for
exanple, the terminal 12 determ nhes, fromboth the result of the nutual -
authentica%hgnuggkng a new access key and the .result of the nutual

aut hentication Using an ol d access key, whether.the issuer key recorded in

the IC card 3 i e u to the newissuer, key. if not yet
updat ed, the te?nm% (y‘ﬁ%'tclpéj%éﬂ?ehcg T RSPy 4B dation to  the
| C card 3. ' 1 9. ard. 3 js a nenpry card 15 Decenber
2004 - 19 ré@ﬁé??ﬂ@f%@ g{ﬁghr%?.%‘%?’ewm#}lgﬁg’f hgltaﬁeitse’ﬁ‘&%n%lr oke ®¥eqRHees
reader/ wi bepcddsih n q§§§%] Y. er/{fwiter 11 jn a’ '
non- cont ac%) rrgnng%. éTﬁg ?]l%&%%% canf)bae&%g?é?g‘gawqrh betieeR ett9otfuse in

Procesei ho err et or recel S HE dAlD AT aren TTLo T 0Rp the' Hfer
57 Further, through the processing in the IC card 3 for the
gnother mutual authentication;.the'terminél 12 is alléwedlto
access only the memdry space set for the relevant business
‘organization. | |

More specifically, as shown in Fig. 9, after issuing an
access command to the IC card 3 through the reader/writer 11,
.the terminal 12 receives a random number R from the IC card
3. Then, the terminal 12 encrypts the received fandom

..number R ﬁith the access key in an encryption unit izA, and
tfansmits an encrypted result to the IC car& 3 through the
=reader/writer 11. When thé-IC card 3 analjzeé the:eﬁcrfpted

. result and replies a'sudcess-responée, the terminal 12 is
:allowed to continue thé'prbégssing in aécordancé with the
previously_issued access command because thé success
;gspgnse meané thét, as déécribed later, the memory space
for the relevant business organization is secured in ﬁhe Ic
card 3. ‘ | o

On the other hand, if an error reﬁpoﬁsé indicéting
unéﬁccessful‘adthentication'is ;eceived from the IC cafd 3

as a result.of the abovefdescribed mutual aﬁthentication,



der/witer it and. transmtting desired data to the :reader/witer ii, a
é:?a processing circuit for processing the gata recei visdDéenitee 2004nal
processing circuit and. creating data to be'transnmtted to the
reader/witer 11 via the signal processing-circuit, and a nenory for
hol ding data necessary for the processing executed by the data processing
circuit. In the ICcard 3, the signal processing circuit and the data
processing circuit constitute a communi q&tion comrand anal yzing unit 13.
Further, the data processing circuit constitutes an access key
synthesizing unit 14, a file registering unit 15 and an issuer key

h nmenory for hol di ng -an
 souar ”gkéﬁhhlﬁ%ﬁﬁﬁw yERS ReTPEY cepace Fer stor aa@elq‘santrwwﬂmesstA orage
4
19 cont a1 Do HRARL: 1ARCES f32! %‘fﬁ?ﬁ%%@r?éf‘inﬁﬂ@é”ﬁ%ipé’é o zations ah 45

etc. and nenory ‘spaces

' Ketisnn'A | e nane and the
file storage 1 t orded d.on the fi
file size whi chﬁlare assi g.’ﬁae (':i"rln}lélageél rRREIss: dhise £ ideos - 20

or gani 2t | o e e “%mﬁ%h“?ﬁf%s'rf?sb%?ﬁﬁfﬂi?&r 'rf&%”etpfﬁi' "cach

organlzatlon I n accordance

Chat the CLasnez ) Wb "al ROTd reelll(%ggﬂgan%{é S"i)%faq% dat for

that the aSS|gned menory space i s
securing the memory space for the relevant buSLness

organization in the IC card 3. After securlng the memory
' epace in the IC card 3, the termlnal 12 executes the mutual
authentlcatlon descrlbed above in connection w1th Fig. 9
agaln, and then makes an access to the secured memory space.
When the termlnal 12 receives a notlce regarding the
issuer key change lnformatlon and the new access key from
the issuer 5 and is instructed to update the IC card 3 based
on those informatioh, the terminal 12 notifies the issuer
key change infotmatidn, etc. to the IC card 3 through the
reader/writer’ll'befdre or after a series of the processing
described above.' During a certaln tran51tlon perlod for
example, the termlnal 12 determlnes, from - both the result of
the mutual authentication u51ng a new access, key and the
.result of the mutual authentlcatlon using an old access key,
whether the issuer key tecorded in the IC card 3 is already‘
:ﬁpdated to the neﬁ~iesuer key. If not yet updated the-
'Atermlnal 12 notlfles the issuer key change information to

the IC card 3.

As shown in Fig. 1, the IC card 3 is a memory card



organi zation.. Further, the file storage 18 stores therein the file keys
20A, 20B and 20C in association with the nmenory spaces tShia¢cenadee 2betn

al |l ocated as described above. Wen the IC card 3 is put close to the
reader/witer 11 and a high-frequency signal is'' induced in the antenna,

t he . comuni cation conmand anal yzing unit 13 processes the high- frequency
signal and receives data transmtted fromthe reader/witer 11. Since the
reader/writer 11 sends a call to the_l@gcard 3 repeatedly, the

comuni cati.on conmand analyzing unit 13 replies a response to the
reader/writer 11 .upon receiving-the call. Subsequently, the communication

command anal yzjng unit 13 executes the processing of nutual "authentication
bet ween th%oﬁ%#tg?ﬁeé %ﬂﬁhtﬁEaFeaUB?ﬁmFﬁ@e@ardllSIputrmﬂw&mLmo the
authentlca£é8$e succes uIl conpl eted, desired data is exchanged between
t he connunlca o Ebﬁﬁﬁn ank y%?%gb%n@?c§%5%®db1rﬁh¢e%ﬁﬁd&m%wxxﬂeﬁjllIn

order to pPe rl{gl'?—(.i mfata exchange on_receivi ng an access request from

the reader7w iter Het By caTl%lJ nt oPAEthd’ & yos pwmied KBittef er s
becenber 200 ToE N By A S hent cat | on betueen the. |G
e cor roopondrieh e SELAE ANl B el L SLe 0 s Sneonn i ©
Fig. 9: Uﬁﬁﬁniégéiﬁ@r&hrcult for receiving data transmitted from the
' reader/wrlter 11 and transmitting desired data to the
.reader/wrlter 11, a data processing circuit for processing
 the data :ecelved by the 51gnal proce551ng c1rcu1t and.
creatlng data to be transmitted to the reader/writer 11 via
the slgnal processing.circuit, and a memory for holding data
necessary for the prOceséing executed by the data.oxocessing'
circuit. | |
| in the IC card 3, the =signal processing circ@itrand the
data process;ng circuit constitute a communication command
'analyzing unit 13. Further, the data proce551ng circuit
"constltutes an access key synthe512lng unit 14, a file
reglsterlng unlt 15 andlan issuer key changing unit 16. The
;C card‘3 fﬁrther comprises a memofy for-holoing an issuer
“key 17. The memory constitutes a file storage 18.
The flle storage 18 contains memory spaces a551gned to
'-the buSLness organlzatlons 4A, 4B, etc. and memory spaces
'.for recording file keys 20A - 2OC thereln In the file
storage 18, dummy dato is recorded based on the file name

and the file size which are aésigned as the file registry



t he access command fromthe reader/witer 11, the conmunicati on conmand
analyzing unit 13 creates a. random nunber R and transng bscérhbdr@obhe
reader/witer 11, and then receives data that is responsively transmtted
fromthe reader/witer 11. Thereafter, the conmuni cati on command

anal yzing unit 13 instructs the access key synthesizing unit 14 to create
an access key. fromthe corresponding fi-le key for the file requested
by-the access command, and acquires thgpaccess key created by the access
key synthesizing unit 14 in response to the i nstruction. To that end, in
response-to the instruction fromthe .comunication comand anal yzi ng unit
13, the access key, synthesizing unit 14 creates and outputs the access key
in accord%ﬂ%%rﬂﬁ ﬁO?hewgﬁﬁﬁmeﬁwﬁ#mQﬁyeﬁaﬁmﬁeﬂﬁtnssigmedcesstheey
synthesizing,unit 8 at the issuer 5 (see Fig. 6). The: conmmuni cation
command an® ?%/‘%Y%‘Q;t UPARE LRSS Y eRF G B2 A O Tenkt yastear drnce (vitidotha ufibbe ) |

whi ch is oyé éed fromthe, reader/witer ii, in a decryption unit 1,3A
usi ng the ac WAHTY bR IR Rads Puainesmideginioatim tcdd,  and
t hen det ¢ é}fEtEfﬁ]ﬂl uni.t 13B whet her the decrypted random
nunber is | cal® to-thEVE L g(ﬁﬂ?I@“mthqﬂﬁﬁ:EPIIﬁﬁﬁﬁﬁh82004 - 22

way, the t mmand anal unit 13 executes. the
processi ng- o% ;E h & ﬂ%bﬁ%pftﬁa}?e%tll ca‘%‘%ﬁ%ﬁ‘ t')'il’sFﬁk%é"%ﬁJQ}?ﬁﬁSzat i on 4A,
for exanp“ffgégiibﬂwgﬂlt'%ﬁf%ﬁ%ﬂ1S%ie file storage 18 stores thereln

the file keys ‘204, 20B and 20C in association with the
pemory spaces that have been allocated as described above.

. When the IC card 3 is put close to the.reeder/writer 11
end a high-frequency signal is inducéd in the entenna, the
_communication command. analyzing unlt 13 processes the high-
»frequency SLgnal and receives data transmltted from the
reader/writer 11. Since the reader/wrlter 11 sends a call
to the IC card 3 repeatedly, the communication command
analyzing unit 13 replies a response to the reader/writer 11

. upon receiving. the call. 'Subsequently, the communication
.command analyzlng unit 13 executes the processrng of mutual
- authentlcatlon between the IC card 3 and the reader/writer
3._11. If the mutual authentication 1s successfully completed,
- ‘desired data is exchanged between the communlcatlon command
. analyz1ng unlt 13 and the reader/wrlter 11.
.In order to perform such data exchange, upon receiving
an access request from the reader/writer 11, the
communication command analyzing unit 13 refers to the file

name affixed to the access request and then executes the



i zation 4A is authorized to access the file specified by the access
gogﬁgnd? t he communi cati on conmand anal yzing wunit 13 e&b@eﬂamberﬁ?04 hen
subsequent processing requested by the access command. For exanp e,ndin
the access command requests |oading of the contents of the correspzI g
file, the file contents is transn1ét$d t? EES rggﬁs;arglgfrtﬁé.. Yo

access command requests update o
ggfpegggnding file, the file contents_igjupdated in accorﬁancehw1th dat a
subsequent|y transmtted fromthe readerIMW|ter 11.. On the F e o 13
allocated for the i.e., if the file registered in the . analyzing u |

' ' 4A, for
d, if t NenoLy s not busi ness organi zati on
gignpl e, pec???éég b‘g tlﬁ%t%%e%%%/%mwxajtl@n fertyeen fthe B¢ ocage 18, the

nptifies an error response to the reader/ witer 11.

‘?’ﬁenrrunmﬁigtr\éﬁﬁegﬁ st n%%%r orghTitzatt Y HiRAtg the. mgﬁﬁaﬁmaﬁﬁmﬁ%cogﬁgg
! Es'a H;? Sg%ﬂg@o 0%}%3”#%?%%5%}3@19 Aeé[wﬁe%d]e‘arﬁl"\i/r]iusp%roqllwansm ts the file
registry inforgption %%fi WW%HIC %%pn connandganal%glg%cengt 13
recei ves the transnlpﬁaiéﬁ églgtIs fif dPmiledon d. upon g j
the access command from the reader/writer 11, the
communication command ana1y21ng unit 13 creates e,random
number R and transmits it to the reader/mriter 11, and then
‘.receives data that is responsively transmitted from the
- reader/writer 11. Thereafter, the communication command
| analyzing unit 13 instructs the access key synthesizing unit
14 to create an access key. from the corresponding file key
for the file requested by the access command and acquires
. the access key created by the access key synthesizing unit
14 in response to the instruction.
To tnat end, in response to the instruction from the
A-:.communication command'analyzing unit 13, the access key
synthesizing.unit 14 creates ~and outputs'the'access key in
~ accordance with the’ Same manner as executed by the access
key synthesizing unit 8§ at ‘the issuer 5 (see Fig 6). Tnel
communication command analy21ng unit 13 decrypts the
encrypted data (random-number), which is outputted from the
- reader/writer 11, in a dectyption unit LBA_ﬁsing'the access
"key created‘by the access key syntheéizing unit 14, and then
determines in a determining unit 13B whether the decrypted

random number is 1dentical to the original one R. 1In this



Additionally, in the case, of allocating a nenory space for a 15 Decenber
2004 - 23 predeterm ned busi ness organi zati on bef or ehatsDadetibdrizeo4 C card
3 is issued at the issuer 3, for exanple, rather than at the tinme of
maki ng an access, the communication command anal yzing unit 13 |ikew se

receives the file registry .information. .Upon thus receiving the file
registry information, as shown in Fig. 10, -the comunicati on comuand
analyzing unit 13 encrypts-informatian both the file nanme and the file

size, which are assigned as the file registry information, wth the issuer
key 17 in a first encryption unit 13C, and then conputes the exclusive

| ogi cal. sum_ of .an encrypted result and the file key information, which
is also, a??ﬁgn@dea§oﬁﬂénﬂPﬁélpégpgmmyndnﬁnaﬁgzung,unutamBeé&bu&tég | ogi call
SUﬁ]COﬁpUtI% ﬁnlt 13D at a subsequent stage. Further, in a second :
encrypti on unm ETPSESSLRE egnﬁﬂﬁl@HFPéﬁ abkheRticanabyzifng thet bidiaeeat es a

check.code by Egrégtlngl uted_result of the exclusive |ogical sum
with the iSsder-22kay? the é #PRBLPon eBhievHernthezbuginess 13 conpares

he 111'e FEEBERIRERRRY, 58! FoneiPohEc oS afor ctarthadt bl bosneas Facdumory
Zgggﬁdrﬁg % et58|§¥83§s ggﬁﬁgg > Qﬂgageégﬁﬁfgatfoﬁhgoieegdségéfgglig
unit 13 executes the subsequent processing requested by the
- access command. For example, when the eccess-command
requests loading of the contents of the correspondlng file,
‘the flle contents is transmitted to the reader/wrlter 11
. Also, when the access ,command requests update of the
'contents of the correspondlng file, the file contents is
updated in accordance w1th data subsequently transmltted
from the reader/writer 11.
On the other taud, if the memory space is not yet
al;ocated for the business organizetion 4A," for example,
i.e., if the file specified by the accessrcommahd is not yet
f-registered in the file storage 18, the communication commend
anelyzing unit 13 notifies au error response to thelteader/-
writer 11. Then, when the bus1ness organlzatlon hav1ng
'Ftransmltted the access command is the bu51ness organization
’-4A Wthh is under contract with the issuer. 5 for usage of
the IC card 3, the reader/writer 11 transmits the file
L reglstry lnformatlon and the communication command analyzing

unlt 13 receives the transmitted file reglstry information.

Additionally, in the case of allocatlng a memory space for a



conpared result. To explain in nore detail, as shown in Fig. 11, the 15
Decenber 2004 - 24 conmuni cation comand anal yzi ng uni t5 D8cayales 2004m st ep
SP1 to SP2 for receiving the file registry information, and then confirns
the check code in next step SP3 as described above in connection with Fi g.
10. If a confirmation result is .unsuccessful in step SP3, it goes to-step
SP4 for transmitting an error response to the reader/witer 11, and then
goes to step SP5, thereby completing thkg Sequence of processing. If the
check -code is confirned to be in match with the. assigned one,: the
comuni cati on conmmand anal yzing unit 13 goes fromstep SP3 to SP6 for

recordi ng Ile storage 18 in accordance with the received
file reglégréaéf% o%%%.|%H51W?F§FWE§EE%%Ft%%% hefmimhand | wher orimantc -

anal yzi ng i 3; ac s.the file registering unit 15 to record dummy
dat a based on&t% ? #egll%{frea%n efhjesﬁ"?@g i‘l 7EOT " GFAIHPL erafsegridthms t he
menory. Space i ther  of ekt i s fas e}#ﬁé‘%&‘%% HRAMaBE  ocor ds
the file Ry y2MH LS the fi gistry information, in
the file. storage % |n§ta?s§ogL| a§| dﬁ‘%}??hveﬁ *t*é %]ﬁle AeStddtasi on, the
file regi sirefdrmchtuitif, 15 executes the -proceSS|ng to record the flle I n

the file storage 18 in
" Upon- thus receiving the file registry information, as

ehown in Fig. 10, the communlcatlon command analyzing unit
13 encrypts . lnformatlon of both the file name and the file
Slze, which are assigned as the_file registry ihformation,
with the issuer key 17 in a first'encrfption unit 13C, and
then computes the exclusive logical sum of an encrypted -
result and the file key information, which is also assigned
as the file'registry information,rin an exclusive logical
sum'computing unit 13D at-a subsequent stage. Further, in a
second encryption unit 13E, the’ communlcatlon command
enalyz¢ng unit .13 creates. a check code by encrypting a
computed result of therexclusive-looical sum with the issuer
key. | “ |
The communlcatlon command analy21ng unit 13 compares

the thus—created check code with the check code, which is
also assigned as the file registry 1nformat1.onr in a

' comparator 13F and_allocates‘a_memory epacerfor the relevant
business organization in the file storage 18 depending-on a
compared resuit. |

To explain in more detail, as shown in Fig. 11, the



rdance with the file registry information. Thus, in the IC card 3, the
??fg that can be accessed by only a specific business 1&Derendisr 2004 | s
recorded in the 15 December 2004 - 2 5 - nenory along with the file "
registry information, as shown in Fig. 12. Also, as shown in Fig. 13i1 en
the issuer key change information is inputted fron1the‘reader/wm|ter ,
the communi cation comand anal yzing unit 13 passes the issuer key change
information to the issuer key changing ppit 16, and then notifies a
processing result fromthe issuer key changing unit 16 to the reader/writer
11. More specifically, as shown in'Fig. 14, Fhellssuer key changing gnLt
16 separ at g, 4 s%:issuer key chan information' into first and secon ey

chaie| PRI S e TRl T sl s 8
the " ssue k7 (Y PG M B a e vy i#PfECE@TI‘(MQTL dcnd Rirater
or SR BT M S v
S AN S8 00 g KL S
has been ugkficddasaRal R0 g, ispsuer; (K e@ﬂgﬂ%ééﬁf YPPLRQn (see Fig. 8).
In a next determining unit 1 D'i the i ssuer g _
transmitting an error response to the reader/writer 11, and
“then goeg'to-stép SP5, thereby .completing this sequence of
_ processing. | | '
If the check code is confirmed to be in match with the
aséigned one, the cdmmunication command analyzing unit 13
~goes from step SP3 to SP6 for'rennrding a file in the file
. storage 18 in accordance with thé received file registry
information. In this step; the éommunicatidn command
.analyzing unit 13 activates the file registeting.unit 15 to
record dummy data'based,onlthe file name and the file size,
-which.are assigned as the file registry information, in tne
file storage 18, therebf securing a memory space. quther,
the communicatibn command analyzing unit 13 records the file
‘key, which is also assigned as the file registry information, -
in the fiie storage 18 in association witn nhe.file. on
”.that'occasipn, the fiie registering unit 15 eéxecutes the
processing to record the file in thé fiié storage 18 in
accordancg'with the file.registry information.
Thus, in the IC card 3, the file that <an be accessed

by only a specific business organization is recorded in the



ing unit 16 determ nes whether the thus-reproduced constant is the
ggﬁggasgt he proper one that has been set at the tine of5 Bemaibengoohe t
i ssuer key change information. If the check codes are deternined to be no
in match 15 Decenber 2004 - 26 with each other, the i ssuer key changi ng
unit 16 notifies such a determ nation result to the conmunication command
anal yzing unit 13, whereupon the IC card 3 sends .a response |nd|cat|ngf
unsuccessful confirmation to the reader£@riter 11. On the other hand,
the check codes are determined. to be in match with each other, the issuer
key changing-unit 16 notifies such a determnation result to the

qgﬁgg 3 sends ‘a
communi cat t. 13 reppon-the I C card
success rég%g% to gagggégggwﬁﬁi%rr?qlgﬁ%ﬁ WL LGR, t3fe YHEEK Tddes
are deternpqped i be in match with each other, the issuer key changing unit

i i ith the new issuer key
16, updates the iIssuer key 17 held in the nenDry W t : :
S t,he chan e information. As
e, o Pt o %hO&%gg% i hfé% EMaRgES¥nFEAREE on has

aresult, as shown in r thé |ssue

been i Ssuadlﬂj’}_dnaﬁlhﬂl | 155 U d@édﬁ%cﬁ?q{hé e/"}lhq:ea{"ccl sdﬁk’ﬁ‘yél I ?\ﬁs an)

access to the COI’I’ESpOﬂdI ng nenory space-w

Oper at.i on cmfmlﬁﬂfdatﬁ!ﬁ?pdjdmlﬂnd %ﬂﬂ%{ﬂl%gca}frﬁts)i%t YAk (sF'tgx 1sstu%r3) havi ng
t he
key change 1nformat10n to the issuer key changlng unit 16,

- and then notifies a processing result from the 1ssuer key
changlng unit 16 to the reader/writer 11.

More specifically, as shown in Fig. 14, the issuer key
changing unit 16 separates the.iseuer key_dhahge information
into fipst and second key change information K1, K2, and
then restores a new issuer key in a decryptlon unit 16A by
processing the flrst key change information Kl with the
issuer key (i.e., the old issuer key) held in the unit 16.
Further,Athe issuer key changing unit 16 processes the

~ second key change information K2 with the old iseuer key in
a decryption unit 16B, and then processes a result from the
deeryption unit'IGB with the new issuer ke? in a subsequent
decfyption unit'lsc, thereby'reproducing a constant that has
been used in creating the issuer key change 1nformatlon (see
'Flg 8). In a next determlnlng unlt leD, the issuer key
changing unit 16 determines whether the thus reproduced

' constant is the same as the proper one that has been set at
_the time of creatlng the issuer key change information. .

If the check codes are determined to be not in match



above-descri bed construction, the issuer 5 serving as a. system
managenent sector issues the IC cards 3 in each of whilélDadeenbies@0@t key

specific to the nmanagenent sector is recorded. Also, the issuer 5 assigns,
to each of the business 15 Decenber 2004 - 27 organizations 4A, 4B, etc.
whi ch want to provide their services using the IC cards 3, an access key
that has been created by encrypting file key information specific to each
busi ness organi zati on 4A, 4B, etc. wth.t e i ssuer key (Fig. 6). Further,
in order that the nmenory space assigned each busi ness organi zation 4A
4B, etc. can be specified by file, |nfornat|on of both the file nane and
the file S|ze regarding that file i's encrypted by the issuer key to create
a check cofétprpgChsptheke Fheelpsyest kgyi nhenghhgoanitons ahdi ngiéde check
code, the information of both the file nanme and the file size, as well as
the file KB} PnfofFEEFBANRELPRcREPRBYI todthe- comubisatiss argrmaati on 4A
4B, etc. Ip tge LC card information produced inh sane manner system 1',

when some FI{ Y?éﬂ?s??§t|§3trgh§ﬁ?¥P@@ thet He ¢£I@a3dbéhdsa&ﬂmﬁ§pdﬁ§§é|s

the IC car on_the iss key in the
gnélggéfgg unsuccessfhl cogtlrmatlon to. the reader/wrlter 11.

On the other hand, if the check codes are determlned to he

in match with each other, the issuer key changlng unit 16

notifies such a determlnatlon result to the communlcatlon

command analyzing unit 13, whereupon the IC card 3 sends a
. Buccess respouse to the reader/wrlter 11.

Furthermore, if the check codes are determlned to” be in
match Wlth each other, the issuer key changlng unit le
‘updates the_lssuer key 17 held in the memory with the nee '
issuer key that has been detected by processing the issuet
.key chahge information. As a.reSult} as shown'in Fig. 15,
after the issuer key change information has been issued and
_the issuer key has been changed, the IC card 3-allows an.
access to the correspondlng memory space with the new access
key. '

(1-2) Operation of FirstsEmbodiment

In the IC card system II(Figs 1 to 3y hav1ng the
above—descrlbed constructlon, the issuer 5 serving as a
'system management sector 1ssues the IC cards 3 in each of
which the issuer key specific to the management sector is

 recorded.

Also, the issuer 5 assigns, to each of the business



as in creating the file registry information, and it is determ ned whet her
t he produced gheck code isgin match wi th the check codi Déadmisa0b4en
assigned as the .file registry information (Figs.. 10 to 12). Through
those steps, it is deternined whether the transmtted file registry.

I nformati on has been properly issued by the issuer 5. Further, if it is
determ ned that the. transmtted file registry information has been
properly issued by the issuer 5 dumy #ata is recorded in the IC card 3
based on the file name and the file size which are assigned as the file 15
Decenber 2004 28 registry information, and a nmenory space is secured in

the file-
t he IC(ﬂgﬁ%ﬁhigﬁtigﬁgo#%gpﬁfheqaga zag&on in accordance mﬂtqvnth ?hel e

;ie%ieSt Lgrr:aae)_sif@aigl ;;§SO | %he te Ja{]}(fsnk:}ey | nfa%rcréat | o(ga | a: r"ﬁe rde(ii in
association with the ?ﬁf nane so 7 AT ECCESE ¢ SI§L %Ewgher ﬁels
e, %ﬁ%&twr%éﬁ ﬂJfrho% na{t?tl lﬁésq‘oeen %Ton ERG §’ Cﬁ"h

transmitted file registry prop

i ssuer 5 isudlaiadmdeshdiSdg ddaa, ch@ck tede 4 tttl)z LRS! erlﬁei’at %event a

fraudut ent action, for exanple, that a certain business or

creates fd).e. magiedyry imfoiget I%@%@W ?:ecL:-Ca% g aﬁs%%m wi t hout

aut hori zation, or that any person tanpers nt's card 3.
each business organization 4A, 4B, etc..can be specified by

‘a file, information of‘borh thehfiie naﬁe and the file size A-
regarding that file is encrypted by.the issuer key to Create:
a check code (Fig. 5). - The file registry information

'_ containing the check code, the information of both the . flle
name and the file Slze, as well as the flle key 1nformatlon |
is then provided to each business organlzatlon 47, 4B, etc.

In the IC card system 1, when some file registry

’ 1nformatlon is transmltted to the IC card 3, a check code is
produced in the IC card 3 based on the issuer key in the
same manner as in creating the file registry information,

cand it is determined whether toe pro@ucedhcheck_code'is in
‘hatch,wichrthe check code that has been assigned as the file
‘registry information (Figs.'lo to 12). Through those steps,
1t is determined whether the transmitted file reglstry
~1nformatlon has been'properly issued by the issuer 5.
Further, if it is determined rhat the transmitted riie
registry information has been properly issued by the issuer
'5, dummy data is recorded in the IC card 3 based on the file

name and the file size which are a551gned as the file



After the nmenory space for the business organization has been secured in
the IC card 3 as described above, the | C card 3 transm tsDedmnbrea2004n nunber

R (Fig. 9) when an access command is inputted to the IC card 3 fromthe
busi ness organi zati on side. The business organi zation side encrypts the
random nunber R with the access key and transmts an encrypted data to the
IC card 3. The IC card 3 side decrypts the received data with the access
key information corresponding to thefiglge-name that is affixed to the
access command, and then determ nes whether .a restored random nunber is
identical to the transmitted random nunber R It 15 Decenber 2004 - 2 9 -
I s thereby gﬁ.§£g1n§d whet her the rel evant busi ness organlzatlon Is a- |
proper one As B£%$P%ﬁ&%ﬁf|§% ? JUCHRERSIPRFR iF | eSCWRA imethel evant
busi ness 0f5a8555t50€ Lse gekern1ned to be.a proper one, the contents of
the file is  franshtiadyt ?ﬁﬂ?ﬁﬁﬁrﬁ%ﬁa%+ﬁ%. At R AGFOTMRRER GV
accor danc t seen fromthe above description,
each of bﬁ’grii\%egéig &gf&'s%fl ons H%HH'%? e ¢ he Y Cf:ll:%rrﬂe@lﬂh Wififorraan
conpl ete Ea Pt OSESTI ut nt| t|o Just maki ng

e P i A 1R redi® kel f and

access to the IC card Ie nane

recorded igeyh t tted fr the |ICcard 3
with the fi |§é %ﬁ%ﬁ%&nﬁﬁ%%&/& ]?gr%%l%&gaﬁmr t“é]d:rﬁottq:‘f fte?']tehe I'C card

3 name so that an access to the memory space is allowed
Stated otherwrse, ‘in the IC card system 1, since
whether-the transmitted'file registry information has been

properly issued by the issuer 5 is determlned using the
check code, it is possible to prevent a fraudulent actlon,
fpr example, that a certain business organlzatlon creates
file registry information and employs the IC card system
mithout authorization, or that any persen tampers the
-contents of the IC card 3. |

After the memory space for the busrness organization

has been secured in the IC card 3 as descrlbed above, the IC
card 3 transmlts the random number R (Flg. 9) when an access
command is lnputted to the IC card 3 from the business
.organlzatlon side. The business organlzatlon 51de encrypts
the random number R with the access key and transmlts an
'encrypted data to the IC card 3. " The IC card 3 side
decrypte‘the received'data With the access key informatien
‘corresponding to the fileAname that is affixed to the access
command, and then determines whether a restored'random

“number is identical to the transmitted random number R. It



I n accordance with a request fromthe IC card 3. Thus, the business
organi zation can handle the ICcard 3 as if it is a nethfobycaalrat 2064li cat ed
to the business organi zation. Also, since access processing is allowed
only after authentication of the business organization using the file key
information, it is possible to prevent any other business organization
fromglancing furtively at a file recorded-in the IC card 3 for the

rel evant business organi zati on and frem2pampering the contents of - the
file. Accordingly, the IC card system1l enables the IC card .3 to be used
for a plurality of busi ness organi zations in- connDn Since the random -

nunber R i §gt t eive cenb 2004 - 3 0 - after -bei'ng

encrypt ed 3ftﬁﬁgﬁgbgc§§529§%§guh?%?ﬁ%?¥ogﬁ eixe %Va%Fs%u%b%%$%le to prevent

t he accesspgkgy tion,i |de f the busi ness organization
okEAniDNEISR 1o deLgf ?P“'r‘%‘&t%‘ét%f%%ﬁ@ He?

fromleaking'to the outsi eatu

| nproving éd‘i@es§e§h'é'fi’lé’f tvfigen Q:l‘férsgefé@éfmp%nwﬁg{n?%quego%%rﬁl;%gmﬁgs

i nformation recorded in card corres

processed Méﬁ.“%?%@a?te%h%gaea&ér#@% &ﬁ?; olarﬂ:? ’i t?a‘ﬁcﬁh%d%(%rrﬁjassed

information i s

Can bo kot cont | denial opusRel Q{Iﬂ%afh‘é%;{l#efﬁé% AT, “and the
systenjseolﬂGQQdanuEtN1th the access command.

' As seen from the above description, each of business
organizations utilizing the IC card 3 in common can complete
the processing of the mutual authentioation just by making
an access to the IC card 3 with the file name that is
aSSLgned to itself and recorded in the IC card 3, encrypting
data tranemltted from.the IC card 3 with the file key |
information, and returning encrypted data to -the IC card 3
in accordance with a request from the IC-card 3. Thus, the
business organization -can handle the IC card 3 as if it is a
memory card dedlcated to the business organlzatlon Also,

'Slnce access processrng is allowed only after authentlcatlon
of the bu51ness organlzatlon using the file key- 1nformatlon,
it is possible to prevent any other buSLness organlzatlon
from glancing furtively at a file recorded in the IC card 3

- for the relevant busmness organlzatlon and from tamperlng
the contents of the flle.. Accordlngly, the IC card system 1
enables the IC card .3 to be used for a plurallty of - buSLness.

organlzatlons in common.

Since the random number R is transmitted and received



further inproved fromthis point of view The issuer key, which is a basic
prem se for carrying out the above-described processi ngl5 Regentier 2604 t 0
and nanaged by only the issuer-5 serving as a nanagenent sector, and the
access key information is created and issued to the business organization
In such a manner that even the business organization has a difficulty in
knowi ng the issuer .key. Accordingly', it is possible to prevent a
fraudul ent action, for exanple, that a ggriain business organi zation

enpl oys the nenory space in the ICcard 3 in a size |larger- than set under
the contract w thout authorization, or that any person tanpers the-
contents of .the IC card 3. Alsp, tq inprove the security of the systemin a
stato 15 COLETbde b Lacpptes W o%rﬁ%gaqq%'eﬂq &eyarinformat icaut iife is
fashion, t | ssuer,, key is required to be periodically changed. Further,

it is. pro Sa%l%oﬁﬁ']e&]k orfe Hﬁ%‘%{é stqbef gafrﬁ"‘zc‘%t iKY dOEOTIS W ti s el h enew
the contr . t ¢ he .syst em nust, be . nodi fied such that the

rel evant g%éi%ﬂeé;sé%?%aont?%j.{el g’ﬁlsc]afﬁ?ﬁost D%.Zéﬁtlﬁél Egarifakingroadte 1o
deal wi th such &l tuagyd i he, | C card system 1 i ssuer_key change
information is cEée'ri ?J%lf:g;tlsqef 1{cﬁrlteeatceodlcéartﬁﬁqféa Syﬁ:s?s; ?élrﬁt‘%ledfy PG I GFIE new

ST AR AP R A v (1o o0 Lesuer ey (Po; 0,
Moréove:, the file key information recorded in the 1IC
_card'3 corresponding to each file is érodesSed while being
held in the IC card 3, and the access key informatién is
 created based on the file key inforﬁation and then passed to
.fhe'business organization. Therefore, the file keyr
iﬁférmation itself can be kept confidentiai even against the
' business organization, and the system security can be
_further improved from this point of vieﬁ.
The issuer key, which is a basic premise for carrying
out the above-described processing, can be known to and
managed by oﬁly the iséuer»S serving as a management sector,
*.and the access_kéy information is created and issueﬁ to the
business organization'in such a ménﬁér that eﬁen the i
business organization has éldifficulﬁy.in khoﬁing the issuer
“key. Accordingly, it is possible to prevent a fraudulent
éctipn;'for éXamﬁle,_ﬁhat_a.certain_buéipéss organization
_employs thé‘memqry_épaqe,in tpe IC card 3 in a size larger
thén.set undexr the contract'without aufh&rization,.or thét

any person tampers the contents of the IC card 3.

Also, to imptoﬁe the security of the system in a state



organi zation (Fig. 7). In addition, file key information corresponding to
the i ssuer key change information is also .provided td5daedentsscoess
organi zation. Then, the issuer Kkey change information is transmtted to
the 1C card 3 from the business organization (Fig. 13). In the IC card 3,

t he issuer key change information in the encrypted formis decrypted with
the old issuer key to restore the new issuer - key and the predeterm ned
constant. Fromthe decrypted constant, it is determ ned whether the issuer
key change |nfornat|on has been propér?} Tssued by the issuer '5 (Fig. .
14). 'Wen it 'is determined that the issuer. key change -information has
been properly issued by the issuer 5 the old issuer key that has been

used so farfiampholaieg tiee tIe,cardieVs iSsuaiutdtie FxHIRRENS] 2_&%4&,8 32 1In
e

the 1 C card system1 where the i ssuer key has been thus updat even t he

busi ness drganiz atéquimid cio Ies geeivdiddiary 29tddeAccessdfe | Gead 3
before the update is only able to access the | C card 3 by enploylng t he

file key ipHaaimte orhaioraaspdnd ingedso di@mmiemt itslodeehot\WamtURGat i ng the
i ssuer key in the IC card system 1l as descri bed above,.the new i ssuer key

and the prE&Raweriisapntomet antl marthenoaget,ed ha tslystﬂm @udd geuer key to
create. the issuer key change information K1, K2, respectively. Based on
the predet®qHiias ciah diatddbies awliovemtt I i i T otepnization cannot

handle the IC cards 3 any more.

To deal with sueh-situations,-in the IC card system 1,
issuer key change infe;mation is.periodicelly created at the
‘issuer 5 by encrypting a new issuer key and a predetermined
Gonstant with the old issuer key (Fig. é), and the ereated'

dﬂ.issuer key chapge informatioh is provided to each business

organization (Fig. 7). 1In addition, file key informationd

; corresponding to the issuer key change information is also
provided to'each_bUsiness"orgénization. Then, the issuer |
key changerinformation is transmitted to the IC card 3 froﬁ
the business organlzatlon (Flg 13). 1In the IC card 3, the
issuer key change 1nformat10n ln the encrypted form is
decrypted with the old issuer key to restore the new. issuer

"key and the predetermlned cénstant. From the decrypted

- constant, it is determiﬁed whether the iésuer key change
information has been properly lssued by the_lssuer 5 (Flg |
14). - When it is determlned that the issuer. key change

_ lnformat1on has been properly lssued by the issuer 5, the
old issuer key that has been used so far is updated to the

new issuer key



change information K1, K2, it is determ ned whether the issuer key change
i nformati on has been properly issued by the issuer 5. TEhdsgenfitvesd04ent
change of the issuer key can be prevented and the reliability of the IC
card system 1l can be ensured. (1-3) Advantages of First Enbodiment Wth

t he construction described above, the access key-' created based on both
the issuer key information and the file key infornmation is assigned to
each, business organization, and the_buysi ness organization is allowed to.
access the IC card 3 after authenticati®on using the assigned access key. A
plurality of business organizations can therefore utilize one IC card in
common. Al so, information of the nane of the file enployed by each

busi ness or ganildattihen I&hdand eysdtemon ofheree thid dssuze keyDheenbeen2004 -
33 for specifying the size of a nenory space to be allocated for each
busi ness d%%}h?\i%&%‘%ﬁﬂar%f@hc@l}@tmmﬂﬁ tdregdrsisaadrion keidio herseatesrt he
file registry information, and the nenory space is allocated in accordance
with the- f34tqefad e gqgessmiionlC Trrdfdrrefate tenmpdaeads cariybe.

provided tq . each business OE%?nization in si-ze depending on a demand from
each busi r‘?g%]se FYRALRT e Al 9frd Sibie el addes $he Sideddkeayn t he basi s

of the file nane, each business_, organization can access the nenory space
assi gned t%Pﬁh%ﬂﬂ?lon corresponding to the new issuer key. . :

When updating the issuer key in the IC card system 1 as
deécribed aboﬁe,.thg new issuer-key and the predetermined
-copstant are encrypfed with the old issuer key to create the
'issuer key changé informétidn K1, K2, respeétively. Based
on the predetermined_constant derived from the issuer key
changg information Kl; K2, it_is detérmined whether the
issuer key change inférmation haé been properly issued by
the issuer S. Thus,'fraudulent change of the issuer key can
_be prevented and therreliability of the IC card éystem 1 can
be -ensured. )

(1-3) Advantages of First Embodiment
‘With the conétruction.déscribed above, the‘acceSS'keY' 
created based on both the issuer key information and thé-
_file-key information is assigned to eadh_businegs |
AOrganizétioﬁ,-énd the Business organization is allowed to
'_aécess the Ic_ca:a 3 afﬁer authentication using~the assigﬁed
éccess.key. A plurality of business organization§ can
' therefore'utilize one IC card in common.
Also, information of thé name of the file employed by

each business organization and information of the file size



t hrough sinple access processing. Mreover, the check code i's created by
encrypting information of both the file nane and the {13 Besinder®D04 t he
i ssuer key, and the file registry information is created by adding the
information of both the file name and the file size to the check code.
Accordingly, it is possible to prevent a fraudulent action, for exanple,
that a certain business-organization enploys the nmenory space in the |IC
card 3 in a size larger than set under ghe_contract w thout authorization,
or that any person tanpers the contents of the IC card 3. Additionally,
| ssuer key change information'is created by encrypting the new i ssuer key
wth the:old issuer_ key, and the issuer key held inthe ICcard 3 is -

n% QA

updat ed i m-ChcRF he 1He e har NeRPIhARACS ohmtaldmeated s
t herefore. possibl.e to jnprove the systemsecurity and .15 Decenber 2004 - 3
4 - inhi ‘bifo%u%?cf‘}bs%u_ PRIVHZAHUh e SHOYRRa® Wil diay 1agter
Fo 16 | & HER R o P oA ot areh Wi ey
SYnUnes! 2l o ARG LS Systell, aceard 19,0 9.3 second enbod nent. o
accordinngﬂfcrmation. .ThErefore; the memory spéce can be provided tc.
| each business organization in size depending on a demand
from eéch business orgcnization. Furtﬁer, since an access
is made on the bésis of the'file-name, each business
- organization can access the memory space assigned to itself
3tﬁ;ough simple access processing. | |
Moreover,Athe check code is created.by éncryptihg,
infdrﬁatioh of both the file name and the file‘cize with the
isSuef key, and the file registry information is created by
adding the information of both the filc ncme and the file
.size‘to'the check code. Accordingiy, it is possible to
prevent a fraudulent action, for examéle} that a certain
-gus;ness:organization eﬁpioyé the mémory space. in the IC
ccrd 3 in a size larger than set cnder‘the contract without
authcrization, or that any pérson tampers the contents of
the IC card 3. | | | | |
~Additionally, issuer kej change information is created
by encrypting-the‘new issuer key wifh the old issuer key,
'gnd"thé issuer key held in the IC card 3 'is updated iﬂ
accordance with the issuer ke§ change inforﬁation. It is

. therefore possible to'improve the system security and



this second enbodi rent has the sanme construction as that of the first
embodi nent except for the construction related to an adclésssnisy 2004
synthesizing unit 28. In the I1C card systemof this enbodi nent, the issuer
creates two access keys A and B using two issuer keys A and B. Mire
specifically, the access key synthesizing unit 28 <creates the access key A
by encrypting the issuer key Awith the issuer key B in an encryption unit

28A, and then encrypting an encrypted §%sglt_fron1the encryption unit 28A,
wi th a business organi zati on key in a subsequent encryption unit 28B. The
busi ness organi zation key is key information specific to each business
organi zatipn., Further,, the access key synthesizing unit 28 creates the
access keylBEHylekishress arganiaatsdkewhial tdves fidtl evdeely- i wenew
subsequent_encryption unit 28C. The issuer passes both the access keys A
and B to thE® TR HERSE orljzm A0 laY inddie dso mindy sys ttewe argeefrd he two

access keys. A an shown in Fig. 17, a termnal in the business
organi zat i @%e(‘l@cge%@ﬂfgﬁ“%4-- 35 first generates a. random nunber Rl and
encrypts the r%qgon16nunber | ,wi.th the access keé A .in an encryption
unit 31A . ThénJ-at% & fi hiogk Jdegiernghaning EhrdconRErtstionalbtin - t he

it s1A e el RIS R S ool s,
' . according to a second embodiment of the present invention'in
'comparison with Fig. 8. The IC card.system acéording to
this second embodiment has‘the same'construction as that of
the first embodiment excépt for thé cqnstrﬁction;relaﬁéd to

‘an access key syntﬁesizing unit 28.

In the IC card system of this-embodiment, the issuer
Creates two access keys A and B using two issuer keys A and
'B." More specifically,.thé access key synthesizing unit 28
creates the access key A by encrypting the issuer key A with
the issuer key B in an encryption ﬁnit 28a, and theﬁ
encrypting an encrypted result from the encryption unit 28a .
with a business_orgaﬁization key in a subsequent éncrypfion
unit 28B. The business-organization keyris key information
- specific to each.business organizatioh. |

| Further, the qécess'key synﬁhesizing unit_28‘creates
the acqeés key B by encrypping'the acﬁéss‘key A Qithla file
l‘key in a subsequent encryption unit 28C. The issuer passes
1both the access keys A and B té the business organization.'

Correspond;né to the use of the t&o access keys A and ﬁ,

as shown in Fig. 17, a terminal in the business organization



On the side of the IC card, the comuni cati on command anal yzi ng unit
restores the random nunmber Rl by decrypting the encryptideqesther 2004vhi ch
has been transmitted fromthe business organization, in a decryption unit
32A with the same access key A as used on the business organi zati on side.
Further, the communication command anal yzing unit creates the second
access key B fromthe first access key A and the file key for a file to be
accessed, and encrypts a decrypted resulss fromthe decryption unit 32A with
the second access key B in a subsequent encryption unit 32B. An encrypted
result fromthe encryption unit 32B is transmtted to the business

organi zat i I.ngl n the pusiness organi zation side, the -
infornatio%&fﬁggg%ﬁgggﬁgﬁtgd¥?P§ﬂWtﬁB ercBldapd geeryptedthei rhnthe second

access- keypBpbBragdegtyptien unit 31B. A determning unit 31C then
deterninesnmhetﬁe?gtﬁ%¥$e§€8r§8ce?§n B futbefni €NFEERELERI uRdtt BdAori gi nal

one R1. FughBgr, sen:fhe cakrd.side,..a rand number R2 is created and
encrypt ed W th'the s%%o%%ﬁgcgés%é§%§stP?na%nfggcﬁﬁgenﬁgﬁ bepginaliein

o gant zat o Cor Fessand e yee ok ret bl Rt BN PSR D e ore v as, Tepe
decr ypti on unit 310 (o s et be e Rt anort BURGES HoR<ieh w1FE: resdor od
random '~ an access command. |
On the side of the IC éard;_the communication.qommand
analyzing unit restbres the random number Rl by decrYpfing
the encrypted result, which has béen transmitted from the
business organization, in a decryption unit'32A with the
Same access key A as used on the bﬁsiness organization side.
Further, the communication command analyzing unit creates
the second access key B frém tﬁe first access key A and the
file key for a file to be apceséed, and encrypts a decrypted
result from the decryption unit 32A with the second access
_key B in a subsequent encryption unit 32B. Anvencrypted
result from the encryption unit 32B is-transmitted,to the
business Qrganization. | |
Correspdndingly;.én the business organizétion side, the
inf?rmation thus transmitted from the IC card is decrypted-
with the-second access key B in a decryption unit 31B. A
.determining unit 31C then determines whether the restored
random number is identicai to the ofiginal one Rl.

Further, on the IC card side, a random number R? is

created and encrypted with the second access key B in an



er R is encrypted with the first access key Ain a subsequent
gﬁ(r:lr)yption uni t 3{2 and an encrypted. result is trans‘lrﬁlﬂe@mhem.?ﬂ% IC
card. On the IC card side, the transmtted random nunber-R2 is restored in
a decryption unit 32E using the first access key A A subsequent
determining unit 32F then. determ nes whether the restored result is
I dentical to the original random nunber R2. When a nmatch result is obtained
in the determ nation on both sides of. he IC card and the terminal in the
busi ness organi.zation, the. nutual authentlcatlon i s-conpl eted and further
processing to nmake an access to the nenory space is started. Thus,. as

shown in Fi 16, and 17, since a random nunber is-encrypted with the
access kef’gﬁm junit 33% andi temelypted rzesidt neveransed fa tde

aut henti cat.i I s, avoi ded frombeing transmtted. in the formas it is

unl i ke the fh% H&%ﬁ:%fﬂ%&l@mocﬁmwmmeaﬂn i&m;g:ds;a]nsas
therefore jnproved corres ondlngly Al so, since a random nunber

gener at ed 9% chf -'heﬂéer desa iR teeDdaityma tigoy is detrypardd r med

O her
on the .ot the stenlse urity can be further inproved. -(3)
Enbodi. rrentb”?%ﬁqbé a0 i s'Thay élasaaptdesc unsdd 319 to

restore_the random number 32. Then, the restored random
nuﬁber R2 is encrypted with the‘flrst access key A in a
-subeequent encryption unit 31E, and an encrypted result is
transmitted to the IC card.

On the IC card side, the transmitted random number R2
is restored in a decryption unit 32E ueing the first access
key &. A subsequent'determining unit 32F then determines
whether the restored result is identical- to the original'_

random number R2.

‘When'a match result is obtained in the deteroination on
. both sides of the ic oard‘ahd ﬁhe ferminal in the business

organization, the mutual authentication is completed and
'further processrng to make an access to the memory space is
started | |

Thus, as shown ln Flgs. 16 and 17, since a random
-.number is encrypted w1th the access key whenever it is

transmltted the random number used for the authentication
is av01ded from belng transmltted in the form as it 1§
unlike the above- descrlbed first embodiment. The‘eystem

’securlty is therefore improved correspondingly. Also, since

a random number is generated in each of both the sides and



connection with the case of encrypting the file key information with the
i ssuer key to-create the access key, the present inventdBpcanabai@004|imited

to that case. For exanple, the access key nay be created in nultiple
stages wusing a plurality of issuer keys. Thus, it is essential that access
key information is created in a predeterm ned nmanagenent sector fromfile
key information specific to.each business organi zation. and issuer key
information specific to the managenent 3gector while keeping them agai nst
the third party, and processing for authentication is. executed between a
termnal in the business organization and.the IC card based on the access

key infor .- simlar dvantages to those in the '
above- desg§?%£gr%%€5 ﬁn%ﬁ %%% ed%btﬁﬁﬁeﬁys BfBosecuRbtybevR kabodi ment s

have been g@§gﬁépeﬂm §onnect|on with the case of executing the
processing of aut Rt7cation and al l ocation of a menory space by

transmtti apehd £ ﬁ*# file registry information that is made up of
(o) t 6§¥Wé&€ as a check

i nformati on of bot h e nane and the flle size, as well

code. The preseMilid a8l I:¥dvd S gﬁyﬁ%g Ilmted t hat case. For
exanple,. the 15 Decerrber&l 26’04 “&% SYysS em may q?ee réé’eéolé’s to

execut et Romiancso NG ol @ NSd G | O tﬁeghugg%@s { gani zati on,
acC

and then receive registration of menor
information with the lssuer key to create the access key,

the present invention is notnlimited to that case; For
example, the access key may be created in.multiple-stages
using a plurallty of issuer keys. Thus, it is essential

_-that access key 1nformatlon is created in a predetermlaed
management sector from file key lnformatlon spec1f1c to each
business- organization and issuer key lnformatlon specific to
the_management sector while keeping them against the third
barty, and processing for authentication is executed between
@ terminal in the business organization and the IC card
based on the access key information; As a result .similar
advantages to those in the above described embodlments can

' be obtained. -

AISO).the'above embodiments have been described.in
connection with the case of executing the érocessing of
authentlcatlon and allocatlon of a memory space by
transmlttlng and receiving - the file reglstry information -
that is made up of 1nformatlon of both the flle name and the

file size, as well as a check code. The present invention

is however not limited to that case. For example,.the



manner to realize such a case is to execute the processing of.

aut hentication by transmtting and receiving ., predetelabecamnbani2804mat i on

that has been encrypted using both the key information specific to the

busi ness organi zation and the issuer key, and then separately transmitting

and receiving information that has been created' by encrypting the

I nformation of both the file nanme and the file size, for exanple, with

both the key information specific to fhggbusiness organization and the

i ssuer. key, thereby securing the nenory space. Further, while the above

enbodi nents have been described in connection wth the case of processing

the file reqgistry information, the access key information and the issuer.
TR R e

key changéyhtat WaH-ftiRd saras douaxaaite thie presests ingvedtion is
not Iinitgﬂngo t.hat case. For exanplq, those ipens”of infornation may be
separ at el ¥ F"Qﬁﬁgﬁﬁﬁyﬁﬂﬂ,ﬁ?r|Qﬂﬂhnhﬁﬁﬂnq&§/Qﬁﬂaﬂﬁﬁﬂhh@mfspedlth@ﬂto t he
i ssuer. NQ&ﬁ%%ﬁk!zﬁbe bove embodi ments have been described in 'connection
with the case wherd THe e et Avdimosy ispacgppl Pegongedmablle card system
I et AP YR e MRS Lot T, el ReCKEL ensupt bhe ewprogmipats |
e, oA A AR U stpmiing oot o o0 1€ oo
: ~predetermined ihformation that has been encrypted using both
the key information séecific_té'the business organization
and the issuer key, and then separately £ranémitting aﬁd
feceiving information that has been'créated'by encrypting |
the information of both the file name and the fi1e.§ize, for
lexample, with both the keéy information Speéific to the
;business organization and the isSuér key, thereby securing‘
the memory'space.'
Further, ﬁhile the above embodiments have been
described in Conpectipn with the cése of processing the file
:registry informgtion, the access key information'aﬁd the
issugr_key change information with the same issuer key, the
present invention is not limited to that case. For example,
'Fhose items of infbrmation may be separafgly proéessed'usiné.
individual key informatioﬂ épecific to the issuer. o
Mofeover, t#g.above embodiménts have been déscribed in
.>connectidn with g%é case where the present invention.is
- applied to an.IC card system employing non-contact type IC

cards. However, the present invention is not limited to

that cage, but is'also applicable to systems employing



enpl oyi ng ot her equi pnent, e.g., cellular phones, than I C cards. According
to the present invention, as described above, an access!iegcampbari2864 ed
based on issuer key information nmanaged by a nmanagenment sector and file
key information specific to each business organization, and the created
access key is assigned to the business organization. A .portable electronic
device is then accessed using the access key..  Therefore, -an 1 C card can be
used for a plurality of business organlggtLons in Common 15 Decenber 2004
40 Claims 1. An access apparatus for accessing a portable electronic
devi ce, 'said access apparatus being applied to an i nf or mati on processing

systemin aid. prtable el ectronic device is" enpl oyed by'
a plurali t?@%?@u%ué@ l%r‘ai FouR Jcﬁlsde‘é%ﬁ’%fs acEds appay diusaoshpri si ng;

access keygiof geney at ed based on fil e key i nformati on and i ssuer
key i nforna S%’?o‘%‘;ﬁ%&’éﬂ@% O%tacp‘iaﬂ@? Harfdgbe®ysdes or, said file

key |nformg£ q$gg§d of sald p raI of busi ness

organi zat i onﬂép&flﬁ reg st%cguféji!? Mrat o 'ge“r‘r:g]r]d‘l]&i}/ Rhangsa dvaagdifent
sector, sakghrddle registry information including memory space specifying -
i nformation for specifying a size of a nmenory space to be ded| cated in

said portable @kﬁ@&ﬁg%bct@e%h%ﬁp&%gent 1nventlon, as descrlbed above,

an ‘access key is created based on issuer key 1nformat10n '
managed by a management sector and file key information
spe01f1c to each businéss organization, and the created
access key is aSSLgned to the bu31ness organlzatlon. A
fportable electronic dev1ce is then accessed uSLng the access

‘key. . Therefore, an IC card can be used for a plurallty of

- ‘business organlzatlons in common.



said file key information, and said file registry information being
encrypted with the issuer key information; neans for exécledanpen2004

aut henti cati on between each business organi zati on and said portable

el ectroni c device by wusing said access key information, the authentication
being required for enabling an access to said portable electronic device;
and 15 Decenber 2004 41 means for transédbtting the file registry

informatig ? R@f said portable electronic device. 2. An access apparatus
according to aim1l1l, wherein said transmtting neans transmts issuer key
change information to said portable electronic device for updating first

i ssuer key information held in the portable electronic device, the issuer

key change i nf &F matfinon @@cﬁgscreamxat¢WUsenébypt|J¢p§§£bﬂ@ I ssuepokeyble
i nformat | whi ch newWly recorded in said portable electronic

devi ce, éf‘?ﬁtfﬁglﬁ rietm(f%guﬁﬁlgechrﬁ%? nBPPBRAtES ArinEedBrappar diusan

accor di ngnferfhakhl, p%%@%lsqn ai sslrﬁpwféﬁjs ac éres t oget herd
with said issuer key “change I nformation e Ccorresponding Ch¥cel i

i nf or matPeRtabbdm saldchmnagenedevieet ois 4emplpgetiabbe ehec %I@ﬁaglg9VI§%
i ncl udi uni,t which is enployed by a plurality of business

organlzgg?%hges§a¥agﬁgﬁﬁ%&%?ﬁﬂ%xﬁ% i RCERYF cRPEBRBENSI AgMPrising;

access key 1information generated based on file key
information and issuer key information possessed by a
predetermined management sector, said file key information
assigned to each of said plurality of business organizations;
file registry information generated by said management
sector, said file registry information including memory space
. specifying information for specifying a size of a memory
space to be dedicated in said portable electronic device and
said file key information, and said file registry information
being encrypted with the issuer key information;
means for executing an authentication between each
business organization and said poftable electronic device by
using said access key information, the authentication being
required for enabling an access to said portable electronic

device; and



a nenory having nenory spaces allocated to the plurality of business
organi zations, said nenory storing file key informatioff B¢resitier@0@4 each
of the plurality of business organizations and first issuer key

informati on possessed by a managenent sector; 15 Decenber 2004 42 neans
for processing information transmtted froman access apparatus wth the
file key information and the first issdér key information, said
information conprising file registry information generated by the
managenent sector, said file registry information including nenory space
speci fying inéaneRiroen o speek {y4n i -Sn@lgyr : Q0
dedicated in' said portable elect%%%igh%eéﬁég g%ﬁﬁ%al f¥?£8§§§§£8n To.

i nf or mat $®Rd Redtedley ermrlypeedcwidelicke first issuer key information
and neans for allow ng the access apparatus to access the nenory space
corresponding to the file key information according to a result obtained
by the processing nmeansayb. ho i a pace al located.in a
menory provided in a p%?tagégggﬁecgﬁg%Fgﬁaggic%g§§9één§npﬁ6§eé&§§u% 1y
pl ural i tyhotelbusiaiesst vagamizaingnsiessn d retdinthiconpiksieg the, stgRsgEef
aut hent i ca%i ng%the partabl e el ectronic device by using a first "access key
i nf or mat PORCHE T Hed 1D E4¢H oPOFhabpruraleelroripusiawise Seganipdatong

and firstitssueksiey | B or TRHmAa06] afgdyby; 2 PROAYRIE1 SCE ¢ roni o

device, the issuer key change information being created by

encrypting second issuer key information, which is to be newly
recorded in said portable electronic device, with the first

issuer key information.

3. An access apparatus according to Claim 1, wherein
said access apparatus acquires, together with said issuer key
change information, the corresponding access key

information from said management sector.

4. A portable electronic device including a memory
unit which is employed by a plurality of business
organizations, said portable electronic device comprising:

a memory having memory spaces allocated to the
plurality of business organizations, said memory storing file
key information specific to each of the plurality of business
organizations and first issuer key information possessed by a

management sector;



allocating a menory space to separate area in the memory by decrypting a
file regi gtry i nf o?/mation to generate nenory space spec%f@?‘??@?beirﬁé mat i on
for specifying to be dedicated in the nenory space and the file key

i nformati on; and accessing the allocated area corresponding to the file key
i nformation by using the first access key information. 15 Decenber 2004 43
6. A nmethod of using a nmenory space accé2ding to d ai m 5, further
including a step for updating the first issuer key transmitting issuer key
change i nformation generated by encrypting second issuer key infornmation

with the first isssers key igHaudmsion. ifsoAdmihgy 9£aH§}nEQt%d”Eﬂ;6r}( 2h0ce
according to Caim6, further conprising a step for sending second access
key inf3¢fafForRERYaspondinh tthet hei bechay iissiemkeyonnbadmiHoOnfirst
updat ed m hekfi rst _issuer .ke%Ei nf or mat | on. | NFORMATI ON PROCESSI I.\I%
SYSTEM L%J%‘i‘%\ELE BYECTRONTESEATE, SHArEEST APPARETOS FORMME ForgABEEL e
EL ECTRONk &y DEWEGE 1 n/M m VE HORy OFe USE NG %Ye %E&%géﬁé&q@%c o Bsaia
DI SCLOSURE The invention provides an information processing system ~a
por t abl ef bl ectuasrizt tevilod o ram tdowes s naipatiatgisménb rivhes ppoet alpecifying
' i h of ,using_ a
el eCtronJl_r(l:fggr\ﬁé (Ja_bnasfc\al\gl lspaesciafynfzggog size ogf a memory space to be
dedicated in said portable electronic device and said file
key information, and being encrypted with the first issuer
key information; and
means for allowing the access apparatus to access the
memory space corresponding to the file key information

according to a result obtained by the processing means.

5. A method of using a memory space allocated in a mMEmoOry
provided in a portable electronic device to be employed by a plurality of
business organizations, said method comprising the steps of:

authenticating the portable electronic device by using a first
access key information assigned to each of the plurality of business
organizations and first issuer key information generated by a management
sector;

allocating a memory space to separate area in the memory by
decrypting a file registry information to generate memory space specifying
information for specifying to be dedicated in the memory space and the
file key information; and

accessing the allocated area corresponding to the file key

information by using the first access key information.



menory space. \Wien applied to, for exanple, a system enploying non-contact
| C cards, the invention enables one IC card to be usedﬂ¥%$0%mqﬂrapa4ity of
busi ness organi zations in cormmon. To this end, an access key is created
based on issuer key information managed by a managenent sector and file
key information specific to each business organi zation, and the created
access key is assigned to the business 48rganization. A portable electronic
device is then accessed using the access key.

6. A method of using a memory space according to
Claim 5, further including a step for updating the first issuer
key transmitting issuer key change information generated by
encrypting second issuer key information with the first issuer

key information.

7. A method of using a memory space according to
Claim 6, further comprising a step for sending second access key
information corresponding to the second issuer key information

updated from the first issuer key information.





