1 A METHCD AND A MOBI LE DEVI CE FOR REVI EW NG PATI ENT | NFORVATI ON Fi el d of
the Invention The invention relates to a nethod and a nobile device for =
review ng _patient information. Background of the I nvenid@;olfoderpedi cal
ener gencs’," EHEYPY critical . A patient needs i medi ate nmedi cal 10attention
in a hospital but clinicians who are experts in a field may not be

avail able. Even if the clinicians are hvai | able, the clinicians may require
time to travel to the hospital. Medical energencies, ma e}&' cur at a

| ocati on wher eAﬁEEUQQAHBs%M@%W%PEWQE he FHIEW@‘%& f} Mible. In such
situations, the physical attendance of a clinician to the patient nmay not
be possible. 15 Tel enedi ci ne may INEORMATIANDri dge t he physica di stance
between the patient. and the clinician. An exanple may be the Gsiri X Mbile
vi ewer application which was reported in the article "Images in the Pal m of
Your Hand", - Radi ol ogy Today, Vol. 11 No. 1 P. 6, January 2010. Tel enedicine

f ramewor k=g dslyee RPive®ion

5 The invention relates to a method and a mobile device for reviewing paﬁient -

information.

Backaground of the Invention

. in a medical émergency, time is cﬁticai. A patient needs immediate medical

10 aﬁention in a hospital but clinicians who are experts in a field fnay not bg
available. Even if the clinicians are avaifabie,‘ the ;:iinicians -méy require time to
travel to the ho_sg:ifa!. Mediﬁ:a!'emérgencies may also occur at a location where
speedy transportation to 8 hospital is not passible. In such situations, t_he
physical attendance of a clinician to the patient may not be possible..

| 15 . | | |
Telémédicine may be used to bridge the physical distance between thef;ﬁatient
and the clinician. An example may be the OsiriX fMobiie vieweréppiicatiﬁon
which was reported in the article “lmagés in the Pa!m of Your Hénd’, Ra;diology -
Today, Vol. 11 No. 1 P. 8, January 2010. Telemedicine frameworks of the prior

20 art however may be application or media specific, b-é unreliable, be too bulky for

the é!inician, be user unfriendly for the clinician and/or be too slow for use in an

emergency. -

Summary of the Invention




20 art however may be application or nmedia specific, be unreliable, be too
bul ky for the clinician, be user unfriendly for the clinician and/or be too
slow for use in an enmergency. Summary of the Invention WD

2011/ 10598PROT/18EP011/ 000078 2 The present invention dHTETEPIYEE de a new
and useful nethod and nobil e device for reviewi ng patient information. In
general terms, the invention proposesZa mobile device retrieving patient
Sinformation froma server using a resource identifier. The nobile device
then di sphagsprater: @ashtivanimofo proeideet nevewed ysaful emthochaod matilen on a
screen of the nobile device. The displayed patient information is then

revi ened td(é\,@gtf&i ryvewie &Nt afieknidiencomment is upl oaded to.the server.
10Specifically, a first expression of the invention is a nmethod for

reviewi ng at a nobile device patient information residing on a server, the
met hod conprising the steps of recei ving a nessage fromthe server,

the message hayi r RS Rioh SRIdsbE e mBsmoabALE etk lifg bhgsmat i ent
informati gﬂ?eﬁ%"‘r&gﬁr‘?‘g\/ﬁng tﬁopgﬁﬁent i nformation from ﬁe server using the
resour ge Iirqupn%étfldnefrrdmla server using a resource identifier. The mobile device then

displays at least part of the retrieved patient information on a screen of the

mobile device. The displayed patient information is then reviewed tq obtain a

‘comment and the commenit is uploaded to the server.

10 Spec"rﬁcaﬁy, a first expression of the invention is a method for reviewing ata
| mobile device patient information residing on a ser-ver, the method comprising;
the steps of
receiving a massage from the server, the message having a resource
identifier associated with the patient information;
| 15 - refrieving the patient information from the server using the resource
identifief; ; |
displaying at least part of the retrisved pétient informatidn on a screen of
the mobile device; | |
reviewing the displayed patient information fo obtain a comment; and

- 20 uploading the comment to the server.

" Preferably, the message is pushed from the server. Such a method méy allow
'.for the patient information comprising audio, video, images and text to be

“pushed” fo the mobile device. The use of the term “push” is understood to



di splaying at |least part of the retrieved patient information on a screen
of the nobil e device; review ng the displayed patient ;
information to obtain a comment; and 20upl oading the c t e server:
Pref er abl W0 20H80%€5sage i s pushed fromthe server. Sucﬁéﬂ?%f{ﬂ@&&%ay al | ow
for the patient information conprising audio, video, inmages and text to be
“pushed" to the nobile device. The us& of the term "push" is understood to
WO 20111105967PCT/ 5G2011/ 000078 3 nean that the server has the onus of
announci ng, & hemaviel abidrias tRednhiast htairesng the sulisbitiyemd fdeliialer y of "t he
patient information to the nobile device. In other words, a clinician using
t he -nobi | | 58 i lihiolReties ko Bie rhobiigddvientn btifeor mat i on.
Pr ef er abl 3hg§']\flﬂé5%§lufgﬁ?/%§|§’% canﬁ%?gtgﬁgct the patient information 5 which is
downl oaded, but i,s. | i t-he, tdg telowehepdad pati ent
i nfor mat i ¢ff" i%ﬂﬁﬁ%"i%?gg'f‘g\ﬁgé "%kjg%g?g%?ﬁ ﬁgiéreeégs?ggﬂyi s recei ved over a
first conmunicatjons..netywor pat. o td { SdrBidtibgved over
2 Second COFETEAPRUNE TalaB . e B o et ok bei ng
a different network fr he fir ‘ [ i ‘ first
cormun|50at"i"'b‘H%'S@%Qﬁ%buﬁ'éfgp%&%%ggﬁ%ﬁéﬁ\?\%% %ngo?}gr%\g%‘b?iﬁgﬂ&% he second
comuni cations network. Al so, the second conmunications network may have a
gr eat er ba?rﬁ’élm‘ﬁf’i@”ﬁ‘ﬁﬁ?inW*ﬂé:?‘f??er%et"‘e(\,"’énimni‘cati ons network. 15 Having a first
comuni cati ons networks with a bigger network coverage may permt the
server to nore reliably notify the nobile device about newy avail able
patient informati-on. The patient informatjon may then be retrieved fromthe
server usifrgferdisy,4b6 omebseoeirsceNes NS AT SIGIaMMHTERIGRS, MO %’Eft ain
beneficial qualities e.g. a higher bandwi dth or cheaper naint enagce. Havi ng
a second cpRapEIEnatfoonstioTeiswelrieved eYera §eeHickeoBENARRHIT PHURTEHRS second
comuni cations network may permt the nobile device to downl oad patient

10 - second communications network being a different network from the f:rst

cdmmunications network. The first communications network may have a wid'&ari
network coverage than the second communications network. AZESO,'the second
'communiéatidﬁs network may have a greater bandwidth than the firét
‘communications network.
| 15 | |
Ha\?ing a2 ﬁrsf communicétions networks with abi.gger network "écveragge may . -
Permif the server {o moré, reiiably notify the mébila davice ab_ou;t newiy;-:aiviaillabljé':
'pat'ient information. Thé patient iﬁformati'on méy then be rétrievled_fromé the -
server using the second com:ﬁlunicaﬁo.ns r'setv\_rojrk which may have -cerﬁain
- 20 beneficial qualities e.g. a highér bandwidth or .cheaper maintenance._‘Having g
second communicationé network with a grea‘ﬁér bandwidth than the seéond
. communicati_onsknetwor:k may permit the mobile device to download patient

information in real time.



information in real time. WD 2011/105967PCT/ S&011/000078 4 For exanpl e,
the first comruni cations network may be a SM5 network or an email network
{in a broader sense, any broadcast network nay be use e capabl e
of broadcd¥@#1'Wd* 3% ext nessage containing any UniverngT%gggﬁﬁggb%dentifier
(URI'); using the URI, an associated program may be | aunched on the nobile
device). The second communi cati.ons neﬁmnrk may be a W-Fi network, a GPRS
network or an UMIS network. The SMS network or ena%#ﬁ etwork may have the
advant age§ooexdreplegthsi fitel spravenicaliAne ReWORaTIAY PR dﬁ?e@’(ﬁ’\?’é%@%. The SMB
network or email network may al so have the ability to "push" nessages to

t he nobi | enddivieteorkTinea Woaker seitsfoARY beparicasbioRORK BIRY RS W9Fs net wor k nay
have the advantage of having a high data bandwi dth and thus may allow for
the real - braferatgunedpzatt ofbrpaddesting Briesy message cpitainegamyInivereakt ep of
retrieving the patient information fromthe server conprises the step of
sendi ng a {aauRStidbMifleheURIT vy tHeheRE exuasstociated puigrgmt mey besour ce
identifier and an authentication code uniquely identifying the nobile

devi ces Thi,scABY ohaNe ridbs asvias) age sekondmbimurgeatives aetbektiaabé en and t he
reques? for patient information into a single request. The authentication
code rmay Q@E‘?ﬂrde%ﬁo N VRS REARAK 0P bin A TEORterkd @b &S Aktmrk bhe

aut henti cati on code may conpri se a phone nunber or may conprise a

Uni ver sal | aﬁp{&%{d%’.:k' flE7hbid 6 dvbhiBlesbelry widklasicRdbibramthmambi | ¢

device. P e resource idéntifier conprises a schenme indicator

whi ch | g?%%ioﬁgﬁﬁgg RQL amd RLtwopt bt %ﬁéﬂ%e}t}ﬁ@rkﬁﬁé? 8RRb HaNE GReBbIRNo Wherein

a user device can initirate the programusing the schene

| ndi cator . apd.Lhe. st eps, o1 N0 ROLY H0SURTPALSABI GRS itk eving Lhe

patient inf ying at |east part of the retrieved patient

my bE0a GRS ReBrork M BB Pe AT HERBE A BB g BB ARy furt ner
conprises the step of editing the displayed.patignt_jinformation with the
program this meegley f‘éﬁ*ﬁ%f’%ﬂh%ﬁ& W’I"@’Egtc’\fBﬁp%%d@%ph%ﬁ?nét ri eved patient

i nformati on may include displaying at |east part of the retrieved nedi cal

i nformation across ‘ ‘

Preferabiy, the step of retrieving the patient information from the server
comprises the step of sending a request to the server, the requestlénciqding the |

15  resource ideﬁﬁfier and an authentication code uniguely identifying thé mobile
devicé. This fnay_ have the advantage of com'bin:ing the authentication gnq the S
raqﬁeét for patient informatioh into a single request. The authehticatioﬁ deé
‘may comprise an IMEI number of the -mobile c.?ieﬁce. Aiso,”thé éut-henﬁc;{ion
code may comprise a phone nﬁmber or may comprise a Ur'aivefsally Unigue

.20 identifier (UUID) that is extracted from'the mobile device.

Prefarably, the resourcé identifier comprises a scheme indicator which identifies i‘-
a program fo:r retrieving the patient information, wherein a user of the mobile

device can initiate the p'rogram using the scheme indicator, and the steps of



10mul'tiple views. The steps of retrieving the patient information and
di splaying at |east part of the retrieved patient information may be

repeated at reqular intervals. This may permt the co ﬂtimﬂm%g ng of
pati ent i‘ﬁﬂé?‘ﬁaﬁqg% that is visible to the clinician. n,%ts The patient

information may conprise a third-party comment that is uploaded to the
server froma further nobil e device, tthe thi rd- party comment beéing based on
patient information retrieved by the further nobile d v%ce. Cinicians who
are exper tretrieningithé patient infoenatiomaid €BeRYIBEHARRY R?’f‘é?el‘fé DPEREXi nd of
treatment to 20be adm ni stered. The conment nmay be a region of interest

mar ked on gaignidhpnatiend agapérérmedrifydheeatrpaiam. r@rample. s BENSIEE and/ or

text. -The comment is thus provided in a nultinmedia formwhich nay enhance
t he qual i tyy0htofRBiyGRl a pasfie of thearseueegdentiieand may facilitates better
treatment planning.. The nmethod nmay further conprise the steps of 5acquiring
at another nobile device clinical information froma patient; and =~

upl oadi ng- the acquired clinical information to the server to format | east

part otIS tgq %qgﬂ,;?%einﬁl%tﬁéﬂfﬂmr@ﬂcoﬂpriu&n@@teptdﬁemﬁngbﬁada disgimyede to acquire
and uploa the"clinical information to the server, the clinical information

may be transnii. j HAhd BEs e e.g. in the anbul ance. This may thus
speed up I '%{’é@gﬁn\gg%r:‘ﬁli'tﬁy o?t e clinical information. For exanple, the

patient information may be video, image, text and/or audio. By having
patient information of such nedia types, better treatnent planning may be

possi bl e Yhe shcgp g?af%i;jfa%ngaaqclieég?ipgrtrgﬁlt'hé RAHSRd fRidrefEdinftiohirgy to an

Enciﬁde displaying at least part of the retrieved medical information across

10 rﬁultipie views.

The stepé of retrieving‘-the. patient information and displaying a_{t' least part of the
retrieved patient information may be repeated at reguiar intervals. This may
permit the constant updating of patient information that is visible to the clinician. |
15
The batiént information may comprise a third-party comment that ?s up{qaded o .
‘the server. from a further mobiie device, the third=party commeﬁt beéng;ba:;se-.:-_d Qﬁ_ K
patient information retrieved by the further mo:bi!é device. 'Cl'inic.;ians w_ﬁq Earé .
experts in different fields may t‘hen exchange viéWs on the kinc of treat'men’{ to - |

20  be administered.

| The comment may be a region of interest marked on the displayed patient

information, an audio récording and/or text. The comment is thus provided in a



15emergency. This May also allow a clinician who is review ng the displayed
pati ent information to have a better understanding of the case at hand. A

~second ex {) 0313 )0 7of the invention is a nobile device g¢gazhha k7@ net hod
accordlndp i rst expression of the invention, the nobile device

conprising 20a receiver configured to_receive a message pushed fromthe
server, thefl nmessage havi ng a. resour@e I dentifier associated with the
patlent i nf or mati on; processor copfigured to retri Leve t he patient

i nf or mat | enuifmedie fren wbméﬁawgﬂfﬂfﬁ‘cﬁﬁﬁeﬂé@%r ENeQeH PG Bra" 4 screen
configured to display at |east part of the retrieved patlent I nformati on;
and a traeamrddrey wdnﬁagmmfeabamfd&tﬁt@eﬁémﬂgo the server, the comment
bei ng- obtained fromreview ng the displayed patient i nformation. A third
expression of the invention is a nethod for sending patient infornmation
froma server to a nobile device, the nethod conprising the steps of at the

server genpEahdtAed ﬁ]alyeﬁﬂhléﬂ@m@muhé istapswifi ch is associated with the
patient:

5 acquiring at another mobile device dlinical mformatton from a patient; and |
uploading the acquired cﬁniﬁ:al infbrmation to the server fo form at least
part of the patient information. By usmg another mobile device fo acqu:re and
upload the ci:mca! information to the server, the clini cal information may be

transmitted while on the move e.g. in the ambuiance. This may thus speed up

10 fhe availability of the clinical information.

For example, the patient iﬁformation may be video, image, text andjor audio. By
. haQing natient information of such media types, better treatment ptan'ning may |
be possibie at the hospital and this may reduce the reaction time to an
iS emergency. This may also allow a clinician who is reviewing the displayed

patient information to have a better understanding of the case at hand.

A second expression of the in-vention is & mob_iié‘d'evice useable in a method -

according to the first expressioh of the inventién;, the mobile device combrising' :
20‘ a receiver configured 1o receive a message pushed from the server, the-

message haviﬁg a resourcé identifier associated with the pat_ient inforrn.étion‘;

a processor configured fo retrieve the patient information from the server

using the resource identifier;



10i nformati on; sending a nessage having the resource identifier to the .
nobi | e device; receiving fromthe nobile device a request conprising the

resource identifier; sending the patient information t ' devi ce; *
and 15r ecEOWIAGIRComment from t he nobil e device, the %gtﬁ%ﬁ){m@gdﬁ%g

obtained-fromthe sent patient information. Preferably, the nessage i's sent
over a first comruni cati ons network afd the patient information is sent
over a second communi cati ons network, the second 20 co ni cati ons network
bei ng a di f f er e streeatonofigured dordishiayfatleest arneiine BRT8YRS Aa¥SMlrk. The first
comuni cati ons network may have a w der network coverage than the second
comuni caljf@Amtioat sed k. Al so, the second communi cations network may have a
greater bandw dth than the first comunications network. - WD 2011/ 105967
PCT/ SG2011/ 0009 #@n8mitter configured to upload a comment to the server, the comment -

'being obtained from reviewing the dispiayed patient information.

A third expression of the tnventi-on is a method for sending patient information
from a server fo a mobile device, the method comprising the steps of at the . -

server

| generéting a resource identifier which is associated with the patient
10 information;' | |
sending é message having the resource identifier to the mobite device;,
receiving from the mobile device a request comprising the resource
identifier;
sending the patient information to the mobile device; and

15 -reCeivihg a comment from the mobile device, the comment being

obtained from the sent patient information.

Preferabiy, the message is sent over a first co?rﬁrr;junicatiorils he@vork a“dthe .
patient information is sent over-a second comhwuﬁicaﬁons ne‘{wprk, the}éeco’nd: |
.20  communications net\{vor% being a different net\quk from the first |
communications network. The first communications netwark may ha\,:'e‘ .‘a wider
network coverage than the second communications network. Also, the Second -

communications network may have a greater bandwidth than the first

- communications network.



A fourth expression of the invention is a nethod for the parallel review ng
of patient information residing on a server, the nethod conprising the

Steps of receiving at a plurality of nobil i ssage
pushed f rgth2¢RE898€%er ver, the nessage having a resour cgcﬂﬁ\e‘u’ﬁ?ﬁ@f}@ﬁﬁ

associated with the patient ‘information; and at each of the plurality. of
mobi | e devices (i)retrieving the patiéht information fromthe server using
the resource identifier; 10(ii)displaying at least part of the retrieved
patient information on a screen of each of the nobile devices;

G l)review ng the displayed patient information to obtain a coment; and

(i V) upl- oadi agrNSpRIERAN the ir/BRiGET e MetifitCior thaTpdratel rboiowirieofpar- all el
revi ewi ng o patl ent informati on my encourage real -tinme interaction- and

col I abor at a‘?@n{%ﬁ%q%%ﬂo&#és‘ﬁ:&g 8R: scih FRYmBHRRAt®NbrisinetHd sepissi on forum

Thi s may acilitate the nulti-way exchange of information between

par ared cs and EAdThe bARBIPARE bﬂ’n'o%ﬁﬁ dlliog fhEBlbelduahds frof0ef I F LD

expressi on of { on | for reviewing at a nobil e device a

di cal_. f t . th
rrrrgt |h gg i ma eeglotll?8 T% aé?%%g;né% regs&'&%%@%ﬂ%&fﬁ&% Wthotﬂa%aﬁﬁﬁtYeV - e

information; and |
at each of the plurality:of h‘iobile devices
(i} refrjéving the patient infor?nation from the server using the
resource identifier;
1C N (ii) 6isplaying at least part-of the retrieved patient informationlon a
screen of each of the mobile devices;
- {iii) reviewingl the displayed éat_ﬁeht 'sﬁférmation_to théin a comment;
and |
(iv)  uploading the comment to the server.
15 Such a method for the p'arélle! reviewing of patient information may encourage
real-time interaction and collaboration between clinicians, and may creafe a five.
| discussion.forum._‘ This rﬁay also facilitate the. mulﬁ—Way exchange of infgrmation

between paramedics and clinicians specialized in d'iﬁefent'ﬁelids. -

20 A fifth expression of the invention is a method for reviewing at a mobiieldévice' a
medical image of a patient, the medical image residing.on a server, the method

comprising the steps of

retrieving the medical image from the server,



retrieving the nedical inmage fromthe server; WO :
2011/105967PCT/ SG2011/ 000078 9 di splaying at | east part of the retrieved
medi cal i‘{yggﬁlﬁ&g% screen of the nobile device; revi ewmgsdiewdigpl ayed
medi cal image to obtain a comrent; and upl oading the comment to the server.
A sixth expression of the invention ig a method for reviewing at a nobile
device patient .information residing on a server, the nethod conprising the
steps of retrieving the patient .information f ] ol ayi ng at
| east part of ¢iselayPggt pagtqurﬁt%?\@fn@gp@%m@]@ %ﬁ%\égﬁy&g?g fs{@é{ he nobile
device; reviewi ng the displayed patient information to obtain an audio
comvent ;  ambileplesigdi ng t he audi o comment to the server. A seventh

expression of the invention is a nethod for tel enedicine _cor’g)ri si ng
reviewing the disptayed medical image to obtain a comment; an

‘uploading the comment to the server.

A sfxth expression of the in,ventiorz- is a method fbr reviewing at a mobilé de\)‘ice
patient information residing on a server, the method comprising the s;eps of
retrieving tﬁe patient informaiionlfrbm the ‘s,ervér-; |
displaying at least part of thle retrieved patient information on a screen of
10 the mobile device; |
“reviewing the displayed patient information to obtain an audio cpmr'nerrté
and | |

upicading the audio comment to the server.

15 A seventh expression of the invention is a method for telemedicine comprising

the stelps of
: acquiring at a first mobile device c'iinicél information from a patignt;
' upioaétng thé acquired clinical informafioh to a ser\ier‘:to:form at;_?iéiast
“part of patient information resident on the server; o | -
20 receiving at a second mobile device a meésage pushed fro:m thé server,
the message hav;zng a resource identifisr associa_ted with the patient

information; -

| retrieving the patient information from the server using the resource

identifier;



the steps of acquiring at a first nobile device clinical information froma
patient; uploading the acquired clinical information to a server to form at
| east part of patient information resident on the ser : Lvwihg at a
second-nﬁ’Bq)P‘é“}g%‘\??7ce a message pushed fromthe server}%ﬁﬁgzﬁlg}gg%gée] havi ng a
resource:identifier associated with the patient information; retrieving the
patient information fromthe server. uding the resource identifier; WO
2011/ 1059671 PCT/ S&G2011/ 000078 10 di splaying at |east part of the
retrieved patigRplaynbcrn ieist part ohthe retiesed mitienhinfaeednd onchstreed i ce;
review ng the displayed patient information to obtain a coment; and
upl oadi ngytdhecRaRMilctdvidae server.  Certain enbodi ments of the present
i nvention may have the advantages of: - o

reviewing the displayed patient information to obtain a comment; and

uploading the comment tc the server.

Certain embodiments of the present invention .m:ay have the advantag’éé of:

- enhancing medical care during a ciiniéai emergency;

- éssistiﬁg treatment planning during an emergency;

- reducing the critical reaction time in an emergency,

10 - allowing fo‘r the creation and maintenance Qf medical records for
pétients;

- bei.ng flexibie enough fo handle medical emergemiaé inVoivihg any
affliction e.g. a case invoiving a stroké or a case involving a cardiac
arrest; and |

15 . utilizing multiple communications networks so that there is a

redundancy in the communication.

| ‘ -'Briéf Deséripiion of the Fiqures |
By way of example only, one o-r more embodirﬁénts will be described with | B o
20‘ reference to the accompanying drawings, in which:
| Figure 1 is a .sclihématic drawing of a telemedicine system 100 having

multiple smart mobile phones and a central information server, according to an

example embodiment;



enhanci ng nedical care during a clinical enmergency; assisting treatnent

pl anni ng during an energency; reducing the critical reaction tine in an
energenc 10a ggﬁfng for the creation and nai nt enanceaisa¥edioe@bs r ecor ds
for patl @ ULy g flexible enough to handl e nedi cal energencies involving
any affliction e.g. a case |nvoIV|ngnﬁ stroke or a case involving a cardiac
arrest; and 15utilizing multiple co hi cations networks so that there is a
redundancy in the conmunication. Brief EESCprtI?n of , the Fi gures By
way of exanpl eFigurs? inascoematn drasindal hengentig nio rB?é’*'&@sS@F‘f@dg with 20
reference to the acconpanyi ng draw ngs, in which: Figure 1 is a
schemat i c Feljumwitng of a tel emedicine system 100 havi ng nultlple smart nobil e
phones and a central information server, according to an exanple

embodi ment ; B0 3/id 0 58hRENTY SER0d HO00S PEHE W@mﬂwbﬂem@oaﬁ%@ﬁ@ﬁat ic
drawi ng of the central information server of _

system of Figure 1;
| 5 Figure 4 shows amethod for operating a p_rogram on one of the smért
mobile phones of Figure 1;
Figure Sis a screenshot of an “mfo plist” flle of the program of F:gure 4
:wnen opened in an editor;
Figure 6 is a schematic draWing of the interactton between one of the
;EO shdd mobile phones and the centrél informétidn server of Figure 1;
.F igure 7 is a schematic drawing of ’;h,e browsing sequence for multiple {
views of the program of Figure 4; | '
Figure Baisa screenshot Of an EMR Table-View of the program of
4Fégure 4;
15 a Figure 8b is a screenshot of a Text-View of the program of Figure 4;
| Figure 8cis a screenshot of an Image-View of the program of thure 4;
Flgure 8d is a screenshot of an Audlo—\fldao View 640 of the program of

' Figure 4;

Flgure Beisa screenshot of a video flte belng played in the Audzo—Wdeo‘f:;,ji s

20 View of Figure 8d;

Figure Sis a screenshot of the program of Figure 4 as upfoading lis

underway, and

| Figure 10 shows a method conducting telemedicine using the system of

Figure 1.



Figure 1, Figure 3 is a schematic drawing of one of the smart nobil e phones
of the systemof Figure 1; Figure 4 shows a nethod for operating a program
.on one of the smart nobile phones of Figure 1; Figure enshot of
an "info.}pPrYdNiPEl e of the program of Figure 4 when 3’%@@?&&1@8@2 editor;
Figure 6.is a schematic draw ng of the I nteracti on between one of the
10smart nobi | e phones and the central 13 nformation server of Figure 1;
Figure 7 is a schematic drawi ng of thé browsing sequence for nultiple views
of the programof Figure 4; Figure 8a is a screenshot of an EMR Tabl e- Vi ew
of the programof Figure 4; 15Figure 8b is a screenshot of a Text-View of

the progr gmAfeddddrigtich offthg BrefefiediBmbodirreens hot of an | mage-View of the

program o I gure Figure 8d is a screenshot of an Audio-Video View 640
of the pr R M %fhows a telemedicine system 100 according to an example

.embodiment The 'system 10{) comprises a centrél information server (CIS) 140,
| 5 an ambuiance based tnforma’non aCQUIS:‘.l'[[OH device 160, a hospitainbased
information acquisition device 170 and a first 1 10 second 112 and third 118
mart mebile phones. The information acquzsltton devices 160, 170 acqwre
ciinical information about patients 150. The ambulance-based lnformatlon
acquisition device 160 may for example be another smart mobile phone, a
10 dlgrtal camera, a mobile X~ray unst or a mobile computer The hospital- based
information acquisition dewce 170 may for example be a personal computer a

tomographic device such as a CT or MR! scanner, or yet another smart mobile

phone,

| 15 The ambuiaﬁce—based information acquisition device 160 is capable of |
communicating with the-CIS 140 over a first Wi-Fi network 122 and the hospital-
based mfcrmatzorr acquzsat:on device 170 is capabie of commumcatung with the
.CIS 140 over a w;red network 132. The mformatlon acquisition dev:ces 160, 17’0

thus upioads the acqu;red chmcai information over the respective networks ‘%22

20 132 fo the CIS 140.

The first 140, second 112 and third 118 smart mobile phones may for example
be iPhones ar Android mobile phones and are each capabie of communicating

with the CIS 140 over a second Wi-Fi network 120. The smart mobile phones



Figure 4; Figure 8e is a screenshot of a video file being played in the
Audi o-Video 20 View of Figure 8d; Figure 9 is a screenshot of the program

of Figure 4 as oading is underway; and Figure 10 shewscsiiBiobad
conduct i B 108 Bﬁ%&l cine using the systemof Figure 1. 12 Detail ed

Description of the Preferred Enbodi ne Figure-1 shows a tel enedici ne
system 100 according to an exanpl e enbodi nent. The system 100 conprises a

central information serveraﬁ%CI S) 143213 Sg ambul ance:- b g cEr(ermatlon
acqui si ti om0 deiars TEDarearoHsd ERRAHS B0 PHERS ?lg% i8ition device 170
and a first 110, second 112 and third 118 s rt rmﬁ\{| ones The . -
i nf or mat i msWSSMOGdBM&)WFd‘é@“E@G‘a Yregsagsy ?F\'écec Mgc\, es??ﬁ%sr??ﬁrl on about
patients 150. The anbul ance-based i nfor rrat i on acquisiti og_h%ev e 160 may
for exanphendicasiepheny sermotk hbiThe ginke infarmaings siree Pa¢ a rmobi | e
X-ray unit or a nobile conputer. The hospital-based

140 alongside any existing information about the patient to collectively form

-‘ 5  patient information. When clinical information is upieaded into the CIS 140, a
first clinician fSO receives a message over.the njob_ile telephony netwo‘z:k‘.'l 30 qn. ) -.I
the first smart mobile phone 110. This message contains a resource identifier
associated with the patient information. Which permits the first smart mobiie
phone 110 to retrieve the patient -irsfor.mation over fhe- second Wi-Fi network

1O 120. The first clinician 160 thus may perform a review of the patient infermation

and upload his comments onto the CIS 140 using the second Wi-Fi network -

120.

Optionally, é second clinician 182 may also receive the same 'messa,ge over the
15  mobile tetep?;ony network 130 on the second smart mobile phone 112. Similar
to that for the first smart mobile phone 110, the second mobile phone 112 may
use the resource identifier in the message to reirieve the patlent Jnfos'matson
'over the Wi- F; network 120. The second cilmczan 162 thus may perform a
_paraliet review of the pa’slent mformat;on Itis also noted that the patient
207 information retrieved by the second mobile phone 112 may contam the

comments uploaded to the CIS 140 by the first chmczan 160.

The Central Information Server (CIS) 140

The CIS 140 and its components will be described next with the aid of Figure Z.



information acquisition device 170 may for exanple be a personal conputer,
a t-onogr aphi c device such as a CT or MRl scanner, or yet another smart
nobi | e phone, 15 The anbul ance-based i nformati on acquisition device 160 is
capabl e afoeammumicating with the C'S 140 over a firstPONSEPUAEHTHrk 122
and the hospital -based information acquisition device 170 is capabl e of
communi cating with the C'S 140 over ai4red network 132. The infornmation
acqui sition devices 160, 170 thus upl oads the acquired clinical information

over the Sﬁt% QchEkWEE BEawiRg of #R1GE 140 bhEigGleSt TR(k: CThe4bis st 110,
second 11 nd t 118 smart nobile phones may for exanple be iPhones or

Andr oi d nobi | eg%gg(*%sr&ﬁﬁqg%rrﬁj %@@@,@ gfst&ﬁgnmﬂg gagtargswi th the C' S

140 over &°96c net wor The smart nobil e phones WO

2011/ 105967P in 911@89%% %oqu% es %ee%r@ér%@rrﬁnﬁ;ﬁ%[}a &gt capabl e of

recei vi ng°he ssage Service (SM5) or | timedi a Message

Service ( ges i ni cal
i nformati §ﬁmza§’e§§68eﬂ7 ﬁﬁﬁéteﬁ%te&ag%fbgv ?fl' ﬁgm Eéelt %%&@sﬁgagﬁ%éﬁmtl on
about: the patient to coll Y n-clinjcal
i nf or mlit | GM$ @%ﬁ?@%@dﬂPﬁP% 'i.effg‘%gg%gg{]éag %éc%bn \14% recei-ves a
nmessage over the nobile teleph net wor k 130. t.h rt nobile
phone 110 hofrisitee patienidaforBatal ﬂgx%wp Sqﬂyrq’sgcm@ l?%@% éﬁeodz#%t ed with the
patient information which permts the first smart nobile phone 110 to
retrieve rémrgafiMRY. i nformation over' the second W-Fl network 10120. The
first clinician 160 thus nmay perform.a review of the patient information
and upl oad his comments onto the CI'S 140 using the second W-Fl net-work
120. Optionally, a second clinician 162 may al so receive the sane
nessage OvVgE Lime: drimmaiing systehdphesyimbeiabki 493@0@#3? Henayewvéfesdart nobil e
phone 112. Simlar ,

10 UNIX-like environment upon which the web-server 210 and the serviet container

240 runs more afficiently. ‘Further Linux may offer betier web-server 21 0
securlty The Linux operatmg system is generaiiy avaiiable frae and in an open
source format and may come with bum in support for the Apache web—server

210 software, as well as the Tomcat serviet container 240,

The web-server 210 an-d the servlet_cbntainer 240
An open-source webl server software such asl Apache 2.x is used for the web-

- server 210. Furthezr a servlet container 240 such as Tomcat 6.xruns wzthm the : -
web-server 210. Together the web server 21 0 w:th the serviet contamer 240

20 function as a secure portal wh[ch may help fo protect patient mformatlon that is

uploaded or downioad.

The serviet container 240 in turn supports the running of Java serviets, The

serviets running in the container 240 act as conduits through which patient



to that for the first smart nobile phone 110, the second nobil e phone 112
may use the resource identifier in the nessage to retrieve the patient

i nf or mat i\;9 é)liﬁig“bhe W -Fl network 120. The second cl ipitgicaoihead7¢ hus may
perform a ﬁé_ Y87 review of the patient information. It is also noted that
the patient 20information retrieved by _the second nobile phone 112 may
contain the coments uploaded to the C'S 140 by the first clinician 160.
WO 2011/ 105967PCT/ SG2011/ 000078 14 Figure 2 is ari§_che tjc drawi ng of the
Cl'S 140 ofinfBirgatian it upinedediosdeyploaged. 481 ShOWRENTHETS r{h?ﬁa“%“‘rﬁﬁx as the
operating systens. The prograns operating within the CIS 140 conprises a
web- ser vern2tsrioginglregcass oy ik drstd@dt antescopdioh 22 FE\VREYRTISWES W0 whi ch
permts the pushing or broadcast of SMS nessages to nultiple snmart nobile
phones andgahéalirrbarev@R038hi ch hol ds the patient information along with
any associ ated el ectronic nedical records (EMR). The Linux operating system
is used in the CI'S 140 because it ‘may provide a 10UN X-1i ke environnent
upon which the web-server 210 and-the servlet container 240 runs nore.

ef fi ci gnt I KSMdHRSHeb-Sbrx2 TR MEfinstalied irethewabverenaain® [nis eadanet y. - The
Li nux operating systemis generally available free and in an open source

format, ang,gpy iﬁg%mm irhuhi| &f the ApsRReiet esrviie (pRchpiiebtser ver 210

software, as we as.j[he Tontat- servl et container 240. The Web-serve_r- 210
and the S%raYing LoGRBLBLERF 28 Hitomated installation in the form of executirag’ “.rp_m”i '

(Redhat Package Manager) files.

10 -After installing the Apache web-servér; the web-server 210 is configure;j fo
handle secure requests. Under normal circumstances the web-server runs on
the “h{tp"l port, L.e. the heh&ork port 80 In order to enable seci{re
communications, comr;n:unication on the “https” port are enabied, i.e. the
network port “443", Ail communications made vié the “https” port may be

15 enchptéd and secure. In order o coﬁfirm that the web-server 210 is properly
installed, when the CIS ﬁ40 is accessed through a wab reqﬁ‘est, for examplé

htto://www.abc.xyz, an HTML page will be displayed indicating correct |

instaliation. This would mean that the Apache web-server is up and ruh_‘ning.

20 The Tomeat serviets container 240 is then instalied. This is done eitherby = - ©
* doing a manua! install from compiling the nati\:/efsource code, or by usi.h‘gj an
auiomated “ rpm” package. Once installed, Tomcat is started by navigating io

the “bin” directory under the Tomcat installation directory and issuing the

command “/startup.sh".



An open-source web-server software such as Apache 2.x is used for the
web=-server 210. Further, a servlet container 240 such as Tontat 6.x runs

W thin the web-server 210. Toget her, the web-server ervl et
‘cont ai ne2UIAMEt i on as a secure portal which may hé?%gkgmﬁégﬁéit pati ent
information that is ' uploaded or downl oad. The servlet container 240 in
turn supports the runni'ng of Java serdets. The servlets running in the
contai.ner 240 act as conduits through which patient WO

2011/ 105967PCT/ SG201 /000078 15 information is upl oaded or downl oaded. As
is shown in Figure 2, the container 240 has |ogical access to the first 120

and secone 122 WesEihen Rl WuikBiopateritit (JBK) bhe thé Uedh Reherk 132. 5The
Apache web-server 210 is first installed in the server machine. This is

done ‘e t hty, fgh e REUAle JORLALURY aldudnaahmecet seroheceddiny

conpi | i ng e nativ urce code or an automated installation in the form

of execu“ﬁgg% Q%?zg]@eudeaitonﬁ)c%k?&gcﬁfbrﬂﬁg%h)thé'pbﬁ%OB@Quiﬁ%Eq@ést‘snSta' ling the

Apache weth e web-server 210 is configured to handl e secure -

reques ; cﬁee S@Rsegvér%'ﬁ%ﬁg%?éteh éjWB@eirh‘CErlnrdﬁﬂér Belips:” ht t p

port, n or r to enabl e secure conmmuni cati ons,
communi catl on on t

"htt ort nab ke port "443".
Al l commﬁh%?'(i’creﬂl‘igsqﬁﬁ 3'5“?7"[)30?’% eﬁ?4§ 1€ Ewoértﬁgrwbrq% ngﬂeerr@rdé%éte and
secure. In order to confirmthat -server i nstal | ed,
When ¢ he. ERSOTR.'SOIBRERS e%f@f-‘ﬁ%ug frof€ GW&a&%ﬂfS = phoPRg
http://ww. abc. xvz di e |nd atln rrect
i nst al | at ingme Qﬂm@dﬂbdﬂﬁﬂ.d‘éﬁﬁ”?‘%%ﬁ‘w?ﬂ% tl')%cé%rpigpwéiiga 35‘?%/% E‘%Chﬁ%'k?ﬁd runni ng.
201 The Tontat servliets container 240 is then installed, This is done
ei t her by Tooiaataee madiiat it asieald enaRiceBRNISHIPN IRWRER [NPVEBEPRE code, or -
by using an automated ".rpnf package. Once installed, Toncat is started by
navi gapi n@10arichbe sbiviet cdntawu'éﬁg) Vigh ey’ C@ﬁ@@@ﬁtﬁ'ﬁ'%’ﬁ%"ﬁ"&lﬂ'% o8N d| rectory

and issuing the conmand "/startup sh”
between the programs is carried out usmg “worker” threads. A file by the name

of “worker.properties” is created together with the conﬁguraﬁon ﬁies of Apache.
The configuration files of Tomcat may be found in the “conf” directory under the - B
Tomeat installation directory. The Tomcat configuration files and the

© 15 “worker.properties” file are modified to listen on port 8C.

With the Apaﬁche web-server 210 and the Tom.cat serviet container 240 properiy
cohﬁgured s'ervlét files are added into the serviet containér 240, Sewléts files -

are’ Java programs whlch are dedtcated to handling HTTP or HTTPS web-
20 requests. A serviet file typically utilizes two programmmg functaons namely .
1.} doGef( HitpServietRequest request,; HttpServletResponse ras_ponse);-
and |

- 2.} doPost( HttpServietRequest request, HttpServietResponse

response).



16 Tontat uses the Java Devel opnent Kit (JDK) and the Java Run-tine
Environment (JRE). The JDK and JRE are thus installed and the correct path
to the JDK is specified to Tonctat. Tontat runs on the k requests
5made to WHAEMELP8krver 210 are directed to port 80. Tm%mi%g&grmjer to
redirect ‘these requests to servlet container 240 i.e: in other words to
make Tontat "run" on port 80, "connecﬂBrs" ‘are used. A possible connector
is a programby the nanme of nod_ jk. nod_ jk is installed and the
configuration files of Apache and Tontat are nodified in order to enable
communi cati on between the web-server 10 210 and the servlet container 240
via the "gpRagsbictRedist obprtisn matieshthaétamers fioe pelgtdre 06 carried out
using "worker" threads. A file by the name of "worker.properties" is .
creat ed t ogehhes o Wrddtathensingidngtie atiartinfdbilephohe ApBCHE ohit8)dolité gur at i on
files of Toncat may be found in the "conf' directory under the Tontat

Instal | ati ol 9 KiRB8udR ATaGusaNfeaicat baplit ol shamboriation
15"V\Drker.c%rgo§igr“ m%{ ia‘ IeBare- m)diéfi ed to listen on port 80. Wth the

|
ApaChe'g‘rNgg\:rhsuc% %ﬁ%rse[%l% rggﬁ%résh% ARPSEl/|SREYPSsCOnb@iinte Phpopsopor y

config servie S are added into the servlet container 240.

Servl ets ftb‘laegi%gtag tb] ﬁ,eare%[,{-}&r fﬂﬁ it 3 Sc EeaF abmsht kesgeanebly RegFeHT TP or

HTTPS web- servlet l'e typically utilizes two programi ng

L1 pser vi ¢ RS peed BERaTbepEbs RS YT BN o RUBIS 10 st request,

) B
GGV L/ Aa &,

request tt%ETT%qu?&Héh?P exanpl e a program runni ng on
the smart nobile phone 110, 112 or 118) tpo the CS 14 G@f‘i ng such a
request , tuﬁ@aiﬂfi(@%ﬁ) g8Rshio @f%mtﬁ?ﬁﬁq‘i’%ﬁto}riﬂﬁxﬁml‘%%%ﬁRtL\r?gfeger_ver requires.
requed f rrequadiés ditips 2 SPESELRIBIALEYS

tothe CIS 140. In a (%T.F;C%%Eest,-the
par anet er sof pacragipendottask Heevenh e RGRT BRthoeBsy Pedsesc it 8P (WRL) used to
performthe request. An exanple of a URL for a GET . : :

H t pServi et Response res %ﬂggéﬁ ae(%Zab();éng%&?@?}riﬂh%tlﬁ%%é]ti?@é&ﬁ&é is a -
A H t pServi-et Response object is the response fromt 1 S,,140 to the -
: ZZRaMSFPRE! R e\-y ?réfl'bermfrgg?rhe GET and
POST net hods of submitting a request
method, the parameters for the request are not expticitly specified within the
URL, but are included.as parameters in the request header. The web-server

210 is capabié of handling requests received at the CIS 140 across the Internet |

15 or over a private network.

The serviets may take the form of about 2 servist classes. The serviets are
programmed io allow a medical professional attending to a patient to:
Eog. in to the CIS 140; |
| 20;3  _ upload dlinical inforfnation to the CIS 140; |
l . - select one or more ciinician to direct the paﬁent.informatioﬁ .tq;

. - automatically send a SMS message 1o the ssiected one ormore ci:irji'cian, R

- display the resuit of uploading the clinical information and sending of the

SMS message;



10 request is "http://ww. abc. xyz./ ?name=abc&passwort hi dett. Wen the
nunber of paraneters increase however, the POST nethod may be used. in the
POST nethod, the parameters for the request are not e bGda b4 cified
within t FEOBRVI®BRt are included as paraneters in the)ﬁglerzqsg}é&sltﬂé%%%er. The
web-server 210 is capable of handling requests received at the C'S 140
across the Internet 15 or over a privHte network. The servlets nmay take the
formof about 2 servlet classes. The servlets are programed to allow a
medi cal pr of asisilentle mticehiforgation aftpaitieeditachby a thisgPafy:tad he CI'S 140;

20- upload clinical information to the CIS 140; - select one or nore-
clinician ta digggtombenpabn et patiehbnfatiaiontater thaceomeniscaiel y send a SMS
nessage to the sel ected one or nore clinician; - display the result of

upl oadi ng t he,cl i gak thirf-gsmpt i on and sending of the SMS nessage; WO
2011/ 105967PCUS2011/ 000078 18 display the patient information after it is
edited by a third-party; and display coments on the patient infornmation
efter the comments are uploaded by a third-party. 5 The servlets interact

W th tg_e %6&%@@%%&4&9%% ah@oasd beDth 6Ale tb Batdnatae thogetvy in to the

ClsS 14 ntication details (e, g, usernames and passwords) are

280 AT M A i 0

passwor e usernane and passvvord ar e

encrypted when they are sent, t S § ed. They 10
are )dlgcr y;ﬁ’?éﬂ”‘méhgrtet%‘?/regr’f}itﬂ\}/eeg%lt%gg%egb ?%’rv ‘é{a%gr%?grroigs §§’r$%a% ?’ggﬁagai ns_tyt he

he. modi cHRGAnENEREsRa I SErT A Rane Baae e T A PPRE Rt ons of:
are éncrypted when they are sent io the CIS 140 because HTTPS is used. They |
10  are decrypted when they arrive at thé sarviet and are .yeriﬁed against thga |
usemaines and passwords st.ored in the da’tabase. Upon a s.uccessfui ;ogin, thée
medical professional is shown a home page which allows the o%ﬁtidhs of:
| - seiectiﬁg clinical information-to upload;
- selecting one or more clinicians to contalc't;'and

15 " - proceeding to upload the clinical information and send a SMS message

to each of the selected one or more ciinicians,

 The SMS gateway 220

itis 'se_en in Figure 2 that the SMS gateway 2?0 forms part of the CIS 140 The
50 SMS géteway 220 is linked to an SMS device 25{;_) which is capable of . s
| transmzitting SMS mesééges over a mobiie teiebhbny network 130: T‘he,iSM$_ D
device.250 may for example be a GSM moderﬁ b_r a mobile phéne. The SMS
gateway 220'permits the automatic pushi-ng of SMS messages from the CIS

140 to the one or more clinicians. This may be done simultaneously, in order to



- selecting clinical information to upload; - selecting one or nore .
clinicians to contact; and 5- proceeding to upload the clinical information
and send a SM5 nessage to each of the sel ected one or l.i.plGd ans. The
SMS gat ewaly 20200594t i s seen in Figure 2 that the SM5 égﬁgﬁg%J?gg%%orns‘part
of the C1S.140. The 20 SMS gateway 220 is linked to an SM5 devi ce 250 which
is capable of transmitting SMS nessagé® over a nobile tel ephony network
130. The SM5 device 250 may for exanple be a GSM nodem or a nobile phone,
The SVB gatiguey paaldesvibiof thepatieno rdoimatinrshy pinidensiemidteages from the
ClS 140 to the one or nore clinicians. This may be done sinultaneously, in
order to. MQQdd/ 105967PCUSG2011/000078 19 initiate a parallel review of
the patient rnformation by clinicians fromdifferent disciplines. The
KANNEL SMS gat eway software used in the present enbodinent is of the 5
version 1.4. The use of KANNEL may have the advantage of having an

open-sour ce SMS g%gr%lw l5e @RA8Y it thd Prefsahd erabedirent isgifities  whi | e
al so bei ng%ﬁi ghl Séé?h%%tl eé%@%fw L?NUX. ! @-K%S\INEL is installed on the CI' S

140 sepver machjne g '}%9\! el Sl 1B iRRantkBe Dheaginganapeat i on fil e
for the KARNER" E;gt Z%#S.gs%?t enr\t‘%aﬂaggf The pri marg paraneters edited
! n(?.l ude: source SMS gateway 220 that is easy to install and configure, while also being .

highly compatible with LINUX.

.K.ANNEL is instaiied on thé CIs 1 40 server mécbine by running' the irzstallation.-.
10 'The configuration file for the KANNEL gatewa_y is then edited, The primary
| paréméters edited includé:
- the port number on w‘hich the SMS gateway runs;
- tﬁe configuration for secure connéctions i.e. configuration for HTTPS;
- an option for storing the SMS 'messageks in a database;
- ?5 - the method of connecting the SMS device 250 to the CIS 140; and

- ausername and password for the connection.

The SMS device 250 may be a GSM modem or a mobile phone. in the former
case, fhe GSM modem is a dedicéted moderﬁ with a SiM card iriserted,jthus .

20  allowing it to ;sen‘d SMS messages.

Alternatively, in the latter case where a mobile phone is used, the mobile phone
has 2 SIM card inserted in it which allows it to send SMS messages. The mobile N

phone may be connected fo the CIS 140 using a Universal Serial Bus (USB)



the port nunber on which the SM5 gateway runs; the configuration for secure
connections i.e. configuration for HITPS;, an option for storing the SM5
.Jmessages in a database; 5- the nmethod of connecting the SMS device 250 to
the C'S MO201aNeF%7 user name and password for the connd& YN ne Sve
devi ce 250 may be a GSM nodem or a nobil e case, the GSM nbdemis a

dedi cated nodemwith a SIM20 allowinglit to send SM5 nessages.
Alternatively, in the latter case where a nobile phone is used, the mobile
phone has partYrMdordrisnzehisethsenthet uashofdhe ahdlolesplicnetaestend ‘@kBahessages.
The nobi l.e phone may be connected to the CI'S 140 using a Universal Ser.i al

Bus (USB) g0-2Qiki 165261 ASH-G6R Hd SRMD6FReRf thertobite @DNt@erasderl n this
case, the use of the nobile phone creates a "virtual SMS center" -

“virtual” \Aﬁ\%ci@é{%'s hbe GG e 8BiveE sefthd hetmBIMS casteyfrom WON SIS who i ssues
the SIMcard serves as the actual SMS center from which SM5 nessages are

sent. messages are sent.

in.’the presant embodiment, a Nokia E51 .mobiie phone is used as the SMS

device 250 and a SingTel élM card is inse_;rted info the mobile phone. The Nokia |

E51 is connected to the CIS 140 server‘rnachine using a USB port. Onge |

conhected, the SMS gateway 220 'program is started by issuing the commands:
10 - /bearerbox éonﬁgﬁ!ename; and |

- Jsmsbox configfilename,

Once the SMS gateway 220 program is started, the startup logs are checked to

see if the program is abie to recognize and communicate with the connected

15 SMS device 250.

The sénding of a SMS message is done by issuing a HTTP request from the
Java serviet that is running in the serviet ..-t.:.ontairi@r 240, to the SMS gateway.
220. As an ekample, a HTTP request of the forﬁ “http://locaiﬁost"f 3013/cgi- | -
: 2‘0‘ bin/sendsms?usemame=xxx&password=yyy&tdé123456&fexi‘=he!.‘o" Es issued. -
| to the SMS gateway 220 by the serviet. The HiT*i'?P request cpntains |
authentication fields in the form of "usemame#kx” and “password=yyy”. The .
phone number to push the SMS td'ls in the field “to=123456" and the rﬁessage e

to be sent is contained in the field “te_xfmhelio".



5 In the present enbodi nent, a Nokia E51 nobile phone is used as the SMS
device 250 and a SingTel SIMcard is inserted into the nobile phone. The

Noki a ESlwioszﬂé(/)lgﬁ}E?t ed to the S 140 server machine UsiRG:HiANRROr L . _Onfze'
connect ed; "t gateway 220 programis started by issuing the commands:

10/ bear erbox -confi gfi | enane; and /sns%gxconfigfilenane. Once the SMS
gateway 220 program.is started, the stfartup |logs are checked to see if the
programis able to recogni ze and communi cate with the connected 15 SMS
devi ce 250. The sending of a SM5 nessage is done by issuing a HTTP request
fromthe Java servlet that is running in the servlet container_ 240, to the
SMB gat-ewd§he22KIS gufeway 2xQpptses HI Hi Enuestu@seivet fiame tfosefviet. By - -
Ithttp://1ocal host: 13013/ cgi- 20 o ‘

bi n/ sends rEursiag RNETXR S Vibe B patexd 2326 6&taxt thirdifope rumbessied to the
SMS gateway 220 by the servlet. The HTTP request contains authentication
fields in ke frer ovefis taise paanedixdndtte thpassywothdtigyty 'be phisbephbne number to
push the SM5 to-is in the field "to= 123456" and the nessage to be sent is
cont ai ged distdataidyehad tHeddenbis ihoSMS. 2ite hiee SMEB priseugyis220t fheses HTTP
requests received fromthe servliet. By parsing the HITP request, the SMS

gat eway 220, Qb4 8 siBRalRE 6k é\ﬁﬂﬁ@ﬁ@a[%@m@é@m teeeSVETIVL pagdehptished to
and the nessage that Is to be pushed. The SM5 gateway 220 then sends 't he

SMS. After %gi'gysﬁ?(gggfnct%%‘?e?ﬁfefhﬁ L&%Edvinl\%_gﬁcﬂmfﬂi GRbmPdRheas wenas the then

aut omat i caﬁl y g next HIM. page which di splays the outcone. of

t he upl oadi ng, of..cli I .nf tion, as well as the results of the SM5
lﬂtslqj tﬁ%gmﬁﬁggérﬂfsg@ 0

transm ssi'on; abase ~The CI'S 140 of Figure 2 also conprises a
dat abase 230 for storing patient information, login details for o

aut henti cation purposes, as well as contact and specialization information
relating to the clinicians. The patient information stored may be

nul ti ABdi a L2 } al in nature, i.e. it nmay conprise audio,

The CIS 140 of Figure 2 also comprises a ;iatabase 230 for storing patient
information, login details for aut’hentic:étion purposes, as well é;écontact and
specialization informatioln' relating to the clinicians. fhe patient im‘orm.ation
| stored may be multimedia and multimodal in nature, i.e. it may comprise audio,
15 . -video, text aﬁd/or image information, énd may:cq‘mprise such information as ’che: : ‘
| jEt\m.%“cjf patients and/or preécription record of péiients. The patient info:%rhation
may be Iarge"and the use of a dataﬁase 230 may aliow for a more efiicient
acdéss to the patient infbrmation. The use of a Vdatabase program may also add
z level of data security. | |
mySQ.i_ is used as the plrogram for running the database 230 and is ins_jtai'ied
with the basic or default configuration. mySQL is':an open—somce datéﬁgsé | | ;: -
progrém. The relevant data ta'bies are thén créétéd manually in the dafabasé

using a web-admin interface.



15vi deo, text and/or inmage information, and may conprise such information
as the EMR of patients and/or prescription record of patients. The patient
Jnformation nmay be | arg&and the use of a database 230 may allow for a nore
ef fi ci entWBEEEEE%D the patient information. The use of “&8?%8%?@ program
may al so-add a |level of data security. 20 nySQ. is used as the program for
runni ng the database 230 and is instal2ed with the basic or default
configuration. mySQL i s an open-sourcée database program The relevant data
tables are then created manually in the database using a web-admn
interface. 22 In the present enbodi nent, the conponents of the CI'S 140

i.e. the WeseEvest AldinBat, SaNtahpeaaitsioneie 240140 he. Bb/gasewey 220 and
t he database 230 all run on a single Linux platform It is however

envi saged JRaf, L he |cOmenga S« IRy Skt baRWeNERIeshd theathisdge dB0 gd fashi on

across multiplée servers. The nultiple Servers in turn may al so be resident
in differen k. net . It Sk ! i QRS o0 each

ot her. Furrf"ﬁlgﬁ%%lgé”{]%eﬂ%ﬁ#@' S?%bg‘?:%lbé': %rlﬂ.ﬁ%e C{tgéﬁ{ah%e- reqt?%g%i to the
web-server_10 210 . an : \ Juf i hat e requests
coul d dse “A?Vyb-%%?m%l’%% %‘&%%‘? aﬁgﬁ!&@' a#ﬁoes%wégl_ﬁgg%r\;é}g. i

ocol, e rver 210 i1s inplemented

in the present, enbodi ment usin a i -sery or.ogr.ans. coul d

i nst ead bé&" Q%%,Se@?&‘: '”I\HJET'SEESF%O#F%%%F%%’,@ H@e E%[tggggjgéﬁ%%&gl ?‘Eetr native

enbodi mrents may al so be inHI errer}tie%\ usi ng ot her database prograns such as
MNecteRdneacn e

Oracl e. T8 BRREINRER ©]12. and 118 Figure 3 is a schematic

drawi ng of -a smart nobile phone 110, 112 or 118 of thefl system 100. The
smart nobil e phone 110, 112 or 118 is capable of displaying nultimedia

‘information such as inmages, audio, video and text. The smart nobile
Further, white the HT TP protocol is used to make requests to the web-server

10l .zio and SMS gateway 220, it is enviéaged that the requests éou!d use any - |
other pzrotocol, e.g. HTTPS. The web-server 210 is implemented in the present;
embodiment using Apache 2.x. Other web~server programs cou!d instead bé
used, e.g. Microsoft HS Also, the database 230 in alternative embodiments may

- also be implemenited using other database programs such as Oracle.

The Smart Mobile Phones 110, 112 and 118 -

Figuré 3 is a schematic drawing of a smart mobile phone 110, 112 or 118 of the‘f.
system 100. The smart mobile phone 110, 112 or 118 is capable of displaying
“multimedia information such as images, audio,- video and text. The smart mobile'
20 ' ph.one 110, 112 or 118 ié also capable of data access over one or more data -
‘net\wofks, e.g. through WI-FI, through 2.5G mobiie technoiogies such as .
General packet radio service (GPRS) or throué_h SG mobile tééhnciogiés SUQh
as 'Universal Mobile Teiecommunicationsl Systém (UMTS). In other wor:ds, data‘ :

access fo the Internst may be made using Wi-Fi or 2.6G/3G mobile networks.



20 phone 110, 112 or 118 is al so capabl e of data access over one or nore
data networks, e.g. through W-Fl, through 2.50 nobile technol ogi es such as
General packet radio service (GPRS) or through 30 nobi ies such’
' as Uni VEPSHIYIRBBI 1 e Tel ecommuni cati ons Systen1(UNIT§¥$M%%ﬁQ?ﬁg?gmords,
data access to the Internet may be made using W-Fl or 2.5G 3G nobile
networks. WD 2011/ 105967PCT/ SC2011/ 086078 23 This nmay pernit a redundancy
in the availability of data access thus in a specific exanple, should
mobi | e br e baybermiter redandancyiming avaliebiitcpReatawecsss heed fnstead. It is
noted that the smart nobile phone 110, 112 or 118 may be connection . -
agnosti ¢ igpstiiatexah®ld, shotid omaiietbyoad-behd conaragerhshinavaprineCERS 112 or
118 does not depend on the data network used. Taking the exanpl e where
W-Fl is ﬂﬁé@begggghﬁﬁe&he‘data access network,. where there is no W-Fl
access available or where the bandwi dth avail able on a W-FI network is
“low, the smart nobile 10 phone 110, 112 or 118 may switch onto a 2.50 or 30
network. By using a smart nobile phone 110, 112 or 118, the high processing

pover of the deviGe:iYshsm GREE RAEN®IMD, § 12 okni gueayf binedrnentibn ties of a
nobi | e“t el ephony device and thus may permt the convergence of other-w se

excl usi ve bk SR Noh gl ESyd b o dRnsmasassicoaaem iteor 310 of the

smart mobid 118 which allows such functionality as the

upl 0adi ng Pl 198 918 80 OGSl AR, FHAE BBV RbONe 110,

112 or 11 a access over re than one network, this

or 1SR ERGASPE oF WarR afress 70 over fore than one netvark, thi
' ornot , eGP BrHP SRt RARB e R e b P IR Al Che move.

or Where the bandwidth availabie on a Wi-Fi network is fow, the smart mobit@a |

10 pﬁohé 110, 112 or 118 may switch onto a 2.5G or 3G network.

By using a smart mobile phone 110, 112 or 118, the high procéssing power of
the device may be combined with the unique functionalities of a mobile

telephony device and thus may permit the convergence of other-wise exclusive

15 technologies.

This is done across a transmitter 310 of the smart mobile phone 110, 112 or
- 118 which aifows such functionality as the uploading of information to the C!S.
140. Since the smart mobile pHone 110, 112 or 118 is capable of data access
: 20; over more than one network, thés-may have the advantage of émprovin-g_
connectivity and avallability of the Iinternet, eveﬁ while the smart mobilﬁe:phone‘ : .

140, 112 or 118 is on the move.



WD 2011/ 105967PCT/ SG2011/ 000078 24 The smart nobil e phone 110, 112 or 118
conprise a receiver 320 capable of receiving SM5 nessages pushed fromthe
Cl'S 140. Contained within the SM5 nmessage woul d be a Uni versal Resource

| denti f i eWORURIS%Ai ch is associated with the patient TSR 8H3 t hat is
on the CI'S 140, 5 The smart nobile phone 110, 112 or 118 al so conprises a
processor 330 that is capable of |aunghing a program 340 using the URI. The
.URI will contain a schene indicator which identifies the program 340 for

handl i ng the 4Rbet nidbil@pheke Woo 0512 by1t8 tetprige aneeeivdri 3" capabteadii ng t he
schene indicator, the user of the 10smart nobile phone 110, 112 or 118 is

abl e t0 | qUpChingrsNs $Rcsah &8 pRERAY Pefn 31O CITNAOP CoBtarBd3AthiA gRBMS on t he
processorar%g%‘bllng t‘\ﬁ%n aﬁ?% tg retrieve the patient information fromthe CI' S

140 usi ng:{éggs R 'OL;[ Be%r@ﬁfifergglbéﬁéé'oﬁbé"&?en%iigﬁ.(G%I?-ﬁﬁfch%%sééﬁiétﬁﬂr conpri ses

a screen I C also functions as a neans for a user to interact with

it. This tahﬁ%gﬁpg%eéﬁhg&@%ﬁnug&! S L8l thgt may be operated using a

finger or ¥ e screen is configured to display at
| east gart. of . the patient information retrieved fromthe CI'S 140. The snmart
mobi | e¥phone 110, 112 or 118 contains sufficient menory and graphics

processi ng_power to allowt I in nd._mani pul at.i } . Wen
mani pul at i H§ SR Hﬁ’@z‘? pﬁﬂ@e Hg@r{)@?’ ﬂgia@ﬂgoﬁgﬁgé@%@%@ gf”%? Q%Q%Zgi ons of
Interests (ROlé, zoomin and out, or pan &X}g %%1]4%'05.367PCT/ S62011/.000078
25 may al |emap rOft‘%CFﬁ'ﬁi%p'@Smgﬁﬁéf#”%we [iTO&RINET 59 ER 8l opers.  The
use of the iPhone may al so have the advantage of ha%{j ng SM ané)f-?i | e phones
110, 112 mehemesnaipatonwhick igentiiegiheBlRsFamot+0iop brRedlpoehs 087, -and
whi ch have a high resolution display allowing for high quali tfy gr aphi-cs.
words, by clicking on a “link” containing the scheme indicator, the user of the
| 10 srﬁart mobile phone 110, 112 or ‘i'18'is able to launch an asséciated program
340. The program 340 running on the processor 330 is then able to retrieve the

| patient information from the CIS 140 using the URL.-

The smart mobite phone 110, 112 or 118 further comprises a screen 350 which
B 3 15 | also functions as a means for a user to interact with it. This takes the fdrm ofa
. ,-‘touc.;h""'s.creén fhat may be operéted using a 'ﬁngeﬁr: or fingers, ér a styEus:._: ‘]";he
screen is éonfigured to display at least part of the'patient information réfrieved
from the CIS 140. The smart mobile phone 110, 112 or 118 contains sufficient
memory and graphics processiﬁg power {0 allow the ioading and manipuiation
20 '.of images. When-manipulating an image, the user may use the touch.sés.ﬁeen to '

draw Regioné of Interests (RO1), zoom-in and out, or pan.

The iPhone is used as the hardware for the smart mobile phones 110, 11%,?“@"- o

148. The iPhone has a programmable APl which is publically available. The AP



5 Program 340 A program 340 is devel oped for operation on the smart nobile
phones 110,112 and 118. This program 340 is capable of retrieving patient
information fromthe CI'S 140, displaying the retrieve ormation’
and al O\M’ﬂ@“lé”@f@@ to 10revi ew the patient informati gpncpxgstdgﬁﬂ%[){)b(%

comment: -. The program 340 is devel oped using the i Phone Software

Devel opnent Kit. (SDK) provi ded by AppRE. This is done usi ng the Integrated
Devel opnent Environment (1 DE) known as XCode. The SDK provi des an

Appl i cat i QRa L BRI B ameTatgd beveofraest ¢fARIplicafiorchby devdlopens.chet bee dlevel opnent
of applications for the i Phone. The Objective-C and C progranm ng | anguages

are used. tﬁ@ﬁoﬂo?ﬁé%%% HHYBRRé seRiegSor baviligsatarBRbbid pleor@ecttd, Touch AP
is an extension of coa allows the devel opment of prograns that run-on

i Phones 203 % PrFhichiee GPARA pEWé?*'bM 5688516 ifoehRtRorCand whldhaisvee. 9. Vi ew
n

Controller. a VI gation Contfroller, Data Views e.g. Table View and | nage

Virew, Inp t@g'ﬁlpgso\{l?do% sflafa &Wﬁ\%‘?ﬂs high @ity ghgsicand sliders, Wndows

Vi ews, rs’e arc navi gation Bar. The APl is used to
i npl e nt the core features of the program 340 such as applicati.on :
managefent, graphi cs and wi ndowi ng WD 2011/105967PCT/ SG2011/ 000078 26

support, S}Zent-hgngl i ng, user interface managenent views and controls, and
support f d web content. The APl also allows the retrieval of

?K/Efl er OWEPE g;ogggr% %40 is ggvglop&?%r opera :o%ea’d fhe R4 ' fd Ioble p%r?éé“ﬂd o€ g. the

and 118. This program 340 is capable of retrieving patient information from the
Cié 140, displaying the retrieved patient information and allowing a user to

10 review the ﬁatient information and offer a comment. . .

The program 340 is developed usng the ;Phone Soﬁware Deve&opment Ktt
(SDK) provided by Apple. This is done using the Entegrated Qeveiopment
Environment (IDE) known as XCode. The SDK provides an Application

', 15 Programmmg interface (AF’F) which facilitates the development of appitcatlons .

for the :Phone The Objective- -C and C programmmg languages are used.

The iPhone SDK compr:ises,the Cocoa Touch APL The Cocoa Touch APl is an
extension of Cocoa aliows the deveiopment of programs that run on iPhones

20 and iPods. The Cocoa Toubh Classe.s include Controllers e.g. View Contro!ler
and N-avigation Controlier, Data Views e.g. -Table View and Imége View' bnputs-‘
and Values e.g. buttons text-fields and sitders Windows Views, and Bars e g i
Search Bar and navigatioh Bar. The AP! is used to implement the core featurea_

of the program 340 such as appiication management, graphics and windowing



The i Phone SDK further conprises a core graphics franme-work nanmed Quartz.
Quartz allows the devel opnent of interactive G aphi cal User Interface
.(GJ'), based programs and includes a 2D renderer, as as_a conposition
engi ne t hveo 28em3857 nstructions to the graphics card. fﬁ?@cﬁqlé’ﬂ@o%rk

provi des the 10functionalities to for displaying, editing and nani pul ating
i mage data. The i Phone SDK al so conpr2&es ot her frame-works such as Open- AL
for the playing of audio, Myvie Player that allows for the playing of audio
and vi deo g 356t lveRthaedlinBuidatenestice mansgamenDiials am ngntfals, Bhe rapi d
desi gn and 15 devel opnent of the GU using the Cocoa Touch APlI. The program
340 devel ‘%Bﬁ;?br{ R 1448 RridWathGoriem! ThaPlil esopdipvasthefretrieealsyfst em 100 of
Figure- 1vv| now e described next with the aid of Figures 4 to 7.

Referring r RindHES afld RS- S RFiched o olg. tizer at |.ng t he
20 progr am é%%’ton{é%ef&&a Earﬂerat egpr ggr am 340§b| s launched. The program 340

has an as§ﬁ§ated info plist" file. The "plist" file extension stands for
property | The property list file essentially is an eXtendabl e Mark-up
Language (XM.) file which stores WD 2011/105967PCT/ S&011/ 000078 27
i nforndtion such as the icon inmage that IS to be associated with the

340, th Ref
P e+ dPeigi oMo s & R el e Fork s er T2 =7 200
of "URL Tyt eus e deigonspe of%af%?’%c% %‘Srﬁgﬁ"s% %%”h%ﬁfabgéﬁyi’y e TR
Identifier" 520 and " URL Schenes" '530. The Ulﬁl,_ enti flﬁ " e52(z) is set to
be "com céresy pifgsRBEFHY 'WQWDéﬁﬂ%?f@éa%‘ﬁﬁ amlcgﬁwp(?é S0 Ne schene

indicator, is set to be "nbaceapp”. This allows the 9ram 340 to be
| aunched that sends Instructsons to the graphics card. This frame-wor pro ides the

\\.z,.

10 | functlonalltles to for displaying, -editmg and mampulatmg 1mage data.

The iPhone SDK also comprises other frame-works suc_:h as ObénéAL,for'the
playing of audio, Movie Player that allows for the playing of audio and video,
and Interface Builder which is an IDE allowing for the rapid design and

15  development of the GUl.using the Cocoa Touch APL

The p_rbgrém 340 developed for use in the smart mobiie phones of the 'system _
100 of Figure 1 will now be described next with the aid of Figures 4 to 7.

Referring first to F‘fgure 4, Figure 4 shows a method 400 for operating the

20 program 340.

In ste;ﬁ 410, the program 340 is launched. The program 340 has an as$o¢iated_ SN
“info.plist” file. The “plist” file extension stands}fdr property list. The property list

file essentially is an eXtendable Mark-up Language (XML) file which stores



10 when a URI with the schene indicator prefix of "nbaceapp: //" is
clicked. In step 420, the program 340 retrieves patient information from
the CI'S 140. This is done by connecting to the CIS 14 j cat e
itsel f artiOeHaA®EBWnl oadi ng the patient information sgpe%%(?gg%i%ﬁ% he URI.
The program 340 has associated with it_an "AppDel egate" class which is
derived froman "U Applicati onDel egat 8? class. The latter class is standard
in the ' Phone SDK while the purpose of the former class is to control of

t he behaviigferrétidrheschrazghaincuviosagedhat is th de| zaspeiaiad Witlp theaRiCAERM he exanpl e
where the URI of "nbaceapp://192,168.1.100/axial" is clicked and the -

progr am 34Qoi the mrugehedamemndritie digpiaypal the states URr, a U Appl i cati onDel egat e
met hod wi th the name of "handi eOpenURL" is.inplemented. A prototype of the
"handl-eOpenURL" nethod follows. 28 (BOOL) application: (U Application*)
application handl eOpenURL: - (NSURL *) wurl { [self processURL:url]; return
YES; The "FE@?FQ&Q@@HH&’&%O RIGuANS vithen BROES &8 3410 diiet fikcef te priwattRl  and
parse for information present in the URI. This happens in a way which is

transpar e%a%érpoéégﬁdgﬁ %ﬁ'ed-ﬁﬂﬁ. THORE %W@e@létp?a?édtycﬁéib pyRas samet he UR

for a Server nanme a ataset. Taking the URI o

" mbaceapp: /fllégg -tﬁeg” %’% 40 g@a&%g{l{p@l? 0P RYRETBE fvo é&ﬁ?&%n\fﬁ [ NRMBRI S

"192. 168. £ _ e _ “axial". The follow ng pseudo code shows
how the et 8ha Hiu( ¥0héhhep 85 SHRLIRL NSHRbor 456 s SAASLBL 15 the

| '“com.cerefy.rﬁbéceapp"'arid “URL Schemes” 530, wh_ich denotes the scheme : |

- indicator, is set to be “m'baceapp".‘-This allows. the program 340 to be launched

10 ‘Wh@n a UR! with the scheme indicatbr prefix of ‘Tmbaceapp: s clicked.

in step 420, the program 340 retrieves patient information from the CIS 140.
This is done by connecting to the CIS 140 fo authenticate itse_tf and then

downloading the patient information specified in the URL

L _Thé p;?ogrém' 340 has aésociatéd with if an "A?pDelegate" class whichfis
derivécf from an “UlApplicationDalegate” ciéss. 'irlhe latter class is standérd in
the iPhone SDK while the purpose of the formef class is to control of th:e
behavior of tﬁe program 340 once _it is launched.

20

| Taking the example where the UF;’J of "mbaceapp://1 92,168.1;100/axiaf”l is
cfickéd'and t%re progrém 340 is launched, in ordgr to parse thé URE; a .
UIApricationDelegate rhethod with the name of “handieOpenURL”'is, o

implemented. A prototype of the “handieOpenURL” method foit_ows.



/] Convert the URL in to the formof a String Object. NSString * snms = [url
absol uteString]; 20//Now we split the nessage in to strings separated by
Mty i.e. we spllt 11192.168. 1. 100/ axial in to 192.168.1.100 and axi al .
NSAr r ay* meesagessosay = [ sns conponent sSeper at edBySt ri iEHRGHYONESt ri ng

*| paddress = [[NSString alloc] initWthFormat: (c)" %@, [nessageArray -

Obj ect At I ndex: 0] 1; WD 2011/ 105967PCT£8G2011/ 000078 29 NSStri ng

*dat aSet Nane = [NSString alloc] initWthFormat: @%@, [rnessageArray

bj ect Atindex:1]]; 5 Turning to Figure 6, Figure 6 is a schematic draw ng
showi ng the interaction between the smart nobile phone 110, 112 or 118 and

the S 1 ig%ﬁ@?gn{%ﬁﬁgat@ bR %Eétid@ﬁéﬁ@@@B@ﬁ@RilmS@ﬂ@ <pr 118

connects t enti‘cating and making a request for the
patient. inf &rerratl on using the dataset identifier. The authentication code
and the r st for the patient 10 information is transmtted in a POST or

CGET fornmat as request Optionally, the request may be nade
usi ng a HITPS f%jflﬁg?est?g%' quest based on sockets. If the authentication

code is valid, the gélent information is sent fromthe CS 15140 to the
smart Aobile pﬁﬁHE‘? 112 or 118. Otherwi se, an error nessage is
returned. An exanple of such a HTTP request using the GET format foll ows.
http://wwv. xyz. cbma/ ?UUl D=hasdf t yaq342347q346&dat aset nane=vbcn The

aut hentication code uniquely identifies the smart nobile phone and may

The “handieOpenURL” allows the program 340 to receive the URI and parse for
mformatlon present in the URL Thts happens in a way which is fransparent to

10 rthe user. The program 340 automaticaiiy parses the URI for a server name and
a dataset. Taking the URI of “mbaceapp://182.168.1.100/axial” as an exampi’e, |
the server name is “1 92.158.1 100" and the dataset is “axial”. The foliowing

pseudo code shows how the URI is parsed.

15 (void):pmc’essURL: (NSURL *jurl{
‘ ~ /INSURL is the input URL

| _- ./fConvert the URL in to the form of a Strmg Ob}ect

'NSS’cri_ng * sms = [url absoluteString];

20 //Now we split the message in fo strings separated by "/, L.e. we spiit
/192.168.1.100/axial i to 192.168.1.100 and axial. |
.NSArray *messageArray = [sms c:omponentsSeperatedByStrmg @”/ ’]
.NSStrihg *ipaddress = [[NSString alioc} ;nltW[tthrmafc.@"%@",f :

[messageArray ObjectAtindex:Cj;



20 conprise the I MEl nunber. The authentication code may al so be a
Universally Unique ldentifier (UUD) in the iPhone. The foll ow ng command
is used in the program 340 to extract the UU D fromt i String
*jid = HUﬂE%G?%@gﬁﬁgrentDevice] uni quel dentifiet WO ereBRfunPS 0
2011/ 105967PCT/ SG2011/ 000078 30 Optionally, the authentication code may
further conprise the phone number of £%e smart nobile phone. This may
introduce an added | evel of security. Since the authentication code is
uni que to the siESttingridstaSetplaores Imgﬁﬁimioﬁéiﬂﬁ%@Fpéﬂﬁﬁ@%@y the
clinician that is retrieving patient information fromthe C'S 140. The
aut henti cat i onresegeptragldbjedtAtingexanl; usi ng the system 100 nay be stored
in a table of the database 230 of the CI'S 140, thus mapping the
authentic§tion;code-of each clinician with his smart nobile phone. After a
successful authentication, the C1S 140 then sends the patient 10
information to the smart nobil e phone and the program 340 downl oads the
patient information into the smart nobile. The patient -information is

mul t1 medi & aido iR, 8 EBUR SR QehdihatiealawigBORRngaRlirgerantbryi deo. I n

t he case where e“request Is nade as part of an information refresh or

where ot her, L1 rieians. hayfe uRbaadsd 1 fhebi 1 AOGRBHSCIPAAEE S 140, the

patient i n nay utomatic y further conprise the comments and

f eedback fromt e cl.inici - i i i 430, the
pr ogr am 3#PHF o ‘Prb}het ﬂga&ﬁ?bél\%%gﬁhgégi%t ?‘ri%vogg 1fEﬁgH%§%t?faon{th@icr§lngrprmt i on,

and further also obtaipns comments 20rel ati e . Lent i tion.
The progréﬁ{)é’d@qt%@rﬁ@@@l‘%ﬁaﬁww {9 uesﬁj)c»ggipé @?@%ﬁ&@?fdﬁ%ﬁ"e‘#%?mf!@) :
paradigm where "nodel” refers to the data nodel, "view refers to what is
seen on t letaset @@ﬁf'%ﬁfdmﬁé‘Hﬁ}eﬁpF%tfm‘? %mthédﬁﬂ‘r’%?tg‘f”’te‘ﬁ% pa\fnle W'. Such
“controllers" for exanple include respé)‘gg? to events 'sq_g_lhﬂgs b_ut¥'0n clicks
and taps orotrhationds dansmittagbn g PRSI CrajPmal@SA SIS request

O;ﬁtionéiiy, the request may be made using a HTTPS request or a request

:

| based on sockeis.

| If the authentication code is valid, the patient information is sent from the CIS
. 15 14O to the smart mobile phone 110, 112 or 118. Otherwise, an error message is

: rétu}néd..‘ An éxamp}e of such a HTTP request using the GET format foliows.

-http://www.)%vz.cbma/?UUIDmhasdftyaqs’#ZM70346&datasetname=vbcn

The authentication code‘ uniquéiy identifies the smart mobile phone and may

20 ;sompriSe th’e:lMEl number. The-auihenticatioﬁ code may also be a Universally
Unique Identifier _(UUED) in the iPhone. The folibwing command is used in thg :
érogram 340 to extract the UUID from the iPhone.

NSString *id = [JUIDevice currentDevice] uniqueldentifier]; 'j



WO 2011/ 105967PCT/ SG2011/ 000078 31 "views" of it. Taking tonographic inages
contained within the patient information as an exanple, a data "nodel"
.conprising a volume of nedical imges may be viewed al ong the axjal,

coronal amd2edyPweal orientations. Reference i s made t'&EHGIHE i ch
shows the views present in the program 340 and the browsi ng sequence -for
the views. When the patient informati®d is downl oaded by the program 340
fromthe CI'S 140, the program 340 allows review of the views in the order

shown. 10 Jherbiiy, She Yidnlidabnicsddinss) Axelriceridiee BORaR eubemof710 whi ch
i ncludes those comments nade by other clinicians. The Text-View 720 is then

di spl ayed tﬁ&éﬁg\)ﬁ}h&@ﬁé&fb@.' THE dAXihtioBlI0E BRIARRIIEIN bisddigitpEin@nt

i nformation: ge-View 730 is displayed showi ng the inmages

i ncl uded in th jent inf i L Rak! MobihshoNadires 740 |
i spl ay ea B AG e Eliset 7 P A SORBH Hopi e e e eR g9 70 19

associated wth_ the patient .infor ' : A C ke st A8i ng t he
progr am 3&%\‘,‘\4’5‘}?“% ige 'F‘(an%%ti 't é&é%@bé%tlgxgﬁrﬁwggbﬁ(Ig[%ﬁ‘ae\%éébaﬂts e’“%tﬁe 8i ews
‘sequentially back and forth. t her I ¢ i ‘ j.ni-ci an
Chfends © 0oy RE P age A Al TR AR Pt BB sl e
first has to navigate to the Text-Vie : t hen. navigate fromth

Text - Vi ewarablerd tg%dﬁ@bﬁﬁ%zgﬁﬁgé‘?\%@)%éégu%ﬁéa%‘ e%fg‘%ngcgﬁ% Wl'e| | be
described in detail later in this speci,[i cation. WO ‘

2011/ 105969F€P SEXveiiganpits hpsmart mobile phane. \

After a sﬁccessful authentication, ihe CIS 140 then sends the patient”
10 information té the smart mobile phone and the program 340 downloads‘ the
pa.tient information into the smart mobile. The patient information is ﬁm!timedié
' and méy be a combinatioﬁ of text, images, audio and video. ih.'fhe' case where
the request is made as part of an information refresh or where other clinicians
have uploaded their cofnments to the CIS 140-, the patient information méy

15 | automatically further comprise the comments and feedback from these

clinicians.

| Returﬁihg}now fo Figure 4, in step 430,_the prog:ram 340 allows for thelkéyiew -
arnd editing of the patient inforﬁation, and further also obtains ;;omments
20 relating to the patient information. The program 340 is developed using the
“Model View Controlier” (MVC) paradigm,‘ where “model” refers to the data
modei, “view” refers to what is seen on the screen and “controller” is w_hat
controts the “.view”. Such “controliers” for exam.pjie include responds to?_ev\énts o

such as butfon clicks and taps on the screen. A ;data “model” may havé multiple



Returning back to Figure 4, in step 440 the comments made by the clinician
when reviewi ng the patient information displayed in the vi ews 710 to 740
are upl oaded back to the C'S 140. The comments t hat are u oaded conpri se
the edit e§0patyeMs7 i nf or mati on and observations made BSFYHEOLYIRIRi an. The
upl oad i-s perforned by switching to the I mage-View 730 and clicking on the
upl oad button 7306. The program 340 tRén autonatically connects to the CI'S
140, authenticated itself and then uploads the coments. As the upload is
under way, “ResPeoB Bikird/Ondigsaptay snages tentaitrederithén tiegvatiest shown in Figure
9. Figure 9 shows the screen of the smart nobile phone as uploading i S
undervay . i1 Abtidhgs Qh%xé;‘h le, bhixts omBEsl sotipmisingrevalpinead ededicadm t he smart
nobi | e phone 110, 112 or 8 are saved under a folder naned with the

111. 11D of; ma8s I%ﬁ)’ ?Q@bﬁ%i&@qﬂé 2k, cokdRalaindldaittal brientanbeer is created
ol der”

under a nmaimn t he dat'abase 230 whi ch contains the original patient
information. If the folder -does 15not exist, for exanple where this is the
first ti rre a clinician is making a conmment on the. patient information, the

rolder o S gledled i mlelh P e wﬁ.e@shbhmh@p@%eaegérﬁ P81 BRSO ref | ect

the upt Eerﬁgt “Yafionin the program 340. The real-time

updates ar ro din the E F\RidaRkl e- Vi ew

710 is aut%‘Hﬁ?“%bﬁWWﬁ’agtsgaU% fi)? g%blélg\ggng\éﬁe%é ?%'lgh&ff) e updat es show

any new commrents contributed b y be

avai | abl e nlprded y tfﬁd’m?ﬁ@s%d'(?ﬁf’ %hﬁd(l;lga{@/r%ﬁrehmg?%'?g 4?’”)2% é}'\;rggd to as
"sub-cases. The ugdatl ng mechani SH\ enabl es a parallel review of the patl ent

i nf or mat i oBviey @des vewsdn 1A eA°YEcess to the WO

2011/105967PCT/ SG2011/ 000078 33 patient information is free to view the

coments made by another clinician. Such a parallel reV| ew nmay permt a

noder ati on .of the observations of each clinician and Jn
col’| algr at Tranfirst view that is displayed is the EMR Table-View 710 whnch mclu es those

comments made by other clinicians. The Text-View 720 is then 'dispiayed nextf
which shows the text inforﬁwation within the patient gnformation: Next, the Image-
\l/iew 730 is displayed showing the images included i-n the patient infbrmatibn.
Finally, the Addio-Video View 740 is displayed showing a table vﬁth details of

| 15 the audio-video files associated with the patient information.

The chmczan who is uszﬁg the program 340 on h!S smart mobile dewce is
allowed to navigate the v;ews sequentially back and forth. in other words if for
example the clinician intends to go to the image-View 730 from the EMR Table- _
20 View 710, h‘e:ﬁrst has fo na‘vigéte to the Text-View 720, then navigate from the :

Text-View ?’20 to go to the image-View 730. The views 710 fo 740 will be

described in detail later in this specffication.



5 The automatic real-tine update functionality is inplemented in the EMR
Tabl e-View 710 by animating the view in the i Phone SDK. This allows the
repetition of actions after a specified time interval. In the present
enbodi merWo 241m@0e§ne interval. i s specified to be 30 sé’ggﬁff&?”f&&m{’%e end of
each time interval, the program 340 connects to the server and checks on
the availability of new sub- 10 cases3dr any other -updated patient

i nformation. The program 340 then updates the local information

accor di nglReturkite BHCRWS Figle HoinTeién thd thaltephrents madepydbeditidenl
informati on. The views 710 to 740 are descri bed next with the aid of

Fi gur es 7\%&9 EGewiHian8 phiei iRlemailch tipdBdan the vipheTedted4tisiag t he MC
par adigm whi ch allows the program 340 to have nmultiple views. Miltiple

views allg %dga’bg%x PEfleacidi . aheborhhenRAthiaeBte Llbadamddaprise thae
|

Text - Vi ew splays text information, the Imge-View 730 di splays i mge

: 2; or m : % zte%é@ﬁﬁﬁg%rﬁée’rﬁ{?"arw %%th%Ws?ﬁéhéjbﬁmea&ﬁumimemmbéd @eo

I ew Reference 1s now nade to Figure 8a

whi ch .gggﬁggépﬁe@%@%%}é mﬁl:éfciﬁrﬂage%e%h%opé&%lﬁfmw thENRIdEdR Tabl e- Vi ew

710 cor ontains a |1st of patient cases which the

L ol SIREh o | Bl L 50SHE BT Sago L 000078 54

icianis provide a third-party

comment. The clinician, my choose ich cas r - YRS, to view
The EVR Tasihentcaled tee” Bon iRt %‘i?ae%et‘i‘?”ia}ﬂgn% 43 ﬁf’o&@%%d ta)s‘ﬁ‘f SEINC N y
updates or refreshes every 30 seconds in order to .rgtr_i eye i¢ rd g-date
pati ent i HioPIPEEND 340 SHIPIEYR ORyTS FRECRD AN ES PRI EFPYY ot I98Fe 2 i ni ci ans.
Once the clinician has chosen the case that hg} nts to view, the next
page, i.eshowe theesaresn efiieanars mebis PRYBE 2s HROAANGFUNIA™MAY al so use the
button 7120 or button 7130 to : : .
10

At the CIS 140, the comments that are Qpioaded from the smart mobiig phqnej o
110, 112 or 118 are saved under a folder named with the UUIQ: of the smart
mobiie pﬁone 110, 112 or 118. This folder is created u_nder a main fciiq‘er of the
database 230 which contains the original pétient_ information. If the folder does

15  not exist, for example whére-this is the ﬁ_rst time a clinician is making a .

cornmant on the patient information, the folder is created.

in éte;ﬁ 450, real-time uédates ére performed tojr'eﬂect the ‘up-to-da‘rez pgtfeﬂt
inform:ation in the prdgram 340: The real-time u;ﬁdates are 'bfovidéd in.the EMR“.V
20 Table-View 710 and the EMR Tab_ie-\/iew 710 is automaticaily L:pdat_eé evary 30.
secdnds. Such real-time updates show any new ;:omments coniributed by a
third-party clinician that may be available on the CIS 140. These third»party
comrﬁents aa;e referred to as "su'b—cases". The updating mechanism enables a _‘ _

parallel review of the patient information as each clinician with access _jtc the



respectively navigate to the Audio-Video View 740 or the Text-View 720..10
Usi ng the MVC paradigm the EMR Table-View 710 is inplenented using the
Cocoa Touch U Tabl eVi ewmController class which acts as gdes@onigalker class,
and the WHaHME %W cl ass, which acts as the view class. The nodel |
associ ated with the view and controll g classes is the NSMWutabl eArray

obj ect. The NSMit abl eArray object is A array that grows in size when

obj ects are added 15 and the objects in the-array may be changed. The EMR
Tabl e- Vi ewafian: informatien isfregpigatiew the spmmante Mads By APIRYDAEEN - This i s done
using the StartAnimation function which is provided by the iPhone SDK. The
St ar t Ani msichm faratislireviewrmhappesnit Aeodesafigoot thatobsae/alipesolipafdt es every 20
30 seconds. By doing so, the nodel associated with the viewis updated with
i nf or mat i enicRhrdreMady beant tbkabotBiob40. The view then displ ays the updated
model . Text-View 720 WO 2011/ 105967PCT/ SG2011/ 000078 35 Fi gure 8b shows
the Text-View 720 of the program 340. This view is displayed when the _
clinician chooses a case or sub-case fromthe table of the .EMR Table- View
710. -Tge ‘ﬁih%‘ééﬁ&ﬁaii@yéaxlﬂﬁ%@ updHi® FUmREbeitY Rlithpidabnies initiehENR Rieblpat i ent

i nformati on downl oaded. This text information nmay conprise details about

the patieR} iRSHAGR: vidW6h tHEPBBhe IDRETHIS Bllowdhet relsbtitionf off mat i on
7210 may %?‘tﬁlﬁ@p bggahr%ﬁ%g@@w t\gl paranmeters such as the bl ood pressure,

pul se 1l ¢ B0R e\ QIR uflalenty o Y SRbohelBbARRN N T (e

clinician edit e text information 7210 by for exanple

upl 0adi N 8 fekk. dbfierInka Y Q0 M0 4 6 chBl BBk AL A chen Cl an Y

al so provi information 1n the formof text.

The Text-View 720 1s inple ted using the U | - | | ass. as
the cont FEPgram 3%%%%% @fﬁﬁr‘ﬁeﬁgngéﬁﬁgﬁ g?%%: \éag?ggﬁg}?fﬁ{eéﬁ%xt\ﬁ ew
view class. This class contral s the displ.a f i nformatj user .
Furt hdP, tBeeTBnambPiner UE%%traaé?“%ﬁ ‘g’”ﬁgﬁoﬁnﬁb%i’%’@fa% 4?3’8%‘% rg? ng. This
obj ect represents the nodel and . Lo

J F’ghé local information accordingly. The views 710 fo 740 then display the B

updated local information.

The views 710 to 740 are described next with the aid of Figures 7a to 7e. These
15  views-710 to 740 are implemented using the l\_/IVC paradigm which allows the
| program 340 to have mdttipie views. Multiple views allow a mutti—media-display‘
of the pa‘-tiént,information — the Text-View 720 :dis_piays text information},; the
' Image:View 730 displayé image information, vﬂﬁﬁé. fhe Audio-Video View 740 -
displays audio and video inforsﬁation, |
20 |

EMR Table-View 710

Rafarence is now made to Figure 8a which shows the EMR Téble~\/iew 710 of:
the program 340. The EMR Table-View 710 comprises a table 7110 which

' con{ains a list of patient cases which the clinician is responsible for, as:weli as .



stores the text that is to be displayed in the text view | nmage-View 730
Turning now to Figure Sc, Figure 8c shows the Inage-View 730 of the program
.20340. This V|em1d|splays t he i mages contained within the atlent
|nfornatnﬁﬂ2MTh@ﬂFhages may for exanple be CT, MR (offTHi®IPI%®"bdalities,
T1, T2), , and DTl images. Further, the inmage nmay al so be an ECG or an
EEG signal chart. WO 2011/ 105967PCT/ $£2011/ 000078 36 Using the case of a
set of tonobgraphic images as an exanple, this view provides the clinician

Wi th the QAN fcaurt i thd dinmiarhist dise indiovidiuathist-pargscemeentrake up t he
volume using a slice selector 7340. The clinician may then scroll, pan or

zoom t hrougfy 5h|ﬂ?ciérﬂi%§g§h$6§e Vet eBsy beviipgasd he vadritatecviaw, Tay B3R hen " edi t
or provide comments about the inmages by draw ng Regi ons of Interests (RAs)

on the imge %v@%&rﬁm %&4&%1@&%@1&6&@ O 14¢ aRDaubsi4tally 3pawedrt hen
drawi ng t he s may for exanple be a region where a stroke
infarct is & rSriBESRPIORGE: patidH: @F8Matiothe . vi ew
provi des 65 |onsn€% rrsp‘ig% Iﬁ?@?}égr?ttordpaw RE] reg I[-land ‘ a|Ion the form

of Iings, 19, 9% Rﬁ%asrrqr%gﬁe #ovifed %gto"{"igeg'léﬁnﬂ:rar%nCﬁllcl%'ﬂﬁ@ehma_gﬁ nEe s drawn

may beZer LOBFMN VI W pr an option for the clinician to

record his co nts i e form t£e stored
in the sn&OSHA 3%8‘*2%“’?%"8 t‘gtli ﬂ%ﬂ F%a;ge%‘ ?:%sm %C%B( ‘ véé "?Z‘?@ 5lraﬁage Vi ew
730|S|rrplerrented ng the U\/e olle n e ss and a

Ul Scr ol | Vicksp!ayasy Tae &E@gaﬁﬁ@yﬂgg&%ﬂ \ﬁ ékﬁf%’? Zlg&()} E)ﬁtju;rnn% o%de{r%rl de the U View
cl ass. The usa(%e of the Ul Scroll \étpg q(a ?.Ie the oth panni ng
and zooni HgsrECtivelge¥igairnP)tae AEICT'SEPo ?‘Q’f RS 865}4&% ‘the scrolling,
panni ng and zoom ng functionality, the ability to draw ROs is 20 conferred
by overriding the U View class. The U View class has for exarrpl e a drawRect
function which is used for the drawing of a rectangular .. The Quarf72D
APl i 30t hdssing e e Cetispdian. fhealgeR Vgt ﬁr\ﬁewﬁémémptea@r\m psigg &% draw t he

various RO s. :
Cocoa Touch UiTab!eVnewController class WhiCh acts as the controller class,

and the U}Tabée\hew class, which acts as the view class. The model assamated
with the view and controlier classes is the.NSMutabteArray object. Thga :

NSMutableArray object is an érray_ that grows in size when objects are added

| 15  and the objects in the array may be changed.

| The EMR Table—\/aew 710 is made to update :tseh’ once every 30 seconds This -
is done usmg the StartAnzmat;on function whtch is provided by the 1F’hone SDK N
The StartAmmaﬂon function ammates the view so ) that the view updates every .
120 30 seconds. By doing so, the model associated with the view:is updated with

information retrieved from the CIS 140. The view then displays the updated

model.

Text-View 720




WD 2011/ 105967PCT/ SG2011/ 000078 37 The I nmage-View 730 di spl ays an i nage. by
first reading the image directly fromthe downl oaded file using the

command: U I nage *image = [U I mage i nageWthContentsOf File:fil ]; Then,
t he read WHa#é1¥8¥converted to a CAE mage using the coﬁ@ﬁ%zgg@%%gg j

di spl ayl mage. = [i mage CG nage]; The CA nmage is a Core G aphics object. The
current graphics context is then obt aBhed using the command: 10CGCont ext Ref
context = U G aphi csGet Current Context(), The screen area over which the

i mge is digpbapathons thbFexdetesr ithetitheTrpgram 840i Bhia vieveisatigniavagthd may be
set manually or derived fromthe frane of the view. The image is displayed
in the arggdisthBelihibancbonssda case or sub-case from the table of the EMR Table-
15CCCont ext Dr awl mage( cont ext bounds, di spl ayl mage); Alternatively, the inage

may be di sph@awad. visé D@wdiSpiapetmBathforrationotznd tmags witdmieReattenbounds] ; 20
The image formats that are supported for display are formats such as TI FF,

JPG and PNG WhLER @56 SARRO THRdteRY infdtenaliBHire 8y ch@biTed et abowtrthe not

nat i vel y supported on the iPhone, e.g. the RAWfornat, may still be
Ousp’ ayed LBLit AnGANELBLEI Bk, RAIBROM WaLRL ATHE! 8K IARPEASH 9210 méP
- further comprise vital parameters such as the lbl'ood pressure, pulse rate andfor
any orther data of clinical relevance. Further, the clinician may be allowed to edit
the text information 7210 by for examplé uploading a fcext file containing |

modified information. Tbe.ciinicia'n may also provide comments about the

10 pétient information in the form of text.

The Téxf—VieW 720 is impiémented uéirag the UlTextViewControlier class as théf

controller. Associated wifh the controller class is the UlTextView viewlckass.

This class controls the display of information to the user. Further, the controlier |
15 class also has an object of type NSString. This object represents the model and

stores the text that is to be disptayed in the text view.

lmaqe“—\f'ie'w 730 . .

- :Tur.nijnég now tfo Figure Szc, Figu'fe 8¢ shows the ifrhage-\!ééw 73{:)- of the :progranﬁ?

| 20 ‘340. This view displays fhe images contained wit.hin the patient information. The
images may for examplé be CT, MRI {of muitiple modalities, T1, T2), DWI{, and |

DTl images. Further, the image may also be anlECG or an EEG signal chart.



38 Aclinician using the program 340 is allowed to mark RO s on the inmage.
This is done by drawing the RO s on the context, but not on the inage. By
.hot drawi ng on the image, the image data is not nodifi is drawn
by the cMArEIAH*Yr aggiing or sliding a finger on the ﬁéﬁ%ﬁkﬁ’é’w% i Phone.
The points of inpact of 5the finger on the screen are collected as the
clinician drags his finger along the ¥reen. These points which are
collected are then used to draw ROs of different shapes on the context.

. The col | eckirgnnardse bamisagofabmBgtaphicinages asamgxameplel 81 ¥akng pseudo- code.
10Decl are Mut abl ePat hRef PointsArray; If ( fingerDragging ){ Point pt =

get cur r enpRRidYs(the cRatiah $iih ey cdddiPof stroliipt throubbithe (ndividige siegeased ) (
Poi nt sArray. cl osePat h(); Poi ntsArray. drawOnCont ext.(current G aphi csCont ext);

20 The thi @fﬁgpﬁﬁ% BRI ushg thaicBGkisniVRS4tR T hbelisielan faetiRd may al so
be erased eting all the coI | ected points. WO

2011/ 1059@%#;?@%%&&;8@9%%' ; ﬁ!ég@la%ﬁﬁbt@traﬁémng Eneatittiictan eegr der by

selectlng i's inplenented using the standard

pud oTool 5% & %&g@&@@mé bhsoiitnblifabBhepe it reguieug data structure

W|tha proCerty Is created and t Igitized audio is

read in cgﬁg@, JHGST ol 1B ﬁ%@eﬂ‘i‘i‘s%%ﬁé’ﬁ?seg&ﬁﬁg tiierONENSn 2860 t hen added

to the qu progresses, " the audi 0. chunks at the head of

ate of LAE ﬁuﬁ{%%ﬁv‘?%st'h%ﬁééhﬂﬁsg%@ Hafif SeriiFBeeh *°@L‘*é*§eﬁsghn§ysﬁ?'s'et”g
of - channeREoRE BRrRbRGreE e B oy i & fglfah 1e FreSiAe TREGidE number
provides options for the clinician to draw ROls free Hand, or in the form of lines, '
10 dr ROls shaped as a rectangle or an ellipse. The RO!‘.s drawn may be e‘rased..
Further, the view provides an option for the ciinician to record his comments in:‘

| the forn;r of an audio. These audio files are stored in the smart hand phonélgnd,

the uploaded to the CIS 140.

| 15 The image-View 730.is -irﬁpiemented using the UiViewContro_!ler controlier class
and a UlScrollView view class. The U1ScrollView class in turn override the
UlView ciass The usage of the U!ScroliView class may enabie the smooth
.pannlng and zoommg of images. While the UlScrolfV:ew class contro!s the
scroihng pannmg and zooming functionality, the ability fo draw RO!S is |

: 2(')‘ conferred by overriding the UlView class. The UlView class has for.exa'mpi_e a .
drawRect function which is used for the drawing of a réctanguiar ROL Tﬁe

Quartz2D APl is then used to display images within the view, as well as to draw

the various ROls.



10 The Image-View 730 also is able to upload to the CI'S 140 the edited -
patient information or conmments made in the formof RO markings, audio
recordi ngs, text and/or video recordings. This is don i-Ag t he

upl oad b¥P3miA8®67 The edited information and/ or cowﬁgﬁ%gﬁﬁg%ﬁﬁrgt saved
into a separate |ocal 15 folder. The saved information is then uploaded to
the CI'S 140 by performng a web reques?. At the Cl' S 140, the infornation
that is uploaded fromthe smart nobile phone 110, 112 or 118 is saved under
a fol der naEBehaget Vi EsoWikiays art meageray firstubadiog phroimageidirectiy fromr 118,
This folder is created under a main fol der of the database 230 which. -

cont ai ns - the daivh@anal firaddifnihe dhenamtii on. 20 Audi o- Vi deo View 740 -
Referring now to Figure 8d, Figure 8d shows the Audio-Video View 740 of the

program 340. Tfﬂﬁﬁ%& *?m\a’?éi%C{Umn%‘g(eMa@nngiiH@Rnd%@;&bOﬁFﬂ%vﬂlémd?ﬂe sequence. The
Audi o- Vi deo View 7 confainns a table 7410 with audi o clippings and videos
WD 2011/ 105967PCT/ SG2011/ 000078 40 conprised in the patient information.

For exanple, the video may show the response of the patient who is

afflicted.by astrol SiivBHSH 305l SCTHESs LenEimeSmidaadl i st of

audi o- ¥i dé @rfh§sre§§§?1§§%gsd&‘%dﬁe?ﬁe T T L A b i's.of
interest to hi The sel ected clip is.the yed in a built-in
nmedi a- pl ayer. @ﬁ@%‘ﬁ?@‘f@ﬁ%@% \ﬁ'e‘%ﬁ“??(@& ol enent ed using the _

U Tabl eVi enControl | er and uses the U Tabl eView and the object to store
patient information. The inplenentation of the Audio-Video View 740 may be

stmiar : t Qi'htethllnqggl;eee !r;e anEngt‘e; 8Pap%f!cstorb?ecl;tl.v?hg %Blrr%ﬁ’}é';r%\évh%sln %’ont]e(}t is t_hen :
obtained using the command:

10 - CGContextRef context = U!GraphicsGetCuz_’rentContext();

The screen area over which t-he: imageris displayed is then determined. This
area. is a rectangle and may be set manually or derived from the frame of the
view. The image is displayed in the area using the command:

15 - CGContextDrawlmage(context,bounds,displaylmage);

AtternativéEy, the image may be displayed using {he commgnd:
-[d.}spia-y}m:age drawinRect:bounds];

7- 20 | The image formats that are supporied for dispiay:are formats such as TIFF,
JPG and PNG which are supported by the devicé. Formats which are not
natively supported on the iPhone, e.g. the RAW format, may still be displayed

using a conversion or custom interpretation process.



Fi gure 8e shows the playback of a video file in the Audio-Video View 740 of
t he program 340. Wiile standard nedia fornmats are support by the built-in
.medi a player, other formats may be supported by a process of ﬁﬁ \ rsion
and/ or i W@PPIEAET on. Audi o and/or video files are plfayeiy ‘%?ehe
built-in nedia player 15 which is part of the iPhone SDK.  In order to allow
this, -‘the Medi aPl ayer framework is add®d in order to permt the invocation
of -the nedia player and control the nedia player. The playback of.a nedia
file is aghigNesh usihgthd pegeammeands aliwdediRl mpek ROiapbdbk (megk. diffs ienane) ; 20
An enbodi nent of a nethod 1000 of conducting tel emedicine using the system

100 of Fi gike vl dr§w9«g%ﬁé RERd oRaKé cohisdyt, tienat on ¢fe iMaper 8yt dFvgog e 10
shows. t he net hod 1000 of conducting tel enedi ci ne using the system 100 of

Figure 1. VW0 201 ,%9@9@5&%&%@%%@89@381’%H@! is tirswr B the tinfigarmat i on i s

‘acqui red about a patient.” This nmay be performed during an energency

si tuation &#ﬁ%ﬁﬁggiﬁgﬁng& GuBCaEsapbr hePROAETTe bARR ordepaciarent of a

hospi tal . be“pertorned Inh a non- energency situation in the
ot or | 01 MG 1P G it A SR R e B B e Bh e

Vi deo or SGRS. FBRGT BRAGSMAR AL ARIoGN e et = SRR K e scan.
vector 10data such 28 3% &5ndk FRELABAAS e Sawthd 8l RBAY RTRIE! S such as a

using the following pseudo-code.

10 - Declare MutablePathRef PointsArray;
I ( finger.Draggéng ){
| Point pt = getcurrentpoint();
PofntsArraf.addPoint( pt )
}
15 - H{ fingerReleased }
Poi_ntsArray.closePath();

PointsArray.drawOnContext{currentGraphicsContext);

1

20 The thickness and colour of the ROI curve may be set. The ROl may alsobe

erased by deleting all the collected points.

Furth'er, the Image-View 730 has an audio recorder. The audio recorder allows

the clinician to recof“d audio comments about the patient information. The



pressure readi ng, sugar |evel or pulse of a patient. The vital paraneters
may be contained in the formof a text file. In the case of an energency,
information such as the CT scan inage or the video or @uydiQef ings may’
be usef ul WPt ¥bkes, and ECG readi ngs may be useful for c?g{r@iggggai | ments.
15 I'n step 1020, the clinical informatjon acquired is uploaded to the CI'S
140. A communications link is establi %ed to the CIS 140 in order to upload
the clinical information. In acquisition devices which have in-built -
comuni catdlioicanceamrdihe atdis rasordas\oy seleclivodhe Hulon i73ked RS 8 an interface
e.g. an i Phone dock- 20port interface to an external nobile devicce to gain
conmuni catiirphgnaragabiing thestantar AutioliooBax feme-MoRkaymligbigdn 8 abl i shed
directly fromthe acquisition device to the €S 140. .In devices w thout
cormuni catipagise SBRARI duducesta binectarequitn e iish i Firsit @eirprapgrivoe creaifgf erred to
an internet enabl ed device such as a | aptop, a notebook PC or a :
conventio (rigmd tRE di izl Rd Brredd it ehuirike dleBtit 40m thé2nickmtiess. Trertthe CIS 140
may be made through a wired network, a W-FI network or a nobil e network

using 2% 5%&&%@' henteebae 8EYqieh ABSHhERRSIGINg PlGes&E thechudio.cal
informdtion to be uploaded is zipped, archived or conpressed into a single

file. The HHL,ES L SthE MR YRk d Srelf18gfsSivifilie-4ee anctwatiagicealile is
I'S” may

upl oaded, may have the advantage of producing greater ease of use as

the upl Oa%r‘,grh%;s%ﬁ\i AL dritheSu8h LeTRERuAbeF BaRATBaibEE pBR¥old edi ous.

As an exa er advantage, 1t may be difficult to be upl oading

muitiple L0 hac htgf{giscﬂg;?ocgﬁég’%‘e{cﬂ KB bbb £ B 518 & BhiB%rdAee |9 a need

to attach PREPESF _ n or prevent spurious uploads, each -

acquisition device |o in to the.ClS 14 [ ploading its information.
The login W%£§§ﬂﬂ?rg§%f'e'é\ﬁe'ﬁ° Hgg’}%r?g ”é"“%ﬁ%%%%nd stored in a database.
The details fromthe database are used to authenticate each |ogin. Wen

upl oadilng - the file into the CIS 140, a selectionis nade to indicate the

clinician who should review the information. 'S b sel ection by a
‘ The tmage-View 730 also is able o upload to rt}we 555 %45@?}/8 eaefte%-pa%enf: y

inforrﬁeition or comments made in the form of ROE markings, az,;dio recordings, ._
text and/ot video reéordings. This is done by selecting the upioad buﬁoh 7330.
The edited information and/or comments is first saved into a separate focat
| 15  folder: The saved information is then uploaded to the CIS 140 by performing a

web request. At the CIS.MO_, the information that is uploaded from the smart

mobile phone 110, 112 or 118 is saved under a foidér named with the UUID of -

| the smart mobile phone 110, 112 or 118. Thié folder is created under a:nﬁain o
folder of the database 250 which contains the briginai patient infdrmatic:);x.

. Audio-Video View 740

Referring now to Figure 8d, Figure 8d shows the Audio-Video View 740 of the
progrém 340. The Audio-Video View 740 is the last view in‘the sequence. The

Audio-Video View 740 contains a'table 7410 with audio clippings and videos



20 human user, or may be an automatic sel ection made for exanpl e dependi ng
on " the nedical condition experienced by the patient. Further, the
.selection may be made off a list of all experts in a i ield. WO
2011/ 105989 PEEHIEE5011/ 000078 43 Optional Iy, nultiple %ﬁ‘ﬁﬁ%&a’ﬁ’é"”ﬁ’%y be
sel-ected -by selecting broad clinician categories. The categories may.group
clinicians according to their special#Pes such as e.g. neuro-surgery:or
radiology and this information is stored in the database 230. .By sel €cting
a cat egor yonipMBeastrgesioat mfemation.dierexamse ehe M3 may ebo thd i ni ci an
listed in that category. There is also a provision to send an SIVIS nessage

to an "ot hggsinse al GEOpitiert who iQatidlted by v staykel Therdnicknne fieats whose
specialties do not fit into any of the other categories. The clinical

i nf or nat | %%&{@Ehei &t UPhaRERskidoSiles QIrRSinkd it e bR AADsabenps fikethany
10exi sting I nformation about the patient to collectively form patient

| nf ormati Qs T0GH3b i EAL THOLOBEBY A d h disydcnl slbnk iOmsthepels:, 140 may
se e no

al so be u O - prepare t spital for treating and receiving the
patient when the anbul ance arrives. 15In step 1022, the CI'S 140 generates a
Uni ver$al Resource Indicator (URI). which indicates the location at which

(1 Do g O A PP S BT the 1AL HrdF 2
ey 192 08010 00 ASEARTE OB g btk rhge case where (he
' Emplemenfa{fon of the Audio-Video View 740 may be similar to the :
impletﬁen’taﬁon of the EMR Tab!e-VEew 710. |
S | |
Figure 8e shows the playback of a video file in the Audio-Video View 740 of thei
p_rograﬁ 340..While standérci media formats are support by the -buiit-in media _
player, othér formats may be supported by a process of conversion a'n:d/or |
interpretation. Audio and/or video files are played using the buiit;in media piayér
| 15  which is part of the iPhone SDK. In order to aliow this, the MediaPlayer frame- o

work is added in order to permit the invocation of the media player and éontroi

the media player. The playback of a media file is achieved using the com mand:

: mediaP[ayer.piayback(mediaﬁiename);7 _

-200  An embodimént of a method 1000 of conductringitelemedicine using the’\ system"f o
100 of Figure 1 is described next with the aid of Figure 10. Figure 10 shows the

method 4000 of conducting telemedicine using the system 100 of Figure 1.



of a format that is not conpatible for display on the smart nobil e phones
110, 112 and 118, a conversion may be perfornmed by the CIS 140 to convert
the information into a conpatible format. Taking for f156ansi mages of
the WO 209#PHI8YE7PCT/ SG2011/ 000078 44 DI COM format, these inages are
converted-to the TIFF format so.that they are corrpatlble with the smart
mobi | .e phones 110, 112 and 118. -In stéﬁ 1024, an SMS nessage is sent to the
smart nobi |l e phone of the sel ected clinician. The SMS message contains the
URI that s gened s, edformatiineip ataited ZheuSMBatwyshiyje may prppeermiebm the C S
140 by way of an SMS gateway. This SMS gateway may be co-located with the

Cl'S 140, ofuriyarPémbegined sivationfin amarnbul€h& dAln AthideSMs bTeargagey i S
delivered fromthe SM5 gateway to the smart nobil e phone of the sel ected

clinician (%@E%%p@rtmém bea A8sgiel emomayaiowpe lperfbrméd Bpa 2080, . the clinician
receives the SMb nessage at the smart nobile phone and activates the URI

contai ned | $929% wakR 9B hbastar THR cinkBEMRrimadbaad or . Taki ng
the URL Ofér{ﬂgrtdéﬁg g@’a%% //192W168 10. 10/ dat aset nanme" as an exanple, the URI

schene J ndj ca 1516 gbRbe$ GRARKEMLNGE Gt drdent i fies a
progra 340°% ?1'8@ L“Llsgu‘:jc'on I gur e?léciws%and I e ?he URI . ﬁmn step91032, t he program

340 that i S i dtfeint' fied for handling the URI is started 20autonatically on
the smart * phone. Usi ng the earlier URL exanple, in the case where
the smart nobile phone is an i Phone, the application which is associated
with the URI schene indicator "nbaceapp://" is automaticall y | aunched.. The

utomat | ¢ Cres RATTRE e £emo sy TR treba e "o
2oLt/ 10596\Z§g érs gd% }éc%?c?;g;s? of a patient, image data such as a CT scan, vector
10 -data such as series of ECC readmgs, or vital paramaters stich as a blood
préssui'e reading, sugar level or pulse of a patient. The vital parameters may be -
contained in the form of a text file. In the case of an emergency; infor_mation :
such as the CT scan image or the video or audio recordings may be u;efui for |
strokes, and ECG re'adings may be useful for cardiac ailments. N
15 - -
in step 1020, the clinical information acquired is uploaded to the CIS 140. A
conlxmunicatidns link is established to the CIS 140l in orde:f_fto upiocad the clinical
infdrmation In acqgulisition deVices which have in-buift comfnunications |
canabuimes or devices wh;ch are émk@d via an mterfase e.g. an iPhone dock—
20 port interface to an external mobtie device to gam commumcatlons c:apablimes |
the communications link may be established dzrectiy from thel acqunsﬂmn dev,acsl |
to the CIS 140. In devices without communications capabiiiﬁeé, the acquired

inforrhation may be transferred to an internet enabled device such as & japtop, a

notebook PC or a conventional PC for transfer on to the CIS _140.



45 speedi ng up the process of contacting the clinician. This may al so
i nprove the speed in which patient information is pushed to the clinician

.and may i nprove the ease of use. In step 1040, the pr sends a
request c‘gatz%?i”ﬁi’%"i@ the URI to the CI'S 140 in order to%ﬁﬁ%@@‘@ﬁ% pati ent

informati-on. In'the same step, the smart nobile phone also identifies and
authenticates itself with the CI'S 14042This step is done over a data
network such as a W-Fi network, a W-MAX network or a nobile network using
2.5G nobi | e technol ogy such as GPRS or a 3G network 10 using for exanple
Uni ver sal- Mobil e Tel econmuni cations System (UMIS). The request contains a

device | D wak&dy th3ha! 663l 180 mdydeniisbigith@ughe wired hetwdrk| e Ve meteotd
aut henti cating access to the patient information. The device ID is unique

to each deyiLa.aRdno@RY ICOUTRG hSRs/BoEmbBiS tRRhbRRGIsubB R GPRIWrUMTS.
15i dent i t;e/a/r(afwl% ggirrllunb{ar. e device |ID may aﬁgg further conprise the phone

nunber. The latter provides an added | evel of security. In the case where
the smart nobile phone is an i Phone, the device IDis various referred to

Rt henti cal o et HitBreR B bb LPBegs iy Zhref e e Dy P Bret ot 0 f ent
nf or mat i crsiagecanpr e b fed R BIES, VAR AT A AR S mer o
o cal - WoASED) RiSgey bei Louetobo s da P Rb sl RS A o mat i on
may furt hetjp.fgaodrirr?gr é}fsrgq‘!tﬁgi% 1’"JrlTeEsdé>r~C izrirlagregca?gtrgs g&imgitjsrrgeo%yge {Eag,%ugfi ;[\'s %Qt -
exampie of the latter ad:va-n’cage, it.‘may be difficult to be upioading multiple
10 a&achments in é single e-mail in a single go as there'i_s a need fo aﬁacb the

files one by one.

in order to prevent spurious uploads, each acquisition device ibgs in to the CIS
140 before uploading its information. The login and password of each user is -

15 encrypted and stored in a database. The details from the database are used to -

" authenticate each login.

‘When uploading the file into the CIS 140, & selection is made to indicate the
| ciiniciéni wﬁo :should.review the information. This may be a selection b.yji‘a
' 20 | ﬁun%én' L?Sé:, or may be ;'an automatic séiectio'n' r_ﬁ'ade for exar;nple depeﬁding on.
the .medical condition experienced by the patienf. Further, the selection may‘be"

made off a list of all experts in a particular field.



The patient information that is sent nmay be a subset of the patient .
information 5 that is uploaded to the CIS 140 in step 1020. Taking as an

exanpl e the case where a DICOM i mage i s upI oaded to the step
1020. TheWPr#ge'¥6htains a first portion with netadata %ﬁ%ﬁ‘?zg}ﬁ&'ﬁ%&det ails

of patient, image specifications and image acquisition details, and a
second portlon with the imge itself.4Phe nmetadata of the flrst portion may
‘be extracted at the CI'S 140 10into a text file and be sent to the smar t
nobi | e phapgticseparmatitple dinioiansteas be setbotrst by saiechig brogd\elipigEn i t ate 't he
handl i ng of |arge datasets and thus may reduce the strain posed on network
resources. categorxeé'h?hébﬁjégoﬂés e 4roup tdGanmpchberdiwdn ther srecaltigush”  of
patient information 15 fromthe CI'S 140 to the smart nobile phone 110, 112

or 118. InysheR el®A4fburd-Rar dee*]br@dﬁdowbh@msl;nﬁﬁmamiﬂ iostdred ¢ thel ayed on a
screen of the smart nobile phone 110, 112 or 118. This is done by the

program 3%%%%3%‘23%“9\9’%@1&%%%&@0%ni;msrmbbg Mr@%@nﬁfatﬁﬁﬁﬂvef@mf vi ews,
where each viewis 20 associated wth a particu node of information -

the pr ﬁgr B340 2R ofni Eaﬂ"ﬂs{e‘&iﬁn%@t%‘i%@ 'l"f?&b%ﬂalsb%%ﬂbd@oﬁ&h@knda view for

t ext formation, another view for |mage i nfformation and yet another view

for audi o-y g8 n@g%&’%ﬁbaa‘?}“m@ t,érge&@a&%rﬁﬁ@rﬂgamm ayed i s

mul ti nodal®" nna ure. the clinician to better -

under st and the Si tu ti gﬁ} %%O},Rgp,;e othgaét%géﬁgé) 1050, the clinician

revi ews tméh I'on an es comments about the
i nformation. The comrent S corrprl se edited patient infornation, observations
as well as regions of interest (RC]) i ndi cated upon the 5patient ‘

information. In the case where t a bélethgrgage |slan I hgne t he
RO s may Deendaicat inkamatign tht ‘%9108 '? plREed g tr (AR AU r%ape of a
rectangl e or an ellipse
10 existing information about the patient to coliectively form patient mformatton
The patient information that is resident on the CIS 140 may also be used fo

nrepare the hospifal for treating and receiving the patient when the ambulance

arrives.

15  Instep 1022, the CIS 140 -generates a Universal Resource Indicator (URI)
which indicates the -ioca_ﬁon'at which the patient information resides. An
example of a possfble URI may be a Universal Resource Locator (URL)-of the

form “mbaceapp://192.168.10.10/datasetname”.

20 _-Optzonaﬂy, in the case where the clinical mformaﬁon uploaded to the CES 140 zsi. .
of a format that is not compatibie for dzspiay on the smart mob:ie phones 110,
112 and 118, a conversion may be performed by the CIS 140_5:0 convert the

information into a compatible format. Taking for example scan images of the



The comments are nultinodal in that in the case where the clinician makes
an ‘10 observation about an inmage, the clinician may nmake the observation in
.the formof drawing an RO indicating an affected area on the image, as
wel | as iwebkudiipgst ext and audi o remarks. In step 105ZCHHEZOEHRPY® nobi | e
phone upl oads the coments onto the CI'S 140. 15 This may be done _
automatically by the program 340, or ##e clinician may have to actively
start the upload. In the case where the patient does not have an existing
medi cal higEeny iedndiames@ yagsi St icogvenatrentie HESdoinadted that they laee pat.i ent
information, the comments that are upl oaded serves to create a new nedi cal

record forco%-{b%gpl%t»?iﬁmhe érﬁ‘ar@hﬁl@iié@ﬁ@m.eé heocomend $18pl oaded onto the as
140 are avall'able for review by other clinicians. This may permit a live

di scussi on forum between clinicians attending to the patient. The
observations, edited patient information and indicated RO s are shared

bet ween clinjci LR Cl I } i -
20117 10506YPEH B P D00 TS 5 Bhaarad ety or A oran % om the 'S
140. CLini.cians, may .th I t . ‘ | RikGy an and
post t Rei Pel?ﬁ?dc@m%?‘?}'@mg?ﬂ%&%%g éﬁ’jﬁg‘ﬂ%‘?{bﬁég aft gégﬁﬁéttegl? %ggdconduct
of ‘a parallel revi of a case, an u {s- di sci pl'i nary
col 1 abor at'O8a: %‘é‘? %WF?g%ﬁsedu@sﬁ‘gF@é@c?‘%g}%%g}/gﬁyzoﬁﬁﬁ%é’a di fferent
dormai n, for exanple a coll aboratiqn between, a.r adi LSt an o
neur osur g&GEWa [ieS VatataNaY E‘aé'%%?c?' , a?%%%me glsoﬂ%@ioégf‘%ﬁ?%t ory are

al ready. present for a patient, the new coments are a nd t he

exi sting hostesrmwawiomibe 31881 The Shdp (1eseges b’%m‘g?'!"ﬁrépfffﬁ%mgﬁﬁﬁ% 340 may
automate the retrieval of updated patient information by re eg_ﬁi ng the

st eps 104@atev@ptodhe smcammagiia et thetseiacdpd cliniciyn agigse 56’88 f 30 seconds.

10  telephony network.

in step 1630, the clinician feceive's the SMS message at the smart mobile

phone aﬁd ‘activates the URI contained in the SMS message. The URI has a

'URI scheme .indicator. Taking the URL of | |
15: “mbaceapp://192.168.10.10/datasetname” as an example, the URI schéme ‘

indicator is “mbaceapp:/”. The URI scheme indicator identifies a program 340

that is configured to handle the URI.

in étep 1032,': the program 340 that is identified for handiing the URI is started

'_ : 20 automatically on the smért mobile phone. Using. the eariier URL examﬁle, in th-:se" o
case V\:fhere tﬁe smart mobile p.hone is an iPBdn_‘e, the application whicﬁ ;ié
associated witﬁ the URI scheme indicator “mbaceapp://” is autdmaticaliy
launched. The identification of 2 prograrﬁ 340 for handiing the URI, as well as

the automatic starting of the program 340 may confer the advantage of



It is envisaged that in alternative enbodi nents, other nessagi ng systens,
e.g. 15 email'or instant nessage, nmay be used in steps 1024 and 1030 in

pl ace of an SM5S nessage. Taking the exanple of where e .%3%§“ﬁa?g’ in step
1024, theWORP1igeWetated at the CI'S 140 in step 1022 ma QLS ¢ he
smart nobil e.phone of the selected clinician as an email nessage. In step
1030, the clinician receives the emai Fbmessage on the smart -nobil e phone
110, 112 or 118. In this 20 case, an email gateway may al so be used at the
Cl'S 140 i nglepathgQip thePWbcagatod cayta2liy thel@inkdamelhis amyraley ingvove e pati ent
information fromthe C'S 140. In such a case, the nessage may be sent.from

the 018 1400ef i§ WARH OB RNOWRITmLI6R METhuG et thathe chiditlanrandandy eproeeei ved in
step 1030 at a smart nobile phone 110, 112 or 118 over that comunicati ons

net wor k. SHBRLE ,80bi | e phone 110, 112 or 118 5 may then in step 1040
send t he Fggtﬁ}est “cont aining the URI to the CS 140 over the sane

comuni cations network as that used in step 1030 and in step 1042, ‘the CI'S
140 sends the patient information to the smart nobile phone 110, 112 or 118

that | gat,j | -cRusl iGRETINE LRk twor k
Por exampi |8 B o4 hf Boghgh *Rlsanit slteBuan B FRROTRE A K6 BREcrt vor i may
| t ti nbodi ts, it i i .t .h i h 110,
T12 and 1 1EOGrRAr s iy SRt IaRRR ot e MBe W B R PO DS ar
bi | h 110, 112 d.118 te,. | o i i ent
"ot or mat | GHobeaehang alfe EayiseatbenreriEdtRe e kPR B Gl 40 SHis PRRL “oae
1o ngonl ys dRes oves 2 SHRIVEI e 0T renusne YV MB TErgo e A T I

conbi nation - ‘
mobile network using 2.5G mobile technology such as GPRS or a 3G network

10 ulsing for example. Universal Mobile Telecommunications System (UMTS).

The request contains a dévice tihif:h islused for.identifying the smart mobile
phone énd'authenticaiing access té thé patient information. The-device IDis
unigue to each dévice and magl/ comprise the International Mobile Equipment ,
: 15 ‘Edentity (IMEI) number. The device 1D may also fgrther comb:risfe the prhé
‘number. The latter provides an added level of ‘sécurity. in the case whéré the

smart mobile phone is an iPhone, the device ID is various referred to as a

 Universally Unigue Identifier (UUID).

20 Instep 1042, if authentication is successful in step 1040, the CIS 140 sends the -
| patient information to the smart mobile phone over the data network. T.hé
natient information may comprise comments anc‘iobservations made by other

third-;ﬁarty clinicians. Further, shouid the patient'have an existing medical



with the web-server 210 and SI VIS gateway 220, the program 340 runni ng on
the smart nobil e phones 110, 112 and 118 nay permt the clinician to

browse, view, edit and record observations on an exi stj ti record.
Such a 20VeeHAdYEP®he node may all ow the smart nobil e pprs?g%ec’g%ﬂ’g@%llz and
118 to be -used as a teaching aid where an instructor is able t
denonstrate the analysis of informatid8 in a classroom W -

2011/ 105967PCT/ SG2011/ 000078 50 I n alternative enbodinents, it is also
envi saged rebatd, tHaep Bt ibidmatiyn pexf fartheedbmprige tfe tmbeicpiatecenttor nf or mat i on
resident in it.. This may be done by .a user ‘at the C-S 140, or nmay be- done

aut omat i C Hidt¥rusH thE pafdre. al gorithmthat runs in the CI'S 140. A further
possibility is for the smart nobile phones+»110, 112 and 118 to be - used in a

non-emergency setting as a way to evaluate results. Gound truths may be
generated on the nove by a person view ng patient .i nformation. 10Wi | st

exanpl & eraldRRl fidndiBF AVECOLARaBY @ DRRA! HESETHRER ifdrAgla) [, many
variations are possible wthin the scope of the inventi-on as wll- be clear
to a Slé' | ltﬁgt zg. %Eﬁﬁgied t&&%at?i351140 in step 1020. Taking as an example the case

where a D!COM'image is uplcaded to the CIS 140 in step 1020. The image

contains a first portion with metadata containing details of patient, image

specifications and image acquisition details, and a second portion with the

image itself. The metadata of the' first partion may be extracted at the CIS 140

10 -into a text file and be sent to the smart mobile phone separately from the

‘second portion. This may facilitate the handling of large datasets and thus may

reduce the strain posed on network resources.

The steps of 1024 16 1040 may be seen to be a “push” of patient information

15 from the CIS 140 to the smart mobile phone 1:10,; 112 or 118,

In step 1044, the refrieved patient information is displayed on a screen Ecn‘. the "
-smart mobile phone 110, 112 or 118. This is done by the p"ro.gram 340 which
shows the patient information écross a number of views, where each view is
20 .associatec'i with a particular mode of informatién - the program 340 has a view S
for electrohic-medical rejcords‘(.EMR), a view fc')r;t'ext informatrioh, énotﬁer view | -
for imége information and vet another view for a:udio~video Enformatio'n.lThe'
patient information that is displayed is mt;lltimodat and multimedia in nature.

This may help the clinician to better understand the siﬁ;ation of the patient.



Clains 1. A nethod for reviewi ng patient information residing on a server,
the nmethod conprising the steps of receiving at a plurality of

nobi | e devi ces a nmessage fromthe server, the nessage g(ﬂﬁu% 60e,ﬁource

i denti fi S¥O34dAEPY4t ed with the patient infornation; and eac of the
plurality of nobile devices: (l)retrieving the patient information fromthe

server using the 10resource identifi ef’r? (ii1) displaying at | east
part of the retrieved patient information on a screen of each of the nobile
devi ces; (iii) review ng the displayed patient Information;

and upon- an individual operating of one of the nobile devices generating 15
a comment |n step 1050 k) clifigas edvibventheddisplbgedrpbtidre infornates: ampl madeng t he
comment to the server; (v) the server relaying the corment to the

ot her sai oAk B8Mi BRSAfoRsIEhTha diintmahistabrefrisernstitetihatibst oper ating t he
nobi | e devi-ces in parallel 20can coll aborate to review and annotate the

patient | "Wahﬂ%c%]re? RbsémhiendBt Ref a8esgbHE BYirtereat RO Inddis€Lpot B2 Message
i s pushed fromthe server. : ) : o . o
5 patient information. In the case where the smart mobile phone is an iPhone, the

ROis may be made freehand, or may be a line, or may take on the shape of_é

rectangle or an eliipse.

" The comments are muttimodal in that in the case where the clinician makes an
10 ro‘bservation about an image, the clihician may make the observation in the form
of draWing an ROI indicating an affected area on the image, as well as includihg

text and audio remarks.

In step 1052, the smart mobile phone upl’béds the corﬁments onto tﬁe CIS 140.
| 15 This may be .do'ne automatically by the programf 340, or the dini_cian m'ayfhave '

to actively-start the upload. In the case where ftﬁe patient does not have an
existing medical history or have any existing comments associated with the
patient information, the comments that are uploéded sarvés to create a new
medical record for the patient. |

20 |

.. in slte;':r 1060, the comments uploaded onto the C_IS 140 are available fbr review
by other ciinicians. This:may pern'ﬁt 2 live discuésion forum between c!linicians‘ :
attending to the patient. The observations, edited patieht infdr_ma‘cioﬁ ahd

indicated ROIs are shared between clinicians when each clinician retrieves



SLL P 52 3. The nethod according to claim1l wherein the nessage is
recei ved over a first conmunications network; and the patient |nformation
.is retrieved at each of the nobile devices over a sec
comruni c&Y? YHE145¥ ' wor k, the second communi cati ons net \Ag‘il{(scl%gumooog; di fferent
5 network fromthe first conmunications network. 4. The net hod accordi ng
to claim3 wherein the first comuni ¢ ions network has a wi der coverage
than the second comuni cati ons network. 10 5. The method according to claim
4 wher ei nupdmeﬂasﬂagenfosn@mrh’mmfth©ﬁilﬁﬁéos@imf@iﬂnﬁd’?%\aﬁﬁndﬂ-ﬂiﬂW@Oﬁl urality of
nobi | e devi ces sinmultaneously. 6. The method according to claim4 qr 5
wher ei n t b Ednimbne@ambineatiitican matvmsk teir revh comduads onettei RS 15 7. The
met hod according to clairn 6 wherein the broadcast network is sel ected from
the gr OUpﬁ@”ﬁi@Ha'S}gaélfitate the conduct.of a paraliel review of a case, and may

further allow a multi-disciplinary coliaboratfon between multtple experts each

5  specializing in a different domam for example a collaboration between a

radiologist and a neurcsurgeon.

" In the case whéré existing comments of medical history are already present for

a patient, the new comments are'éppended onio the existing comments or

10  medical history. Optibnalty, the prc:gi;am 340 may auiomate tﬁe retrieval of
updatéd patient information by repeating the steps 1040, 1042 and 1044 at |

regular intervals, e.g. once every 30 seconds.

it is envisaged that in alternative embodiments, other messaging systems, e.g.

5 'emai!’.or instént messég.e, may be used in s’geps 1024 and 1030 in place ofan .- -
SMS message. Taking the example of where érhail is used, in step 1024; the -
URI generated at the CIS 140 in step 1022 lmay be sent to the smart mobile
phone of the selected clinician as an email message. In step 1030, theﬂciinicia.n o
receives the email message on the smart mobile phone 110, 112 or 118. Inthis - -

20 case, an eméi? gateway may also be used at the CIS 140 instead of a SMS

gateway 220,

Furth.er,. it is envisaged that the smart mobile phones 110, 112 and 118 may use

a single communications network to both receive a message from the CIS 140,



a SNI'S network; and an ermai|l network. 20 B. The nmethod according to any of
clains 3 to 7 wherein the second conmuni cati ons network has a greater
bandwi dth than the first communi cati ons network. AME SHERTaTEA AU
MCSLLP 530 114K et hod according to claim8 wherein the second

comuni cations network is configured to provide data access to the
internet. 10. - The nmet hod according to*®laim8.or 9 wherein the second 5
comuni cations .network is selected fromthe group consisti n% of : a WI-Pi
‘network; as@RASsTetrevekhe aatierirnfomrsioretramrtke CIS 140. In such a case, the

" message may be sent ffom the CiS:,14O in step 1 024 over a communiclation:é : '
network and be received in step 1030 at a smér{. lmobile ﬁhoneﬁ'!(}, 112 or 1‘!8
over tha{ communications network. The smart mobile p‘hone 110,112 or 118
5 lmay then in step 1046 send _thé request containing the URI to the CIS 140 over. _
the same communications network as that used in step 1030 and in step 1042,
the Cié 140 sends the patient information to the smart mobile phone 110, 112
or 118 over that éommuhiCations-nét\Nbrk. Such a singie communications
ne‘t;/vork méy for example be a Wi;Fi, 2.5G (GPRS) or a 3G (UMTS) network. |
0 : : ‘
| in alternative embodimehts, it is envisaged that the smart mobile phones 110,
112 and 118 additionaiiy may operate in a standalone mode w'!;seré the smart
mobile phones 110, 112 and 1‘18.opérate, purely to 6nty retrieve-patient
infdrmat_ion that is aiready resident in the CIS 140. The standalone mode may
| 15 act aé a ndn;synchronous and non-real-time telemedicine fra_imework Qis&ng .oniy'_ -
the CIS 140 and the smart mobile phones 110, 112 and 118, n combination
with the web-server 210 and SMS gateway 220; ‘the progrgm 340 runﬁihg on
the smart mobile phones 110, 112 and 118 may permit the clinician to browse,
view, edit and record observatibns on an existing patient reC{ard. Such .a.
- 20 .starﬁda’ione' nﬂode.may allow the smart mobiie phlcl)nes 110, 112 and 11f8: fc be 3
| use‘dAas. a teaching aid where an instructor is ablé to damonstréte the _anakysis

of information in a classroom.



10 11. The nethod according to any preceding claimwherein the step of
retrieving the patient information fromthe server conprises the step of

.Sending a request to the server, the request includin Ltrhéec rce
| denti fi &0 é‘ﬂél’“é‘ﬁ”aut hentication code uniquely identi fq‘Jyl ﬁg zé@@ﬁt}borf t he

nobi | e devices. 15 12. The method according to claim 11l wherein the

aut henticati on code conprises one or &re fields selected fromthe group

consi sting of: an I MEl nunber of each of the nobile devices; A phone

nunber; angaf&@atild Embatinarts d is otan ermdsaggchthat thedbiS HQeay eesform3. The

met hod according to any preceding clai mwherein AVMENDED SHEET LPEA, AU 54

the resourg@ingded haiRint pecmidtpesesidenhiente Thwlmagtber dors npha udenati fi es a
the CIS 140, or may be done automatically using some algorithm that runs in =

the CIS 140.

A further possibility is for the smart mobile phones 110, 112 and 118 to be used
in a non-emergency setting as a way fo evaluate results. Ground truths may be

generated on the mo've by a persoh viewing patient information.

10 .Whiist example embodiments of the invention have breen described in detai[,
many grariations are possibie within 'ﬂ:\a scope of the invention as will be clearto

a skilled reader,



programfor retrieving the patient information, mhereinﬁgwuser of each of
the nobile devices can initiate the programusing the sc¢heie’ i ndicator; and
the steps of retrieving the patient information and displaying at |east
part 5 of the retrieved patient Information are performed by the program
14. The met hod according to claim 13 wherein the schene indicator is a
prefix of the resource identifier. 1015, The nethod according to clains 13
or 14 further conprising the step oftediting the displayed patient
information with the program 16, The nmethod according to any of clainms 13

to 15 wher e&lgimshe step of di splaying at |east part of the retrieved -
patient information includes displaying at 15 | east part of the retrieved
medi cal information across multiple views. 17. The method according to any

of claims 13 tOx hRaled el ikdilihaibRivoRfatohtddiiy e e ppLi ent i nformation

and di splaying at least part of the retrieved patient Information are
repeat ed atmdiRgidoriprisind ®e¥Rbsor 20 18. The nmethod according to any

precedi ng clai mwherein the corment is selected fromthe group consisting
of : a region ofrecaiierastplurgitkeidnabie tadcas sspesspeel frpmathesterventheor nat i on; an
audi o recordi ng; AMENDED SHEET [ PEA/ AU ) o )
message having a resource identifier associated with the patient information;
and
each of the plurality of mobile devices:
{1) refrieving the patient information from the server using the -
10 resource identifier;
(i)  displaying at lzast part of the retrieved patient informationon a
soreen of each of the mobile devices,
(il  reviewing the displayed patient information;
and upon an individual operating of one of the mobile devices generating
15 - a comment:
{iv) the said one of the mobile devices uploading the comment to the
server,
{v) the server relaying the cormmeant to the other said mobile devices;

whersby a plurality of individuals operafing the mobile devices in paraltel

20 can coltaborate to review and annotate the patient information.

2, The method according to claim 1 wherein the message is pushed from

the server.

AMENDED SHEET

IPEA/AT



MC SUP 55 a video recording; and text. 19. The nethqd according to any
precedi ng clai mwherein the nethod 5 further conpri sdst thHd st eps of
acquiring at another nobile device clinical information froma patient ;
and upl oadi ng the acquired clinical information to the server to form
‘at least part of the patient.information. 10 20. The nethod according to
any preceding claimwherein the patignt Information is selected froma
group consisting of: video; image; 15text; and audio. 21. A nethod
accordi ng ta anyhphebedaqagrdgigde peimi wheein sai d rel aying step is perforned
by the server adding the comment to the patient information, and 20updati ng
the patient inf&pmessagh inecewraPyets insbcompinietiges neeekaand nt erval s.

the patiant Infformation is retrieved at each of the tobile devices over & second |

communications network, the second sommunications netwaork being a different

5 network from the first communications neiwork,

£, The method according to claim 3 wherein the first communicétiorxs

network has a wider coverage than the second communications netwaork.

10 & The method according to claim 4 wherein the messagse is pushed from

the server to each of the plurality of mobile devices simultaneously.

B. The method according to claim 4 or § wherein the first communications
network is a broadcast nefwork.

15
7. The methad acconding to claim & wherein the broadeast network is

selected from the group consisting of:
- & SMS network; and
an email network.
20
8. The method according to any of claims 3 to 7 wherein the second

communications network has a greater bandwidth than the first communications

network.

AMENDED SHEET

IPEA/AL



22. A nmethod tor sending patient information froma sepver 1o a plurality
of nobile devices the nmethod conprising the server per?d?ﬁr g the steps of:
AMENDED SHEET | PEA/ ALT 56 generating a resource identifier which is
associated with the patient information; sendi ng a nessage having the
resource identifier to each of the nobile devices; 5receiving fromeach of
the nobil e devices a request conpri®¥ng the resource identifier;

sendi ng the patient information to each of the bil e devices; receiving a
coment frémt ﬁé’erﬁ%"i‘qdeacﬂgrgingé?d?”ﬁes ‘giiﬁfﬁﬁﬁrfa BEPRG “YBTUT ™ r om at | east

part of the é%{}tis pal Eggaﬁaéé]%ﬁéggﬂb?u'rg%grt%mrggt_the coment to the other

Mobi | e devi CeSs; Ity of i1ndividuals operating the
nobi |l e devices in parallel can collaborate to review and annotate the
patient information. 23. The nethod according to claim22 wherein 15the
nmessage i s1sentThewethod iorging gomam G wtwhensn et ssopkd and t he pati ent
Information |I's sent over a second communi cations network, the second

. comuni éat FOTYSUHEARIART REWEK figs eI fORY BROTWRIRBY K% m t he fir st
comuni cati ons rb%.t,yxor&d " '

a Wi-Fi hetwork,

& GPRS network; and

an UMTS network.

10 11,  The method according to any preceding claim wherein the step of
nefrievéng the patient information from the server comprises the step of
gending a request to the server, the request inciuding the resource
Identifier and an authentication code uniquely identifying each of the mobile
devices:
15
12." The method according to cfaim 11 wherein the authentication code
| -comprises ote or more fields selected from the group consisting of!
an IME! number of each of the mobile devices;

hone number; and

iy
13

20 a UUID extracted from the each of mobile devices.

13. The method according to any preceding claim wherein

AMENDED SHEET
IPEA/AU



20 24.The method accor di ng to claim23 wherein the fi rstg;?gqmwni cations
network has a Wder coverage than the second conmuni cati ons het wor K.

AMVENDED SHEET H) EAI ATJ 57 25. The nethod according to claim?23 or 24
wherein the second communi cati ons network has a greater bandw dth than the
first conmunications network. 26, A nethod according to any of clainms 22 to
25 in which said relaying step Is peffornmed by the server adding the

comment to the i[l)at ient |nf or mat i on, and upd (%i ng th%\,igat,',ent i nformation at
each of the nobid ESYETS FEUMG: COMRTERATECMENIALT I "{EA ng a dat abase

of ‘patient | kb | I hod according to
o i T PR e AR BB Shfy Deek e I
mobile devices can initiate the program using the scheme indicator; and

fhe steps of retrieving tha patient‘ inforrnation and displaying at least part

5 of the refrieved patient information are performed by the program.

14.  The method according to clam 13 wherein the scheme indicafor is a

preﬁx of the resource identifier,

10 15, The method according to claims 13 or 14 further comprising the step of

edifing the displayed patient information with the program.

16,  The method according to any of claims 13 to 15 whergin the step of
dispiaying at least part of the retrieved patient information includes displaying at

15  least part of the refrieved medical informafion across multiple views.

17.  The method according fo any of claims 13 to 1€ wherein the sieps of
retrieving the patient information and displaying at least part of the retrieved

natient information are repeated at regular intervals,

=iy

20 ‘ :

18.  The method according to any preceding claim whearsin the comment is

selectead from the group consisting of

a region of interest marked on the displayed patient information;

an audio recording;

AMENDED SHEET
IPEA/AT
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a video recording; and

text.'

19. - Thé method according to any preceding claim wherein the method

further comprises the steps of

acquiring at another mobile device clinical information from a patient ;

and
uploading the acquired clinical information to the server to form at least

part of the patient information.

20. The method according to any preceding claim wherein the patient
information is selected from a group consisting of:

video;

image,

text; and

audio.

21. . A method according to any preceding claim in which said relaying step is
performed by the server adding the comment to the patient information, and

updating the patient information at each of the moblle devices at intervais,

22. A method for sending patient information from 2 server 1o a plurality of

mobiie devices, the mathod comprising the server performing the steps of:

AMENDED SHEET
IPEA/AU



10

15

20

MCSLLP

56

generating a resource identifier which is associated with the patient

information;

sending a message having the resource identifier to each of the mobile

devices:

receiving from each of the mobile devices a request comprising the
resource identifier, |

sending the patient information to each of the mobile devices;

receiving a comment from the mobile davice, the comment being
obfained from at least part of the sent patient information;

relaying the comment to the other moblle devices;

whereby & piurslity of individuals operating the moblle devices in parallel

can collabsorate to review and annotate the patient information.

23.  The method according fo claim 22 wherein

the mesSage iz sent over a first communfcations network; and
the patient information Is sent over a second communications network, the

second communications network being 2 different network from the first

communications network,

24, The method according 1o claim 23 wherein the first communications

atwork has a wider coverage than the second communications network.

AMENDED SHEET
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25.  The method according to claim 23 or 24 wherein the second

communications network has a greater bandwidth than the first communications

network.

26, A method according fo any of claims 22 t© 25 in which said relaying step
s performed by the server adding the comment to the patient information, and -

updating the patient information at each of the moblle devices at intervals.

27. A server having a database of patient information and being aranged to

perform & method according to any of claims 22 fo 28.

AMENDED SHEET
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