ADDI NG RANDOWNESS | NTERNALLY TO A W RELESS MOBI LE COVMUNI CATI ON DEVI CE
BACKGROUND 1. Field of Technol ogy This application generally relates to
nobi | e wi rel ess comuni cation devices requiring randomdata for use in
normal devi ce operation. 2. Related Art A need for randomdata i n normal
operation of nobile w reless comunication devices is now common pl ace.
For exanple, secure encrypted communi cation requires generation of

sui tabl e encryption/ decryption keys or the like fromtine to time.
Generation of an encryption key may be required for device content (e. g.,
e-mail, calendar, neno pad, contacts, etc.). Wreless comunication via
BIuetooth or other simlar techniques may al so require random data inputs
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A need for random data in normal operation of mobile wireless communication
devices is now common place. For example, secure encrypted communication requires
generation of suitable encryption/decryption keys or the like from time to time.
Generation of an encryption key may be required for device content (e.g., e-mail,
calendar, memo pad, contacts, etc.). Wireless communication via Bluetooth or other
similar techniques may also require random data inputs from time to time. Itis also
known that random data may be used to wipe non-volatile memory. For example, in
order to insure erased data on a hard drive is unrecoverable, a technique of writing

random data to the drive may be employed.

There are known technjques for generating sufficiently random data (e.g., by
capturing random mouse movements of a user or the like) at a base station (e.g., a user’s
personal computer) and then may derive a key for communication or altemative
purposes. This key may be stored on a communications server, desktop PC, as well as
the handheld device. The newly captured random data and/or derived key may be

transferred to associated devices from time to time when the need arises.

However, if a mobile wireless communication device is without an external
source of renewable random data (e.g., a plug in connection to the user’s base or desktop
computer), one needs to address the need for sufficiently random data to use in the

generation of a random pattern (e.g., for encryption key generation). Typically when the



stored key or random data becones out of date and the user has connected

hi s/ her device to a base or desktop conputer, they may be pronpted to nove
a nmouse around randomy for generation of a new random nunber pool for use
as an encryption key (or to be used in generation of such key). A problem
to address is howto create the sanme or approxi mately equival ent

randommess for key creation by random notion once the device no |onger
connects via serial/USB to the user's desktop. One prior approach to this
problemis described at US Patent No. 6,430,170 where a nobile

communi cati on devi ce regenerates random data by conputing a random
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“component in the pseudorandom noise sequences normally used any way for testing

against a received signal in a CDMA system to detect a synchfonization signal. In
particular, an energy measure for each sigﬁ'ai désﬁfeﬁd \%/ith ohe of the pseudorandom
noise sequences is computed and used to generate new random data. While this use of an
inherent alréady present signal meets the patentees requirement of avoiding increased
manufacturing costs and/or battery drain, it necessarily utilizes computing resources and
is dependent upon the characteristics of the received signal detection/demodulating

characteristics.

A similar situation can arise with other peripherals or memory cards which attach
to the device that require a method of securing data via a randomly generated pattern for
encryption key creation, e.g., secure data (SD) cards, multimedia cards, compact flash,

smartcards, Bluetooth accessories, etc.

BRIEF SUMMARY

A wireless mobile communication device may include its own integral

apparatus/method for generating new random data as needed or desired.

For example, such a device may include a data memory storing random data for

- - - use in data communication processes (e.g., encrypted secure processes). A transducer
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integrally carried as part of the nobile comunication device can be
adapted to produce electrically sensible output related to a physically
sensi bl e paraneter. The electrically sensible output of the transducer is
then captured within the nobile conmunication device and used to generate
new random data and store it in the randomdata nenory based on the

el ectrically sensible output while the physical parameter is randomy
varying. The present exenplary enbodi nents provide a general solution for

| ocally generating random data for the purpose, for exanple, of generating
an encryption key for securing data. This can . be acconplished locally on a
nobi l e device if it is equipped wwth a nethod to detect, neasure, and
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This can be accomplished locally on a mobile device if it is equipped with a
o _r_nethod to detect, measure, and record random moti_on (analogous to mouse movement).

There are many possible arrangements available to achieve this, e.g.:

(1) By using an accelerometer or gyroscope type of sensor the user can move
the device around by tilting or gcs;t'uﬂrin' g in random movement. Also; the
device could be placed on a flat surface and the acceleration (translational
motion) could be measured (&. g., like mouse movements). The movement
may be in a required direction of three dimensional space if the sensor

responds preferentially in one direction.

(2)  Using optical scanning technique such as with a camera that is integrated
with the device, it could work like an optical mouse, i.e., the handheld

could be placed on a surface for position tracking.

(3) - Using as sources of random input transducers such as ambient light sensor,
microphone, digital compass, fingerprint sensor, navigation input sensor

devices such as a roller ball, touch screen, joystick, touch pad, efc.



bit swapping, bit shifting, etc.) before being added to the random data
pool. The system may pronpt the user to randomy nove the device to
generate data for creating the new random key data (anal ogous to a current
desktop application). During a set period of time the output of the
sensors can be read and this resulting random sensor data can be used to
generate random key data. As an alternative, depending on the electrical
current draw of the sensor, this could be used continually, or frequently,
to harvest randommess fromthe user. That is, the systemcould turn on the
accel eroneter or take a picture every so many seconds to gather randomess
that is added to a pool of randommess whenever needed or desired. The

process for adf)ni sOetpungréhdiffaademdpooiowdesdai Be bathepanaatikdd €9, kya t he
systemto intercept. sensor data whenever the sensor has been enabl ed by
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FIG 1 is an oyeral stemw de sc ti.c view of ,an exenplary wreless
emai | comuni )égtaﬁ 8irﬁeI§¥§eé ?n%}-?eﬁl &#ﬁ&?ﬁ?&ﬁ&‘“&al%wedfﬁwgﬁbe Y nini cati on
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pool nuaintai ned therein; '

' the system could turn on the_accelerqmeter or take a picture every so many seconds to

gather randomness that is added to a pool of randomness whenever needed or desired.
- The process for administering the random pool of data can be notified by the system to
| intercept sensor data whenever the sensor has been enabled by another application. For

example, an accelerometer may be set to detect random device motion based on pre-

programmed threshold limits and interrupt the system to read the accelerometer data.

These embodiments may be realized in hardware, software or a combination of
hardware and software and provide a method for internally adding randomness to
wireless communication device. The exemplary embodiment is realized at least in part,

by executable computer program code which may be embodied in physical program

memory media..

BRIEF DESCRIPTION OF THE DRAWINGS

These and other objects and advantages will be better understood and appreciated
in conjunction with the following detailed description of exemplary embodiments taken

together with the accompanying drawings, of which:



FIG 2 is an abbreviated schemati c di agram of hardware included within an
exenpl ary nobile wireless communi cati on device; FIG 3 is an exenplary
abbrevi ated schematic flow di agram of conputer software (i.e., program
logic) that may be utilized in the device of FIG 2 (e.g., during start-up)
to re-initiate an update of random data being maintained in the device;
and FIG 4 is an exenplary abbreviated schematic flow di agram of conputer
software (i.e., programlogic) that may be utilized in the device of FIG
2 tointerface with an included transducer for generating new random dat a.
DETAI LED DESCRI PTI ON OF EXEMPLARY EMBCDI MENTS FIG 1 is an overview of an
exenpl ary comuni cation systemin which a wireless comunication device
100 may be usegc.n @Gh VWEANEPstéth bldd BihemdalY ¢l Ghin L8R ﬁaﬂ lirefsd dnait he art
wi |l appreciate that there nay be hundreds of differ enP system t opol ogi es.
Theré nasoramygpciomyysignmssspgrtise pderbsle arideless copinemitio Hevied inpyirg

exenpl ary st em shown, ...i.n Fl 1.is for illystrative purposes,only, and
shows. per HSCSHBGEERS Failiey \p Hgapidgiiy s ok rendolp dR PO LA PR P e et
FIG 1 shows an email sender 10, the Internet 12, a nmessage server system

-14, a wirel esPI@a igwa¥bB:@viawdrsehasgic dii dragt ot hefdwaee th8ludad Withpl #SS net wor k
20-and :a nobil e conmunication device 100. An email sender 10 may, for

exanpl e, PErEdHapehils wiscless communicetion detic&er vi ce  Provi der) on which a
user of the system has an account, |ocated within a conmpany, possibly

connected to agpf®cal .ar - t 12,
or connected ﬁ)@t%é aﬁr?’? %Pﬁ%%’y\%’%#%ﬁegﬂﬁ%‘flgg’ﬁ%&ﬂggg?‘%‘ggﬁeu} %%Rgdg?vi ce
provi der) (isughogsmIoginpthhcaarht LtikzElit Ad JevicBhoFBGsKd.¢. eduring stdeupytc wi | |

appreciate that the systens shown. jn FIG 1 may instead be connected to a
w de ar eareﬁ’élf%??&’?R&Kﬁoﬁfﬁﬂ@mgﬁt&ﬁemﬁéﬂ%@g}eﬁéﬂhe deVickoAlgh emai|l transfers

~are commonly acconplished through Internet-connected arrangenments as shown
in FIG 1. -  FG 4isan exemplary abbreviated schematic flow diagram of computer software

(i.e., program logic) that may be utilized in the device of FIG. 2 to interface with an

included transducer for generating new random data.

DETAILED DESCRIPTION OF EXEMPLARY EMBODIMENTS

FIG. 1 1s an overview of an exemplary communication system in which a wireless
‘communication device 100 may be used in accordance with this invention. One skilled in
the art will appreciate that there may be hundreds of different system topologies. There
~ may also be many message senders and recipients. The simple exemplary system shown
_in FIG. 11s for illustrative purposes only, and shows perhaps the currently most prevalent

Internet email environment.

FIG: 1 shows an email sender 10, the Internet 12, a message server system 14, a
wireless gateway 16, wireless infrastructure 18, a wireless network 20 and a mobile

communication device 100.

An email sender 10 may, for example, be connected to an ISP (Internet service
Provider) on which a user of the system has an account, located within a company,
possibly connected to a local area network (LAN), and connected to the Internet 12, or

connected to the Internet 12 through a large ASP (application service provider) such as
5



The nessage server 14 may be inplenmented, for exanple, on a network
conputer wthin the firewall of a corporation, a conputer within an ISP or
ASP systemor the like, and acts as the main interface for enmail exchange
over the Internet 12. Al though other nessaging systens m ght not require a
message server system 14, a nobile device 100 configured for receiving and
possi bly sending email will normally be associated with an account on a
nmessage server. Perhaps the two nbst common nessage servers are M crosoft
ExchangeTM and Lotus Dom noTM These products are often used in

conjunction with Internet nmail routers that route and deliver mail. These
internmedi ate conponents are not shown in FIG 1, as they do not directly

play a rohe,dr LW ey 1l - {18 s
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and docu S0 EBHL HrTRety 4re Fenmog iy ascaRrpiged tyongly FHOPBFECA8 provi de a

~ Tink bet wegihdeh®ntsHs @héVeh in BK5.and Wi rel ess network 20. The wirel ess _
infrastructure 18 determ nes the nost |likely network for |locating a given

user and tracks the users as they roam between countries or networks. A
message i s thehhg&lepsage eevel4 may he biplemgnteil dfor &GO, &N reew exkscomputer

transm ssj an. j a radi o frequency.(RF fr a base station in
the i r o1 88flin GYRLER! & AlorBebBoh Scon Mt Fhise AR SusiiR it & Tt wor k
20 may beaw #disigd thy niry intehfdce F&SEn AR\ MRskce@MOF thelthteieTES SAHRSudRBhde
exchanged with a nobile comruni cation device. As shown in Fl 1, a

_conposed BWEBINFSYSAHSE 1Pight not seire |gymessescasrier systamei &4, ampobild drviged®0 -
wh , - Thi : typi.call i tional
STrple. Ne e fopkéeefle i pol Bl SRR IR 59 HBLARN e A35Tbd Flhuboce

| nt er net AdwiohntorEx tressaposer(dd Mephdpoche tparthsst comaehinigsidBeefversme of the

mai | nmessage. These techniques are all well known to those skilled in the
art. The ﬁcgg@a é%/éghaélgﬁl“ tug hamino™. These products are often used in

conjunction with Internet mail routers that route and deliver mail. These intermediate
'_components are not shown in FIG. 1, as they do not directly play a role in the invention
described below. Message servers such as server 14 typically extend beyond just email
sending and receiving; they also include dynamic database storage engines that have
predefined database formats for data like calendars, to-do lists, task lists, email and

documentation.

The Wireless gateway 16 and infrastructure 18 provide a link between the Internet
12 and wireless network 20. The wireless infrastructure 18 determines the most likely
_ network for locating a given user and tracks the users as they roam between countries or
networks. A message is then delivered to the mobile device 100 via wircless
transmission, typically at a radio frequency (RF), from a base station in the wircless
network 20 to the mobile device 100. The particular network 20 may be virtually any

wireless network over which messages may be exchanged with a mobile communication

device,

| As shown in FIG. 1, a composed email message 22 is sent by the email sender 10,
located somewhere on the Internet 12. This message 22 typically uses traditional Simple
Mail Transfer Protocol (SMTP), RFC 822 headers and Multipurpose Internet Mail

6



nmessage server 14 and is nornmally stored in a nmessage store. Myst known
nmessagi ng systens support a so-called "pull" nessage access schene,
wherein the nobile device 100 nust request that stored nmessages be
forwarded by the nessage server to the nobile device 100. Sone systens
provi de for automatic routing of such nessages which are addressed using a
specific emai|l address associated with the nobile device 100. In a. :
preferred enbodi nent, nessages addressed to a nmessage server account
associated wwth a host system such as a hone conputer or office conputer
whi ch belongs to the user of a nobile device 100 are redirected fromthe
nessage server 14 to the nobile device 100 as they are received. Messages

Wi Il typi Bleh¥oR eVENE) A Parfst8 '@eﬁﬁ@ﬁﬁrf?ﬁﬂatro Bl m@ysaﬁ%!t Thdgi N9 a key

that is unique to a given device. Exanples of two comonly used nethods
are the Dgchnignesrappell oelldnawdde thosTskifbdin thOES) Thathebdage AAwaineedt tBacr ypt i on

Standard (AES). Re | ess_of the specific mechani controlling.forwarding
of nessag S%aée S%%ﬁ“gaf@éww bf(?t?rg‘?ﬁ’ea Wg%g@go%iﬁ%s,&ﬁggfginmsyggglg |
‘trans| at egysefmd @ippsiatsh e 8&ss sdRmeSRherbM Wk MBS cHad evay 16.

: . "Fiill_orl‘nesE%%
The wireless infrastructure 18 includes a series of connections to
wi rel ess Hed mastreqaest thabsered amseages ba forwauded byshd messggasaaverSe thei oatsle

Digital I rane Rel or Ti. connections using the TCP/IP '
pr ot ocol Ngés‘)égg m%r%’%%%ﬁgqsﬁéowﬁ? @%ﬁ&[?m% rpung %éf‘&f W,esslaﬁ% ‘F@F}H’R\M rel ess
net wor k" —hddredsb@nelag apecifinehait eddrBisegs iAd B RN thel AR @fvideaiopolks, those

being (1) data-centric wireless networks, (2) voice-centric wreless

net wor ks Bi§derresh enghpsimens gaessageacidlesssadde adngssaggspoet adsount assasiated witbladat a

ks Al ! . _ i dual » rod
et wor ke Mo RguEt Shot A% BARECAINRLER 0B Corlh Bee S PR TRUN R B 2 "Access
(CDMA) nemabilk devic2)100 he réditord e itel médhid @ref 14 kethenidhale dBy&t @00 hor

Mobi | e Co ni cations (GSM and the General Packet Radio Service (GPRS)
net wor ks, 1ENATY mpeived;: Meesages Vil yaisalnbe encrymey irpmisgpdgedo recReERhanced

Dat a- r at eg¢if; vol Ut i . ?@? a i i '

Tel ecommﬁ%ﬂéial{] %P@fgﬁeﬁﬁéﬁlﬁg&eﬁ oné;ebﬁg%é{m%gfanp €s oPngéJtS%q centric

net wor k i methede atentbe Mabi Ereex i dieRibindaie (Tuiplk— DES) tahe the Advanced Encryption
Standard (AES).

Regardless of the specific mechanism controlling forwarding of 'mess‘,a'ges to
mobile device 100 , the message 22, or possibly a traﬁélated or reformatted version
thereof, is sent to wireless gateway 16. The wireless infrastructure 18 includes a series of
connections to wireless network 20. These connections could be Integrated Services
Digital Network (ISDN), Frame Relay or T1 connections using the TCP/IP protocol used
throughout the Internet. As used herein, the term “wireless network” is intended to
mclude three different types of networks, those being (1) data-centric wireless networks,
(2) voice-centric wireless networks and (3) dual-mode networks that can support both
voice and data communications over the same physical base stations. Combined dual-
mode networks include, but are not limited to, (1) Code Division Multiple Access
(CDMA) networks, (2) the Group Special Mobile or the Global System for Mobile
Communications (GSM) and the General Packet Radio Service (GPRS) networks, and (3)
future third-generation (3G) networks like Enhanced Data-rates for Global Evolution
(EDGE) and Universal Mobile Telecommunications Systems (UMTS). Some older

examples of data-centric network include the Mobitex™ Radio Network and the

7



7 Dat aTACTM Radi o Networ k. Exanples of ol der voice-centric data networks

i nclude Personal Commrunication Systens (PCS) networks |ike GSM and TDVA
systems. As depicted in FIG 2, nobile comunication device 100 includes a
suitable RF- antenna 102 for wireless communication to/fromwirel ess
network 20. Conventional RF, denodul ation/nodul ati on and decodi ng/ codi ng
circuits 104 are provided. As those in the art will appreciate, such
circuits can involve possibly nmany digital signal processors (DSPs),

m croprocessors, filters, analog and digital circuits and the |iKke.
-However, since- such circuitry is well known in the art, it is not further
descri bed. The nobil e comruni cation device 100 wll also typically include
a main co T 0 programin
program ng%r%(r?? Clgémf ;cplgct% agélgga@ioelgés}q{%éced& ? g{crr&eartr%%t@i%%%u 106 al so
comuni caPesonal Cbmmmmamﬁwstmls (PReyeowordts 1ik2 G&M,sqmldéml\ﬂ%y(stemg an LCD)
and audi o transducer or speaker 116. A portion of data nenory 110a_ i's

avai |l abl e for t ri.ng.r data needed. for devic tions. jtable
comput er pr ogr ‘é‘gﬁflgﬁﬂgqbH@alf’gowgﬁu?rhg?)"d?et f@rfgdb‘ 55 YA nmory
108a to cafishdationgot xbﬁelb&tc%hﬂﬁhméa%%%%?ﬁ%ﬁg{vh’e}%ﬁ\s iaReil 20. LoriSREdnaPRE, bel ow.
A transducer 118 provides an electrical input to the CPU 106 that
correspo ndl@n@‘bﬂ%thﬂémmtmwndphwm;atodemgmcunsdﬂé amxqamplled 4§ thossisitht e
physi cal %n[zducer Sl & cce er rret er.: opi c.sensor; a tilt
sensor; a AEECREHUSP Clr@ﬂ} i @0 OLY RSB ’?@%ﬁ‘&m FELPOGES 8 0si t i on

tracki ng desPsgemicidfRocessidl FBtets, Qﬂﬂ@g@lﬁi’ digRdl GircdikPSRI th@hk@eﬂé‘ﬁfévéﬂ‘ difce
recogni ze that the list of possible transducers is virtually unlimted. As

those in 848 careitnyisyelknpwapiphecitaites nesfurteridgsaribele process of gathering
new random data may be nade in any desired way. As earlier noted, it may

be effective a | 11l ] ever ri y
determned to E}eléir?gggée%@ g{ecgﬁéna%e}vwc%smmgﬂo%{% tybzcalilng uﬁg ﬁﬁ CJglgnc?fgll[ﬂlct ed at
FIG 3, waielkl06duticingperatesrahdd eoitrdl @f @rstosédprogtin 1rmr@§r%ﬁ§1ﬁ5m6@tﬂ]8€{dncat 300,

atest is bcgﬁﬂ at an ap roprlate point 302 to determ ne whether the
current r¥® aﬁié‘fcéssp‘(? atqrﬁerpﬁgr HO)i €8 Womlgo qomuganigatey witk @ copysationdhe user

i's S ui t abké’yboard 112, display 114 (e.g., an LCD) and audio transducer or speaker 116. A portion

of data memory 110a is available for storing random data needed for device operations.

Suitable computer program executable code is stored i portions of program membry '
108a to constitute the internal random addition capability described below. A transducer
118 provides an electrical input to the CPU 106 that corresponds to a randomized -
physical event. Some examples of possible physical transducers are: an accelerometer; a
gyroscopic sensor; a tilt sensor; a movement sensor; optical sensor or scanner; relative
position tracking device like a mouse transducer, etc. Those in the art will recognize that

the list of possible transducers is virtually unlimited.

As those in the art also will appreciate, entry into the process of gathering new
random data may be made in any desired way. As earlier noted, it may be effective at all
times or at times whenever it is algonthnucally determined to be needed or desirable.

One other possibility is depicted at FIG. 3, where during normal booting or start-up

processes entered at 300, a test is made at an appropriate point 302 to determine whethér

the current random data pool in the device is out of date. If so, then the user is suitably

prompted at 304 and if the user elects at 306 to update the random data at this time, then .

the user is further prompted at 308 to take appropriate random physical action that can be
8



pronpted at 304 and if the user elects at 306 to update the random data at
this time, then the user is further pronpted at 308 to take appropriate
random physi cal action that can be 8 sensed by the transducer included as
an integral part of the device. For exanple, the user may be instructed to
random y nove the device in three dinensions for the next few (e.g. 15)
seconds. After such instruction to the user, then a | oop counter N nay be
set to zero and the GET tined interrupt routine nay be initiated at 310.

. The GET RANDOM routine 400 illustrated in FIG 4 is, in this exenplary
enbodi ment, a tinmed interrupt routine while active. For exanple, the tinmed
interrupt rmay occur at intervals of a fewtens of mlliseconds or the |ike

during ! henkdt@) e lraRlauctNALIHES RCh ARAUOTLRIYPIG Ay B Y ddindfe, theusd®

seconds) oop counter I ncre and a’te I'S made at

40410. semaybetmsencied e wpdahlyngoof the dadosrimated dipeasesSohths nyetfcheey.
conpleted, _If sqg, then the tined interrupt routine is suitably termnated

at 406 (uhDegeondsr Allgpush Intpction i3 SRS, Bem A dRRFoyBieal MRy PRset P nuous| y
N i chaddge GSEhOR iRty AOREUISADShRARIIRM @ el T nated). During the

process of active updating o e transducer output is read
at 408 and then tested at 410 to insure that there is indeed sone requested

physi cal act i Vg GQETdkANPMacetiectifsilysracddan GGt hes, trrthissdametarput put by at
| east sonme predetermined increment fromthe |ast sanple.taken. If so, then
the new cUPPRRTERt AACHIIBENBELBaNDS whiGHaNES Eo” Sariple the i 4ES GHermRte i ¢ h
convent i ol ot&E ANINEIOR s b2 AR BMETLNSIIREEAELEENA kS 8@y the NReEMST andom
data point value RN. As will be appreciated, a suitable random data pool

m ght. conpsiredekndemdbiysibiltastivity®. g. akfosaenys).sTheloop comitettNéan dynam cal |y
be configur Ang.on the t al gor,i t,hm,enpl,oyed .or the  required
need. Th eglcrper%geg ge?ga? %% a]g%? éefshsr{léadé%g 4@% ‘tonsgg & hﬁh’t‘%} %Qﬁ%f% ﬁf‘%&% gpd gt each

timed intpiocepthas @i compeied M s, RHithd@med BRerfip: FQiineeXQ64bIyON i NSt ance
of the timed interrupt routine is then exited at 414 until again entered

at the enérgmatedot Ale (wilessseonispelic bystam indesizped soeh LOAYN EOIBRONAY ithe art
WL appr Gailife cdsE e ulPHsdSscd RS ¥ 1R LliRhR 8

During the process of active updating of random data, the transducer output is
read at 408 and then tested at 410 to insure that there is indeed some requesfed physical
activity taking place so as to change the transducer output by at least some predetermined
increment from the last sample taken. If so, then the new current transducer output is
utilized at 412 in accordance with conventional téchﬁiques to determine and store at least
one new random data point value Ry. As will be appreciated, a suitable random data pool
might comprise 64 random bits, 128 random bits, etc. which can dynamically be
configured depending on the type of algorithm employed or the required need. The
process may determine one or more bits of such data pool at each timed interruptr
execution of this routine. The current execution inétaﬁce of the timed interrupt routine is

then exited at 414 until again entered at the end of another élapsed timed interrupt period.

As those in the art will appreciate, there may be many variations and
modifications of the above described exemplary embodimentsAwhich yet retain some or
all of the novel features and advantages of these embodiments. Accordingly, all such
modifications and variations are intended to be included within the scope of the appended

claims.



nodi fications of the above descri bed exenpl ary enbodi nents which yet retain
sone or all of the novel features and advantages of these enbodi nents.
Accordingly, all such nodifications and variations are intended to be

i ncluded within the scope of the appended clains. 9 WHAT IS CLAIMED I S: 1.
A wirel ess nobile communication device (100) having a data nenory (110a)
storing random data therein for use in data comuni cati on processes and an
ability to generate new random data for storage therein, said device being
characterized by: a transducer (118) integrally carried as part of said
nobi | e conmmuni cati on device and adapted to produce, in response to active
user involvenent, and electrically sensible output related to a physically

sensi bl e paramgigaT 184 QmMEhgst ri cal signal capturing circuits (106, 108a)
connected to said transducer and adapted to generate new random data and

store it in sajd data nory .based on.said . ele i cal.l ensi bl e out put
while said phybical piParsraetteeohuiisin st Floh SBving o 2ingunni e
conmuni caglilon) denhg nasmidatachéreii for Wedh @lath ®dalBuniddtidA SEMees GRAME | ses at
| east one of the group consisting of: an accel eroneter, a gyroscopic

 sensor, adRilifttogenerate ney madandne fersienes thereinpriddsvice beimgeharagisrisest i cal
scanner ag? a relative position tracking sensor. 3. A wreless nobile
communi cat1’'on device as in claim1 further conprising: a display, said

di spl ay bei ng eomhsdukted]s)dn@gpilpiricdse patt@f k&l hedbile domaneumidatavicpool by
maki ng raqggglphysical novenents of the device during an interval of tinme. -
4. A wir ePUSLAREH; P @ATRMIR FERPTSEAC AeiNedBcHEvVolceH; sadelsgissalsrreasbly

circuit ig (He ] Lhfdom.daga at tinmed intervals. 5. A
wirel ess no %ﬁ% Co&%ﬁ-.?ﬁ??§%§ﬁ§§$@£ as&?%qgﬁain1l wherein said circuit is
adapted to prown diectrivel sigmi capittrimgrironfis (106, 1084) ebiresied tapdamadaivacidnen i t

'S adapted to generate new random data and store it in said data memory based on said

electrically sensible output while said physical parameter is randomly varying.

2. A wireless mobile communication device as in claim 1 wherein said

transducer comprises at least one of the group consisting of: -

an accelerometer, a gyroscopic sensor, a tilt sensor, a movement sensor, an optical

sensor, an optical scanner and a relative position tracking sensor.
3. A wireless mobile communication device as in claim 1 further comprising:

a diéplay, said display being controlled to a prompt user to refresh a random data

pool by making random physical movements of the device during an interval of time.

4, A wireless mobile communication device as in claim 1 wherein said

circuit 1s adapted to generate new random data at timed intervals.

5. A wireless mobile communication device as in claim 1 wherein said
circuit is adapted to provide the user with an option to refresh random data when it is

determined to be in need of refreshment.

6. A wireless mobile communication device as in claim 5 further comprising:

10



determined to be in need of refreshnent. 6. A wireless nobile comunication
device as in claim5 further conprising: 10 a display, said display being
controlled to pronpt a user to refresh a random data pool by maki ng random

. physical novenents of the device during an interval of ting. 7. A method

for operating a wireless nobile comuni cation device (100) having a data
menory (110a) storing randomdata therein for use in data comunication
processes and bei ng capabl e of generating new random data for storage
therein, said nethod being characterized by: using a transducer (118)
integrally carried as part of said nobile comunication device to produce,
(in response to active user involvenent (300)), and generating new random

data (400) and, gk m}/%éf shid d1ﬂ3]&§aﬂ>éjn£ e TRERS m%%%sé%%%éﬁééh a%rﬁﬁﬁrfﬂa‘i%' ly

~sensi bl e out put e sal hysical paraneter 'is randonly varying :
met hod aspdohby mekingZandvan physicdnsbvemens of derdegorgniisgsn aterivalagtingne of t he
group consisting of: an accel eroneter, a gyroscopic sensor, a tilt sensor,

t | at i
S5 L1 on tr acking <hmgfad §F operd G Siyinells RIS B PR AN s P T ng:
pronpt i NohaAinisLdatd ety €902 PstbANE fMdSRAtARNAS i NN HRKH At RRARMidHhvsi cal

novenent s of the- device durlgg an interval of tinme. 10. A nethod as in
¢l ai m 7 vireedspes andibgingeaprin dogangtatimgingwyendom datd fentstoragaribgreithsadval s, 11.

A et hod iR [ conprising: presenting a user with an option
to refre§ﬁa$8%8%ngﬁﬂ#ﬁdﬂ %ﬁnﬁ is determined to be in need of refreshnent.

12. A nethod as in claim11l further conprising: 11
using a transducer (118) integrally carried as part of said mobile communication

device to produce, (in response to active user involvement (300)), and

generating new random data (400) and store it in said data memory based on said

électn'cally sensible output while said physical parameter is randomly varying.

8. A method as in claim 7 wherein said transducer comprises at least one of

the group consisting of:

an accelerometer, a gyroscopic sensor, a tilt sensor, a movement sensor, an optical

sensor, an optical scanner and a relative position tracking sensor.
9. A method as in claim 7 further comprising: ‘

prompting a user to refresh a random data pool by making random physical

movements of the device during an interval of time.

10. A method as in claim 7 wherein said new random data is generated at
~ timed intervals.
11. A method as in claim 7 further comprising:

presenting a user with an option to refresh random data when it is determined to

be in need of refreshment.

12. A method as in claim 11 further comprising;

11



pronpting a user to refresh a random data pool by maki ng random physi cal
novenments of the device during an interval of tine. 13. A conputer-readabl e
storage devi ce conprising program code adapted to carry out the nethod of
claim7 when run on a conputer. 14. A conputer-réadable storage device as
in claim13 wherein said nethod operates with a transducer conprising at

| east one of the group consisting of: an accel eroneter, a gyroscopic
sensor, a tilt sensor, a novenent sensor, an optical sensor, an optical
scanner and a relative position tracking sensor. 15. A conputer-readable
storage device as in claim 13 wherein said nmethod further conprises:
pronpting a user to refresh a random data pool by maki ng random physi cal

overents of Unfisil S6ech o6 A hALES 4Rk 000 fFkind Bnafu TRl T - eadabl e

storage device as’in claim 13 erein sal nera new r andom
data at tmregnéms eff thekdsvicd duridy oomput4of timedabl e st orage device as in claim
13 wherein said nethod provides the user with an option to refresh random

data when it iﬁ:1 detgrm’ ned .tocggl in need, of refreshnment. 136?'&?

conput er - r eadani'e stSPRPYGEALE LI CVEEHPTPIHREPEIHT &P f‘i’_géio

conpri si Nghrrysu@ AR o oPSIaTm U WHeB i 8h a @okpdem dat a pool by making random
physi cal novenents of the device during an |nterval_of time. 12

14. A computer-readable storage device as in claim 13 wherein said method

operates with a transducer comprising at least one of the group consisting of:

an accelerometer, a gyroscopic sensor, a tilt sensor, a movement sensor, an optical

sensor, an optical scanner and a relative position tracking sensor.

15. A computer-readable storage device as in claim 13 wherein said method

~ further comprises:

prompting a user to refresh a random data pool by making random physical

movements of the device during an interval of time.

16. A computer-readable storage device as in claim 13 wherein said method

generates new random data at timed intervals.

17. A computer-readable storage device as in claim 13 wherein said method
provides the user with an option to refresh random data when it is determined to be in

need of refreshment.

18. A computer-readable storage device as in claim 17 wherein said method

- comprising;

prompting a user to refresh a random data pool by making random physical

movements of the device during an interval of time.
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