| Encrypting Device Technical Field This invention
relates to an encrypting apparatus, a decrypting 5
apparatus, a nmessage authentication code generating
unit, a message authentication code appending unit,
and integrity verification unit, and a radio

communi cati on apparatus used for devices such as a
cellular phone. In particular, the invention relates
to data confidentiality and integrity processing. 10
Background Art Fig. AHBRAS S ¥BMR ent i onal cel | ul ar
phone 500. A termnal |IF (interface) unit 510, a radio
conmuni cation control unit 520 and a radio
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TeglymigahFiedthal cel | ul ar phone 500. The terminal |F unit
510 perforns interface wwth a user of the cellul ar
phon®h0mvenibienmatitos tommericrppiing appanatus, aulvctys2og
perfornms conmuni cation control of the whole cellular

apphorias, a dadsaage avehani tivatindeatit gerpratiagsime, Hassdagn
protocol. The radio comrunication unit 530 nodul ates

authihtitenieidodiceppdaiding antt)abldd ntaghiy Yaifamamuast bad.a
The radi o comuni cation unit 530 supports the physical

radid¥emrhhiaiatioh)appithtils 18ed f de@sRRh d2y 8611 QTar SRIcRR.
| ayers defined by OSI (Open Systens |nterconnection).

In paﬁﬁéﬁlbg,edh‘é' iavbhMoR TELASS k@ BatbdnfRfthtiaity RV e gritP

he radi o comuni cation unit 530. The confidentiality
sing unit 540 encrypts or decrypts data of the
prd&%gééi? al layer to be 25 processed by the radio

conmuni cation unit 530. As the. data sent/received 2

Background Art

Fig. 24 shows a conventional cellular phone 500.

A terminal IF (interface) unit 510, a radio communication control
unit 520 and a radio communication unit 530 are provided to the
conventional cellular phone 500. The terminal IF unit 510 performs

interface with a user of the cellular phone 500. The radio communication

- control unit 520 performs communication control of the whole cellular phone,

data conversion and data processing based on protocol. The radio
communication unit 530 modulates and demodulates data to enable radio
communication. The radio communication unit 530 supports the physical

layer (layer 1), which is the lowermost layer of seven layers defined by OSI

_(Open Systems Interconnection). A confidentiality processing unit 540 is

provided to the radio communication unit 530. The confidentiality
processing unit 540 encrypts or decrypts data of the physical layer to be

processed by the radio communication unit 530. As the data sent/received




by an antenna 541 is encrypted by providing the
confidentiality processing unit 540, w retappers are
prevented from obtai ning any significant infornmation
unl ess the ecryption codes are broken. The
conventional cellular phone 500 has the
confidentiality 5 processing unit 540 within the radio
conmuni cation unit 530 Accordingly, t he data to be

processed f he conf entlallty ce it 540

by R SH6P88 54 nts GTEV PTG el aparionfialiy pppessing

ph sical layer, it is inpossible to, discrimnate data
{b erireiappens ate RIRVeased fiam ehtaining pay sisnificart ved

by the cellul ar phone includes various kinds of data =
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inferpntign wless the ecroption wdgnare hokt-a, and it is
required to performdata confidentiality processing
base@hegonventdenal dellwdar pbone 50Q hagrtbedanfidentielty t y
depending on the significance of the data. As shown

processing wnhvditwishal the cddiv eotumenicationennit 580.  Accordingly,

confidentiality processing unit 540 is provided to the

. thd dyer talbe pheredaddby the o fidentpslifyoproedsding unit 540 is stored

confidentiality processing nor the integrity 15

in phophpscaldlapas €ayen 1).heAtthapkyidablegaSeid impsssible to
i npossible to discrimnate the data kinds at the

discAvSinale ditd b8RTeer! heerCRMed 85iftkolC@iYal. d DU thdentieceived
processing has been performed by generating a random

by @H@P@lﬂuﬁ@%&%ﬁn&bﬂf&%@ RS RinWs to? date{‘ Qgélg 'ag gxsgf‘ﬁﬁta?‘ﬁf’

per orm ng an XOR oper ation of

si %ﬁﬂg'ﬁtartﬂr@@ t““s’%ur : ﬁﬁ%ds% [‘&Q@Hﬁké’ céﬂlﬁ t?@%‘t%fgl;&essmg

her, conventi ona
oS REE TR B GELA, Bl P 8 oo
siggRiaacRatiRorlothe. o7 CLERE P PPORPUPRBL R Tpiecs gy ince
thepq:qu‘lg%gﬁ %%?%rggésasu%go HIﬁt‘%&H {sa1|)1!0tv¥dea@fgo 1|:hrget l% [e}r tlythe data
cannot be performed the confidentiality processing nor the integrity
processing based on the data kind because it is impossible to discriminate
the data kinds at the layer 1.

Further, the conventional confidentiality processing has been
performed by generating a random number sequence synchronously with
inputting data and by performing an XOR operation of the data and the
random number sequence synchronously with inputting the data.

Yet further, the conventional integrity processing has been
plerformed by generating a message authentication code for each data or
checking integrity of the data for each data.

A preferred embodiment of the present invention aims to perform

high-speed data confidentiality and integrity processing.
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progs 5

Furt her, another objective of the preferred enbodi nent
of the present invention is to performthe data
confidentiality and integrity at a higher |ayer equa
to or r a processing greater than layer 2 (data |ink

| ayer) of the seven |ayers of the OSI. Yet further,
anot her objective of the preéferred enbodi nent of the
present invention is to performthe data

confidentiality and.integrity ocessi wi t hou
" ona gt phathedibiedtiEs bl REEEE mlignbal Bliche
Di scl.osure of the | venhieo 10 Aﬁéordi gg to the .
pr SRVERHOR At FQReTigHnd r(f}.&ﬁw% ppEAbY and IREeEHES -
an_encrypt E.t_;for generating a random nunber sequence;
nunber sequence generated by the encryptor; and 15 an
of threseramigyens of therOBhput ti ng pl ai ntext ~ dat a,
perform ng an operation of the plaintext data input
and akfurshenmnotieebjeetipeolthe prederddiembddmesnt ddihe
nunber sequence nenory and outputting ciphertext
pref@nd inwentldy ipteeperdorgh the tdata egnfifentiahtioamd integrity
sequence in the random 20 nunber sequence nenory,
praessmatwithoaf lddiéng andbmcatitig preegupicanityand tie bus.
“encryptor and the operation of the plaintext data and
t he random nunber sequence by the operating unit are
performed asynchronously. The encryptor starts the

DiggsairatdfeRe dhviRgoh andom nunber sequence before the
operating unit inputs the plaintext data. 25 The

enCt XREALiAL YR flosbRRBvAA Y PGSt PYartiatus
gth of the 4
includes:

an encryptor for generating a random number sequence;

a random number sequence memory for storing the random number
sequence generated by the encryptor; and

an operating unit for inputting plaintext data, performing an
operation of the plaintext data input and the random number sequence
stored in the random number sequence memory and outputting ciphertext
data, and

by previously storing the random number sequence in the random
number sequence memory, generation of the random number sequence by
the encryptor and the operation of the plaintext data and the random
number sequence by the operating unit are performed asynchronousiy.

The encryptor starts the generation of the random number sequence
before the operating unit inputs the plaintext data.

The encryptor inputs at least an encryption key and a length of the

R oA I o s T S
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pl ai nt ext data, generates the random nunber sequence
having the length of the plaintext data using the
encryption key, and nakes the random nunber
................ sequence nmenory store the random
nunber sequence generated, and the random nunber
sequence nenory includes a Buffer for 5 outputting the
random nunber sequence stored in case that the
aperatjn uni t uts t he pIalntext data The
PlagpErchaty, esharater ‘HE’ mhaeadsnse baymgsthsnlenggh of
to, pl ural channels the encryptor i nput s _channge
the plrpfexfidagaiusing the cesrypsion keshendynakes thy randem maymber
and generates the_ random nunber sequence for each of
sequancg|mempory staribe sandpm nandemspanere gaapyatad and
menory stores the random nunber sequence enerated by
t he Hreramptam nugmbersssyueice mepbry atclmdmmg
the operating unit inputs the random nunber sequence
outifitéiory tepondony numltexcequbntdstopbdiimcashtrmeths dpeoating
which the plaintext data is input and encrypts the
unft iapotekhe phiatexdckadi ng to the present invention, a
decrypting apparatus includes: a decoder for
geneTak iopertifif HAdinpuld ehe pRauenaaiata obm@pahﬂufgaw plural
sequence nenory for storing the random nunber
ch:sagilgnce generated by the decoder; and an operatlng
unit for inputting ciphertext data perform ng an

oper gifd Sier§htdriap ﬁt@@ﬁéﬁﬁéﬂtldgﬁhﬁnh Qﬁforﬁﬁh&h for'iABAGRing

nunber sequence store I'n the random nunber sequence

a cHEfIREY an. ggn?ﬁ{tgytﬁ :gmﬁ%lﬂ Jﬂhﬁﬁe%&ﬁleﬁce 4 %}heeplural

previ ous ran sequence I n

chd oM 5

the random number sequence memory stores the random number

~ sequence generated by the encryptor for each of the plural channels; and
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the operating unit inputs the random number sequence
corresponding to each of the plural channels from which the plaintext data
is input and encrypts the plaintext data.

According to the present invention, a decrypting apparatus includes:

a decoder for generating a random number sequence;

a random number sequence memory for storing the random number
sequence generated by the decoder; and |

an operating unit for inputting ciphertext data, performing an
operation of the ciphertext data input and the random number sequence
stored in the random number sequence memory, and outputting plaintext
data, and

by previously storing the random number sequence in the random
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DU KEUPBFRIBI

nunber sequence nenory, generation of the random
nunber sequence by the decryptor and the operation of
the ci phertext data and the random............ nunber
sequence by the operating unit are perforned
asynchronously. The decryptor starts the generation of
t he random nunber sequence 35 before the operating
unit inputs the ciphertext data. The decryptor inputs

|.east a decryption key.an | engt h of t.he
niibaribefod ROy, Bl dRlN o Ae 2Rathr Dot sequeneeby
havi ng,t he th f thg.ciphertext ,data [ ng the
theBFeerning 8G9 orer i e ttie SPRaHERh AR At Ehedabdime
nory store the random nunber sequence, generated, . 10
Re PBeFating H@HC%T%%FE‘PW?‘F\ apYirhyogously.
buffer for outputting the random nunber. sequence
st or d@ejdeceguer shpits ttg% geperatiamef thenrandonp ganheyesequence
ci phertext data. The operating unit inputs the
befgrphbe ppRYating anitoinpadp thelcipdiertext Bt ural channel s;
the decryptor inputs channel identifying information
f or Themstectypitoy inpuishatnieest adderyptiomakesande leagthoof the
nunber sequence for each of the plural channels; the
ciphantiorndatmbenesatpscrheararelvor pustleresqtibrce hadop theneagth
20 sequence generated by the decryptor for each of the

of theucipherteat dats hsagdthe derppaon kiengand intalisspihiesahidem
random nunber sequence corresponding to each of the

nuétiminehtehéomonihi§stbretled Aieldn® runiifdBsdgtiencd eherHidd,
decrypts the ciphertext data. According to the present

anfinvention, a nessage authentication code 25 .
generating apparatus includes= 6

the random number sequence memory includes a buffer for
outputting the random number sequence stored in case that the operating
unit inputs the ciphertext data.

The operating unit inputs the ciphertext data corresponding to
plural channels;

the decryptor inputs channel identifying information for identifying
a channel and generates the random number sequence for each of the plural
channels;

the random number sequence memory stores the random number
sequence generated by the decryptor for each of the plural channels; and

the operating unit inputs the random numbér sequence
corresponding to each of the channels from which the ciphertext data is
input and decrypts the ciphertext data.

According to the present invention, a message authentication code

generating apparatus includes:
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a data menory for inputting and storing X (X>_2)

pi eces of data and data of X control signals; and a

nessage aut henticati on code generating unit for

inputting the X pieces of data and the data of X
control signals stored in the data nenory, 5

generating X nessage aut henti cati on codes

corresponding to the X pieces of data, and outputting
the X pessage authenticati on codes t ther.as a

or oup AFRANFEOTR I MBIGGRE Ak FORNEoH ARG heieses pdata and

appagatus i.s.connected to a central processing unit
da%ngfgwnar%@égn & e data nenory inputs the X pieces
_.of data and the_data of X _control signals together as

a gr 8upessagmavibentipation cpdosereatingwnit fonmuyhing the X
“bus; and the nmessage authentication code generating
piagss of datpand thhelaka ofiEscomgeolaigivdststoredi iortheolids memory,

generated together as a group to the central 15
geperrtBrsKnyesasge autheutjbatie codiss coktespotidingg to théX pieces of

present invention, a nessage authentication code
da bty pantowty vatipgrthe U6 nmasch g eathentitaltiomeanies togather as a

inputting and storing X (X>_2) pieces of data and
grelgi.a of X control signals; 20 a nessage authentication

code generating unit for inputting the X pieces of

dat aTBeédie gl ahudhehtich t§aD E6R g&ieﬁﬁ@iﬁghﬁﬁﬁ%@ué & ddihected

data nenory, generating X nessage authentication

to & @EfEral PréQ@IBRNIILAR theoddiPahudt €Ces of data, and
outputting the nmessage aut henticati on codes together

AR 3RS S B0 8
control signals together as a group from the central processing unit through
the bus; and

the message authentication code genera{?ing unit outputs the X
message authentication codes generated together as a group to the central
processing unit through the bus.

According to the present invention, a message authentication code
appending apparatus includes:

a data memory for inputting and storing X (X>2) pieces of data and

data of X control signals;

a message authentication code generating unit for inputting the X

pieces of data and the data of X control signals stored in the data memory,

generating X message authentication codes corresponding to the X pieces of
data, and outputting the X message authentication codes together as a
group; and

a message authentication code appending unit for inputting the X
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nmessage aut henti cati on codes output together as the
group by the nessage authentication code generating
uni t, appendi ng X nessage authentication codes to the
X pieces of data, and outputting the X pieces of data
having the X nessage authentication codes appended. 5
According to the present inwention, an integrity
verification apparatus includes: a data nmenory for

g B B8 ST s bl B DR e
o A D oL a3 5 RS ALt

: "cog%sg%}rta’{qo* é)?é{: na ?ggéoaéﬁf ﬂé&ét@%@?@@a}é gweé%gg ¥)’f data having the

corresponding. to the X pieces of data, and outputting
X mgesagannd ication<ndes aprendedbdes toget her as a
group; and an integrity verification unit for
i npuicrorgling éo sherpeseyé inventien, lranintegritp nerifigation
out put together as the group by the nessage
appatdfewtincladesn code generating unit, conparing the X
message authentication codes input and the X nessage
aut hentata abémory firdapusppe paedstbriniztie K>-p) gieess of datat a
to verify integrity of the X pieces of data. According
hating Keaythestinatibmvedds ypemledach ddatoiiNiceaticd Rigndls;
apparatus includes: a terminal interface unit for
| Npu théagataathéntiedicoh 6608 GAtING LR To¥ Hpuitbing fherX
inputting the data input by the termnal interface
picéBs bf aith RhAERS Wabd of ReoRttA HASAL sBted iR BLFRE mE&RSry,
outputting a result of the processing; 25 a
getaki tﬂl@ééaltgx; a%ﬁ%ﬁﬁééiﬂ&l B8dds dobedpdRdidd PPtk X pieces of

control signa
data, and outputting the X message authentication codes together as a

- group; and

an integrity verification unit for inputting the X message

authentication codes output together as the group by the message

authentication code generating unit, comparing the X message
authentication codes input and the X message authentication codes
appended to the X pieces of data to verify integrity of the X pieces of data.

According to the present invention, a radio communication
apparatus includes:

a terminal interface unit for inputting data;

a radio communication control unit for inputting the data input by
the terminal interface unit and processing the data based on a protocol, and
outputting a result of the processing;

a éonﬁdentiality processing unit for inputting a control signal and
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the data fromthe radi o conmunication control unit,

performng confidentiality processing by encrypting

the data input based on the control signal input, and

out putting the data processed to the radio

comuni cation control unit; and 5 a radio

communi cation unit for inpuBting, nodul ating, and

sending the data output by the radi o communi cation

cogntrgl unit, and the confjdentiality progessing unit
the 3@%%@&1 E%T@SWB%IBFHF@P%WW@%EM TYReof a
coéﬁgdon1nunber sequence to _be used for encryptin

t he
entplityy Rrocessing by ansTyRipng the data il hased om%wt grtrol

_random nunber sequen a random nunber

o Jjence gener at ed; o
sigged ileple amdrmrtputons ttbﬁ%@tfapmgesgwbtq e rarbo communication

nunber sequence output by the encryptor before the
comizpbuny; angut ; and an operating unit for inputting the

data and encrypting the data by 15 perform ng an

oper atradiv @ammmickeian tinpubr ampluttives, modidatimgnhad sending

sequence stored in the random nunber sequence nenory.

‘théddatar dutpmtthy thHeergolie senimumeativh @ontrel Gadl, and

communi cati on apparatus includes: a term nal

i nt egHedemfldbntidlig grosetsing inttaihaludd@: a radi o
comruni cati-on control unit for inputting the data

| NpUhn BYcryidiBr tcﬁmhﬁ@hgiggheféﬁ&@ ofRirhnadd PLAGES Sbidence
and outputting the data based on a protocol; an

to bé‘h@&%l T%'ﬁ%lﬁtﬁ'ggﬁﬁgitﬂg d4Th befde thBRIAE 18 ShutS QB Rltputting

si gna ata fromthe radio co ni cation

RIS bt SERRSETVBRRARbAZ, | 2 Broccssing by

I npUf 4 ndom number sequence memory for temporarily storing the
random number sequence output by the encryptor before the data is input;
and

an operafing unit for inputting the data and encrypting the data by
performing an operation of the data input and the random number sequence
stored in the random number sequence memory.

According to the present invention, a radio communication
apparatus includes:

a terminal interface unit for inputting data;

a radio communication control unit for inputting the data input by
the terminal interface unit and processing and outputting the data based on
a protocol;

an integrity_ processing unit for inputting a control signal and the
data from the radio communication control unit, performing integrity

processing by generating a message authentication code for the data input




10

15

20

25

to detect tanpering based on the control signal input,
and outputting the data processed to the radio
conmuni cation control unit; and .............. a radio
conmuni cation unit for inputting, nodulating, and
sending the data output by the radi o communi cation
control unit, and 5 the integrity processing unit
i ncludes: a data nmenory for inputting and tenporarily
toring plural, control. signals and plural _pieces, of

to datech itmperigsnsedan thegrantpe! siepldnpud sapd outputting the

aut henticatiQn code generating unit for generating
dapy pregessedbtstheeragie semmenichtian conteol pgits ame pl ur al

~_..pieces of data stored in the data 10 nenmory using the

cont faRdin epramunaeatiouupift for mgputtng Innedulatss ayd sending

aut henti cation codes together as a group. According to
the Hatgpoetparitbyi theaeradio noman wadhtion eomtrol aatf, amd

apparatus includes: a radio comruni cation unit for

r ecethd noegrity gesoedsingt wmi¢ indudes: 15 a radi o

communi cation control unit for inputting the data

denogdasi esbryryt e ihpdtiing amdue ngirhfily Htbring phdal control

processing and outputting the data based on the

- sighbld 260 bluil §oddek QERhb Aakd YoRItRELES aNGoupt hnfior

i nputting the control signal and the data, performng

a cof flﬁé&%ﬁ%é authoniERSES é&dbggéﬁﬁérgﬁﬁ?ytﬁiiit B SiatiRle pdlural

the 20 data input, and outputting the data processe

b RSO 5 O L O e 00y o

80 RESRRF i Oy GOFLP SRR oSl "
auﬁﬁgﬁégﬁ%%%gpggee%hgpggra ér%{lpgener ating and outputting

According to the present invention, a radio communication
apparatus includes:

a radio communication unit for receiving and demodulating data;

a radio communication control unit for inputting the data
demodulated by the radio communication unit, and processing and
outputting the data based on the protocol;

a confidentiality processing unit for inputting the control signal and
the data, performing a confidentiality processing by decrypting data for the
data input, and outputting the data processed to the radio communication

control unit; and

a terminal interface unit for inputting and outputting the data

- processed by the radio communication control unit, and

the confidentiality processing unit includes:

a decryptor for generating and outputting a random number
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10 sequence to be used for decrypting the data input
before the data is input; a random nunber sequence
menory for tenporarily storing the random nunber
sequence output by the decryptor before the data is
input; and 5 an operating unit for inputting the data,
perform ng an operation of 10he data input and the
random nunber sequence stored in the random nunber

seguence. neno nd qut putti.n | aintext data., . . )
oG GBI T T e Breutind the anfh BtebeRin G° dia is inpus

comruni cgti on aratus includes;, 10 a ragﬂ' o, .

comrPBAPTLRUEHEE SRPeReCBERITY fah e HBAGHAVAtPHE the
~data; a_ radio comunication control unit for o
rapdomPRECY ARALRRCSE OWiBHbBYithe dgcriptonbefozpithe data is input;

comruni cation unit, and processing and outputting the
andat a based on the protocol; an integrity processing

unit for inputting a control signal and the 15 data

f r onfRipPeraldng veohfarinputtiog the datal parfirmingent operatipn of

integrity processing by generating a nessage
the dateeinnwand the patel one m unhlee sdgarenne storetl dndae eanhdom

tanperi ng based on the control signal input, and
numbarisejnoncd hemaat angoatesitat phihtextrdadao

comruni cation control unit; and a termnal interface

uni t At@rdimgptd thegrededt dueiitidn, Rorddie cddindunié@tion
processed by the radi o comruni cation control unit, and

appi@atubtiediidby: processing unit includes: a data nmenory
for inputting and tenporarily storing plural control

si gnakid A nRhHR¢atirLaaR Bf rér!é?vfg%t énd Q.Qﬁfot:’lﬁiat?ﬁ% data;

group; and a nmessage authenticati code generating
i SRR Uikl TR BTN 7,
demodulated by the radio communication unit, and processing and
outputting the data based on the protocol;
an integrity processing unit for inputting a control signal and the
data from the radio communication control unit, performing integrity
processing by generating a message authentication code for the data input
to detect tampering based on the control signal input, and outputting the
data processed to the radio communication control unit; and
a terminal interface unit for inputting and outputting the data
processed by the radio communication control unit, and
the integrity processing unit includes:
a data memory for inputting and temporarily storing plural control
signals and plural pieces of the data together as a group; and
a message authentication code generating unit for generating plural

message authentication codes for the plural pieces of data stored in the data
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11 nenory using the control signal, and outputting the
pl ural nessage authentication codes together as a
group. According to the present invention, an
encrypting nethod includes: starting generating a
random nunber sequence before-inputting 5 plaintext
data, and previously storinglthe random nunber
sequence generated in a random nunber sequence

rv....and i nputting the gl aint ext ta,after the
mGRIRY sis e RN el Spl, s e 5% Bl Fiesshee
rform.ng an opergtion of the plaintext data input
a"&ﬁ%“ﬁﬁ%“?‘iﬁﬁ@?ﬁﬁ%&ﬁﬁ'&? Y EENER: previously stored in
t he rando 10 punber sequence nenory, and outputting
ci phérCF%SE{Pna&P &ﬁe REesshdilRyertdoRn gpeyahing methed yicludes:
decrypting nmethod includes: starting generating a _
r andé?ﬁ%mﬁ)@n@é&ﬂ%@é&m marmberusequegce biefreinputting
data, and previously storing_the random nunber
rlajageridata, gadaravieyshnstarmgnidemandebe nugdireeguence
menory; and 15 inputting the ciphertext data after the
gepexpteng agersiom nmgphdressequande mameodys mndequence,
perform ng an operation of the plaintext data i nput
and iienttangldre planitext datu eftee the etdtiigd yersdratieg the
the random nunber sequence nenory, and outputting

rapd@nniwenber a¢ querdecpadongin®ath bpepitiee bf thdwWkihiexd dada
nmessage aut hentication code 20 generating nethod

inputcanidl ebe randdthtiuigbénse diledick PaevioudR2dtops® GehofatA
and data of X control signals in a data nenory; and

nuld i delgRi@ntd refn fives R oﬂfl;plgﬁ%ﬁg gi@)q{le}{é%t daga of X

.control signals _si ored in the data nenory, generating
A e e
starting generating a random number sequence before inputting
ciphertext data, and previously storing the random number sequence
generated in a random number sequence memory; and
mputting the ciphertext data after the starting generating the
random number sequence, performing an operation of the plaintext data
input and the random number sequence previously stored in the random
number sequence memory, and outputting plaintext data.
According to the present invention, a message authentication code
generating method includes:
inputting and storing X (X>2) pieces of data and data of X control
signals in a data memory; and
inputting the X pieces of data and the data of X control signals

stored in the data memory, generating X message authentication codes

corresponding to the X pieces of data, and outputting the X message
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12 aut hentication codes together as a group. Brief
Expl anation of the Drawings Fig. 1 shows a
configuration of a nobile comruni cation system 5 Fig.
2 shows a configuration of a radio network controller
(RNC) 120. Fig. 3 shows a configuration of a nobile
station (MS) 100 according 1o the first enbodi nent.
Fig. 4 shows a configuration of a

nfidentialjty/integrity processing unit 40
a“%ﬁ"c‘b??ﬂtﬁﬁ“ ?‘%delsﬁég?‘itl‘ﬁgtaséhﬁﬁa’rﬂmnt. 10 Fig. 5 shows a
configuration of a confidentiality/integrity
processing unit 40 according to the first enbodi nent.
Fig. 6 shows a configuration of a
Br@%xﬂéﬁﬂlanii)ﬁm Rre¥ringy processing unit 40
according to the first enbodinent. Fig. 7 shows a
conf Fagirlashows afconfigurdticenf a ahokily corhegmiication system.
processing 15 unit 40 according to the first _
enbofigréhshows g cofighmatsoraof amhdipmeitiork cohteller (RNC) 120.
confidentiality/integrity processing unit 40
accoFi.riyshowd heohfigatatisbofla mectile $ationd MBS0 according
configuration of a nobile station (MS) 100 according

" to the fika asboedithaitbodi ment. 20 Fig. 10 shows a

configuration of a confidentiality/integrity

Pr OCBSSi4dhowl 4 cARASELATSH HPa bontiNen SEESMhtEFROF biEksing
Fig. 11 shows a configuration of a

unfof hASREIR fol tHel st SnifofipfeRgessi ng  unit 40

according to the second enbodiment. Fig. 12 shows an
ST ol BTV kST S e
unit40 according to the first embodiment.
Fig. 6 shows a configuration of a confidentiality/integrity processing
unit 40 according to the first embodiment.
Fig. 7 shows a configuration of a confidentiality/integrity processing
unit 40 according to the first embodiment.
Fig. 8 shows a configuration of a confidentiality/integrity processing
unit 40 according to the first embodiment.
Fig. 9 shows a configuration of a mobile station (MS) 100 according
to the second embodiment, |
Fig. 10 shows a configuration of a confidentiality/integrity
processing umt 40 according to the second embodiment.
Fig. 11 shows a configuration of a confidentiality/integrity processing
unit 40 according to the second embodiment.
Fig. 12 shows an example of encrypting/decrypting systems.

Fig. 13 shows a configuration of a confidentiality/integrity
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processing unit 40 according to the second enbodi nent.
Fig. 14 is an illustration shown in ARIB STD T63
33.102,3G Security; Security Architecture, Section
6.3. Fig. 15 is an illustration shown in ARI B STD T63
33.102, 3G Secuity; 5 Security Architecture, Figure
16b. Fig. 16 is an illustratiBon shown in ARIB STD T63
33.102,3G Security; Security Architecture, Figure 16.

Fi 17 sho nf| ation n.encr pting nodul e
PI%OE%E% %mtéﬁﬁwmtf b eeod b En et o t hn s
18 shows_ an

/d 42
Tt 1181 ot l?ﬁ?t}fé]ﬁ%@ ééﬂwd@rﬁﬁl% Pl LEPet L% 3G

processi ng, unlt 40. Fig. 19 shows a case in which the
Seewhty: eﬁ:@ﬁvrﬁyﬁrymtﬁ@@gm BoctinbBassing unit 40 is
i mpl ement ed by software. Fig. 20 shows a nechani sm for

cal | Figy 18 istear ilprebrptaon ﬂho‘bm i\ RE% SAPHT68a33. 192,3G Secuity;

program executed in a radi o comuni cation control unit
Seowrity Archit@tushdliguee ¢6bcrete exanpl e of data 92, 93

in case of RLC non-transparent node. Fig. 22 shows a

concFid. d 6asanpilmsofatian skhowlatia ARIBSFeT6883E102,3G

transparent data 95, 96. 20 Fig. 23 shows a concrete

Seexdtyp |Secafity ArebitecttiredFidhgetldl data as one exanple
of transparent data 95, 96. Fig. 24 shows a

CONVE{H. i1qnsHowaeh bohBguRittitotden tin?msjtm@m (or a
encrypting and decr%tl ng net hodsEl;ﬁ) ata

derﬁggod@qabaalel 1) eﬁﬁﬁ}bggalmhﬁpg eheiIRidRdd S phiiar 401

I ment Fi 6 shows encryption and decCryption

met hpgs 18AhodA &n ifGBT d Yorkfhof the confidentiality/integrity

processing unit 40.

Fig. 19 shows a case in which the confidentiality/integrity processing
unit 40 is implemented by software.

Fig. 20 shows a mechanism for calling cipher program 47 by an
application program executed in a radio communication control unit 20.

Fig. 21 shows a concrete example of data 92, 93 in case of RLC
non-transparent mode.

Fig. 22 shows a concrete example of voice data as one example of
transparent data 95, 96.

Fig. 23 shows a concrete example of unrestricted digital data as one
example of transparent data 95, 96.

Fig. 24 shows a conventional cellular phone 500.

Fig. 25 shows encrypting and decrypting methods for data
confidentiality processing accofding to fhe third embodiment.

Fig. 26 shows encryption and decryption methods for data integrity




10

15

20

25

processi ng according to the third enbodi nent. Fig. 27
shows a radi o communi cation control unit 20 and a data
confidentiality/integrity processing unit 40 according
to the third enbodinent. 5 Fig. 28 shows a
configuration of a confidentiality processing unit 420
of the third enbodinent. Fidg4 29 shows a configuration
of the confidentiality processing unit 420 of the

_ third enbodiment. Fig. 30 sho figuration of
PrOGPiRHEP ey 0 P U SigBTReMe0 10 of the thi rd

enbod,. .., Fig. 31 shows a . configuratjon of a
i nt eé*;éf?%?‘ shoesagadip commumentym cqmaol wpitd0 and a data
epbodi ment. Fig. 32 shows a configuration of the
copipgenfialityinteddtspregessing uwgb40mccendang fip the third
enbodi nent. 15 Fig. 33 shows a configuration of an
em@@dnygm-ng unit 422 of the third enbodi nent havi ng
multiple buffers. Fig. 34 shows a configuration of the
encr ¥ i28shows a 4eafighratien ofa confidermalityeptochssing ginit 420
multiple buffers. Fig. 35 shows a configuration of the
of grecthipd erpodimoenté2?2 of the third 20 enbodi nent havi ng
mul tiple buffers. Preferred Enbodi nent of Carrying Qut
t he Figv@9tdhanys LobofiguRitionlof fheontidenidsitd pefetilg unit
configuration of a nobile conmunication 25 system

- 42@0f thdingd ke bddimenbodi ment. 15 A nobile station (IM5)

is one exanple of the radio comuni cation
Fig. 30 shows a configuration of a confidentiality processing unit 460

of the third embodiment.

Fig. 31 shows a configuration of a integrity processing unit 430 of
the third embodiment.

Fig. 32 shows a configuration of the integrity processing unit 430 of
the third embodiment.

Fig. 33 shows a configuration of an encrypting unit 422 of the third
embodiment having multiple buffers.

Fig. 34 shows a configuration of the encrypting unit 422 of the third
embodiment having multiple buffers.

Fig. 35 shows a configuration of the encrypting unit 422 of the third

embodiment having multiple buffers.

Preferred Embodiment of Carrying Out the Invention
Embodiment 1.
Fig. 1 shows a general configuration of a mobile communication

system according to this embodiment.
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apparatus according to the invention. The nobile
station (MsS) 100 is, for exanple, a cellular phone.
The nobile station (MS) 100 is connected to a base
transcei ver station (BTS) 110 by radi o. The base
transcei ver station 5 (STS) 110 is connected to a
radio network controller (RNG) 120. The radio network
control | er (RNC) 120 is connected to another radio

net roll RNC 120. The_radi o . network

cont 0&} e %ﬂ@ % .1%01313 ssamplp REEheEdig camugppication

net wor k ( and further_connected to another
appaERiAISRaC lklgc?@ﬁh? snyeptigmndh he sephylesstakienddh) 100 is, for

networ k ( 130. One or 10 both of the base

‘examplecereiiilasphonen Th¥spohilestation S} 480 s penngsted to a

controller (RNC) 120 can be referred to as a radio

bage txansaeiver gtatiors (BRE) 1@ byfradir. atThmbase thaassaiver station
nobi | e communi cati on systemas shown in Fig. 1. In

(B 116 u$ eennached to gundichemwsorkh@ntrdlb(@®NC) 120. The radio
configuration of the radio network controller (RNC

nef@6rk ddntAoBIHS(RINCYIR0 id 2dnkeutad tb anbtiserbasko network
transcei ver station (BTS) 110. A handover contr ol

contitblled RNE) 200! THaardey abtworle aagrbile (FINC) 2206akieN
(M5) 100 noves between the base transceiver stations

cofrecRdd 4 9-cofe BbBRGK QTN) 180, A0 'fuﬂ:%@r ESind@ePes habiker

radi o conmuni cation control and data

ra&@rﬂét%'ﬂk'céhtﬂoﬂ/ei' ('Rmn' 190 PLAGRSRE ﬂembh{i‘g%; 139 One or

commruni cati ng h the nobil e station

bofip B LY ot oné‘?%%?mi‘o@’%?' it N BB TR
O Lo ey, e
oy tHE- eﬁ%@%t AGaRburtith B Yep rﬂéb il

b b5 SR, o e B e
corg e S 30 o SPRETC DY (e g0 e statior

A BTS IF unit 121 connects the base transceiver station (BTS) 110.
A handover control unit 122 controls handover in case the mobile station
(MS) 100 moves between the base transceiver stations (BTS) 110.

A signal control unit 123 for MS performs radio communication
control and data confidentiality/integrity processing while communicating

with the mobile station (MS) 100. The following confidentiality/integrity

- processing of the mobile station (MS) 100 is performed corresponding to the

- confidentiality/integrity processing of the signal control unit 123 for MS.

Namely, data encrypted by the mobile station (MS) 100 is decrypted by the
signal contrel unit 123 for MS. In reverse, the data encrypted in the signal

control unit 123 for MS is decrypted in the mobile station (MS) 100. An
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integrity of data is checked by the signal contro
unit 123 for MS. In reverse, the authentication code
appended by the signal control unit 123 for M to
ensure the integrity of data is checked by the nobile
station (MS) 100. 5 The data confidentiality
processing or the data integeity processing is
performed at the second | ayer of the seven |ayers,

s, layer 2 (dat I|nk ye) IFunlt
a“&gﬁnﬁl?ﬁté‘f aRRY eldﬁév teorléQ&S K19 topengyee the
| F unit 125 interfaces wth another radi o networ k
integrity of dafa ig &P@E@aé’y thessignal candpelramt Jgston MBS £ oln oN
performs control with a core_ 10 network (CN) 130. A
revqighathecotthesticatipn cedy appenfedbydhe signaloontyad junif £83 for
anot her radio network controller (RNC) 120. A control
MB b engoe gninteguity hdatshid ehackeil dyrthevookile station KMS) 100.
(RNO 120. A switch 129 switches control signals and
Theatdtetcodfidantiabiéy povcessimgoomtheal atpantegritnomcedsin g és
"control unit 128 anong the radio station (BTS) 110,
petfoemed ditchpatemik layeenifthe lseved RYers, i2Gitdndaybe2€datn link
network (CN) 130. Nanely, the switch 129 sw tches not
laywr).y AIGN JFckst 19atiaterfidesabithdht @old AW GRCITNE130.

speech data, and further the switch 129 al so switches

the AQUNOOIF 6hatBl5intElfceSwiiPiBothet PRI PHER drReotroller
the nobile station (M5) 100. The nobile station (M)

RAQ) 120¢! Wgsnal &ﬁ{t%ln@utll'QGUﬂBk CN %erﬁrﬁ%ddoﬂtrcﬁ%mh a core

comruni cati on contr ol Unl t di o communi cation

ol PSSP RN ROy
w5 T g AL S e 58 Bt

| th%ﬁ%[°9aba§ﬁ?w&§@°%%s?@gll fﬁﬁ?@%&?‘% ttfzﬁtl%%ﬁcwe

oS AR ARt
contr luLtlm(i): "1 %uztrggng the radio station {BTS) 110, the radio network
controller (RNC) 120 and the core network (CN) 130. Namely, the switch
129 switches not only the packet data, but all data kinds such as speech
data, and further the switch 129 also switches the control signals.

Fig. 3 shows a configuration of the mobile station (MS) 100.

The mobile station (MS) 100 includes a terminal IF unit 10, a radio
communication control unit 20, a radio communication unit 30 and a

confidentiality/integrity processing unit 40. A camera 1, a video 2, B/T

(Blue Tooth) 3, an LCD 4, a KEY 5, an LED 6, a USIM (Universal

- Subscriber Identity Module) 7, a RECEIVER 8, a MIC 9, and an HSJ (Head

Set Jack) 0 are connected to the terminal IF unit 10. These devices of the

camera 1 through the HSJ 0 perform interface processing with a user (a
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i nformati on which can be recogni zed by the user
(person) or the device to be connected. The term na
IF unit 10 includes a nodule IF unit. 11 for each 5
nodul e, a data format converter 12, a termnal IF
control unit 13, and a speech encodi ng/decodi ng unit
14. The nmodule IF unit 11 fqr each nodule interfaces
mﬁth each of the devices of the canmera 1 through the
. The data format converter 12 converts the data
persm)rﬂr@ grrvaectsbe cognedied.cad thesdeypres Hpwprerwpnt
through the HSJ 0 to/fromthe data formats processed
informiationighidhecarbe recognizaddsy thyshsano@ersthe ordheideatice o be
control unit 13 controls the operation of the
conmratedal | F unit 10. The speech encodi ng/ decodi ng unit
14 encodes speech electric signals input by the MC 9
i nt oThpeenhiwaddd unfult inetuddshensidede bF unit 11 for each
encodi ng/ decodi ng unit 14 decodes the encoded signals
mdduleu fata fren fNRACBriek 42 hitersigiidSceditrsneniBEGEhMER
8. 15 The radi o communi cation control unit 20 controls

spddtd aaliendra &&dd@n% sindf 100 ThEnddifle IFAEik adifBr each module

conmuni cation control unit 20 is provided wth a

1nt@§fa‘3¥‘@5ﬁt}i§ bAGULE tHGHELNEF 1heRBherd RMowh M H8J 0. The

firmvare, and the |i1ke, or softvvare nmodule. The radio

daﬁ%fﬂfﬂfﬂt%hb?ﬂegqgmo?ﬂvigﬁatﬁg%ﬂﬁ cg & 12;‘?%1‘{\@ Bvices

e termna comTu cation

of %%n%aéﬁgra IE %‘cft?gg'lag}ée LSS h{?/ﬁlo'n? El?é} HQ{ Ecjrn#ﬁf r?ges dns1de
o el BaBPB R AT The 9%56 g gl i1 poniggls the
o fles B eSSl T A JARB G814
enigales SRpfiG: CipStubecime it éﬁv@%ﬁé%ﬁ&%&ﬁ@% 10
unit 20 processes _the_data of 18 2 or up
Fupihesy dhengpapch ﬁ@@odmﬁ/@ﬁc@émﬂmmﬁa{‘# deeadenthorengped signals
to ggtr;)dtl%gg %peech electric signals to the RECEIVER 8.

The radio communication control unit 20 controls the whole mobile
station (MS) 100. The radio communication control unit 20 is provided
with a hardware circuit including a CPU, a ROM, a RAM, a firmware, and
the like, or software module. The radio communication control unit 20
processes data between the terminal IF unit 10 and the radio
communication unit 30. The radio communication control unit 20 converts
data based on rules defined by the standard or the protocol. In particular,
the radio communication control unit 20 processes data of layer 2 or upper
levels of 'layer, by such functions as packeting or concatenating the data.

The radio communication control unit 20 can discriminate the data kind,

because the radio communication control unit 20 processes the data of lajrer
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if certain data should undergo the confidentiality
processing or the integrity processing based on the
data kind. It is inpossible to discrimnate the data
kind at the layer 1, and therefore it is inpossible to
judge whether the data 5 should be perforned the
confidentiality processing dB8 the integrity
processing The radi o conmuni cation unit 30 is

rovi ded ,wi t hannel .. encodi n nit 310, eband
SRR APt B Trstin P msynitabiop consrol st 23 gm Judge
and .an. antenna_34. The chan ding unit 310
if gexgginflata @ifé: yadagetha %Ongﬁi&na@jﬁamgcwm&mr the integrity
respective channels. The encoding wunit includes an
pregessingdeasedianihedeisdking. ut is manossabledordscriminatettherdata
.encoding unit 312, and a physical format converter
kirgd gt the ﬂtmérl amidethegefovelitnig inmiossible to pedgeawhhihsirdhie data
format converter 314, an error correction decoding
shomlidt bespexformed he eonfidentaakitst puoessing o3 1he intemrity
baseband 15 nodul ati ng/ denodul ati ng (MODEM unit 320
promdsingt es and denodul ates the band. The baseband
nodul ati ng/ denodul ati ng unit 320 includes a baseband

moduTTat et dBRdoranchrdcdtice Dand3 ¢ epebvi dd D wi2d chdhfiel
radio unit 330 converts the baseband signals into

‘enédding WS 800, £PasdiaHn m@ﬂu[aﬂ:‘i&é/ﬁ@moﬁh@at‘iﬁ%ﬁ%ﬁBm a 14Ho

radio unit 330 includes an up- converter 1 and a 20
unfioyRy, GHAVER hﬁteﬁﬁg 84.Thehe %ﬂahﬁsp&ﬁﬁidlﬁg/un% §90 idcludes

prOCGSSI ng unit 40 is connected to the radio

gt 404 dHEBcE & miter 99%1;% gfv;étdh%' infe)d, nf‘dl‘?r,géhédﬂmg

proc ssing unit recel VeS romt era

un&qsgmgxegagﬂ of ﬁ@%&c?ionu(gﬁctodﬁg%ﬁpﬂce?flr, B Ffor biiSeditbs

It processi n

en eO;%{S]Ia dent %gﬁ : %\%/%I ntl%yg Igﬁ ¥(EI‘IIIIéa déq?ﬁr%%%{%%mﬁuriﬁer the
de(a)ghlléé g.?l?gsljir%hé(i / I nily%ﬁ?f Y()I'Blr CC%%%:BI’ r lé[il4 an erl c%trlgecaclon

decoding unit 315, and an error detection unit 316. The baseband

modulating/demodulating (MODEM) unit 320 modulates and demodulates
the band. The baseband modulating/demodulating unit 320 includes a
baseband modulator 321 and a baseband demodulator 322. The radio unit
330 converts the baseband signals into transmission spectrum, or reverse
the conversion. The radio unit 330 includes an up-converter 331 and a
down-converter 332.

The confidentiality/integrity processing unit 40 is connected to the
radio communication unit 20. The confidentiality/integrity processing unit
40 receives data from the radio communication control unit 20 and performs
the data confidentiality processing. Further, the confidentiality/integrity

processing unit 40 ensures the integrity of the data. The
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the radi o communi cation control unit 20 for the data
confidentiality/integrity processing. Further, the
confidentiality/integrity processing unit 40 inputs
data 92 of an arbitrary layer of 2 or upper |evels of
5 layer as the processing data of the confidentiality
processi ng and/or data 92 .of an arbitrary |ayer of 2
or upper levels of layer as the processing data of
t i ntegrit rocessing framthe radi o conmuni cati o
CO%ﬁﬁ%%?ﬁﬂfmtgéﬁty RrcesqggrIHE A0 15ppis 2 icml@gf?%ya%l trom
processing unit, 40 perforns the confidentiality
th%?%&é’%ué‘h@/t@@ eandrolipag 20pr gho datdi ng of the data
92 based on the input 10 control signal 91 to output
copfademaakiydindegaimpricestingn EFonthen thmrenfdentidity/integrity
control signal 91 includes paraneters such as a key,
pregespmig wait 4anpats datd 82 of an dybitwernlayes of 2 or upper levels of
confidentiality processing and the integrity
laymroscdwi puycedsing ddts bbilse eorfodertinlitatirocessing And/or data 92
confidentiality/integrity 15 processing unit 40. The
of annmirbiteaty Hyer pf Rrragpiect e vele Of $oyorgrsiihict prédedsing dedes of
an |F unit 410 and a nodul e 411. The nodule 411
theaitegrit prbesenpf fré@nihicatddiy coRnPeRieatifa cofifkol @it 20. The
integrity processing wwthin the sane circuit or using

corifientSAN /il ety f¥dceddifig 381i€2D i5)%!i‘fOIE?ﬁIsV‘tﬂl‘(’erbotnﬁﬁﬁeni:ialii:y

confidentiality processing and the integrity

prd&é@ﬁﬁ%sirﬂﬂof ﬁl@ﬁﬁ@%‘éﬂfﬁ%&ﬁsﬁl@e‘oﬁﬁgqﬂé o9 KR olthe ini)ut

re, the confidentidlTty procCessing neans encrypting
cofPSERNPY P9 0ub A A8 et LS i 0. T
' . ' ' tQ I fa.
co BRI APe7 0RLL SALLRR SR 150n 18 4 R SRR e,
sel%&églgggfv%grlbQﬁenéogl%df#iﬁ{tgcp%%%ésnsgnga Q%dtt 8 in etg%%;gzl ty

processing.

Fig. 4 shows a configuration of the confidentiality/integrity
processing unit 40.

The confidentiality/integrity processing unit 40 includes an IF unit
410 and a module 411. The module 411 performs the confidentiality
processing and the integrity processing within the same circuit or using the

same algorithm. The selection between the confidentiality processing and

the integrity processing is determined by the control signal 91.

Here, the confidentiality processing means encrypting or decrypting
the data. Further, the integrity processing means detecting data
tampering by appending authentication codes to the data or reproducing
and comparing the authentication codes.

The confidentiality processing and the integrity processing can be

b
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performed by the same circuit or algorithm or by a
simlar circuit or a simlar nodule. Accordingly, as
shown in Fig. 4, the confidentiality processing and
the integrity processing can be performed by a single
nodul e 411. In case of Fig. 4, it is possible to
reduce the hardware resourcecand 5 the software
resource. Hereinafter, a "nodule" refers to the ones
i opl ement ed ei ther by hardware or software only, or by
PeESRBIE) HGtHRATES EHOU iR ALEORERR, OF B BIEIAS GRS & ot
.the confidentiality processing and the integrity
sigHge &%Jlﬂ@» ué@fa)rfimgly,r%% s inigb rtélemonﬁdeetlaﬁty
explained, 10 Fig. 14 is a figure shown in AR B
pracessipgagbtheomteerite pueesying @ache pesformed ihyet singde module
Section 6.3. Fig. 15 is a figure show in AR B STD T63
4133. Ingas@iS8gudi ityis poSeible fa yedarce the detrdweayre Fegmimee and
16b. Fig. 16 is a figure shown in AR B STD- T63
thggoftear8 @ Sawen.i tHere1hisftescufmbgule’ chfare ¢t the pnks gur e
16. Fig. 14 shows an encrypting nmethod on the radio
implemeentSidgnshextonhardwarle g sdfwamaonlyher bplcbmbings H§ both
ci pher key (encryption key) F8: function for data
toglenfidentiality processing 20 IK integrity key
(message aut hentication key) F9: function for data
| Nt eHlerd, YeoRERRE TXRAHIEE bF m@éo&mmﬁiﬂﬁ&rﬁr%&éssﬁﬁgbﬁﬂ%b
aut hentication using functions fl through f5. The

rough this authentication process are tr erred to
t he i ' inakh oty ' .
(7o) RSB P A0 SPDLNG) NP1 0S8R,
Security Architecture, Section 6.3.

intté BitP proRBEHEAIdAoK 8YS cERhIHhHIheARAI béegglr%gg@&.ed

Fig. 15 is a figure shown in ARIB STD-T63 33.102,3G Security;
Security Architecture, Figure 16b.

Fig. 16 is a figure shown in ARIB STD-T63 33.102,3G Security;
Security Architecture, Figure 16.

Fig. 14 shows an encrypting method on the radio line. Signs shown
in Fig. 14 mean the following:

CK: cipher key (encryption key)

F8: function for data confidentiality processing

IK: integrity key (message authentication key)

F9: function for data integrity processing

Cellular phone carriers implement authentication using functions f1
through f5. The 128-bit encryption keys called CK and IK generated
through this authentication process are transferred to the function for data

confidentiality processing (f8) and the function for data integrity processing
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~Fig. 15 shows an encrypting nethod on the radio |line.
The signs shown in Fig. 15 nean the follow ng: f8:
function for data confidentiality processing 5 CK
ci pher key (encryption key) MESSAGE: plaintext data
whi ch a sender wants to send to a receiver such as
user data and signal inforng&tli on before encryption
COUNT-C. nuneral value data show ng the accunul at ed
(ﬂjzunber of transm ssion/reception, increnented by 1 at
ach session. 10 BEARER bit for identifying | ogical
channgl ECTION: bit for discrimnpating the .
dir e?ﬂg OW$ B3R OMCEER R a%etﬁeii eRdbeasadie neTHThgsigns
| engt h_of MESSAGE or, ciphertext data As shown in Fig.
shewn1afGigy b impean blae {gllavsneof the data is performed 15
based on a random nunber sequence generated by the
f unci§ duneigon der dakeacordislenitddity irabeasping ocessi ng. Fi g.
16 shows a nethod for generating nessage
aut hEE-icphérdkex Gderypt®mleyshown in Fig. 16 mean the
followng: f9: function for data integrity processing
20 | KIESSAGd idlgirkeyt (aeswhirch agbhént waats tgsded/ o a
COUNT-1: numeral value data show ng the accunul at ed
redeivdresuchfas tisandatasaidsighat afbivtionsuferesi@dpbivnl at
each session MESSACGE: pl ai ntext data which a sender

want §QONTeOon fifedal vAGEIdRA shu®in@shd seéualRedMimber of
signal information before encryption 25 DI RECTION: bit

trafn@inidbis bR AdA, N chdifelicdas! t AP eQkh kb@RsH] Ssion 22
FRESH. random nunber generated for each user '

BEARER: bit for identifying logical channel

DIRECTION: bit for discriminating the direction of transmission of

| ciphertext

LENGTH: bit length of MESSAGE or ciphertext data

As shown in Fig. 15, encryption/decryption of the data is performed
based on a random number sequence generated by the function {8 for data
confidentiality processing.

Fig. 16 shows a method for generating message authentication code.
Signs shown in Fig. 16 mean the following:

| 19: function for data integrity processing

IK: integrity key (message authenticating key)

COUNTI: numeral value data showing the accumulated number of
transmission/reception, incremented by 1 at each session

MESSAGE: plaintext data which a sender wants to send to a
receiver such as user data and signal information before encryption

DIRECTION: bit for discriminating the direction of transmission
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AMAC-1: nmessage authentication code for integrity
(message authentication code conputed by the sender)
XMAC- 1 : expected nessage aut hentication code for
integrity 5 (nmessage authentication code conputed by
the receiver) As shown in Fig. 16, the integrity of
the data can be checked by 2@onparing two nessage
authentication codes at the recei ver side. In the
foll t he operatjon wll expl ai ned. To perform
Ci phgﬁ%@gﬁo FRRAATR A1 elbg%%f@ﬁe for @ashrHSe41 and the
10 network within the radi o network, authentication
proc s messase authentication podsnior jntemély (sessngers
the other is_a proper partner, or both partners
aughenfacatior eerd eomphteddunthe sendarbper bef or e
sendi ng/ recei ving data between the two partners. As
sho CH:@xpedtedduessageawbentisatibn zudd font integrign
processes, 15 both the term nal and the network use
(mbisagef anttiensdieatinarede tompited byfthe rebeivagh M | n
parallel with the authentication process, the function
geneAatshowar i Pher ek elye (iBpriog of 2Re Hat:aSc@mﬁe@hﬁﬂseihbﬁ
aut hentication key (integrity key, 1K) at both the

- compafingiwandsbiee Aethiticatibiecdden ak els readivéiesigbar ed

exclusively by the termnal and the 20 network which

havelhers fallbwilel YhbpierfonC#i1EHe c2pthihbg two keys are
used within the two functions f8 and f9 descri bed

bel oy, p@%ﬂﬂ"ﬁph@y&i (\,’(ﬁflfhurﬁeétl@ﬁﬁgtv@m £401i881 and the

session, and further, there are no patterns anong

netﬂﬁa& Q‘fﬂﬁ{ﬁhgq'adm&wotrﬂeg{i%&tﬂa%hoqi n?lco%ﬁgse e)tdh%n

conmmuni cation 1S

SRS B LA BB by gt
i ualant n§t an ard
y confirm St

qé proper before sending/receiving data between
the two partners.

As shown in Fig. 14, during a series of authentication processes,
both the terminal and the network use five functions named functions f1
through 5. In parallel with the authentication process, the function
generates a cipher key (CRK) of 128 bits and a message authentication key
(integrity key, IK) at both the terminal and the network.

The two keys can be shared exclusively by the terminal and the
network which have been mutually authenticated, and the two keys are
used within the two functions f8 and f9 described below. The two keys vary
for each communication session, and further, there are no patterns among
keys generated. Then, the keys are discarded when the communication is

over,

The mechanism (protocol) required for this authentication process is
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operators deci de these functions independently. The
data security after authentication processing is
mai ntai ned by the data confidentiality and integrity
processi ng techniques. 5 The first, data
confidentiality technique is applied to encrypt the
user data and the signal infegrmation including speech
transferred on the radio network, and for preventing
wiretapping. To inplement this data confidentiality
stafsrdiagdn g Howeyarces bhe fangtionsoedila te dhpre et standardized,
function _(hereinafter, referred to as Nis enployed.
opexntpps degide dBeseofunstionsandendnsgndbt a whi ch has
undergone confidentiality processing as shown in Fig.
15, dadadecunitiesiten autﬁelmiqu:mmprdoeysi@gw geniatained by
at authentication process. Further, a random nunber
the dgtre noelidentipditgraatdeth thgrity pudddsamgatebhhiguesgt h (LE
NGTH) of the target data for encryption/decryption,
an uffhédivat,| derth ORERERTIEINY teckmique duapslied eHEE} the
| ogi ¢ channel identifier (BEARER) to f8. Here, the

usétpdaenand ithK sigead snfofes@ich iclndineSpebeh BlanSfyrbd bn the
i ndicates the transm ssion direction of ciphertext

radigtbtRRtesnd ﬁ)ﬂdﬂe%ﬁﬁhg_ﬁﬁ@tépﬂﬁéﬁ ¥ %P%eﬁﬂfﬁi@ Hata
the counter is data show ng the nunber o accunul at ed
s w1 30 el (IR A EARAeptiality fagefiop

(h%rte%%dc}ﬁe%%{g I%rti'toTe[ket‘B??é"QIngﬂ?)jﬁg‘d_used for preventing an

tries to sen e ci phertext data that

hae HEPR: oRRTI LBl fFn IRl bR &
cor L PSR AR AR, b BRE  02®

ener at.ed ve and the data/signal informatjion, to be
 engiypRpBRY i ¥

Lepperatrd abapthenticatianprocess. Further, a
random number sequence is generated by inputting a bit length (LENGTH)

of the target data for encryption/decryption, an up/down link (DIRECTION),

- a counter (COUNT-C), a logic channel identifier BEARER) to 8.

Here, the up/down link means those distinguishing bits which

- indicates the transmission direction of ciphertext data between a terminal

- and a base station. Further, the counter is data showing the number of

accumulated times of sending/receiving data. At each sending/receiving
the data, a fixed value is added to the counter. The counter is used for
preventing an attack which tries to send the ciphertext data that has been
sent previously. Yet further, the logic channel identifier means a bit for
identifying a logical channel performing encryption.

Ciphertext data is generated by XORing the random number

sequence generated above and the data/signal information to be encrypted
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The paraneters except CK are sent fromthe sender to
the receiver wthout encryption. It is unnecessary to
send CK because the same paraneter is generated at
the receiver side at authentication process. 5 Even if
the paraneters other than CK are obtained by the third
party, the security of the @#iginal nessage can be
kept, as the random nunber sequence required to
aecr¥§tt he ciphertext data cannot be generated as
andsgt LS KT¢ERdi'hs secret. At the receiver side, the

‘rand nunber sequence _].s generated 10 using the )
' ecelve Pagamshelssxcerh Q@rw@rﬂ@st]fw%dgr ta 4Ry receiver
.obt ai ned, the random nunber sequence. is XORed with
withputensreption: Hdp annesesspgy to send &dk pecanse e ame
original nessage. This nethod is a variation of OFB
payametartls gendtser atibd eeceipr hidesat pHbeotication pydesss.
utilizing the block cipher defined by | SQJEC10116. In
15 CERemubidhe paraméters otlve themeCKiaw dnaides by the third
transm ssion paths is mxed in the ciphertext data,
partiyetlesmueitprod ¢bs siiginalamepsamearsn bdkepiasehpamndbnom
increasing. For this reason, this node is often

nuarteptsequénde reaphitedvtu decrypd thisltipbai-iesn datheanacohe
techni que for keeping the security of data is data 20

gend¥at@l bé YoriLadh THIvemait &derglet ects tanpering in the
signal information by appending a nessage

aut hapthe addedbrCde, HEBSSAB ﬁﬁhﬂ%’i‘@eﬁﬁéﬁé@i&%&ﬂ)paﬁéﬂ

the signal information on the radi o conmunicati on

usiltnigr\:ﬁle_ refiiSed DaPhRR iSR! 4.1 CKT%SMQ RagYkES %ﬁlle%ﬂgic(ﬂfg?iqnueéi’, the

echnique. To inplenent this data integrity t
B, L ISR i WDECHL B0 e SLar AR
dedi§ipt fntS MR D¥fsinh ' midlga o € PaIL of 25 79,

This method is a variation of OFB (output feedback) mode, which is
one of the modes utilizing the block cipher defined by ISO/IEC10116. In
OFB mode, even if noise generated on the transmission paths is mixed in
the ciphertext data, the decode processing can prevent the noise part from
increasing. For this reason, this mode is often adopted for radio voice
communication.

The second technique for keeping the security of data is data
integrity technique, which detects tampering in the signal information by
appending a message authentication code (message authentication code) to
the signal information on the radio communication liﬁe. This 1s also called
message authentication technique. To implement this data integrity
technique, a function for data integrity (hereinafter, referred to as 9) is

used. The same encryption algorithm as F8 is employed in the core part of
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First, on authentication, the nmessage authentication

key (1K) is derived fromthe function f4 for

generating the nmessage authentication key, and the

nmessage aut hentication key is transferred to f9. As

shown in Fig. 5 16, a nessage authentication code

(MAC-1 or XMAC-1) is generatdd by inputting the data

(MESSAGE), the up/down link (D RECTION), the counter
fg(C(lJI\I'I’- C), the random nunber (FRESH) generated for

‘each user as well as the nmessage authentication key.

These,.paraneters are_alsp sent to the receiver b)( .

usi nS"I , o @yt ntl%l%ttge%?ﬁ%age AiitRentieatign key UK) is

encrypted by the sender. Even if _the paraneters are
degpedifrag thy Tupetiomi4 frganeyatingdhe gnessagataughpatication key,

the data can be kept as_|long as the nessage
ang fhranessegeiashraticgtion key i dypnséenredito fohi Ak shewrhiaa Fig.

same as the case of data confidentiality. The sender
1652 mikssabe andhentisathompptnMAG-T bi XMAEsHJe géberated by

aut henti cation code (MAC-1) appended to the receiver.
inpitéingedel deta, (MEBSAIGE), yhe apijuyt e $inkh@TRIBCTION), the

aut henti cati on code (XMAC-1) by using f9. It can be
cowtet (COEINTHEY, ¢hé sandohampaben (FRESEDaaicrag:dMdEehchniter

XMAC-I to find themidentical. Here, the follow ng

as Shil\es S ce¥adPhathaitichidndeient process in 20 case
of tanper detection: (1) Request the retransm ssion of

the WRb& pAchRBREK alé aldesdn®EBitUSE QeE@%(?fé‘)Eﬁ using an area of

authentication code is proper or not. D sconnect
e
dat foraftReRIchAY dof giﬁgg%ttg& PABRALEY E%@‘Eft(hfe arameters

etection. Accor specification

d
g DY EAR R0 g S i dhe 9eBlpaialionphyhe diie can be kept as

o U SRR b AP PSR e RS i

same as the case of data confidentiality.

The sender sends the data with appending this message
authentication code (MAC-I) appended to the receiver. The receiver,
similarly, computes the message authentication code (XMAC-I) by using 9.
It can be confirmed there is no tampering by comparing MAC-I and XMAC-I
to find them identical.

Here, the following shows some examples of subsequent process in
case of tamper detection:

(1) Request the retransmission of the data and check if the received message

authentication code is proper or not.

(2) Disconnect the connection in case of consecutive tamper detection.
According to 3GPP specification (for more information, access

http:/fwww.3gpp.org/About_3GPP/3gpp.htm), the encryption/decryption
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encrypted) into the ciphertext data (encrypted data)
and output the ciphertext data, and the function to
decrypt the ciphertext data into the plaintext data
and output the plaintext data. Assum ng the enbodi nent
is 5 conpliant to the 3GPP specification, the above
COUNT/ BERARERI DI RECTI ON CKI I26NGTH correspond to the
control signal 91 shown in Fig. 3 as concrete

rther, as for concrete exanp f the

m@ﬁ% theduogt lgﬂéaﬁnpw.t e ngut P&lﬂ@agr%té?daﬁm@w

or "RLCPDU (datagpart)” rresponds as shown 10 in
engrypted)intpthe cip @%Ma(ta dengrapted dpta)anheutpat the

RLCPDU, . from which the upper 1 Cct or 2 Ccts (1 byte
ciphertexfydate) and the feneeon hdeqrapt the cinbaypext info the

Cl PHERI NG' shown in Fig. 21). "MACSDU' or "RLCPDU
plgindextplata)and sutpntdhamdhimtott dESSAGS ssinvimg the dfilodiffent is

Yet further, MACSDU denotes Media Access Control
coiBpliant éo Bhe SGMP spediCRih, theddwotes Radi o Li nk

Control Protocol Data Unit. Each nessage within the
COEMRBERARWR/BIRETION K MENGRICROesporid to thay eintdol

after deleting RLC header. Although RLCPDU has 1-Cct

- sigeral B1QHowaeid FYdiTds écndiete Stlhplked to

confidentiality processing, all of the RLCPDU is i nput
- to tIertRBr, GRNbl deRdriedd bk mpTdLaH thHeYd Ra0PEERH B8 dHywn ADFig.

and the unit opt not to perform

3, ﬁﬁrgydaﬁ?ﬁlb' ATACEH DL &9 “‘Rmfﬂbgc(ﬁ%%éﬁ‘&'tmép@sp%n@@tas%own

Cct part. This is In der to reduce the’'l oad of

in Fﬁ% glfg'lge%g fl;?gigﬁg@ (ﬁﬁtaﬁﬁﬁ)’”% a&ﬁtﬁt o%%g%gcﬁpﬁ ngoﬁl'%?hmh
BT HIR SRS BLF R Gy A
o BIBERRING" SnSQN iR b3).| ARSI bY <RI GP9GesS! N9
(datapart)” is an example of MESSAGE shown in Fig. 15. Yet further,
MACSDU denotes Media Access Control Service Data Unit. RLCPDU
denotes Radio Link Control Protocol Data Unit. Each message within the
message flow is structured from RLCPDU at the layer 3 after deleting RLC
header.

Although RLCPDU has 1-Oct or 2-Oct part which is not subjected to

- confidentiality processing, all of the RLCPDU is input to the

confidentiality/integrity processing unit 40 and the unit opt not to perform

confidentiality/integrity processing on the 1-Oct or 2-Oct part. Thisis in

“order to reduce the load of the radio communication control unit 20 wherein

the load is generated by shifting 1 Oct or 2 Oct for removing the excluded
part of 1 Oct or 2 Oct from the all data unit (RLCPDU).

Fig. 5 shows another example of the confidentiality/integrity
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As featured in Fig. 5 a confidentiality processing
unit 420 and an integrity processing unit 430 are
provi ded separately. Inside the confidentiality
processing unit 420, an encrypting/decrypting unit 421
iIs 5 provided. Inside the integrity processing unit
430, a nmessage authenticati2@n code
appending/integrity verification unit 431 is provided.
The enrypting/ decrypting unit- 421 shows a case in
pr%iﬁsﬁlﬁlgt%glt cryption and the decryption are performed
usingﬁ i dent.i cal podul e, _The nessage _authenticati.on
code s'g%w dritfigedra eqnijdontialitn prosessing wmh 420 ond an
. case 10 in which appendi ng the nmessage aut hentication
IntegHdy Precasshie yni ﬂ%@re provedsd sepaantelper sidethaisi ng
an identical nodule. A case shown in Fig. 5 is a
confaddn tinlitat processingminih4 2heare auenyptingdemypting unit 421 is
decryption are perforned by the same function or
rrappendi hpidd éheraseggdy auodesniriganitct8ls adeesuage
verifying the integrity are perfornmed by the sane
authmtidation &elepgypet ding/ntbgrity yerBicationiwnipdssiibpectided.
reduce the hardware resource and the software
Theeseyiptiagictyptidd anfts®l Shows @.caBe ifrithick tB8@Weryption and
anot her exanple of the confidentiality/integrity
thd 1869 sionthre Pelrfotthe Pesingt iRbtical Md#ulé, THS ndeshbe
confrdentiality processing unit 420, 20 an encrypting

aut}[ﬁdticﬂi%%naéﬂéleaaﬁ%ﬁﬂi’ﬁ’éliﬁl%gi‘ﬂ&%ﬁfi%f%aﬁbﬁ PiPUBY&Rows a case

separately. Further, inside the integrity processing

in térr;'hii%h ﬁé@*"% f %%%ﬂﬂ?ses%%a Qﬁ{th'leﬁﬁ%%@g? 634 Snéﬁz%%gi%ehe

an in ty veri I on uni

B S50 TR e RBRTOUAR Bl in i

e ST PR BhLT B ARSI B
e Y i i 1, 2B R R s
verifying the integrity are performed by the same function. Compared with
Fig. 6, it is possible to reduce the hardware resource and the software
resource within the case of Fig. 5.

Fig. 6 shows another example of the confidentiality/integrity
processing unit 40,

As featured in Fig. 6, inside the confidentiality processing unit 420,
an encrypting unit 422 and a decrypting unit 423 are provided separately.
Further, inside the integrity processing unit 430, a message authentication
code appending unit 432 and an integrity verification unit 433 are provided
separately. A case shown in Fig. 6 is a configuration in which the
encryption and the decryption are performed by different functions or

appending the message authentication code and verifying the integrity are
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encrypting, decrypting, appending the nessage

aut henti cation code, verifying the integrity, and
further the data confidentiality processing or the
integrity processing can be sinultaneously perforned
in parallel on 5 sent/received data. Accordingly, the
hi gh speed processi ng can besdone. Fig. 7 shows a
case in which nultiple encrypting units 422 and

g units_423 are provided jn the:

' l'tipgle decryptin
PeRiGRRICHdt 3131;9#’% %M&%@r ndt 1spgsside §o respachiyely aerform

shown in the figure, nultiple nessage authentication
enEHId1nG @@ﬁ@m#glgj ApRendme thpmessagerethenticgtioncode,

verification units 433 are 10 provided in the )
veriffingrihe yniatiysand durther thadatawonfedenidaligyhpiogessing or the
_ station (Ms) 100 is operating, there may be a case in
IniRigIridH patecessing ¢an be pirultonaowdy pesfornicd repuradled oned

at the sanme tine. For exanple, when two kinds of data
sestitdrenedsirdac h Adavmalingly, tlachigh éeedgimcessing can be done.

simul taneously transferred, data of at |east two

chanfigd. & sivoed d chee & mllitlanadtiply edéryptiageanitd 42Pmnd

such a case, the speech data can be encrypted by the

mdeiply fedrygting dnils 488Grt pRovidediiAithe cdafideffiBliBEprocessing
encrypted by the encrypting wunit 2. Further, in case

unff 4ZECIBRtheR askHodOTh e Fibl€ HHRIE e &aBe Muthentication
decrypted sinultaneously. IT is not necessary to have

coddBp SN B WIREY 45D anll l GR3fe Qﬁteg‘trgz v&iﬁgatfdilg%r’:it? 5123 are

encrypting units 422, the decry g units

proyhal EESERcginPARLSSH SRS, RPENELB0 ey oty

- R A5 o IR S s REC i AR i Bl

ol T B Pt B Do Bt o
A RO RN G- YIS
traaleg b S 88 4t RIS Rarbe TRl iancously
processed. In such a case, the speech data can be encrypted by the
encrypting unit 1, and the facsimile data can be encrypted by the encrypting
unit 2. Further, in case of decryption, data on multiple channels can be
decrypted simultaneously. It is not necessary to have the same number (n
in case of Fig. 7) of the encrypting units 422, the decrypting units 423, the

message authentication code appending units 432, and the integrity

verification units 433. The number of each units can be determined

- according to the number of channels to be processed simultaneously by the

mobile station (MS) 100. In another way, the above units do not correspond
to each channel, but when a certain channel needs to process a large

amount of data at a high speed, it is possible to make two encrypting units
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nunber of each unit such as the encrypting unit 422,
the decrypting unit 423, the nessage authentication
code appending unit 432, and the integrity
verification unit 433 can be determ ned according to
t he nunber of channels 5 to be processed

si mul taneousl y and/ or anount9of data. Further, the
maxi mum nunber of the encrypting units 422 and the

maxi nunber of t decrypti nits 423 c b
pres Ehe AmEbameRas of SHE S o AieLs o dde
aut henti catian cqge appendi ng units 432 and the, .
nu rrﬁ? maﬁﬁﬁ%séiz sygh apghe gpegmting val43% dhe dacrypding npif
433 can be different. Fig. 8 shows the case in which
428 rihecmassageraitdientigaipn cede ppgending unitolds apdghedateerity
W th multiple encrypting/decrypting units 421.
vertficatien unak433 kanbei determiradgecerdinigetoi thieagrtnbgr of channels
rocessing unit 430 is provided with multiple nmessage
to heipheressedhsinonltendenslp paddimaghbnnegf data.veri fi cati on
units 15 431. In Fig. 8, the encrypting/decrypting
uni t Fagtheanthe vaximasagambeutofieht ietaiypaing adéts 422 and the
appending/integrity verification unit 431 shown in

makigum hudilser sftbecideveltingradesmidd ¢4 Be differease of
Fig. 8, when the encryption and the decryption are

per f Pupgh@r et akhiBusPABnbeR Gf tRE m 8k kb Buheftication code
encrypting/ decrypting units 421 are provi ded

apSEUdiBRERANEH 892 hAd Uk trh kit uRNANASES of ShdidiRE Yy vMi€Ration
he d " the

nmessage aut hentication code appendi ng an

un%t@%%@réahybélﬁ{ﬂ’écrlaﬁﬂ“ on are performed using the sane
[ tiple

unction, nu _ message authentication code

oPPCFH BN S0 YRR Rp O e 2 Weps
oo B 838 GRS 8414 800R% o
shosin% tu\{\%ﬁg ﬁrg%“i"g,utrh%eihtegrity processing unit 430 is provided with
multiple message authentication code appending/integrity verification units
431. |

In Fig. 8, the encrypting/decrypting unit 421 and the message

authentication code appending/integrity verification unit 431 shown in Fig.
b are respectively made multiple. In case of Fig. 8, when the encryption
and the decryption are performed using the same function, multiple
encrypting/decrypting units 421 are provided corresponding to multiple

channels. Similarly, when the message authentication code appending and

the integrity verification are performed using the same function, multiple

message authentication code appending/integrity verification units 431 are
provided corresponding to multiple channels. Compared with the case

shown in Fig. 7, the configuration of Fig. 8 can reduce the hardware
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In cases shown in Figs. 4 through 8, the
confidentiality/integrity processing unit 40 incl udes
both the confidentiality processing unit 420 and the
integrity processing unit 430. However, the
confidentiality/integrity 5 processing unit 40 can
i nclude either of the confidéentiality processing unit
420 and the integrity processing unit 430. Wen the
confi de tlall /integrity processing unit 40 includes
regurLe A RfiedRME®al i ty processing unit 420 and
t he hntegrlty proc$§3|n unit_430, the__process. of the
ot hel €aresehqyen o Eagt bihronsh S dhe cenfidenfialbiregrity
control 10 unit_20. = Enbodinment 2. Fig. 9 shows
pregesei weli( geludasdwtbrthe wenfidpntislitr nreconsinpmynit @80 and
Different fromthe configuration of Fig. 3, in Fig. 9,
theintegridy pragassingiuniit43et ilewevere theconfiddntialityfintegiity
and the 15 confidentiality/integrity processing unit
pra@ssiagiuinirdthem indhtde ¢ishert abthe comfideniiadity proteassarz unit
the radi o communi cation unit 30 and the
420 eoid denmtegrityyprocbegnigtunipdB0esWingh thidi t 40. In Fig.
9, non-transparent data 97 is non-transparent data

 confiddntdalifydickegritiapfocesiinthatit 405261508k @ither $2tke 95, 96

are transparent data such as speech data, unrestricted

coréhi @ritd1i0p 1Rt sbingd RS 20 AN tHatidtdBHYSplssHRE %nht5430 the

not changed throughout input to output in any |layers

pr&fes§ BPthe¥@ict cah B S @A mEE ﬁ)?rtﬁﬁci%dh@&ﬁﬁﬁzum&?%ntrol

he non-transparent” data neans the data requires sone
unﬁaj@ processing such as data format conversion
through input to output in sonme |ayers or sub-Ilayers

E da reference | ayers. For exanple, at an RLC
‘"Link Control) sub-layer of the Iayer 2, when

i) Dat P t
o it 0 e b Qe b Bifatian Pt moPi8 $ati6l frs) 100.
non- r&ere%%%o% the configuration of Fig. 3, in Fig. 9, data is

input/output between the terminal IF unit 10 and the
confidentiality/integrity processing unit 40. And further, data is also
input/output between the radio communication unit 30 and the
confidentiality/integrity processing unit 40. In Fig. 9, non-transparent
data 97 is non-trénsparent data such as packet data. Further, transparent
data 95, 96 are transparent data such as speech data, unrestricted digital
data. Transparent data means the data is not changed throughout input to
output in any layers or sub-layers of the OSI reference layers. Whereas,
the non-transparent data means the data requires some data processing
such as data format conversion through input to output in some layers or
sub-layers of the OSI reference layers. For example, at an RLC (Radio

Link Control) sub-layer of the layer 2, when SDU (Service Data Unit) and
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data. When SDU and PDU of data at MAC ( Medi aAccess
Control) sub-layer of the la er 2 are sane, the data
is transparent data. In case y shown in Fig. 9, the
transparent data is, for exanple, speech data which
can 5 be transferred to the termnal IF unit 10

wi t hout any processing on tHd data of the layer 1

i nput/output by the radio comunication unit 30. On

h hand. .1\h n-trangparent, data is, for
PSPl SRR it i WABGRECCTHE 15T Biamsgarent
nt d f 1 I tp fr the radio
o8 B P BT o dia Mkt Mieba Aos ool
ncret g exanpl es of transparent data 95 apd 96._in
SUEi‘CiaY(*"bOg‘il’@Xl@%E%g@raéﬁgleaﬁEe Fatndy trogsparentglata;  dncase
each divided by transport block unit _defined between
shpwpap KigaHdthesfranspareptdntas.dfax sxpmple, geschidataschiply can
transports block unit equal to MACPDU (and MNACSDU),
be dransipeedrtorthedarminnldifunit Tthwithoaut spyrnrobessing onithe data
corresponds 15 to the confidentiality processing
of the layend igpui/onitpraisby tle radiospeeninimtoraneit Ber Ghthe
whi ch remains transparent in the RLC sub-1layers, by
otherphank the mpnARRhBspafdmeththis, fobekahpldgradkeadhta which
(Tarm nal Adaptor) I/F (Figs. 22, 23) as the serial
requires §ane plotesbitigson thadpta bf bedell, outpub&emieke radio
possi ble to perform 20 confidentiality processing on
cothieuPatiién int 8@ri al formats w thout any conversion.
Further, a concrete exanple of the non-transparent

dat aAQ TméiStioRs] aB&RL the %Qnﬁké@éé Bxa RIS 955 8 e ntq HaRa 95

for signaling, however, each data is divided into

-and6t i Flgs Q%%@oﬁﬂ gﬁ@ aﬂ?fdd}?&rﬁgm@télh&aﬂaagﬁéﬁ dtvided

and 2. entrality/integrity processing

by Y dspdt BRWHIP dBifled BeBfeen layer 1 and layer 2. These
fransparent data divided by transports block unit equal to MACPDU (and

MACSDU), and therefore each data of the transport block unit corresponds

to the confidentiality processing unit.

As data kinds such as speech data are user data which remains
transparent in the RLC sub-layers, by implerﬁenting ARIB defined MT
(Mobile Terminal) — TA (Tarminal Adaptor) I/F (Figs. 22, 23) as the serial
interface for this transport model, it becomes possible to perform
confidentiality processing on the MA-TA I/F serial formats without any
conversion.

Further, a concrete example of the non-transparent data 97 is, as
described abbve, packet data or data for signaling, however, each data is
divided into units (Transport Block) defined between the layers 1 and 2.

The confidentiality/integrity processing unit 40 shown in Fig. 9
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~perforns the confidentiality processing and the
integrity processing selectively on the
non-transparent data i nput/output fronfto the radio
conmuni cation control unit 20, and at the sane tine,
the confidentiality/integrity processing unit 40
al ways perforns, for exanpl @2 5 the confidentiality
processi ng on the transparent data input/output
bet wee the termnal IF unit 10 and the radio
DR Dh e SOPBACRHALLGDIocpRERECHHF HRIPHTAY PFOGOEEIRRI t y
rocessing unit 40 does not performthe integrity _
Se@%&@wm oRcREARSPARephAatR inpatioutpat fiean/te the padient
data jncludes data_ which does not require the
copgMpigation spntrpl pnak28.sandyat thesameitimeotheormuni cat i on
control unit 20 nakes the transparent data which does
comfpdentizdifyiingegmity porkssiagtirdt 40\ywlways pesfonmsnir dxamgple,
to the confidentiality/integrity processing unit 40,
thdoenfidentiality prioecssidg on thertramspzatinddatd dipwil/outpiut b2bween
O it is possible to nmake the transparent data which
thelteminal IFamii 16 ddvetiroridic ecminthnicytiph agds SONgTheput
to the 15 confidentiality/integrity processing unit
corfferdtilitytintaat fyopFockiing Gait U0 RbE Abi p¥rRFACERSINELEY
the transparent data using the control signal from

préda8singUrPt HeO A Bp At AUt § O NS e ﬂiﬁh&}g@&;nt%a@a inQusbBoVELa
a contiguration of the confidentiality/integrity

Whg%}gfa ?ﬁ?%égﬁlgeh%c%ﬁi%ryﬁg9m&?gé£% ﬁgl\?\,{rﬁ di(‘? ncl udes
g OGP Yol A5G T i docs nt
o6 VAL MR SRR AL, 455, e
o S e Bk an PR e L O
contnr:n%r}fci a ri(%] E:ogggf‘ u191%: 20(?{1 (t)llj 1et i%tplg)%gib g 1r:1(():i m:;k%etheéstransparent
data which does not require the confidentiality processing input to the
confidentiality/integrity processing unit 40, but not perform the
confidentiality processing on the transparent data using the control signal
from the radio communication control unit 20.

Fig. 10 shows a configuration of the confidentiality/integrity

processing unit 40.

Different from the configuration shown in Fig. 5, Fig. 10 newly

-includes a confidentiality processing unit 460. The confidentiality

processing unit 460 includes an encrypting unit 462 and a decrypting unit
463. The encrypting unit 462 inputs the transparent data 95 from the
terminal IF unit 10, encrypts the input data to output to the radio

communication unit 30 as the transparent data 96. On the other hand, the
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decrypting unit 463 inputs the transparent data 96

fromthe radio communication unit 30, decrypts the

i nput data to output to the terminal IF wunit 10 as

the transparent data 95. These processes of the

confidentiality processing unit 460 are perforned

based on the control signal 389 fromthe IF 5 unit 410.

The control signal 99 is derived fromthe contro

signal 91. Accordingly, the confidentiality i
degiyptegsnnyy 499 nrusotheipgspareadatacii freentharadig

processing based on the control signal issued fromthe
comapicadenimt 88t demypntheonpusidata de ontpw; . thegtermpaal IF

data 92 is input/output wusing the parallel interface
unitht®agbhe teansparemiedatiah@y. HEheke piveeds@stof she panfidentiality

data 95 and 96 are input/output to/fromthe
praerfingentiit dl60tare perforassl mpadnon thké Coritirolosighat 8@ from the IF

serial interface. As explained above, Fig. 10 shows a
untedH). i MMhd ceftrblwiga b9 is dofived it ol pohtrohipnbhhoe,

that is, the parallel interface and the seria
Actdrden#lacehcdédhitientiadigy procdsiing unit 460 performs the

confidentiality/integrity processing unit 40. 15 Fig.

cortfid TPty 1oeed difis bakd Pon tHe WBhED] 138128 Mfed e halhottadio
processing unit 460 is added to the

cof SR S IR, PREOSF ORI sl

oM O S0 ORI il

el E BRI Gy ot

o RSP AL St 2 AL hRSEP S s
10 8BFVER saredRrERietHG Bl EPpY e IRt aRcamile 5 ghe
paal{F Antestaserng OhnforaPEPIae aroPRERGRREE 0% 1 | s

o i nput ,@ﬁ@ﬁgg&g&p&g&g%hn}t Zg_r responding to the

Fig. 11 shows a configuration in which the confidentiality processing
unit 460 is added to the confidentiality/integrity processing unit 40 shown in
Fig. 7. Itis effective to have the configuration shown in Fig. 11 when the
encrypting unit or the decrypting unit generates key streams to be XORed
with the serial data as shown in Fig. 12.

As shown in Fig. 11, the transparent data 95 and 96 are
input/output from/to the confidentiality processing unit 460 through the
serial interface, and further, the serial data which is input/output through
the serial interface includes multiplexed data of multiple channels. For

example, when data of channel 2 is input as serial data after data of channel

1 is input, the encrypting unit 1 corresponding to the channel 1 generates a
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key streamto output to a nmultiplexer 481, the
encrypting unit 2 corresponding to the channel 2
generates another key streamto output to the
mul ti pl exer 481, and the nultiplexer 481 mnultipl exes
these key streans into format the sane as the data
system of the data 95. The sgultiplexed 5 key stream
and the data sequence of the input data 95 are XCRed
the XOR circuit 483, The confidentiality .

b
| k%%&l@@éﬂ% togutmit tossmyiEplesiend8inbhe gpev@tBEeRiZoNs

based on the control_ signal 99, nanely, the control
cowpgprrding to she shhunek 2 ganerpdes anptherdimyistiveami torputput to
control unit 20. By using the configuration of Fig.
the multipdextz| 481, andithe multiplexeindd] nsultiplews thesy kby stieams
10 operation of the XOR circuit 483, which enables the
intioi fghmsp ébe spmecesidiendpta dFistemId thhdasa & ot Me multiplexed
configuration in which the confidentiality processing
kevistieaé? Gndntie tdaea coghietiendfi thieiihpupdace 95iarg XMORed H§CGhe
of Fig. 10 are conbined into one confidentiality
XQOR efeaiti 488. urTHe bifidethilitgfrot@in@alihity460 pedsahBghe
unit 470 processes both of the data 92 15

abo VP& d1akoRd halkbd OHGheldda tRALEHA!99, RatddIRGheddAtid Rignal
data 95, 96 input/output through the seri al

91 isPEﬁIiE&?qu The ra8if doeRiindddtion BSRTEPSARDINI By (<%

e confidentiality processing unit 460 are uUnite

coﬂ.t.fﬁttlﬁattfbgl SORE gt diby of E}é@ ?ﬁ%%g%aﬁgkéuég@ onfiPbi BRE

e hardware-resource can

or IR ORROE IS, B8 QAT Boegesine
L e

propdSyng s 42 hrpdtcRB AL R Wet R 3P ave

25 confidentiaglit rocessing unit according to the
comhied @ipoae centidenfiafifsoprocgssinig unit 470. ’

The confidentiality processing unit 470 processes both of the data 92
input/output through the parallel interface and the data 95, 96 input/output
through the serial interface. The confidentiality processing unit 420 and
the confidentiality processing unit 460 are united into the confidentiality
processing unit 470, so that the hardware resource can be reduced. The
confidentiality processing unit 470 switches the process for the transparent
data and the process for the non-transparent data based on the control
signal 99, namely, the control signal 91 output from the radio
communication control unit 20.

Embodiment 3.
Fig. 25 shows encrypting and decrypting methods for a

confidentiality processing unit according to the third embodiment. The left
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. Flg. 25
18 rseggweﬁ, and cutputs t

~part of Fig. 25 shows an encrypting apparatus of the
sender's side. The right part of Fig. 25 shows a
decrypting apparatus of the receiver's side. Different
fromFig. 15, Fig. 25 contains a random nunber
sequence nenory (buffer) for tenporarily storing a
random nunber sequence 5 gensrated by a function f8
for data confidentiality processing. The random
nu r guence menory previously staores the random
Paﬁhggﬁ}g- ?5@5@??@@ GRATPAMEARRATARRS ol sesder’s oy dhba
.confidentiality processing. Nanmely, as_ soon as )
righdmsrhat Fash 200%hayene deermiinsappanadsaof the teceteanreside.
Is obtained, the function f8 for data confidentiality
pr oc BsEerentdremiBiggdhel . i26rcontainiser nandoam domwebemssgruence
sequence and outputs the random nunber sequence to the
maraogotbuifembéor tseporatidy stming a randomamdmien satpeence
sequence nenory tenporarily stores the random nunber
geserpted by aufitridtion i8fes dgea cohAdertextily picgessingi vEte random
out puts the random nunber sequence bei ng stored
nusybwrhseqnonsd sendity prepitusly gtdroe the saadem (bt exdlence
15 On the other hand, in case of decryption, as soon
gedéraltéd by Thkifanclion 8 GaN@int dondideReialidy ?Jme%gﬁtger Namely, as
sequence i s obtained, the function f8 for data

sodiPRé islBRiadiont fir RACLAThE The taAASmIANEHEE ko hdcelil®btained,
random nunber sequence and out puts the random nunber

the AANLINTEES Br 136 LERERMR 1 roce SAHE 3¢ tg‘ggga/aﬁ&b Bf the
Iy st ores

random nunber sequence nmenory tenporar

oy SRR DAL SERUTNSS M LR ARl e

rol e RE bR e AR RS o G RE0 ermory
cer Ry R e 2B RCH S 6 h R SR b oh e gptaintext)

ar e ener%ti on of the random nunper sequepce
e random number sequence being store

synchronously with inputting the message (plaintext).

On the other hand, in case of decryption, as soon as information for
generating the random number sequence is obtained, the function f8 for
data confidentiality processing starts generation of the random number
sequence and outputs the random number sequence to the random number
sequence memory. The random number sequence memory temporarily
stores the random number sequence until a message (plaintext) is received,
and outputs the random number sequence which has been stored in the
random number sequence memory synchronously with inputting the
ciphertext data.

As described above, the features of the encrypting apparatus shown

in the left part of Fig. 25 are generation of the random number sequence
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‘nulper sequence in the random number sequenc

using the function f8 for data confidentiality
processi ng and asynchronous operation of the nessage
and the random nunber sequence. Nanely, the function
f8 for data confidentiality processing generates the
random nunber sequence before the operation of the
pl ai ntext data and the rand@® nunber 5 sequence and
previously stores the generated random nunber sequence
in the rando u r seguence._nenory. ' The features of
.uSH&F%fwgwgp@afgsﬁnggag Rl Tockiing and apmehgpnous
25 are neration of _a random nunber sequence usin
OP?IF?éﬂ%PrEt eomepgageornd e sapdnm i ERPeRsGAUENSE o c Degnely the
and asynchronous ogperation of the ciphertext 10 data
fungepn F%fqrahi@ wonfidpaiiakity preressinggesieyatesitbefrandpmopumber
f8 for data confidentiality processing generates the
sequenisrhaforeidre eperativoefithe plaintextedatapand the ramdom number
ci phertext data and previously stores the generated
sequaTtemndpriveoudg gteres dhe genbeated ndadonunbarbes aguaene in
menory. The encrypting apparatus and the decrypting
theppad@ah umimberseuencd néingry.25 perform for exanpl e,
encryption/ decryption of OFB (output feedback) node,

one Thedvaiurahbé dsergpsingOipptracls Shaweindabiriest purt of Fig.
| SQJEC10116. O, a variation of the OFB node can be

25436 GenbFatiG¥f AREAJERANMRADLES 86y @EndeQInaTha fhAREGNYS for
nunber sequence can be generated wi thout plaintext

dagegéﬁlfﬂierﬁiélﬁﬁ‘rrﬂl%&ss?ﬁé 8nd BRVRVEFonosperifibn SR EhY Efﬂh’égtext

apparatus®and the decrypting apparatus shown |

dafvzai fgﬂd 2R Q’ﬁﬂ%ﬂtﬁuﬁgg? g@@?@l{&%”b Na{régl&yﬂgkg ﬁnic@io@l % i%r?’ta

out plal nt ext Ci pher a, a node

B e T R

o R4 e S S 3805 B3 B e

l,ai nt ext dat a.means, data to be encré/g&e%qogr}d i s not

The encryptiﬁg apparatus and the decrypting apparétus shown in

Fig. 25 perform, for example, encryption/decryption of OFB (output
feedback) mode, one of available modes for block cipher defined by
ISO/IEC10116. Or, a variation of the OFB mode can be used. Or, any
mode can be used as long as a random number sequence can be generated
without plaintext data or ciphertext data. However, since the encrypting
apparatus and the decrypting apparatus shown in Fig. 25 generate a
random number sequence in advance without plaintext data or ciphertext
data, a mode in which a random number sequence is generated by inputting
plaintext data or ciphertext data cannot be employed for the encrypting

apparatus and the decrypting apparatus shown in Fig. 25.

Here, the plaintext data means data to be encrypted and is not
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limted to data which can be read or witten by a
human. For exanple, text data and data consisting of
characters are plaintext data. Voice data, inage
data, encoding data, conpressed data, etc. are
plaintext data if they are to be encrypted. 5 The
chi pertext data neans encrypyed data. The encrypted
data is ciphertext data regardl ess of data format of
he_dat.a before encryptlon such _as text data,

lméﬁad te data whigh can beaead o wiitheydytatmmanc oloherample,
conpressed data, etc. Fig. 26 shows an integrity

texr dﬁi@sﬁmd@atﬁs@wﬁp@ phehaactgrsare plgintaxtedata; y Voice data,
processing unit according to the third enbodi nment.

impgt fdatamndodiomg gatp, cetipresspd $Ba, stproe pledtekttdata if they
data nenory (buffer) at a previous stage of the

aré tambe ieanryfteflor data integrity processing. The data
menory inputs and stores X (X ~: 2) pieces of data and
dat aThk cKip@eett ddtasheans sncripeed daei.i OThé SntBptddidata is
integrity processing inputs the X 15 pieces of data

ciphRetdxiladatragfdldsLomidtal fofradaf hé Bt Befobe bh&ryadioh such
menory, generates X nessage authentication codes, and

as @é&ﬂodﬁt% thEratt8ResR990iRHAIE Mrh &84 Bk, %%s&mfg%&hher

In case a message authentication key (integrity key,

-coﬂiﬁn %ésédméeé’tc with the X pieces of data, the nmessage

aut henti cation key X) can be input 20 directly to

e IR A e (LA BB A AR
B 959&%‘9’5%?71%%‘1%’6“%@? fag SDTRABRITEIEOC,

AT S Bl P
(b\%%%? 2H @rﬁrég}q%%lﬁg%feéggq ﬁ%?c&n]%rnte )&%Ecrg llgtsegcr)lfty%rocessmg
The data memory inputs and stores X (X > 2) pieces of data and data of X
control signals. The function f9 for data integrity processing inputs the X
pieces of data and the data of X control signals stored in the data memory,
generates X message authentication codes, and outputs the X message
authentication codes together.

In case a message authentication key (integrity key, IK) is shared

with the X pieces of data, the message authentication key (IK) can be input

directly to the function 9 for data integrity processing as shown in Fig. 26

- without storing the message authentication key (IK) in the data memory.

When the message authentication key (IK) differs for each data, the
message authentication key should be stored in the data memory together
with other data of control signal.

Hereinafter, concrete examples of a confidentiality processing unit
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and an integrity processing unit shown in Fig. 25 w |

be explained referring to the figures. Fig. 27 shows

a radi o comuni cation control unit 20 and a

confidentiality/integrity processing unit 40 according

to the third 5 enbodinent. The configuration except

the followng is the sane wggh the nobile station 100

shown in Fig. 9 of the second enbodi nent; different

oinfs from the second enbodi nent will be explained .
anﬁérbmtreﬁ@tx ertrcqe'g*smgﬂmp\sgpwnz@? . BPovilkiegiexplaingd refarring

radi o communi cation control unit 20. 10 Inside the
tOé@%ﬁ%@éﬁ%iality/integrity processing unit 40, a

confidentiality processing unit 420 having a paralle

i nt eFigck shove herdivoremaemication gontpeloeed A0andiai t

460 having a serial interface, and an integrity
copfidoesslitydintegiity g8@essihe woh#Dcentidahg ty the toedsi ng

unit 420 includes an encrypting unit 422 and a
embedimpht.ng unit 423. The confidentiality processing

unit 460 15 includes an encrypting unit 462 and a

decr Yheicogfigaidtidi® dxcephehe ToRGwingy/is hiea@ss with thd inobile

430 includes a nessage authentication code appendi ng
statiid 108 3BowAdndigl 9o€ehé b¥corRl dihb6dinh &it; dférethd PoidtRerom

radi o communi cation control unit 20 and the

the saondethbadintett vIEBE bkY1aRPhaF 8sl-Afs Yo iHig4d7 ar e
connected with a bus 90. The bus 90 connecCts the CPU

29 ieipde obhe ipg?ﬁidgd 2098 TRU Va8 b@ﬂﬂ%ﬁﬁ&%tﬁt‘én e EroP Onit 20.

the confident Ity processing unit . .
Insgfrig fgtelg g%%%ﬁ%ﬂ@%&&éﬁgg%&t%géemé%ﬁ 409% BERLEL YTty Y
o8} B0 Ry PLSEAH ko3P aA e
LA SN e T R R T
unﬁg Sd{'ﬁgedéﬁggiq%]ﬂ%ﬁjégﬁtghge%u% %%gtaﬁt) ISIEC?{IS(QS flllq etnlgx(?ypting
unit 422 an_d a decrypting unit 423. The confidentiality processing unit 460
includes an encrypting unit 462 and a decrypting unit 463. The integrity
processing unit 430 includes a message authentication code appending unit
432 and an integrity verification unit 433. The radio communication
control unit 20 and the confidentiality/integrity processing unit 40 are
connected with a bus 90. The bus 90 connects the CPU 29 inside the radio
communication control unit 20, the confidentiality processing unit 420, the
confidentiality processing unit 460, and the integrity processing unit 430
inside the confidentiality/integrity processing unit 40, and the bus 90
transfers a control signal 91, data 92 and other kinds of data. The CPU 29

controls an entire processing of the radio communication control unit 20 by

reading and executing programs stored in the recording medium such as
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Read Only Menory. The bus 90 is a bus for general use
whi ch connects other processing units (not
illustrated) | ocated inside or outside the radio
conmuni cation control unit 20 and the
confidentiality/integrity processing wunit 40. 5 Fig.
28 shows in detail the encrggting unit 422 and the
decrypting wunit 423 of the confidentiality processing
unit 420. The encrypting unjt 422 includes an
Read QuigiMemory, ‘hhehus S0 igzobusinr sensradomsawhicksgennerte
decrypting unit 423 includes_a decryptor 611, a )
otheyfregessmg uaie (ant Rortoated) Batedrinside oy gptde 6horadio
corresponds the 10 function f8 for data
compninidenon apntryl pnictsnd ghetonfidentaaltw/ingegriitie préroeping
in Fig. 25. The buffer 620 corresponds the random
untiudtber sequence nenory of the sender's side shown in
Fig. 25. Here, a FIFO nenory is enployed for the
buf f Big. @8GhotheindRaiinibe i@y pang anis422 ahdahargdceypting
XOR operations of parallel data of 64 bits

unfi 488 sfakesalientiagits @eooetile @dit 429. corresponds t he
function f8 for data confidentiality processing of the

r eCeTHE bnérypitifs SHARMR I thebhdbs #&Pendiitbrbi@ra Baffer 620, and
corresponds the random nunber sequence nenory of the

an SEORUAEE 65051 Phe ﬁé@%ti%@h&- 48P incliieXPRectipitbr B3L a

perfornms, for exanpl’e, operations of parallel data

pufths @ﬁl,biﬁ(faﬁtXCt)Rﬁgrgﬁ ;@Pﬁ t m'erﬁ:g%[#& fﬁ@r}fo&'ﬁlgs?&)b?ls ithg om

processi ng uni nputs the control sig
fghion P Hate ARG P itk ob e w5 BB BbfLin
ri B el oo By e AR e Pl 808 bmony
of (e REF ¥ FHls T (A FE okt cdeie GSBIFGuemery inepiploved
tor3b{ By e o-ROH whfi o Sine5Tios Bt eSmmbtd, A6

operations of parallel data of 64 bits simultaneously. The decryptor 611

. corresponds the function {8 for data confidentiality processing of the

receiver’s side shown in Fig. 25, The buffer 621 corresponds the random
number sequence memory of the receiver’s side shown in Fig. 25. The XOR
unit 631 performs, for example, XOR operations of parallel data of 64 bits at
the same time.

The confidentiality processing unit 420 inputs the control signal 91
from the CPU 29 through the bus 90. At this time, plaintext data 950 has
not been input yet. The CPU 29 knows the control signal 91 in advance
and is able to transfer the control signal 91 to the confidentiality processing
unit 420 from the CPU 29 before transferring the plaintext data 950. The

control signal 91 includes at least an encryption key (cipher key, CK), and
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further, in this exanple, other than CK a bit length

of data to be encrypted/ decrypted (LENGTH, the bit

length = 256 bits in case of Fig. 28), an up/down

link (DIRECTION), a counter (COUNT-C), and a | ogi cal

channel identifier (BEARER). The encryption key (CK),

the bit Iength of data to bap5 encrypted/ decrypted

(LENGTH), the up/down link (DI RECTION), the counter

( NT-C), and the ]Jogi.c channel identifjer (BEARER)
f“@%i lﬁﬁges %ampiﬁa ofhett han 93 @it 1@@]0@ data to be

decrypting unit_ 423 as a control signal 600 or )

@lde@mte@(LEil\bfﬁ’SH, 6ba bitdenetyEraG6its ke casmef Big. 28),

signal 600, the encryptor 610 starts generating a

anrurdowndimkb P IRBGIEANY, arnduote(@QUINIEC) 1and addgieal channel

nunber sequence to the buffer 621. Here it is assuned
idarttifiert @EABER)y p{lhe akdypame kay dER)hthe hitdengtiuabdata to be

sequence by 64-bit unit. In this case, the random
enceypbed/dsegypeod ELENGRHDY; theun/tows 1onk DIRECINONDe the

encryptor 610 and tenporarily stored in the buffer

cofzi@r (BOUNTIEC), bed Hedvgic chaveire] iduntifidr (BRARBR)farelaput to
data to be encrypted (LENGTH) is 256 bits, the 15

theBaEy Pt il 4ona! fHeCfeckPpling ANGOID D YIRS O BAIUSRESIS600 or
of 64 bits and conposes a random nunber sequence

HEREr G 8P W th ' it e
MBIt lengt h fina | 0 at%&%%%&é%%lﬁcﬁlggﬁl(%}éﬁb?%)thg

endiyPt0r2816 BOMRs gﬁ%&%%iﬂga%h& L emBYf %%ﬁ%étzcg%(g&?@uts the

four random n er sequences havi ng

QBRI oo PRV R RBBA% A0S, LAY 0
enb O ARG e FRRAGR TRt e bR D 1o
e, S SA% SETUEL AL RS o LR,
enGREHEHETY AHAGHIRIBEI SEHEbIE Ehbsu Iy . b hecribad above,
when the it lenigth of the data to be encrypted (LENGTE is 256 bits, the
encryptor 610 generates four random number sequences of 64 bits and
composes a random number sequence having enough length (64 bits x 4)
suitable for the bit length of the data to be encrypted (256 bits).

Fig. 28 shows a case in which the buffer 620 stores four random
number sequences having 64 bits.

Subsequently, the CPU 29 transfers the plaintext data 950 having a

bit length of 256 bits by 64-bit unit to the encrypting unit 422 through the

bus 90. When the XOR unit 630 inputs the plaintext data 950 by 64-bit

‘unit, the buffer 620 sequentially outputs the random number sequence 650

of 64 bits. The XOR unit 630 performs XOR operations of the plaintext

data 950 and the random number sequence 650 by 64-bit unit at the same
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time and generates the ciphertext data 960 of 64 bits.
The ci phertext data 960 is returned to the CPU 29. An
operation of the decrypting unit 423 is the sanme as
the one of the encrypting unit 422, except that the
i nput of the XOR unit 631 is the .5 ciphertext data
960 and the output is the plaintext data 950, and its
explanation will be omtted here. The XOR unit 630 is

e R R S S e R

bits) 620, but the XOR unit 630 can
96§H§F?ﬁﬁﬁﬁd&ﬁéhﬁgﬁgﬁ%ﬁhen at | east one 10 random nunber
sequence of 64 hits is stored in the buffer 620, In
t hi siéla%@ratlpﬁé) fibn éiﬁalfsmim&)ﬂnttr@?r wridsrhameBe the one of the
sequence by the encr ptor 610 and the XCR operation by
eneryP iERUDHI 422 s8cer rth@ inpwt phitel XOR yniriB1 is the
si mul t aneousl y. V%lle the XOR unit 630 performs the
cipherRtespp atada 960 wfd theheutplugiia thx plaiatextoddia 940 and its
encryptor 610 inputs a next control signal 600, 15
explematmwinesill he ondatidrheranber sequence for the plai nt ext
data 950 which w Il be input next, and stores the

r and@hee HOBaunis 64068 et nhwagk papdrddto i thexilaintext data
pl ai ntext data in the buffer 620. In this way, prior

950 aftcreyeng Palin @ foriearitlonh RuexberdaigheBobs (Hahé 266 HefYin the
29, the encrypting unit 422 previously stores the

buffef 620) BETHRS XOFOuARBEY G bihrt XOR lb&)feﬁa{tl&?- then at least one
Accor di ngly, there is no waiting tine

rafdtith 3ufBed Qec%tb‘icé%ﬁﬁrﬁﬂs V\Q:'of&l ﬁ{‘gﬂ dﬁﬁff@r %Qgh ¥Eh  case,

encryption. imlarly, |g -speed decryption can

thé’gélgég{a{ﬁﬁ)‘ijl #fq;h% t}gggﬁﬁe %{8%9 8*1%]1[1030%? ? %ét‘%r?)tl!i{glo and
theeﬁ?f\g!}?&%ﬁ o%rsbaﬁg% %ﬁg}t @%0 %%% %tsr glz'me r]‘patrgﬁeﬁjrr] Iatnd
simultaneously. While the XOR unit 630 performs the XOR operation of
the plaintext data 950, the encryptor 610 inputs a next control signal 600,
generates the random number sequence for the plaintext data 950 which
will be input next, and stores the random number sequence in advance for
the next plaintext data in the buffer 620,

In this way, prior to the input of the plaintext data 950 from the
CPU 29, the encrypting unit 422 previously stores the random number
sequence in the buffer 620. Accordingly, there is no waiting time for the
operation in the XOR unit, which enables a high-speed encryption.
Similarly, a high-speed decryption can be performed in the decrypting unit
423.

As for the capacity of the buffer 620 or the buffer 621, it is enough to

be equal to or greater than the unit size of the random number sequence
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output fromthe encryptor 610 or the decryptor 611;
however, it is desirable to be equal to or greater
than the maxi num val ue of the bit Iength (LENGTH) of
the data to be encrypted/ decrypted specified within
this system For exanple, if the unit size of the
random nunber sequence 5 output fromthe encryptor 610
or the decryptor 611 is 64 bits and the maxi num val ue
of the bit length (LENGTH) of the data to be | )
ORI, gB%W%%WyB¥%&L ﬁ%@lﬂgﬁrmori §11; howeypy, dhisdesingble
ghe capacity of the buffer 620 or_the huffer 621 is
to bgeamat & oy epadex tran g mseomusn valyeal shegolt lemgiby her |
the XOR unit 631 perfornms XOR operations of, for
(LB of thedata 9 heenerywisd/decyyated ppecified vidhinditier
bit size such as 32 bits or 128 bits can be
systeot esBatexampleat! theamidisszeusdddd mndom hember tsegilgeceof
the random nunber sequence out put by the encryptor
outihtt fromt fhe awcyypirdl06ddtliesddtypidr1l isdBAehits anthhe
unit size of the random nunber sequence can vary such
meaadmidn ¥Valié 05thellad ldngtdh, ((EENGTH) éfthaatataltodies
required that the unit size of the random nunber

enSSpveddecgptalis STONbitheiteo deyiphble thh@ the chpscity of the
decryptor 611, the read/wite size of the buffer 620

buffer 620 .0r3Rd bulfRr B2l i§iegRallo bg g@%&ﬁkﬁ&ﬁ 59ab»if (c4heg0).

XOR wunit 631 are the sane. 2 ig. 29 shows anot her

oxa oo . . . ,
CXaNPLEuRE, SRXORIRIATAGAA SOROPLEShopdY foiamole,
o4 v Sar 10 O 90 PR, AL B L 8y
4 i.n;the radio communication control unit 20 in
ca%§§é39§¢es ?% 29. 25 The CPU 29 reads the random nunber

sequ&r}(l:&(les e?esn 1sgé{ss%%[ ﬂ?lla% rtﬁle uAfl?ft size of the random number

| sequence output by the encryptor 610 or the decryptor 611 is 64 bits;

however, the unit size of the random number sequence can vary such as 32
bits, 128 bits, ete.

It is not alwayé required that the unit size of the random number
sequence output from the encryptor 610 or the decryptor 611, the read/write
size of the buffer 620 or 621, and the bit size of the parallel data of the XOR
unit 631 are the same.

Fig. 29 shows another example of the radio communication control
unit 20 and the confidentiality processing unit 420.

Different from Fig. 28, the XOR unit 630 and the XOR unit 631 are
not placed in the confidentiality procéssing unit 420 but in the radio
communication control unit 20 in case of Fig. 29.

The CPU 29 reads the random number sequence (as many as plural




10

15

20

2b

sequences together) for the plaintext data 950 from
the buffer 620 through the bus 90 and supplies the
random nunber sequences to the XOR unit 630. 1In the
XOR unit 630, the XOR between the plaintext data 950
and the random nunber sequence 650 is perforned to
generate the ciphertext datas 5 960. Simlarly, in the
XOR unit 631, the random nunber sequence 651 is read
fromthe buffer 621 hy. the Uz hrough. t he bus 90,
seqaiReRoET e or e IR PR AHE T bR Hee bifiRe A2Btbrough
data 960, and the plaintext data 950 is output. 10 In
the gélé 98rany] gupplies heragdon pugrbarseguences topthe XQR uni530.
CPU 29 reads the random nunber sequence fromthe
Inghe #PRepat 63AdthenBOR betatasnt thechlaintegb datri9bhand the
ci phertext data 960 do not have to be sent/returned
ranfeougimbeesenen@e 65Mhe pef reyedclongmareerdtaichciphertext data
configuration of Fig. 28, the anobunt of data that
96flasses the bus 90 can be reduced to equal to or |ess
15 than a half Further, the waiting time to use the
bus Simdarlypin tledNORIunitYEa1, fthe rhadom tumbepesgudice 631 is
elimnate the conpetition to use the bus 90. I.n both

redibfiom the Fuffor 628 batheAOPU SRt GRghthe RR09@ N XORXOR

unit 631 can be inplenented by hardware, software, or
opérat sttt wifiethd\@pHuReet ahth 9601 3% ehe gthifitdkt data

30 is a detail ed diagram show ng the encrypting unit
956620 t.the decrypting unit 463 of the

confidentiality processing unit 460 having a serial

i nt e]fill{ 858 of il ?ﬁgﬂ%&g&@ﬂ%kq st sf}ﬂgiegﬂif# éxte vis) 29

‘whi ch perfor operation o al” data of

S TS ST o e R

_ daigauéé(sl Shd the cﬁ;%%r%éxt data 960 do not have to be sent/returned

through the bus 90. Therefore, compared with the configuration of Fig. 28,
the amount of data that passes the bus 90 can be reduced to equal to or less
than a half. Further, the waiting time to use the bus 90 can be reduced.
Yet further, it is possible to eliminate the competition to use the bus 90.

In both cases of Figs. 28 and 29, the XOR unit 630 and the XOR unit
631 can be implemented by hardware, software, or a combination of the
hardware and software.

Fig. 30 is a detailed diagram showing the encrypting unit 462 and
the decrypting unit 463 of the confidentiality processing unit 460 having a
serial interface.

Different from Fig. 28, an XOR. unit 632 which performs the XOR
operation of serial data of 1 bit is provided instead of the XOR unit 630

which performs the XOR operation of parallel data. And further, an XOR
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unit 633 which perforns the XOR operation of serial
data of 1 bit is provided instead of the XOR unit 631
whi ch operates the XOR of parallel data. In the XOR
unit 632, the transparent data 95 is input, the XOR
operation wth the random nunber sequence 650 is
performed serially by | bitA4and the 5 encrypted

t ransparent data 96 is output. On the other hand, in

RS A s
PSR 81K PRSI 55 i b
ol R BB ag HED BT Sh El, FR SR i

t he iting time is elimnated in the XOR unit 632
the, pandom Immg%ﬁ@qme 650Hs prrionmadeserially by 1dibeandctire
~operation. In case of Fig. 30, the XOR unit 632 and
enenyptodiranspareszdaios?p taentoms. | B3 Geeothed hapda in theXOR

software, or a conbination of the hardware 15 and
ungffidudhe tramsnarent datreIXORinmit tesXQh dpetagiotORithnthe

633 can be |ocated outside the confidentiality
rampiauesunber sajuends G5 1RE perfotmed sridiyaby dditli agt tha

showi ng the nessage authentication code appendi ng
deeryptediB2rapdrdriteddtat ¥gisi dutpweri fi cation unit 433 of

the 20 integrity processing unit 430. The nessage

aut hintasadfl Big. 60dthepnriveh Gt sedadnts iPpiciedy
with a buffer 660, a nessage authentication code

geRCsBhAN sBdifdd idNthedh ufBSERYEn A HhD Sifes 21080 %Hﬁllﬁthe
appender 680. The integrity verification unit is

v O s, O 1
whﬂlﬁeﬁ%lﬁa@ 158 GRda bR £liofi61 are 45

In case of Fig. 30, the XOR unit 632 and the XOR unit 633 also can
be implemented by hardware, software, or a combination of the hardware
and software.

Further, the XOR unit 632 and the XOR unit 633 can be located
outside the confidentiality processing unit 460,

Fig. 31 is a detailed diagram showing the message authentication
code appending unit 432 and the integrity verification unit 433 of the
integrity processing unit 430.

The message authentication code appending unit 432 is provided
with a buffer 660, a message authentication code generator 670, and a
message authentication code appender 680. The integrity verification unit

433 is provided with a buffer 661, a message authentication code generator

671, and an integrity verifier 681. The buffer 660 and the buffer 661 are
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FI FO nenories. The buffer 660 and the buffer 661
correspond to the data nenory in Fig. 26. The nessage
aut henti cation code generator 670 and the nessage
aut henti cati on code generator 671 correspond to the
function f9 for data integrity processing in Fig. 26.
The message aut hentication aede 5 appender 680 appends
t he nessage authentication code to the data. The
integrity verjfier_ 681 conpares the nessage
FIEG mémarien | orhesbuEer 680 Apd e turfian b lienaeonddodbe data
and t he_nessage authentication code generated at the
merpers YeFig 26 Jdhegngssageaiheniicaionionde ganegntpr $70 and
verifier 681 verifies the integrity of the data. 10
the mespage guthenficatiom olesgemggatan fi7 Iptareesponfl todhg fapction 9
which require integrity verification, together to the
formdatedgse guityheracesang on Kigd26. dfhe mkssggenntheriicaticmecode
CPU 29 al so sends four control signals 91 together
appendas@@hdppendothchmeboage putdeedicatiodatode 32 theddiach The
require integrity verification. The control signal 91
intiegeity desifer 68daninparee thageeskaga ullken iettiomeodeeseceived
(110, and further an up/down link (D RECTION), a
froe® g eénd<ed Bide Gnd ﬂié@n@séa?édélmh@ﬁﬁiéﬁﬁoﬁ BESHbnerated at the

generated for each wuser. The CPU 29 transfers at

rede@@sits 4il6, sid MRy hiteh( PhERHBLENY, velitRr 6AUEEfies the
(COUNT-C), and the random nunmber [{FRESH) generated for

int€8Fity oF'eRE gh@ .t he buffer 660 as the control signal 91
corresponding to the four 20 pieces of data. As for

o Do Bt a5 py¥oks of B DEFRBRH e
incp Bty SRBRGTUR, {2 ol bR SERBR AR Sl T
ap g e R nARE AT Urekelpo Ry BoEE Sl enls g be
t@%ﬂﬁ&f&@@iﬂ%ﬁ%&% E‘i%?qqgﬁq?%%c@ﬂ%é%&e ariB roadise Taiperity
verification. The control signal 91 includes at least a message
authentication key (IK), and further an up/down link (DIRECTION), a
counter (COUN’I‘C),. and a random number (FRESH) generated for each
user. The CPU 29 transfers at least the up/down link (DIRECTION), the
counter (COUNT-C), and the random number (FRESH) generated for each

user to the buffer 660 as the control signal 91 corresponding to the four

pieces of data. As for the message authentication key (IK), four respective

~ message authentication keys (IK) corresponding to the four pieces of data

can be transferred to the buffer 660, and when the message authentication
key (IK) is a fixed value common to the four pieces of data, the message
authentication key (IK) does not need to be stored in the buffer 660 but can

be directly input to the message authentication code generator 670.
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The control signal 91 can be transferred through the

control signal |ine of the bus 90 as the control
signal and al so can be transferred through the data
signal line of the bus 90 as the data. The four

control signals 91 <can be sent together with the four
pi eces of data and al so can 46e sent 5 separately. The
buffer 660 inputs and stores the four pieces of data

and e four control signals toge r. Here, that. the
cpy 9% conel sFgne i, PO Bt R3S Aikmnel B contSiitan
. CO ol, signal s together. means that four pieces qf
lingolghg bt 5% Bhe Foeel @aaﬁﬁaad@tfsq%g%?%% g trough
transfer instruction. Hereinafter, "together" neans
the gata signg) Pi@ei g1 Do Ghas ghe deia at Thgy i poatrol gignals 91
things together as a group, not separately." The | oad
cagfbergeat tpgether avith thainpiscesef dataamd alsasapde saniced
as a result of an execution of the single
sepastielyct {The. buftart G} inpite amdrdseresathet foan pienes ofiidiath and the
pass through the bus 90 or each transm ssion |ine
foymemtiréll aagnalatteghthean BHere divat éhe £8P 29%isahsfeos the four
- transfer or an input/output by "treating plural things
pidoegef Qeta estle fnewpntrol 5igedls segathat eleans thiae fouf piices of
660 nakes the correspondence between the data and the

dateobi falr @ngrdlsigids sketesndferiad OsHEHRRRASIBEHIERTRN.
The nessage authentication code generator 670 inputs

Hetrbﬁlaéfﬁefr{ ‘ﬂ:&@@ﬁlﬁé@ﬂﬁ%mt‘%{%ﬁn@@%&ﬁl&ﬁﬂ’hﬁ “PEatAtEplural
aut henti cation code of the data based on the control

thi#ds TogiBler al S AGE s@p4 HRBlyI"C AT h O To L GEHRENPTLAL9 and
670 generates four nessage authentication codes from
ea%?gr&%éﬂ%eh‘ggﬁ g:ing fbeﬁ%ﬁ%@éc? 98 %%%Iﬁy:gtﬁ;ﬁ %%{%hgﬁ)tng%fitge Single

deter orit I espec

i i PRI L B RISE i HSHTRRTAND e s

o0 BE S50 Sc AR PSR- S9RLLA0e SRuBR0R i
tra%%febr' orTzPﬁe inr{;)eusf?oa %u%%y “treating plural things together as a group,
not separately.”

The buffer 660 makes the correspondence between the data and the
control signal and stores it as correspondence data. The message
authentication code generator 670 inputs the correspondence data and
generates the message authentication code of the data based on the control
signal. The message authentication code generator 670 generates four
message authentication codes from the four pieces of correspondence data
using a predetermined algorithm, respectively, and outputs the four
message authentication codes to the message authentication code appender

680 together. The message authentication code generator 670 generates

four message authentication codes having 32-bit length each. The message
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aut henti cati on code appender 680 appends the four
nmessage authentication codes to the four pieces of
data, respectively, and transfers them by one

i nstruction of the CPU 29. In case of inputting four
pi eces of data having 256-bit length, the 5 nessage
aut henti cation code appendi ag unit 432 returns the
data having (256+32)X4 bits to the CPU 29. On the

aofhheaton gt e e s B atfghee Suthebation
ut henti cation codes appended together. The integrity
CO%W%@J@% RiqsaP of data. i ieppeatively andoranstes themdhgane s
.91 10 together. As discussed above, the nessage
m%twmcmpgﬁtei 6Bk&Y- (1K) can be stored in the buffer
661 or can be directly input to the nessage
aut hbncageaef inpustive fgenpiesesnf 7t haviegolia-bit 168gth, the
makes the correspondence of the four pieces of data
mesRalgs hotlentidatas aolergypadien oaitddd2retliras ths dage having
aut hentication code 15 generator 671 reads the four

(2588284 bitsaorthePURMce data stored in the buffer 661
and generates four nessage authentication codes using

t he ©anthe @hgphuhldtlasintbgribe sefGeativh hent 483 ihpatsCil@delour
generator 670 at the sender's side. The integrity

picées bf d8fa REh GRPRESS NethlAYicatiBABEES aﬁP@ﬁaud ek RéY.
codes appended to the input four pieces of data and

The hetde@iy VTR A %@qﬁbh‘ﬁﬂéis%rfoﬁf’ 98’1?1:&?%‘1%1%1@% by

t he mesSage aut hentication code generator

to%@ﬁ&gcgﬂl V@lsYusdell Y. E@é ﬂ%ssééée%%ﬁg{ﬁa‘?ﬂ{éatt% V]?é'}; {Q’I;@; lcan be

ends a response’ show ng status, ce

sl RESH R RIS A b N DR A 1,
oSG P AR B0, 2 gL, ot ressece

(25053102 661 Thikcbd Bad Corselponiense of tES fomr pisces of data
and stores it as correspondence data. The message autheﬁtication code
generator 671 reads the four pieces of correspondence data stored in the
buffer 661 and generates four message authentication codes using the same
algorithm as the message authentication code generator 670 at the sender’s
side. The integrity verifier 681 compares the four message authentication
codes appended to the input four pieces of data and the four message
authentication codes generated by the message authentication code
generator 671, respectively. If they match, the integrity verifier 681 sends
a response showing a normal status, since the integrity has been verified.

When the integrity verification unit 433 inputs data consisting of

four pieces of data having 256-bit length and four message authentication

codes having 32-bit length ((256+3)bits x 4), the integrity verifier 681 sends
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a response of "1 bit x 4" to the CPU 29. Wile
conventionally plural pieces of data are respectively
transferred to the integrity processing unit 430 from
the CPU 29, in case of Fig. 31, four pieces of data
can be transferred together, which inproves 5
utilization efficiency of tlage bus 90. Nanely, a
waiting tinme of the bus 90 can be reduced, and a
conpetitjon to yse the bus 90 can be al so reduced.

a repponsprofsHoRik %A g eiglgm%h four pieces of data are
transferred together; however, the nunber of pieces of
dat a Whilegenvanviansdly plural piecesof daferare iespeeitady of
pi eces of data that the buffer can hold is not limted

traxpfenyed dothedntegrity prheedsing aitgtd0 Hom the GRILK2P simestse of
limted to 256 bits, for exanple, the bit |length can

Fipa315 feubpicsennf ddthdcdri be trafsderagd dogdthenfwhivh imyroges
660 and 661 is enough for storing data if it is at

utileasiontefficienag ofitliobas 90 t Naneglyha efaitinlgetimmietofltha dius S50
of data and the bit length of control signal; that is,

cali be réBueahagid ¥ competicioblich@eSthesh 8190 ghin Waeilsd Feduced.
buffer can store at |east two pieces of

Cor r PR @0ERRAs §ahde i @hick AR Hecihsidtha reB¥aAdfEired
value of the bit length of data which can be

togRRR&; HoRb vk L He i Bber 87 51c88R bEdthlid Mtlfmitell ttolfSur,

preferable that the capacity of the buffers 660 and

i ' ' £ .
Fullis BPhralar o pde oL a2 it B IPh Rl imited
t xanpl e of the radi o comruni cati on contr ol
to f’%ﬂ"?taps%elgl‘nd the integrity processing unit 430. The

I TS R R e ——
R R e B 8D "ot bl Wit o and
j ot %&él{fcﬁgtioiiihegrda?:g Jif ﬁ:rig ag %asitr}:%‘lrigg gg ai tr(])tztilhbeit length of
the bit length of data and the bit length of control signal; that is, the
capacity of the buffers is enough when the buffer can store at least two
pieces of correspondence data. For example, when the maximum value of
the bit length of data which can be specified within this system is 5114 bits,
it is preferable that the capacity of the buffers 660 and 661 is at least (5114
bits + the bit length of the control signal) x 2, respectively.

Fig. 32 shows another example of the radio communication control

unit 20 and the integrity processing unit 430. The integrity processing unit

. 430 shown 1n Fig. 32 includes message authentication code generating units

434 and 435.
Different from Fig. 31, in Fig. 32 the message authentication code

appender 680 and the integrity verifier 681 are not included in the integrity
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processing unit 430 but placed in the radio

communi cation control unit 20. |In case of Fig. 32,

t he nessage aut henticati on code generator 670
transfers four nmessage authentication codes to the
nmessage aut henti cati on code appender 680 by one
transfer instruction issued4romthe CPU 29. On the 5
ot her hand, the nessage authentication code generator

prfERal 05 A nc B PRL SR SRR BARA R, g i 20

In S EF Eig. 1, LPE s a5 i Pusdereneratc g ratiaters

fou RS A O BUEB A5 o iR egs08s QU PaR opd

ar b 0 NSRRI R bt rion s ub 15l 5 pm he
also 32 bits x 4. The anount of data transfer from

otherchangd, dheimessgee cabengcainon cadpgeneratertf htnansfers four

comruni cation control unit 20 shown in Fig. 32 can be

aughendicatiomedesdadbe integsity s rifiartt8Ihby ane transfér tetauction

returning transfer in case of Fig. 31, since the

issmed Seye thatCRHt3%at i on code generator 670 does not
need to return data to the nessage authentication
codelmpasnaeligh 80, tHenambeant of dgta tyanpfacdshictms@0 from the
430 shown in Fig. 32, the nessage authentication code

megeags atitintivitiondchdcaRehet fiDroTEsadtheatbisidel fgtheaticaion
code generating unit 435 have the sane configuration,

codiOappeiderBR0 BAR Bigs xi 11COFRahal athel HhOuRNEE ddtA 1¢aR6Er of
of Figs. 31 and 32, the data transferring process of

thd bl bB%‘roxﬁQhetnﬁ%éaﬁﬁ WhithBR{ieAtiON Chid Be 16567 Phs A1S 32

buffers 660, 661, the authentication code generating
bitBhogess of the message authentication code 25
generators 670, 671, the authentication code appendi ng

ProceRs s Modilterhta transfer from the integrity processing unit 430
to the radio communication control unit 20 shown in Fig. 32 can be greatly
reduced compared with the amount of data returning transfer in case of Fig.
31, since the message authentication code generator 670 does not need to
return data to the message authentication code appender 680.

In the integrity processing unit 430 shown in Fig. 32, the message
authentication code generating unit 434 and the message authentication
code generating unit 435 have the same configuration, so that they can be
incorporated into one.

In cases of Figs. 31 and 32, the data transferring process of the bus

90, the inputting/outputting process of the buffers 660, 661, the

. authentication code generating process of the message authentication code

generators 670, 671, the authentication code appending process of the
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nmessage aut henticati on code appender 680, and the
verifying process of the integrity verifier 681 are
performed on plural pieces of data "together." Froma
vi ewpoi nt of utilization efficiency of the CPU 29 and
the bus 90, it is desirable to performat |east one
of the data sending process98nd the data 5 receiving
process of the bus 90 "by a single instruction"” or by

N ' i e f a_a r ., Not
mes 8 b BFon Rt ooPleiifrllen PR 488 s YeRiiPing Biogges of the
. ssage t ticatieon code enerat or 67 t.he »
infERER B A R+ E R Bnihn sRE et it Bienthernye

aut henticatijo de, .appepder 68 a i ntegr,it ..
P prsraint SEufiliecioh Sfoeanent the G5 U S il ks 00, i i

th oftware, or.a conbinati on of the hardware_and
desigghledomiaiarn af lpast @ngwgo&ée St rerdingiirogessandphedata

the encrypting unit 422. Fig. 33 shows a case in
reGRAYIEE IFOLRSS| Of%hﬁﬂoéﬁsfiﬂbrléf pegle sustanefiomegr by rgeating

switched by a swwtch SW The switch SWcan be swtched
plyal pieses pbdatamapRegroup! bgt senaratelriel i dentifier.

Nanely, when there are n |ogical channels, a random

nunbbx bedycraes of dags. ané B8 thk inessalyeaavthdrdicadimahcode

| ogi cal channel by providing n buffers. Fig. 34 shows

gereradse6 70 thieimbssagbufiftheatiasidon cod@RgeneGitot 67 4 khe message
provided. 20 In case of Fig. 35 n buffers are

- autheantiget nasvdepippealdee 880y phdtEe i grity MeridRe. 68 INcdhbs

way, by providing plural buffers for respective

impR@hérated byhEHRek@lw 1S tROBSARARS, i3 d EJBIRAKKSHNhe OF
each channel can be perfornmed at a high speed. 25 The

hafBeadAh M Eha Bbftwasd be configured to have plural
buffers for 51
Fig. 33 shows another configuration of the encrypting unit 422.
Fig. 33 shows a case in which plural buffers are provided and they
are switched by a switch SW. The switch SW can be switched by, for

example, a logical channel identifier. Namely, when there are n logical

channels, a random number sequence can be prepared in advance for each

" logical channel by providing n buffers.

Fig. 34 shows a case in which n buffers and n XOR circuits are
provided.

In case of Fig. 35, n buffers are provided and plural encryptors are
provided.

In this way, by providing plural buffers for respective logical
channels, the confidentiality processing for each channel can be performed
at a high speed. |

The decrypting unit can be configured to have plural buffers for




- 10

15

20

25

Figodl

respective channels |ike the cases of Figs. 33, 34,
and 35, which is not illustrated. Further, the
nmessage aut henticati on code appending unit 432 and
the integrity verification unit 433 can be provided
with plural buffers for respective channels |ike the
cases of Figs. 33, 34, and . 5 The configuration of
the third enmbodinment is not limted to the one shown
. At | K S
regPectivd AT Mo S0 SRR 58, SRR (e f Bof

illﬁ@fra@é%ﬁ”W@rthbﬂ%h‘é%&s%%@%{gﬁiﬁéﬁieﬂi&g %g@é gﬁ%ex?n@g.gfllh%t 432

integrity procéssing ca or nme e as

: anﬂ%%n%%rg&oger%c%t}&? ugﬂzcié/ UT[:%& Bi %ﬂ.&‘fﬁd{éﬁ e\?? ﬁﬁ{pﬁ@%&h%nuffe rs

can be p frrre one no .
y : . ¢
(o BRBEEHPY R B B sBR oD Bt oA Byoone.
put 1 e EBBiE 508 o 65 Epind b aligiensiis mobtiveed o Bhone

FI FO m i es ut they can be shift nepories, )
Sh%&rles@eg?rgﬁp%d ﬁg?rﬁi’lil tratign,ean Es likermicheas ongs as shown in
regj tgr%. Wen the CPU 29 accesses the buffers 620,

» 95607: SntD.6ld1 etay dipr exesenle, thnconfidrntiadityayooedsing
menory addresses or input/output addresses. The
andibe ptegrttyapesesaing can the neafmymd hy onppaeduless shesn in

_message authentication code adding unit (apparatus),
Fig.hb i’ﬂh@gntwtm and the desryption ca2tbd perfarmed by, oremhodule.

t he nmessage aut hentication code generating unit
Fuftimratiat appendinigalf theveedsage aexhémbicedon Boddend bhé htegrity

enbodi nent, are not Ilimted to ones used for the
verifidation ocambei mafirencdbpanaimisdulbut Yeb&yrtdan daeh module can

enpl oyed wthin a wired communi cati on apparatus, a
be pbimpilt er, or other electronic devices. 25 The above

confidentiality/integrity processing unit 40 can be 52

The buffers 620, 621, 660, and 661 are not limited to the FIFO
memories, but they can be shift memories, address mapped memories, cache

memories, or registers.

When the CPU 29 accesses the buffers 620, 621, 660, and 661, such

access can be performed using memory addresses or input/output addresses.

The encrypting apparatus, the decrypting apparatus, the message
authentication code adding unit (apparatus), the integrity verification unit
(apparatus), and the message authentication code generating unit
(apparatus), which have been explained in the third embodiment, are not
limited to ones used for the radio communication apparatus, but they can be
employed within a wired communication apparatus, a computer, or other
electronic devices.

The above confidentiality/integrity processing unit 40 can be
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configured by the hardware. For exanple, the
configuration can be inplenented by FPGA or custom
LSI. Further, the confidentiality/integrity
processing unit 40 can be inplemented by the software
program In case the confidentiality/integrity

- processing unit 40 5 is inpl%nmented by the software
program CPU of the radio communication control unit

coftflfRELHY B8 %“?ﬁ%‘femgf’? %ﬁﬁ%@%&%é %ﬁ%d?faﬁﬁ%zp b
lmg?)?’%“%g?ﬁ BREPCA of MRMLS" DS, PR .m'?;/e oteqrity

ce nit. 40 can be 10 i nt ed
copfifiGre 1’93%}*&%?1%?5%6@@%1&%)% AT RBlsRiemgH by the
i rmaar e prog mexe uteolg_b t he, DSP. Herelnafter a
SolEHiACF QY REEAT e COFY TheRo oA o TR drestaRs it 40
. Fi gf 17 through 20. Fig. 17 shows a configuration of
1s {HB eé%mfy&two‘fh%ﬁww%nm(g@am {PUeétheradie osamuaiction
used for the encrgptlon/decryptlng unit 421. The
costyel ypit Yherrrateetm sofiwhreiptogramey schedul er 511 and
a data random zi unit 512. The key schedul er 511
i nputarthar, ﬂ@/cqﬂfai%aitlédﬁménmmtyrpMEMIig oy cimthiél
t hrough ExtKn. The data random zing wunit 512
impbeentedsbna camdbona tiombé thehandward and thegoftward. afor
XOR circuit. 20. The function F inputs the extended
exdmylartepenfidentaionidtepeiay pdededsing aiis f40r #mi hen. | n
the encryption nodule 51, various bl ock cipher
implegosn feldrbc DS PO@®ighab Sﬂ%ﬁﬂ Bidebe®) ahid mikoptd@has or
Encryption Standard); (2) MSTY, which is the bl ock

firmiwhe praksdhi dewidcky eeedIm the 53

Hereinafter, a concrete example will be explained with reference to
Figs. 17 through 20.

Fig. 17 shows a configuration of the encryption module 51 (or
decryption module 71) used for the encryption/decrypting unit 421.

The encryption module 51 includes a key scheduler 511 and a data

‘randomizing unit 512. The key scheduler 511 inputs one key K and

generates n extended keys ExtK1 through ExtKn. The data randomizing
unit 512 generates a random number using a function F and an XOR circuit.
The function F inputs the extended key and performs non-linear data
transformation,

In the encryption module 51, various block cipher algorithm can be
employed such as:
(1) DES (Data Encryption Standard);

(2) MISTY, which is the block cipher algorithm disclosed in the
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I nternational Publication No. W97/9705 (US Serial No.
08/ 83640); (3) KASUM, which is the 64-bit bl ock

ci pher techni que based on the above bl ock cipher
algorithm M STY and is determ ned to be enpl oyed as

I nternational standard ci pher for next generation

cel lul ar phone (1 Mr2000); 58 and (4) Canellia, which
is the block cipher algorithmdisclosed in the

ing3RARGEE ByBEsin AR W OB Ds s 80001 R hosdaaafy on
(3>$%55@@&D5r?1%%8&%?%¥wmﬂ%?%Ema' S BRget of the ghove

went
blq,cg vlearich ﬁﬁs&é& 78 li)rgieteéeepﬁ@ toheenploved gs 18
hows, a case in_which the confide nti aIrty/r nt e

InWB&B@%ﬁhﬂ?andﬁF@ cyther for pexeaurragion telyda ?I&/IE%OOO)

LSI. Nanely, the confidentiality/integri ty processr ng
andnrt 40 can be inplenented by the 15 hardware.

Further, the confidentiality/integrity processing unit
(4)A%rweHiz avhighds therblaskenpber bl)goaltgni discloised im the dapdnese

which is not shown in the figure. Fig. 19 shows a
patadeypphicationNeo. 20000646 e (filed ani Matrin 020001t v

processing unit 40 is |Inplenented by the software.
Fufttercthelse ddodk apbhby Algurédind yuglt as ©FS,IFISTY] KABUGRI, and

be i nplemented 20 by a cipher program 47. The ci pher

Capiedia 20 bé diipkiyedat the decRPidRaadulonlly Menory) 42
(an exanple of storage). The cipher program 47 can be

st oregh i18 @m%l\ﬂl{e%r}ﬂemeeﬁaﬁaﬁ YRR Yhe OF anot her

storage such as a Iexrb e disk or a fixed disk.
corHld it ﬁlﬁg\egqu ocﬁé t4,z can be downl oaded from
a server conput er program 47 is functioned

f o E%g?ggh:&ﬁwes' e{‘e g%%eu{ﬁewﬁhgﬁﬁ{e &anfﬂ{e%'ﬂa‘myhﬁteg%ﬁ!yj ﬁ%cessmg
unit 40 is implemented inside FPGA, IC or LSI. Namely, the
confidentiality/integrity processing unit 40 can be implemented by the
hardware. Further, the confidentiality/integrity processing unit 40 can be
also implemented by a print circuit board, which is not shown in the figure.
Fig. 19 shows a case in which the confidentiality/integrity processing

unit 40 is implemented by the software.

The confidentiality/integrity processing unit 40 can be implemented

by a cipher program 47, The cipher program 47 is stored in a ROM (Read

Only Memory) 42 (an example of storage). The cipher program 47 can be
stored in a RAM (Random Access Memory) or another storage such as a
flexible disk or a fixed disk. Further, the cipher program 47 can be
downloaded from a server computer. The cipher program 47 is functioned

as a subroutine. The cipher program 47 is called for subroutine execution
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froman application program46 stored in the RAM 45 as
a subroutine call. In another way, the cipher program
47 can be activated by generation of an interrupt
received at an interrupt control unit 43. A nmenory 55
can be a part of the RAM 45. The application program
46 and the ci pher program %447 are progranms executed
by the CPU 41. Fig. 20 shows nechanism for calling the

trih BT Bl SRR P DA SronBRAR EE KA BRI SuliRe S

20. .;The appli catjon program 46 calls. the,cipher .
In SRQthe A e G ORI ARG & £an &P ativayedby ginerptionpf an
. value 1V, plaintext data M aTd ciggertext data C.
InteREIRS 1atelvef gt i sontral peukdy. k! PAROERIOP An be a
val IV, . and the plajntext data M and _returns the
pagy gﬁ@ﬁw dat aToe apphicationinmeramtoand the vinhea pragram
decryption program.are the sanme, the cipher program
47 grejpyograme axeditad hyahen@Pbr4l.of the key K, the
initial value IV, the 15 ciphertext data C, and the
pl ai g0 shaoves mechanisme for ¢aling itha eipherqyogram 24 chy the
be inplenmented by a digital signal processor and a

apphoagfniampregrdmadt veieh s egemtet lva thiegiadad cemgnabication

processor, though which is not shown in the figure.

confroketiyit 2he ci pher program 47 can be inpl enented by
conbi nation of the hardware and the 20 software. The

abovEhexphéinatiof progiah 46N Gllsathel dpherlProgtim ANehsal:
applies to the encryption, however, the decryption

pafificf®s bFRIIQFER! £6 ihti1RA1SQTE, YR¥ntext A8LELVE KR EiDBertext
system or the decryption systemcan be installed o an

da®l €Ct TR &?H@ﬁ’f)ﬁ%%am-r@'? sy etsSReaaR K?tlﬁenx 'ﬁ{agggladenﬁ?lalnd

kinds of electronic 2.5 devices, "for exanp

thPFla3RRAL dePIBE LA ret A f1d SpTBARLP BatRCC eIk YhbiphRr

program 47 and the decryption program are the same, the cipher program
47 1s called using parameters of the key K, the initial value IV, the
ciphertext data C, and the plaintext data M.

Further, the cipher program 47 can be implemented by a digital
signal processor and a program read and executed by the digital signal
processor, though which is not shown in the figure. Namely, the cipher
program 47 can be implemented by combination of the hardware and the
software.

The above explanation referring to Figs. 18, 19, and 20 applies to the
encryption, however, the decryption can be implemented. in the same way.

The encryption system or the decryption system can be installed to
an electronic devices. The system can be installed in all kinds of electronic

devices, for example, a personal computer, facsimile machine, a cellular
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phone, a video canera, a digital camera, or a TV
canera. In particular, the feature of the enbodi nent
can be acconplished effectively when the data from
mul ti pl e channels is encrypted/ decrypted. O the
i npl enentation of the enbodi nent can be effective in
case where data is received®at random5 from nultiple
users and decrypted, or data for nultiple users is
e a ect ry
phgﬁg 29 @Icﬁ% ca%(?mlrgl, yﬁfjcﬁgﬁ:gpgaﬁlg§£ otcra{ ’i‘%‘ dé(ars&%t %eggqut##éar, the

real ti c encryp : on/fecryp i onv\,h
R O R P LS e CHSBA I R B
B R b e 4B 0 e on o

encryption/decryptjon of the above enbodi nent jis
the, PEYROGlimERt gan bbeiaBNe ip Rre hese data s icers A aodon

whi ch has to suppqrt man client conputers or, a base
frogg a%lﬁéwil% Msars UL dedrPhes) orflatavdar EHLLBRNS HeetEds lgeBeTated

and distrjbute data fromto many_cellul ar phones. In
at rapedepand sepaptiieelyemsrypigfdnasahtinie at Nameduihe ol
unit 20 and 15 the confidentiality/integrity
engpyptenddasgyptivn of theyabovoembodideni can bhextivanaly ledfective
i nterface through the bus, however, the serial
whientthefravebennf spparsddsed for enoryeidn/dgertyipéionadismall
comuni cation control unit 20 and the
compafadiwitth gHd hymibet efdhty kindsciessd eeryptdd/deerybted. heFor
in the above explanation, the termnal IF unit 10 and

exdmiple; @hé ledlentptedd/dydrvptied oftthe ABoPé eatssliment ¥ highly
the 30 and the confidentiality/integrity processing

effddtivie wﬁ@n@i@lﬁﬁ%%éﬂe%&ﬁPhh@r whidiahad B3 §%15€<%? many

however, the parallel interface can be use

clidHtQeRSPhAds B8t athdre HElioR BEGAihd 5%1’?@'%1 Qﬁiﬁﬁ@ﬁicﬁq{e{saﬂo collect
9 and 10, the

1
interface. In case of Figs.

an@ QMtLHRAL dakh O%QW@&I Hi‘&)h%ﬁgs.i s provided

;
i nsi de the confi rty/inte grity processing unit
40, YR o s, SRR A B RARD anc
the confidentiality/integrity processing unit 40 are connected with the
parallel interface through the bus, however, the serial interface can be used
for connecting the radio communication control unit 20 and the
confidentiality/integrity processing unit 40. Further, in the above
explanation, the terminal IF unit 10 and the confidentiality/integrity
processing unit 40, the 30 and the confidentiality/integrity processing unit
40 are connected with the serial interface, however, the parallel interface
can be used for processing at a higher speed instead of the serial interface.
In case of Figs. 9 and 10, the confidentiality processing unit 460 is

provided inside the confidentiality/integrity processing unit 40, however, the

confidentiality processing unit 460 can be provided independently from the
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confide ntiality/integrity processing unit 40, and the
confidentiality processing unit 460 cair be pl aced
between the termnal IF unit 10 and the radio

communi cation unit 30. 5 Industrial Applicability As
has been descri bed, accordi%%fto t he foregoing

enbodi nents, plural pieces data are previously
stored in the buffer, which enables to performthe

coﬁﬂ&éﬁﬁﬁﬁ%j‘/ﬁ{tbgﬁtyﬁf)?&%%ﬁin%%ﬁ@ Aot Qﬁditﬁb %gﬁﬁﬂé{ntiali
a hrgh r, t

processi ng at speed. 10 Further, e nunpter of

pre@iRidd ﬁﬁ&fﬁosca‘}ﬁ!éb pfac@a%%@eﬁ he tt@xemigrfa‘i fmig @Lﬁ%g;og%ﬂd Yhe

processing and t ntegrity processin

ra&ﬁd&b%gﬁlunﬁ%gicirﬁﬁﬂitoio,the CPU and the bus. Further,

accor di ng e above enbodi ment, nultiple
confidentiality processing units and nultiple
_integrity processing units are 15 provided inside the

onfidentiality/integrity processing unit according to
Inﬁg@mﬁﬂﬁﬁg#u: Wannel's or the amount of the data,

enabl,i i gh ee. at a rocessi ng by .the .

S| w#ﬁg??&garge%i%srugsﬁ= %?Q?E@’é’ﬁ‘ﬁgt. edforegoinggmbodigents,

nessage ayt hentication code generating apparatus

ﬁél daty ape Rreaeusly stesed wothehuffer, whieh egahles to

data nenmory for inputting and storing X (X>2) pieces
peyfprigahe congidentiplity processing and sheintlegrity paocessuusaige high

aut henti cation code generating unit for inputting the
speed.pi eces of data and the data of X control signals

stored in the data nenory, generating X nessage

aut hEntileas {lenmemdes of datesiponfingandd Relutedifectse of

confidentiality processing and the integrity proces_Sing, which also reduces
the load of the CPU and the bus.

Further, according to the above embodiment, multiple
confidentiality processing units and multiple integrity processing units are
provided inside the confidentiality/integrity processing unit according to the
number of channels or the amount of the data, enabling high speed data

processing by the simultaneous parallel processing.
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10 data, and outputting the X nessage authentication
codes together as a group, wherein the data nenory
and the nessage aut hentication code generating
apparatus are connected to the central processing unit
with the bus, 15 wherein the data nenory inputs the X
pi eces of data and the data®f X control signals
together as the group fromthe central processing unit
t hrough t he bus, and wher Fﬁnkge nessage

aut henti cati on code generating unit outputs the X

nmess f [ i I t oget her_ as. t.he.
L or oun e Bits it ERH R 3O8E cBERRIRNE oo FHFl ShrmtiicinE:

bus. _2. ssage. aut henticati on code appendi ng

appa?é?ﬁ@ag%ﬁﬁ?q%g}%ynﬁé central processing unit; a

dat a enory for inputting and storing X (X>_2) pieces

of d&t’3*®and 25 data of X control si gnal s; 58 a

nmessage . aut henti ¢at.i on ¢code generati_ng_unit, for

i nputt CAHY TRGTROY f iIBPBEIRE agdistotng X ﬁ?ézzr}anlaceﬁ ofydata and

cog&ol Si gnal s_stored in the data nenory, generating
data caprojstgadsiangd i on codes corresponding to the X

pieces of data, and outputting the X nmessage
aut h2 Message enthenidention eodregenarating it fior ingndtiag the X
_nmessage authentication code appending unit for
piecap of datagand thdate o Xgensnal isegntdle atdred indleslasatmpertory,
together as the group by the nmessage authentication
genadbingeX enedsagg amthéentieppen dodag Mrrespoading to the X pieces of
aut hentication codes to the X pieces of data, and
daiaytpdtdutpattihg tie Bl peesag adiicntivaviondodbe toddth¥r as a

message aut henticati on codes appended,

group,

wherein the data memory and the message authentication code
generating apparatus are connected to the central processing unit with the
bus,

wherein the data memory inputs the X pieces of data and the data of
X control signals together as the group from the central processing unit
through the bus, and

wherein the message authentication code generating unit outputs the

X message authentication codes generated together as the group to the

central processing unit through the bus.

2. A message authentication code appending apparatus comprising:
a central processing unit;
a data memory for inputting and storing X (X>2) pieces of data and

data of X control signals;
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wherein the data nenory and the nmessage authentication
code appending unit are connected to the centra
processing unit with a bus, wherein the data nenory

i nputs the X pieces of data and the data of X contro
signals together as the group fromthe centra
processing unit 15 through®he bus, and wherein the
nmessage aut henticati on code appending unit outputs the

X pi f We t ' [
IR e g e T R S A
pifle? BF RRLFRad tht daph B et Pnal8 Secked Bl ) &R hdmony,
rocessi,Ng unit; bus; data nenory for inputti
e Bt K es R spsrattpfrafion codeqarieshonfing tthe X'pleces of
ut henpti catj.on codes appended and data of X control
ol ] SutE3eti B8 S e RhEn Rt h e oo doBOat g
unit for inputting the X 59 pieces of data and the
BrQJHY 216 X control signals stored in the data nemory,
generating X nessage authentication codes | )
cor AEBpWAEE Aytthentipation gode appepdingimt fammpattipgithe Ry
the X nessage authentication codes together as a
megpagphautintBagion endegoutyul/ tngethemas the griup bythe message
i nputting the X nessage authentication codes out put
authsgdidadionacndergengratipg bynit, rppeadsag X mastdgerd uthentioation
code generating unit, conparing the X nessage

- codmstthaheiX pidcon of ddts dambeitpattinglihe X pezsagédata having the

aut henti cation codes appended to the X pieces of data
X mhossagei futhentiegtibh Yodés dpsentgd, eces of data, 10 and

outputting X verification results, wherein the data
e nfrh réiRCthiedh tha th 88¥ol-{ ¥indethief hEadadge huthiehitidaBlon code
appending unit are connected to the central processing unit with a bus,
wherein the data memory inputs the X pieces of data and the data of
X control signals together as the group from the central processing unit
through the bus, and |
wherein the message authentication code appending unit outputs the

X pieces of data having the X message authentication codes appended

together as the group to the central processing unit through the bus.

3. An integrity verification apparatus comprising:

a central processing unit;

a bus;

a data memory for inputting and storing X (X>2) pieces of data
having X authentication codes appended and data of X control signals;

a message authentication code generating unit for inputting the X
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connected to the central processing unit with the bus,
wherein the data nenory inputs the X pieces of data
and the data of X control signals together as the
group fromthe central processing unit 15 through the
bus, and wherein the integrity verification unit
outputs the X verification 3Pesults together as the
group to the central processing unit through the bus.

. . . :
pictee 67 1B Rnfl AP MALE BT KRR NS O i inta gHefhory,
. . o unit f . Lo :
ecfief RN o A e Aeh it Pdord O ol liA D Fo B & pigoes of
nd, oyt put ti.n he,data based on. a.protocql; .an
daPath R bR B R REhicelidh Pesuen Py as o
signal, and the 25 data fromthe radi o conmunication
g“@ﬂﬂf?ﬁ* unit, performing integrity 60 processing by
generating a nmessage. authentication code for the data
| npuRL IREFEYHY SeriicAoB, wng ?%gaalt&wgtq%@e% SSEBEE si gnal
i.nput, and outputting the data processed to the radio
authanhifation ‘FQﬂ@S@(‘J‘ﬁPW&)gOg@ﬁh‘fl‘; agHee greuiby thomassagat i on
unit for inputting, nodulating, and sending 5 the
authardiesgioneodsyeaniszatingivnit comusring tha Xooassage unit,
and wherein the integrity processing unit includes: a
autherdgiaasiooy godesinpupand ithe Xamessagpantdenticasioordodgs
plural control signals and plural pieces of the data
appeykdiar tlesX pigresuf;dasm do aenifys smigeray ofi ¢ht Xogictenofcdata,
generating unit for generating plural 10 nessage
and vubenttiva X wriftodis feuldshe plural pieces of data
stored in the data nenory using the control signal

and whbidihtthadlaithendhbfRbndRHS A8t gragt e MdatRld @Rit are
codes together as a group to the radi o comrunication

cortfticted to the central processing unit with the bus,

wherein the data memory inputs the X pieces of data and the data of
X control signals together as the group from the central processing unit
through the bus, and

wherein the integrity verification unit outputs the X verification

results together as the group to the central processing unit through the bus.

4. A radio communication apparatus comprising:

a terminal interface unit for inputting data;

a radio communication control unit for inputting the data input by
the terminal interface unit and processing and outputting the data based on
a protocol;

an integrity processing unit for inputting a control signal and the

data from the radio communication control unit, performing integrity
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5. A radio communi cation apparatus conprising: 15 a
radi o communi cation unit for receiving and
denodul ati ng data; a radio comruni cation control unit
for inputting the data denodul ated by the radio
conmuni cation unit, and processing and outputting the
data based on the protocol; n integrity processing
unit for inputting a control signal and the 20 data

prbdlia fy ggﬁ‘%f%‘élé%?ﬁﬂ%%a BRFEM ot R he At
to PRl PP e %@wc%?ﬂevr&: Slgpgﬂ%mtng{a@ Ou%\wattmg the
dag bR %%?F%ﬂmcfﬂfﬁi’ SP ﬁgﬁf"‘g’ﬁ’&t(’g’ntﬁ@i Mrlﬁ'él: aonrqwt erface

unit for_ inputting and outputting. the data
pr oc@dadip symppication, u ARBRERS re@qia\ella&majﬁmd seRddne
61 wherein the integrity processing unit includes: a

theigate At the Tadiacomiguaicationmenieol unjt, et i ng

plural control signals and plural pieces of the data

t ogewhereiasthe igtegmty progessingssayincdudérént i cati on code

generating unit for generating plural nessage

aut hemlpite mémorchidenpiithing laeddempirapily staring ptiated control

stored in the data nenory using the control signal,
sigaads and plttdlngeddsefghardalta tegshge asaugtoemt aadt i on

codes together as a group to the radi o comruni cation

uni t a nbessAgeaathbgetieitidietddegdnaratingdeniy e‘meg@ierﬁmng plural

apparatus as clained in 10 claiml1l or 2, and

mesEhgd atthalticatRh WIesifsr HesphirBEdictkt Bf H8ILERRER ih Che data
the acconpanying drawings. 7. An integrity

meffbks! AR BRAY Bk Aen e bahiBild it i Pmedd

substantirally as herein described rence

- aul ARG RIPARSE e ther A5 ERIS to the radio communication unit.

5, A radio communication apparatus comprising:

a radio communication unit for receiving and demodulating data;

a radio communication control unit for inputting the data
demodulated by the radio communication unit, and processing and
outputting the data based on the protocol;

an integrity processing unit for inputting a control signal and the

data from the radio communication control unit, performing integrity

. processing by generating a message authentication code for the data input

to detect tampering based on the control signal input, and outputting the

. data processed to the radio communication control unit; and

a terminal interface unit for inputting and outputting the data

processed by the radio communication control unit, and.




10

15

61

wherein the integrity processing unit includes:

a data memory for inputting and temporarily storing plural control
signals and plural pieces of the data together as a group; and

a message authentication code generating unit for generating plural
message authentication codes for the plural pieces of data stored in the data
memory using the control signal, and outputting the plural message

authentication codes together as a group to the radio communication unit.

6. A message authentication code generating apparatus as claimed in

claim 1 or 2, and substantially as herein described with reference to the

- accompanying drawings.

7. An integrity verification apparatus as claimed in claim 3, and
substantially as herein described with reference to the accompanying

drawings.




