WO 03/091898 1 PCTI US03112863 DYNAM C MODFI CATI ON OF A SUBSCRI BER
CONNECTI ON CROSS REFERENCE TO RELATED APPLI CATI ON [0001] This application
clainms the benefit of U S. provisional patent application nunber
60/ 375,80038M8P8 | ed " Dynani c Mdification of a Subscri bePCEERNERBDN,
filed April 26,2002. FIELD OF THE | NVENTI ON [ 0002] The invention rel ates
to the field of communications. Mre specifically, the invention rel ates
to enabling dynam c nodification of ajsubscriber connection. BACKGROUND OF
THE 1 NVENTION [0003] In the field of communications, the need for
hi gh- speed t r RS MICEMODFIEATION ORAISUBSCREBERTCONNEQTION conti nued to
i ncrease. Mdreover, there has been an increase in the selection of
services by which users can connect to a network, such as the Internet.
Speci T1 Gabys R E5¢) REE A TR WIS AMORs) nay al l ow for connectivity
to the. oug ower - speed connections at different rates, such
as 56 k{Rbmi t SHSE G atidtyclhm @Y bogefd oPLAS rpréVisionall pipsmo applRativh ce ( POTS)
line. OQher " choices for connection, which are at higher speeds, into a
net wor K redibel HOBUSI684 Bt TBhamEEMddificatidh gif & SubddeibanCangdcgony’ filgd gi t al
Subscri ber Line (DSL) service (both using a POIS line), and cable nodem
servi ce ApHn6a2@@i o Frequency (RF) cable line. [0004] Additionally, there
is an increasing demand by the I1SPs to allow for nodifications in the
connection rates for a given type of service. In particular, the market to
provide certain services, including DSL, is very conpetitive. Accordingly,
' tYEDRIONr e deeply discounted. Additionally, there are

| ess usrof the_ hi gher - speed _cq ctions due.to e costs. Therefore,
| SPs ned8083] apiiedarention f@FﬁeéFqWﬁfpﬂg‘g#%“@é?ﬂ'ﬁn@eﬁmﬁﬁﬁ% 16> Woscri ber

n i.call for | . [ . -
can typ ir?\?}anti%;n ?éalgtes ?o enagi,i\ﬁgs R)(fanea%ng %‘orh?ﬁ(t:z{t%% of a subscriber connection.

BACKGRQUND OF THE INVENTION

{0003] In the field of communications, the need for high-speed transmission of data
including video and audio has continued to increase. Moreover, there has been an
increase in the selection of services by which users can connect to a network, such as the
Internet. Specifically, Internet Service Providers (ISPs) may allow for connectivity to
the Internet through lower-speed connections at different rates, such as 56
kilobits/second, by employing a Plain Old Telephone Service (POTS) line. Other
choices for connection, which are at higher speeds, into a network can include Integrated
Services Digital Network (ISDN), Digital Subscriber Line (DSL} service (both using a
POTS line), and cable modem service over a Radio Frequency (RF) cable line.

[0004]  Additionally, there is an increasing demand by the ISPs to allow for
modifications in the connection rates for a given type of service. In particular, the
market to provide certain services, including DSL, is very competitive. Accordingly, the
low-speed connections are deeply discounted. Additionally, there are less users of the
higher-speed connections due to the costs. Therefore, ISPs need an approach to offering

variable services, wherein a subscriber can typically pay for low-speed connection



WO 03/ 091898 PCT/ US03/ 12863 2 service, while occasionally upgrading their
connection when a higher bandwi dth nmay be needed and/or advant ageous.

[ 00051 ingly, this enables the 1SPs as well as the he | SPs
flexibi@ﬁ?ggaaggh regard to bandw dth usage and costs asggéﬁ%@%Q&F erew th.
To help illustrate, a given user may want to connect to the Internet at a
sl ower connection speed when the wuser is only traversing pages of
different web sites, in conparison to Zhen the user nay be involved in a
vi deo conference and/ or downl oading a | arge ampunt of data wherein a

hi gher cemmicetwhile ensesianally upgsading haidconngetipe Wiy advghys basdwidgomay be

Di sadvanta%eously, current approaches to allow for nodifications to a
subscr i bageded arder 34Y9NAZERW- as nodi fi cations to the connection rate or
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SUMVARYaﬁéB %é'%o'ig)'; gygﬁggyﬁ%éegg}%m&em&%w cgg@gfim_&wn the'akk iy dynam c

nmodi fic connection are I n one enbodi nent,

a met hOdbeCﬁ’iUPlrviF& §i5a VRIS oWhfdfbnBe AANERiwllfadif@sdr¥e AmBURSHITdaRavhGEARECt i on
to a network element. The nethod also includes nodifying attributes of the

subscri %Fhé‘r%@ﬁﬁé&iioﬁ Rpedll ik Rbstcd aRBOPRbreidvahtigsaiswor k- el ement, wi t hout
di sconnecting the subscri ber connection fromthe network elenment. [00081

I n an enfpodéjrenbisa@vantiRatiny, uarremappraelesto mtlowr fpr o dsficatiensato at t ri but e of
a subscriber connection between a conputing device and a network. The
appar at usubadriber camreptiorns Gsclaas modificationy te thyi connedignl rete argolibisgvelues for The
forwarding engine is to WO 03/091898 ) ) .

the connection) to a network require that the subscriber connection be broken, wherein a

new connection is re-established that applies these modifications. Accordingly,

subscribers experience service interruptions when a modification is made to the current

connection. Moreover, administrators working for the ISPs can be required to manage

the updates to these subscriber accounts and/or connections.

SUMMARY OF THE INVENTION

[0007] A method and apparatus for enabling dynamic modification of a subscriber
connection are described. In one embodiment, a method comprises receiving a request to
modify a subscriber connection to a network element. The method also includes
modifying attributes of the subscriber connection, within a memory of the network
element, without disconnecting the subscriber connection from the network element.
[0008) In an embodiment, an apparatus comprises a memory to store an attribute of a
subscriber connection between a computing device and a network. The apparatus also

comprises a forwarding engine coupled to the memory. The forwarding engine is to '



PCTI US03/ 12863 3 nodify the attribute of the subscriber connection, while
t he subscri ber connection is active, wthout disconnecting the subscriber
connect%rhs’ob&99ne enbodi ment, a network el enent conpri Sﬁér/ﬁsﬁflﬁﬁd'c card
coupl ed to connect a conputing device and a network through a subscri ber
connection. The network elenment also conprises a forwarding card coupl ed
to the traffic card. The forwarding card is to store a nunber of
attributes for the subscriber connectidon. The forwarding card is to
include a forwarding engine. The forwarding.engine is to rmdi.fx.one of the
nunber ahodifit the atstibwts of Sﬂlh@rl?ﬁb%eﬁté?n:évgwﬁé% ?”g’ﬁ‘,’r?'i’ﬂ‘i??%“ef’ﬂg Yubscri ber
connection is active, Ww{hout &;sc nnecting the subscriber connection

bet ween acti¥e,doiout diseprueciingshg sepseHaet ‘%98{'%6'?’!2: BRI EF DESCRI PTI ON OF THE

DRAW NGS [ 0009] Enbodi ments. of the inventi b d b
Cef or 11 g ont STHRSTRGH KR sPPORo A A REshypied ‘P ERREEE unt ch

illustrat h .enbodi rents. , Th nbher | j i ncl uded
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el ement g, 4.0 %uﬁ{bgr_ %ﬁﬁ@?@% 18CHhe SibsdtibéedoRnbctiong Uhe ForwAAdinB eadr igté Ngs:

[ 0010] Figures ustrate systens for enabling dynam c nodification

of a s ' i, ' imRre teribody ore1bf e nuhibet affent i on.
gﬁggéée ?gfrwlﬁll‘mﬁ?&{ ), TIRCAK SHdR dn@irerie tembaidy nuhibet i

[ 0011] I1Tustrates a bl ock diagramof a network el ement, according

to an  epbBdieeRtth@Eulisbebdr Rusmction, whibdth2 bubscgbercofnedtionds actives a nor e
detail ed bl ock diagramof a forwarding card within a network el ement,
accor di RgitHot BlRCoreRbM tie stbsofibérmnhententbiconeeni® 0BNPEIrRIEvRERNAYNB/ 12863 4

network.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] Embodiments of the invention may be best understood by referring to the
following description and accompanying drawings which illustrate such embodiments.
The numbering scheme for the Figures included herein are such that the leading number
for a given element in a Figure is associated with the number of the Figure. For
example, system 100 can be located in Figure 1. However, element numbers are the

same for those elements that are the same across different Figures. In the drawings:

[0010] Figures 1A-1C illustrate systems for enabling dynamic modification of a
subscriber connection, according to one embodiment of the invention.

[0011]  Figure 2 illustrates a block diagram of a network element, according to an
embodiment of the invention. |

[0012] Figure 3 illustrates a more detailed block diagram of a forwarding card within

a network element, according to one embodiment of the invention.



[0013] Figure 4 is a flow diagramfor dynam cally nodi fying a subscri ber
connection, according to one enbodi nent of the invention. DETAILED

DESCRI PHlgdd/do$d841 A net hod and apparatus for enabling dy@gfisesaRgsfi cation
of a subscriber connection are described. In the follow ng description,
nunmer ous specific details such as |logic inplenentations, opcodes , neans
to specify operands, resource partitioning/sbaring/duplication

i npl enentations, types and interrel at inshi ps of system conponents, and

| ogi c pa onipng/integrati on ch sare i n_or er to provide a
more thoh%éi‘u Hdre  inhRy BReRdof el B ibenBibR sRoRERE e

appreci at ed e sk t that the invention may be
pract i ce%Pn%F?t}?&u?ccgffBﬂg @/%ft“’ bOJéfg%&qﬁféﬁe ﬁlpﬁntg{ i nstances, control
structures, gate level circuits and full software instruction sequences
have not been shown in detail in order not to obscure the invention. Those
of ordinary skill in the art, with the included descriptions, wll be able
to inplenent appropriate functionality w thout undue experinmentation.

[ 00151 References in the specification to "one enbodi nent”, "an

enbodi nrent”, "an exanple enbodinent", etc., indicate that the enbodi nent
descri begETRYLEDDEBERPTION ti cul ar feat ure structure, or characteristic,
but every enbodi nent may not necessarily include the particular feature,
struct ur@pigy chaialddandsdpparatidiorenabling ducimip medi Beatameofracubsarbeessari | y
referring to the sanme enbodinent. Further, when a particular feature,

st r uct urennestionher dsstebéds tindhe Hllveseg ddseription, cumerasispecific detadlnsushissdi nent |
it is submtted that it is within the know edge of one skilled in the art
to ef f ecogsumplesatatioss, opcedast Weans te Spec iy APSEANES,iT6$QWECE n connection w th
ot her enbodi nents whet her or not_ explicitly des 0 3109 1 8 98
PCT/ usoaaaxmgng/@anpe@mlpcthnﬂm AP RS 3.1!&9?5#4“3 IRS| OfSpretemy he
ternms "coupl ed” and ‘connect ed

Leed” | teagmsens Faddosie PR GIga mefinie Bt OY She G ATe SR i et e Brouias
synony ”Em&%rth&%ﬁ grh uncnarstanc{?r?g QF the p'regexﬁe}rrnt/én(t" % 2t ﬁl?%’edﬁpn?&tﬂﬁw however,

by one skilled in the art that the invention may be practiced without such specific details.

In other instances, control structures, gate level circuits and full software instruction
sequences have not been shown in detail in order not to obscure the invention. Those of
ordinary skill in the art, with the included descriptions, will be able to implement

appropriate functionality without undue experimentation.

kL 1Y L GG

[0015] References in the specification to “one embodiment”, “an embodiment”,
example embodiment”, etc., indicate that the embodiment described may include a
particular feature, structure, or characteristic, but every embodiment may not necessarily
include the particular feature, structure, or characteristic. Moreover, such phrases are not
necessarily referring to the same embodiment. Further, when a particular feature,
structure, or characteristic is described in connection with an embodiment, it is submitted

that it is within the knowledge of one skilled in the art to effect such feature, structure, or

characteristic in connection with other embodiments whether or not explicitly described.



"connected"” may be used to indicate that two or nore elenents are in direct
physical or electrical contact with each other. "Coupled" may nean that
wo or nore elements are in direct physical or electric T/%Q&tfﬁ%s
HoweverWORHIFPRd" nay also nean that two or nore el ements are not in
direct contact with each other, but yet still co-operate or interact wth
each other. [0017] Figures 1-3 show bl ock diagranms of systens for enabling
dynamic nodification of a subscriber 5connection, in accordance with
embodi ments of the invention. Figure 4 shows a flow diagramillustrating
oper at i df816jor Ienixbfolloyingydesaiiptiomand dlais: thererars “gouplisd cand song ction,
according to enbodi nents of the invention. —The oper tiorgls of the flow

di agr amakirlg witleth¢raderiviiesyingy be ssesk dhshauld be prdertged thagthesq iGHRS #1§ ¢ he

bl ock di agranms. However, it should be ndersto.odlﬁtgh%*) he operations of
the f1 owodlindendsthas sxnonyms foresach othel Bgtheh i ApHEREES OQWPBM ot her than

th di d with . he bl ock di . and '
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system of | 8% i By WiReb-erdié 6f @eRhe and
configuP?ﬁrle%ﬁewwﬁgébﬁﬂ%é%gﬁ%%ﬁféa@?gﬂlregm)ilByand a sd})'fse{em 160 of Figure

1C il 1 ust: %ﬂ&?,ems of communi cations based on specific types of
pr ot ocoﬁ%{}g%%hcon igurations. In particular, the system 150 of Figure | B

i1l ust rﬁb@f?]a Pigiein BfsheRBIBKN diafapRofpaeds (7 enatlidy éynainid r ast ruct ure,
while the systenTt 160 of Figure ICillustrates a system of comruni cations WO

03/ 09189 di R&ation P 3/shBRaBeicconhasta, imacenrdante with embodimeentihefi thenpl oys -
DSL/ Asynchr onous Transfer Mde (ATM and )
" invention. Figure 4 shows a flow diagram illustrating operations for enabling dynamic
modification of a subscriber connection, according to embodiments of the invention.
The operations of the flow diagram will be described with references to the systems
shown in the block diagrams. However, it should be understood that the operations of
the ﬂow diagram could be performed by embodiments of systems other than those
discussed with reference to the block diagrams, and embodiments discussed with
reference to the systems could perform operations different than those discussed with
reference to the flow diagram.
[0018]  Figures 1A-1C illustrate systems for enabling dynamic modification of a
-subscriber connection, according to one embodiment of the invention. As will be
described in more detail below, a system 100 of Figure 1A illustrates a system of
communications that can be based on a number of protocols and configurations, while a
system 150 of Figure 1B and a system 160 of Figure 1C illustrate systems of
communications based on specific types of protocols and configurations. In particular,

the system 150 of Figure 1B illustrates a system of communications based on a cable

infrastructure, while the system 160 of Figure 1C illustrates a system of communications



Et hernet. These systens are by way of exanple and not by way of limtation,

as other systens based on other types of protocols and having other types

of conf ixg@yhpleighas can incorporate enbodi ments of the i nyRRYIRE12869"

exanpl e, enbodi nents of the inventions can be incorporated into a wirel ess

infrastructure, wherein wireless concentrators can route data fromclient

devices into the network el enents descri bed herein. [00191, Wth regard to

Figure 1A, a system 100 conprises a co@puting device 102, a network

el enent 104, a dat abase server 108 and net wor k 110. sho th

conput i nBased ¢p @B infipstrugtupethal enploys DL/ %mé&%‘)'é% ST et(f\gﬁw{‘%a
ection 112. The nefrwork . ele 104 is.also coupled to the

b i b )
3% Abaselts CO;‘JBWlsmnS BROYEENGE P ROk by Sef THEHRLOT, ALOHEL wor k
t 104 i to the.d b h k 110.
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an enbodi nent

net Wort Tfﬁmoﬁ%?élggoﬁ%gﬁn{ﬂ%na ?‘(‘)flﬁ&(l)(gl m"? % )e“?'_{ejﬁr[g’ tgh}g%%r e’é‘(s:éme iggiﬁpt eg'[ het e
net wor ‘g‘dﬁg&%ﬂ&orﬁ%@g@tmrreleggﬁsgagmm%ﬁ% Ve e EoNREtraBirS BRI S

coupl ed reto. I'n one odi nent, e database server 108 stores

data f or A WP EbMLlienSHRICE iR8the AW oREIbMmeAS desdhidbe RetuPscr i ber
connections. I n an enbodi nent, the database server 108 stores data rel ated
t o aut hefoigpt | With rREAri @6 Fgiré OA, AByktéds ¢ 00 BbipPHsdsQconspifting detiee $02Z,aupl ed to
different network elenents within a network. In one enbodi nent, the

dat abaseng®bikeslerhfit 104, adRabAsServer V6f arfdox nettvorki hig. t As shoshat, ther egar di ng
subscri bers and the associ ated subscri ber connections. |In one enbodi nent,

t he net vamkpigingienice 102 is anpledas thb/meawoik etemerdti l04thronghf sabsubercr i ber
connection, as will be described in nore detail below [0022] Figure 1B

i || ust r atomgectionyld@eheBotwark clesuant 404 iscalse ¢qupied tp e dajabase server ¥08rand  cabl e

environment. Simlar to the system 100, the system 150 conprjses the
conput i rije ngwyosie] b8 1Bom embodiment, the network elemént 104 is coupled to the database

server 108 through the network 110.

[0020] In one embodiment, the network 110 is a local area network (LAN). Inan
embodiment, the network 110 is a wide area network (WAN). Further, the network 110
may be a combination of different networks that coupie the network element 104 to other
computing devices and network elements coupled thereto.

[0021] In one embodiment, the database server 108 stores data for a number of
subscribers and their associated subscriber connections. In an embodiment, the database
server 108 stores data related to authentication, authorization and accounting for
subscribers coupled to different network elements within a network. In one t_embodiment,
the database server 108 is a RADIUS server for storing this data fegarding subscribers
and the associated subscriber connections. In one embodiment, the network element 104
enables dynamic modification of a subscriber connection, as will be described in more
detail below.

[0022]  Figure 1B illustrates a system 150 for routing data in an infrastructure for a

cable environment. Similar to the system 100, the system 150 comprises the computing



PCT[ US03/ 12863 7 device 102, the network el enment 104, the database server
108 and the network 110. The system 150 al so conprises a hybrid fiber

coaxi alw?%g)oﬁggzﬁFC) network 120 and a cabl e nodem transdi/asismnseyst em
(CMrS) . shown, the BFC network 120 is coupled to the conputing

device 102 and the OCMIS 122. Additionally, the OCMIS 122 is coupled to
the network el enment 104. Accordingly, _communi cati ons between the conputing
device 102 and the network el enent 104 are routed t hrough the HFC network

120 d the CMIS 122. 100231 | di t _HEC net '
L 2 bt s BRSPS AR o e °
oL S kit R ke S8 (B0 Ao e 0o Lo
i cati] i nt,o.dat : ket s,
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conput i %aﬂpdlgg%oc%}l%%%or}(r%f“eﬂ%&Y\q%kf\%& {y, t0muitatioad wdtaeen ger ver 108 and

the net e system 160 al so conprises a Digital Subscriber Line

Access I Batfthe ndiddbrk BRoARY oo netsd Hireug the HRC ret(vomid)
netmrkcwghgﬁ%ﬁgﬁé%gnputi nandevirce 132. [00251 As shown, the computing

device 393 ah&tlfé%ﬂ’[%dli@ the network 104 (via the subscriber connection
112) through the DSLAM 124 and the ATM network 126. The conputing device
132 i s qpupjed 1hanlehmotdRhon the MROmANoAOIN b ncable inflasiukirnthat

comuni cations 134. [0026) As is known in the art, the DSLAM 124 is a
devi ce Wokibirits theativofrequehet (R alati coasmunicatitne of  humBer ¢loramititegt i ons i nto
a single ATMtransm ssion. The ATM network 126 conprises a ngnber of
communi clevicen103 thksark dorwanded; ta ghel GV 32% dingg emphodiment, the CMT

converts the RF data communications into data packets, such as Internet Protocol (IP)
packets, to be routed by the network element 104.

{0024]  Figure 1C illustrates a system 160 for routing data in an infrastructure for a
DSL and Ethernet environment. Similar to the system 100, the system 160 comprises the
computing device 102, the network element 104, the database server 108 and the
network 110. The system 160 also comprises a Digital Subscriber Line Access
Multiplexer (DLSAM) 124, an Asynchronous Transfer Mode (ATM) network 126 and a
computing device 132.

[0025]  As shown, the computing device 102 is coupled to the network 104 (via the
subscriber connection 112) through the DSLAM 124 and the ATM network 126. The
computing device 132 is coupled to the network element 104 through an Ethernet
communications 134.

[0026]  As is known in the art, the DSLAM 124 is a device within a network that
combines a number of DSL communications into a single ATM transmission. The ATM
network 126 comprises a number of communication links for routing data based on the

ATM protocol. Accordingly, in an embodiment, the communications from the



ATM protocol . Accordingly, in an enbodi nent, the communications fromthe W
03/091898 PCT/ US03/12853 8 conputing device 102 is received into the

net wor K v 64kegl 04 as data based on the ATM protocol. AQddiddog8Asdsby. as
shown, the conputing device 132 and the network elenent 104 communicate
based on the Ethernet protocol through Ethernet conmunications |ink 134.
The operations of the systens illustrated in Figures 1 A-I C wll be
described in nore detail bel ow. [002718 Figure 2 illustrates a bl ock diagram

of a network el enment, according.to . an enbodi nent. of the.invention. In
parti cul ERMPing fexics liq2|1&§et°P%(?@§“%ﬂ}?d}céW€rgtﬂi?m@§ 190 g5 et has MG ¢ he

k 104. . Sh . 1h k el I,ncl ffi
Car fﬁ‘f’ 203&%§?th§- AdetispRITE as shive e PaSHERE T e od ol e b er of
t [ in _Fi , t 4 i ncl ud
any o aclRerECI Ot o8 o pd e REOGH Bl BMeret S SR 081 oo
| nel udes o el RnsfHic1 3T i tbehtioh QAL tieilin€ AliirAld in FRHRRN A-ncan

enbodi ne%(frflmélglc(::ﬁtlo etra car 08 and the control card 210 can

i ncl ude g iMpeldwre traffic cards 202-208, the control card
210 and %flﬁégﬁ%?agé%?{r}gocar l212 are coupled to system buses. In an

enbodi mefypa7j NerERE PAllustiafdst 36k BRkhAY dFf KWL emsits hesdrding fd gur at i on
and managenent tasks for the network elenent 104. For exanple, if the

f or war di §ab6ErRnPIHAhE aReatsN BpavtiiddreFiguic hillstates a hire deeiledblotlocol ( 1P)
address table, such data is received by the control card 210 and

t ransm t diggraiiof the nbiwvork eRinegt ted. dA 2@ wnpker retwosurdémelatt 14iisclugasat ed
therein. Additionally, as will be described in nore detail below the
f or war di mafficandis 202-308¢ The@stwarkistsment had isstop lisyted id dhermseher ebHAB | ons f or
the network el enent 104. For exanple returning to Figures 1A-1C, when the
conput i neardeshiova indigure 2can bk agtwask elsmenkl Ybean ingluderany ofl prumberedfe | s a
subscri ber connection between the conputi nl% devi é:e 102 apd 3 B(f

different traffic cards. The network element 104 also includes a control card ZI0 and a

forwarding card 212.

[0028]  In an embodiment, each of the traffic cards 202-208 and the control card 210

can include a processor and memory. The traffic cards 202-208, the control card 210 and

the forwarding card 212 are coupled to system buses. In an embodiment, the cortrol

card 210 performs control, system configuration and management tasks for the network

element 104, For example, if the forwarding card 212 needs to be updated with a new

Internet Protocol (JP) address table, such data is received by the control card 210 and

transmitted to the forwarding card 212, wherein such data is updated therein.

Additionally, as will be described in more detail below, the forwarding card 212 includes

memory that stores subscriber connections for the network element 104. For example,

returning to Figures 1A-1C, when the computing device 102 is coupled to the network

element 104, there is a subscriber connection between the computing device 102 and the

network element 104 that includes a number of attributes, including data rates (e.g., rate-

limit and policing values), access control lists, etc. In one embodiment, the forwarding



network el enent 104 that includes a nunber of attributes, including data
rates (e.g., rate- limt and policing values), access control lists, etc.

I n one enbodi nent, the forwardi ng WO 03/091898 PCTI US03/ 12863 9 card 212
updat ev@D3/04189% es of these subscriber connections, witB&HUYPAEIAnecting
the subscriber connection between the conputing device 102 and the network
el enrent 104. 100291 Moreover, the forwarding card 212 provides for
buffering, packet processing and forgwardi ng of data packets being received
by the traffic cards 202-208. In particular, the traffic cards 202-208 can
be counlgd o4 8 upuRETb.s dftlde SiROABiehaRtions esithosh tisbonrmoting thepl ed o

ot her networ enents and/or conputing devices, as shown in Figure 1

Accor di aghoind: BEnid:AbA béneah e AAHuARY devicel Pamhte hiamariiclemint d04raffic
fromand to data transm ssion |lines coupled thereto. Such data traffic is
transmi jgoad] t oMdieoveR i@ fativaglingeard 222 providesrier buffesingy pddketproaesshg

buf fered, processed and/or forwarded to other traffic cards within the

net wor Kargl fop®adinkQs, dasspaskets bbing desivedindhe fraffisraardsed02r 208 dnPAMCHAS301 The
enbodi nent of the network el enment 104 is by way of exanple and n?} by way
of |im thetuafic caads PeR-20F kancheesnuipted th aviumpebphddta HrRHIEEER ﬁﬁ%a’ whic
configurations can incorporate enbodi nents, of, the pre ent.iﬁyejt'on

Exanpl esrecbupied &y othen naswRrkeslefesnis @WPh%mP%Hg@&EICF%@BFﬁ%‘V%Pb Bt ment s of
the present invention_could h

I tipl f [ d
singl e Apemdgl tiafeaTpeds 2R SBnaeeelytaod st ol a0f Aot OB, G g
t trolling. M - K&l [ t di
funct | oengen Yesiatled v SofiRe s & W SR Ol DR g T
[ t f the . t i ' | '
Gotai | ot paduvbrra NE B tan phPREHSE o tdt SR I UBRF G487, Tore

according,to.one. e ' L £ | | Figure 3
T st r s MRRGRE TS Blslne] 104, B A B0 Etbed B Rt e o d 212, s

shoun, oL OHeEahBAnRAL o #1A:GRTREICRRE! POPIDGa0AMNT Galiple dmmdyy 320,
forward ‘angl ne and an authentication/authorization/accounting

(AAA) 'ngif 6f Bfitation, as network elements having other architectural configurations can

incorporate embodiments of the present invention. Examples of other network elements
that include incorporate embodiments of the present invention could have multiple
forwarding cards or have a single line card incorporating the functionatity of both the
forwarding and the controlling. Moreover, a network element having the forwarding
functionality distributed across the traffic cards could incorporate embodiments of the
present invention.

[0031]  Figure 3 illustrates a more detailed block diagram of a forwarding card within
a network element, according o one embodiment of the invention. In particular, Figure
3 illustrates a more detailed block diagram of the forwarding card 212. As shown, the
forwarding card 212 comprises a processor 310, a memory 320, a forwarding engine 302
and an authentication/authorization/accounting (AAA) logic 304.

[0032]  The processor 310 is coupled to the forwarding engine 302, the AAA logic
304 and the memory 320. The forwarding engine 302 is coupled to the AAA logic 304

and the memory 320. The AAA logic 304 is coupled to the memory 320.



10032] The processor 3 10 is coupled to the forwardi ng engi ne 302, the AAA
| ogic 304 and the nenory 320. The forwarding engine 302 is coupled to the
AAA | ogi nd the menory 320, The AAA logic 304 is GRYyp t he
menory 20&9®Q§%3/091898 PCT/ US03/ 12863 10 10033] The procé@gg%ﬁélo may
conprise any suitable processor architecture. The forwarding card 212 for
ot her enbodi nents may conpri se nore prqocessors any of which may execute a
set of instructions that are in accordince with enbodi ments of the pr esent
i nvention. The nenory 320 %iores a nunber of éubscriber connect'gp records

306A- 1. [0p3dke Thepracesser 3LOAIRE COMBHST AROIYELISREOTeRAT g of

Sddr ese. REwang g7ad 232 HrcotheremaBi DB, PR PR E ks gt st Wi 0% ufth Ph £
ey ot or BeuPSis bk el AR B 8GR W bubSlienk T BRREY. ST
tandom BeBR” THapORST0 SAEPE hERLBIL S SodfRERSY recotdS J088 12, Eynam ©
f or var di fige &3 80crABdidn1ea 0O dZ AhuiRr oPABTAIEORsRiatboieh { hat

can reside w e nenory 320 and/or the processor 310 and can be

execut edgishiicAbLNGRERIRS i ludiidihe KoMBY Gddre@eQditheshicIntérhe Broosent
invention are not so |imfed, as the forwardi ng engine 302 and the AAA

| ogi ¢ 30dpyafur&s), tHé fatenmntvalueptie policing velliey the @acush castraliligl, el Thegi )
executing the processing described therein (which is described in nore
detai | bekmoly 3300035 ktofeales storegdthicr daearfddonimstdictigns, dovexadiplerdyr thacl ude a
machi ne-readabl e nedi um on which is stored a set of instructions (i.e.,
sof t war eforeatdiiyiand) 252 gndmay comprisg ny witablsenemenyoswhagiasynamicaandog
herein. For exanple, software can reside, conpletely or at |east

parti al | accessimérnory (MR Aderdenexampleand/ or within the processor 310. [0036]

The oper [(B{IJtOi?ﬂ(I)]ns I?)f andg/mnl?giglgxlltl, %/her}glg\irgrgljng%n&nse %t())i %Hl tt)heer Af'i?ﬁplrclgﬁzt:l()(zifnan\eNi 'l now be
processes or tasks that can reside within the memory 320 and/or the processor 310 and
can be executed within the processor 310. However, embodiments of the present
invention are not so limited, as the forwarding engine 302 and the AAA logic 304 can be
different types of hardware (such as digital logic) executing the processing described
therein (which is described in more detail below).

[0035]  Accordingly, the forwarding card 212 may include a machine-readable
medium on which is stored a set of instructions (i.e., software) embodying any one, or
all, of the methodologies described herein. For example, software can reside, completely
or at least partially, within the memory 320 and/or within the processor 310.

[0036] The operations of dynamically modifying a subscriber connection will now be
described. In particular, Figure 4 is a flow diagram for dynamically modifying a

subscriber connection, according to one embodiment of the invention. The operation of

flow diagram 400 will be described with reference to the exemplary systems shown

Figures 1-3.



described. In particular, Figure 4 is a flow diagramfor dynamcally

nodi fying a subscriber connection, according to one enbodi nent of the

i nvention. The operation of flow diagram400 will be d ' .t h

ref er ef¥@ ¥ 1B exenpl ary systems shown Figures 1-3. mg%ggf%8

PCT/ U503/ 12863 11 [0037] In block 402, a request to update a subscri ber
connection is received. Wth reference to the exenplary enbodi nent of
Figure 3, the forwarding engine 302 rHceives this request. In one

embodi ment, the database server 108 transmits this request to the

f or war difggs7¢ngTmblo3R 302, Awegnest nboptatensybsetieer sppidctian iowceived, eWithoe
receives this request fromthe subscriber and forwards this request to the
dat abas esfenveto the Sxemdyslarydeslodiment ofifoguse 3t the fearaiding engiae J82 recge€an store
records for the different subscriber connections for a nunmber of network
el ement shi§ regoksidimgne ¢rebodiment, ithedasahase server)108 treasmits thigreuest fythe wi t hin

the dat abase server 108 updates the attribytes of thk subscr i ber
connect ifemvapding PeginedeR tnan abpiiment thepplicRlionSPReR @ﬁﬁﬁ?’v% 5 1n an

enmbodi nrent, the database seryer 108 transm.ts, this request, 0 the

f dFeyest AT Ehe3uBSGRBR And farwards Shis TequEE b Tie ‘%é%’ Sy A
lgr\gﬁ(r)t hq:rgl, r@odi ment , %}%e@tlat ab ;?ﬁﬂ;ertver c;rg§f3rrtﬁ‘§§i'ffe}e§1t @; .Egguegt to)
t he forﬂﬁ?cﬂg%a%"&ﬁ@dﬁ aiFssteﬁ‘berg g(?ﬁ‘?rﬁﬂlffﬁe?ne |nter§ace % F’T [0038] To
help illustrate, b ' ' ' 102,
Could bESTHHIE ol APREOHEEeR I En s Antfipelhe ATGCACHBHERDDAE) Oe
connect | On?ré%{fg%gﬁéggvi ir?HQS&ﬁEz.tﬁ?J Ss 1 mﬁ%?ﬁtes ﬂiﬁ@‘iitfi}fut%@@f it dubkestRs, such

as the &ff rate, of the scrib connection. Accordingly, the

subscri Qgﬁncgﬂb'r% ﬂn& fo%}ﬁmgtthé %’ﬁﬁes& SR e tvi Gtk WRSRNE 104. "By SLermiRslimentbeer | ber

connectron to e applicati server 106. For exanple, in one enbodinent,

the subgeriRRreRaploh GHERME hidleqidsi ® thefyraaiding tinadoisingthe Sabpke web
site that 1s wthin the application server 106. Such a web page nmay enabl e

modi fi caldnRsrk MhRageRRnERotcol (SNIPS. Inbaroties embotinomt, the database server

108 transmits this request to the forwarding engine 302 using a command line interface
(CLD).

[0038]  To help illustrate, a subscriber, such as a user of the computing device 102,
could be connected to the network element 104 through the subscriber connection 112.
Such a subscriber may want to modify the attributes, such as the current data rate, of the
subscriber connection. Accordingly, the subscriber could transmit this request to update
the current subscriber connection to the application server 106. For example, in one
embodiment, the subscriber could communicate. this request using a web page of a web
site that is within the application server 106. Such a web page may enable modifications
to the current subscriber connection.

[0039] In one embodiment, the subscriber could manually generate this request. In
other embodiments, this request could be dictated by the user of the computing device
102. For example, a first user could be an adult wherein the attributes, such as the access
control list, is different when compared to a second user, who is a child. Accordingly,

when the first user logs off and the second user logs on, such that the subscriber



[0039] In one enbodi nent, the subscriber could manually generate this
request. In other enbodi nents, this request could be dictated by the user

of the i device 102. For exanple, a first user adul t
S5 ” G

wher ei n attributes, such as the access control Iist erent when
conpared to a second user, who is a child. Accordingly, when the first
user logs off and the second user |ogs on, such that the subscriber WO

03/ 091898 PCT/ US03/ 12863 12 connectildn remains active, a script could be
generate this request to nodify the attributes for this subscriber

connect i eANNeCHBUGM RS ASHEE, 2 SSHBLEAUMEPR SensFate HHs Tequest ¢ Beddy dheHIYUtSH ted to
the use of a web interface and/or the application server 106 for the
comuni cEritya sescaherconBetii®st . For  exanple, in another enbodi ment, the

b ib | i . hi di Ly. h k el
St | P e OTEN B SRt S50 SR
dat t h b i ber. t] J. ¥l
200 7 IR ARSI OIS o
012 Dbl SRR OIRSG AR TBAOR flIRILS (o

210 Wi thjsht ngtg{aﬁ{)@fa n?%Wg{xout%wt%ﬁ:’ii@ﬁtﬁ%{ﬁé&%ﬂ%?%@év&0 al | ow,

for exanple, andw d anci ng across of a number of subscribers,

etc. W%ﬁlleswfophﬁéé%emﬂthe Autielier thialction atesnotHieite@Ro WRE hejuesthe subscri ber
connection i1s still active. Wth reference to the exenplary enbodi nent of

Fi gur e 3genkehied 9 NVBlttcABer. FogeLinplé)dn Bttice smbbiineies, @cniramtiSPallowingne
enbodi ment, the forwarding engine 302 perforns a |ookup into the nmenory
320 t o rfok tHeavbsdriver agprciiai mdy saks periddic adjiosments tondifferentautis3@r |1 n one
enbodi ment, the request for nodifications includes the source address for
t he subsmmhbaions Aficanadhergmbodimendythe ndyseti! wandt 2 10t wighif: shevagterorigelemgitne 302
retrieves the associated subscriber connection record 306 based on this
addr ess. 104rmangenenase diichenrequesh iasallow, oreexample don mndwddth balaneing apeoss

subscri ber. However, enbodi nents of
of a number of subscribers, etc.

[0041] In block 404, a determination is made on whether the subscriber connection is
still active. With reference to the exemplary embodiment of Figure 3, the forwarding
engine 302 makes this determination. In one embodiment, the forwarding engine 302
performs a lookup into the memory 320 to retricve the associated subscriber connection
record 306. In one embodiment, the request for modifications includes the source
address for the subscriber. Accordingly, in an embodiment, the forwarding engine 302
retrieves the associated subscriber connection record 306 based on this address. In an
embodiment, this is the source IP address for the subscriber. However, embodiments of
the invention are so limited, as any other type of identification of the subscriber
connection can be employed. For example, in an embodiment, the identification of the
subscriber can be the Ethernet address for the network card within the computing device
102.

[0042] In an embodiment, if the associated subscriber connection record 306 is

located within the memory 320, the subscriber connection is considered active. In



the invention are so limted, as any other type of identification of the
subscri ber connection can be enpl oyed. For exanple, in an enbodi nent, the

i denti f ' f the subscriber can be the Ethernet ad he
net wor k\b@iﬂ%}ﬁ?%ﬁ) hin the conputing device 102. [0042] Inpgﬁl%g?w%%g?strrent, i f

t he associ ated subscri ber connection record 306 is |ocated within the
menory 320, the subscriber connection is considered active. In WO 03/091898
PCT/ US03/ 12863 13 anot her enbodi nent13the subscriber connection record 306
includes a field that indicates whether the associ ated_subscr.i her

connect iannthescraloadiment, fcwibegritgr gonnegtirrticrerdr3064BHHdes ¢ Beldthaldpdicatene may
reside in the nenory 320 even when the subscriber cg(jnne i on is | onger

. {
active. vigthes thegseriated sybscribeiFonneatiop feactiyps AcrHdmel it §f“|tr\%85 i s not

active, the operations of the flqw diagr 400 arne lLlete. As described
above, icanBgstianfrsardseiio meyeesidgip %P%H?‘Bgryf etvﬁ'éwgﬁﬁgﬁg?"}?é?@%nnect i on t hat

wer e requested tci be upgat ed were updated wthin the database server 108.
Ther ef orf@NNSEHEM IS IABEE F6EEY i ber establ i shes a new subscriber connection

th tirihut i)l be i A i i . i on.
e S gl RIPPRY AR oo Rt SRS ieerpr ot on
active, (e o SURREELPANY b dofiEN ARd:GRed syl £PLADGARRn, eid he

exenpl ary € ustrat Igure 3, the forwardi ng engi ne 302

re-auth \%’/amr’lgﬁég &5 tﬁé‘&xbﬁm lebRfdctioh tha? Ve HRgekstRING betupdatcawire dpdledngi ne

302 for S a re-authorization request for this subscriber to the AAA

| ogi ¢ 3QAhik BR4AkbLSE @BfratlodihsRiire, Whe thdéusogber d3lubligessarmves a
re-authenticate request for this subscriber that is forwarded to the

dat abas @,5Rfi¥& cohl&tionARR httribufel adit béd @R orporated artoithianewrsubscribede on
whet her the re-authentication is successful. Wth reference to the
exenpl arcyn@igtiogli nent il lustrated in Figure 3, the
[0044] In block 406, upon determining that the subscriber connection is active, the
subscriber is re-authenticated. With reference to the exemplary embodiment illustrated
in Figure 3, the forwarding engine 302 re-authenticates the subscriber. In an
embodiment, tﬁe forwarding engine 302 forwards a re-authorization request for this
subscriber to the AAA logic 304.
[0045] In one embodiment, the AAA logic 304 generates a re-authenticate request for
this subscriber that is forwarded to the database server 108,
[0046] In block 408, a determination is made on whether the re-authentication is
successful. With reference to the exemplary embodiment illustrated in Figure 3, the
forwarding engine 302 makes this determination. In an embodiment, the forwarding
engine 302 determines that this re-authentication of the subscriber is successful based on
receipt of the attributes for this subscriber connection in response to the re-authenticate
request back from the database server 108. In an embodiment, the database server 108
transmits all of the attributes for this subscriber connection to the forwarding engine 302.

In another embodiment, the database server 108 transmits those attributes of the

subscriber connection that need to be updated to the forwarding engine 302. Upon



forwardi ng engi ne 302 nakes this determ nation. In an enbodi nent, the
forwarding engine 302 determnes that this re-authentication of the
subscri B&s odsvrsygccessful based on receipt of the attri bli;c%%sfo%zstﬁgi S
subscri ber connection in response to the re-authenticate request back from
t he dat abase server 108. In an enbodi nent, the database server 108
transmts all of the attributes for this subscriber connection to the

f orwar di ng engi ne 302. In another enBédi nent, the database server 108
transmts those attrjbutes of the  subscriber éonnect,i on ahgneed to be
updat ed d¥emtpingdhafdheirengtheiicpomig N0t YGEEsS 3/099@8%5@}62? W3/ 12863 14

determning that the re-authentication is not successful, the operations of
the f1 owliagad0daraeemalete-conpl et e. 100471 I'n bl ock 410, upon det er ni ni ng

Lhat e P L R10 2Boh SRS GRS e S SGE -SHRRHATE
s BB SaTr SUA R SOR e B SR AL
P o SRR, PR s e hogu b ubsor [ber

updat e ”ﬁ.ﬁé‘aﬁmi $n'Sh LhfRDdIfK®, tRe ?&%ﬂércfiﬁ@b'%ﬁé 30D 8pdaéd he Eatireid seBiaiBer 302.
enno

I n one diment, the forwardi ng engine 2 is asingle threaded process.

Accor di ngnfectioRBritifuddisdbREcENDINRSUBRADEF entebtish bR the hitebanélemanks
stored in the task queue in an order that such tasks are stored therein.

100491 Ampadescri bed above, in an enbodi nent, the forwardi ng engi ne 302
processes the packets received into the network element 104. In one such
enbodi mef0048]t heln dncsrmtpodiinent, suchianepda2 noessagents sosedintst htwk guewdradghelat a
packets for a given subscriber (whether being received fromor transmtted
t0) basdbneardingengates302atie on¢ embediment il forvpaling enginedd? S8 ssd ed in the
associ at ed subscriber connection record 306. For exanple, i_II a

threaded process. Accordingly, the forwarding engine 302 processes the different tasks

stored in the task queue in an order that such tasks are stored therein.

[0049]  As described above, in an embodiment, the forwarding engine 302 processes

the packets received into the network element 104. In one such embodiment, the

forwarding engine 302 determines whether to drop data packets for a given subscriber

(whether being received from or transmitted to) based on the data rates for this subscriber

connection stored in the associated subscriber connection record 306. For example, if a

packet is received from a given subscriber connection and the data rate for this subscriber

connection is beyond the limits provided in the associated subscriber connection record

306, the forwarding engine 302 drops the packet. Conversely, if a packet is received

from a given subscriber connection and the data rate for this subscriber connection is

within the limits provided in the associated subscriber connection record 306, the

forwarding engine 302 forwards the packet based on the destination address stored in the

packet.

[0050]  As described, in an embodiment, the forwarding engine 302 is reading from

and writing to the different subscriber connection records 306. Because in an



packet is received froma given subscriber connection and the data rate for
this subscriber connection is beyond the limts provided in the associ ated
subscr ivbghsmagsecti on record 306, the forwardi ng engi neP08SwE1RPS t he
packet. Conversely, if a packet is received froma given subscri ber
connection and the data rate for this subscriber connectionis wthin the
limts provided in the associated subfiri ber connection record 306, the
forwardi ng engine 302 forwards the packet based on the destination address

fs E?C\g?d:e%&t Eﬂﬁnﬁﬁﬁgggw cﬁpé re#lﬁ‘é 39? o §nl?§19-’t £Hearbr85@§9q}1&% 4 no E&lict

rorn wr ting to the different

subscr i S’F[]‘_’ﬁg 3@8 %ﬁfé}.@%{]&ﬁ%ﬁ& a%@ ﬁwuﬁ ?@hb%@ssj 4i98n WBLALELbEREtion

PCT/ USO I ment, or war di ng engine 302 is a
singl e- Lol ?6&’ ﬂié?&f%?é hd RsEribet cBRneLABA birche dyaRiMBAIlY bpdatadivwitiein et

processes a td access a given subscriber connection record 306.

Ther ef or 1?%2%%?% ABRbrCAAReRt 10aRvieRNt Revinky madibamnkyt orpemdednhe hi n t he
menory e network el enment 104 w thout having to di sconnect or tear

down t h%ubs%HB&Cdohﬁ&ftuﬁQB REG6Hi fontHempdhleoty the sulishEbemuanestiondo taks efigblscr i ber
connection to take effect. [00511 In an enbodi nent, because the forwarding
engi ne 30@51]s ouh efrtbbmmiﬂtlt@camdkeﬁxwa@lmnglm@pﬂé?pﬂh@l"b’ﬁélftﬂ fferent
subscri ber connection records 306, the forwarding engine 302 can enploy a
sane t apaclkpteasevdlbas ypdatiag ﬂl&’@fﬂgtﬂlh subgpraer Gpnnegirm recosdicd0o; tigt t he

forwardi ng engi ne 302 processes the different types .of task a ed on the
or der |rfommrd:lhgsmgmcﬁa§|2%n emp Oéf‘tf’(ﬁﬂé’tft wevﬁ&zpagwgnghea}e% tg di ment s

of the invention are not so limted. Fqr ot i ment,
one t askuchibatthe forwarding e8giar 308 ATRGEFsS ﬁﬁéie é‘?fnafa%%%f t&fq{ n%ai%(f %\%hl le a
separate task queue can_ be ass cia wi t h.the upd S | fferent
subscri l?é‘ilefé‘bWﬁ@@tﬁ“S}ﬁtarsg%B’ic&émg gto E%@@B?‘E’ TYeve ?’heé% Oodrufl/\l/g?tg:aﬁg}gengl ne 302

l.o mb th
acke. T ABIRACARSEFY 8 LRbcEa gt TubRiE R o§ths’§%“%<f‘flﬁfehp R " e

Forvar diyads Hamdrs é%e%mdmg i BERGEShiR 4 Eplald G hician beauoue

associated with the updates to the different subscriber connection records 306.

Accordingly, the forwarding engine 302 can employ a number of different types of
arbitration when processing the tasks from the different task queues. For example, in an
embodiment, the forwarding engine 302 would only process a task from the task queue
for updating the different subscriber connection records 306 when the other task queue is
empty. In another embodiment, the forwarding engine 302 would process the tasks from
the different tasks queues in a N-to-M ratio. For example, in an embodiment, the
forwarding engine 302 would process two tasks from the task queue for forwarding
packets for every one task processed from the task queue for updating the different
subscriber connection records 306.

[0052] However, embodiments of the invention are not limited such that the
forwarding engine 302 is a single-threaded process. In another embodiment, the
forwarding engine 302 can be comprises of a number of diffefent threads. In one such

embodiment, in order to preclude access conflicts to the subscriber connection records



for updating the different subscriber connection records 306 when the other
task queue is enpty. In another enbodi nent, the forwardi ng engi ne 302

woul d pivecem9isohe tasks from the different tasks queuespifyrRodidsgs M rati o.
For exanple, in an enbodinment, the forwarding engine 302 would process two
tasks fromthe task queue for forwarding packets for. every one task
processed fromthe task queue for updféing the different subscriber
connection records 306. [0052] Howevery enbodi nents of the invention are

[im d h th f di j 302 i i |l e-th d
;r)](r)gc els 21 go%nthglrigﬁeﬁ‘isr gftéﬂ% g‘gfvﬁﬁﬁ’wlg’{%léen?q%ﬁ%% H Scé_}r]i%f ﬁ%“%ggorglé?fﬁo{?g%gg npri ses
f f diff t t ds. | 17 el !
Bre;l oo e Sing i Reeetdty BB Brantle AR upRH Rl QAR e fobbe B2 0 01 508
PCT/ US031128 f he . i i 02 | k th
subscri beggmgg’? %é’i& %rﬁge?sg(t:%{\ﬁ)glta %ﬁ@sg%eg rcéew'ed i9f ﬂ@rﬂf&gﬁﬁ%%&g,g ?‘ For ock the

n accessing such recor _
exanpl e, ) MY ; | | cess the
pdat o eoBReBET e YRR L e s o PRI, e datpheti?

erent subsc er connection records

306, Whib&iddiRsiRldifrrenpdubldifbel PEBREGIRY AY QL6 iR WlAffeRAKEIsads
recei veé fro the different subscriber connections. As described, the two

di f f er enthn bHEMBOD ac6RB adhieBlscHBeradasdion eI 396l0F6r éxagipls dngadaton
record 306. For exanple, the update thread nay attenpt to update a given

subscr i higead pRReatngnto wdareth §06 subseriter Cynnidotion pbid30tgtounddify thiet r i but e.
At a sane tine, the packet forwarding thread may attenpt to read the given
subscr i lpelicingvaketattributee AdracsaB8@ginie thkepasket foevawdagibread endyatissapd tor  dr.op
the current data packet for this subscriber connection. [00531 Therefore,
in an emtithergivien subssribier doanectiontrirasd 396 éadetrimaine whether 1 forwand orgliercr i ber
connection records 306 such that a second thread may have to wait for the
conpl et itsncwstenk datg peekss fo5ithis sgbseEReIGPPEESI9Wer connection record 306 by a
first thread. In other enbodients tiple cqpies of th ubscri ber
connect ilFFH ec dhgeetarse i FmROdmERt fhyi RreRaraghean 19k s ERETRhr eads
access Csilljl:];sfcg grnéon%ggt{o?lsreggrdé 9(?6 ésu% St Iabs%‘cr:ond thread may have to wait for the

completion of an access of a given subscriber connection record 306 by a first thread. In

other embodiments, multiple copies of the subscriber connection records 306 can be

maintained such that different threads access different copies of the subscriber

connection records 306 in order to preclude access conflicts. Accordingly, a separate

thread can keep the different copies of the subscriber connection records 306 up to date.

[0054] Inblock 412, the account for the subscriber connection is updated. With

reference to the exemplary embodiment illustrated in Figure 3, the forwarding engine

302 updates the account for the subscriber connection. In an embodiment, the

forwarding engine 302 generates an accounting message that includes those attributes

that have been updated that affect the account for the subscriber. For example, if the

attributes updated include the rate limit and/or policing values for the subscriber

connection, these new values can affect the cost being charged for this subscriber

connection. In one embodiment, the forwarding engine 302 transmits this account .



connection records 306 in order to preclude access conflicts. Accordingly,
a separate thread" can keep the different copies of the subscriber
connecty ds 306 up to date. 100541 In block 412, nt for

t he su}o‘ggg?@%r%%onnecti on is updated. Wth reference top(iﬂg&%&g%gl ary
enbodi nent illustrated in Figure 3, the forwardi ng engine 302 updates the
account for the subscriber connection. In an enbodi nent, the forwarding
engi ne 302 generates an accounting nelsage that includes those attributes
t hat have been updated that affect the account for the subsgriber. For
exanpl e message ietheatatabags sesver I8 avbere parauahidats fr thiggaven fcréﬁﬂ/ or policing
val ues for the subscriber connection, these new values can affect the cost
bei ng cKenngeton srupdatied. subscri ber connection. In one enbodi ment, the
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b ib N j d, h | h
Z ‘ﬁ?f {1 o Telyded o HriEaph e AR e s B et e B BB er T
! s, ok _ | the o
speci 11 A rpFuPPefE TRl CltR (FSTRl. Shoh BeAesy RS8N Rhiner P °21 ' ©°
r eadabl g ncl Bl BRisAHic 5 shired £t BeBRinPodsEL! YA ABFerbbodying &9l Lvar €)

enbodyi nhg any one, or ol ogi'es described hérein. Software

can r eS'tbﬂ@, or GRTBHRE Blethodblodies de§@ed Bidfein, 3 dftvardichm redideh bemprerety o aand/ or

W t hin e processor and/or ASICs. For the purposes of this specification,

the ter ma'étgﬁaa*iﬂm?wﬁmm el aHtlorstietih tHeeprbedssot dnd/oriABICsdEomthy nechani sm
that provides (i.e., stores and/or transmts) information in a form

readabl puippsed oraeb speification, tha tamithdohing-resdableemedipirg shall betdkeme r eadabl e
medi um includes read only nmenory (ROM; random access nenory (RAM;
magnet i incllidelany siechagjem rtkaiprovides (i.c.abtosis and/ige trapsiiits) infomsptioreingr Prrevi ces;
el ectrical, optical, acoustical or other formof propagated signals (e.qg.,
carri er rasdateds by amiiachined e ,gresimputer). For example, a machine-rea able medium

includes read only memory (ROM); random access memory (RAM); magnetic disk

storage media; optical storage media; flash memory devices; electrical, optical,

acoustical or other form of propagated signals (e.g., carrier waves, infrared signals,

digital signals, etc.); etc.

[0056] Thus, a method and apparatus for enabling dynamic modification of a

subscriber connection have been described. Although the present invention has been

described with reference to specific exemplary embodiments, it will be evident that

various modifications and changes may be made to these embodiments without departing

from the broader spirit and scope of the invention. For example, while embodiments of

the invention are described such that a separate database server is coupled to store data

related to subscriber connections. In other embodiments, such data can be stored within

the network element 104. Accordingly, the specification and drawings are to be regarded

in an illustrative rather than a restrictive sense.



digital signals, etc.); etc. 10056] Thus, a method and apparatus for
enabling dynam c nodification of a subscriber connection have been

descri bgglg ohhdfaegh the present invention has been descridyegsgshibéss
reference to specific exenplary enbodi nents, it will be evident that

various nodifications and changes nmay be nade to these enbodi nents w t hout
departing fromthe broader spirit and scope of the invention. For exanple,
whi | e enbodi nents of the invention arld described such that a separate

dat abase server is coupled to store data related to subscri ber

connect i 64sAIM& ot her enbodi ments, such data can be stored within the
network el enent. 104.. Accordingly, the specification and draw ngs are to be
r egar ded What 1¢{2imed &t r at i ve rather than a restrictive sense. WO 03/ 091898
is CLAIMS What is claimed is: PCT1USC3/ 12863 1. A conputer-inplenented

met hod conprising: receiving a request to nodify a subscriber connection to

a network el enent: nd. i i tr .of the subscriber connection,
SispofiimiIBHtadd kol oty

wi thin a“neno e out di sconnecting the

subscri ber Cogé%gﬁ{i‘%g rﬂ%{h%%{‘é& g@d a"ﬂf:&%rib\?\i}%_@&tioxﬁo al¥8work element; and

conput er -i npl clfaim1, erein nodifying the attributes

of the subscr i heinERNREBLIRB SRULEERST ERHcbiidr) Wvithis @HiRatdry oNitieat € of t he
subscri ber conneCtion. 3. The conputer-inpl enented nmethod of claim 2,

wher ei N LA%osk bR ffch WithoG OMBESInkOing the SWb3OEdricognetion foui legeteorkce to the
networ k and wherein nodi fying the connection rate of the subscriber
connecti ermeatpri ses nodifying the rate at which data is received into the
conmputing device fromthe network.

2. The computer-implemented method of claim 1, wherein modifying the attributes

of the subscriber connection comprises modifying a connection rate of the subscriber

connection.

3. The computer-implemented method of claim 2, wherein the subscriber
connection is connecting a computing device to the network and wherein modifying the
connection rate of the subscriber connection comprises modifying the rate at which data

is received into the computing device from the network.

4. The computer-implemented method of claim 2, wherein the subscriber
connection is connecting a computing device to the network and wherein modifying the
connection rate of the subscriber connection comprises modifying the rate at which data

is transmitted from the computing device to the network.

5. The computer-implemented method of claim 1, wherein modifying the attributes
of the subscriber connection comprises modifying an access control list of the subscriber

connection.



4. The conputer-inplenented nethod of claim2, wherein the subscriber
connection is connecting a conputing device to the network and wherein

nodi fying the connection rate of the subscriber connectj i.Ses

nodi fyi‘ﬁé"?ﬁ%‘s?sat e at which data is transmtted fromt t%&?g%%ﬁglédﬁg devi ce
to the network. 5. The conputer-inplenented nethod of claim1, wherein

nodi fying the attributes of the subscriber connection conprises nodifying
an access control list of the subscriBBer connection. WO 03/091898 P

CT/ US03/ 12863 19 6. The conputer-inplenented nmethod of claim1, wherein
nodi fyi g t h@hatcbmiphter-émplenfentedenethind of ¢liar 1 cwheretnt modifiagthei altabutes di f yi ng
the attributes of the subscriber connection with the nenory of the network
el enent ofi ffrersuberibentorinegtiorhenmprises modifkngithrpattiynercefithe pubsetibit i ve. 7. The
conmput er-i npl enented nethod of claim1, conprising re-aufhenticating a
subscri bemeag'@rowﬁtattb@lmmomypﬁ@eéleb%kie(&meﬂ&m@?tg%ﬂwgit # WS nodifying the
attributes of the subscriber connection within the nenory of the network
el emrent sulgscriyConBeRiPnd? 2¢tHS1 ement ed net hod of claim 1, conprising updating
an account for the subscriber connection upon nodifying the attributes of
t he subscri ber connection. 9. The conputer-inplenented nethod of claim1,

wher 117 SECoNul BT A Al PR NSRBI 4 0 1 he

net wor k ‘el e conpri si ng: 0 store~an

or k Tel et 209G . | yto'storean
et wor k oupcrpf iR B ERBETHRE o PR IRERG, B e bR o i ne
to modi [ Jg et L

| RUfiéh Ritninns bPRE (eRRRHdriéht. Whi | e the subscri ber
connection 1's ac |§/ﬂerfée%/lm&}tﬁout %lﬁgmecti ng the subscriber connection.

8. The computer-implemented method of claim 1, comprising updating an account

for the subscriber connection upon modifying the attributes of the subscriber connection.

9. The computer-implemented method of claim 1, wherein the account is updated

within a database server coupled to the network element.

10.  An apparatus comprising:

a memory to store an attribute of a subscriber connection between a computing

device and a network;
a forwarding engine coupled to the memory, the forwarding engine to modify the

attribute of the subscriber connection, while the subscriber connection is active, without

disconnecting the subscriber connection.

11.  The apparatus of claim 10, wherein the attribute comprises a connection rate of

the subscriber connection,



11. The apparatus of claim 10, wherein the attribute conprises a connection
rate of the subscriber connection. WO 03/091898 PCT/ US03/ 12863 20 12. The

appar at g0 03/0988i m 10, wherein the attribute conprises apgay@sogtzsshi ch the
data is received into the conputing device fromthe network. 13. The
apparatus of claim 10, wherein the attribute conprises a rate at which the
data is transmtted fromthe conputing.device to the network. 14. The
apparatus of claim 10, wherein the at gpl bute conprises an access control

i f i b ion. 15 A k el {.S{ 0Q:

trat i B o Lupmmeres COmess e R SRR e RERRIhIAE, olgn o
b ib ti.on; . - (i led to the traffi d,

hor o1 n TSTBrse Ry aE APy lRY ARiCE A BERAGRHE' OF 20 LD S For The

subscri ber connection, the forwarding card to include a forwardi ng engine,
the forwarding engine to nodify one of the nunmber of attributes for the

subscri bey Co'f‘ﬁlﬁ@tpia s iR [0)SVIREERS e R@Tbut DN HRTsbPDrdt abWhicHehe W T hout
S

di sconnecting t scri ber connection between the conmputing device and

t he net wWokkis tefismiti@ fisth IR donsh BB Aeviek iciingtvldrk. Wherein the one of the
nunber of attributes conprises a connection rate of the subscriber

connection. 17. The network el enent of claim 16, wherein the one of the
nunber of attributes conprises a rate at which the data is received into
t he conpld. i ngTisteapparatds afivldimel 0, ndtevain khe attributaBod§iri3es 808 ceseCntsbB#t12863

of the subscriber connection.

15. A network element comprising:

a traffic card coupled to connect a computing device and a network through a

subscriber connection; and

a forwarding card coupled to the traffic card, wherein the forwarding card is to
store a number of attributes for the subscriber cpnnection, the forwarding card to include
a forwarding engine, the forwarding engine to modify one of the number of attributes for
the subscriber connection, while the subscriber connection is active, without

disconnecting the subscriber connection between the computing device and the network.

16. The network element of claim 15, wherein the one of the number of attributes

comprises a connection rate of the subscriber connection.

17. The network element of claim 16, wherein the one of the number of attributes
comprises a rate at which the data is received into the computing device from the

network.



21 18. The network el enent of claim 16, wherein the one of the nunber of
attributes conprises a rate at which the data is transmtted fromthe
conput iwe dRYisee to the network. 19. The network el enentcpiysedasén 15,
wherein the one of the nunber of attributes conprises an access control

| i st of the subscriber connection. 20. A nmachi ne-readabl e nedi um t hat
provi des instructions, which when eng ted by a machine, cause said
machi ne to perform operations corrprl receiving a request to nodify a

b ib t t t t f
The: Subsdy i bAeSSHHIR AR R 16 T e PR % Thout
di ti th bsc f t. 21. Th
i no-PERERSIU b e ﬁ]@%gédlaﬁ%ﬁg?ﬂr?htﬁo rifigselongnt, 21 The

t he subscb‘i’ brgr connection conprises nodifying a connectl on rate of the
subscri b€ onnection. 22. The nachi ne-readabl e nedi um of claim 21,

wherein the subscriber connection is .connecting a conputing device to the
net work and wherein nodi fying the connection rate of the subscriber

connect ij@n cafRLeREskBRGhEnN P Blatdi @ 5] whéteidithyvbhe bf thethaniber ofateribued i nto the
conputing device fromthe network. 23. The nmachi ne-readabl e nmedi umof claim

21, wherghbritkhansiebescohes] ikt bhtetsubseribsr connestiant i Nng a conputing device to
t he network and wherein nodifying the connecti on WO 03/091898

PCT[ US03/ 12863 22 rate of the subscriber connection conprises nodifying
the rate at which data is transmtted fromthe conputing device to the

net wor k. 2024. AThechincireatableanetibinghatpaiddesonstaiciions, ohichwber pxecatsdihyi ng t he

attributes of _ ' ]
a machine, cause said machine to perform operations comprising:

receiving a request to modify a subscriber connection to a network element; and
modifying attributes of the subscriber connection, within a memory of the

network element, without disconnecting the subscriber connection from the network

element.

21.  The machine-readable medium of claim 20, wherein modifying the attributes of

the subscriber connection comprises modifying a connection rate of the subscriber

connection.

22, The machine-readable medium of claim 21, wherein the subscriber connection is
connecting a computing device to the network and wherein modifying the connection
rate of the subscriber connection comprises modifying the rate at which data is received

into the computing device from the network.

23, The machine-readable medium of claim 21, wherein the subscriber connection is

connecting a computing device to the network and wherein modifying the connection



t he subscri ber connection conprises nodifying an access control list of the
subscri ber connection. 25. The nmachi ne-readabl e nedi um of cl ai m 20,

wher ei n WO@B/MHBRy t he attri butes of the subscriber conndedn/Gsv302%63r i ses
nodi fying the attributes of the subscriber connection with the menory of
the network el enent upon determining that the subscriber connection is
active. 26. The nachi ne-readabl e nedi of claim 20, conprising
re-authenticating a subscriber associated with the subscriber connection

prior to A d Lehut {, : j fOn wWithin the
menory o¥£?ﬁié&%espgv\%?@@re%héﬁw %?&%%Seﬁﬁggﬁﬁggﬁﬂgﬁggﬂg&ﬂg%? lliﬁ’)n of claim 20,

COMpri Si fgndRfad Kot AR c@ﬁlﬁﬁﬁﬁ%déﬁée tolth@n&@woREr i ber connection upon
nodi fying the attributes of the subscriber connection. 28. The

machi ne-r eadabl e medi um of cl aim 20, wherein the account is updated wthin
a dat abase server coupled to the network el enent. |
24,  The machine-readable medium of claim 20, wherein modifying the attributes of

the subscriber connection comprises modifying an access control list of the subscriber

connection.

25.  The machine-readable medium of claim 20, wherein modifying the attributes of
the subscriber connection comprises modifying the attributes of the subscriber
connection with the memory of the network element upon determining that the

subscriber connection is active.

26.  The machine-readable medium of claim 20, comprising re-authenticating a
subscriber associated with the subscriber connection prior to modifying the attributes of

the subscriber connection within the memory of the network element.

27. The machine-readable medium of claim 20, comprising updating an account for

the subscriber connection upon modifying the attributes of the subscriber connection.

28.  The machine-readable medium of claim 20, wherein the account is updated

within a database server coupled to the network element.



