1 METHOD AND SYSTEM FOR CHANGING OVER SMARTCARDS FIELD OF INVENTION The
present invention relates broadly to changing over smartcards. As an example, the present invention
is described by the changing over of a Subscriber Identity Module (SIM) card to another SIM card on
a mobile phone device. BACKGROUND There are a few instances a smartcard needs to be
exchanged, For example, when a new application{s developed on a SIM card, or when users decide
to upgrade the SIM cards (eg. to a card with bigger memory space), or when users decide to change

a telco oper |C \(%2 M %%al card % such need arises, the current
practice is tﬂ%&@%m § Eﬁ’% t @M@% IQ) %fé%@@f)@ﬁg%ry out the
exchange. POS usually refers to shops where mobile phones and subscriptions are sold. This is a big
hassle for users as it takes up their personal time and incurs cost. Furthermore, there will be a period
of transitioﬁi@hgrg%mz?%@r will not be able to make or receive any calls. Furthermore,

inconvenience usually results from e.g. transferring the Abbreviated Dialling Number (ADN) list on the
old SIM card to thdmeweStt davdnidN disties sinplyicaliedrtiegplipoeboarafietsde.the speed dial
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exchange as mentioned creates a certain level of dissatisfaction for the subscribers and thus inhibits
telco oper@grﬁig{%@&? ixely exchanging SIM cards for the majority of their subscrlbers, Moreover,
SIM card exchange of large scale will require additional staff at the outlet and may impact other
activities in the shops. As such, another practice should be adopted. One such practice would be to

post the SIM cardrigtaeararialdns wibss eoiaiaTesraaenrabmaibdruwayss, His isaoiascepted by
the telco oalﬁrear'%ogs r?gv%aggglication is developed on a SIM card, or when users decide fo

upgrade the SIM cards (eg. to a card with bigger memory space), or when users

decide to change a telco operator or service provider.

tn the case of the SIM card, when such need arises, the current practice is
that subscribers have to travel down to the nearest Point Of Sale (POS) to carry out
the exchange. POS usually refers to shops where mobile phones and subscriptions
are sold. This is a big hassle for users as it takes up their personal time and incurs
cost. Furthermore, there will be a period of transition where the subscriber will not be
able to make or receive any calls. Furthermore, inconvenience usually results from
e.g. transferring the Abbreviated Dialling Number (ADN) list on the old SIM card to
the new SIM card. ADN list or simply called the phonebook refers to the speed dial
numbers that can be programmed into the SIM card memory. In addition, this practice
is also an inconvenience for telco operators as logistic arrangements have to be made to
distribute the SiM card to the various POS location. This again incurs time and cost.

The current practice of SIM card exchange as mentioned creates a certain level
of dissatisfaction for the subscribers and thus inhibits telco operators from actively
exchanging SIM cards for the majority of their subscribers. Moreover, SIM card
exchange of large scale will require additional staff at the outlet and may impact other
activities in the shops. As such, another practice should be adopted.

One such practice would be to post the SIM card to the cardholder using
registered or normal mail. However, this is not accepted by the telco operators because
of a few concerns.



of a few concerns. 2 Firstly, telco operators cannot track the exact receipt time of the new card and
are hence unable to coordinate the change over to the new card. Secondly, there are security
concerns as a new card may be lost, mis-used or tampered with during transportation, and confirming
that a new card is indeed used by the targeted subscriber. Hence, it was with knowledge of the
foregoing concerns that the present invention was-conceived and has now been reduced to practice.
SUMMARY In accordance with a first aspect of the present invention there is provided a method for
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more of a ghoup RiisingiseMobile Station Integrated Services Digital Network number (MSISDN),
an International Mobile Subscriber Identity (IMSI) and an Integrated Circuit(s) Card IDentifier (ICCID).
The method may further comprise the step of the user gaining access to the second smartcard
utilising the key. Henoeethodanayitorhposedgeinhgibefksguisingeanaantci paie dhe yppsesrgtored on
the secondrerTditoands Theceitic e ddeyemtifsnthedpredidedrkeljcmay be encrypted. The provided
key may unlock a PIN of the second smartcard for gaining access.

SUMMARY

In accordance with a first aspect of the present invention there is provided a
method for remotely changing over smartcards comprising the steps of receiving at
a centrai location a request for changing over smartcards from a user of a remote
device utilising a first smartcard; comparing the reguest with a database of
anticipated requests;, and providing a key to the user for accessing a second
smartcard.

The request may comprise a first portion input by the user and a second
portion inherently associated with the first smartcard.

The second portion of the request may comprise one or more of a group
comprising a Mobile Station Integrated Services Digital Network number (MSISDN),
an International Mobite Subscriber Ideniity {IMS!) and an Integrated Circuil(s) Card
IDentifier (ICCID).

The method may further comprise the step of the user gaining access to the
second smaricard utilising the key.

The method may comprise verifying the key using an anticipated key pre-
stored on the second smartcard.

The anticipated key and/or the provided key may be encrypted.

The provided key may unlock a PIN of the second smartcard for gaining
access. |

The method may further comprise setting permanently a seal code to indicate
that the second smartcard has been accessed at least once.

A message may be automatically sent from the remote device to the central
location to indicate the second smartcard is ready to be activated for use in a
commumnication network.



The method may further comprise setting permanently a seal code to indicate that the second
smartcard has been accessed at least once. A message may be automatically sent from the remote
device to the central location to indicate the second smartcard is ready to be activated for use in a
communication network. 3 The method may further comprise automatically connecting the second
smartcard to the network of a service provider at the central location to activate the smartcard
according to the protocol standards of a mobile communication network service provided by the
service provider. methed naYUMABEEJAPHSE the viepaticaltonsaitsrintiisfrifigPddta of the
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smartcara according fo e pr tocol standards of a mebile, communication fefwor
smartcardS comprising a central server for receiving a request for changing over smaricards from a
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Circuit(s) Card IDentifier (ICCID). The system may further comprise the second smartcard. The
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utilising a first smartcard; a database for storing anticipated requests; wherein the
central server compares the request with the anticipated reguests in the database;
and provides a key to the user for accessing a second smartcard.

The request may comprise a first pordion input by the user and a second
portion inherently associated with the first smartcard.

The second portion of the request may comprise one or more of a group
comprising a Mobile Station integrated Services Digital Network number (MSISDN),
an International Mobile Subscriber Identity (IMSI) and an Integrated Circuit(s) Card
iDentifier (ICCID).

The system may further comprise the second smartcard. ,

The second smaricard may verify the key using an anticipated key pre-stored
on a database of the second smartcard. |

The anticipated key and/or the provided key may be encrypted.

The the provided key may uniock a PiN of the second smartcard for gaining
access.

The second smartcard may set permanently a seal code of the second
smaricard to indicate that the second smaricard has been accessed for at least
once.

The second smaricard may initiate sending a message frbm the remote
device to the central server o indicate the second smartcard is ready to be activaied
for use in a communication network.

The central server may initiate connecting the second smaricard to the

network of a service provider to activate the smartcard according to the protocol



The the provided key may unlock a PIN of the second smartcard for gaining access. The second
smartcard may set permanently a seal code of the second smartcard to indicate that the second
smartcard has been accessed for at least once. The second smartcard may initiate sending a
message from the remote device to the central server to indicate the second smartcard is ready to be
activated for use in a communication network. The central server may initiate connecting the second
smartcard to the network of a service provider td*activate the smartcard according to the protocol 4
standards of a mobile communication network service provided by the service provider. The central
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The seal code may comprises a file in the Master File Directory of the smartcard.

The file may comprise a validity field that is deemed valid when the smartcard is
accessed for the first time and deemed invaiid when the smaricard is accessed for more
than one time.

The processing unit may check the validity field of the seal code every time a
user keys in the key.

The PIN may be unlocked for the user to gain access to the smartcard after the
processing unit verifies that both the key is correct and the validity field is valid.

The key and/or the anticipated key me be encrypted.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the invention will be better understood and readily apparent o
one of ordinary skill in the art from the following written description, by way of example
only and in conjunction with the drawings, in which:

FIG. 1 is a schematic view of the exampie embodiment.

FIG. 2 is a flowchart showing the steps of changing over the SIM cards of the
example embodiment.

FIG. 3 is a flowchart detailing the steps of breaking seal of the new SIM card on
the mobile device of the example embodiment.

FIG. 4 is a table fabulating the properties of the software patch file to the SIM

card command table of the example embodiment.



Embodiments of the invention will be better understood and readily apparent to one of ordinary skill in
the art from the following written description, by way of example only and in conjunction with the
drawings, in which: FIG. 1 is a schematic view of the example embodiment. FIG. 2 is a flowchart
showing the steps of changing over the SIM cards of the example embodiment. FIG. 3 is a flowchart
detailing the steps of breaking seal of the new SIMscard on the mobile device of the example
embodiment. FIG. 4 is a table tabulating the properties of the software patch file to the SIM card
command $piABERRERABIE Eiabbdiment. 5 DETAILED DESCRIPTION In detail, FIG. 1 shows the
hardware setup of an example embodiment that is used to describe the present invention. The

hardware setup compris emaqte server (%5 a remote mobile device (130), a SIM card slot
(120), an ol S B 2 e e e S P AD i el SRR a0).
The remotessshie deEsOPis theiptesentisidangion the mobile network of telco operators or service
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transmission, and wireless data receive capabilities. The remote mobile device (130) houses a SIM
card in its SAOFRKNE SOBEIYES FeVEIRIScAF FUBPTESH)NECSESBI G HFnsE R etiEdarseda’s house the

SIM card aaddmieenieshtheiivssarstihatisiaoitashisiiitise tTasaemntaorebiler desmas used
to verify the identity of the targeted subscriber and to provide the subscriber with a
one time usage Sealed PIN Unblocking Key (SealPUK) where PIN stands for
Perscnal Identification Number.

The remote mobile device (130) is a device residing in a remote location with
the subscriber. It comprises processing, data storage, wireless data fransmission,
and wireless data receive capabilities. The remote mobile device (130) houses a
SIM card in its SIM card slot (120,

The SIM card siot (120) is a slot on the mobile device used io house the SIM
card and to connect the SIM card that is siofied in it to the remote mobile device
(130).

The old SIM card (100) is a SIM card that the subscriber wants to replace.

The new personalised SIM card {110} is a SIM card that the subscriber wanis
to use fo replace the old SIM card (100). Having gone through a personalisation
process, it comprises a root directory, a Mobile network system (eg. GSM - Global
System for Mobile communications) directory, and a Telco operator directory. The
datafields of these directories contain information of the eiectronic profile supplied
by the subscriber. For a typical GSM system, examples of essential information
contained in the electronic profile are International Mobile Subscriber Identity (IMSI),
integrated Circuit(s) Card 1Dentifier (iCCiD), Subscriber Authentication Key (Ki},
Card Holder Verification information (CHV) and code for unblocking the specific
CHV (UNBLOCK CHV). During the personalisation process, SIM applications are
also downloaded into the SiM card.

It is to be noted that for the example embodiment, the instructions in the

operating system of the SIM card and the files in the directories have been adjusted



(130). The old SIM card (100) is a SIM card that the subscriber wants to replace. The new

personalised SIM card (110) is a SIM card that the subscriber wants to use to replace the old SIM

card (100). Having gone through a personalisation process, it comprises a root directory, a Mobile

network system (eg. GSM - Global System for Mobile communications) directory, and a Telco

operator directory. The datafields of these directoges contain information of the electronic profile
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applications are also downloaded into the SIM card. It is to be noted that for the example
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create a software feature referred to herein as the new persona (110)
SIMSeal i@gHSIRGH SRR JPacomieaPiMBeabAl fotedadieifoanatmspader! tircdakiiiedal is
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used before. Th djustm nts made to ena IMSeal .are described in a later part of the detailed
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in a Public Land Mobile Network (PLMN) and the PLMN can be a GSM
: For the purposes of thns example, the remote mobile device (130) is located,

for instance, in a Public Land Mobile Network (PLMN) and the PLMN can be a GSM
system. Further, the remote mobile device (130) is located, for example, in the
PLMN area of the subscriber's home operator or iocated within the PLMN area of
other operators where roaming is agreed between the operators. The remote server
(130} is connected wirelessly and/or wired to the PLMN of the subscriber's home
operator and it can establish a wireless connection (140) with the remote mobile
device (130).

in detail, FIG. 2 lillustrates the step-by-step procedure of the example
embodiment using the hardware setup of FIG. 1.

it is to be noted that all the messages sent by the subscriber using the
remote mobile device (130) and sent by the remote server (150) are based on Short
Message Service (SMS) in the example embodiment. For the purposes of this
example, the new personalised SIM card (110) is delivered by conventional mail
(registered or non-registered).

After receipt, the first step (200) is performed. With the old SIM card (100) in
the SIM card slot (120) of the remote mobile device (130), the subscriber sends a
message to the remote server (150). The content of the message contains an
instruction from the subscriber to the remote server (150). The instruction can be
“‘change PIN’, which indicates the subscriber’s intention to change over the old SIM
card (100) to the new personalised SIM card (110).



system. Further, the remote mobile device (130) is located, for example, in the PLMN area of the
subscriber's home operator or located within the PLMN area of other operators where roaming is
agreed between the operators. The remote server (130) is connected wirelessly and/or wired to the
PLMN of the subscriber's home operator and it can establish a wireless connection (140) with the
remote mobile device (130). In detail, FIG. 2 illustiates the step-by-step procedure of the example

embodiment using the hardware, set FIG. 1. It is to be no hat all the messages sent by the
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card (100) to the new personalised SIM card (110). 7 In the Second step (210), the remote server
(150) receR/€S%AE Bi8EHAAS IMEES yEsoligh HRiSHitbRIsDeFHRYERM PLE. ifeHEifR receiving
session, itcalse isesiennslisteRiditplansode vkthesald SIM card (100). For example, this

Networ number (VSTSNE, RIS aeslal N e o SEHsr Aol OIS 6 NEbgrmlba Greuits)
Card IDentfirgs@aT Dy MIhel et eite painhrekpie senicsm e YRS SDNide nidedft is noted
that the preyisianyetdhesidentificatias sogsrismat comirelind/ mavainylated hyithe weerelthgthird step
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server (150). Secondly, comparing the received MSISDN with a pre-stored value of

the subscribers MSISDN in a database residing on the remote server (150).

If the message and/or the MSISDN do not maich, it means the subscriber is
not the targeted subscriber. In such a case, the remote server (150) will perform
actions (260} defined by the administrators of the remote server (150), for example,
warning the subscriber of unauthorsed access or not responding to the subscriber
at all.

If both the message and MSISDN maftches the data on the remote server
(150), the subscriber sending the message using the remote mobile device (130) is
verified to be the targeted subscriber and the fourth step (230) can be performed.

In the fourth step (230), the remote server (150} acknowledges the
subscriber by sending a return message containing a SealPUK via the wireless
connection (140) to the remote mobile device (130). The SealPUK is a one-time
usage FPIN Unblocking Key (PUK) used {o break the SiMSeal.

In the fifth step (240), the subscriber receives the message containing the
SealPUK from the remote server (150) on his or her remote mobile device (130}. He
or she then changes SIM cards by removing the old SIM card (100) from the SIM
card slot (120) and inserting the new personalised SIM card (110) into the SIM card
slot (120).

In the sixth step (300), the subscriber uses the SealPUK to break the
SiMSeal and gain access to use the new personalised SIM card (110). This step will

be discussed in greater detail later with reference to FIG. 3.



message and MSISDN are correct. This check is performed to verify the identity of the targeted
subscriber for a particular SIM card. Firstly, comparing the received message with the desired
message pre-stored in a database residing on the remote server (150). Secondly, comparing the
received MSISDN with a pre-stored value of the subscriber's MSISDN in a database residing on the
remote server (150). If the message and/or the M@ISDN do not match, it means the subscriber is not

the targeted subscriber. In such a case, the remote server (150) will perform . actions (260) defined by
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(130) is verified to be the targeted subscriber and the fourth step (230) can be performed. In the fourth
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‘ personalised SIM card (110) with the aid of the linked up sysiem. After the changing

session is complete, the new personalised SiM card (110) is activated.

Following this activation, the remote server (150) can automatically start to
transfer records and applications belonging o the old SIM card (100) into the new
personalised SIM card (110). It is to be noted that if this fransfer is required, the
remote server (150), at some point in the process of FIG. 2, downloads all the
records and applications in the old SIM card {100). An example of records would be
the ADN list of the old SIM card (100). An exampie of an application would be an
electronic organiser.

Otherwise, if not done automatically by the remote server, the transfer of
records and applications can be done manually. For example, a manual transfer
may ulilise a software application in the remote mobile device {130) or in the new
personalised SIM card (110). This software application may contain features to
download the records and applications of the old SiM card (100} into the memory of
the remote mobile device (150) or on another device with memory and later aid in
downioading the records and applications from the memory of the device into the

new personalised SiM card {110).

In detail, FIG. 3 iHustrates the step-by-step procedure of performing step six
(300) in FIG. 2.

The first step (301) of step six {(300) in FIG. 2 is powering on the remote
mobile device (130) with the new personalised SIM card (110).



After this juncture, a delivery report (for eg. a SMS message or a signal triggered by the new
personalised SIM card (110)) is sent automatically from the remote mobile device (130) to the remote
server (150) to indicate that the new personalised SIM card (110) is ready for activation. The remote
server (150) then links up with a system residing with the service provider, such as an authentication
centre (AUC) within the Operation and Maintenancg Subsystem (OMSS) of the GSM PLMN. After
linking up, the remote server (150) automates the change over of the identification code of the old SIM
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downloadsaththéntecadsintathapplieatoarin dheond Hid a0 hArceregie ofigegords would be

the ADN li Id. SIM card (1 example of an application would be an electronic organiser.
Otherwise,ﬁ%fpé_étq géihgu%?ﬁ%ﬁ ai%/ .gﬁﬁelsre_ur%o e‘getrhv%lf? %ﬁ??ﬁgn% e?%alnﬁee@é?&s %rr?alé%ﬁlncations can
be done nigflifigarer@uimigera thinisat tiliiestee HarlgHse wheranaid hisplickiiskedd gnsiremote

mobile deviggbid0rond thaneyyqapersonalised SIM card (110). This software application may contain
features to downlpad the record d lications of the old SIM card (100) into the memory of the
remote mobile de!\“(/)@ee (i%?fﬁ%%réiﬁb)tﬂ?%d&ﬂcﬁ% Th SN 1AL P SiR0h P BSRARAY the
records arfel Mggialdtiongdiidnthhesareieigroisthiead diie e évtoptbre onelis pe rStviatised( $10) ¢ad (110). In

detail, FIG,SJlusieries {Qﬁﬁé@@dwﬁﬁtmﬁggedure of performing step six (300) in FIG. 2. The first

step (301) of step six (300) in FIG. 2 is powering on the remote mobile device (130) with the new
personalised Sll\/frbét?if(‘:ﬁ , if the new personalised SIM card (110) is tampered before, it is

up to the subscriber to report the incident to the service provider.

If the condition (303) after the check is such that PIN1 is purposely blocked
and SiMSeal is marked as valid, it means the new personalised SiM card (110) is
used for the first time. As such, under the condition of the new personalised SIM
card, the remote mobile device (130) will prompt the subscriber to key in the
SealPUK to unblock PINT on the first user interface session at step (304).

In step (305), the remote mobile device (130) checks whether the SealPUK is
keyed in correctly. It is to be noted that a value of SealPUK is pre-stored in the
memory of the new personalised SIM card {(110) as part of the electronic profile of
the SIM card during the personalisation process or during manufacturing of the SIM
card. This pre-stored value is used to verify the SealPUK keyed in by the subscriber.
It is to be noted that this pre-stored value may be encoded, encrypted or
compressed.

if the SealPUK does not match the pre-stored SealPUK value, the procedure
loops back to condition (303) where PIN1 is blocked, SIMSeal is valid and the
subscriber is required to unblock PIN1.

If the SealPUK matches the pre-stored value, the subscriber is prompted by
the remote mobile device (130} to key in a new PIN1. In step (308), the subscriber
keys in the new PIN1 for the first time. After keying in PIN1, the remote mobile
device (130) prompts the subscriber to key in the new PIN1 the second time so as to
confirm the new PIN1 keyed in the first time is correct.



9 In the second step (302), an internal check is done by the remote mobile device (130). The check is
done to see if a Personal Identification Number (PINT) of the new personalised SIM card (110) has
been purposely blocked and enabled during the personalisation process or during the card
manufacturing process. At the same time, the internal check also checks the validity of the SIMSeal. It
is to be noted that the blocking of PIN1 is used in §fze example embodiment to provide an additional
security layer. This is unlike the usual case where PIN1 is unblocked and disabled in new SIM cards.

If the condition (FP0HeRéFPHE LR sihsslibarthay PINiNR PRvITdMKeB g secomddisas idfitialid, the

conclusionrisdhattiranew peysenialisad St (dLondas skaepused @ tRaRerRtwWibdagfore. In
this case, | alised SIM card (110).is tam efore, it is .up to the subscriber to
report the gﬁ?ﬁﬁﬁ%’%ﬁ?i@?ﬁ%ﬁg% e%).%‘é énégﬁd?ﬁgglﬁzr&?%?éfe the c't’]nét):eka%aér&'ch that PIN1 is
purposely blocket &g SHIB el thensarked a3 NAlig, keyrahirs the mew fksbralderShg teed (110) is

used for thairstdimeudsipicihaiadesdnes oAl thegewingesenairemh st galfdhe remote
mobile device (1?I'O)t ill pro tthz§ tj)scri erto keliﬁfin the SealPUK to unblock PIN1 on the first user
interface session at %dﬁ)@éﬂﬁ? fh % Lé ( S’r ‘?h!shfae SR b YedicE EﬁB@) dheRIMWsARer the
SealPUK tsakkge@ninartidciihist is tedss sate daliad aatel teabt i BeadiUic ispratistar &diindie memory
of the new,gersepaliged; SIM card (110) as part of the electronic profile of the SIM card during the
personalisation process or during manufacturing of the SIM card. This pre-stored value is used to

verify the SealPUK keyed in by the subscriber. It is to be noted that this pre-stored value may be
encoded, encrypleddetatofidredsidstfdtie SeathidK deasaokmaichting pre-SesedrSealK value,

the g;giEigg@glgl%gsa@gﬁggﬁg@{%ﬁéﬁ'%_é%&??ﬂnwm%e ks PIRCKRARSIYRER S YR andine
" personalised SIM card (110). EF_seal (400) is used to implement the software
feature SIMSeal in the example embodiment.

The Identifier refers to the unique file identification number of the EF_seal
(400) file within the file system of the new personalised SIM card (110).

The Structure of EF_seal (400) is defined as fransparent, that is it is
composed of a sequence of bytes.

The EF_seal (400) is Mandatory, meaning its existence is of significant
importance to the workability of the new personalised SIM card (110).

The file size of EF_seal (400) is 9 Bytes where the first Byte holds the Seal
Status Flag and the second to ninth Bytes hold the SealPUK (Length of 8 Bytes).
Within the first Byte of the Seal Status Flag, one bit is used to indicate the validity of
the SIMSeal. The second bit to eighth bit are Reserved for Future Use (RFU). The 8
Bytes binary coded SealPUK residing within EF_seal (400) is used to verify the
SealPUK keyed in by the subscriber.

The update activity of the EF_seal (400) file is set as low. This is because the
validity of SIMSeal is only updated once after the subscriber keys in the correct
SealPUK (recall step 305 in FIG. 3) and after the hew PINT (recali step 307 in FIG.
3) is confirmed.

The EF_seal (400} file type is Elementary File, i.e. it is composed of a header
and a body.

The EF_seal (400) file resides within the MF Directory.

All functions stated under access conditions of EF_seal (400) file need to

satisty access condition CHV5 before they can be used. To satisfy access condition



If the SealPUK matches the pre-stored value, the subscriber is prompted by the remote mobile device
(130) to key in a new PIN1. In step (306), the subscriber keys in the new PIN1 for the first time. After
keying in PIN1, the remote mobile device (130) prompts the subscriber to key in the new PINI the
second time so as to confirm the new PIN1 keyed in the first time is correct. 10 In step (307), the
subscriber keys in the new PIN1 for the second time. If the incorrect PIN1 is keyed in, the condition

returns to step, (306) and the remote mobile device prompts the subscriber to key in the new PIN1 for
the first tin?‘ g’g‘gaim%ﬁ%?éﬁrt%%%ﬁ'ﬁ’fiﬁ@%?rm PRAVET REgEcHH, tHena bR s8HEga®the PINL to
be used by¢serthaubiribEs f8r normal usage of the remote mobile device. In the final step (309) before

the juncture (250 I ' r i id. ;This i essary to indicate that the
new personalisec}\ gél%aar% Hfgiﬁi%%%mﬁ ﬁi%a%?%.@il%%{%at%e@%ngw’y %?é%?ggqlé?gmentary
File Seal (BIM &S (409), '8 GRIBAP R @Asting, WNRERFESIE Y efaumtionieemRastthEiew |
personalispatGihé oarek{t10) imRhsasd A0 sisuseddGimplaraentihets ofvwase g#@%&ﬁﬁﬁé&\éﬁeall '?4?5
example e iment, Th tifier rs to the unique file identification number of the sea

file within t%eq @: eéEEa;tsQ[ng (ﬁ#ﬂ?‘naenv% ggégoghalised SIM card (110). The Structure of EF_seal (400) is

defined as transpHrénalsdt isvolvesomesssy oE B_steplef¥0bfdntbsiiTiee BIRBECHT KA @Y 4!

o TR & s e NI I e
personalis IM car . The file size o sea is 9 Bytes where the first Byte

Seal Statugsg vﬁ%"gﬁm %és%c%ﬂ%éo%ﬂﬁoﬁﬁ}ég%ﬂﬁqm SIPYRRLRAGER 6T B SRSV Rin the first
Byte of thdtBeatBrtrusRibts oevisieid 13@)d Dhimdicatectiteevatidity wilithie=8 | MiGaahtd hie seeond bit to
eighth bit areRerenyrddonfddure Use (RFU). The 8 Bytes binary coded SealPUK residing within

EF_seal (400) is used to verify the ' o .
/ The checking of EF_seal (400) is done on the least significant bit (LSB) of the

Seal Status Flag. The LSB of the Seal Status Flag also refers to the validity of the
SiMSeal software feature.

If the LSB of the Seal Status Flag is 1, the conclusion is UNBLOCK CHV1 is
run more than one time and SIMSeal is valid. Further, if the LSB of the Seal Status
Flag is 1, the subscriber has to key in the normal PUK1 of the new personalised SIM
card (110) instead of SealPUK to access the card. The usual 10 tries for PUKA1
come into effect.

If the LSB of the Seal Status Flag is 0, the conclusion is UNBLOCK CHV1 is
run for the first time and SIMSeal is invalid.

The paich also involves setting the LSB of the Seal Status Flag to 1 after the
correct SealPUK is keyed in during the first use of the new personalised SIM card
(110). First use here does not refer to the first attempt to key in SealPUK. it refers to
the first correct capture of SealPUK keyed in by the subscriber during any of his
unlimited attempts. It is to be noted that in other examples of the present invention,
a restriction to the number of attempts for keying SealPUK can be defined. Further,
it is to be noted that the LSB (as in the above example), or a defined sequence of at
least one bit in the memory of the new personalised SIM card (110) can be used to
indicate the validity of SIMSeal.

in the production procedure, adjustments to the random check of the cards
are made in the example embodiment. For example using random check with a ratio

of 3% of the total number of production cards. As PIN1 is blocked during the



SealPUK keyed in by the subscriber. The update activity of the EF_seal (400) file is set as low. This is
because the validity of SIMSeal is only updated once after the subscriber keys in the correct
SealPUK (recall step 305 in FIG. 3) and after the new PIN1 (recall step 307 in FIG. 3) is confirmed.
The EF_seal (400) file type is Elementary File, i.e. it is composed of a header and a body. The
EF_seal (400) file resides within the MF Directory. 4l functions stated under access conditions of
EF_seal (400) file need to satisfy access condition CHV5 before they can be used. To satisfy access

condition PETBIIFESIHR S UHECABR Phu iRy imaie Rsiedns dhm S g Jobdwieramenkcation
described emfEiGiiBeAtsoftiearepasshris reademdcktheirammasskiadlp pfithe mswiRgraesalised SIM
card (110) lace th isting LOCK CHV dunction command. This_patch is ssary for the
new persoﬁ%ésed gll’\% cﬁa%g(lqjgmb%g c_ﬁsﬁaey the Ibe g]\ﬁ%uﬁ%sﬁ i lrjé)t%%t?n E%.Sﬁaeln@e@ '3 The
patch invoR/&seSREIMN PEFESe sP U e ath Bmith &) 198 BDSIRIGHN 20 Maplibatioamrotatet Data Units

(APDU) cosmanshiimoied LNBEQGKddYde ARDELapaWaang &sGalethSRORDBAYRYY pitempt the
subscriberekag tlg ;Oe IgUIé on ;the. remote mobile. d?vi(é%él?,O). The subscriber has unlimited
attempts in the example’em GuintéEne Hlﬁgec%%gﬁi@ 81‘ _%ieal (400) is done on the least significant
bit (LSB) of the SettStatesiFignThetsBatt the BealBtatdyF-lag alscaréfers to the validity of the

SINISeal softwaresiaisy I §161b88 9RIheRapkSiabes Eipla Luibe s ;hUNBLOGK CHVLi

run more tpan one time and SIMSeal is valid. Further, if the LSB of the Seal Status Flag'is 1, the
subscriber BAEY R4 in the normal PUK1 of the new personalised SIM card (110) instead of SealPUK
to access the car@hirilly usttat 16stires farflKdftware is used to read from the card to get

ICCID and to seek the corresponding CHV5 from the file, so as to use it to enable
updating of the Seal Status Flag.
Lastly, reproduce the seal by blocking PIN1.

in the foregoing manner, a method for changing over smartcards is
disclosed. Only several embodiments are described. However, it will be apparent to
one skilled in the art in view of this disclosure that numerous changes and/or
modifications may be made without departing from the scope of the invention.

For example, it will be appreciated that the present is not limited to

application for SIM cards, but applies generally to smartcards.



come into effect. If the LSB of the Seal Status Flag is 0, the conclusion is UNBLOCK CHV1 is run for
the first time and SIMSeal is invalid. The patch also involves setting the LSB of the Seal Status Flag to
1 after the correct SealPUK is keyed in during the first use of the new personalised SIM card (110).
First use here does not refer to the first attempt to key in SealPUK. It refers to the first correct capture
of SealPUK keyed in by the subscriber during any ¢f his unlimited attempts. It is to be noted that in
other exa ﬁﬁe%si "Eﬁthe present invention, a restriction to the number of attempts for keying SealPUK
can be de rther, itis to be noted that the LSB (as in the above example), or a defined
sequence of at least one bit in the memory of the new personalised SIM card (110) can be used to

indicate the. validiy AL HMIEAte IR RHAIATLOLEALIR-ANISIMBAL 9 dhe JARdor check of the

cards are made in the example embodimen or examp e usm random C aratio of 3% of
the total number of prodfGfH AR E@W’N i%%'%%l?et?&ﬁﬁﬁb ﬂﬁé"ﬁl?“@é%@f@rﬁﬁ@ﬁqgfééess or

during manufactuirise mesﬁu\&mry@nﬁbtb@exmpk@.s@ﬁg@dm@aﬁgﬁ@nﬁcessaw to unblock PINI to
check for functionality that is, SealPUK is use brgar%%he S(?faalnce th read/u date EF_seal

(400) is protected by acceséj or he “”C‘ih'v% ea lag E:céFr)l ema | tead‘%y acquiring

PIN5 and use it to reprol[féédtlﬁs §éa13atteihéhewﬁgrtﬁ@cﬁﬂamgwa$@)wmd @rdertq:@rdo this, the following
procedures is followed. Firstly, production to generate the ICCID-CHVS5 list into a file. Secondly,

unblock PIN1 of Llllﬁ est sample élﬂgjerformln checklng of functionality. Thirdly, after testing, a PC

software i€used to Te 9 e &% GeEID! aM%@QeW%ée%WEESSWH§?§W§V%m the file,
S0 as to use it to pndle inpdatindghef therSeal Statusrteampriiastiyheaprigucss tutasaaMithdlecking PINI.

first smaricard.

3. The method as claimed in claim 2, wherein the second portion of the request
comprises one or more of a group comprising a Mobile Station Integrated
Services Digital Network number (MSISDN), an International Mobile
Subscriber Identity (IMS!} and an Integrated Circuit(s) Card |Dentifier
(ICCID).

4. The method as claimed in any one of the preceding claims, wherein the
method further comprises the step of the user gaining access to the second
smartcard utilising the key.

5. The method as claimed in claim 4, wherein the method comprises verifying

the key using an anticipated key pre-siored on the second smartcard.

6. The method as claimed in claim 5, wherein the antficipated key and/or the
provided key are encrypted

7. The method as claimed in any one of claims 4 to 6, wherein the provided key

unlocks a PIN of the second smartcard for gaining access.

8. The method as claimed in claim 7, further comprising setting permanently a
seal code {o indicate that the second smartcard has been accessed at least
once.



In‘the foregoing manner, a method for changing over smartcards is disclosed. Only several
embodiments are described. However, it will be apparent to one skilled in the art in view of this
disclosure that numerous changes and/or modifications may be made without departing from the
scope of the invention. For example, it will be appreciated that the present is not limited to application
for SIM cards, but applies generally to smartcards4%3 CLAIMS 1. A method for remotely changing
over smartcards comprising the steps of; receiving at a central location a request for changing over
smartcards from a user of a remote device utilising a first smartcard; comparing the request with a
database &f anticipetedaibgdestsramtiefroviatiygoadeyf iddimesusanfar ateassing meesagd Bmartcard.
2. The method a%ﬁl@%%@éﬁy@m Jfré’éé'?%ﬁ(?"Peﬁ%tée‘af%%ec%ﬂﬂ’é%é@%'! %a%%%ho%'ﬂ%’;ta% the user
and a second portion inherently associated with the first smartcard. 3. The method as claimed in claim
2, wherein the setbh8556fbFOPlefejsee@britpRecaBNater et dgroGpBBIMPGSHiRT a Mobile
Station Integrateghehesvices Digital Network number (MSISDN), an International Mobile Subscriber
Identity (IMSI) and an Integrated Circuit(s) Card IDentifier (ICCID). 4. The method as claimed in any
one of the preceding claims, wherein the method further comprises the step of the user gaining
access to tHe secbirl BetHhedardsutifikimgetheiReplBTHE niietied asoohwirisétin sldivmatiodigrein the

method comprisesokPitRg tHe dsapHaiRmananidpatechaY Prestared QRS seerpdsmartcard. 6.

The method as claimed in claim 5, wherein the anticipated key and/or the provided key are encrypted.
7. The method aSEMIRIATRIGRY D RE DA MR IBTEAharsH tRSgR UigRrRigpo! standards

of a mobile communication network service provided by the service provider.

11.  The methed as claimed in any one of the preceding claims further comprising
the step of automatically transferring data of the first smartcard previously

downloaded at the central location to the second smaricard.

12. A system for remotely changing over smaricards comprising;
a central server for receiving a request for changing over smartcards
from a user of a remote device utilising a first smartcard;
a database for storing anticipated requests; wherein
the central server compares the request with the anticipated requests
in the database; and

provides a key to the user for accessing a second smartcard.

13.  The system as claimed in claim 12, wherein the reguest comprises a first

portion input by the user and a second portion inherently associated with the
first smartcard.

14.  The system as claimed in claim 13, wherein the second portion of the request
comprises one or more of a group comprising a Mobile Station Integrated
Services Digital Network number (MSISDN), an International Mobile

Subscriber Identity (IMSI) and an Integrated Circuit(s) Card |Dentifier
(ICCiD).



unlocks a PIN of the second smartcard for gaining access. 8. The method as claimed in claim 7,
further comprising setting permanently a seal code to indicate that the second smartcard has been
accessed at least once. 14 9. The method as claimed in any one of claims 4 to 8, wherein a message
is automatically sent from the remote device to the central location to indicate the second smartcard is
ready to be activated for use in a communication Retwork. 10. The method as claimed in claim 9,
further comprising; automatically connecting the second smartcard to the network of a service
provider at'the c%ﬁaﬂﬁf%ﬂoﬁ‘ﬁ&@&ﬂ@&téﬁﬁé‘%rﬂ%ﬁc%fr&‘ﬁiéﬁér&iﬂﬁéotd hevprerdedhstavetaias of a
mobile communidattbarretmprissettica prontlech Mydhe) service provider. 11. The method as claimed in
any one of the preceding claims further comprising the step of automatically transferring data of the
first smartcard previously downloaded at the central location to the second smartcard. 12. A system
for remotelifchantifigsyiaamardainsddmpidng a vémraisdheepssoraceivairarteyestesor

changing over smiasteaiplssirnan Usaiciiadermele slevissriitilising: adiisemariears adajgpase for

storing anticipated reﬂggrs&s; wherein the central server compares the request with the anticipated
requests in the dsarpaabase; and provides a key to the user for accessing a second smartcard. 13. The
system as claimed in claim 12, wherein the request comprises a first portion input by the user and a

second poftion infegegyyinsaciaisaliingafiio sMaricutt ik INARAENAEs daimeda claim 13,

wherein the second portion of the request comprises one or more of a group comprising a Mobile

Station Integrate@ SPEREEDAIRANEIRISF number (MSISDN), an International Mobile

18.  The system as claimed in any one of claims 15 to 17, wherein the provided

key unlocks a PIN of the second smartcard for gaining access.

19. The system as claimed in claim 18, wherein the second smartcard sets
permanently a seal code of the second smartcard to indicate that the second

smartcard has been accessed for at least once.

20. The system as claimed in any one of claims 15 to 19, wherein the second
smartcard initiates sending a message from the remote device o the central
server to indicate the second smartcard is ready to be activated for use in a
communication network.

21. The system as claimed in claim 20, wherein the central server initiates
connecting the second smartcard to the network of a service provider to
activate the smaricard according to the protocol standards of a mobile

communication network service provided by the service provider.

22. The system as claimed in any one of claims 15 to 21, wherein the central

server fransfers data of the first smartcard to the second smartcard.

23. A smaricard comprising;
a PIN to be unlocked by a key so as to allow access to the smartcard:
a database for storing an anticipated key;



Subscriber Identity (IMSI) and an Integrated Circuit(s) Card IDentifier (ICCID). 15 15. The system as
claimed in any one of claims 12 to 14, wherein the system further comprises the second smartcard,
16. The system as claimed in claim 15, wherein the second smartcard verifies the key using an
anticipated key pre-stored on a database of the second smartcard. 17. The system as claimed in
claim 16, wherein the anticipated key and/or the provided key are encrypted. 18. The system as
claimed in any one of claims 15 to 17, wherein the pgovided key unlocks a PIN of the second
smartcard for gaining access. 19. The system as claimed in claim 18, wherein the second smartcard
sets permanently a seal code of the second smartcard to indicate that the second smartcard has
been accessed foraapleasismgentOiof he@ysigrhasmiaimgbiankaneotetapaarkptie I&ywherein the
second sm&r{ﬁqﬁg @étfgégg r}%ng a message from the remote device to the central server to
indicate the second smartcaréi iS ready to be activated for use in a communication network. 21. The
system as clalmedalﬁ%ﬂhﬁ?ﬁ?dOWHgi%ﬁﬁﬁﬁér@éﬁﬁi%ﬁg@rWé?%iﬁéié%d donthechnsyttfe second smartcard to
the network of a service provider to activate the smartcard according to the protocol standards of a
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any one of claims 15to 2 erein t central server trans ers atao martcardto the
second smé*ﬂt@ﬁd“%@eﬁé'ﬁlg%‘@ﬁ?ﬂ%&ﬂﬁﬁsﬁﬁ”ga@ﬁm to be unlocked by a key so as to allow access to
the smartcard; a database for storing an anticipated key; 16

25. The smartcard as ciaimed in ciaim 24, wherein the fiie comprises a validity
field that is deemed valid when the smartcard is accessed for the first time and
deemed invalid when the smartcard is accessed for more than one time.

26. The smaricard as claimed in claim 25, wherein the processing unif checks
the validity field of the seal code every time a user keys in the key.

27. The smaricard as claimed in claims 28, wherein the PIN is unlocked for the
user to gain access to the smaricard after the processing unit verifies that both the
key is correct and the validity field is valid.

28. The smartcard as claimed in any one of claims 23 to 27, wherein the key
and/or the anticipated key are encrypted.



a processing unit for verifying the integrity of the key by comparing the key with the database; and a
seal code for indicating that the smartcard is used for the first time. 24. The smartcard as claimed in
claim 23, wherein the seal code comprises a file in the Master File Directory of the smartcard. 25. The
smartcard as claimed in claim 24, wherein the file comprises a validity field that is deemed valid when
the smartcard is accessed for the first time and degmed invalid when the smartcard is accessed for
more than one time. 26. The smartcard as claimed in claim 25, wherein the processing unit checks
the validity field of E S8R 4 vy Hinhd %%&’ﬁé%%ﬂﬁe%&%?%@‘fﬁ%ﬁ?&rd as claimed in
claims-26, wherein the PIN is unlocked for the user to gain access to the smartcard after the
processing unit verifies that both the key is cqisest@pgthe validity field is valid. 28. The smartcard as
claimed in any one of claims 23 to 27, wherein the key and/or the anticipated key are encrypted.
METHOD AND SYSTEM FOR CHANGING OVER SMARTCARDS ABSTRACT A method for
remotely chamgihgover smatagrds-camgrising, secaivng aloaeentnl |osatinmg moseshias changing
over smartgaig, 1o, 2 4set of A (IOIS device ilising afikst smarteard, comparing the request with
a database of. an{}(:lpa?g(‘:l' reques(is A rgrovi(alng aakey B the user 1o accessing a SeC6NT Smartcard.
FIG. | utilising a first smartcard, comparing the request with a database of anticipated

requests and providing a key io the user for accessing a second smartcard.
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