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One or more logical customer organizations are defined for

a customer and stored in a central relational database.
905

'

e or more user groups are defined and stored in the
dalbase. Each of the user groups 1s associated with a
logical customer organization. 910

'

One or more set groups are defined and stored in the
database. Each ¥ the asset groups is associated with a
logical C\gtomer organization. 915

rmissions and restrictions to
more assets in the asset

NS A user designated to grant
the users fo access the one

Access permissions or restrictions to the\gne or more assets FIG * 9
is assigned to each of the users in the udr groups and
stored in the database. 925

!

Enable a first user to login using a first login 1D to
first asset in a first asset group according to a first logy
customer organization. 930

'

Enable the first user to login using the first login ID to
access a second asset in the first asset group according to
the first logical customer organization. 935

'

Enable the first user to login using a second login ID to
access one ot more assets in a second asset group
according to a second logical customer organization. 940
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One ot more logical customer organizations are defined for
u customer 2nd stored in a central relational database,
S05

'

One or mare usar groups are defined and stored in the
databuse. Each of the uscr groups is associated with 2
logical customer organization, 910

L 4

One er more asset groups are defined aed siored in the
catabase. Fach of the asset grovps is associaled with a
tngical customer organization, 9135

l

A user designated wo grant permissions and restrictions to
the nsers {o access the one or more assels in the asset
groups is ideatified. 920

Y

Acoess pennissions ot restrictions to the one or more assets
is assigned to each of the wsers in the user groups and
stoved in the databass. 923

k

Enable g first user to login using a first login D to aceess 4
first asset in a firsC asset group accarding to a first logical
customer organization. 930

i

Euable the Grst user to login using the first login ID (o
aceess a sevond asset in the firstasset proup according o
the first Jogical customer organization. 933

l

Erable the Hrst nser to login using a sceond login 10 to
A0CCSS ORIC QI IMOIC ASSets it 2 second asset group
accerding to & second lopical customer orgamzation. 940

FIG. 9




