
Risk Management and Control Method and Device 

Technical Field 

The present application relates to the field of Internet information processing technologies 

and computer technologies, and in particular, to a risk management and control method and 

device. 

Background 

Risk management and control is an important component of payment security management 

and comprises determining what management and control action (i.e., management and control 

decision) needs to be taken for a risky transaction event. The management and control action 

includes, but is not limited to, direct pass, performing a variety of verification on the transaction 

event, such as text message verification, face verification, etc. 

The management and control decision is a security valve for risk control of a payment 

action, and it is also a direct contact point for customer experience. The soundness of a 

management and control decision will directly impact risk control results and user experience. 

An ideal management and control decision may include the following two aspects: on one hand, 

as many as possible direct passes should be outputted for safe transaction events, and on the other 

hand, as many as possible verification modes that are difficult to be bypassed should be outputted 

for risky transaction events. These two aspects impact the user experience and quality of risk 

control of the management and control decision, respectively. 

Conventional management and control decision may be divided into two types: first, rule-

based or rule tree-based modes of management and control decision, i.e., some rules of 

management and control decision are provided first based on the understanding of a transaction. 

The rules include, but are not limited to, elements such as transaction amount, transaction 

scenario, risk magnitude, etc., then a particular transaction event is compared with the rules or 

the rule tree, and a corresponding management and control mode is outputted if a definition in a 

particular rule or the rule tree is satisfied. For example, if the transaction event is a low risk, 

small amount, offline transaction for a ride-hailing service, the corresponding management and 

control action in the rule tree may be outputting text message for verification. Second, the first 

mode is combined with user survey or the like to adjust the rules according to survey results. 

Since the survey results may comprise, to a certain extent, personalized contents of a particular 

type of users, this mode may improve customer experience. 

The above two modes of management and control decision have the following defects: first, 

the rule-based management and control decision method heavily relies on the understanding of 

transactions by a rule developer, while such understanding is inevitably prone to errors. 
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Moreover, this rule-based method does not consider dynamic changes to the transactions, and the 

rules may not be timely adjusted accordingly. That will lead to false positive or false negative. 

False negative will directly affect the management and control results and transaction security, 

while false positive will affect customer experience. Second, the survey-based management and 

control decision has a defect of high survey costs, and the survey sample size may not be big 

enough to avoid selection bias. Thus, there is room for improvement for the risk management and 

control results and customer experience. 

Summary 

The present application provides a risk management and control method and device for 

solving the problem that conventional management and control decision overly relies on 

subjective understanding. Furthermore, the present application can also solve the problem in the 

conventional technologies that transaction security and user experience cannot be taken care of at 

the same time. The present application takes into account a plurality of transaction criteria at the 

same time for management and control decision. For example, this application may minimize 

financial loss caused by an illegal device that evades the management and control, minimize 

interference to legitimate users, and minimize the cost of identity verification. In other words, the 

problem to be solved by the present application is how to produce the most appropriate 

management and control mode with optimized criteria such as transaction security, user 

experience, etc. 

Embodiments of the present application provide a risk management and control method, 

comprising: 

receiving an object event to be managed and controlled; 

determining a candidate verification mode set according to the object event; 

determining output weights for at least some candidate verification modes in the candidate 

verification mode set; and 

determining a verification mode for risk management and control on the object event from 

the candidate verification mode set according to the output weights corresponding to the 

candidate verification modes. 

The embodiments of the present application further provide a risk management and control 

device, comprising: 

a receiving module configured to receive an object event to be managed and controlled; 

a processing module configured to determine a candidate verification mode set and 

determine output weights for at least some candidate verification modes in the candidate 

verification mode set; and 
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an outputting module configured to output a verification mode for risk management and 

control on the object event from the candidate verification mode set according to the output 

weights corresponding to the candidate verification modes. 

The embodiments of the present application further provide a transaction management and 

control method, which uses the risk management and control method according to the present 

application. 

The embodiments of the present application further provide a transaction management and 

control device, which uses the risk management and control device according to the present 

application. 

At least one of the above technical solutions used by the embodiments of the present 

application can achieve the following advantageous effects. 

In the embodiments of the present application, different verification modes during a 

management and control decision process are quantified and weighted to prevent over-reliance 

on subjective understanding in the past decision making process. By using existing data during 

the quantification process, multiple factors, such as risk adaptability, equipment availability, user 

preference, scenario adaptability, etc., may be taken into quantitative consideration for 

management and control decision. Meanwhile, simultaneous consideration of multiple 

transaction indicators in a quantitative mode can, for example, reduce financial loss caused by an 

illegal user who evades the management and control, and can reduce interference to legitimate 

users, thereby improving user experience and reducing costs for identity authentication 

computation. 

At the same time, the present application is based on data, which can minimize the reliance 

on the understanding of transactions by a rule developer. Since the process is quantified, existing 

data may be utilized to the largest degree possible. The solutions of the present application are 

easy to be adjusted and expanded. Different variations for new transaction scenarios, new 

identity authentication modes, etc. may all be easily incorporated into the quantification concept 

of the present application. 

Brief Description of the Drawings 

The accompanying drawings to be described in the specification are used to provide a 

further understanding of the present application and constitute a part of the present application. 

The exemplary embodiments of the present application and description of the exemplary 

embodiments are used to explain the present application, and do not constitute improper 

limitations to the present application. In the accompanying drawings: 

FIG. 1 is a flow chart of a risk management and control method according to some 
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embodiments of the present application; 

FIG. 2 is a flow chart of a payment risk management and control method according to some 

embodiments of the present application; 

FIG. 3 is a schematic structural diagram of a risk management and control device according 

to some embodiments of the present application; 

FIG. 4 is a schematic structural diagram of a payment risk management and control device 

according to some embodiments of the present application. 

Detailed Description 

To achieve the objectives of the present application, the embodiments of the present 

application provide a risk management and control method. 

To enable one of ordinary skill in the art to better understand the technical solutions of the 

present application, the technical solutions in the embodiments of the present application will be 

clearly and completely described below with reference to the accompanying drawings in the 

embodiments of the present application. It is obvious that the described embodiments are merely 

some, but not all, embodiments of the present application. Based on the embodiments of the 

present application, all other embodiments obtainable by one of ordinary skill in the art without 

creative effort shall fall within the scope of the present application. 

In the embodiments of the present application, the risk management and control includes 

any process for performing decision-making determination according to a risk event itself or 

selecting any management and control action for the risk event. There may exist two or more 

optional management and control actions. There are a plurality of the risk events, such as security 

check, account log-in, identity authentication for online transactions and payments, etc. in 

different scenarios. It should be understood that for each of the above-described events, there 

may exist a plurality of optional management and control modes. In other words, any event 

involving risk and management and control decision may probably become an object event in the 

embodiments of the present application. These events are not limited in the specification. 

As shown in FIG. 1, in Step 101, a user initiates an event, i.e., an object event. When a risk 

management and control system receives the event, the risk management and control system 

performs identification on the event. Contents to be identified may include, but are not limited to, 

device information, risk type information, etc. It should be understood that the contents to be 

identified are determined according to parameters required by subsequent risk control. In an 

embodiment of the present application, the contents to be identified are factors particularly 

considered in quantification. These factors to be considered will be listed in examples below and 

will not be elaborated here. 
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In Step 102, a candidate verification mode set is determined according to an identification 

result in Step 101. The candidate verification mode set may be a set of all possible verification 

modes or a partial set of all possible verification modes. Preferably, in the case where a partial set 

of all possible verification modes is selected, some improper verification modes may be 

eliminated according to the identification result. Reasons for eliminating some improper 

verification modes may include a risk type factor and a device factor. 

Furthermore, the determining the candidate verification mode set may include the following: 

identifying a risk type associated with the object event, determining a first verification mode set 

associated with the risk type according to the risk type, identifying a device type of the device 

that initiates and/or processes the object event, and determining a second verification mode set 

associated with the device type according to the device type; performing an intersection process 

on the first verification mode set and the second verification mode set, and setting the candidate 

verification mode set as a result of the intersection process. 

Preferably, in Step 102, applicable management and control modes (i.e., the first verification 

mode set) and available management and control modes (i.e., the second verification mode set) 

for the event may be determined according to the information identified in Step 101. The 

applicable management and control modes refer to a management and control mode set 

determined by considering impacts of the risk type of the event on management and control 

modes. The available management and control modes refer to management and control modes 

determined by considering the device type of the device that initiates and/or processes the object 

event in the event. For example, a verification mode set is determined after considering whether 

hardware or software in the device supports corresponding verification modes. The device that 

initiates the object event refers to a device of a party that brings up or starts the event, and the 

device that processes the object event refers to a device of a party whose processing of the 

received event is required before the event can be completed. The reason why the device that 

initiates and/or processes the object event needs to be considered is because the object to be 

verified may change in actual situations. 

One of ordinary skill in the art should understand that the determining applicable 

management and control modes and available management and control modes for the event in 

Step 102 is for determining a candidate verification mode set for the event, and the determination 

method in this step is not the only method. For example, one of ordinary skill in the art may omit 

the applicable management and control modes, and only use the available management and 

control modes as the candidate verification mode set. 

Preferably, in Step 103, the two management and control mode sets determined in Step 102 
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(i.e., the applicable management and control modes and the available management and control 

modes) may go through an intersection screening to select management and control modes 

comprised in both sets as a candidate verification mode set for the object event. Management and 

control mode sets that are simultaneously in the applicable management and control modes and 

the available management and control modes may be selected as the candidate verification mode 

set. 

In Step 104, an event attribute weight of a to-be-quantified element is determined according 

to the identified event. The to-be-quantified element is a factor that needs to be considered at 

time of decision making. Different factors need to be considered during the quantification 

processes for different application scenarios. In general, these factors include, but are not limited 

to, user type corresponding to the object event, scenario type corresponding to the object event, 

and user preference corresponding to the object event. Correspondingly, a user type weight may 

be determined according to the user type, a scenario type weight may be determined according to 

the scenario type, and a preference weight may be determined according to the preference. In 

general, elements used as to-be-considered elements are the factors that are included in 

considerations for management and control decision. The event attribute weight of each factor 

represents the factor's importance in the entire risk management and control. The event attribute 

weight is typically determined after all factors are considered. The determined event attribute 

weight is the same for all management and control modes and will not change for different 

verification modes. The event attribute weight reflects, in general, the importance of each to-be-

considered element and reflects relative importance of the to-be-considered elements. In other 

words, a to-be-considered element having a higher event attribute weight indicates a higher 

impact of this element on management and control decision. 

In Step 105, the candidate verification mode set determined in Step 103 is subject to 

quantitative ranking. In Step 105, a management and control attribute weight vector is first 

obtained for each candidate verification mode. The management and control attribute weight 

vector is formed by management and control attribute weights of all to-be-quantified elements. N 

to-be-quantified elements correspond to N management and control attribute weights. That is, the 

management and control attribute weight vector has N dimensions or elements. After the 

management and control attribute weight vector of the candidate verification mode is obtained, 

the vector is multiplied by a vector formed by event attribute weights of the to-be-quantified 

elements to obtain an output weight for each verification mode. While the event attribute weights 

reflect attributes of an event, the management and control attribute weight reflects more of a 

comparison among various management and control modes, i.e., the attributes of management 
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and control modes. A higher management and control attribute weight indicates that the 

management and control mode pays more attention to the quantified element corresponding to 

the management and control attribute weight. 

Preferably, the management and control attribute weight vector is a vector that is pre-

estimated according to historical big data. For example, the management and control attribute 

weight vector may be obtained using the genetic algorithm or other optimization algorithms. For 

example, after historical big data or some samples in the historical big data are obtained, the 

actual values of some criteria may be counted. Provided that some criterion threshold values or 

constraints are given (e.g., a percent at which a verification mode is determined, etc.), a target 

criterion (i.e., a preset criterion, such as a pass rate) may be optimized to obtain the management 

and control attribute weight. For example, an optimizing process of obtaining the management 

and control attribute weight vector may be expressed as follows: 

MM Indexl, Given Index2<0.02% 	 (Formula 1) 

Where Index1 means a target criterion and Index2 means a constraint criterion. In other 

words, the meaning of the above optimizing process is that, provided that the given constraint 

criterion (Index2) is less than 0.02%, the above-described management and control attribute 

weight is optimized by minimizing the target criterion (Indexl), and the management and control 

attribute weight vector for the verification mode may be obtained. 

By using an algorithm similar to the above to estimate historical big data, a management and 

control attribute weight vector may be obtained for each verification mode. For example, 

Wit, 	 (Formula 2) 

, Where wil, wit, wi3... are management and control attribute weights for the 1", 2nd 3id
,  

event attribute weights, respectively. Therefore, for each verification mode, the weight in the 

verification mode can be calculated through the quantification vector corresponding to the 

verification mode. For the verification mode, the output weight (or output score) is: 

Score(i),=wii*K1+wi2*K2+w,3*K3+3w 	 (Formula 3) 

Kt, K2, K3 ... in Formula 3 represent an event attribute weight of each to-be-quantified 

factor, respectively. 

Assuming that there is a total of three determined candidate verification modes for an object 

event, the weight of each candidate verification mode is then calculated using the above-

described method to obtain Score(1), Score(2), and Score(3), and Score(1), Score(2), and 

Score(3) are compared or ranked. The verification mode having the highest weight is selected as 

the verification mode that is finally outputted. 

In the process of quantitative ranking, since the quantification parameters have taken into 
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account historical big data, the present application can minimize the reliance on the 

understanding of transactions by a rule developer. At the same time, in the process of 

determining the quantification parameters of the present application, main transaction constraints 

may be inputted as parameters, and then the quantification parameters are adjusted according to 

different transaction demands. 

In Step 106, the final management and control decision (i.e., output of the management and 

control action or verification mode) is made according to a result of quantitative ranking in Step 

105. 

Preferably, this method may further comprise testing the management and control attribute 

weight. During the testing process, historical sample data (i.e., a historical event for testing) is 

first obtained. The data may comprise the identified event and the verification mode outputted for 

the event in exemplary management and control. Then, quantification is performed on the 

historical sample using the management and control attribute weight vector to be tested (the 

quantification process is the same as what is set forth in Steps 101 to 106) to obtain the testing 

verification mode. The management and control attribute weight vector to be evaluated can be 

tested by comparing the evaluated management and control output sample and the exemplary 

management and control output sample. Furthermore, the management and control attribute 

weight vector is adjusted according to the testing result, i.e., some or all weights in the 

management and control attribute weight vector are adjusted. In other words, the importance of 

each event attribute weight is adjusted. 

Preferably, the test comprises, for example, obtaining a testing event for testing from all 

historical events, i.e., obtaining a particular historical event as a testing target. According to the 

recorded verification mode that is determined for each testing event, a first quantity of testing 

events that satisfies a designated condition is determined. The first quantity is the quantity of 

management and control modes that have actually taken place. The testing verification mode 

determined for each testing event is determined based on the management and control attribute 

weight, and according to the testing verification mode, a second quantity of testing events that 

satisfies the designated condition is determined. The second quantity is the quantity of 

management and control modes that are determined using the quantification method in the 

embodiments of the present application. The first quantity and the second quantity are compared, 

and the management and control attribute weight is adjusted according to a comparison result. 

During the testing process, by selecting different testing events and determining a designated 

condition for the testing events, the effectiveness of the management and control attribute weight 

vector in the present application in the event category to which the testing events belong can be 

8 



seen, while the effectiveness of the management and control effects are shown by the second 

quantity. 

Meanwhile, based on numerous samples and evaluation processes, the inventors propose to 

use four testing event samples and corresponding designated conditions as evaluation criteria: 

1. The testing events are secure historical events that have passed verification, and the 

designated condition is that the determined verification mode is direct pass. This criterion shows 

whether more management and control modes of direct pass can be determined based on the 

quantification vector for a white sample whose identity has been successfully verified; 

2. The testing events are secure historical events that fail to pass verification, and the 

designated condition is that the determined verification mode is direct pass or a verification mode 

different from the exemplary verification mode is further determined. This criterion shows 

whether more management and control modes of direct pass or a verification mode different from 

the exemplary verification mode can be determined based on the quantification vector for a white 

sample that has failed an identity verification. The exemplary verification mode refers to an 

outputted verification mode in the historical event that has already taken place; 

3. The testing events are risky historical events that have been directly passed, and the 

designated condition is that the determined verification mode is a verification mode other than a 

direct pass. This criterion shows whether a verification mode other than a direct pass can be 

determined for a black sample that has been identified with risks but is directly passed in the 

exemplary management and control output; 

4. The testing events are risky historical events that have passed verification, and the 

designated condition is that the determined verification mode is a verification mode different 

from the exemplary verification mode. This criterion shows whether a management and control 

mode different from the exemplary verification mode can be determined for a black sample that 

has passed in the exemplary management and control output. 

The evaluation criterion 1 shows, for a white sample, whether a number of successful 

verification mode outputs can be reduced through the to-be-evaluated quantification vector. Since 

a white sample is a transaction event with no risk, an ideal result is that direct pass is outputted 

for all white samples, which is nevertheless difficult to achieve in reality. Therefore, outputting 

as many direct passes as possible indicates that the quantification vector is able to provide better 

user experience in transactions with white samples. 

The evaluation criterion 2 is similar to the evaluation criterion 1. For a white sample, 

outputting as many direct passes as possible is a goal to achieve for improving user experience. 

Meanwhile, for the type of management and control of white samples that have failed identity 
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verification, additional output for identity verification or an output of failed transaction leads to 

poor user experience. Therefore, it should be understood that, if a management and control mode 

different from the exemplary verification mode can be outputted through the to-be-evaluated 

quantification vector to increase the likelihood of successful identity verification, better user 

experience can be achieved. 

The evaluation criterion 3 evaluates the security of a quantification vector. A mode that 

outputs direct pass for a black sample is undesirable. Therefore, it should be understood that, if 

the to-be-evaluated quantification vector can output a result other than a direct pass, such as text 

message verification or face verification, for a black sample identified with risks but having an 

output of direct pass in exemplary management and control, it shows that the quantification 

vector can improve the security of management and control. 

The evaluation criterion 4 similarly evaluates the security of a quantification vector. A black 

sample that passes verification in an exemplary output of management and control may occur in 

a case such as loss of a mobile phone, viruses, or a hacker obtaining some management and 

control information. The occurrence of this type of events indicates that the originally outputted 

management and control mode is unable to identify the risk. If a management and control mode 

different from the original management and control mode can be outputted through the to-be-

evaluated quantification vector, it at least improves the possibility of identifying the risk. Take 

loss of a mobile phone as an example, if the original management and control decision outputs 

text message verification, it is obvious that financial loss cannot be prevented. However, if a 

management and control mode generated through the quantification vector is face verification or 

failed transaction, this loss may be prevented, and the security is improved as well. 

In addition, as an application scenario to which the technical solutions in the embodiments of 

the present application are applicable, the object event may be a transaction payment event, in 

particular a transaction event that uses a device for payment. The transaction event may be, for 

example, a process that a merchant initiates a payment and a user completes the payment. 

As shown in FIG. 2, in Step 201, a user initiates an event, such as a transaction activity, and 

a risk control system typically will identify the even upon receiving the event. Contents to be 

identified may include, but are not limited to, device information, risk type information, etc. It 

should be understood that the contents to be identified are determined according to parameters 

required by subsequent risk control. In an embodiment of the present application, the contents to 

be identified are factors particularly considered in quantification. These factors to be considered 

will be listed in examples below and will not be elaborated here. 

For example, the step of determining the candidate verification mode set may include: 
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identifying a risk type corresponding to the transaction payment event, determining a first 

verification mode set associated with the risk type according to the risk type (e.g., transaction 

limit, online/offline, risk magnitude, etc.), identifying a device type of the device (e.g., a mobile 

phone) that initiates and/or processes the transaction payment event, and determining a second 

verification mode set associated with the device type according to the device type; performing an 

intersection process on the first verification mode set and the second verification mode set, and 

using a result of the intersection process as the candidate verification mode set. 

In one example, in Step 202, applicable management and control modes (i.e., the first 

verification mode set) and available management and control modes (i.e., the second verification 

mode set) for the event are determined according to the identification result in Step 201. The 

candidate verification mode set may be a set of all possible verification modes or a partial set of 

all possible verification modes. Preferably, in the case where a partial set of all possible 

verification modes is selected, some improper verification modes may be eliminated according to 

the identification result (e.g., if the mobile phone used by the user who completes the payment 

does not have hardware or software for fingerprint verification, then the fingerprint verification 

mode is improper for the user). Reasons for eliminating some improper verification modes may 

include a risk type factor and a device factor. 

Preferably, in Step 202, the applicable management and control modes and the available 

management and control modes for the event are determined according to the information 

identified in Step 201. The applicable management and control modes refer to a management and 

control mode set determined by considering impacts of the risk type of the event on management 

and control modes. For example, if the event is identified that there exists a risk that a transaction 

being associated with a lost mobile phone, and then it should be understood that the applicable 

management and control mode set should not comprise a text message verification mode. The 

available management and control modes refer to a verification mode set determined by 

considering whether the corresponding verification modes are supported by hardware or software 

of the managed and controlled object in the event. For example, if the mobile phone applicable in 

the event does not have a component that supports fingerprint verification, then it should be 

understood that the available management and control set should exclude the fingerprint 

verification mode. In determining the applicable management and control modes and the 

available management and control modes, the transaction security may be improved to a certain 

extent since the impact of the risk type on management and control modes is considered, so that 

financial losses caused by transactions using lost or stolen mobile phone may be avoided to a 

certain extent. On the other hand, by checking whether hardware and software support an identity 
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verification mode, an unsupported verification mode will not be outputted, which may also 

improve user experience to a certain extent. 

Preferably, in Step 203, the two management and control mode sets determined in Step 202 

(i.e., the applicable management and control modes and the available management and control 

modes) may go through an intersection process to select management and control modes 

comprised in both sets as a candidate verification mode set for the object event. For example, in a 

scenario, all possible management and control modes may comprise: 0. Direct pass, 1. Text 

message verification, 2. Knowledge-Based Authentication (KBA), 3. Face verification, 4. 

Fingerprint verification, 5. Output failed transaction, and 6. Output failed transaction and freeze 

account balance. In Step 202, the applicable management and control modes determined 

according to risk type may comprise: 0. Direct pass, 1. Text message verification, 3. Face 

verification, and 5. Output failed transaction. In Step 202, the available management and control 

modes determined according to factors such as device and software in the event may comprise: 0. 

Direct pass, 1. Text message verification, 2. Knowledge-Based Authentication (KBA), and 5. 

Output failed transaction. In Step 203, the above-described two management and control mode 

sets may go through an intersection process to determine an output verification set, which may be 

0. Direct pass, 1. Text message verification, and 5. Output failed transaction. The determined 

output verification set is used as a candidate set for decision making, and the output verification 

set reflects comprehensive considerations of transaction security and user experience. 

In Step 204, a weight of a to-be-quantified element, i.e., an event attribute weight, is 

determined according to the identified event. The element is a factor that needs to be considered 

for decision making, while the event attribute weight of each factor represents the factor's 

importance in the entire risk management and control. The event attribute weight is typically 

determined after all factors are considered. The determined event attribute weight is the same for 

all management and control modes and will not change for different verification modes. These 

factors include, but are not limited to, user type corresponding to the object event, scenario type 

corresponding to the object event, and user preference corresponding to the object event. 

Correspondingly, a user type weight is determined according to the user type, a scenario type 

weight is determined according to the scenario type, and a preference weight is determined 

according to the preference. In general, elements used as to-be-considered elements are the 

factors that are included in considerations for management and control decision. Take user types 

of the to-be-verified users in an event as an example, the user types may be pre-classified, 

according to experience or historical data, into students, young people, mid-aged people, old 

people, other people with disabilities, etc., and a user applicable weight (or user applicable score) 
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associated with each user type may be assigned to users of each type. Similarly, scenario types in 

the event may also be classified into offline payment and online payment, and a scenario 

applicable weight (or scenario applicable score) may be assigned to scenarios of each type. 

Similarly, user preference may also be classified into preference for text message verification, 

preference for fingerprint verification, preference for face verification, etc., and a user preference 

weight (or user preference score) may be assigned to scenarios of each type. It should be 

understood that the above-described classifications of user type, scenario type and user 

preference are not the only classifications. In fact, the classifications may be determined by 

comprehensively considering various aspects such as experience, historical data, calculation cost, 

etc. For example, in the scenario types, various transaction types, such as ride-hailing, shopping, 

food and beverage service, may be further considered for offline payment, while online payment 

may also be further divided into online shopping, payments for credit cards, etc. For each 

classification of each to-be-quantified element, the weight may be preset as: 

User type Students Young 

people 

Mid-aged 

people 

Old people Other 

people 

with 

disabilities 

User type 

weight 

Xi X2 X3 X4 X5 

Table 1 

Scenario type Offline payment Online payment 

Scenario type weight Yi Y2 

Table 2 

User preference Text message 

verification 

Fingerprint 

verification 

Face verification 

User preference 

weight 

Z1 Z2 Z3 

Table 3 

In Step 205, the candidate verification mode set determined in Step 203 is subject to 

quantitative ranking. In Step 205, a management and control attribute weight vector is first 

obtained for each candidate verification mode. The management and control attribute weight 

vector is formed by management and control attribute weights of all to-be-quantified elements. N 

to-be-quantified elements may correspond to N management and control attribute weights. After 
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the management and control attribute weight vector of the candidate verification mode is 

obtained, the vector is multiplied by a vector formed by event attribute weights of the to-be-

quantified elements. 

Preferably, the management and control attribute weight vector is a vector that is pre-

estimated according to historical big data. For example, the management and control attribute 

weight vector may be obtained using the genetic algorithm or other optimization algorithms. For 

example, after historical big data or some samples in the historical big data are obtained, the 

actual values of some criteria (e.g., an amount of financial loss) are counted. Provided that some 

criterion threshold values or constraints are given (e.g., a percent at which a verification mode is 

sent, etc.), a target criterion (such as pass rate, amount of financial loss, etc.) may be optimized. 

For example, an optimizing process of obtaining the management and control attribute weight 

vector may be expressed as follows: 

MM Costl, Given Index2<0.03% 	 (Formula 4) 

Where Costl means a target criterion and Index2 means a constraint criterion. For example, 

Costl means a total amount of financial loss of a transaction set, and Index2 means a percent of 

outputting a text message verification mode in all management and control modes. In other 

words, the meaning of the above optimizing process is that, provided that the percent of 

outputting a text message verification mode in all management and control modes is less than 

0.03%, the above-described management and control attribute weight is optimized with 

minimizing the total amount of financial loss of the transaction set as a goal. Thus the 

management and control attribute weight vector for the text message verification mode may be 

obtained. 

By using an algorithm similar to what is described above to estimate historical big data, a 

management and control attribute weight vector may be obtained for each verification mode. For 

example, a quantification vector in a quantification process having three event attribute weights 

is: 

Wi2, Wi3) 
	

(Formula 5) 

Where Wn, wi2, wi3 are management and control attribute weights for the Pt, 2nd, and  3rd 

event attribute weights, respectively. Therefore, for each management and control mode, the 

weight outputted by the management and control mode can be calculated through the 

quantification vector corresponding to the management and control mode. For the ith  verification 

mode, the output weight (or output score) is: 

Score(i)=wii*Ki+w,2*K2+w,3*K3 	 (Formula 6) 

Ki, K2, and K3 in Formula 6 represent an event attribute weight of each to-be-quantified 
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factor, respectively. The values of the event attribute weights are shown in Tables 1 to 3. 

In the case of a transaction event of "old people make offline payments for ride-hailing 

fees," the output verification set determined in Step 203 is: 0. Direct pass, 1. Text message 

verification, and 5. Output a weight of to-be-quantified element of failed transaction. 

Management and control attribute weight vectors Wo, WI, and W5 are obtained, respectively. The 

management and control attribute weight vectors are (wol, wo2, wo3), (W11, W12, w13), and (w51, 

w52, W53), respectively. The vector formed by event attribute weights of the to-be-quantified 

elements is (X4, Yi, Z1). Then, the output weight or output score is calculated according to 

Formula 6 for each verification mode. Take the text message verification mode as an example: 

Score(1)= wii *X4 + w12*  Y 1+ w13*z1 	 (Formula 7) 

Similarly, weights of the other two candidate verification modes are calculated to obtain 

Score(0) and Score(5). Then, Score(0), Score(1), and Score(5) are compared or ranked, and the 

one having the highest weight is selected as the verification mode that is finally outputted. 

In the process of quantitative ranking, since the quantification parameters have fully 

considered historical big data, in particular personalized demands in the historical big data, the 

present application can minimize the reliance on the understanding of transactions by a rule 

developer. At the same time, in the process of determining the quantification parameters of the 

present application, main transaction constraints may be inputted as parameters, and then the 

quantification parameters are adjusted according to different transaction demands. 

In Step 206, the final management and control decision is fed back to the risk control system 

according to a result of quantitative ranking in Step 205, i.e., what management and control 

action or verification mode is outputted. 

Preferably, this method further comprises evaluating the management and control attribute 

weight before determining the management and control attribute weight. The evaluating process 

is similar to the first embodiment of the present application with the difference being that the 

historical event is a transaction payment event, the verification mode is a verification mode 

applicable on transaction payment events, and the associated designated condition is a desired 

condition in transaction payment. 

As shown in FIG. 3, the present application further provides a risk management and control 

device, comprising: a receiving module 301 for receiving an object event to be managed and 

controlled; a processing module 302 for determining an output verification mode set, determining 

at least one event attribute weight according to the object event, obtaining at least one preset 

management and control attribute weight, and determining output weights for at least some 

candidate verification modes in the candidate verification mode set according to the event 
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attribute weight and the at least one preset management and control attribute weight; and an 

outputting module 303 configured to output a verification mode for the object event according to 

the output weights corresponding to the candidate verification modes. 

Preferably, the processing module is further configured to identify a risk type corresponding 

to the object event, and determine a first verification mode set associated with the risk type 

according to the risk type; identify a device type of the device that initiates and/or processes the 

object event, and determine a second verification mode set associated with the device type 

according to the device type; perform an intersection process on the first verification mode set 

and the second verification mode set, and use a result of the intersection process as the candidate 

verification mode set. 

Preferably, the processing module is further configured to determine a weight associated 

with user type for the object event, determine a weight associated with scenario for the object 

event, and determine a weight associated with user preference for the object event. 

Preferably, the processing module is further configured to obtain at least one of the 

management and control attribute weights determined according to management and control 

historical records associated with the candidate verification modes. 

Preferably, the obtaining at least one of the management and control attribute weights 

determined according to management and control historical records associated with the candidate 

verification modes comprises: determining an event attribute weight of each historical event; and 

determining the management and control attribute weights according to preset criteria and 

constraints in a manner of optimizing the criteria based on the constraints and event attribute 

weights. 
n 

Preferably, the processing module is further configured to use an equation Si--/ 	ini.• • 
j=1 

Ki to determine an output weight Si of the ith  verification mode, where wii is the ith  

management and control attribute weight, KJ  is the jth  event attribute weight, and n represents a 

total number of event attribute weights. 

Preferably, the processing module is further configured to: 

obtain testing events for testing from historical events; 

according to the recorded verification mode that is determined for each testing event, 

determine a first quantity of testing events that meet a designated condition; 

determine the testing verification mode determined for each testing event based on the 

management and control attribute weight; 
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according to the testing verification mode, determine a second quantity of testing events that 

meet the designated condition; and 

compare the first quantity and the second quantity, and adjust the management and control 

attribute weight according to a comparison result. 

As shown in FIG. 4, the present application further provides a device for risk management 

and control of transaction payment events, which is different from the embodiment shown in 

FIG. 3 in that the historical event is a transaction payment event, the verification mode is a 

verification mode applicable on transaction payment events, and the associated designated 

condition is a desired condition in transaction payment. 

The present application further discloses a transaction management and control method, 

which uses the risk management and control method according to the present application. 

The present application further discloses a transaction management and control device, 

which comprises the risk management and control device according to the present application. 

In the 1990s, an improvement to a technology can be obviously categorized into a hardware 

improvement (e.g., an improvement to a circuit structure, such as a diode, a transistor, a switch, 

etc.) or a software improvement (an improvement to a flow of a method). With the technological 

development, however, many current improvements to method flows may be deemed as direct 

improvements to hardware circuit structures. Designers almost always obtain a corresponding 

hardware circuit structure by programming an improved method flow into a hardware circuit. 

Therefore, it cannot be concluded that an improvement to a method flow cannot be realized with 

a hardware module. For example, Programmable Logic Device (PLD) (e.g., Field Programmable 

Gate Array (FPGA)) is such integrated circuit that the integrated circuit's logic functions are 

determined by a user through programming the device. A designer programs on his/her own to 

"integrate" a digital system onto one piece of PLD, who does not need to ask a chip manufacturer 

to design and manufacture a dedicated IC chip. At present, moreover, this type of programming 

has mostly been implemented through "logic compiler" software, rather than manually 

manufacturing the IC chips. The logic compiler software is similar to a software compiler used 

for program development and writing, while a particular programming language must be used for 

writing source codes prior to compiling, which is referred to as a Hardware Description 

Language (HDL). There is not just one, but many types of HDL, such as ABEL (Advanced 

Boolean Expression Language), AHDL (Altera Hardware Description Language), Confluence, 

CUPL (Cornell University Programming Language), HDCa1, JHDL (Java Hardware Description 

Language), Lava, Lola, MyHDL, PALASM, RHDL (Ruby Hardware Description Language), 

etc. The most commonly used right now includes VHDL (Very-High-Speed Integrated Circuit 
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Hardware Description Language) and Verilog. One of ordinary skill in the art should also be 

aware that it would be very easy to obtain a hardware circuit to implement a logic method flow 

by using the above HDLs to carry out a little bit logic programming on the method flow and 

program the method flow into an IC. 

A controller may be implemented in any proper manner. For example, a controller may be 

in, for example, a form of a microprocessor or processor, as well as a computer readable medium 

that stores computer readable program codes (e.g., software or firmware) capable of being 

executed by the (micro)processor, a logic gate, a switch, an Application Specific Integrated 

Circuit (ASIC), a programmable logic controller, and an embedded microcontroller. Examples of 

the controller include, but are not limited to, the following microcontrollers: ARC 625D, Atmel 

AT91SAM, Microchip PIC18F26K20, and Silicone Labs C8051F320. A memory controller may 

further be implemented as a part of a control logic of a memory. One of ordinary skill in the art 

should also be aware that, in addition to that a controller is implemented in a manner of pure 

computer readable program codes, it is totally feasible to perform logic programming on steps of 

a method to enable a controller to implement the same functions in a form of a logic gate, a 

switch, an ASIC, a programmable logic controller, and an embedded microcontroller. Therefore, 

such controller may be deemed as a hardware part, while devices comprised in the controller and 

configured to achieve various functions may also be deemed as a structure inside the hardware 

part. Alternatively, devices configured to achieve various functions may even be deemed as both 

software modules to implement a method and a structure inside a hardware part. 

The system, apparatus, module, or unit described in the above embodiments may be 

implemented by a computer chip or entity, or implemented by a product having a function. A 

typical implementation device is a computer. In one example, a computer may be, for example, a 

personal computer, a laptop computer, a cellular phone, a camera phone, a smart phone, a 

personal digital assistant, a medium player, a navigation device, an email device, a game console, 

a tablet computer, a wearable device, or a combination of any devices in these devices. 

For convenience of description, the above device is divided into various units according to 

functions for description. Functions of the units may be implemented in one or more pieces of 

software and/or hardware when the present application is implemented. 

One of ordinary skill in the art should understand that the embodiments of the present 

invention may be provided as a method, a system, or a computer program product. Therefore, the 

present invention may be implemented as a complete hardware embodiment, a complete software 

embodiment, or an embodiment combing software and hardware. Moreover, the present 

invention may be in the form of a computer program product implemented on one or more 
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computer usable storage media (including, but not limited to, a magnetic disk memory, CD-

ROM, an optical memory, etc.) comprising computer usable program codes. 

The present invention is described with reference to flowcharts and/or block diagrams of the 

method, device (system), and computer program product according to the embodiments of the 

present invention. It should be understood that a computer program instruction may be used to 

implement each process and/or block in the flowcharts and/or block diagrams and a combination 

of processes and/or blocks in the flowcharts and/or block diagrams. These computer program 

instructions may be provided for a general-purpose computer, a special-purpose computer, an 

embedded processor, or a processor of other programmable data processing devices to generate a 

machine, causing the instructions executed by a computer or a processor of other programmable 

data processing devices to generate an apparatus for implementing a function specified in one or 

more processes in the flowcharts and/or in one or more blocks in the block diagrams. 

These computer program instructions may also be stored in a computer readable memory 

that can instruct a computer or other programmable data processing devices to work in a 

particular manner, causing the instructions stored in the computer readable memory to generate a 

manufactured article that includes an instruction apparatus. The instruction apparatus implements 

a function specified in one or more processes in the flowcharts and/or in one or more blocks in 

the block diagrams. 

These computer program instructions may also be loaded onto a computer or other 

programmable data processing devices, causing a series of operational steps to be performed on 

the computer or other programmable devices, thereby generating computer-implemented 

processing. Therefore, the instructions executed on the computer or other programmable devices 

provide steps for implementing a function specified in one or more processes in the flowcharts 

and/or in one or more blocks in the block diagrams. 

In a typical configuration, the computation device includes one or more processors (CPUs), 

input/output interfaces, network interfaces, and a memory. 

The memory may include computer readable media, such as a volatile memory, a Random 

Access Memory (RAM), and/or a non-volatile memory, e.g., a Read-Only Memory (ROM) or a 

flash RAM. The memory is an example of a computer readable medium. 

Computer readable media include permanent, volatile, mobile, and immobile media, which 

can implement information storage through any method or technology. The information may be 

computer readable instructions, data structures, program modules, or other data. Examples of 

storage media of computers include, but are not limited to, Phase-change Random Access 

Memories (PRAMS), Static Random Access Memories (SRAMs), Dynamic Random Access 
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Memories (DRAMs), other types of Random Access Memories (RAMS), Read-Only Memories 

(ROMs), Electrically Erasable Programmable Read-Only Memories (EEPROMs), flash 

memories or other memory technologies, Compact Disk Read-Only Memories (CD-ROMs), 

Digital Versatile Discs (DVDs) or other optical memories, cassettes, cassette and disk memories 

or other magnetic memory devices, or any other non-transmission media, which can be used for 

storing information accessible to a computation device. According to the definitions in the 

specification, the computer readable media do not include transitory media, such as modulated 

data signals and carriers. 

It should be further noted that the terms of "including," "comprising," or any other variants 

of the terms are intended to encompass a non-exclusive inclusion, causing a process, method, 

commodity, or device comprising a series of elements to not only comprise these elements, but 

also comprise other elements that are not clearly listed, or further comprise elements that are 

inherent to the process, method, commodity, or device. When there is no further restriction, 

elements defined by the statement "comprising one..." does not exclude that a process, method, 

commodity, or device comprising the above elements further comprises additional identical 

elements. 

One of ordinary skill in the art should understand that the embodiments of the present 

application may be provided as a method, a system, or a computer program product. Therefore, 

the present application may be implemented as a complete hardware embodiment, a complete 

software embodiment, or an embodiment combing software and hardware. Moreover, the present 

application may be in the form of a computer program product implemented on one or more 

computer usable storage media (including, but not limited to, a magnetic disk memory, CD-

ROM, an optical memory, etc.) comprising computer usable program codes. 

The present application may be described in a regular context of a computer executable 

instruction that is executed by a computer, such as a program module. In general, the program 

module comprises a routine, a program, an object, a component, a data structure, etc. for 

executing a particular task or implementing a particular abstract data type. The present 

application may also be practiced in distributed computing environments. In these distributed 

computing environments, remote processing devices connected via communication networks 

carry out tasks. In the distributed computing environments, a program module may be located in 

local and remote computer storage media, including storage devices. 

The embodiments in this specification are described in a progressive manner with each 

embodiment focused on differences from other embodiments, and the embodiments may be 

mutually referenced for identical or similar parts. In particular, the system embodiment is 
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described in a relatively simple manner, as the system embodiment is substantially similar to the 

method embodiment. The description of the method embodiment may be referenced for the 

related parts. 

The above-described is only embodiments of the present application, which are not used to 

limit the present application. To one of ordinary skill in the art, the present application may have 

various modifications and changes. Any modification, equivalent substitution, or improvement 

made within the spirit and principle of the present application shall be encompassed by the 

claims of the present application. 
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What is claimed is: 

1. A risk management and control method, comprising: 

receiving an object event to be managed and controlled; 

determining a candidate verification mode set according to the object event; 

determining output weights for at least some candidate verification modes in the candidate 

verification mode set; and 

determining a verification mode for risk management and control on the object event from 

the candidate verification mode set according to the output weights corresponding to the 

candidate verification modes. 

2. The risk management and control method according to claim 1, wherein the determining 

output weights for at least some candidate verification modes in the candidate verification mode 

set comprises: 

determining at least one event attribute weight according to the object event; and 

determining the output weights for at least some candidate verification modes in the 

candidate verification mode set according to the event attribute weight and the at least one preset 

management and control attribute weight. 

3. The risk management and control method according to claim 1, wherein the determining a 

candidate verification mode set comprises: 

identifying a risk type corresponding to the object event, and determining a first verification 

mode set associated with the risk type according to the risk type; 

identifying a device type of a device that initiates and/or processes the object event, and 

determining a second verification mode set associated with the device type according to the 

device type; and 

performing an intersection process on the first verification mode set and the second 

verification mode set, and setting the candidate verification mode set as a result of the 

intersection process. 

4. The risk management and control method according to claim 2, wherein the determining 

at least one event attribute weight according to the object event at least comprises one of the 

following: 

identifying a user type corresponding to the object event, and determining a user type 

weight according to the user type; 

identifying a scenario type corresponding to the object event, and determining a scenario 

type weight according to the scenario type; and 

identifying a user preference corresponding to the object event, and determining a 
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preference weight according to the user preference. 

5. The risk management and control method according to claim 2, wherein the determining 

at least one preset management and control attribute weight comprises: 

presetting at least one management and control attribute weight according to a recorded 

verification mode determined for each historical event. 

6. The risk management and control method according to claim 5, wherein the presetting at 

least one management and control attribute weight according to a recorded verification mode 

determined for each historical event comprises: 

determining an event attribute weight of each historical event; and 

according to preset criteria and constrains, determining the at least one preset management 

and control attribute weight by optimizing the criteria based on the constraints and the event 

attribute weights. 

7. The risk management and control method according to any one of claims 1, 2, 5, and 6, 

wherein the determining output weights for at least some candidate verification modes in the 

candidate verification mode set comprises: 

/ 
n 

using an equation Si= 	wii • Ki to determine an output weight Si of the its' verification 
j=i_ 

mode, 

where wii is the V' management and control attribute weight, Ki is the jth event attribute 

weight, and n represents a total number of event attribute weights. 

8. The risk management and control method according to claim 6, further comprising: 

obtaining testing events for testing from historical events; 

according to a recorded verification mode for each testing event, determining a first quantity 

of the testing events that satisfies a designated condition; 

determining a testing verification mode for each testing event based on the management and 

control attribute weight; 

according to the testing verification mode, determining a second quantity of the testing 

events that satisfies the designated condition; and 

comparing the first quantity and the second quantity, and adjusting the management and 

control attribute weight according to a comparison result. 

9. The risk management and control method according to claim 8, wherein the testing events 

are secure historical events that have passed verification, and the designated condition is that the 

determined verification mode is direct pass; and/or 
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the testing events are secure historical events that fail to pass verification, and the designated 

condition is that the determined verification mode is direct pass or a verification mode different 

from the verification mode previously used; and/or 

the testing events are risky historical events that have been directly passed, and the 

designated condition is that the determined verification mode is a verification mode other than a 

direct pass; and/or 

the testing events are risky historical events that have passed verification, and the designated 

condition is that the determined verification mode is a verification mode different from the 

verification mode previously used. 

10. A risk management and control device, comprising: 

a receiving module configured to receive an object event to be managed and controlled; 

a processing module configured to determine a candidate verification mode set and 

determine output weights for at least some candidate verification modes in the candidate 

verification mode set; and 

an outputting module configured to output a verification mode for risk management and 

control on the object event from the candidate verification mode set according to the output 

weights corresponding to the candidate verification modes. 

11. The risk management and control device according to claim 10, wherein the processing 

module is further configured to: 

determine at least one event attribute weight according to the object event; 

obtain at least one preset management and control attribute weight; and 

determine the output weights for at least some candidate verification modes in the candidate 

verification mode set according to the event attribute weight and the at least one preset 

management and control attribute weight. 

12. The risk management and control device according to claim 10, wherein the processing 

module is further configured to: 

identify a risk type corresponding to the object event, and determine a first verification mode 

set associated with the risk type according to the risk type; 

identify a device type of a device that initiates and/or processes the object event, and 

determine a second verification mode set associated with the device type according to the device 

type; and 

perform an intersection process on the first verification mode set and the second verification 

mode set, and set the candidate verification mode set as a result of the intersection process. 

13. The risk management and control device according to claim 11, wherein the processing 
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module is further configured to: 

identify a user type corresponding to the object event, and determine a user type weight 

according to the user type; 

identify a scenario type corresponding to the object event, and determine a scenario type 

weight according to the scenario type; and 

identify a user preference in the object event, and determine a preference weight according 

to the user preference. 

14. The risk management and control device according to claim 11, wherein the processing 

module is further configured to: 

preset at least one management and control attribute weight according to a recorded 

verification mode determined for each historical event. 

15. The risk management and control device according to claim 14, wherein to preset at least 

one management and control attribute weight according to a recorded verification mode 

determined for each historical event, the processing module is further configured to: 

determine an event attribute weight of each historical event; and 

according to preset criteria and constrains, determine the at least one preset management and 

control attribute weight by optimizing the criteria based on the constraints and the event attribute 

weights. 

16. The risk management and control device according to any one of claims 10, 11, 14, and 

15, wherein the processing module is further configured to: 

/
n 

use an equation Si 	wii • K1  to determine an output weight Si of the if" verification 
j=f 

mode, 

where wii is the jth  management and control attribute weight, Ki is the ith  event attribute 

weight, and n represents a total number of event attribute weights. 

17. The risk management and control device according to claim 15, wherein the processing 

module is further configured to: 

obtain testing events for testing from historical events; 

according to a recorded verification mode for each testing event, determine a first quantity of 

the testing events that satisfies a designated condition; 

determine a testing verification mode for each testing event based on the management and 

control attribute weight; 

according to the testing verification mode, determine a second quantity of the testing events 
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that satisfies the designated condition; and 

adjust the management and control attribute weight according to a comparison result of the 

first quantity and the second quantity. 

18. The risk management and control device according to claim 17, wherein the processing 

module is further configured so that: 

the testing events are secure historical events that have passed verification, and the 

designated condition is that the determined verification mode is direct pass; and/or 

the testing events are secure historical events that fail to pass verification, and the designated 

condition is that the determined verification mode is direct pass or a verification mode different 

from the verification mode previously used; and/or 

the testing events are risky historical events that have been directly passed, and the 

designated condition is that the determined verification mode is a verification mode other than a 

direct pass; and/or 

the testing events are risky historical events that have passed verification, and the designated 

condition is that the determined verification mode is a verification mode different from the 

verification mode previously used. 

19. A transaction management and control method, comprising the risk management and 

control method according to any one of claims 1-9. 

20. A transaction management and control device, comprising the risk management and 

control device according to any one of claims 10-18. 

26 


