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LIVENESS DETECTION METHOD AND DEVICE, AND IDENTITY 

AUTHENTICATION METHOD AND DEVICE 

CROSS REFERENCE TO RELATED APPLICATION 

[0001] 	This application claims the benefit of Chinese Patent Application No. 201510315782.2, 

entitled "Liveness Detection Method And Device, And Identity Authentication Method And 

Device", filed June 10, 2015, and U.S. Patent Application No. 15/176,515, entitled "Liveness 

Detection Method and Device, and Identity Authentication Method and Device", filed June 8, 

2016, which are hereby incorporated by reference herein in its entirety. 

FIELD OF THE DISCLOSURE 

[0002] 	The present disclosure relates to the technical field of secure verification, and in particular 

relates to a liveness detection method and device, and an identity authentication method and device. 

BACKGROUND 

[0003] 	Traditional identity authentication is based on accounts and passwords, but the 

passwords are easily forgotten and leaked. Because of this, traditional password-based identity 

authentication is subject to more and more problems. Biological identification technology, 

represented by fingerprint and face recognition, is replacing traditional password-based identity 

authentication in various areas. However, using face-based authentication as an example, 

unauthorized users may imitate an authorized user using a photograph of them, thus security risks 

are present in conventional biological identification technology. 

SUMMARY 

[0004] 	The present disclosure seeks to address failings in the art and to provide a liveness 

detection method, wherein the method is capable of identifying whether a user is a living being, 

such that during identity authentication of the user, the biological characteristic information of a 
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living being is only verified, which improves security. 

[0005] 	In accordance with at least one aspect of the present disclosure, 	an identity 

authentication method is provided, which improves security during the authentication. 	In 

accordance with at least one embodiment of the present disclosure, another aspect provides a 

liveness detection device. 	In accordance with yet another aspect of the present disclosure is an 

identity authentication device. 

[0006] 	A liveness detection method according to a first aspect of embodiments of the present 

disclosure comprises collecting, by a computing device, biological characteristic information of a 

user; displaying, by the computing device, the collected biological characteristic information at 

an initial position on a screen of the computing device; determining, by the computing device, a 

target position using the initial position, and displaying the target position on the screen; prompting, 

by the computing device, the user to move the user's biological characteristic information to 

cause the displayed biological characteristic to move from the initial position on the screen to 

the target positon on the screen; detecting, by the computing device, the user's biological 

characteristic information movement, and determining the display position of the displayed 

biological characteristic information using the detected user's movement; and judging, by the 

computing device, whether the user is a living being using a relationship between the 

determined display position and the target position. 

[0007] 	In the liveness detection method according to the first aspect of embodiments of the 

present disclosure, by mapping the biological characteristic information to the display position on 

the screen, and based on the relationship between the display position and the target position, a 

determination can be made whether or not a user is a living being. 	In addition and during user 

identity authentication, the biological characteristic information of a living being can be used to 

for authenticating the user, which improves security. 

[0008] 	An identity authentication method according to a second aspect of embodiments of the 

present disclosure comprises upon receiving an identity authentication instruction of a user, a 

computing device collecting biological characteristic information of the user; judging, by the 

computing device, whether the user is a living being according to the collected biological 

characteristic information; if the user is judged to be a living being, the computing device 
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sending the collected biological characteristic information of the user to an authentication server; 

receiving, by the computing device and from the authentication server, an identity authentication 

result of a comparison of the collected biological characteristic information with prestored biological 

characteristic information corresponding to the user; the judging, by the computing device, whether 

the user is a living being comprising: displaying at least a portion of the collected biological 

characteristic information at an initial position on a screen of the computing device; determining a 

target position using the initial position, and displaying the target position on the screen; prompting 

the user to move the user's biological characteristic information to cause the displayed 

biological characteristic to move from the initial position on the screen to the target positon on 

the 	screen; 	detecting 	the 	user's 	biological 	characteristic 	information 	movement, 	and 

determining the display position of the displayed biological characteristic information using the 

detected user's movement; and judging whether the user is a living being using a relationship 

between the determined display position and the target position. 

[0009] 	In accordance with the identity authentication method according to the second aspect of 

embodiments of the present disclosure, liveness detection can be performed before identity 

authentication. 	When the user is determined to be a living being, further verification can be 

performed. 	Spoofing of verification information in the form of photos and the like is prevented, and 

security during the authentication improved. 

[0010] 	A liveness detection device according to a third aspect of embodiments of the present 

disclosure comprises a first displaying module collecting biological characteristic information of a 

user, and displaying the collected biological characteristic information at an initial position on a 

screen of a computing device; a second displaying module determining a target position using the 

initial position, and displaying the target position on the screen; a prompting module prompting the 

user to move the user's biological characteristic information to cause the displayed biological 

characteristic to move from the initial position on the screen to the target positon on the screen; 

and a judging module detecting the user's biological characteristic information movement, 

determining the display position of the displayed biological characteristic information using the 

detected user's movement, and judging whether the user is a living being using a relationship 

between the determined display position and the target position. 

liveness detection device according to the thin 
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the present disclosure, by mapping the biological characteristic information to the display 

position on the screen, and based on the relationship between the display position and the target 

position, a determination can be made whether or not a user is a living being. 	In addition and 

during user identity authentication, the biological characteristic information of a living being can 

be used to for authenticating the user, which improves security. 

[0012] 	An identity authentication device according to a fourth aspect of embodiments of the 

present disclosure comprises an acquiring module, upon receiving an identity authentication 

instruction of a user, collecting biological characteristic information of the user; a judging 

module judging whether the user is a living being according to the collected biological 

characteristic information; a sending module, if the judging module judges that the user is a 

living being, sending the collected biological characteristic information of the user to an 

authentication server; a receiving module receiving, from the authentication server, an identity 

authentication result of a comparison of the collected biological characteristic information with 

prestored biological characteristic information corresponding to the user; the judging module 

judging whether the user is a living being according to the collected biological characteristic 

information comprising: the judging module displaying at least a portion of the collected 

biological characteristic information at an initial position on a screen of the computing device; 

the judging module determining a target position using the initial position, and displaying the target 

position on the screen; the judging module prompting the user to move the user's biological 

characteristic information to cause the displayed biological characteristic to move from the 

initial position on the screen to the target positon on the screen; the judging module detecting 

the user's biological characteristic information movement, and determining the display position 

of the displayed biological characteristic information using the detected user's movement; and 

the judging module judging whether the user is a living being using a relationship between the 

determined display position and the target position. 

[0013] 	In the 	identity 	authentication 	device 	according to the fourth 	aspect 	of the 

embodiments of the present disclosure, liveness detection can be performed before identity 

authentication. 	When the user is determined to be a living being, further verification can be 

performed. 	Spoofing of verification information in the form of photos and the like is prevented, and 

—.."'-' -b."— "-•?, authentication improved. 
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[0014] 	Additional aspects and advantages of the present disclosure are further illustrated in 

the following description. 

DRAWINGS 

[0015] 	The above described and/or additional aspects and advantages of the present 

disclosure will become more apparent with reference to the following description taken in 

conjunction with the accompanying drawings. 

[0016] 	FIG 1 is a schematic flowchart illustrating a liveness detection method according to an 

embodiment of the present disclosure; 

[0017] 	FIG 2 is a schematic diagram illustrating a first coordinate system according to an 

embodiment of the present disclosure; 

[0018] 	FIG 	3 	is 	a 	schematic 	flowchart illustrating 	displaying 	biological 	characteristic 

information at an initial position on a screen of a terminal according to an embodiment of the 

present disclosure; 

[0019] 	FIG 4 is a schematic diagram illustrating a second coordinate system according to an 

embodiment of the present disclosure; 

[0020] 	FIG. 5 is a schematic flowchart illustrating determining a target position according to 

an initial position according to an embodiment of the present disclosure; 

[0021] 	FIG. 6 is a schematic diagram illustrating an initial face position and a target face 

position according to an embodiment of the present disclosure; 

[0022] 	FIG. 7 is a schematic flowchart illustrating an identity authentication method 

according to an embodiment of the present disclosure; 

[0023] 	FIG. 	8 is a schematic flowchart illustrating an identity 	authentication method 

according to an embodiment of the present disclosure; 

[0024] 	FIG. 9 is a schematic structural diagram illustrating a liveness detection device 

according to an embodiment of the present disclosure; and 

[0025] 	FIG 10 is a schematic structural diagram illustrating an identity authentication device 

according to an embodiment of the present disclosure. 
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DETAILED DESCRIPTION 

[0026] 	The embodiments of the present disclosure are described in detail hereinafter. Examples 

of the described embodiments are given in the accompanying drawings, wherein the identical or 

similar reference numerals denote identical or similar modules or modules having identical or 

similar functions. The specific embodiments described with reference to the attached drawings are 

all exemplary, and are intended to illustrate and understand the present disclosure, which shall not 

be construed as limitations to the present disclosure. On the contrary, the embodiments of the 

present disclosure cover all the variations, modifications and equivalents made within the spirit and 

scope as defined by the appended claims of the present disclosure. 

[0027] 	FIG. 1 is a schematic flowchart illustrating a liveness detection method according to 

an embodiment of the present disclosure. The method may be performed by a terminal. 	In 

accordance with the method shown in FIG. 1, in S11, a terminal collects biological characteristic 

information of a user, and displays the biological characteristic information at an initial position on a 

screen of the terminal. 

[0028] 	In this embodiment, facial characteristic information is used as an example of biological 

characteristic information. It is to be understood that the biological characteristic information is not 

limited to facial characteristic information, and may be other biological characteristic information, 

such as fingerprints, palm prints, irises or the like. 

[0029] 	In accordance with at least one embodiment, using facial gesture information as an 

example, the facial gesture information is indicated by pitch, roll and yaw, wherein pitch denotes 

an angle of pitch, roll denotes an angle of rotation, and yaw denotes an angle of oscillation. 

[0030] 	For example and with reference to FIG. 2, a coordinate system where the face is 

located may be referred to as a first coordinate system, which is a three-dimensional coordinate 

system. 	Assume that the head of a person is taken as a three-dimensional sphere, then the 

central point of the sphere may be selected as the coordinate origin of the first coordinate system. 

The three coordinate axis of the first coordinate system are respectively X-axis, Y-axis and Z-axis, 

wherein the positive direction of the X-axis is horizontal and to the right, the positive direction of 

Y-axis is vertical and upward, and the positive direction of Z-axis is the direction in which human 

eyes are looking forward. 	Within the first coordinate system as illustrated in FIG. 2, when the 
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face faces the front horizontally, the pitch, roll and yaw in the face gesture information are all 0 

degrees. 

[0031] 	FIG. 3 further illustrates the display of biological characteristic information at an 

initial position on a screen of the terminal in accordance with one or more embodiments. 	In 

S31, a key region of collected biological characteristic information of the user is determined. 	Using 

the case in which the biological characteristic information is facial characteristic information as 

an example, a camera of the terminal may be used to capture one or more images of the user's 

face to obtain the one or more images of the user's face. 

[0032] 	For example, when the user enters a login interface that uses face information, the 

system automatically captures, or prompts the user to manually capture, a number of face 

pictures, or images. 	As discussed above, the number of face pictures, or images, can be one or 

more, for example. 

[0033] 	Afterwards, a face region is detected from the face picture(s) using a face detection 

algorithm. 	The face detection algorithm may be an existing algorithm, such as and for example, a 

face detection algorithm based on a cascade classifier comprising plurality of functions connected 

in a series. 	Assume for the sake of an example that the cascade classifier comprises a first 

function, a second function and the like, some of the pictures may be eliminated by the first 

function, with the remaining image(s) not eliminated by the first function being evaluated using the 

second function, which may eliminate some of the remaining pictures, and so on. 	Using a cascade 

classifier comprising a plurality of functions connected in a series, images that do not include an 

image of a face are eliminated and the remaining image(s) include a facial image. 	It may be 

understood that a conventional cascade classifier can be used in connection with embodiments of 

the present disclosure. 

[0034] 	After a face region is detected, the face region is identified as a key region. 

[0035] 	In S32, an initial gesture of the biological characteristic information is obtained via 

calculation using biological characteristic information within the key region. 

[0036] 	Face gesture estimation is performed with respect to the face region to acquire an 

initial gesture of the face, wherein the initial gesture comprises an initial value of at least one 

a roll and a yaw. 
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[0037] 	After the face region is detected, key points in the face region may be obtained using a 

face key point positioning algorithm. 	Key points of a face are characteristic points of the face, 

such as eyes, a nose, a mouth, and the like. 	The face key point positioning algorithm can use a 

method of machine learning comprising a training stage and a positioning stage. 	In the training 

stage, a regression machine is trained to estimate face key point coordinates using a training data set 

of face key point coordinates and corresponding face pictures. 	In the positioning stage, face key 

point coordinates are estimated from input face pictures using the trained regression machine. 

Any suitable face key point positioning algorithm may be used with embodiments of the present 

disclosure. 

[0038] 	After face key points are positioned, a three-dimensional sphere corresponding to a 

person's head is estimated using the face key points and a three-dimensional head modeling 

algorithm. Any suitable three-dimensional modeling algorithm may be used with embodiments of 

the present disclosure. For example, a three-dimensional modeling based on a single picture, a 

real-time three-dimensional modeling and the like may be used with embodiments of the present 

disclosure. After the three-dimensional sphere is estimated, an angle of rotation relative to the 

X-axis is a pitch, an angle of rotation relative to the Y-axis is a yaw, and an angle of rotation 

relative to the Z-axis is a roll. 	Initial gesture information is thereby obtained. 

[0039] 	In S33, a coordinate mapping is performed according to the initial gesture information, 

and the biological characteristic information is mapped to the initial position on the screen of the 

terminal. 

[0040] 	Optionally, the coordinate mapping is performed according to the initial gesture 

information, and the mapping of the biological characteristic information to the initial position on the 

screen of the terminal comprises acquiring a mapping relationship between coordinates within a 

first coordinate system and coordinates within a second coordinate system, wherein the first 

coordinate system is a coordinate system where the biological characteristic information is 

located, and the second coordinate system is a coordinate system where the screen is located, 

determining coordinates of the initial position corresponding to the initial gesture according to 

the mapping relationship; and mapping the biological characteristic information to the initial 

position according to the coordinates of the initial position. 
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[0041] 	Both the initial position and the display position after the subsequent movement of the 

biological 	characteristic 	information 	may 	be 	obtained 	from 	a 	pre-established 	mapping 

relationship between the first coordinate system and the second coordinate system, wherein the 

first coordinate system is a coordinate system where the biological characteristic information is 

located, as illustrated in FIG 2, and the second coordinate system is a coordinate system where 

the screen is located. 

[0042] 	Referring to FIG. 4, the second coordinate system is a two-dimensional coordinate 

system. 	Using a case in which the terminal is a mobile phone as an example, the coordinate 

origin of the second coordinate system is a central, or center, point of the screen of the mobile 

phone, the two coordinate axes of the second coordinate system are respectively an X-axis and a 

Y-axis. 	The direction of X-axis is consistent with the direction of X-axis in the first coordinate 

system, and the positive direction of Y-axis is vertically downward. 

[0043] 	In this embodiment, two angles of the above described three angles are used. 	In the 

two coordinate systems illustrated in FIG. 2 and FIG. 4, the mapping relationship between the two 

coordinate systems may be represented using the following formulae: 

[0044] 	Ax = Sx  x sin(yaw) , Ay = Sy  x sin(pitch) ; 	 Formulae (1) 

[0045] 	In formulae (1), yaw and pitch are from the gesture information of the face 

information in the first coordinate system. 	Yaw and pitch are, respectively, an angle of 

oscillation and an angle of pitch. 	The variables Ax, Ay 	are offsets of the display position of 

the face information on the screen relative to the coordinate origin of the second coordinate 

system. 

[0046] 	The values of Sx, Sy  are determined by a variation range of the face gesture angle and 

the height of the screen. 	The values of Sx, Sy  can be obtained using the following formulae, 

where a screen's width and height of the screen are respectively w and h, and the coordinate origin of 

the coordinate system of the screen is (w/2, h/2), which is the central position of the screen, a 

variation range of the angle of pitch of the head is [—s, +0] and a variation range of the angle of 

oscillation is [-13, +[] 	The values of 0,13 are configurable, which, in accordance with at least 
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one embodiment, the values may be configured to be set to 45 degrees, e.g., e =13 = 45°  . 

[0047] 	S x  = sin(() x —Iv , S
Y 
 = sin(0) x —

h 	
Formulae (2) 

[0048] 	Using formulae (1) and (2), a corresponding display position (4x, 4y) may be 

obtained from gesture information, e.g., yaw, pitch gesture information, and thus the position 

information (Ox  + Ax, Oy  + Ay) corresponding to the status information may be obtained 

according to the coordinate origin ( Ox,Oy  ) of the second coordinate system. 

[0049] 	For example, after an initial position is determined, the face information may be 

displayed at the initial position. 

[0050] 	It may be understood that the above described manner of selecting a coordinate 

origin, and the selections of the directions of various coordinate axes in the coordinate system 

are not limited to the above description. 	Instead, other coordinate origins or coordinate axes 

in other directions may be used. 	Correspondingly, when the coordinate origin or the direction 

of a coordinate axis changes, the above calculation formulae may be adjusted according to a 

spatial geometrical relationship between the two coordinate systems. 

[0051] 	In S12 of FIG. 1, a target position is determined according to the initial position, and 

the target position is displayed on the screen. The target position may be generated randomly. 

Generating the target position randomly reduces the probability that the target position can be 

predicted, which improves the accuracy of liveness detection. 

[0052] 	Optionally, determining a target position according to an initial position comprises 

randomly generating a candidate target position; judging whether the candidate target position 

and the initial position satisfy a predetermined condition; and when the predetermined 

condition is satisfied, determining the candidate target position as the target position. 

[0053] 	In another embodiment and with reference to FIG. 5, determining a target position 

according to an initial position comprises steps S51-S54. 

[0054] 	In S51, a candidate target position is randomly generated. 	For example, the 

coordinate values in the X and Y directions are randomly generated 'Nino-  a random coordinate 
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value 	generator 	algorithm, 	and 	the 	candidate 	target 	position 	is 	defined 	using 	the 

randomly-generated coordinate values in the X and Y directions. 

[0055] 	In S52, a distance between the randomly generated candidate target position and the 

initial position is calculated. Since the candidate target position and the initial position may 

each be indicated by a point within the second coordinate system, the distance between the 

candidate target position and the initial position may be obtained by calculating the distance 

between the two points in a two-dimensional plane. 

[0056] 	In S53, a determination is made whether the distance is smaller than a first 

predetermined value. 	If it is determined, or judged, that the distance is smaller than the first 

predetermined value, step S51 and the subsequent steps are repeatedly performed. 	Otherwise, 

step S54 is performed. 	The first predetermined value may be, for example, w/2, and a judgment 

result may be obtained by comparing the distance with w/2. 

[0057] 	In S54, the candidate target position with a distance from the initial position that is greater 

than or equal to the first predetermined value is identified as the target position to be used. 

[0058] 	In S13 of FIG. 	1, the user is prompted to move the biological characteristic 

information from the initial position to the target position, e.g., a display position of the 

biological characteristic information on the screen moves from the initial positon to the target 

positon. 

[0059] 	After the target position is determined, e.g., determined in accordance with steps 

S51-S54 of FIG. 5, the terminal may display information prompting the user to move the face 

information displayed at the current display position to the target position by moving the user's 

head. 

[0060] 	After viewing the information prompting the user to move the user's head to move 

the displayed image from the initial position to the target positon, the user may move the user's 

head in order to cause the displayed image to move on the screen in response to the user's head 

movements. 

[0061] 	In this embodiment, by selecting the target position where a distance between the 

target position and the initial position is greater than a predetermined value, the target position is 

m the initial position in terms of position, whicl 
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move the biological characteristic, such as the user's head, to move the displayed image from the 

initial positon to the target position. 

[0062] 	FIG 6 illustrates the relationship between the target position and the initial position 

using a face image as an example. 

[0063] 	In S14 of FIG. 1, the display position of the biological characteristic information on 

the screen is detected after the movement input from the user is received, and a judgement, or 

determination, is made whether the user is a living being according to a relationship between 

the display position and the target position. 

[0064] 	As described above, the display position of the biological characteristic information 

after the biological characteristic is moved on the screen by the user may be obtained using a 

method similar to the method for calculating the initial position. 

[0065] 	In accordance with at least one embodiment, calculating the display position of the 

biological characteristic information after the biological characteristic is moved by the user comprises 

acquiring gesture information of the biological characteristic information after the movement within a 

first coordinate system; and using a pre-established mapping relationship between coordinates 

within a first coordinate system and coordinates within a second coordinate system to calculate 

coordinates within the second coordinate system corresponding to the gesture information 

within the first coordinate system, and determining a display position of the biological 

characteristic information after the movement on the screen according to the coordinates within 

the second coordinate system. 	The first coordinate system can be a coordinate system of the 

biological characteristic information, and the second coordinate system can be a coordinate system of 

the screen. 

[0066] 	For example, when the user moves the user's head, the face gesture information may 

be changed. 	In accordance with the pre-established mapping relationship between the first 

coordinate system and the second coordinate system, the variable Ax, Ay may be determined 

using formulae (1) and (2). 	A display position of the face on the screen, which is variable, can 

be obtained using Ax, Ay and the coordinate origin. 

[0067] 	In addition, after the display position of the face on the screen is calculated in real 
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time, the face information may be displayed at the corresponding position according to the 

display information calculated in real time. 	In so doing, the user is able to move the face 

information to the target position in real time. 

[0068] 	Using the mapping relationship between the first coordinate system and the second 

coordinate system, the face gesture information may be mapped to the corresponding position 

on the screen. 

[0069] 	Optionally, the display position moves with the movement of the biological 

characteristic information by the user, wherein the movement of the biological characteristic 

information drives the display position to move; and judging whether the user is a living being 

according to a relationship between the display position and the target position comprises judging 

that the movement is successful when a distance between the display position and the target 

position is smaller than a second predetermined value, and if a number of times that the user 

successfully moves the biological characteristic information reaches a predetermined number of 

times, judging that the user is a living being. 

[0070] 	For example, when the user moves a head image, the terminal calculates in real time a 

corresponding display position after the movement, and calculates in real time a distance between 

the display position after the movement and the target position, until the distance between these two 

positions is smaller than the second predetermined value. When the distance between the two 

positions is smaller than the second predetermined value, it indicates that the movement is 

successful, and the number of successful times is set to 1. 	If the predetermined number of times is 

1, after one successful movement, it may be judged that the user is a living being. 

[0071] 	Alternatively, to further improve security, the number of times may be set to a number 

greater than 1. In this case, after one successful movement, the target position may be re-generated 

randomly, the user may be prompted to move the biological characteristic information according to 

the above described process, and the distance between the display position and the re-generated 

target position may be calculated in real time. When the distance between these two positions is 

smaller than the second predetermined value, it indicates that the movement is successful for a 

second time. If the predetermined number of times is 2, it may be judged that the user is a living 

being. It may be understood that if the predetermined number of times is greater than 2, the process 

13 



WO 2016/201016 PCT/US2016/036547 

may be repeated in accordance with whatever number is used as the predetermined number in order 

to determine if the number of successful movements by the user satisfies the predetermined number 

in order to judge whether the user is a living being. 

[0072] 	The second predetermined value may be the same as or different from the first 

predetermined value. 	In this embodiment, assuming that the second predetermined value is 

also w/2, and the distance between the display position after the movement and the target 

position is smaller than w/2, it may be determined that the detected user is a living being. 	In 

another aspect, it may be determined whether a face matching is successful. 

[0073] 	By calculating, in real time, the distance between the display position after the 

movement and the target position, it may be timely detected whether the liveness detection or 

the face matching is successful. 

[0074] 	In this embodiment, a determination can be made whether or not the user is a living 

being using a mapping of the biological characteristic information to the display position on the 

screen, and based on the relationship between the display position and the target position, such 

that during user identity authentication, only the biological characteristic information of a living 

being is verified, which improves security. 

[0075] 	FIG. 7 is a schematic flowchart illustrating an identity authentication method 

according to an embodiment of the present disclosure. The method may be performed by a 

terminal. 	The method comprises steps S71-S74. 

[0076] 	In S71, a terminal collects biological characteristic information of the user in response to 

receiving a user's identity authentication request. 

[0077] 	An identity authentication button on a login interface of the terminal may be clicked 

by the user to generate an identity authentication request. 

[0078] 	Upon receiving the identity authentication instruction generated by the user, the terminal 

may acquire such biological characteristic information as face information and the like. 	As 

discussed hereinabove, the biological characteristic information can be captured using a camera. 

[0079] 	In S72, it is judged whether the user is a living being according to the collected biological 

characteristic information. 
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[0080] 	In accordance with one or more embodiments, judging whether the user is a living being 

specifically comprises displaying the collected biological characteristic information of the user 

at an initial position on a screen of the terminal; determining a target position according to the 

initial position, and displaying the target position on the screen; prompting the user to move the 

biological characteristic information, such that a display position of the biological characteristic 

information on the screen moves from the initial position to the target position; and detecting 

the display position of the biological characteristic information on the screen after the 

movement, and judging whether the user is a living being according to a relationship between 

the display position and the target position. 

[0081] 	Liveness detection details found elsewhere in the disclosure, such as and without 

limitation liveness detection details provided in connection with one or more embodiments described 

hereinabove, are not repeated here in connection with FIG 7; however, such liveness detection details 

may also be applicable to the embodiment of FIG 7. 

[0082] 	In S73, if the user is a living being, the biological characteristic information of the 

user is sent to an authentication server. The biological characteristic information sent to the 

authentication server may be obtained by selecting from a plurality of pieces of biological 

characteristic information. 

[0083] 	Optionally and with reference to FIG. 	8, in another embodiment, the identity 

authentication method comprises steps S81-S84 and S74 shown in FIG. 8. 

[0084] 	In S81, upon receiving an identity authentication instruction of a user, a terminal collects 

biological characteristic information of the user. 

[0085] 	As illustrated above, after the terminal prompts the user to move, the user may move 

the user's head, and while the user is moving the user's head, the terminal may capture pictures 

of the face of the user in real time, so as to acquire a plurality of face pictures. 	The plurality 

of pictures of the user's face may be pictures of the user's face captured in real time by the 

terminal during the period between the prompt to move and confirmation of a successful face 

matching (that is, determination that the user is a living being). 

[0086] 	In S82, it is judged whether the user is a living being according to the collected biological 

-1- - -- ----' -'-' - 'rmati on. 
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[0087] 	Liveness detection details found elsewhere in the disclosure, such as and without 

limitation liveness detection details provided in connection with one or more embodiments described 

hereinabove, are not repeated here in connection with FIG 8; however, such liveness detection details 

may also be applicable to the embodiment of FIG 8. 

[0088] 	In S83, if the user is a living being, image frame quality of the collected biological 

characteristic information of the user is determined, and a first N image frames of the biological 

characteristic information that are ranked at the top in terms of image frame quality are selected 

from the 	collected 	biological 	characteristic 	information 	of the 	user; 	wherein N 	is 	a 

predetermined positive integer. 

[0089] 	Different measurement algorithms for estimating quality may be used in accordance 

with different biological characteristic information whose corresponding quality is to be estimated. 

Using face pictures as an example, the quality of the images may be measured according to gesture 

(whether the face faces to the front), light (whether the light on the face is sufficient), facial 

expression (whether there is any facial expression) and the like. 

[0090] 	A specific measurement algorithm may be defined according to actual needs. For 

example, weights may be assigned to the various parameters (the gesture, light and facial 

expression), and each parameter's value may be weighted by multiplying it by its respective weight. 

The image frame quality of each face picture can be determined to be the aggregate of the weighted 

parameter values, e.g., the values after the multiplication are added together to obtain the value of 

the image frame quality of each face picture. 	The face pictures can be ordered, e.g., in descending 

order, according to image frame quality, where each picture's image quality is an aggregate of the 

picture's weighted parameter values. 	A number, N, pictures can be selected based on the ordering, 

e.g., the descending order of the image frame quality values. 	By way of example and assuming 

that the value of N is 1, the picture at the top of the order, e.g., the picture with the maximum value, 

is selected. 

[0091] 	In S84, the selected first N image frames of the biological characteristic information 

that are ranked at the top in terms of image frame quality are sent to the authentication server. 

[0092] 	For example, after a face picture whose image frame quality is ranked at the first 

place is selected, the face picture is sent to the authentication server. 
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[0093] 	In S74, an identity authentication result sent by the authentication server is received, 

wherein the identity authentication result is sent after the authentication server compares the 

biological 	characteristic 	information 	with 	pre-stored 	biological 	characteristic 	information 

corresponding to the user. 

[0094] 	When sending face pictures, the terminal may also send user identifier information. 

The authentication server pre-stores a relationship between the user identifier information and 

the face pictures. Upon receiving the user identifier information and the face pictures sent by 

the terminal, the authentication server may acquire the pre-stored face pictures according to the 

user identifier information, and compare the received face pictures with the pre-stored face 

pictures to obtain an identity authentication result. 

[0095] 	A face picture comparison may be conducted using an existing algorithm, for example, 

a face comparison algorithm, which is based on deep learning, or a face comparison algorithm, 

which is based on a high dimensional feature. 

[0096] 	Upon acquiring the identity authentication result, the server may send the identity 

authentication result to the terminal. 	Upon receiving the identity authentication result, the 

terminal displays the result to the user. When the identity authentication is successful, the user 

is allowed to log in; otherwise, the user's login fails. 

[0097] 	In addition, if the terminal sends a plurality of pictures to the authentication server, 

the authentication server may compare the received pictures with the pre-stored pictures one by 

one. If one of the received pictures matches the pre-stored picture through comparison, it 

indicates that the authentication is successful. 

[0098] 	As provided above, a verification process can be performed after the user is 

determined to be a living being, e.g., after the display position and the target position are 

determined to match indicating that the user is a living being in connection with liveness 

detection. 

[0099] 	In another aspect and in accordance with at least one embodiment, when a 

determination is made that there is no living being, e.g., the display position and the target 

position do not satisfactorily match indicating the absence of a living being in connection with 

"------- A ---4-' --n, the terminal directly returns information ind'-"---  ---f 	t-_, :A.......—:- 
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authentication to the user, with no need to attain verification from the authentication server. 

[00100] 	In this embodiment, liveness detection is performed before identity authentication, and 

when the user is a living being, further verification is conducted, which prevents spoofing of 

verification information in the form of photos and the like, and thus improves security during the 

authentication. 

[00101] 	FIG. 9 is a schematic structural diagram illustrating a liveness detection device 90 

according to an embodiment of the present disclosure. The device may be configured on a 

terminal, such as a mobile phone or the like. The device 90 comprises: a first displaying module 

91, a second displaying module 92, a prompting module 93, and a judging module 94. 

[00102] 	The first displaying module 91 is configured to collect biological characteristic 

information of a user, and display the biological characteristic information at an initial position 

on a screen of a terminal. 

[00103] 	In this embodiment, a case in which the biological characteristic information is face 

information is used as an example. It may be understood that the biological characteristic information 

is not limited to face information, and may also be fingerprints, palm prints, irises or the like. 

[00104] 	In this embodiment, using face gesture information as an example, the face gesture 

information is indicated by pitch, roll and yaw, wherein pitch denotes an angle of pitch, roll 

denotes an angle of rotation, and yaw denotes an angle of oscillation. 

[00105] 	For example and with reference to FIG. 2, the coordinates system in which the face is 

located may be referred to as a first coordinates system, which is a three-dimensional coordinate 

system. 	Assume that the head of a person is taken as a three-dimensional sphere, then the 

central point of the sphere may be selected as the coordinate origin of the first coordinate system. 

The three coordinate axis of the first coordinate system are respectively X-axis, Y-axis and Z-axis, 

wherein the positive direction of X-axis is horizontally to the right, the positive direction of 

Y-axis is vertically upward, and the positive direction of Z-axis is the direction in which human 

eyes are looking forward. Within the first coordinate system as illustrated in FIG 2, when the face 

faces the front horizontally, the pitch, roll and yaw in the face gesture information are all 0 

degrees. 

Tally, displaying the biological characteristic info 
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a screen of a terminal by the first displaying module 91 comprises determining a key region of the 

collected biological characteristic information of the user, detecting the feast region from the face 

pictures using a face detection algorithm, determining a face region as a key region, estimating a 

three-dimensional sphere corresponding to a person's head using the face key points and a 

three-dimensional head modeling algorithm, coordinate mapping is performed according to the initial 

gesture, and the biological characteristic information is mapped to the initial position on the screen of 

the terminal. 

[00107] 	Using a case in which the biological characteristic information is face information as 

an example, a camera of the terminal may be used to pick up pictures of the user's face to obtain 

face pictures. 	For example, when the user enters a login interface that uses face information, 

the system automatically captures, or prompts the user to manually capture a number of face 

pictures. 

[00108] 	Afterwards, a face region is detected from the face pictures using a face detection 

algorithm. 	The face detection algorithm may be an existing algorithm, such as and for example, a 

face detection algorithm based on a cascade classifier comprising a plurality of functions connected 

in a series. 	Assume for the sake of an example that the cascade classifier comprises a first 

function, a second function and the like, some of the pictures are eliminated by the first function, 

with the remaining images not eliminated by the first function being evaluated using the second 

function, which can eliminate some of the remaining pictures, and so on. 	Using a cascade 

classifier comprising a plurality of functions connected in a series, images that do not include an 

image of a face are eliminated and the remaining images include a facial image. 	It may be 

understood that a conventional cascade classifier can be used in connection with embodiments of 

the present disclosure. 

[00109] 	After a face region is detected, the face region is identified as the key region. An 

initial gesture of the biological characteristic information is obtained via calculation using 

biological characteristic information within the key region. 

[00110] 	Face gesture estimation is performed with respect to the face region to acquire the 

initial gesture of the face, wherein the initial gesture comprises an initial value of the following 

at least one angle of a pitch, a roll and a yaw. 
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[00111] 	After the face region is detected, key points in the face region may be obtained using a 

face key point positioning algorithm. 	Key points of a face are characteristic points of the face, 

such as eyes, a nose, a mouth, and the like. 	The face key point positioning algorithm can use a 

method of machine learning comprising a training stage and a positioning stage. 	In the training 

stage, a regression machine is trained to estimate face key point coordinates using a training data set 

of face key point coordinates and corresponding face pictures. In the positioning stage, face key 

point coordinates are estimated from input face pictures using the trained regression machine. 

Any suitable face key point positioning algorithm may be used with embodiments of the present 

disclosure. 

[00112] 	After face key points are positioned, a three-dimensional sphere corresponding to a 

person's head is estimated using the face key points and a three-dimensional head modeling 

algorithm. Any suitable three-dimensional modeling algorithm may be used with embodiments of 

the present disclosure. For example, a three-dimensional modeling based on a single picture, a 

real-time three-dimensional modeling and the like may be used with embodiments of the present 

disclosure. After the three-dimensional sphere is estimated, an angle of rotation relative to the 

X-axis is a pitch, an angle of rotation relative to the Y-axis is a yaw, and an angle of rotation 

relative to the Z-axis is a roll. 	Initial gesture information is thereby obtained. 

[00113] 	Coordinate mapping is performed according to the initial gesture information, and the 

biological characteristic information is mapped to the initial position on the screen of the terminal. 

[00114] 	Optionally, the coordinate mapping is performed according to the initial gesture 

information, and the mapping of the biological characteristic information to the initial position on the 

screen of the terminal by the first displaying module 91 comprises acquiring a mapping 

relationship between coordinates within a first coordinate system and coordinates within a second 

coordinate system, wherein the first coordinate system is a coordinate system where the 

biological characteristic information is located, and the second coordinate system is a coordinate 

system where the screen is located, determining coordinates of the initial position corresponding 

to the initial gesture according to the mapping relationship; and mapping the biological 

characteristic information to the initial position according to the coordinates of the initial 

position. 
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[00115] 	Both the initial position and the display position after the subsequent movement of the 

biological 	characteristic 	information 	may 	be 	obtained 	from 	a 	pre-established 	mapping 

relationship between the first coordinate system and the second coordinate system, wherein the 

first coordinate system is a coordinate system where the biological characteristic information is 

located, as illustrated in FIG 2, and the second coordinate system is a coordinate system where 

the screen is located. 

[00116] 	Referring to FIG. 4, the second coordinate system is a two-dimensional coordinate 

system. 	Using a case in which the terminal is a mobile phone as an example, the coordinate 

origin of the second coordinate system is a central, or center, point of the screen of the mobile 

phone, the two coordinate axes of the second coordinate system are respectively an X-axis and a 

Y-axis. 	The direction of X-axis is consistent with the direction of X-axis in the first coordinate 

system, and the positive direction of Y-axis is vertically downward. 

[00117] 	In this embodiment, two angles of the above described three angles are used. 	In the 

two coordinate systems illustrated in FIG 2 and FIG. 4, the mapping relationship between the two 

coordinate systems may be represented using the following formulae: 

[00118] 	Ax = Sx  x sin(yaw) , Ay = Sy  x sin(pitch) ; 	 Formulae (1) 

[00119] 	In formulae (1), yaw and pitch are from the gesture information of the face 

information in the first coordinate system. 	Yaw and pitch are, respectively, an angle of 

oscillation and an angle of pitch. 	The variables Ax, Ay 	are offsets of the display position of 

the face information on the screen relative to the coordinate origin of the second coordinate 

system. 

[00120] 	The values of Sx, Sy  are determined by a variation range of the face gesture angle and 

the height of the screen. 	The values of Sx, Sy  can be obtained using the following formulae, 

where a screen's width and height of the screen are respectively w and h, and the coordinate origin of 

the coordinate system of the screen is (w/2, h/2), which is the central position of the screen, a 

variation range of the angle of pitch of the face is [—s, +0] and a variation range of the angle of 

oscillation is [-13, +[] 	The values of 0,13 are configurable, which, in accordance with at least 
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one embodiment, the values may be configured to be set to 45 degrees, e.g., e =13 = 45°  . 

, 	w 
[00121] 	Sx  = sin(13) x — , Sy = sin(0) x —

h 	
Formulae (2) 

[00122] 	Using formulae (1) and (2), a corresponding display position (4x, 4y) may be 

obtained from gesture information, e.g., yaw, pitch gesture information, and thus the position 

information (Ox  + Ax,0y + Ay) corresponding to the status information may be obtained 

according to the coordinate origin ( Ox,Oy  ) of the second coordinate system. 

[00123] 	For example, after an initial position is determined, the face information may be 

displayed at the initial position. 

[00124] 	It may be understood that the above described manner of selecting a coordinate 

origin, and the selections of the directions of various coordinate axes in the coordinate system 

are not limited to the above description. 	Instead, other coordinate origins or coordinate axes 

in other directions may be used. 	Correspondingly, when the coordinate origin or the direction 

of a coordinate axis changes, the above calculation formulae may be adjusted according to a 

spatial geometrical relationship between the two coordinate systems. 

[00125] 	The second displaying module 92 is configured to determine a target position 

according to the initial position, and display the target position on the screen. 	The target 

position may be generated randomly. Generating the target position randomly reduces the 

probability that the target position can be predicted, and improve accuracy of liveness detection. 

[00126] 	Optionally, determining a target position, by the generating module 92, according to an 

initial position comprises randomly generating a candidate target position; judging whether the 

candidate target position and the initial position satisfy a predetermined condition; and when 

the predetermined condition is satisfied, determining the candidate target position as the target 

position. 	For example, the coordinate values in the X and Y directions can be randomly 

generated using a random coordinate value generator algorithm, and the candidate target 

position is defined by the randomly generated coordinate values in the X and Y directions. 

[00127] 	Optionally, judging whether the candidate target position and the initial position 
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satisfy a predetermined condition by the generating module comprises calculating a distance 

between the candidate target position and the initial position; judging whether the distance is 

smaller than a first predetermined value; if the distance is smaller than the first predetermined 

value, re-generating a candidate target position until the distance is greater than or equal to the 

first predetermined value; 	and when the distance is greater than or equal to the first 

predetermined value, judging that the candidate target position and the initial position satisfy the 

predetermined condition. 

[00128] 	Since the candidate target position and the initial position may each be indicated by 

a point within the second coordinate system, the distance between the candidate target position 

and the initial position may be obtained by calculating the distance between the two points in a 

two-dimensional plane. 

[00129] 	The first predetermined value may be, for example, w/2, and a judgment result may be 

obtained by comparing the distance with w/2. 

[00130] 	When generating module 92 determines that the predetermined condition is satisfied, 

the candidate target position is identified as the target position. 	For example, the candidate 

target position with the distance greater than or equal to the first predetermined value is 

determined to be the target position that is to be used. 

[00131] 	The prompting module 93 is configured to prompt the user to move the biological 

characteristic information, e.g., the display position of the biological characteristic information 

on the screen moves from the initial position to the target position. 

[00132] 	After the target position is determined, the terminal may 	display prompting 

information to the user. 	The prompting information is used to prompt the user to move the 

face information displayed at the current display position to the target position. 

[00133] 	After viewing the prompting information, the user may move the displayed image, 

the image of a face or head, and the display position of the displayed can be continuously 

moved on the screen in response to the user's input. 

[00134] 	In this embodiment, by selecting the target position where a distance between the 

target position and the initial position is greater than a predetermined value, the target position is 

m the initial position in terms of position, whicl 
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move the biological characteristic, such as an image of the user's face or head. 

[00135] 	FIG 6 illustrates the relationship between the target position and the initial position 

using a face image as an example. 

[00136] 	The judging module 93 of FIG 9 is configured to detect the display position of the 

biological characteristic information on the screen after the movement, and judge whether the 

user is a living being according to a relationship between the display position and the target 

position. 

[00137] 	As described above, the display position of the biological characteristic information 

after the biological characteristic is moved on the screen by the user may be obtained using a 

method similar to the method for calculating the initial position. 

[00138] 	Optionally, calculating the display position of the biological characteristic information 

after the movement on the screen by the judging module 93 comprises acquiring gesture 

information of the biological characteristic information after the movement within a first coordinate 

system; and using a pre-established mapping relationship between coordinates within a first 

coordinate system and coordinates within a second coordinate system to calculate coordinates 

within the second coordinate system corresponding to the gesture information within the first 

coordinate 	system, 	and 	determining 	a display 	position 	of the 	biological 	characteristic 

information after the movement on the screen according to the coordinates within the second 

coordinate system. 	The first coordinate system can be a coordinate system of the biological 

characteristic information, and the second coordinate system can be a coordinate system of the screen. 

[00139] 	For example, when the user moves the user's head, the face gesture information may 

be changed. 	In accordance with the pre-established mapping relationship between the first 

coordinate system and the second coordinate system, the variable Ax, Ay may be determined 

using formulae (1) and (2). 	A display position of the face on the screen, which is variable, can 

be obtained using Ax, Ay and the coordinate origin. 

[00140] 	In addition, after the display position of the face on the screen is calculated in real 

time, the face information may be displayed at the corresponding position according to the 

display information calculated in real time. 	In so doing, the user is able to move the face 
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information to the target position in real time. 

[00141] 	Using the mapping relationship between the first coordinate system and the second 

coordinate system, the face gesture information may be mapped to the corresponding position 

on the screen. 

[00142] 	Optionally, the display position moves with the movement of the biological 

characteristic information by the user, wherein the movement of the biological characteristic 

information drives the display position to move; and judging whether the user is a living being 

according to a relationship between the display position and the target position comprises judging 

that the movement is successful when a distance between the display position and the target 

position is smaller than a second predetermined value, and if a number of times that the user 

successfully moves the biological characteristic information reaches a predetermined number of 

times, judging that the user is a living being. 

[00143] 	For example, when the user moves a head image, the terminal calculates in real time a 

corresponding display position after the movement, and calculates in real time a distance between 

the display position after the movement and the target position, until the distance between these two 

positions is smaller than the second predetermined value. When the distance between the two 

positions is smaller than the second predetermined value, it indicates that the movement is 

successful, and the number of successful times is set to 1. 	If the predetermined number of times is 

1, after one successful movement, it may be judged that the user is a living being. 

[00144] 	Alternatively, to further improve security, the number of times may be set to a number 

greater than 1. In this case, after one successful movement, the target position may be re-generated 

randomly, the user may be prompted to move the biological characteristic information according to 

the above described process, and the distance between the display position and the re-generated 

target position may be calculated in real time. When the distance between these two positions is 

smaller than the second predetermined value, it indicates that the movement is successful for a 

second time. If the predetermined number of times is 2, it may be judged that the user is a living 

being. It may be understood that if the predetermined number of times is greater than 2, the process 

may be repeated in accordance with whatever number is used as the predetermined number in order 

to determine if the number of successful movements by the user satisfies the predetermined number 
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in order to judge whether the user is a living being. 

[00145] 	The second predetermined value may be the same as or different from the first 

predetermined value. 	In this embodiment, assuming that the second predetermined value is 

also w/2, and the distance between the display position after the movement and the target 

position is smaller than w/2, it may be determined that the detected user is a living being. 	In 

another aspect, it may be determined whether a face matching is successful. 

[00146] 	By calculating, in real time, the distance between the display position after the 

movement and the target position, it may be timely detected whether the liveness detection or 

the face matching is successful. 

[00147] 	In this embodiment, a determination can be made whether or not the user is a living 

being using a mapping of the biological characteristic information to the display position on the 

screen, and based on the relationship between the display position and the target position, such 

that during user identity authentication, only the biological characteristic information of a living 

being is verified, which improves security. 

[00148] 	FIG. 10 is a schematic structural diagram illustrating an identity authentication device 

100 according to an embodiment of the present disclosure. The device may be configured on a 

terminal, such as a mobile phone or the like. The device comprises: an acquiring module 101, a 

judging module 102, a sending module 103, and a receiving module 104. 

[00149] 	The acquiring module 101 is configured to, upon receiving a user's identity authentication 

request, collect biological characteristic information of the user. 	When the user wishes to invoke 

identity authentication, an identity authentication button on a login interface of the terminal 

may be clicked to generate an identity authentication request. 	Upon receiving the identity 

authentication request generated by the user, the terminal may acquire such biological characteristic 

information as face information and the like. 

[00150] 	The judging module 102 is configured to judge whether the user is a living being 

according to the collected biological characteristic information. 

[00151] 	The judging module 102 is configured to display the collected biological characteristic 

information of the user at an initial position on a screen of the terminal; determine a target 

g to the initial position, and display the target po 
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user to move the biological characteristic information, such that a display position of the 

biological characteristic information on the screen moves from the initial position to the target 

position; and detect the display position of the biological characteristic information on the 

screen after the movement, and judge whether the user is a living being according to a 

relationship between the display position and the target position. 

[00152] 	Liveness detection details found elsewhere in the disclosure, such as and without 

limitation liveness detection details provided in connection with one or more embodiments described 

hereinabove, may also be applicable to the embodiment of FIG 10. 

[00153] 	The 	sending 	module 	103 	is 	configured to 	send the 	biological 	characteristic 

information of the user to an authentication server if the judging module judges that the user is a 

living being. 	The biological characteristic information sent to the authentication server may be 

obtained by selecting from a plurality of pieces of biological characteristic information. 

[00154] 	Optionally, the sending module 103 may be configured to determine image frame quality 

of the collected biological characteristic information of the user, and select, from the collected 

biological characteristic information of the user, a first N image frames of the biological characteristic 

information that are ranked at the top in terms of image frame quality; wherein N is a predetermined 

positive integer; and send the selected first N image frames of the biological characteristic 

information that are ranked at the top in terms of image frame quality to the authentication server. 

[00155] 	As illustrated above, after the terminal prompts the user to move, the user may move 

the head, and during the process of moving the head by the user, the terminal may pick up 

pictures for the face of the user in real time, so as to acquire a plurality of face pictures. The 

plurality of face pictures may be face pictures picked up in real time by the terminal for the user 

during the period between the prompt to move and confirmation of successful face matching 

(that is, determination that the user is a living being). 

[00156] 	Afterwards, liveness detection may be performed, wherein the acquisition of a plurality of 

pieces of biological characteristic information and the process of the liveness detection may be 

referenced to the above relevant embodiments, which are thus not described herein any further. 

[00157] 	Different measurement algorithms for estimating quality may be used in accordance 

---" '"-------- 'logical characteristic information whose correspo--"----1'-  '- — 1-- ---'-----1  
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Using face pictures as an example, the quality of the images may be measured according to gesture 

(whether the face faces to the front), light (whether the light on the face is sufficient), facial 

expression (whether there is any facial expression) and the like. 

[00158] 	A specific measurement algorithm may be defined according to actual needs. For 

example, weights may be assigned to the various parameters (the gesture, light and facial 

expression), and each parameter's value may be weighted by multiplying it by its respective weight. 

The image frame quality of each face picture can be determined to be the aggregate of the weighted 

parameter values, e.g., the values after the multiplication are added together to obtain the value of 

the image frame quality of each face picture. 	The face pictures can be ordered, e.g., in descending 

order, according to image frame quality, where each picture's image quality is an aggregate of the 

picture's weighted parameter values. 	A number, N, pictures can be selected based on the ordering, 

e.g., the descending order of the image frame quality values. 	By way of example and assuming 

that the value of N is 1, the picture at the top of the order, e.g., the picture with the maximum value, 

is selected. 	For example, after a face picture whose image frame quality is ranked in first place 

is selected, the face picture is sent to the authentication server. 

[00159] 	The receiving module 104 is configured to receive an identity authentication result 

sent by the authentication server, the identity authentication result being sent after the 

authentication server compares the biological 	characteristic information with pre-stored 

biological characteristic information corresponding to the user. 

[00160] 	When sending face pictures, the terminal may also send user identifier information. 

The authentication server pre-stores a relationship between the user identifier information and 

the face pictures. Upon receiving the user identifier information and the face pictures sent by 

the terminal, the authentication server may acquire the pre-stored face pictures according to the 

user identifier information, and compare the received face pictures with the pre-stored face 

pictures to obtain an identity authentication result. 

[00161] 	A face picture comparison may be conducted using the existing algorithm, for 

example, a face comparison algorithm based on deep learning, or a face comparison algorithm 

based on a high dimensional feature. 

[00162] 	Upon acquiring the identity authentication result, the server may send the identity 
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authentication result to the terminal. 	Upon receiving the identity authentication result, the 

terminal displays the result to the user. When the identity authentication is successful, the user 

is allowed to log in; otherwise, the user's login fails. 

[00163] 	In addition, if the terminal sends a plurality of pictures to the authentication server, 

the authentication server may compare the received pictures with the pre-stored pictures one by 

one. If one of the received pictures matches the pre-stored picture through comparison, it 

indicates that the authentication is successful. 

[00164] 	As provided above, a verification process can be performed after the user is 

determined to be a living being, e.g., after the display position and the target position are 

determined to match indicating that the user is a living being in connection with liveness 

detection. 

[00165] 	In another aspect and in accordance with at least one embodiment, when a 

determination is made that there is no living being, e.g., the display position and the target 

position do not satisfactorily match indicating the absence of a living being in connection with 

liveness detection, the terminal directly returns information indicative of unsuccessful identity 

authentication to the user, with no need to attain verification from the authentication server. 

[00166] 	In this embodiment, liveness detection is performed before identity authentication, and 

when the user is a living being, further verification is conducted, which prevents spoofing of 

verification information in the form of photos and the like, and thus improves security during the 

authentication. 

[00167] 	It should be noted that terms such as "a first", "a second", and the like are merely used for 

illustration purposes in the present disclosure, and shall not be understood as indicating or implying 

relative importance. In addition and in the present disclosure, the meaning of "multiple" or "a 

plurality of refers to at least two unless otherwise specified. 

[00168] 	Any process or method description illustrated in the flowcharts or described herein in 

any manner may be understood as including one or a plurality of modules, segments or portions of 

code comprising executable instructions for implementing specific logic functions or steps in the 

processes. In addition, the scope of the preferred embodiments of the present disclosure covers 

----"- '----1------Itions. The implementation of the functions or :-"------ ----- " "'"- ' 
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illustrated or discussed sequence; however, the functions may be implemented in a substantially 

simultaneous manner or in a contrary sequence, which shall be understood by a person skilled in 

the art according to the embodiments of the present disclosure. 

[00169] 	It should be understood that each part of the present disclosure may be implemented using 

hardware, software, firmware or a combination thereof. In the above embodiments, the multiple steps 

or methods may be implemented using software or firmware which is stored in a memory and 

executed by a suitable instruction execution system. For example, if the multiple steps or methods are 

implemented using hardware, similar to another embodiment, the steps or methods may be 

implemented using any one or a combination of the following technologies that are commonly known 

in the art: a discrete logic circuit of a logic gate circuit configured to implement a logic function in 

accordance 	with 	data 	signals, 	an 	application 	specific 	integrated 	circuit having 	a 	suitable 

combinational logic gate, a programmable gate array (PGA), a field-programmable gate array 

(FPGA), and the like. 

[00170] 	Persons of ordinary skill in the art understand that all or part of the steps of the 

methods in the embodiments may be implemented by a program instructing relevant hardware. 

The program may be stored in a computer readable storage medium. When the program runs, 

one of the steps or a combination of them is included in the method embodiments. 

[00171] 	In addition, various function units 	according to embodiments 	of the present 

disclosure may be integrated in a processing module, or may each be independent, physical 

units; alternatively, two or more units may be integrated in a module. The above integrated 

module may be implemented using hardware, and may also be implemented using a software 

function module. If the integrated module is implemented using the software function module, 

and is sold or used as an independent product, the integrated module may also be stored in a 

computer readable storage medium. 

[00172] 	The above mentioned storage medium may be a read only memory, a magnetic disk, a 

compact disc-read only memory or the like. 

[00173] 	In the 	description 	of the present specification, 	reference terms 	such as 	"an 

embodiment", "some embodiments", "examples", "specific examples", "some examples", or the 

like are intended to indicate that the specific features, structures, materials, or characteristics 

30 



WO 2016/201016 PCT/US2016/036547 

which are described in combination with the embodiments or examples are comprised in at least 

one embodiment or example of the present disclosure. 	In this specification, schematic 

expressions of the above terms do not necessarily indicate the same embodiments or examples. 

In addition, the described specific features, structures, materials, or characteristics may be 

combined in any one or multiple embodiments or examples in a suitable way. 

[00174] 	Although the above description illustrates embodiments of the present disclosure, it can 

be understood that the embodiments are merely exemplary, and shall not be construed as limitations 

to the present disclosure. Persons of ordinary skill in the art may derive variations, modifications, 

and replacements to the above embodiments within the scope of the present disclosure. 
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CLAIMS: 

1. A method comprising: 

collecting, by a computing device, biological characteristic information of a user; 

displaying, by the computing device, the collected biological characteristic information at 

an initial position on a screen of the computing device; 

determining, by the computing device, a target position using the initial position, and 

displaying the target position on the screen; 

prompting, by the computing device, the user to move the user's biological characteristic 

information to cause the displayed biological characteristic to move from the initial position on 

the screen to the target positon on the screen; 

detecting, by the computing device, the user's biological characteristic information 

movement, and determining the display position of the displayed biological characteristic 

information using the detected user's movement; and 

judging, by the computing device, whether the user is a living being using a relationship 

between the determined display position and the target position. 

2. The method of claim 1, displaying the collected biological characteristic information at an 

initial position on a screen of the computing device comprising: 

determining, by the computing device, a key region of the collected biological characteristic 

information of the user; 

obtaining, by the computing device and using collected biological characteristic information 

within the key region, an initial gesture of the collected biological characteristic information; and 

performing, by the computing device, a coordinate mapping using the initial gesture, and 

mapping the collected biological characteristic information to the initial position on the screen 

of the computing device. 

3. The method of claim 2, performing coordinate mapping using the initial gesture and 

mapping the collected biological characteristic information to the initial position on the screen 

of the computing device comprising: 

, by the computing device, a mapping relationshi 
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coordinate system and coordinates of a second coordinate system, the first coordinate system 

for use with the biological characteristic information of the user, and the second coordinate 

system for use with the computing device's screen; 

determining coordinates of the initial position corresponding to the initial gesture using 

the mapping relationship; and 

mapping the at least a portion of the collected biological characteristic information to 

the initial position using the coordinates of the initial position. 

4. The method of claim 1, determining a target position using the initial position further 

comprising: 

randomly generating, by the computing device, a candidate target position; 

judging, by the computing device, whether the candidate target position and the initial 

position satisfy a predetermined condition; and 

when the predetermined condition is satisfied, using the candidate target position as the 

target position. 

5. The method of claim 4, judging whether the candidate target position and the initial 

position satisfy a predetermined condition comprising: 

calculating, by the computing device, a distance between the candidate target position and 

the initial position; 

judging, by the computing device, 	whether the 	distance is 	smaller than 	a first 

predetermined value; 

if the distance is smaller than the first predetermined value, re-generating, by the 

computing device, a candidate target position until the distance is greater than or equal to the 

first predetermined value; and 

when the distance is greater than or equal to the first predetermined value, judging, by the 

computing device, that the candidate target position and the initial position satisfy 	the 

predetermined condition. 

6. The method of claim 1, judging whether the user is a living being using a relationship 
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between the display position and the target position comprising: 

when a distance between the display position and the target position is smaller than a 

second predetermined value, judging that the user successfully moved the displayed biological 

characteristic; 

if a number of times that the user is judged to have successfully moved the displayed 

biological characteristic reaches a predetermined number of times, judging that the user is a 

living being. 

7. The method of claim 1, determining the display position of the displayed biological 

characteristic information using the detected user's movement comprising: 

acquiring gesture information of the biological characteristic information's movement by the 

user in response to detecting the user's movement, the gesture information being in a first coordinate 

system; 

using a pre-established mapping relationship between coordinates within the first 

coordinate system and coordinates within a second coordinate system to calculate coordinates 

within the second coordinate system corresponding to the gesture information in the first 

coordinate system; and 

determining the display position on the screen of the displayed biological characteristic 

information using the calculated coordinates in the second coordinate system, the first coordinate 

system is a coordinate system for use with the user's biological characteristic information, and the 

second coordinate system is a coordinate system for use with the screen. 

8. The method of claim 1, the user's biological characteristic information is face information. 

9. A method comprising: 

upon receiving an identity authentication instruction of a user, a computing device collecting 

biological characteristic information of the user; 

judging, by the computing device, whether the user is a living being according to the 

collected biological characteristic information; 

if the user is judged to be a living being, the computing device sending the collected 
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biological characteristic information of the user to an authentication server; 

receiving, by the computing device and from the authentication server, an identity 

authentication result of a comparison of the collected biological characteristic information with 

prestored biological characteristic information corresponding to the user; 

the judging, by the computing device, whether the user is a living being comprising: 

displaying at least a portion of the collected biological characteristic information 

at an initial position on a screen of the computing device; 

determining a target position using the initial position, and displaying the target 

position on the screen; 

prompting the user to move the user's biological characteristic information to 

cause the displayed biological characteristic to move from the initial position on the 

screen to the target positon on the screen; 

detecting 	the 	user's 	biological 	characteristic 	information 	movement, 	and 

determining the display position of the displayed biological characteristic information 

using the detected user's movement; and 

judging whether the user is a living being using a relationship between the 

determined display position and the target position. 

10. 	The method of claim 9, the sending the collected biological characteristic information of the 

user to an authentication server comprising: 

determining, by the computing device, an image frame quality of the collected 

biological characteristic information of the user; 

selecting, by the computing device and from the collected biological characteristic 

information of the user, a number of image frames of the collected biological characteristic 

information ranked at a top in terms of image frame quality, the number being a predetermined 

positive integer; and 

sending, by the computing device, the selected number of image frames of the collected 

biological characteristic information ranked at the top in terms of image frame quality to the 

authentication server. 
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11. A device, comprising: 

a first displaying module collecting biological characteristic information of a user, and 

displaying the collected biological characteristic information at an initial position on a screen of a 

computing device; 

a second displaying module determining a target position using the initial position, and 

displaying the target position on the screen; 

a prompting module prompting the user to move the user's biological characteristic 

information to cause the displayed biological characteristic to move from the initial position on 

the screen to the target positon on the screen; and 

a judging module detecting the user's biological characteristic information movement, 

determining the display position of the displayed biological characteristic information using the 

detected user's movement, and judging whether the user is a living being using a relationship 

between the determined display position and the target position. 

12. The 	device 	of claim 	11, 	the 	first 	displaying 	module 	displaying 	the 	biological 

characteristic information at an initial position on a screen of a computing device by 

comprising: 

the first displaying module determining a key region of the collected biological characteristic 

information of the user; 

the first displaying module obtaining, via calculation and using biological characteristic 

information within the key region, an initial gesture of the collected biological characteristic 

information; and 

the first displaying module performing a coordinate mapping using the initial gesture, 

and mapping the collected biological characteristic information to the initial position on the 

screen of the computing device. 

13. The device of claim 12, the first displaying module performing coordinate mapping using the 

initial gesture and mapping the biological characteristic information to the initial position on the 

screen of the computing device comprising: 

the first displaying module acquiring a mapping relationship between coordinates of a 
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first coordinate system and coordinates of a second coordinate system, the first coordinate 

system for use with the biological characteristic information of the user, and the second 

coordinate system for use with the computing device's screen; 

the first displaying module determining coordinates of the initial position corresponding 

to the initial gesture using the mapping relationship; and 

the first displaying module mapping the at least a portion of the collected biological 

characteristic information to the initial position using the coordinates of the initial position. 

14. The device of claim 11, the second displaying module determining a target position 

using the initial position further comprising: 

the second displaying module randomly generating a candidate target position; 

the second displaying module judging whether the candidate target position and the 

initial position satisfy a predetermined condition; and 

the second displaying module, when the predetermined condition is satisfied, using the 

candidate target position as the target position. 

15. The device of claim 14, the second displaying module judging whether the candidate 

target position and the initial position satisfy a predetermined condition comprising: 

the second displaying module calculating a distance between the candidate target position 

and the initial position; 

the second displaying module judging whether the distance is smaller than a first 

predetermined value; 

the second displaying module, if the distance is smaller than the first predetermined value, 

re-generating a candidate target position until the distance is greater than or equal to the first 

predetermined value; and 

the second displaying module, when the distance is greater than or equal to the first 

predetermined value, judging that the candidate target position and the initial position satisfy the 

predetermined condition. 

16. The device of claim 11, the judging module judging whether the user is a living being 
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using a relationship between the display position and the target position comprising: 

the judging module, when a distance between the display position and the target position 

is smaller than a second predetermined value, judging that the movement is successful; and 

the judging module, if the number of times of successful movement reaches a 

predetermined number of times, judging that the user is a living being. 

17. The device of claim 11, the judging module determining the display position of the 

displayed biological characteristic information using the detected user's movement comprising: 

the judging 	module 	acquiring 	gesture 	information 	of the 	biological 	characteristic 

information's movement by the user in response to detecting the user's movement, the gesture 

information being in a first coordinate system; 

the judging module using a pre-established mapping relationship between coordinates 

within the first coordinate system and coordinates within a second coordinate system to 

calculate coordinates within the second coordinate system corresponding to the gesture 

information in the first coordinate system; and 

the judging module determining the display position on the screen of the displayed 

biological characteristic information using the calculated coordinates in the second coordinate 

system, the first coordinate system is a coordinate system for use with the user's biological 

characteristic information, and the second coordinate system is a coordinate system for use with the 

screen. 

18. A device, comprising: 

an acquiring module, upon receiving an identity authentication instruction of a user, 

collecting biological characteristic information of the user; 

a judging module judging whether the user is a living being according to the collected 

biological characteristic information; 

a sending module, if the judging module judges that the user is a living being, sending the 

collected biological characteristic information of the user to an authentication server; 

a receiving module receiving, from the authentication server, an identity authentication result 

of a comparison of the collected biological characteristic information with prestored biological 
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characteristic information corresponding to the user; 

the judging module judging whether the user is a living being according to the collected 

biological characteristic information comprising: 

the judging module displaying at least a portion of the collected biological characteristic 

information at an initial position on a screen of the computing device; 

the judging module determining a target position using the initial position, and displaying the 

target position on the screen; 

the judging module prompting the user to move the user's biological characteristic 

information to cause the displayed biological characteristic to move from the initial position on 

the screen to the target positon on the screen; 

the judging module detecting the user's biological characteristic information movement, 

and determining the display position of the displayed biological characteristic information 

using the detected user's movement; and 

the judging module judging whether the user is a living being using a relationship 

between the determined display position and the target position. 

19. 	The device according to claim 18, the sending module sending the collected biological 

characteristic information of the user to an authentication server comprising: 

the sending module determining an image frame quality of the collected biological 

characteristic information of the user; 

the sending module selecting, from the collected biological characteristic information of 

the user, a number of image frames of the collected biological characteristic information ranked 

at a top in terms of image frame quality, the number being a predetermined positive integer; and 

the sending module sending the selected number of image frames of the collected 

biological characteristic information ranked at the top in terms of image frame quality to the 

authentication server. 
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