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[ 0001] Thewpnrepanis3di scl osure rel ates generally to net workTEPIOMUNENSS i ONS
and, nore particularly, to nethods and apparatus to present network
capabilities available via wirel ess networks. BACKGROUND [ 0002] Wr el ess
net wor k depl oynents, such as wreless |ocal area networks (W.ANs), allow
wireless termnals to access network and Internet services when wthin

pr oxi m METG{OMB N2 2P PARAING &6t FRESENT NEITVORKICroRAeBIULITH e4 ¥ AdbARDEK S .

D fferent WLANs provi de di f VHASWIRBIESHONET®PRKS| i ties for wrel ess
clients. Such network capabilities may include access to particul ar
subscription service provider (SSP) networks, roam ng agreenents to allow
connections fromwrel ess clj i ate .t.h different SSPs,

aut henti cation capabilities ]ﬁﬁiﬁﬁﬁﬁggg@gékgsﬁ%hnunications support for
ener gency.servi ces, port far particular types of nulti -rredl a access
(e.g., Oé?ébl 0 JﬁEPEfFe'\hdbfé'@S‘gFFf‘éétﬁ% gAYy nrSaaT R mIRtEcaionyHi B s upport f or
ot her types of network services. If a wireless client joins a WLAN t hat
does nBtlipHey. demathedy AidaRPYAtuAER RIGTIRT eijyark qapabylitiestaaailgbiceriaydrelehs ent

cannot use such capability while associated with that W.AN.
networks.

BACKGROUND
[0002] Wireless network deployments, such as wireless local area networks (WLANSs), allow
wireless terminals to access network and Internet services when within proximity of wireless
communication signals of those wireless networks. Different WLANs provide different network
capabilities for wireless clients. Such network capabilities may include access to particular
subscription service provider (SSP) networks, roaming agreements to allow connections from
wireless clients associated with different SSPs, authentication capabilities to enable secure
communications, support for emergency services, support for particular types of multi-media
access (e.g., audio and/or video streaming, downloading, etc.), and/or support for other types of
network services. If a wireless client joins a WLAN that does not provide a particular network

capability, the wireless client cannot use such capability while associated with that WL AN.
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WO 2012/ 041533PCT/ EP2011/ 052159 BRI EF DESCRI PTI ON OF THE DRAW NGS
[0O003]FIG 1 depicts an exanpl e comruni cation network in which a wrel ess
term nal weyoroamssi cate with a plurality of wrel ess | @calErasiamas1ies wor ks.
[0004] FIG 2 depicts a portion of the exanpl e conmuni cati on network of FIG
1 in which the wireless term nal may di scover exanple network capabilities
that nay be accessed via one of the wireless |local area networks of FIG 1.
[ 0005] FI G 3 depicts exanple data structures cached and/or stored in a
wirel ess termnal to f&BRIEFOHSCRIBTEYY OFgIHE DRAWENGEt wor ks t o j oi n based
on received network capabilities of those networks and network capabilities
prof i | 903k sodi@t bdepidtt in éxaemphd comimescdtion metaakk in which a wireless terminal may

communicate with a plurality of wireless local area networks.

[0004] FIG. 2 depicts a portion of the example communication network of FIG. | in which

the wireless terminal may discover example network capabilities that may be accessed via one of

the wireless local area networks of FIG. 1.

[0005] FIG. 3 depicts example data structures cached and/or stored in a wireless terminal to

facilitate selecting wireless networks to join based on received network capabilities of those

networks and network capabilities profiles associated with the wireless terminal.

[0006] FIG. 4 depicts another example network capabilities profile data structure having

network capabilities profiles defining different sets of network capabilities.

[0007] FIG. 5 depicts an example wireless terminal that may be used to implement the

example methods and apparatus described herein.

[0008] FIG. 6 depicts an example wireless access point that may be used to implement the

example methods and apparatus described herein.

[0009] FIGS. 7A-7C depict a flow diagram representative of an example process that may be

implemented by a wireless terminal to discover network capabilities available via one or more

wireless local area networks.

[0010] FIG. 8 depicts a flow diagram representative of another example process that may be

implemented by the wireless terminal of FIGS. 1-5 to discover network capabilities available via

one or more WLANS.
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[ 0006] FI G 4 depicts anot her exanple network capabilities profile data
structure having network capabilities profiles defining different sets of
net wor k cwipabiddstizes. [ 0007] FIG 5 depicts an exanpl e WPCEIEPE 110627189 nal
that may be used to inplenment the exanpl e nethods and apparatus descri bed
herein. [0008]FIG 6 depicts an exanple wirel ess access point that may be
used to inplenent the exanple nmethods and apparatus described herein.
[ 0009] FIGS. 7A-7C depict a flow diagramrepresentative of an exanpl e
procesi0ihht MY Ddepicrph orwntigxlarb yepaesentagyeesd sintegamplagtocess thlatsicaywer net wor k
capabilities available via one or nore wirel ess | ocal area networks.
[ 0010] Frhiifeménteleby & hvireksd looal atiaagtvadtk hageseseimtitatdndemeoiorgiabditieexanpl e
process that may be

information to a wireless terminal.

DETAILED DESCRIPTION

[0012] Although the following discloses example methods and apparatus including, among

other components, software executed on hardware, it should be noted that such methods and

apparatus are merely illustrative and should not be considered as limiting. For example, it is

contemplated that any or all of these hardware and software components could be embodied

exclusively in hardware, exclusively in software, exclusively in firmware, or in any combination

of hardware, software, and/or firmware. Accordingly, while the following describes example

methods and apparatus, persons having ordinary skill in the art will readily appreciate that the

examples provided are not the only way to implement such methods and apparatus.

[0013] The example methods and apparatus described herein can be used by wireless

terminals to discover and present network capabilities that are available via wireless networks.

Network capabilities are also referred to herein as network services supported by wireless

networks. The example methods and apparatus described herein can be used in connection with

mobile communication devices, mobile computing devices, or any other device capable of

communicating wirelessly with a wireless network. Such devices, also referred to as terminals,

wireless terminals, or user equipment (UE), may include mobile smart phones (e.g., a

BlackBerry® smart phone), wireless personal digital assistants (PDA), laptop/notebook/netbook

computers with wireless adapters, etc. The example methods and apparatus are described herein

in connection with the wireless local area network (WLAN) communication standard known as

I[EEE® (Institute for Electrical and Electronics Engineers) 802.11, which, among other things,
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| npl emented by the wireless termnal of FIGS. 1-5 to discover network
capabilities avail able via one or nore WLANs. -2- WO

2012/ 041588RCI/(EPBB611/ 052159 [0011] FIG 9 depicts a fl oRCUIERQI1AN52159
representative of an exanpl e process that nmay be inplenmented by a wirel ess
| ocal area network access point to send network capabilities information to
a wreless termnal. DETAILED DESCRI PTI ON [ 0012] Al t hough the foll ow ng

di scl oses exanpl e nmet hods and apparat us incl udi ng, anong ot her conponents,
sof t wad&inex aterverkiohwhh edigenabnetvprks hbowdvdsethp oxaseple tmthogwhi IppRBd nand
apparatus are nerely illustrative and should not be considered as |limting.
For exaddilienally or alercontlyiplimpledentedtin eonpeagronadith ghertvnedess hamdwarcaetiand

sof tware conmponents coul d be enbodi ed exclusively in hardware, exclusively
i N sof ttwadaeds iexcdidg bihet WLAN btafidardy @,g.,any IFEE® B0Z.oxrbiandird)operednahaedwar e,
software, and/or firmwvare. Accordingly, while the foll ow ng describes

exanpl getiBHN@AN) ARG AP ATiaE bBa nB@OLSONB AN ¥iafgardy; 8t eellular Séhinunicitidnhe art
will readily appreciate that the exanples provided are not the only way to
I mpl emaRtdasaich nmet hods and appar at us.

[0014] Although the example methods and apparatus described herein may be implemented
in any environment providing WLAN access for network connectivity, the example methods and
apparatus can be advantageously implemented in WLAN access locations or environments in
which it is expected that one or more users carrying respective wireless terminals will frequently
connect to (or join) and disconnect from a WLAN as they enter and exit the WLAN access
locations or environments. WLAN locations or environments are sometimes known as
“hotspots” in reference to a location or environment that is within communication reach of
WLAN signals. Such example WLAN locations or environments include coffee shops, retail
stores, educational facilities, office environments, airports, public transportation stations and
vehicles, hotels, etc. Such WLANSs are often implemented as access networks that provide
access to the Internet and may be associated with, or support access to, external networks (or
WLAN:-supported networks) owned and/or operated by subscription-based service providers.
For example, an external network can be owned and/or operated by an Internet-access service
provider or a telecommunications carrier/service provider that provides subscription-based
Internet access for a fee (e.g., a monthly fee). In this manner, a subscriber/user subscribed to
such a service can use wireless network access and/or Internet-access services based on such a
subscription when the subscriber is in communication proximity of the WLAN with an

appropriate wireless terminal. In some instances, different WLANs may provide access to
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[ 0013] The exanpl e net hods and apparatus descri bed herein can be used by
wreless termnals to discover and present network capabilities that are
avai | abl ewoizaivisisBess net works. Network capabilities areTaiPs@ingfieyred to
herein as network services supported by wirel ess networks. The exanpl e

met hods and apparatus described herein can be used in connection with
nobi | e conmuni cati on devi ces, nobile conputing devices, or any other device
capabl e of comunicating wirelessly with a wireless network. Such devi ces,
al so r éfferanetpesoofastwask gpnidilBies wWFerexamplet wime WhiANs gy rrewdle agrgpsdent (UE) ,
may include nobile smart phones (e.g., a BlackBen-y(r) smart phone),

wi r el epstipdarsobsripdpmierdbe progidst G9Ps n¢tPDvks, whikgpethgss donetdokddiveb somke
conputers with wirel ess adapters, etc. The exanpl e nethods and apparat us
ar e de®drANedahsuppbn roamiogagreeherantolloly doheecvibnefirers svitetssatermmals net wor k
(WLAN) conmuni cation standard known as | EEE(r) (Institute for Electrical
and El esbdiged ¢ahHifgrarssey. 8033, sbine WRLAN, maoddotdimectidn dagRntication WO
2012/ 041533PCT/ EP2011/ 052159 defines interworking with external networks.

Howev egapabil Besers 2Am1€ sd@ﬁk%ﬂﬁn@ﬁ'&ti@ﬁ@ﬁfa??sk‘;ﬁmﬁﬁﬁértﬁd(ﬂr EmerndhdyyseBlices, and/or
alternatively be inplenented in connection with other wreless

COW”E%?E%@%?‘)&&!&Q%F Hped hiidl AL PhdeEs WeAN b andI8r Hded Eredminggny | EEE(T)

802. 1x st andar personal area network (PAN) standards, w de area network

(WAN) - | j ' gh the
xcampl S A0 paT bRl ok R FEAIb R AR (GIeRRERECR: SR ST Ly
enviro provi di.ng W agcess .for network .connecti vi the | e

et hodl0int A R e R bR ARG R Herp R L

| ocati on r..environnents in which it is expected that one or re users
car ryi 1G WEANSENT OENE Foruth S TG AP R AT R FE ROTY RO RE D6 (or ] o n)
and di sconnect fr(c;\E? a V%@N as the%/_ enter and exit tr](g WLAN access | ocations
or envPHERhEREEE) o ARIG drvies-olisaddftioanthe pes ERfrEnce o }OBHRISHRGUGSTEwn as
"hotspots” in reference to a | ocation or_environnent that is within
comunstardardsdor asrpatine aNirless itgypinad Wit dcL AR5 PEt (ANAR fTusEainsowienor
environments include coffee shops, retail stores, educational facilities,

of f i cendwoikrqansiliies reqiiited by asvirghesp kareminal anségrclesicadi tyrp wenel theyirglgss vehi cl es,
hotels, etc. Such WLANs are often inplenmented as access networks that

provi dermoeless lacbing ver theWdrAthomper. ey exsenpds koewateshinigiastor asogamger t

access to, external networks (or W.AN-supported networks) owned and/or

oper at eieloys tsuisdrvipt 4 BhA-AM sadlveaele/wieeprtaviioke passivieby oraxxangdy sganaing @xt er nal
network can be owned and/or operated by an Internet-access service provider
or a tekesendierraairé WISANaI Theewirsleds\teatnf tiviseletts b VAL ANItoydifl@Sg., based

subscri ption-based Internet access for a fee (e.g., a nonthly fee). In this

Manner on &dveHREE WINEN heSRik sropekics ARM ab @ sGURH s@ i&RERECESH) at SReryPifodl €SS
networ k access and/or |nternet-access services based on such a subscription

when t ReySKRS Glikdl&s ehSyhiorGRBIRUA GREP)OW; ??Gtéﬂefd%cpé_‘ss $W@A%.N&Neém

appropriate Wreless termnal. In sone instances, different W.ANs may

provi ngﬁa(l: g@én%tl'r Qdiction (RSSI) and joins the selected WLAN. After joining the WLAN,
known techniques may then be used to discover network capabilities available via the WLAN.
However, if network capabilities required by the wireless terminal and/or desired by a user of the

wireless terminal are not available, the WLAN association would be undesirable, yet the

processing power and time for associating with the WLAN would already have been expended.
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WO 2012/ 041533PCT/ EP2011/ 052159 different types of network capabilities.

For exanple, sone WLANs nay provide access to particular subscription
servi ce pwvowna133SP) net works, while others do not. | rCcaduRdailomissone
WLANs may support roam ng agreenents to allow connections fromwrel ess
term nals associated with different SSPs. Al so, sone WLANs nmay provide
connection authentication capabilities to enable secure comuni cati ons, my
support particul ar emergency services, and/or may support particul ar types
of mul tQ016kdi dIndike &sowi{ ecliniqueaticti discanatingmet etk oapsibil giasitingyxampleAsthodsy
additionally or alternatively support other types of network access

capabi hnd appsrats @OschipKd basintregi el ek ® feeform iqsartss @ntinga natwde disoapabi | 1t es
or network services available via W.ANs can be tinme consum ng and can

adver sgilogesatid ictovpONEW ok@AFAbIXids ARai(adleckia WILSNs. biatthie anadrad gatleed nobil e
devices. In addition, the user experience of known techni ques or standards
for asgasinal inkgoktaitif@hBftontdRmEtwistk cipabhitds WaddaNPhepel wiANbe frustrati ng
when network capabilities required by a wireless term nal and/or desired by

a user 49fmtihe tieli®neSSndne bib ARdbi RS infBmidtdd, Whéandrhe cIANE Aoth SRBhnechON

exanpl e, known techniques for associating a wreless termnal wth a W.AN

i nvol ve. j | 1 i .vely: I | sgover
one. o Tor S SRLESeleSt P RATE WIEAK, B pBEMLNE W RERE AR IAnfgRRTET
based gn verti.sed AN netywork properties such.as.a service s

Cdont i TelbY il b Rl BOGREIAMER SRS FoBRIRT AN oco
(WEP), W-Fi protecte ccess (WWPA Cry ei ved signal .strength

na eatt B ABRY RENGR BRGS Haeed ShuoRdahe AN Pt b3S B eoh A,
known techni ques may then he used to di scover network capabilities

avai | aBPe i AN RISCREHNRE I, BIPPOTS § RS A EHBSBPIHEIEE (i ANBy ¢ he
wreless termnal and/or desired by a user of the wireless termnal are not
avai | aBMEGAS REe dRFRRe BSIEEERLE G20 unatidiionallyiprrdlemag vl e, othes que @rPPeiessi ng
power and tinme for associating with the WLAN woul d al ready have been
expendeed- Registergfplogion QuesF3porel KRRQT) podefmed i BEES) 809, | laé Hatenen Query

techni ques for discovering network capabilities, the exanpl e nethods
Protocol (HSQP), and Online Signup Advertisement Protocol (OSAP) as defined in the Wi-Fi

Alliance) may also be used in a similar manner to ANQP. An example ANQP exchange
involves a requesting station (STA) (e.g., a wireless terminal) querying another STA (e.g., a
WLAN access point (AP)) for information such as network capabilities information. The
queried or receiving STA can respond to the received query with the requested information. The
queried or receiving STA can generate the response information with or without proxying the
query to a server in an external network (e.g., an SSP network). For example, an external
network connected to a queried WLAN may have particular network capabilities accessible via
the WLAN and of which a querying wireless terminal should be made aware. Although example
methods and apparatus are described herein in connection with ANQP and GAS, other query

protocols and information exchange services may alternatively or additionally be used.
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and apparatus described herein may be used to performqueries during a
networ k di scovery process to discover network capabilities avail able via
WLANs. | rwOhor/@esssaer, a wWireless term nal nmay obtain i RCoOmPatI1LORIEN
network capabilities nade avail able by W.ANs to determ ne, based on the
network capabilities information, whether to continue with a connection
process to join the wireless termnal with a W.AN. I n accordance with the
exanpl e techni ques described herein, wireless termnals may request network
capabi [00VEs iTieffagilate sslectionsof WIsANs asqandidaigs s @espsiapen, oy ikel s &rpimy ot ocol
(ANQP). The ANQP supports information retrieval froman Adverti senent

Ser ver mapdacalyipiprans oa mGemeatwork/Adpahilities pndiies, Swh\oif evhihGAS) defiap@diffarent GAS
are defined in IEEE(r) 802.11u. Additionally or alternatively, other query
pr ot ocedt of f@wgrk capalglisdse Me cthiLaemter,ovheQuilgr yirélestteraohal (el indenaedbn ned i n

| EEE(r) 802. 1laf, Hotspot Query Protocol (HSQP), and Online Signup

Adver t ingleaeid offfeot @k @hpab(ModP)hatsre dediiabRd/id & WIIEN Whe Kirekd leaniag)mapy al so be
used in a simlar manner to ANQP. An exanpl e ANQP exchange involves a

r equestdmighréthdt@vbrk SpAbilities @ its stor¥d A@WBEkSap i3 PhafilEkU UtV @Eaﬁlhﬁars STA
(e.g., a WLAN access point (AP)) for information such as networ

capabi |iokil&Spddidy Mo REWAR captBRitds6F hffmBh ek ¥%ﬂ&9il§zﬁreﬁﬁﬁelﬁ@rﬁmgp, to the
received query wth the requested information. The queried or receiving STA
can geperglR Jdifolkes a%'i‘l?t?es'onh%rW‘?kN%n i gged"te} QW ePJngé)%ﬂgl she query to
a server In an exterhal network (e.g., an &K n tworks. or exanple, an

X o MRl ALYt nE IERREH WiRKT FUERER VY RLRRNE BAUH G AR o &

. O
capabi accessi ble via and of ueryi'ng wireless

t ' | d d . Ath h .. ret hod t

dasor | BUAGy WA 19 RO AR Tt M A PR g P REM AT br of ocol & and
i nf ti h Vi : t tivel dditionally b d.

o " VBBl oS ms G inw 21 9s AFbbis vt ot ke Sareliedng of

WLANs as candi dates for association, a wireless termnal may locally store
one or Uehpdeasion b pie Qfawialivqf @xailsblor WL-ANS) ertseat apaneaticisdeddt thee” a
different set of network capabilities. In this manner, when the wrel ess
t er m nBlustrdedeiaawldsiesnribad heypin puausematicemere ipealvgsrakvigelpsligrmingl agdeqting ar e
avai lable via a WLAN, the wireless term nal may conpare the network
capabi WLANsandadate based on e filterantgvoh&me abalsix imple g twerdfoapabslitieNgrafdeskstored
capabilities profiles specifying network capabilities or m nimum network
capabi Ini & wedesseeuiing meytte asdigtedmaikdly lehads (el \yrkuseg plabviréledsesmadal tdne WLAN
can be identified by the wireless termnal as indicating that the WANis a
sui t abksp,einduditiat the witkldds tekthinah@nwelkeed A5 gheseankingbnd bds néthatk t he WLAN i s
suitable to join, the wireless termnal nmay proceed with joining the W.AN.
[ 0018] Aipwbili@tLEs5files AL Mabts AB¥ask @ininithu - ANnHE/! JTGe By TR BARAbI I IPAGch&. Gn, 1N
response to a user selection of one of a plurality of avail able W.ANs) or
usi NG @i AULRIFRL ihpldMG@atiohd) e RitdrhdidShéRLBhifk2TRVEANARSEHd REGnh&L_LY, an
automatic node involves a wireless termnal selecting a W.AN candi dat e
based oy, Ed&n&&[dn%u?%ha@&-t rﬁ%a@@%{% ot pREA Qi I%Q?Péér-'iﬁﬂu‘? (FLRL Jges
stored in a wreless term naf may be assuljne rarnki'ng level's (e.g., by a
user, | i rel rod;nal ... SP . t h . el ess term nal
can se]SleSY Mga“ﬁ?%ﬁ%&ﬁ%ﬁiglﬁ(aloggr}elg(gfex?‘ﬁé]%h%rlt%ﬁa'l%ag%gt\)’%’ |%S¥\’g{sh%rﬁ]r%§fi | es that
neets at | east .a ]m' ni num% nt i t%.of ne:%mrhl capabi | i tX mat ches. | n sone
exanpl ETAH5 BRARIAYS Y PrYHES A0 MIY A S SR AeIeeT M R R AR RS B
advant ageousl y. used in connection with wireless terminals that do not
provi d@ﬂd'i‘es‘ﬁr%%ﬂgﬁ H@éf‘g"irh?pﬁﬂbl"i‘ﬂ‘ttléts? graieqd “h?rlaglﬁ/%%eér‘g’ew WHEEPCRAE AN
sel ections. For exanple, an 802.11-based, w reless Ethernet portable nusic
pl ayer INARINaHPRy(F &eWh-ARS tlectinble oy et Shedneihieds 284 prrRAT3tHYdeseriRed hersdp fasi c
stations, but the user interface may not be sufficiently sophisticated to
enabl eCTgPl§etich § persablst musie plagerite jaigl a WEAN hatspefv iea, the poriabliNmusi¢ playgrday .
However, the nethods and apparatus descri bed herein can enable such a
portabl e nusic player to join a W.LAN hot spot when the portable nusic player
has -7-

7-
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WO 2012/ 041533PCT/ EP2011/ 052159 stored therein a network capabilities
profile having a m nimum quantity of nmatches with network capabilities

avai | abl ewoi2a1daes3®AN hot spot. [0019] I n sone exanpl e i rpir@aPeotiasiions, t he
network capability discovery techni ques descri bed herein nay be used for
networ k di scovery instead of SSID- based network di scovery. For exanple,
rather than using SSIDs as the primary node for network di scovery, a
wireless term nal may use network capabilities information received from
APs angfofelghessip pagtwariarpnsbdities profitechayigerRinHBUTRMB#LY of MatchestHgh Ratwerki ty of
WLANs suitable for association. [0020] Turning nowto FIG 1, an exanple
comunfapabiliges natlelde kiaxWLANAPEPett he exanpl e met hods and appar at us

descri bed herein may be inplenmented is showmn. As shown in FIG 1, the
exanpl B0d8hmui sané exampdt wwpldmerdfions chambework cppabilitl idisgoafy WEkNqescess

| ocations 102a-c havi ng respective access points 104a-c that provi de access
t 0 r espectibadeheade emg baatatdoksetlOfkadiovéry itskead iof BSHI-baské detmvoalnpiseyveiyhne
access network A 106a provides access to an external network A 108a and the
accessFaaixumble, rathet R upin@ BSUBSasARE pSHatyAndie fEexietw ol digeol st kwiteldd8b. I n
the illustrated exanple, each of the external networks A 108a and B 108b

may beedmhdbsey hftieBiork @hpabARIeR ff¥int@bn (REREd NEHMVPdanawRat&nWIAN oper at ed
by data subscription service providers, Internet subscription service

pr ovi dﬁlro%ies rtr@gét_@m(iﬁe @hen @%qh%ev\hgiﬁf?} ofswl?%c?‘lfsj Rihge f&%ﬁ%icﬁﬁmp.r ovi der S, )

W rel ess comuni cations subscription service providers, or any conbination
t hereo t I e 3 : a and B
108D a0 d Sl H50 {RRRE FARRlB1e oG ELR R BRL IR S RurhiciED, B
subscription-based | nternet .access to wireless termmnals. In _spne exanple
!l enBRUENE BADON d PRy e HER e B e 5 TRPEP S el My AR ¢ the
o B oL s 1080 Bt 0B8R s YBRRA L AT P oSS RSiche"

wrele

102a-c having respective access points 104a-c that provide access to respective access networks
106a-c. In the illustrated example, the access network A 106a provides access to an external
network A 108a and the access network B 106b provides access to an external network B 108b.
In the illustrated example, each of the external networks A 108a and B 108b may be a
subscription service provider (SSP) network owned and/or operated by data subscription service
providers, Internet subscription service providers, media (e.g., audio/video) subscription service
providers, wireless communications subscription service providers, or any combination thereof.
In the illustrated example, the external networks A 108a and B 108b are connected to the Internet
112 and may, for example, provide subscription-based Internet access to wireless terminals. In
some example implementations, roaming agreements between different SSPs may enable the
external networks A 108a and B 108b to support roaming connections for wireless terminals

associated with other SSPs.
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WO 2012/ 041533PCT/ EP2011/ 052159 [0021] Unli ke the access networks A 106a and
B 106b that do not connect directly to the Internet 112, the access network
C 110 i s wonneouess3directly to the Internet. Thus, the actaEpsomnesznsy k C
106c may be a public network, while the access networks A 106a and B 106b
may be private networks. [0022] Al t hough not shown, each of the APs 104a-c
and a wireless termnal 114, that conmunicates with the APs 104a-c, is
provided with a station (STA), which is the interface or conponent, such as
a net wfl0R1hdapindike 0r anetsswoetkorkstle td@ead Bar@hb it @p not dvaheat detlytts theo a

wi rel ess nmedium [0023] Each of the access networks 106a-c and the external
net wor kseraél8d2 xheragcetraneasa@ br(ad cotricbiedditécly tprrvMn@meacTiasstht acatsd f er ent
network capabilities. The network capabilities may include roam ng

rel ati paeBHPS 106EhWPbKa PEsli¢ineBeork Mhild theBsle s REERRSASIO6Y WiGES 1 068IPRPHE ed

aut henti cati on and/or security methods, energency services, etc. The

net wor ki caPahivbikkl es may be sel ected by respective owners or operators of

t he networks 106a-c, 108a, and 108b based on different factors such as, for
exanpl fyg281bs C iiRbi Mo SR, PAGNF thl&B! [RY-SRAUN itless RHRlm 1 PHSApess

obj ectives, roam ng agreenents, supported energency services, supported

mul ti - ia . vah | - net..acce j.nst. i f an SSP
associ SeureE Phs B 2 el REE AR G i RN ARG &
subscribers of its services he external netwo a may advertise that
it doeSOE LY E}t?i??f ar"S%{“r%“ﬁ&daé’%ﬁ ﬂEE%W8Ws’Plef%ff2%f W&’i@%ﬁf’%‘“%ﬁ%ds and
appar at us. descr.i bed herein may al so enable the wireless termnal 114 to
join dMFEFYREYWPs (e.g., the APs 104a-c) based on different network
capabilities profiles stored in the wireless termnal 114. That is, when
the wi Hi&ks Farhpiihe access nebvorky &¥parcand thy pipaimetwiks BI8ath@aPaAN access

| ocations 102a-c, the wireless termnal 114 can dynam cally discover

net wor kssedpadvithapd/er proxide apdess tgrdifferantineirerk exrabiitiey cBid ishgorkgzeabilitiesd j oi n

any
may include roaming relationships, network services, multi-media access services, supported

authentication and/or security methods, emergency services, etc. The network capabilities may
be selected by respective owners or operators of the networks 106a-c, 108a, and 108b based on
different factors such as, for example, subscription usage plans, desired security levels, business
objectives, roaming agreements, supported emergency services, supported multi-media access,
available Internet access, etc. For instance, if an SSP associated with the external network A
108a only allows access by subscribers of its services, the external network A 108a may
advertise that it does not support roaming connections.

[0024] The example methods and apparatus described herein may also enable the wireless
terminal 114 to join different APs (e.g., the APs 104a-c) based on different network capabilities
profiles stored in the wireless terminal 114. That is, when the wireless terminal 114 is moved to
a different one of the WLAN access locations 102a-c, the wireless terminal 114 can dynamically

discover network capabilities available at the WLAN access locations 102a-c and join any
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-9- suitable one of the APs 104a-c even when the wireless term nal 114 has
not previously encountered the APs 104a-c or the network capabilities

avai | abl ewoi2a1daes3dPs 104a- ¢ have changed since a previ ®@U3/EPorinAsiizson
between the wireless termnal 114 and the APs 104a-c. [0025] As shown
generally in connection with the W.AN access | ocation 102a, the w reless
termnal 114 can send a network capabilities request (NETCAP REQUEST)
nessage 116 to the AP 104a and receive a network capabilities response

( NETCARI REisPONSEhe Ads dQdec 18 Winl thelivirglepsetemmnid lilAhas meitpromoutR0 i ndi cat i ng
one or nmore network capabilities (of the access network A 106a and/or the
ext er nalcomgenad the AP<LUBa) aviz neabrk capabilities aadhblesipihe APs104ac hdlee W r el ess
termnal 114 and the AP 104a may exchange the NETCAP REQUEST 116 and NETCAP

RESPONSngddsintsi atgeibes cbhRtiph bétoeen thaftiflest emital El4emd theeAR3 da-cl14
receives an SSID of the AP 104a or without the wireless termnal 114

needi N@ORY) havg sh&eR byReallyNe caPeBion WitRIWLAN, act i IEISAR2RERRESTEIld 6 and
t he NETCAP RESPONSE 118 may be exchanged at a nedia access control (MAC

sub- | ayghingll | uNGn Wed 1 deROUR SRERi R $faER (NRTEAPIINGOESPmbSRld 1 Bab @leence

Model wi thout needing to use operations at or above an | nternet protocol

(1P) | 2B90f hnreccift DRENBAIDANELL (B0 IGRFEAH REGBARSH SesBiomgde access

to the I P layer I scoveri ng network capa Ities aval l e via the AP
L04a. [ ONAQLRREOYSIbARBEY YR IHGARARIL ALk &8 Sl RS RRCes  fxahanged at or
above the network fayer requires’retra |ve"ily nore processing power of a
wireless termnpal than inplenenting,prQcess at. the MAC sub- . Mobile
1ol ot il At e ity el Rl aSOREER AR Vis i wsresepaint 19RL T e
nobil e smart phones, PDA's, c. often have relatjvel imted processor
cycl esWHRIESS %&"Qv@f‘ IaH‘EF}@ o) g‘i@ﬂ?@aﬂ“%@&%?“ﬁﬁ?ﬁ%‘?@%{‘ﬂ f%?i‘dcorrputi ng
devi ces _power ed usi ng alternating current ﬁAC) electricity sources. The
exanmp! BEAEARJHESEQRISE b hhrsng e P progesohaffeaitle wiaglessder AlhEesyel 9 used

to configure, desi gn, or otherw se engi neer nobile wireless -10-
SSID of the AP 104a or without the wireless terminal 114 needing to have received the SSID. In

addition, the NETCAP REQUEST 116 and the NETCAP RESPONSE 118 may be exchanged at
a media access control (MAC) sub-layer of the well-known Open Systems Interconnection (OSI)
Reference Model without needing to use operations at or above an internet protocol (IP) layer
(i.e., a network layer) nor needing to otherwise provide access to the IP layer while discovering
network capabilities available via the AP 104a.

[0026] Discovering network capabilities using messages exchanged at or above the network
layer requires relatively more processing power of a wireless terminal than implementing
processes at the MAC sub-layer. Mobile wireless terminals (e.g., the wireless terminal 114 of
FIG. 1) such as mobile smart phones, PDA’s, etc. often have relatively limited processor cycles
and less available electrical power than fixed-location computing devices powered using
alternating current (AC) electricity sources. The example methods and apparatus described

herein can be advantageously used to configure, design, or otherwise engineer mobile wireless
-10-
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WO 2012/ 041533PCT/ EP2011/ 052159 termnals to operate nore efficiently
(i.e., do nore with fewer processor cycles) and, thus, reduce battery power
use. Thatwopizddessexanpl e met hods and appar at us descri bedThPe@iinsnan be
advant ageously used to pronote nobile wirel ess term nal designs that
consune rel atively | ess power and operate relatively nore efficiently. For
exanpl e, lowlevel resource operations at the MAC sub-layer require
relatively fewer systemresources than user-interface-intensive and

oper at ienginaisgd eperad B)ore pff eiesily €.coplomadre onth fE@ergprocessn <rlesed, tioperedudeons)

at an application layer of the OSI Reference Mddel. [0027] Anot her exanple
advant agerppowkiracaVelt ivg theekvaple nealpaliahd bppasanavdesdrivad @er¢inacaABs usi ng t he
MAC sub-layer is that a network capability discovery process can, Ww thout
user i pdQhteERRLly REd W frBmbieMhdBile Wifedss teviflaV@RIBAL thatl@dneiime RatWBBLIBRr an AP
is a suitable candidate for association based on m nimal requirenents of
net wor Ko GaRmBiobérhic§Slatvedf moRSerftiehtBd Fod ekRpIWIIbRLIERS rdsSkrBd Hthatbhd at thOT
exanple, if the AP 104a advertises that it does not support roam ng and the
wi rel egpad efuTapal r_e%u]ir% AHdy RRRY st @erh AsBurk&&nsh us%gﬁ]téfﬁgﬁ-ﬁnt%sf\gaa%ng pol i cy,
the wireless termnal 114 can be configured to 1gnore the presence of the
AP 104 3 . nal { . ess

v tnP R R ek B SEE R Do LB e, bk PR o RTR| R b, BGEEPS
can beoptt})]g@'&%&&r edentcg ot informits user of the presence of the AP 104a
during a I'scovery process when it would not be possible for the
wirele rmnpal 114 to cpnnect t he AP 104a wi t hout m. nj mum networ k
Capabi 27 B AN BtFrtie FRAMAE: akbieouspaIeny o F caPbH GED FRAiobE SEHAPY 1 ol ess
termnal 114. Such exanpl e inplenentations substantially reduce or

el i mi n4tiee the MAEsyR{ayat isshpt Baetrek cambilifsdiscaxeiy| OGSt e BN Usigage in any
attenpts to join a particular AP when the AP does not neet the m ni mum

net wor KvelgaBIt qr v thraigind asesrie wlymanh gletgihiar adstheppmi R a 2 sutable cyydidate

2012/ 041533PCT/ EP2011/ 052159 [ 0028] Al t hough an SSID is used in connection
Wit h t fre assomatien baspd en imnpinehesquisemantsofdetyeark begibhidiee profilegnton® imale
alternatively be configured to broadcast a Honobgeneous Extended Service Set
| dent i wirelesy eiESSaID) 4. Bor HEBGIDIfi the ABdO4a adveBBkDhasis dasis abesipport loaming
particular AP and a network identification corresponding to a supported

ext er naid thetwiveleks feemigal, 1 1d Vool netdwo jdi) the AR 104nsidanc mamiig jidliey ARe 104a of

FIG 1 were configured to broadcast an HESSID, it would include the SSID of
t he APwi@kss @nfinkiNig4neh votdnfigdrato {dnertthopresace 65O AR IPa becauferhext er nal
network A 108a. [0029] Ot her exanpl e advant ages of the exanpl e techni ques

descri Radichaehifalr @8 Wduld beodBnldagetwork access via the AP 104a. In some example
implementations, the wireless terminal 114 can be configured to not inform its user of the
presence of the AP 104a during a WLAN discovery process when it would not be possible for
the wireless terminal 114 to connect to the AP 104a without minimum network capabilities
required by the network capabilities profiles of the wireless terminal 114. Such example
implementations substantially reduce or eliminate user frustration because the user would not
need to engage in any attempts to join a particular AP when the AP does not meet the minimum

network capability requirements of the wireless terminal 114.

-11-
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wi reless termnal 114 discovering network capabilities each tine it
encounters an AP. In this manner, the wireless termnal 114 need not be

pr e- pr ograiome/mes3gnow net wor k capabi lities avail abl e vipaTdirkdiensniso APs. | n
addi tion, network capabilities of different networks (e.g., the access

net wor ks 106a-c, 108a, and 108b) nay be changed at any tinme because
wireless termnals can di scover the changed network capabilities anew each
time the wireless terminals discover (or re-discover) the networks.

[ 0030] F0E8] 2 ddthiosglsaraSHdY is ueed infonreeti@xwitipthe sommeyampainpempettvensk 100 of
HG 1 in which the wireless term nal 104 may di scover exanple network
capabi Héstrilesl tehat, aneAP hey ataessbel) bei canfipeoed® Hodizast AlHdnggheaqueoExshdeth, t he
wireless termnal 104 may di scover network capabilities available via the
APs 108&vas$ellldéarifier (ABFSIN)hen HESSIDI inguddsninISSID @ssotidedtwithad pdreqitriAues as
described in connection with FIG 2. In the illustrated exanple of FIG 2,

t he exnmmétwa]&tlwtmc&l&p&aregmhm?%a&fpp@né&mahamtmme £gapgbplities data
store 202 to store network capabilities 206a-f of the external network A

108a. }&wbhs. Fbi Hshit §eheEXPTDA£of HIBE] %Pe%hhg@r@@%%rbé&c‘aﬁ%n%ﬁiﬁmlf) irncl ude
one or nore roam ng policies 206a, network service(s) -

2012/ O%Eﬁ?ﬁ?&ﬁdeﬁﬁg%lﬂ 8Ppd AP R)ﬁﬁ’glgdr % rlgglgpmﬁc%l er?&?&é%n%gﬂgvﬂoq support

crlptlon Service provi nti tinmedia

access , aut henti cati on rret hods 206f. [0031]In the
|Ilust?)§31t¥%§lsee>%<\gg&AMhe one or nore roam ng policies 206a may be based on

agr ee n

o o otas! SelEs Simile ReereeSriube Seng Teifuadts P ed bl Sl flfisor «
106a unde% a roag? rlg node and, in turg the external network A _108a. The
net wor K'"SEF/FER )1 @%OYFéVg“BW’I‘FiPa fhidesachime IhencQIURs SR A éBQ“te g.,

I nternet connectivity, nedia stream ng, secure protocols, no ment

requi r BdNNestthe VirglsspGrriaal klgmeednohbAiPEspogTMiRadHO (BF‘O‘Vl“at“toﬁ'éCf’é’%P ifigsal

network A 108a. The energency service(s) 206c may indicate the types of
emer getylakle vig diferepthals. dp additipparetveatk eapapiives efediffpsent neewerks (s t%e network A
108a. The SSP ID(s) 206d identify one or nore SSPs that support or provide
ser vi ceccggsanebyorkh Eaxt, é9%raknd EQ8hp miay Ae tiBged A& any tisledwsause mirieltad teaminalsi at ed
Wi th a service subscription of an SSP that supports or provides service via
t he extardigloveraherchrakgdl kd8arkrayabjilitien ahdve eabemssthe etirateskteAnibOiS distoveawess
the external network A 108a without requiring a roam ng agreenent. The

mul t i neddiscoael 8esnetw@es 206e i ndicate the types of multinedia (e.g., video,
audio, IP television (I1PTV), etc.) that nmay be accessed via the external

net wor {08011 08FIG Theepddis hpotkios af iheRxiTBHIB esiamaRRhtidietl skl 10def Fitgntihf i er s of
one or nore authentication nethods supported by the external network A

108a. QRicBNMVIQcAULAERT108HaQ 0Bt AW &Rahillli& At i cation
Protocol (EAP) nethod. Known P nmet hods i ncl ude P-WSP (w'rel ess

| nt er ngl..SeJ Vi G RPQ5héjeAﬂthouE§ﬁoJ\@§wn BAPwHLless £S04 r%PdlggoSr‘er rgt%!?ort KEv2,
EAP- SI M EAP- AKA, P- TTLS, and PEAP. Each EAP ‘nethod can

dent
| ndust P ol Ao R R £ 05 RRE el T s T bl Lée R AEIE Aeei gned
:\Hg})ﬁg%c g%]%gr;ls tg%sgé{)éf%il\ll@)c l{]etﬁ%(g‘é tl% fr}a ‘the 1%215trdted example ofrﬁ"é h?qhs can al so
external network A 108a includes an external network capabilities data store 202 to store

network capabilities 206a-f of the external network A 108a. In the illustrated example, the

network capabilities 206a-f include one or more roaming policies 206a, network service(s)

-12-
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-13- WD 2012/ 041533PCT/ EP2011/ 052159 [0032]In the illustrated exanple, the
access network A 106a is provided with an access network capabilities data
store 208wobaostmmis3net work capabilities of the access neCmmpzoiA03iNI6a.

Al t hough not shown, the access capabilities stored in the access network
capabilities data store 208 may be of the sane type as the network
capabilities 206a-f stored in the external network capabilities data store
202 or may be of any other suitable types of network capabilities. [0033]In
t he il tapsbitisiesobxanplencyshriosesupper 206 awiskiinticaseni@aprévideid SHRY wor k
capabilities stored in the access network capabilities data store 208 may
be or galentfiol(sy 230Gy maitineedi easkeds| tgpayRPkel pnd arthernsigaiqnXtvthodst206Et ure. In this
manner, the AP 104a and the wireless termnal 114 can exchange registration
requi r e8NE s amcherikgiated @karoplej thé onat mamn resiing pdlivees)X¥0ba fay iabased on
Alternatively, the network capabilities 206a-f and network capabilities

st or edadrlerhdis RECESINOSSPE) & thapabinhl Hetvesrk datl @Basih@ble 208 dthdd8SPIsPaNi zed
as sets of enunerated types, and the AP 104a and the wireless termnal 114

can exgANggele®obmhih @b k@il B8 Ui RN SrkaA0ba LiRB & FéaAlih®@ Mmooy, MRfukQRhUSi Ng @
type-length-value (TLV) structure format. For exanple, the AP 104a can

encapsulghs REGsk A 16838 T’B%Wo'ﬁk é@ﬂ@&'si 20*6b%$ay 1H'enTWor§e>’d%‘?n§rE hGkye es for
comunication to the wreless term nal 4 (é.g., via the NETCAP RESPONSE

118). LRG2AILD ek 4&&@&&@3 nEH AR ;i@g, S&LC%P%%OC{;AE_ E@'eﬁﬁﬁ?&%rm nal 114

stores networK’'capa Ies ne’ a

di ffere ab| itie The e al 114 Jay use
the nemﬁw@gﬁ%@ff?w é*glcs? bot 5 dhe o5 i 2‘&‘0333?’3 SRR Wandi dat es
that the wireless termnal 11 n.so exa i, mpl enent ati ons,
each ofTYHESIABRARY TEde hﬁtmeé"?%ep%rﬁrﬂr%ssﬂzf@s e i 0cEiety REr o cPsBpect  ve
r anki ng}e\zo that the wireless term nal performa rankl ng process

when a Aﬁff@énﬁWOFI%‘%éO%%c@?ssﬁ?eWr%Qﬁﬁ df@B%Y)O“ﬁé’é PR WOTSKN AR 97t i es t hat

meet a m ninmum capabilities requirenent of nore than one of the
provide service via by the external network A 108a. A wireless terminal associated with a

service subscription of an SSP that supports or provides service via the external network A 108a
may join the access network A 106a to access the external network A 108a without requiring a
roaming agreement. The multimedia access types 206e indicate the types of multimedia (e.g.,
video, audio, IP television (IPTV), etc.) that may be accessed via the external network A 108a.
The authentication methods 206f may include identifiers of one or more authentication methods
supported by the external network A 108a. An example authentication method is an Extensible
Authentication Protocol (EAP) method. Known EAP methods include EAP-WISP (wireless
internet service provider), EAP-MDS, EAP-OTP, EAP-GTC, EAP-TLS, EAP-IKEv2, EAP-SIM,
EAP-AKA, EAP-FAST, EAP-TTLS, and PEAP. Each EAP method can be identified using a
corresponding integer-format value assigned by an industry-standard resource coordination body
such as the Internet Assigned Numbers Authority (IANA) (http://www.iana.org). Other EAP

methods can also include vendor-specific methods.
-13-
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-14- network capabilities profiles 210. Exanple inplenentations of the
network capabilities profiles 210 are descri bed below in connection with
FI GS. 3 amo 2412/(4@335] I n the illustrated exanpl e of FI G P2I/HPh@ 10652169 €SS
termnal 114 uses the network capabilities profiles 210 during a network
di scovery process to determ ne whether any APs within a wrel ess

comuni cation vicinity of the wireless termnal 114 are suitabl e candi dates
for association. As shown in FIG 2, during a network di scovery process,

t he w [9B2ks terheiinatratd4xaayle rtbe adces renvSBIADIBh2s prodidad with@nypdeson node
status 214 fromthe AP 104a. In the illustrated exanple, the encryption
node sheatviark chpdbilitieh datl se@e BOStdvedre aBiwac Eapabilicies srakkeadcessgetwonk Ael06as
encryption protocol (WEP), W-Fi protected access (WPA), etc.) is enabled
on t he AfRoddMmi sHIWNN ©1838cd3OEapabifiviBs stérB@ inhe 8ER@SEndi@éiicagdbiliikd damiond SO

si mul t aneously recei ve other SSIDs and encryption node statuses from ot her

near by 2dsay bloSREBarkXSPPhEthk mk»%me&ifamlgég%6w§t&é% 1$Qﬁ@ex@@}i{al@1le%rk
comuni cate” a GAS support indicator 216 (typically inplenented as an

| 0t e EIKh G CHRTRR: 200 of By BEBEDN AherL IR §5AARTRGK AANEEE(T) 802 11
o oLty Stherule SPANEIES Sk o

WAN) t he wreless term ha as s he GAS support

| ndi Cagdhﬁg]zmlh [}1%' :F[l%&r%%dtep pelE *Iﬁl RéKS caﬁ%ﬁd‘]‘%skz[o%\a }Qﬁcﬁnéw RfJaL?mﬁ?ﬁé The

wrele erm na O conmruni ca the AP

104a u5| n Hat ocol s trans f a WLAN
does nd gu‘% rfce&%etw‘ﬂ WB% ﬁtﬁeSd%aséor% S?Ylg %nsudplﬁ)sé'? "gexgéné‘atfl r 216.
[0036] I n so exa t.ions, ceivin e SSI D and the
encr yprTEN Bl RS o i Eranies " b ABol0RS e diisieos Eaminf 112

appl i cabl e) the wireless termnal 114 sends the NETCAP RE EST 116 to the
AP 104&“%%4’%&é@fs”ﬁg?'?/\k?ﬂk‘r%%%?qdirﬁglétéat'toﬁé‘ﬂfo‘é{Pfé“’a\Pé’i"Bé}Eﬂ% i i9"P¥e access
network A 106a. In the illustrated exanple, the network capabilities may be
provi délemytivahy thecressarkisapakilities A0GpBandatsaerk canbilisies sioredlin thetagesk A 108a.

If the external network A 108a provi des sonme network capabilities, the
accessneteprkorakatiliti@ehatamgre 2@&can be organized as sets of enumerated types, and the AP

104a and the wireless terminal 114 can exchange registration requirements and registration
information using a type-length-value (TLV) structure format. For example, the AP 104a can
encapsulate ones of the network capabilities in TLV type structures for communication to the
wireless terminal 114 (e.g., via the NETCAP RESPONSE 118).

[0034] In the illustrated example of FIG. 2, the wireless terminal 114 stores network
capabilities profiles 210, each of which may define a different set of network capabilities. The
wireless terminal 114 may use the network capabilities profiles 210 to identify suitable WLAN
candidates that the wireless terminal 114 may join. In some example implementations, each of
the network capabilities profiles 210 may be assigned a respective ranking so that the wireless
terminal 114 may perform a ranking process when a WLAN (e.g., the access network A 106a)

has network capabilities that meet a minimum capabilities requirement of more than one of the

-14-
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WO 2012/ 041533PCT/ EP2011/ 052159 rel ay, forward, or otherw se send an
external network capabilities request (EXT-NETCAP REQUEST) 218 to the

ext ernal wetzwd41533108a i n response to receiving the NEPCARPREHQUEST 116
fromthe wireless termnal 114. In response to the EXT- NETCAP REQUEST 218,
the external network A 108a sends its network capabilities (e.g., one or
nore of the network capabilities 206a-f) to the access network A 106a via
an EXT- NETCAP RESPONSE 220. [0037] The access network A 106a fornms the
NETCAPnRESRGNBEDilid@ prefilen2] U dexaripée implanunkationpefoht netivesk aipabiliéeseptefdienal
network A 108a and any network capabilities provided by the access network
A 106a2!10re déderib&iioel o éncawadentwich NEBPCARNRESPONSE 118 to the wirel ess
termnal 114 to informthe wireless termnal 114 of the network

capabi [(0B8Fps Theie iRustrardakirapleef Vi@ 2 e vaedas sermatavdrkusbs teGatworke w rel ess
termnal 114 may then conpare the received network capabilities with

net mr&(g@@iﬂlﬁ@d protiie€ 910 Bekirpad @ik cﬁétﬁ{lbrgf)rdcéﬁ 10 aétemhike GABMALY dniytAms profiles
210 to determ ne whether m ni num network capability requirenents are net

for any;ff at»b@eles%tcmmnﬁaa&bbiunhg%? thevAfdldse ®erdidl | @t ArBdlitRlccahMiahited f0R
access network A 106a is a suitable candidate for association.

[ 0038] I&é{)&hﬁlﬁ. 'KEV%?B% il Eﬁ% dirf Me}[ﬂ?{)r&%ﬁse&@&&%lﬁs%@ \xﬁt%ﬁ-‘e@ﬁt%nﬂﬂxq{ Py stores

an exanpl e network capabilities Ppro ata structure 302 having network

capabi Inia% b&%a@%ﬁ%iﬁ%é S entz:@%ggﬁb‘é’giﬁat%?ﬁgz?frhﬁl.ttheeﬁpﬁpi?{ | |nGRe 210 of F G

2) specifyin erent sets o capabil'rties. ‘he 171 ustrat ed
exanpl tage W rebe s term.nal él al caches ﬂi covered network
capabi 1Tt 48 SR SR YELPHPSmedndeds 2R FBRIRS oPeBE MR THPRE i e
w rel ess networks associ {\gg \Nlﬁi the APs 104 “&) during a wirel ess network
scan,  PHEBRATEEPRBEER SED DG FirHaeqrd eEss Wik nith o erabi et G Lt
network capabilities profile data structure 302 and the di scovered network
capabi 1943 &dthgpah pey shewpdie Wirpletsdeanipdihhh may atse sjrol Rnepyshdeervefdbitior k
capabilities of discovered wireless networks (e.g., the discovered network
capabi PPi0semd 3oaryptéagnamedse sipsvdes Eapedihdrineirby APs. & somejgramplggmplementations,
2012/ 041533PCT/ EP2011/ 052159

the AP 104a may also communicate a GAS support indicator 216 (typically implemented as an

Interworking element in the beacon or probe response of an IEEE® 802.11 WLAN) to the

wireless terminal 114, as shown in FIG. 2. The GAS support indicator 216 indicates that the

access network A 106a supports GAS. The wireless terminal 114 may use this information to

communicate with the AP 104a using protocols transported over GAS (e.g., ANQP messages).

If a WLAN does not support GAS, it will not transmit the GAS support indicator 216.

[0036] In some example implementations, after receiving the SSID 212 and the encryption

mode status 214 (and the GAS support indicator 216, if applicable), the wireless terminal 114

sends the NETCAP REQUEST 116 to the AP 104a to request network capabilities that are

available via the access network A 106a. In the illustrated example, the network capabilities

may be provided by the access network A 106a and/or the external network A 108a. If the

external network A 108a provides some network capabilities, the access network A 106a may
-15-
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one or nore network capabilities specified in the network capabilities
profile data structure 302) that are desired for use with the wirel ess
term nal WO401203138ne exanpl e i npl enmentati ons, the w relPes®ErPr@nmrnad 114
may al so use a cached or stored SSID priority list 306 indicating a
priority order of one or nore SSIDs to select a wreless network to join
when two or nore wirel ess networks advertise network capabilities equally
desired for use with the wireless termnal 114 (e.g., based on the network
capabi tdlay, éxwargeer dthergisersendhan exaqrng metveak adniabiliticerequesb (EX ENEERGARt ruct ur e
302). [0039]In the illustrated exanple of FIG 3, each network capabilities
pr of i | BEQWESTS 2h&tonbe kxteaphimtwortki 2 $0§riofréspensd &b eeceivimgabaINETSOP i s assi gned
a unique profile ID 308 and includes rankings 310, mninmum capabilities
312, arREQANT: i l@rfadm depeibdldss tdrasnaBli. Thuedpoing td chet HIET-NENVRREQUESITMWOT K
capabilities 304, during wireless network scans perforned by the wrel ess
t er m nalg, iHedexi@nAinSGRYER [@BAkdnAB |ite nMIvBNScapEbiBties (E12€ 0A€ 6EMErenE th e Sork06a- C
of FIG [I) inits vicinity, the wireless term nal 114 caches di scovered

SSI Ds 3dbilifiey 2@aghtths GQRUENREvRIADI (h&ia iEX VN EHESP RESPOING® 20814 sends an
ANQP query to each discovered WLAN requesting the network capabilities of

those NRSWPY kstne TR Mdi LR 100 Bircthe N NIPRESAGRSE 1 8% fERALHR net wor k
capabilities 318 as shown in FIG 3. In the ustrated exanple of FIG 3,

th b f h
e poe BB SERRLL b 8o 1P 3R SAOHD 0 S Bl I L o 0
one or ,nore network

o (BSSHREHRAA ORI AP o B FE R ﬁ%@oﬁb@flﬁ?z iz

structure, 302, ni apabilities re denote <X>, <Y>, <MW,
o, al e'saatemaa@r}l?ﬁo REH R Rl i@gmwa@l]’é O?ﬁltﬁréet% PULESH P4 | es (For
each profile) that nust be avail abl e vi Y the access network

106a ofVaHplls viathe pegessynetwork oy Ki6ge The wartelemwnaalswtw e EHTREE for the
wireless -17- WD 2012/ 041533PCT/ EP2011/ 052159 term nal 114 to join. For
exanpl Eceived gtgedapealivrstvibrneteers £ppadilities sndicated in eqghtafdis ke@pabi | i ties <Y>
cached in the discovered network capabilities 304) avai l abl e via the access
net wor RapabilioesprdblendtO reedetermitg whetliemormimanmastworkappdtiility réqeremknipaefnéte | D
0001, then the access network A 106a woul d not be regarded as a suitable
candi datrenpaibe nawotheppbitfied gofiles Q0D®.inddoate that the iafces et s arkeA do&cever ed
network capabilities (e.g., network capabilities <Y>) of the access network
A 106asdabreeididhe foriamonartiomet wor k capabilities of profile ID 0002, then
the access network A 106a woul d be regarded as a suitable candi date based

on the[(qossf i | guldh RO o ATGUS, thBatiRkKietaRabl 4 hélRs afd/otsiMeAh egthid 0 at
| east neet the m nimum network capabilities of one network capabilities

profil gefverk ctaP%mNe\!s/f%m@ dR8 sired@e 389 hadnd metidrRbibliardpdaies (.8 teOi Ni ng by
the wireless termnal 114.

network capabilities profiles 210 of FIG. 2) specifying different sets of network capabilities. In

the illustrated example, the wireless terminal 114 also caches discovered network capabilities

304 received from one or more wireless networks (e.g., wireless networks associated with the

APs 104a-c) during a wireless network scan. In example implementations, the wireless terminal

114 uses the network capabilities profile data structure 302 and the discovered network

capabilities 304 to select wireless networks to join based on network capabilities of discovered

wireless networks (e.g., the discovered network capabilities 304) and network capabilities (e.g.,
-16-
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[0041]In the illustrated exanple of FIG 3, the additional capabilities 314
specifies network capabilities for each network capabilities profile that
are not nwoesraniisyp required for a WLAN t o be consi der e#Ca/Epeoiiabiies
associ ati on candi date. However, the network capabilities specified in the
addi tional capabilities 314 could be additional desired network
capabilities. In sone exanple inplenentations, the additional capabilities
314 may be used to select a W.AN that the wireless termnal 114 should join
when nohe drphere Weysk bapakilibesspecifietin the eefwask ecapphihtitseproftls detaatrignre 302)

candi dates. For exanple, the wireless term nal 114 may di scover the access
net wor khattard d&aredfic ushevithabes selaet twnmikal B 14 06ixsoofe ekhi@ple imgleniengtibine tteane
network scan, and the access network A 106a nay neet the m ni nrum network
capabi hirklessStermgigui Irl @ meiyta$soQfse plcadhiel r $tBe@@S8ID pitbridydist 305 iadicass; aygionsy kK B
106b may neet the m ni mum network capabilities requirenents of profile ID
0002. bRieS&iCdhe 3P nfYASPIDR to EdIett Wivi 188 Setivefkitb faith whid 16 oemb@ekirdisst he
wireless termnal 114 may sel ect to connect to the access network A 106a if

the nefuRbKsGaRAkid detl &R ASBARRE Bl &Y ddsited okt Sad tRENBIRY Brnlifda mat ch
nore of the network capabilities specCified in the additional -18-

2012/ 0 r t han
the. quam Ty o ol cant ngs o AenpahLd L?ﬁaﬁ%ﬁm{‘ﬁ?ép%ﬁéﬁa%ﬁ%‘ééa%9f???%s
accessk&%e via the access network B 106b and the additional capabilities
314 for the profile 1D 0002. [0042]|n sone exanpl e inplenentations WL ANs
may be C|at|on r anki

cted . fo S, of net rk ca ities
oot 1T EBE L ey fRRAR S R AT o <R ot RRrbaReBkanae R F dE BN esar e
assi gned @?nkln val ues 310 |nd|ca e their gfégg Brefe ence. for use
when s€&iP8 f‘ﬁSgPr AN SgHTemids tRERCOnE G Prél FOL ARSI HFS Ealkiedat e.
The ranking values 310 rnay be specified by the wireless termnal 114 or by
a SSP PHsaynigHnt ¢apakiliges 2 ﬁr@radéltweﬁléta%blltﬂefsarléf ermpIsdo e dipcyered
connections. Alternatively, the ranking values 310 may be specified by a
user ofetyvhek apptaliges30¢ eduringayireless ngywvordscers rarfioanedsy heniedass ermpaki r ences
of the user. During a network di scovery process, when the wireless term nal
114 fi mwddscohetavamabée MaiNOee. Mg céss ngiworkshidoaced $6Gnbtings ksinkylhéa, B
106b, and C 106c) is a suitable association candidate, the wreless
t er m nairelbdsdtensiyialridAk adhes HiscdvetddeS SIDABES. EAs eachadisdolered S8KD AP, viad wiedes310
assigned to correspondi ng ones of the network capabilities profiles that
mat ch tehamel MARNRds nOANEQRaIPrlyao eidh diebwarek Wiam@bdquedtingshavedibikbl e via the
access network A 106a align with the m ninum capabilities 312 of the
prof i | @aphBNi08OS (A6 nkRrE UMM rel @B @Pildal | ESthef cdches Bie fReSedBEWaRK B 106b
align mnth the m ninum capabilities 312 of the profile ID 0005, both of the

access abiRELs sAs LG ANELGB3 196Me ARl EabhRe 85810L Bathk Qiche@naiwdat es, but

the wireless termnal 114 selects the access network A 106a because the

netmrﬁpgamapgyst L EShRIsI bE., (BEO Eﬁd engoP%as)es @cfn e&tha&B@Té}ﬁ}n‘Nﬂ” k

capabilrties o e access network A 10 t er capability

rankin [ 43 he il t ed .ex s.term.nal 114 may
use pr | Or i %?Esé;lnof I\%STCBECS?D % mg Of% QO l’e nepwochapalbefﬁles or SGI‘V]CG%

available via the respective WLAN.
[0040] Referring back to the network capabilities profile data structure 302, the minimum
capabilities 312 are denoted as <X>, <Y>, <M>, <N>, and <O>, each of which indicates one or

more network capabilities (for each profile) that must be available via a WLAN (e.g., the access

network 106a of FIGS. 1 and 2) to consider that WLLAN a suitable candidate for the wireless
-17-
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inthe SSID priorities table 306 to break a 'tie' when nore than one

di scovered WLAN achi eves the sane one of the rankings 310. That is, if two
W.ANs wi twodbfdmisat SSI Ds neet the -19- WO 2012/ 041533PUFPEH203M5952159
m ni mum capabilities 312 of the sanme network capabilities profile, the
wireless termnal 114 may sel ect the WLAN havi ng the highest priority SSID
according the SSID priorities list 306. [0044] Turning nowto FIG 4,

anot her exanpl e network capabilities profile data structure 400 is shown
with eseampiabl i wijernmParcexaople, dajissbidred networkrcapahiliiesde gs howark enpaleitiaes
network capabilities profile. In addition, FIG 4 shows that network

capabi kivticeshegrinfhcldéssovmgd ixewdef dapadlitias3Opeavdidatile vifa theetonens heSSIOA. 10bhat i s,
unlike traditional network discovery techniques that rely on the SSID of a
net wor Ko hox ri&t efermingnwh @td@rk Eapabidities ¢fipadfila €D W00 K thénhike wdcesinessork @&r mi nal
114 may instead rely on the network capabilities of a WLAN excl usive of the

SSI D of 0dah@ol¥ AN BeGeglpd Rl 31angit x¥detdnaldateRasddotNhé BrofilesSd 0G| @1anel, fat e t o
join. [0045] The network capabilities profile data structure 400 nay be

cachedfrsast Qfsgéhetdd ﬁeﬂ@ochﬁﬁJbﬂﬁ&s (& Mdgbrkhfabilits s bf lHeStERL RAweMaNDI €
of FIG 4, the network capabilities profile data structure 400 stores a

pl ural it DOGQEO gr%EWHE %1ﬁﬂ9ﬁpﬁét§v%yl nsﬁ%ﬁ’tﬁéfs FPrdffe B 0062h§169%6% ﬁét%hf Wities

profiles 210 FIG 2) specl nt sets of netvvor capabilities.

Each ”‘?66’30\551)& ?Qfe%la de ?2? SLR{aB clal?dl!izﬁ% ﬁzis%é(' ?ﬁ%rﬂ\gﬂ)ﬁle 18 0 P?f Jl"llui‘as %ng't(f(z and

mnlrrumcap I'ties’ reqwredto
recogni ze he.access . ne of F 1)
Btk S T w@é@if%ﬁdq% ; kﬁ# H*esgﬁ‘? L e A Cé?aﬁ‘mﬁs ol ey

exanpl e, he net ties | e havin rofl e. | D 000 re uires
ont v« Firebi gy e Pa REeb ol e Bisted et SR ginme by tjf‘e |
"111YPROVI DER. COM to be considered a suitable associ atl on candi date for

the wi MEEssterpglilddl 114. 1n such an exanple, *MYPROVI DER. COM may be the

NAT of an SSP that provides a subscription service for the wreless
t er mi nH1041]1 4. In the illustrated example of FIG. 3, the additional capabilities 314 specifies network

capabilities for each network capabilities profile that are not necessarily required for a WLAN to
be considered a suitable association candidate. However, the network capabilities specified in
the additional capabilities 314 could be additional desired network capabilities. In some example
implementations, the additional capabilities 314 may be used to select a WLAN that the wireless
terminal 114 should join when multiple WLANSs have been identified as suitable association
candidates. For example, the wireless terminal 114 may discover the access network A 106a and
the access network B 106b of FIG. 1 during the same network scan, and the access network A
106a may meet the minimum network capabilities requirements of profile ID 0001, while the
access network B 106b may meet the minimum network capabilities requirements of profile ID
0002. In such an example, the wireless terminal 114 or a user of the wireless terminal 114 may
select to connect to the access network A 106a if the network capabilities accessible via the

access network A 106a match more of the network capabilities specified in the additional
-18-
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[0046] In the illustrated exanple, each of the network capabilities profiles
is associated with a wildcard (*) as an SSID 406. The SSID wi | dcard (*)

i ndi cat eswohat2/uie33SSI D of a WLAN can be anyt hi ng. That pcS/EPe@gasnbess of a
particular SSID, the wireless term nal 114 can detect a -20- WAN as being
avai |l abl e for association if the network capabilities available via the
WLAN satisfy the network capabilities specified in the m ninum capabilities
404 for any of the network capabilities profiles of the network

capabi tapabiisiep3 loif fiot the gaifde HD 00CL thawe thé@Qant|t) Odpr¢antage WE matchapbetween the

i npl enentations, the network capabilities profile data structure 400 may

al so beeipoeviagatslitdstaddcdsaiblel vigthe atdsesneawoik B s0dbmd tinddditnuledapaisli@kG 1of FI G
3 and additional capabilities such as the additional capabilities 314 of

FI G 3forRO48tiAIblopggh not shown, the m ni rum capabilities 404 of FIG 4
(and/or the m ninmum capabilities 312 of FIG 3) may specify credentials for

parti Cpjoab) Netyeske SEMPICEDlerh@fiatondWLANs fndyREIRE & FF ASREIaBbn PRYJ BE
specifred 1n a network capabilities profile i'ndicating that, for that

par ti cylaf DEPTdn G c%géb@lﬂfgsg%fﬁé‘st. RHE iﬁ&srn\éleﬁ%xgriwp@, i hEWRSCABGhNREK nust

support roam ng access to roamonto a network an SSP indl cated by the

roam n ofil e%%?@&sgigll\?d JaPiiR g?%‘ugﬁg}% ?n(f.icrgpel HETF Qrgi%{] {)fﬁ%?flﬁ,reinge R Nt \WPe[nk

capabif'ities profile spetities roam ng crede as a m ni num
capabi | i 4 must..confirmt

"o ntp b ANIEB R Bl b RS adh ot dBhePa o FREFS
D DSy O 35557 608 SEPRRAE b T LB, ot 114
wi i ng;[efe?gbrl]g i)vldrglresst C@%JT[ICC\Q%)HASI\.I /glstergatisvlé{yt, %lglrgnk(i:rﬁgn\gai] Ee?t?,?o ];n(zlgr bje 2;i>er<]:iifii’]e%'by a
user of the wireless terminal 114 based on wireless connection preferences of the user. During a
network discovery process, when the wireless terminal 114 finds that more than one WLAN
(e.g., the access networks A 106a, B 106b, and C 106c) is a suitable association candidate, the
wireless terminal 114 may rank each of the WLANSs based on the ranking values 310 assigned to
corresponding ones of the network capabilities profiles that match those WLANs. For example,
if network capabilities available via the access network A 106a align with the minimum
capabilities 312 of the profile ID 0003 and the network capabilities of the access network B 106b
align with the minimum capabilities 312 of the profile ID 00035, both of the access networks A
106a and B 106b are suitable association candidates, but the wireless terminal 114 selects the
access network A 106a because the network capabilities profile (profile ID 0003) satisfied by the
network capabilities of the access network A 106a has the higher capability ranking.
[0043] In the illustrated example, the wireless terminal 114 may use priorities of SSIDs listed

in the SSID priorities table 306 to break a 'tie’ when more than one discovered WLAN achieves

the same one of the rankings 310. That is, if two WLANs with different SSIDs meet the
-19-
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[0049] Referring nowto FIG 5, an illustrated exanple of the wireless
termnal 114 of FIGS. 1-4 is shown in block diagramform In the

i 1l ustratwd 2erzpd3e, the wirel ess termnal 114 incl udespraTmrecia®surs9 502
that may be used to control the overall operation of the wireless term nal
114. The processor 502 may be inplenented using a controller, a general
pur pose processor, a digital signal processor, dedicated hardware, or any
conbi nati on thereof. [0050] The wireless term nal 114 al so includes a

t er m nalinimessagedijeaserl atob rheS8we asichosk ¢aprbilitied prd@leathp astess 06inalThd t er ni nal
nmessage generator 504 may be used to generate network -21- WO

2012/ 0 SSRCTHEWRAN hHHRAHO hiphpa Ipribii tyyS SAD scawdiny theesiBgesriserclist 886.t he
NETCAP REQUEST 116 of FIGS. 1 and 2. The ternminal data parser 506 nay be
used t@OASL ri aviehih@hdw BEFIGO A, drotHer BEAM1Y ndt® otk capabififdYlppdfile dacaehere etc. ).
For exanple, the termnal data parser 506 can retrieve SSIDs (e.g., the

SSI D 236 @fhdwhiBwitR kxarBhlE MR MdMER cab i UFR Br §@viles shbRe FENGEY Rétiverk node
status 214 of FIG 2), GAS support indicators (e.g., the GAS support

i ndi Ca&ffbﬁblga@s Ig)rt)flfé q;h agaltlépqi"l@ei; WRLS iR Raiokl (talpglﬁll{l oii?lre§m§9§g'8g1r{eﬂ the

w rel ess termnal 4ater receiving themfroma WAN (e.g., the access
t . t
28 4""‘;[]51%%1?%@;6% Réntévl Iaﬁs.p g&%ﬁ?%&ﬁ%& g&r’&ei'%aﬁ Rewb& My TREFANS d&NERat or

on the SSID of a network to determine whether to join that network, the wireless terminal 114
may instead rely on the network capabilities of a WLAN exclusive of the SSID of the WLAN to
determine whether the WLAN is a suitable candidate to join.

[0045] The network capabilities profile data structure 400 may be cached or stored in the
wireless terminal 114. In the illustrated example of FIG. 4, the network capabilities profile data
structure 400 stores a plurality of network capabilities profiles (e.g., the network capabilities
profiles 210 of FIG. 2) specifying different sets of network capabilities. Each network
capabilities profile is provided with a profile ID 402 and minimum capabilities 404 specifying
the network capabilities required to recognize that a WLAN (e.g., any of the access networks
106a-c of FIG. 1) is available for associating with by the wireless terminal 114. For example, the
network capabilities profile having profile ID 0001 requires only that a WILLAN have a network
access identifier (NAI) of ‘MYPROVIDER.COM’ to be considered a suitable association
candidate for the wireless terminal 114. In such an example, ‘MYPROVIDER.COM’ may be the
NATI of an SSP that provides a subscription service for the wireless terminal 114.

[0046] In the illustrated example, each of the network capabilities profiles is associated with
a wildcard (*) as an SSID 406. The SSID wildcard (*) indicates that the SSID of a WLAN can

be anything. That is, regardless of a particular SSID, the wireless terminal 114 can detect a

20-
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shown as separate from and connected to the processor 502 in FIG 5, in
sone exanple inplenentations, the term nal nessage generator 504 and the
term nal wetaipaisar 506 nmay be inplenented in the procesTmP2&@A5ARM/ or in
a wreless comunication subsystem (e.g., a wireless comunication
subsystem 518). The term nal nmessage generator 504 and the term nal data
parser 506 may be inplenmented using any desired conbi nati on of hardware,
firmvare, and/or software. For exanple, one or nore integrated circuits,

di scr eMd. AN e bongacileble forasseativs if thaogtyerkrapahiljdesaly aidableorip thecWhpdhent s may
be used. Thus, for exanple, the term nal nessage generator 504 and the
term naitisfyahanq:!azbded’apaﬂ Btiesapepfied i thémpirmbm capablilitids 04 figl apprefthedietysirhg one
or nore circuit(s), programrable processor(s), application specific

I Nt egr atpabilicied Brofile§ 8) the ASIWSEIS  Ipabiditiegprafiteatatastiuogiecatdevi ce(s) (PLD(s)),
field programmabl e | ogi ¢ device(s) (FPLD(s)), etc. The term nal nessage
gener afop47p04 [ak¢nd HQnipR! iMphdheriaions, IRd SetworkQ@patilitieR prdfie i@k @ture 7BY be

i npl enented using instructions, code, and/or other software and/or

firmvapgy aRb e pﬁatvﬂfe@%maaqﬁrgomaesua%q%Hﬂkﬁ]g%%ymcﬁé@@xg%ﬁ abl e by, for
exanpl e, " a processor he exanpl e processor 502). Wen any of the

appendegh;l | a}ﬁfxﬁesrs%@ﬁfxstt%e%@d’iﬁ&na@ceﬂﬂ[)ﬁllt%s§9ﬂc59ﬁf3€3'rrpl enentation, at

| east one o term nal nessage generator 504 or the termnal data - 22-

parsergﬁgﬁa' SA'?%SQ%&XP&%?l-'y%’m%%h#ﬁ%%&bﬂnle%%BJr'QPF@D%%Q@/QJtisﬂi‘?r%g such as

a soli use erein,
h d | ud

B Rl e s B e s O

Addi t [ | t I t I

oner ot BEmste R Eop iRl eah an%%%@%}ansgrm?%aﬁﬁ%r@ﬁwﬁ%fi ned

to include a non-transitory conputer readable nmediumsuch as a flash

menor yPAUHCHE IO 4 roRBRS BFIY RNV I8 of AnHETASHBEWEES RETHSIBPO(RANpINEACEat he, or
any other storage nedia in which information is stored for any duration
(e.g., tofrgpmertoehirpsvonki afen §eP jirsHeatedat the rrapting credantiak In sughegxgmple f or
terrporarlly buffering, and/or for caching of the information). As used

her ei nimplérgentgiams.nbanetwvarisiapabilitiesoprplile speaifeadabiringsdidantial es expriews] y
defined to include any type of conputer readable nedium and to excl ude

pr opagatpabidjtys itgnaikaess tG0mR] Themextaopfien tiar 2 VSN sepporteadaniiigaghewnai n FI G
5 also includes a FLASH nenory 508, a random access nenory (RAM 510, and
an expasel glek#ict®yolie/romi Rl dradeatid b2 tHao profitd. dahérvadey ifeoatpingdcdess t he processor
502. The FLASH menory 508 can be used to, for exanple, store conputer

r eadabtgr dsﬁtﬁidi?b ittQud PoaRil g EreddhdiaPis nbisupPERdey Rk €cul AIWEABRNIRWiRNGs t he
FLASH nenory 508 can be used to store one or nore of the data structures

di SCUS&ﬁqmﬁppMewﬂlmo@Q&ﬂ%F IAPWMAN o) GRabiR caRfldde folj&niR@M 510 can al so be
used to, for exanple, store data and/or instructi ons [ 6053] The wirel ess

term ngjoy d]14 IRR i hcﬂ@% id. 3, % 1%§§%édte¥(aﬁﬂfe%eewgré‘l%s%rtérﬁﬁﬁal54‘4”0# Adsecei ve

a SIMcard (or a U M card or a NFC secure el enent roma wreless service

provi df& .s@ 'Yh%?cfc? dF%Yanp orthS 8 trfesﬁsﬁra?e‘dtetl%%l' :ﬁ& kv‘?x@le@é"{eﬁﬁﬁﬁlef 14t O

aut hentica "he “Wr e erm bl'rshing a connectlon with a
WLAN- su rted net n tati.ons M card may
al'so STBLET ﬂe%f.ogwﬁﬁoé i1 S PR R Pt e S i 8 B oo

terminal 114. The processor 502 may be implemented using a controller, a general purpose

processor, a digital signal processor, dedicated hardware, or any combination thereof.

[0050] The wireless terminal 114 also includes a terminal message generator 504 and a

terminal data parser 506. The terminal message generator 504 may be used to generate network
21-

SUBSTITUTE SHEET (RULE 26)



-23- external networks. The wireless termnal 114 is also provided wth an
external data 110 interface 516. The external data 110 interface 516 may be
used by awogerzwes3sransfer information to the w rel ess temrmpre@li/oizido t hr ough
a wred nedium [0054] The wireless termnal 114 is provided with a wirel ess
comuni cati on subsystem 518 to enable w rel ess conmuni cations with APs
(e.g., the APs 104a-c of FIG 1). Although not shown, the wreless term nal
114 may al so have a | ong-range conmuni cati on subsystemto recei ve nessages
from . emdblisndisarecsuessitensuch a dia NEEFARRERNEEST R 9IS, | and BeTh | st r at ed
exanpl es described herein, the wreless comunication subsystem 518 can be
conf i glermwhal ¢ntaparsar §a6 0wy ke ubed: theetti BREAfOrMBHeh fidm stearmtafadg.. 2 RAM hEY. aexanpl e
i npl enentations, the wirel ess communi cati on subsystem 518 can be

i mpl enexchectasi oy egarighlbJECOEIHIGH] daxdposer 0& LEBEREye 8810sue.g.,aha3 I8 H2f USB
device, an ultra-w deband (UWB) radi o, a Near Field Comrunications (NFC)
devi ceFI@n)anBRagtion moe staisas (&.de Heicht®pti¢rRnbdd) statey 2 teof KIGOHICRS sipphte a
user to use and interact with or via the wireless termnal 114, the

Wi el easlica®idlienalthelGASi stippirOmtided: M 4 &f BGS ReaidaletvadR caphibilities fRhgee 522, a
di splay 524, and a user i1nput interface 526. The display 524 can be an LCD

di spl ay,chafindnhPdRelksAbtRhaYr14&ker regé?%ng'%‘}n frRUtWE ANl AGR: R2Escoul d be an
al phanuneri c keyboard and/ or tel ephone-type keypad, a nulti-direction

act uat gr,.,8Fs"18kd- wi th dynam c button pressing capability, a touch
panel , %Fg.sAgk%?éﬁﬁgggz above, the exanple nethods and apparatus descri bed

her ei n al s e vant ageous| used n jon wi,th wireless
er o nifPaRy b puRGa B RIORAF Bk BEERDR RERE AR REEAERe 0 e
m crophone 522  the display 524, the user input_ijnterface 526, and/or any
Combt RAEN SRR romapsEng i un It RyStERor SEEM TR 5 i SPFF 6R4FPE 00 enamml o,
the wireless termpal 114 is a battery- oquﬁd devi?e and i s, thus,

provi dBePIGPEHAPIS NS FR)INgbmessage %F“B@{OFQBS‘/ ang,the fqrmanal dafp parses 06 may be

implemented in the processor 502 and/or in a wireless communication subsystem (e.g., a wireless
communication subsystem 518). The terminal message generator 504 and the terminal data
parser 506 may be implemented using any desired combination of hérdware, firmware, and/or
software. For example, one or more integrated circuits, discrete semiconductor components,
and/or passive electronic components may be used. Thus, for example, the terminal message
generator 504 and the terminal data parser 506, or parts thereof, could be implemented using one
or more circuit(s), programmable processor(s), application specific integrated circuit(s)
(ASIC(s)), programmable logic device(s) (PLD(s)), field programmable logic device(s)
(FPLD(s)), etc. The terminal message generator 504 and the terminal data parser 506, or parts
thereof, may be implemented using instructions, code, and/or other software and/or firmware,
etc. stored on a machine accessible medium and executable by, for example, a processor (e.g.,
the example processor 502). When any of the appended claims are read to cover a purely

software implementation, at least one of the terminal message generator 504 or the terminal data
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WD 2012/ 041533PCT/ EP2011/ 052159 [0056] Turning now to FIG 6, the exanple AP
104a of FIGS. 1 and 2 is shown in block diagramform The APs 104b and 104c
of FIG IwomyiZdna133apl enmented usi ng a substantially sim lpar/Epeolilgdsnse cal
configuration. The exanple AP 104a includes a processor 602 to performthe
overall operations of the AP 104a. In addition, the AP 104a includes an AP
nmessage generator 604 to generate TLV or XM.-fornatted nessages or nessages
of any other type of format (e.g., the NETCAP RESPONSE 118 of FIG 1, the
EXT- NEFCHP SREQUESDY Z21presdly fgf@ed 20 inglydy o fangibiesmediymisyclsesnaisolidstags| D 212, t he
encryption node status 214, and the GAS support indicator 216 of FIG 2).
The APMEOWE. alnsEnétiroherdey, ah VAR addd.ztpaksesed O8I, therterny fapgibleicefrppieat i on
fromrecei ved nessages sent by the wireless termnal 114 and/or the

ext er nedadabdd medikmAs EQBess(yrleGBed ® iacidd2dny tyfeeof APMpeSSE Begeabdesionagt ard 604 | S
substantially simlar to the term nal nessage generator 504 of FIG 5, and

t he APexthid® ppeagatingtddnaiss Asldniinally oedlleyhabilv¢li| adleabtnt o€ tHe@érfima medaiga par ser
506 of FIG 5. Thus, the AP nmessage generator 604 and the AP data parser

606 wagerﬁmtdrraoh%mtta%mﬂ dbRPaREOSIBS § AEre P pAiREih Aefidedib iRl @RS feAmmuUNi cat i on
subsystem (e.g., a wireless conmmunication subsystem 612) using any

conbi né&dsﬁﬂry@onﬁ@fe@%ﬂ%le frleBITWRLER a@ﬁ'ﬁé&rmén%r&v‘@feﬁd JoRg! IHQMI? (ROM)’ 4iCt i ons
stored on a’tangible corrputer readabl e medi um and/ or a non-fransitory

conput g, %rﬁglg%% fheftl %M%Q‘%ZHJQP ﬁ@'s&)rﬁ?'@ d%ﬁ(&gagm%vlﬁ inffhdd&Pisa FLASH

menory 6 ot h~of are e processor 602.

The F'—é?!"drf&m%%u?a%%g?%t%? egtgrrllciedqymr ede(r:;[é)gsashomrzﬁl gﬂ%"g‘“% %bl lities

i nfornati on CesSs het work or%f308 of FIG

Wi JQ@W@P Ly LA ca?'aﬂ HEGE mﬁiﬁ‘i&}%ﬁé SOToHR GRUET 1o store

recei ved nmessa icated by the wireless termnal 114 and/or the
ot o MEI BB P ie” TOBIbIE Fogim I ORY TS CaPe D TP od Soag T

readable medium and to exclude propagating signals.

[0052] The example wireless terminal 114 shown in FIG. 5 also includes a FLASH memory
508, a random access memory (RAM) 510, and an expandable memory interface 512
communicatively coupled to the processor 502. The FLASH memory 508 can be used to, for
example, store computer readable instructions and/or data. In some example implementations,
the FLASH memory 508 can be used to store one or more of the data structures discussed above
in connection with FIGS. 3 and 4. The RAM 510 can also be used to, for example, store data
and/or instructions.

[0053] The wireless terminal 114 is provided with a security hardware interface 514 to
receive a SIM card (or a USIM card or a NFC secure element) from a wireless service provider.
A SIM card may be used as an authentication parameter to authenticate the wireless terminal 114
for establishing a connection with a WLAN-supported network. In some example

implementations, a SIM card may also store registration information required to register with
23

SUBSTITUTE SHEET (RULE 26)



[ 0058] To conmunicate with wireless termnals such as the wirel ess term nal
114, the AP 104a is provided with a wirel ess comuni cati on subsystem 612,
whi ch nmaywbeosubsizantially simlar or identical to the WCTaPe&d/052159

comuni cati on subsystem 518 (FIG 5) of the wireless term nal 114. To
communi cate with a WLAN-supported network or external network (e.g., the
net wor ks 106a-c, 108a, and 108b of FIG 1), the AP 104a is provided with a
networ k uplink communi cation interface 614. [0059] FI GS. 7A-7C depict a flow
di agr asiteraprmesesrkat Theevisfless teravealp Leisplsoreeddadhaith aragxt¢raalides IEer&ge by t he
wireless termnal 114 of FIGS. 1-5 to discover network capabilities

avai | able ThHezxenml data o) mteviaph\B1 o maybe usetl by acsads trassfesonfiosmdt@dao theof FI GS.
1 and 2). FIG 8 depicts a flow diagramrepresentative of another exanple
pr ocesgirtlest tenmiyialde 4 ithirph gnewtredimbyiutrhe Wi rel ess terminal 114 of FIGS. 1-5
to di scover network capabilities via one or nore W.ANs. FIG 9 depicts a

fl ow djoag4am mapheesked @irhiviel 04 iaproexiRIPL@ aplil&s Somhahichioh fubsystgpl £rent ed
by an AP (e.g., one or nore of the APs 104a-c of FIGS. 1 and 2) to send

net wor o anaiileldst @i BiOATTAE Wah AT (¢ Be el A Bas-clof FIG B! Aldhdughlite exanpl e
processes of FIGS. 7A-7C, 8 and 9 may be perforned using a processor, a

cont r ol G AR eséf&}‘m%h?fzt 1%5‘%5 Q@hfve%&%ﬁ gé‘&m%b(ﬁl%ron@ﬁsy%ﬁﬂ@' e, the

exanpl e processes be 1 npl emrent éd usi ng coded

| NSt rugtl; %‘ﬁ]&gsbig& fron?%ﬁ%%r és%?g%@?d':ﬁ &lgﬂﬁlnf M?élés?'ﬂ%?wo?ﬁ n"tﬂ f?l'ﬁs@até@”g' E'Oﬁ/’

conput er readabfe nedium such as a menory, a rea y ( :

and/ Orexaamr éio % l‘]%cg ﬁe em gQ)VlX%le(ss C(I)\rllnninun18atuo%esglg]sr;l?tlél%I 8 carr{I %e tcoenrflm uFe%ngl bl e
conput er a umi's express y ¢ I'ncl"ude” any y pe  of

conput er readabl e sh g bb . Rro atl naI . | tionally
or alt %‘i‘:ﬂ%ﬁiﬁp‘ife‘yw the @%@Eﬁgﬂ 6%@5 ﬁ‘ﬁé% 'm?ﬁﬁ‘? g‘ﬁ er‘?ﬁy be
i npl enment ed usj ng coded struct ,é , d | e instr i ons)
st or ed“PRMENEHIPN SRS tI‘“E‘ogr 3 Y] U’E ?m? %fh%?b‘? nﬁ ﬁ’i <§ 0. & %IE} ld?nsm)r Y,
a read-only nenory (ROV), -26- WD 2012/ 041533PCT/ EP2011/ 052159
r andonf&éces swﬁrbﬁw B driRg:, an alteawitlebandr (UFRE) reivet Newrdriglg & omsaimcatianani ch
information is stored for any duration é@ , for extended tine periods,
per man@Wt(ydevise.asfa Raﬁsﬂém@@@cy fdsptifiestBE rdelvye buffering, and/or for cachi ng
of the information). As used herein, the termnon-transitory conputer
r eadabl0955kedi Tmensblex pseessise addfiteract with omid thdeviztepgs teppmabf 14c depuitedess
readabl e nedi um and to excl ude propagati ng signals.

terminal 114 is provided with a speaker 520, a microphone 522, a display 524, and a user input

interface 526. The display 524 can be an LCD display, an e-paper display, etc. The user input

interface 526 could be an alphanumeric keyboard and/or telephone-type keypad, a multi-

direction actuator or roller wheel with dynamic button pressing capability, a touch panel, etc. As

discussed above, the example methods and apparatus described herein can also be

advantageously used in connection with wireless terminals that do not have user interfaces and,

thus, the speaker, 520, the microphone 522, the display 524, the user input interface 526, and/or

any combination thereof may be optionally omitted. In the illustrated example, the wireless

terminal 114 1s a batlery-powered device and is, thus, provided with a battery 528 and a battery

interface 530.
-24-
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[ 0060] Al ternatively, sone or all of the exanple processes of FIGS. 7A-7C
8, and 9 may be inplenented using any conbi nation(s) of application

speci fic wotegratssd circuit(s) (ASIC(s)), programmabl e lPogirP2aiewsney s)
(PLD(s)), field programmabl e | ogic device(s) (FPLD(s)), discrete |ogic,
hardware, firmmvare, etc. Al so, sone or all of the exanple processes of
FIGS. 7A-7C, 8, and 9 may be inplenented manually or as any conbination(s)
of any of the foregoing techniques, for exanple, any conbination of

fi r maf®56kof (Twarieg nav scFi&t. 6, the gkanpEle dPoll04h af HIGHY. @ .an&Qdri¢ stewn imbtdebugh t he
exanpl e processes of FIGS. 7A-7C, 8, and 9 are described with reference to
t he fl dwgdireforranThePEIlGH andA04Epf BIG. dthy%he igiphaientatudings sobstamipllgnent i ng
the processes of FIGS. 7A-7C, 8, and 9 nay be enpl oyed. For exanple, the
order gmikxacidéitRal @hfibhatid]. oreexampleeP chrangeedes ApedREsos B0E0ferfolie tel ocks
descri bed may be changed, elim nated, sub-divided, or conbined.

Addi ti gnahil ¥per@iins Of thalAp @iat h.ea(ﬂmﬁp{h@pmma%@&de@%n Rlp%ssgg% %z\%rat%r and 9
may be perfornmed sequentially and/or in parallel by, for exanple, separate

procesghng d.hLgRdg,v wgm%%ateddrﬁé@ggg% or AESG dge%to? aﬁp&h&tyga SFHihat 3 gte.

[ 0061] Tur ni ng nowto FIG 7A, the 11l ustrated exanple process nay be

perf or APRE%P‘%S%S@S%%% nal riiépe;wi ¢ip ﬁE%‘%}é’%q* i‘lsddf%?(‘}"fr}{d/BF 0CesS.

Initia eW|re ess term nal orns a ess network scan

(bl ock 702 For EH e wreless Lerm asswe
net vor RESAES 1 Reniile [fz s aP l%nnrélooerStamsrghaé fud LY ;5‘* n‘{l’g"r(t ifeal 9., one or

of 71 1o TReSu ey 1 Sl SRERRL B SRR e enan 22

status 214 of FIG 2), if apllcable Alternatlvel t W rel ess term nal
114 nagﬁciféﬂo BEHASGT Sal&hy\}@e %%Eﬁss 'HiRg! R4 ppoR e E’f%’é’%‘ Q%Wﬂﬁkrﬁﬂo%l(fl‘%@ -ansnits
a probe req)uest to actively solicit SSIDs (and encryption node status and
GAS suppdt B)- i Hgittamersage ememtny ORe ar Bystyntially sinfibo b2t Tremitia BICEEE° t er ni nal
114 determ nes whether any of its stored SSIDs match any of the SSI Ds

recei verhemtorl04 ok FYG5, aid e A Prdy parseh 606 issbiarg8|l Dsintiiay thibe praingt dated by a
user or a SSP or may have been previously stored by the wirel ess term nal
114 whp#sar@0e oV ELG.durlihng the AP encisengs geretrator 404ding tlevAP ylatp pesesi®)6 may sonme
exanpl e inpl enentations, the wireless network scan operations of bl ocks 702
and 70#nptayierhel mrthd predesasbOR hed/otr 4 elireless doarmunicatiod tdbsyaymge.gc eedretess bl ock
706 based on SSIDs that have been pre-stored in one of its nenories (e.g.,
t he FLASkhmo®ieRIon saBSsem ¢1ReudtidVarhlddndinakibksof Bgrdware, firmware, and/or software

including instructions stored on a tangible computer readable medium and/or a non-transitory
computer readable medium.

[0057] The example AP 104a also includes a FLASH memory 608 and a RAM 610, both of
which are coupled to the processor 602. The FLASH memory 608 may be configured to store
network capabilities information (e.g., the access network capabilities data store 208 of FIG. 2).
The RAM 610 may be used to generate messages for communication to the wireless terminal
114 and/or to the external network A 108a and/or to store received messages communicated by

the wireless terminal 114 and/or the external network A 108a.

5.
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[0063] OF the WLANs identified as having SSIDs that match SSIDs stored in
the wireless termnal 114, the wireless termnal 114 selects the W.AN(S)

t hat suppwot2fr)y0433$ (bl ock 706). For exanple, during thecrnrediess2iaet wor k
scan of block 702, the wireless termnal 114 nmay receive GAS support
indicators (e.g., the GAS support indicator 216 of FIG 2) indicating which
W.ANs support GAS. [0064] The wireless termnal 114 uses an ANQP exchange to
retrieve network capabilities for each WLAN sel ected at bl ock 706 (bl ock
710). ﬁ@ﬁsbxarﬁﬁ’lC@mmwcat%‘eltwmea%tsmmelﬁéléFh\MStth? widesspermiaa 164, thg &8, 1 and
2, the wireless termnal 114 sends the NETCAP REQUEST 116 to the AP 104a
and t hé04aPs pO4aled eghondiselpdstchminivai dNETICARS RESPONSE hich8masbadiubstasisdld above i n
connection with FIGS. 1 and 2. The wireless term nal 114 exchanges sim |l ar
messagsamilr dthidanicalobhier witdlAdN coainamicado@subloy soark 5 VYOEIG: 28of thadMireless

2012/ 041533PCT/ EP2011/ 052159 [ 0065] The wreless term nal 114 determ nes
whet heteraiiyl Df4. tTeeconiidscatclv @R & IVVEANDRbpéitdd netk ot eXtérasl dehadrk felk | shemat ched
all of the network capabilities (e.g., the mninumcapabilities 312 and the

addi ti paradbricapadt] 108k amd3dds 6f FIG. ©), 1) ABRESd ik bRAided vathSd Ml srknpliner K
capabilities prof| |l e (e g., the net wor k capabilities profiles 210 of FIG 2

and/ or 4 hQumelorikeraRaniyl i ties profiles of FIG 3 and/or FIG 4) (block
712). If the wreless termnal 114 finds full rratches (bl ock 712), the

o DAL IR PAICSRREC R N A RO A !

ITB.tChI e net I es pr0| eW|ththe ran ng reIatlve
to ot her n r of e exa ment at
the wile l%rgeénci Ab the lrel §e"§"nage cofﬁl Sureéo 'BEeE & Oﬁ( ” PRLdd' S il))n t he

P ﬁ;\l\&élr glggfél gg%gig} wr(gfgl thee z;[cgéasts th%/sorl;[shl%&rl-% lo?H(¥§llyangl29.hlgﬁ.lx. SrCPegllf:ltsnag and
flow diagram representative of another example process that may be implemented by the
wireless terminal 114 of FIGS. 1-5 to discover network capabilities via one or more WL ANS,
FIG. 9 depicts a flow diagram representative of an example process that may be implemented by
an AP (e.g., one or more of the APs 104a-c of FIGS. 1 and 2) to send network capabilities
information to the wireless terminal 114. The example processes of FIGS. 7A-7C, 8 and 9 may
be performed using a processor, a controller and/or any other suitable processing device. For
example, the example processes of FIGS. 7A-7C, §, and 9 may be implemented using coded
instructions (e.g., computer readable instructions) stored on a tangible computer readable
medium such as a FLASH memory, a read-only memory (ROM), and/or a random-access
memory (RAM). As used herein, the term tangible computer readable medium is expressly
defined to include any type of computer readable storage and to exclude propagating signals.
Additionally or alternatively, the example processes of FIGS. 7A-7C, 8, and 9 may be
implemented using coded instructions (e.g., computer readable instructions) stored on a non-

transitory computer readable medium such as a flash memory, a read-only memory (ROM), a
-26-
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[0066] If at block 712, the wireless termnal 114 does not find any full

mat ches, the wireless termnal 114 determ nes whether any of the W.ANs
adverti sesonetvmiis3capabilities that partially natch thecmaremnlos2159
capabilities specified in a single network profile (e.g., the network
capabilities profiles 210 of FIG 2 and/or the network capabilities
profiles 302 of FIG 3 and/or 400 of FIG 4) (block 716) (FIG 7B). If the
wireless termnal 114 finds partial matches (block 716), the wreless

t er m nahddridcsnt memsrit (RAMY, ANashe, bhaty aitby etordgs ettdran wdri¢h iotgpabiiérn isi es t hat
mat ched at least all of the m ninmumcapabilities (e.g., the m ninmm

capabi iotetl €6r A3y Auaatiohr (., Br exteddd tinfe feriGds, 4prnahehe boef inmueesgomor k
capabilities profile(s) (block 718). If the wireless term nal 114 sel ected
any W.AMpatarily BrkeringOandiddFordaticihg 86tht @ifeinidibn )l 14s dsbe Rere i, getrant fn- WLAN t hat
advertised network capabilities matching the m ninum capabilities 312 (or
the m phiuslyc3RARiet taliftste HRdilinik eRprBQlyWiifed RRANLAd diyaSpdsfRbiipaien th t he
hi ghest ranking (block 722). In sonme exanple inplenentations, the wreless

t er m nal, 4. b4 BRY MBS d S g Ssh b il &Gls. @ WLAN based on the network
capabi idtcgoiesmpr orfni e t hat hgséjptal e"%%g%%;t ranki ng and the cl osest

P HL%:""‘MZ%ﬂgm\rﬁég’isﬁé“%fb}gﬁ?%’xﬁfﬁ@%%f °§§§é$§fo‘i|§*?5i‘¥"7{%§h %‘%’E‘%%Ef °
i 114 dj d. i . i al . .71 1
Lorm naioiggesl Sy pRE R0 d PR Pl RD SReR ShsPaisirdily GRICHL o5

user (block 724). 1f the w reless. term nal recei.ves r. sel ection of
o W ANOBTERI Ol 1) AT diekE OBl o sewer D FE BTN ARCEE bi ock
722 or if the wireless termnal 114 selects a WLAN at block 714 (FIG 7A),
the wi lo8ice8ydvarentitmayarg e j dlispssomiern atl Rbthe srurple arongfe ¢HIESK /#2788 1 n sone
exanpl e i npl enentations, after joining the selected W.AN (bl ock 728), the
wi r el el @ @ayrbe anplamenteshipagyally opas anygfostbitaEanty efipnyef thetfereg@rg net wor k

(e.g., the external network A 108a of FIGS. 1 and 2). As shown in FIG 7B,
af ter jeohmueg. fohexampAd\ aphFookinFtx@)of Girminfaret, prftwiire. el ssrpse kogicrandégr hardyavgi d not
receive a user selection of a WLAN (e.g., within a tinmeout period) at block
726, t hetlexahpbezhphoeesploprobdsSS. of FAGI O Afi0ss, h@068] Retnbredivnth eferdics.  7A,

if at block 704, the wireless termnal 114 does not find that any of its

st or edioSid Dew niixigedinasYFIOE. TAGCSS) dd I, etet metlodst of hinplekned i2g the prdcegks afdvances
to block 730 shown in FIG 7C. The wireless termnal 114 presents the

avai | aplces. WaAN(, ), aftl S 6RY Bt thpRiyed| BérkexdfiglcViha orletlbSddeaytionfof kHtebl vdke elags s
term nal 114 (bl ock 7303’. If the wireless termnal 114 receives a user

sel ect hOthaRke ORI/ sofffe o (ALK s ABRSKd fdgbe LMAked, BEmHRGM, WOWididkd e t O
attenpt to join, the wireless termnal 114 selects the WLAN(s) that

suppor &c(n?l)in . %éﬂi&ﬁhyja% bor all Bf thE% 1€ protcps%eé’@fr ﬁbg.s'ﬁA-tﬂ g,] e{ﬁﬁ!9 ri]rg-y4bé7‘ay
determ ne I ch WLANs™ support GAS based on which WLANs transnmitted t he GAS

Suppor é%kogglktgg%qg&nt%ég)a&@hgn &}all(epb)g for e%%fsﬂ, %Bar%‘?)rgéé?ﬁr?é Ehre!a'ag,i cators

receiv

processors, devices, discrete logic, circuits, etc.

[0061] Turning now to FIG. 7A, the illustrated example process may be performed by the
wireless terminal 114 during a network discovery process. Initially, the wireless terminal 114
performs a wireless network scan (block 702). For example, the wireless terminal 114 may
perform a passive network scan in which it waits for one or more access points (e.g., one or more

of the APs 104a-c of FIG. 1) to broadcast its SSID (e.g., the SSID 212 of FIG. 2) and encryption
27-
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[ 0069] The wireless termi nal 114 uses an ANQP exchange to retrieve network
capabilities for each WLAN sel ected at bl ock 734 (block 736). For exanple,
for the WeaNomsmosBated with the AP 104a of FIGS. 1 andP2]/Hrb@ 1062169 ess
termnal 114 sends the NETCAP REQUEST 116 to -30- WO

2012/ 041533PCT/ EP2011/ 052159 the AP 104a and the AP 104a responds with the
NETCAP RESPONSE 118 as di scussed above in connection with FIGS. 1 and 2.
The wirel ess term nal 114 exchanges simlar nmessages with any ot her WLAN
sel ect exdastatob G, (h8 6ncryRI®nGhddesstamsr HKed F1G ) nif applicaild. piltesentady.ithee net wor k
capabilities retrieved at block 736 for each W.AN via a display of the

W r el esdelesyainmiabl 1124ndyljlecfokin 28 89tivelstart ihevhi¢hr taé esislebeterminall 114 1vhnsretea ves a
user selection of a WLAN (bl ock 740), the wireless termnal 114 joins the

sel ect Ql)bWeﬁNes(t B agikel748)icit $STDS QaRI ¥B/PROEmMoBPSLIE MBEGASREppodf ih@icapR) Ni Ng
t he se t WLAN (bl ock 742), the wireless termnal 114 nmay al so be

regi st gf 89 nehbh vapaRxt ernal network (e.g., the external network A 108a of
FIGS. 1 and 2). As shown in FIG 7C, after association with the selected

WAN ( RiO@Qf 741‘%2& “erele'sg temﬁlaw IMQJe?e?ﬁl Wm:t'ﬂ@] an%jcﬁ}ltg k&é&@ﬁb@ ﬁﬁ{c‘ﬁecm9 gg or

nore user selection(s) of N(s) at block e.g., wthin a partlcul ar

timeoup,. F&%‘ilbf%lel%d eﬁ'bﬁjocﬂ%g r(t%&! 0’ .aTt\J(ﬁﬁgrea%b Ste hlg bé re o??cl‘@( %gseﬁ B8

within a particular tinmeout period e exanp SS 0

gpgzeség 71 T er@epgrvé/v}ously storedady t‘\g\ewrfelleSSWerdmla rlqg]waeﬁlreccteﬁ/e Srtirbgezg exanpl e

previous network discovery process. In some example implementations, the wireless network
scan operations of blocks 702 and 704 may be omitted and the wireless terminal 114 may
proceed to block 706 based on SSIDs that have been pre-stored in one of its memories (e.g., the
FLASH memory 508 or the RAM 510 of FIG. 5).

[0063] Of the WLANS identified as having SSIDs that match SSIDs stored in the wireless
terminal 114, the wireless terminal 114 selects the WLAN(s) that support(s) GAS (block 706).
For example, during the wireless network scan of block 702, the wireless terminal 114 may
receive GAS support indicators (e.g., the GAS support indicator 216 of FIG. 2) indicating which
WLANS support GAS.

[0064] The wireless terminal 114 uses an ANQP exchange to retrieve network capabilities
for each WLAN selected at block 706 (block 710). For example, for the WLAN associated with
the AP 104a of FIGS. 1 and 2, the wireless terminal 114 sends the NETCAP REQUEST 116 to
the AP 104a and the AP 104a responds with the NETCAP RESPONSE 118 as discussed above
in connection with FIGS. | and 2. The wireless terminal 114 exchanges similar messages with

any other WLAN selected at block 706.
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be perforned by the wireless termnal 114 of FIGS. 1-5 to discover network
capabilities available via one or nore W.ANs. Initially, the wireless

term nal Wo2oanuisssns a wirel ess network scan (bl ock 802rI1/HPes11exHEY| €, the
wireless termnal 114 may perform a passive network scan in which it waits
for one or nore access points (e.g., one or nore of the APs 104a-c of FIG
1) to broadcast its SSID (e.qg., the SSID 212 of FIG 2) and encryption node
status (e.g., the encryption node status 214 of FIG 2), if applicable.

Al t er nE0BYe| y The harelwss elrems! tldrdetemained ddetireryanyef ther WLANsadvé¢rusedgeawmorkn
which the wireless termnal 114 transmts a probe request to actively

sol i ci tapDolibss tharfdllgmarcyipd albof the detwstlatapabibnes (€4S tieupipantmicapkbilates 33}  of
any nearby W.ANs. -31- WD 2012/ 041533PCT/ EP2011/ 052159 [0072]If the

Wi r el esfl the hddifélal dabAbitiee£s 1 oTESGT NabedN@l i@ra sl endt.SiNScapstiticdipssray er ed

(bl ock 804), the wireless termnal 114 retrieves network services for each

di scOV@rgedhé/\héwomagsﬁsnmq}rom%m10%@1@' 2 and/Bah¥héSoRSSphBIli R RbfiIdd4f MBYy use

an ANQP exchange to retrieve the network services (e.g., the discovered

gits\l\&)r ek %Qﬁg}ok Fid &5 B1B& @lf 2{ Fif(t;he @/)relfeg’srter%ﬁﬁg 19k $AY RiiIGHa AN Ibhay 1 5 uppor t s

he wirel ess term nal |ters the received network servicées (block

808) . Elg 1Fe¥e§gmn%maf pﬁl QMec vt\kﬁ)efimcapg%p veljnjséld %@X@iﬁééa&)ﬁ&h@éﬁtmﬁg‘&{nﬂﬁm t hat

do not neet t m ni num ne 1t1es
capabi fied,i

| ess

For m i et "theéfr‘fﬁﬁ“h ufhs (et raplagriteiP s éﬁemﬁgmﬁg SHRACLS g
(e.g.,.the rankin gl 3), assqci at ed £_ S ni num net wor k
Capabl 7147 BLMGERPE RPN (e Ve 6% S TUn KAy B8 cole  BETTsté whi ch
of the WLANs are SU|tabIe candi dates_to bOIH [0073] The wirel ess term nal
114 pr ¥deHY Sased on M nfoy wrksapapilities piafide tha 'i'aéﬁ'Pearf?‘a(‘B?‘éS@léhS&t kinganddl, W AN
that it identified as being a suitable candidate for joining. If the
wi r el eggseserAxiAElY- 114 determines that one or nore of the presented services
were selected (e.g., by a user of the wireless term nal 114)ngb|OCk 812),
the wi H8peks ieatipiaghl712.1the pvokless temmaini 1A doeratot Hind iyl mitehasnae vrirelesy e
sel ected service(s) (block 814). [0074] At sone tine after joining the WLAN
at bl oekmi®il] [ 4tdeerminee Wbsthert awyrnf tied WLANsraglyertised network capabilities that

partially match the network capabilities specified in a single network profile (e.g., the network

capabilities profiles 210 of FIG. 2 and/or the network capabilities profiles 302 of FIG. 3 and/or

400 of FIG. 4) (block 716) (FIG. 7B). If the wireless terminal 114 finds partial matches (block

716), the wireless terminal 114 selects the WLAN(s) that advertised network capabilities that

matched at least all of the minimum capabilities (e.g., the minimum capabilities 312 of FIG. 3 or

404 of FIG. 4) of one or more network capabilities profile(s) (block 718). If the wireless

terminal 114 selected any WLAN at block 720, the wireless terminal 114 then selects the WLAN

that advertised network capabilities matching the minimum capabilities 312 (or the minimum

capabilities 404) of a network capabilities profile with the highest ranking (block 722). In some

example implementations, the wireless terminal 114 may be configured to select a WLAN based

on the network capabilities profile that has the highest ranking and the closest proximity.
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determ ne whether it should discover other avail able networks (bl ock 816).
For exanple, the network capabilities needs of the wireless termnal 114
may changwoanizdies3di rel ess term nal 114 may becone di sceomare@d/0friem t he
WLAN that it joined at block 814. Additionally, the wireless termnal 114
may determ ne whether to discover other avail able networks at bl ock 816 in
i nstances when the wireless termnal 114 does not discover a network at

bl ock 804 or one or nore services are not selected at block 812. If the

wi r el ed967ker nilihht wirtkessletreimal hidglid hettselect ang WLAMNGt block 720 or if the wireless

2012/ 041533PCT/ EP2011/ 052159 shoul d di scover another network (block 816),
cont r olerpmak ksl didiada fira dnly pettiaBddtch€Xtdnblosk §&9, thdeirdrsrpinengrido¢ psseros thel G 8
ends. [0075] Turning nowto FIG 9, the illustrated exanple process nay be
per f or medally WIheNAY dikOdharadiit blogk 30D et ek (blbckCRAM eIy tHervoie&s termiveal ¢xanpl e
process may be simlarly perforned by any other AP (e.g., the APs 104b and

104c ofeckil&s a dsePselctlidn 6Ff NWLAN)bIOEN TI8) oftif MRS WiRE1Kss derehll @11 sdi@CLDELAN
Initially, the AP 104a transmits its SSID (e.g., the SSID 212 of FIG 2)

and any; Bk pdior ANhdMAele s Bltifal (184 Jelects RGVIEARTLY BloLIOM AWUE, BA RiHeSwifeléss Of
FIG 2) and GAS support indicator (e.g., the GAS support indicator 216 of

FI G 2)e1-](11%9%‘&8819@lmmme9 ef’é@r&%ﬂAMl&ﬁ"/@%ﬁh§owéﬂ InlerRaRafbnoN a

periodic SSI ; roadcast for passive networ I scovery scans or based onhan

i r el oulF B (i RERUA W RRARR e Py B et B G0 Repn - 11
K. biliti .. he N P ST.116,0f FIGS. 1 and

5 SRRl B RSB,
iLjti - =N P REQUEST . 2 ,FIG 2

ot or bl B sl RO RE g ol bR ToR L MioreTRs Tomit | Efieao el o)

(bl ock 906). For exanple, if the AP 104a_is in comunication with an

ext er n&ie” Haehep rf 2 %&e-gew&h@ EPERIE ReTeosh abIPsk 128sthe &gmRle PERsetsd

external network. Oherwise, if it is not in conmunication with an external

net wor KIGS. /Adegndsot send a network capabilities request to an external

net wor k.
[0068] Returning to FIG. 7A, if at block 704, the wireless terminal 114 does not find that any

of its stored SSIDs match any of the SSIDs received at block 702, control advances to block 730
shown in FIG. 7C. The wireless terminal 114 presents the available WLAN(s) discovered at
block 702 via a display of the wireless terminal 114 (block 730). If the wireless terminal 114
receives a user selection of one or more WLANSs (block 732) that the user would like to attempt
to join, the wircless terminal 114 selects the WLLAN(s) that support(s) GAS (block 734). For
example, the wireless terminal 114 may determine which WLANSs support GAS based on which
WLANSs transmitted the GAS support indicator 216 (FIG. 2) (e.g., based on GAS support
indicators received at block 702).

[0069] The wireless terminal 114 uses an ANQP exchange to retrieve network capabilities
for each WLAN selected at block 734 (block 736). For example, for the WLAN associated with

the AP 104a of FIGS. 1 and 2, the wireless terminal 114 sends the NETCAP REQUEST 116 to
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[0077]1f the AP 104a determnes that it should send a network capabilities
request to an external network (e.g., the external network A 108a) (bl ock
906), thewaRodMas3zends t he EXTNETCAP REQUEST 218 to thecestresinab2inet work A
108a (bl ock 908) and receives the EXTNETCAP RESPONSE 220 from the external
network A 108a (bl ock 910) including network capabilities of the external
network A 108a as descri bed above in connection with FIG 2. After -33- WO
2012/ 041533PCT/ EP2011/ 052159 receiving the network capabilities of the

ext er ndie AfetQdorard telAB 404t resplondskwdll thedYETGAP RESRONSEAH 8de disewserbabode bl ock
906 that it should not send a network capabilities request to an external
net wor k, conheetidP wi4aG8 ol hiet2.sTheevindeds terapadbil | 4 eicbsnges sinhibr acsmges widh wor k A
106a (FIGS. 1 and 2) (block 912). The AP 104a generates the NETCAP RESPONSE
118 ( FaGSthé Whad NXelectedacklo®lZ)6.t o i ncl ude the network capabilities of the
access network A 106a and/or the external network A 108a and sends the
NETCAP[0BEGPONShe 1d@1es Otethimal I4e)r&shits e metwiardk cddabil(tiek eake\R46) blofIODIBIoAS t er
sendi ng the NETCAP RESPONSE 118 at block 916 or if the AP 104a has not

recei veghtvieANETCAR: sREUVERT wilfesaterRlmaf k1@ ek t788). APht AR 1detephManes:
whet her it should send another SSID (block 918), for exanple, based on a

per i odjLei v LuRr QALGES b QWL%N%SIH@?MJ) MR Ry SRR 1t1§r<fl'h§1f"?113 selbdied N AP

104a determ nes that it shoul d send another SSID, contr returns to bl ock

902. Q’\gzig%\‘(lﬁ?%kﬁ e?(aﬁﬁpﬁo%%%g( E%Efﬁlgle%ﬁtamﬁst gi?egr ﬂ)x‘u ?ﬁ)éjéeﬁjec?elﬁow 50 V\@ro(?:ﬁesses

(blo a power eve or a node
event. %é he . A 104a shaul d t end its cesse contr urns to
ol ock 872 1) Wﬁf&e&ﬁ e edarniio e s R BTy el

nggQLélg%h H% ?(58?1 oﬁ&gdlsand%.p%s S owri inalﬂg. ?&ta{ft%lr gs.ss,oc(:)1];1t1orIla\)Dlullc %%t ure have
selected WLAN (block 742) or if the wireless terminal 114 did not receive one or more user
selection(s) of WLAN(s) at block 732 (e.g., within a particular timeout period) or did not receive
a user selection at block 740 (e.g., within a particular timeout period), the example process of
FIGS. 7A-7C ends.
[0071] Turning now to FIG. 8, the flow diagram depicts another example process that may
be performed by the wireless terminal 114 of FIGS. 1-5 to discover network capabilities
available via one or more WLAN:Ss. Initially, the wireless terminal 114 performs a wireless
network scan (block 802). For example, the wireless terminal 114 may perform a passive
network scan in which it waits for one or more access points (e.g., one or more of the APs 104a-c
of FIG. 1) to broadcast its SSID (e.g., the SSID 212 of FIG. 2) and encryption mode status (e.g.,
the encryption mode status 214 of FIG. 2), if applicable. Alternatively, the wireless terminal 114
may perform an active scan in which the wireless terminal 114 transmits a probe request to
actively solicit SSIDs (and encryption mode status and GAS support indicators) of any nearby

WLAN:S.
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herein, the scope of coverage of this patent is not limted thereto. To the
contrary, this patent covers all nethods, apparatus, and articles of

manuf act we 2bevmh3g3fal | ing within the scope of the appemrdedredaionnseit her
literally or under the doctrine of equivalents. -34- Wat is Clained is:

1. A nethod for presenting avail able network services at a wirel ess
termnal, the nethod conprising: discovering a first network that supports

a network querfy protocol ;. retrieving at |east one network service
from t W872] r sif thewiveleks grmioel t1d detsrminggthanenefar mpre Nt ANs wereahegoperedent i ng
the at |east one retrieved netwrk service. 2. A nethod as defined

i n cl abheck, 80wk dreavineless germenahd i & reguerey nggpotloolices doreaCie disedvereAdV AN senent

Serv! C(eb.loc:k 806). For example, the wireless terminal 114 may use an ANQP exchange to retrieve the
network services (e.g., the discovered network capabilities 304 of FIG. 3) for each discovered
WLAN that supports GAS. The wireless terminal 114 filters the received network services
(block 808). For example, the wireless terminal 114 may filter out any WLANSs that do not meet
the minimum network capabilities (e.g., the minimum capabilities 312 of FIG. 3 or 404 of FIG.
4) specified in the wireless terminal 114 and may further filter the remaining WLANs based on
rankings (e.g., the rankings 310 of FIG. 3) associated with those minimum network capabilities.
In this manner, the wireless terminal 114 can determine which of the WLANSs are suitable
candidates to join.
[0073] The wireless terminal 114 presents the network services via a display (block 810) for
each WLAN that it identified as being a suitable candidate for joining. If the wireless terminal
114 determines that one or more of the presented services were selected (e.g., by a user of the
wireless terminal 114) (block 812), the wireless terminal 114 joins the WLAN that provides the
one or more selected service(s) (block 814).
[0074] At some time after joining the WLAN at block 814, the wireless terminal 114 may
determine whether it should discover other available networks (block 816). For example, the
network capabilities needs of the wireless terminal 114 may change or the wireless terminal 114
may become disconnected from the WLAN that it joined at block 814. Additionally, the
wireless terminal 114 may determine whether to discover other available networks at block 816
in instances when the wireless terminal 114 does not discover a network at block 804 or one or

more services are not selected at block 812. If the wireless terminal 114 determines that it
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3. Anethod as defined in claim1l, further conprising caching the at | east
one retrieved network service at the wireless termnal. 4. A nethod as
defi ned iwochelomsB3 wherein the presenting is via a usePCrmpresifiiasHs9

5. A nmethod as defined in claim1, further conprising selecting, at the
wireless termnal, the at | east one presented network service. 6. A
nmet hod as defined in claim5, further conprising joining the wireless

termnal to the first network based on the at |east one sel ected network
ser vi cehould3gscover another network (block 816), control passes back to block 804. Otherwise, the

example process of FIG. 8 ends.

[0075] Turning now to FIG. 9, the illustrated example process may be performed by the AP
1044 during a network discovery process. The example process may be similarly performed by
any other AP (e.g., the APs 104b and 104c of FIG. 1 or any other AP) during a network
discovery process. Initially, the AP 104a transmits its SSID (e.g., the SSID 212 of FIG. 2) and
any encryption mode status (e.g., the encryption mode status 214 of FIG. 2) and GAS support
indicator (e.g., the GAS support indicator 216 of FIG. 2) (block 902). The AP 104a may send
this information based on a periodic SSID broadcast for passive network discovery scans or
based on an active network discovery scan initiated by a wireless terminal (e.g., the wireless
terminal 114 of FIGS. 1-5).

[0076] If the AP 104a receives a network capabilities request (e.g., the NETCAP REQUEST
116 of FIGS. 1 and 2) (block 906), the AP 104a determines whether to forward a network
capabilities request (e.g., the EXT-NETCAP REQUEST 218 of FIG. 2) to an external network
(e.g., the external network A 108a of FIGS. 1 and 2) (block 906). For example, if the AP 104a is
in communication with an external network, it may send a network capabilities request to the
cxternal network. Otherwise, if it is not in communication with an external network, it does not
send a network capabilities request to an external network.

[0077] If the AP 104a determines that it should send a network capabilities request to an
external network (e.g., the external network A 108a) (block 906), the AP 104a sends the EXT-
NETCAP REQUEST 218 to the external network A 108a (block 908) and receives the EXT-
NETCAP RESPONSE 220 from the external network A 108a (block 910) including network

capabilities of the external network A 108a as described above in connection with FIG. 2. After
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WO 2012/ 041533PCT/ EP2011/ 052159 7. A nethod as defined in claim1l,
further conprising: di scovering a second network that supports the
net wor k owergizpmeisdcol ; retrieving at | east a second netraomP2&@nyilce from
the second network prior to joining the second network; and presenting the
at | east the second network service. 8. A nmethod as defined in claim
7, further conprising selecting, at the wireless termnal, the at |east the
second network service. 9. A nethod as defined in claim8, further
conpr i sreyingshanatgorkivapaliilitiss @f theteatemahagtwiock AHBSsadbovd Heowdrtke ABJB¢: at ed
with the at | east the selected second network service. 10. A et hod
as def derethings at blackPF4 thahie sleiuld tdieerfd a stworktcapabidities rajubfter eméxtémalm t he
second networ K. 11. A nmethod as defined in claim7, further
conpr i sétiwgik, the AP 104l dotl&dts mgwbikecapibiligR ot tHernecaldehavabikk Ad0ga BGANndad®
second network service based on cached rankings at the wireless term nal;
and (block 912). The AP 104a generates the NETCAP RESPONSE 118 (FIGS. 1 and 2) (block 914)

to include the network capabilities of the access network A 106a and/or the external network A

108a and sends the NETCAP RESPONSE 118 to the wireless terminal 114 (block 916).

[0078] After sending the NETCAP RESPONSE 118 at block 916 or if the AP 104a has not

received the NETCAP REQUEST 116 at block 904, the AP 104a determines whether it should

send another SSID (block 918), for example, based on a periodic SSID broadcast or a request

from a wireless terminal. If the AP 104a determines that it should send another SSID, control

returns to block 902. Otherwise, the AP 104a determines whether it should end its processes

(block 920), for example, based on a power off event or a low-power mode event. If the AP

104a should not end its processes, control returns to block 904. Otherwise, the example process

of FIG. 9 is ended.

[0079] Although certain methods, apparatus, and articles of manufacture have been described

herein, the scope of coverage of this patent is not limited thereto. To the contrary, this patent

covers all methods, apparatus, and articles of manufacture fairly falling within the scope of the

appended claims either literally or under the doctrine of equivalents.
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presenting the at |east the one network service and the second network
service based on the filtering. -36- WD 2012/041533PCT/ EP2011/ 052159
12. A nmetwodoew4dBi ned in claiml, further conprising: PCT/HPROI@®EIIRY t he at
| east one network service and other network services from other discovered
net wor ks based on cached rankings at the wreless termnal; and presenting
the filtered network services. 13. An apparatus to present avail able
network services at a wireless termnal, the apparatus conprising: a
pr oces¥¥nt ts¢:laimeddi:scovering a first network that supports a network query
protocol ; retrieve at |east one network service fromthe first network
prior to jol.ni ngAmeehdd fospresenting akailablacietwork services at a wireless terminal, the
method comprising:
discovering a first network that supports a network query protocol ;
retrieving at least one network service from the first network prior to joining the
first network; and

presenting the at least one retrieved network service.

2. A method as defined in claim 1, wherein the network query protocol is a Generic

Advertisement Service.

3. A method as defined in claim 1, further comprising caching the at least one

retrieved network service at the wireless terminal.

4. A method as defined in claim 1, wherein the presenting is via a user interface.

5. A method as defined in claim 1, further comprising selecting, at the wireless

terminal, the at least one presented network service.

6. A method as defined in claim S, further comprising joining the wireless terminal

to the first network based on the at least one selected network service.
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present the at | east one retrieved network service. 14. An apparat us
as defined in claim13, wherein the network query protocol is a Generic

Adverti sewennizBaiissce. 15. An apparatus as defi nedTinr2ahasimd3,
wherein the processor is to cache the at | east one retrieved network
service at the wireless termnal. 16. An apparatus as defined in

claim 13, wherein the processor is to present the at | east one retrieved
network service via a user interface. -37- WD 2012/ 041533PCT/ EP2011/ 052159
17. An appa¥at usAasethisfdsdetingdnin claamh fiGthexgrmpsismgt he processor is to
select, at the wireless termnal, the at |east one presented network
servi ce. diScovéun mpgaoat nesweark thiefsippedts ithe rebworingli@ry pitecedi n t he
processor is to join the wireless termnal to the first network based on
the at | east oneregiiviagtaetbanetseesnd ieavatk 6&vice from the second network prior to

joining the second network; and

presenting the at least the second network service.

8. A method as defined in claim 7, further comprising selecting, at the wireless

terminal, the at least the second network service.

9. A method as defined in claim 8, further comprising joining the wireless terminal

to the second network associated with the at least the selected second network service.

10. A method as defined in claim 7, wherein the first network is different from the

second network.

11 A method as defined in claim 7, further comprising:

filtering the at least one network service and the second network service based on
cached rankings at the wireless terminal; and

presenting the at least the one network service and the second network service

based on the filtering.
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19. An apparatus as defined in claim13, wherein the processor is to:
di scover a second network that supports the network query protocol;
retrieve WO 2bpa8153a second network service fromthe secent/Eretmosispri or to
joining the second network; and present the at |east the second network
servi ce. 20. An apparatus as defined in claim19, wherein the
processor is to select, at the wireless termnal, the at |east the second
net wor k servi ce. 21. An apparatus as defined in claim 20, further
conpri si ng }%i ni Agnethng agideBnasdsy ctaem i fuathet eompmigingecond net wor k associ at ed
with the at | east the selected second network service. 22. An
appar at us as deffilteohgitie @lleisnonkhetwirk savige tinkothenr st worgtsewyides frremdithidrer ent
fromthe second network. WO 2012/ 041533PCT/ EP2011/ 052159

discovered networks based on cached rankings at the wireless terminal; and

presenting the filtered network services.

13. An apparatus to present available network services at a wireless terminal, the
apparatus comprising:
a processor to:
discovering a first network that supports a network query protocol ;
retrieve at least one network service from the first network prior to joining
the first network; and

present the at least one retrieved network service.

14. An apparatus as defined in claim 13, wherein the network query protocol is a

Generic Advertisement Service.

15. An apparatus as defined in claim 13, wherein the processor is to cache the at least

one retrieved network service at the wireless terminal.

16. An apparatus as defined in claim 13, wherein the processor is to present the at

least one retrieved network service via a user interface.
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23. An apparatus as defined in claim19, wherein the processor is to:
filter the at | east one network service and the second network service
based on wached41saki ngs at the wireless termnal; and PCT/EP2@n@sHRY t he at
| east the one network service and the second network service based on the
filtering. 24. An apparatus as defined in claim 13, wherein the processor
Is to: filter the at | east one network service and other network
services from other discovered networks based on cached rankings at the

wi rel ess tethi naf\n appacetpy asgiefined ingldin| 1Bewberemahepyoressariyioselect, at Bo-

wireless terminal, the at least one presented network service.

18. An apparatus as defined in claim 17, wherein the processor is to join the wireless

terminal to the first network based on the at least one selected network service.

19. An apparatus as defined in claim 13, wherein the processor is to:
discover a second network that supports the network query protocol;

retrieve at least a second network service from the second network prior to joining

the second network; and

present the at least the second network service.

20. An apparatus as defined in claim 19, wherein the processor is to select, at the

wireless terminal, the at least the second network service.

21. An apparatus as defined in claim 20, further comprising joining the wireless

terminal to the second network associated with the at least the selected second network service.

22. An apparatus as defined in claim 19, wherein the first network is different from

the second network.
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WO 2012/041533 PCT/EP2011/052159

23. An apparatus as defined in claim 19, wherein the processor is to:

filter the at least one network service and the second network service based on
cached rankings at the wireless terminal; and

present the at least the one network service and the second network service based

on the filtering.

24, An apparatus as defined in claim 13, wherein the processor is to:
filter the at least one network service and other network services from other
discovered networks based on cached rankings at the wireless terminal; and

present the filtered network services.
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