LEOLLE s Ko g

: REPLAthI\ﬁENT SHEET 17°SEP 1996 IVULTI PLE | TEM | O FRE
| DENTI FI CATI ON PRO- TOCOL FI ELD OF THE | I\I\/EI\FI'R'IA'%{? Eg @Sﬁ‘};’g iy el
-"thefleld of radio frequency (RF) tag rdentlfl%gfl re. snemfum \J ] —
“the invention relates to the field of -identifying and r ﬁﬂg@gemnmé,gsm i o~
fromnore than one RF that transm-tting at sinultaneously. BASKSEEDIIND O‘ L
. THE "I NVENTI @M URSTI RL Er CEENRA ID HE ER EQUEENTY (REG! ) ENSTLERICA

i dentification tech- nologies for idenfgicmng obj ects._The heart of the RF

ID systemlies in an infor- mation carrying tag. The tag functions in

response to a coded RF signal rcecived froma base statjyiSheed MRIBeEH RobaceliN€
tag reflects the incident RF carrier back to the base st Pmln III mlmn\lon

is transferred as the refl ected si naI i s nmodul at ed by
FIELD OF THE INVENTION
This invention relates to the field of radio frequency (RF) tag identification.
More specifically, the invention relates to the field of identifying and reading in-
formation from more than one RF that transmittling at simultancously.

BACKGROUND OF THE INVENTION

Radio Frequency Identification (RF ID) is just one of many identification tech-
nologies for identifying objects. The heart of the RF 1D systcm lies in an infor-
mation carrying tag. The tag functions in response to a coded RF signal reccived
from a base station. Typically, the tag reflects the incident RF carrier back to the
base station. Information is transferred as thc reflected signal is modulated by
the tag according to its programmed information protocol. '

The tag consists of a scmiconductor chip having RF circuits, logic, and memory.
Thc tag also has an antenna, often a collection of discrcte components, capacitors
and diodes, for example, a battery in the case of active tags, a substrate for
mounting thc componcnts, interconnections bctwecn componcents, and a means
of physical cnclosurc. One varicly of tag, passivc tags, has no battery. They
derive their energy from the RF signal uscd to interrogate the tag. In gencral,
RF ID tags arc manufacturcd by mounting the individual clements to a circuit

-card.’
Basically, passive RF tags consist of two basic parts:

a) An analog circuit which detects and dccodes the RF
signal and also provides power o the digital part of the Tag
u<mg RF ficld strength from the Basc Station, and

b) A digital circuit which implcmcnls the multiplc items of the
tag identification protocol. -

A radio frequency (RF) identification system also consists of an RF basc station
and a plurality of RF tags.

In a typical configuration, the base station has a computer section which issues

commands to an RF transmitter and reccives commands from the RF recciver.
The commands serve to identily tags present in the RF ficld of the basc station.
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passes it to the RF antenna. The RF receiver gathers the return signal from the
antenna, demodulates it from the RF frequency to the base band, decodes it, and
passes it back to the computer section for processing. The base station antenna
sends RF signals to and reccives RF signals from one or more tags with in the

RF signal range.

While the application of RF ID technology is not as widespread as other 1D
technologics, bar code for example, RF 1D is on its way to becoming a pervasxve
technology in some areas, notably vehicle identification.

Multiple objects can be idcntiﬂed by checking each individually using bar code
rcader. However, this process consumes a lot of time. It is also error prone - the
crror ratc made by either human beings or by the bar code reader is very high.

This iterative process can be simplified and solved by introducing the RFID Tag
technology. The RFID tag can be used to identify muluplc objects in a very short
time, on the order of a second.

Onc way of implcmcnting multiple RF tag identification is as follows:

a. the tag powers up in the RF ficld, starts a clock, and secds a random number
geaerator. '

b. the tag sends out a 64-bit 1D (at internal clock frequency) at intervals deter-
mincd by the random number generator :

c. the basc station synchronizes 1o the tag transmission from a transmitting tag
in the ficld. If there is a successful reception (no errors), the station uses a power
interruption to transmit a simple shutdown code to the tag. This approach works
because the station is synchr'omzcd to that tag and times its shutdown code using
that tag frequency. The tag uscs the gap dctection cnrcuury to identify power
interruptions.

- d. Two shutdown modes are available: i) the tag is prevented from talking as long
as it remains in the ficld; and ii) the tag is prevented from talking even afier de-
parting ficld (for approximately 10 minutes or morc.) The shutdown mode (ii) is

- accessible only after shutdown mode (i) has been entered.
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t.ag-i'dentification protocol. A radio frequency (RF) identificati :
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will they have just finished transmitting their id when the base stations sends the
shutdown signal to the tag which has just becn idcntified.

This technology only applies identifying tags only, i.c., there is only a single rcad
channel. The system can not write to the tags.

STA TEMENT OF PROBLEMS WITH THE PRIOR ART

When multiple RF identification tags are simultaneously prescnted to a reader

. (base station), the tags conflict with each other. The simplest RF identification
readers respond by either: 1. identifying the nearest tag in the ficld or 2. by not
identifying any of the tags in the field. Another approach for identifying multiple
tags in the field, as described above, has becn to have the tags repcatedly identify -
themselves after random delay times beiween their transmissions, and then to
disable the tag following successful reception by the rcader.

This approach must be optimized for the expected number of tags in the ficld.
If therc are fewer than the expected number of tags in the ficld, this approach can
potentially be very slow because thc dclay times between cach tag read will be
longer than necessary. If thcre more tags than the expected number of tags in the
ficld, this approach will again be very slow, because there will be times when the
base station will bc faced with rcading morc than onc tag. In thesc cascs, the
protocol will have (o restarted. In extreme cascs the base station may not be able
to identifly any of the tags in the field.

OBJECTS OF THE INVENTION

An objcct of this invention is an improved radio frequency tag identification sys-
tem. ' i

An obijcct of this invention is a RF identification protocol for identifying an ar-
bitrary number of tagged items in the ficld in 2 minimum amount of time.

Anather object of this invention is an improved radio frequency tag identification .

system that can identify and gather information from more than one tag that is

simultancously transmitting an RF signal. '
: _ [
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ThIS output information may be held temporarily on the tag, it r'ra,y' remain
~until over witten, or it may remai'n permanently on the tag.
Jtransmitter of the base station encodes the command from thdTH
’section, nmodulates- it . froma base band to the:radi'o frequendy, a _____L_es___—»——‘
It, and passes it . to. t The RF-receiver gathers The return
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band, decodes it, and passes it back to the conputer section for
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prone -- thim a Data_Exchange statc where the base station can access data from the tag
memory by using mformahon that identifies the tag.

-~ BRIEF DESCRIP'TION OF THE DRAWINGS
Figurc 1 is a block diagram of a novel radio frequency identification system.
Figure 2 is a block diagram of a novel base station used in the present invention.
Figurc 3 is a flow chart of the algorithm executed by the base station.

Figure 4 is a block diagram'ot' a novel RF tag structure used by the present in-
vention.

Figure 5 is a flow chart of a preferred algorithm being executed by each of a
plurality of RF tags. '

Figurc 6 is a dréwing showing one example of how the features of the present
invention coopcrate to cnable identification and information access to more that
onc RF tag simultancously transmitting to the base station.

DETAILED .I_)ESCRIPTION OF THE INVENTION

Figurc 1 shows a block diagram of the Multiple Radio Frequence ldentification

system (100). Base station (110) will transmit a RF signal (130) through the an-

tcnna (140) o the RFID tags (120). The base station (110) runs a novel algo-

rithm (300) that is uscd to cnable the reading of a large number of RFFID tags

(120) that simultancously arc communicating with the base station (110). When

cach of the RFID tags (121 - 125) received a command, the tags will response by
. sending an RF signal back to the basc station. The tags (121 - I25) cach also
. runs a novcl tag aigortthm (440).

'thurc 2 shows a block dtagram of the base station (110). The base station design
includes a Base Memory (220).. The Base Memory is used to keep application
data and identification information (tag number) of the RFID tags that could be
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A Base Logic (230), contains a digital design that can ‘control and execute the
base station algorithm (300). The Basc Logic (230) uscs a Base RF (240) front
end to send and receive the RF signal (130) through the attached antenna (140)
of the Base Station (110). -

:.-"'Obj ects'in a very short tine,  on the order of a second. Oneiwnay.of

The Multiple RFID Tag and Basc Station (1 10) protocols arc bascd on a trec
splitting protocol with novel components -- the sct of special commands, their -
structures, and inputs of the tag statcs.

Figure 3 shows a flow chart of the base station algorithm (300). ‘Oncc the base
station is turned on (310), the Radio Frequency field (130) will have a ccrtain
power level. This power level will dictate the distance within which the base
station (110) can communicate with tags (120). Those.tags (120) able to com- .
municate with the base station (110) are said to be in the field .(130). This com-
munication link will be die out (320) when the basc station (110) is turncd of .

With the RF signal (130) is active (312), a special set of identification commands
can be issued (330) by the base station (110) to the RFID tags (120). If no idcn-
tification command is issucd (332) or sent (332) and the RF signal (130) is active
(i.c., at its power level, 312), the base station will be in its idlc (340) state.

When an identification command is issucd (330) or sent (330), a responsc (350)
signal will be sent back from RFID tags (120). If no rcsponsc (352) signal comcs
back from RFID tags (120), the base station will cither resend the identification
-.command (330) or go to the idle (340) statc. :

If the RFID tags (120) respond to the identification command (350) that the basc

station (110) sent out (330), further checks arc made. [f the basc station (110)

identifics (360) the signal coming back from the tag (thc responsc), basc station

application commands can be sent (370) to the identificd tag (360). Zcro or morc

application commands can be sent (372). When there are no morc application
- commands, the algorithm ends (380). ’

A ngcn tag (121) signal is identified if the tag (121) is the only tag rcspondmg to -
the base stauon (1 10) idcatification command (330).
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read, nor, is psedt (330) via (362 and 352) Thls processes is repeated until a single tag re-

sponsc (350).

In a preferred embodiment, application commands include read commands, that
enable the base station (110) to read application data from the tag memory (460);
write commands, that enables the base station (110) to write application data to
the tag memory (460); and lock commands, that prevents further writing to cer-

tain tag memory (460) locations.

In a preferred embodiment, the identification commands include a Group_select
command and a Group_unselect command. These commands are described in
~ the U.S. patent application to C. Cesar et al. incorporated by reference above.
Note that in the preferred embodiment both the Group_select and
 Group_unselcct command can cause the following comparisons: equal, not _equal,
less than, and greater than. Further, two other identification commands’are in-
cluded in this preferred embodiment -- fail command and resend command. The
fail command is sent out by the base station if more than one tag transmits to the
base station (110) at one time and cause the state counter (432) to increment (by
one). (See 362 in Figure 3) The resend command causes the state counter (432)

(in Figure 4) to decrement (by one).

Figure 4 is a block diagram of a typlcal preferred embodiment of a RFID tag
(120). Each RFID tag (120) contains a tag antenna (410), which is used to receive
and transmit an RF signal. The tag antenna connects to the tag system (450)
which includes a tag RF front end (420), tag logic (430), tag algorithm (440), and
the tag memory (460). A tag RF (420) front end is used to convert the RF signal
into DC voltage which powers up the tags logic (430) and the tag alg,onlhm (440)
and transmits information and commands to the tag. The tag logic (430) includes
four main components: a) a Random number gencrator (431), b) an cight bit
up-down state counter (432), ¢) a command decode logic (433), and d) a state -
register (434). A value in the state register (434) indicates what state the tag is
in - Ready (510), ldentify (530), and Data_Exchange (560). The random number
generator is used to generate a true random number which is used to tell the
RFID tag (120) to increment or decrement the up-down state counter (432) by
one. The command decode logic (433) decodes a special command set which is
sent from the base station (110). The tag algorithm (440) uses a novel tree split-
ting tcchnique to identify all the tags in the field successfully even when more
than onc tag initially trics to simultaneously communicate with the basc station.

Since cach tég is assumed to have minimal intelligence, it does not recognize the
~ existence of other tags in the [field. The tags do not transmit except in response -
1o querics from the basc station (110). When queried by the base station (110),
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Cw e "t hey have j ust finished transmtting their id when t b-}?%" tér%gﬁ
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optim zed for the expected nunber of tags in the field. If there are fewer

than the exReférad Figtibe's. oThtagg dlgorithen (440)dincludics FipRe BRsRs Ganl) Ready
state (510), 2) Identification state (530), and 3) Data Exchange statc (560). There. -
are certain commands can only be rccognized in a spccxﬁc state.

Tag memory (460) is use to store alI the application data and the tag identifica-
tion number.

Figure 5 is a flow chart of the RFID tag algorithm (440). 'In a preferred cm-
bodiment, when the RFID. tag (120) is powered up by the RF signal (130) in the
field, the RFID tag (120) itself is in thc Ready state (510). (Note that ifi'an al-
ternative embodiment, an active tag - a tag with on-board battery power - can
be used.) Since each tag is assumed to have minimal intclligence, it docs not
recognize the existence of other tags in the field. The tags do not transmit cxcept
in responsec to identification commands (330) (queries) from the basc station
(110). The RFID tag will die (515) out if the RFID tag is out of the RF signal
(130) field. For example, when the base station (110) stops transmitting.

The Ready state (510) is the initial state of thc tag (120). In a prcferred embod-
iment, RFID tags (120) in the READY state (510) will listcn to all transmissions
and responscs 1o the all identification commands and application commands. In
a preferred embodiment, the identification command is the Group_sclect com-
mand and the application command is thc Read command. After the basc sta-
tion (110) powers up, it waits a small amount of timc (100-300 ms) for all the tags
(120) in the ficld 0 stabilizc in the READY state (110).before it sends out other
commands. The RF carrier will be constantly sent oul from the basc station
(110) cven during this wait. This is donc so that the RF scction (420) of the tag
maintain power to the tag (120). '

All the logic circuitry in the tag (120) is powered up in the READY state (510),
but the tag docs not transmit anything uatil commandcd by the basc station.

‘The tag goes into the Identification (ID) state (530) only when a Group_sclect
command is received (520) by a tag in thc READY statc (510). If no command
is reccived (520), the tag will wait (522) until 2 Group_sclect command (520) is
received. The 1D state (530) is necessary since the basc station may not know
identification information of the tags (120) in the ficld.
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ﬂ?e/a its tag num ack to the gasc station (110) as long as the state counter

of the tag is a predetermined value. In a preferred embodiment, and throughout .

this discussion, this value is zero.

If more than one tag is transmitting information to the base station (1 10), the
base station issues a Fail command (540).

When the tags in the field receive a Fail command (540), cach tag increments
their statc counter (432) by one if either:

1. the state counter (432) has'a value greater than zero or

2. the state counter (432) has a value equal to zero and a value of the tag random
number (431) is a given value. In a preferred embodiment this value zero.

Notc that tags with state counter (432) values that are not zero, stop transmitting.
Therefore, these tags will not transmit at all until there counters can be decre-
mented to zero because in all future fail command transmissions of the base sta-
tion (110) will cause their state counter to increment (by condition 1 above). Note
also that these tags are still in the 1D state (530) even though they are not trans-

mitting. .

However, those tags (120) in the field that are in the 1D state (530) that have

statc counter (432) with a zero value, will continue to transmit. After this trans-

mission, these tags will redetermine, e.g. “roll”, their random number value (431).
If there are more than one of thesc tags (120) transmitting, the base station (110)
will again send out a Fail command (540). At this point, the conditions for in-
crementing the tag state counters (432) are reapplied.

The process in repeated (542) until, only one tag remains with a zero value in its
statc counter (432). When this occurs, there is a non fail condition (544) and the
basc station will reccive the identification information (tag number) of the tag.
Then the base station will issuc an application command (550), (in the preferred

‘embodiment this is a- Read command), to access (read) the appropriate data in

the memory (460) of the solc tag that is transmitting. In a preferred embodiment,

‘'this is cight bytes of data at the tag memory location (460) specified in the Read

command (550). L _
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REPLACENENT SHEET 17 SEP 1996 4 SUMVARY OF THE | NVENTI ON The present

-invention uses a novel adapt ation of a tree splitting al gori gl]mg aiPHTi Hexb BEEN

".Radi- ‘0. Frequency (RF) tagging technology to identify many tags | n feREAGED.

“field of a base station. The invention uses the tree spllttlhg.aLg-eHHﬂﬂ't'ﬁ‘

"|dent|fy asingle tag in‘a field of a plurality of tags. Once the single
“tag is i denm{drqﬂc d:ns drdartsold 8¢ Hagad Y5268 té SickiOU GRS 1Y &
- where the bgﬁ% g thé! rgfemgg%a 3%6). RN e ag TRARS YnOYDH$iakE (530),

. information H stop Qransmx?tmg i tification information. In the Data_Exchange
state the base statlon,.knows the ldentxty of the tag, c.g, thc basc station (110)
can issue (570) any application command directly to the identificd tag. In a pre-
-ferred embodiment, these application commands are the Rcad command, Write

command, and Lock command.

In an alternative embodiment, a Group_ unselect (580) command can_ be issued

by the basc station to remove some of the tags from the ID statc (530) In this

casc, the tags that are unsclected go back to the READY state (510).

All tags in the Data_exchange state have alrcady been successfully identificd by

the base station. Tags in this statc only response to certain commands. Data can
be read, write or Lock (570) to a specific tag basec on thc command that sends

from base station. Tag remains in Data Exchange state until tag leaves the RF

field for a predctermined amount of time. In this case, the tag goes into.Ready
state and can only be activated again by a RF signal which power up by the basc

statlon

| After the READ command (550), subsequent to a non fail condition (544), is is-

sued, thc basc station (110) issucs a Resend command (540). The Resend com-’
mand causcs all tags (o decrcment their counters by one. Thercfore, tags in the
ID state (530) with counters that had a onc value, will have a zcro value and will
begin to transmit their identification information back to the basc station (110).

“If there is more than onc tag responding the identification process using Fail
commands as described above is repecated. If there are no tags responding after
the Resend command is issued (540), onc or more Resend commands arc.sent to
the tags in the field in an cffort to reduce somc tag stalc counters to zcro.

If after onc or morc Resend commands is issucd and there is still no rcsponsc
from any tag in the ficld, a Group_selcct command (590) is send in order to resct
‘all of the tag (120) statc counters (432) to zero (the initial statc). This
~ Group_sclcct (590) may bring morc tags into the 1D statc (530) from the
READY state (510) particularly if these tags arc new in the ficld. Thosc tags in
the Data_cxchange state (560) are unaflcctcd by the ‘Group_ qclcct (590) com-

mand.

In a preferred embodiment, tag state counters (432) only increment when the basc
station (110) scnds a Fail command. Likcwise, the tag statc counters (432) only
decrement when the base station (110) sends a Resend command. By counting
thc number of sent Fail commands and Resend commands, the basc station (110)
can determine that all the tags in the field havc been identificd when Lhc number
of Fail commands and Resend commands are equal

This Sheet Has Been Reﬂlaced
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= BRI EF DESCRI PTI ON OF THE DRAWNGS Figure 1 is a bl ock di'agram of a _novel

£
o radi o frequency identification system Figure 2 i.s a bl ock {d”?%ps QIAsaBEEN
r-povel base station used in the present inventi:on. Figure 3 j g

gphart
:*of .the al gorithm executed by- the base station. Figure 4 is a_ bI,,_g;k}s__d.|_:=1g-p-a-|°141—i

- of a novel RF tag structure us t t
- flow chart bBf2UsC gr ‘Ioé“isr‘ghc’é‘l‘uB or %(\ Hgfuﬁgp@jzgrﬂt%g gieggﬁﬁ‘m} P {—&Efﬁ —glI“F
- of RF tags.algpgtie uses gwanmcawo hashpancen e L

of the presemdommwentbaroneditral o1t mnm@ru(déht Hi aed |30?PIHH’Gnﬂn¢Qﬂ0dat i on

access to ge,(uba 608)¢ RF tag sinultaneously transmitting to the base
station. TAI LED DESCRI PTI ON OF THE IN\/EI\FI'I ON Figurc 1 shows a bl ock

di agram or fhe'bHotddih YN EP4) SRl &%tmnxsatteahalﬁ@i}suﬁese
station (11 tg':\ffsqgk axg:’sés:%ﬁi;g) Og':%%bgﬂ? !?lgéo Jrd3€leBidd back to the
READY state. Other subgroups were selectcd before thc identification process

begins. Only the finally selected tags are shown in Figure 6.

-

After selection, the following method (see Figures 3 and 5) is pcrfo_rmed:

"1 - Tags (1 to 4) in the ID state with the counter (432) at O transmit their ID.
Initially all the selected tags have a zero value in their state counter (S, 432).

2 - Since more than one tag transmits, the base station (110) receives an error.
The FAIL (610, 540) command is sent. FAIL (610) causes all tags with a count .
not equal to 0 to increment their counter (432). That is, they move furthér away
from being able to transmit. :

FAIL (610) also causes all tags with a count of 0 (those who just transmitted) to
generate a random number (431). Those who roll a zero, increment their counter,
and do not transmit. Those who roll a | keep the counter at zero and try again.

In this case, tag 2 and tag 4 will rc-lransmxucd But tag | dnd tag 3 will not

transm:t
3 - A sccond tag transmission is done. | This S
. . . heet H
Since tag 2 and tag 4 transmitted together, a collision 1N as Been Replaced
signal will be received by the base station (110). ”",l" ,l"" ,"I l, m’

Thercfore a FAIL (610)
command will be issued from the base station (110)
to the tags once again.

4 - The count of the tag 1 and tag 3 will be incremented by 1 w0

- became 2 _
duc to the FAIL (610) command received. And the count of tag 2

and tag 4 (with a zero in the state counter)

will also incremented by 1 to

became 1 duc to the random

number roll to zero and the FAIL command (610) received.

5 - Now there will be no RF signal transmitting back to the base station '

due to the non zero state .
counter value at the tags [ - 4. Therefore when the time out

Y09-94-185 -10-



*tcnna (140) to the RFID tags (120). The base station (110) runs a novel
1:\al go- rithm (300) that is used to enable the reading of a | .
.hﬁﬂsbaBEETsﬂElPegt BE5H.

VRFI'D*tags (120) that sinmultaneously -arc communicating with t
“(110J. Wen each of the RFID tags (121 -.125) received a corrhand REPHRL
‘Wi Il response by sending an RF signal back to the base stati Tags
:(121- - 125) eagituationds mets acR BSENDt(6302540)ri t hm (440). Fi ure 2 shows a

bl ock di agr am @minafd RaifiebSécttitnhé ItagsO)Th'ghe base station design in S—
a Base Menory (2200 a1 THE %g?%a ks used to keep appli qﬁggﬁ)q ata and

:QCI;EE}AIC]ICE:\/EKIIEI’I gﬁl‘:’éﬁ}! tag nunber) of | ‘the RFID tags th ’,m m mﬁellﬂced ,

6 - Now the state counter (432)
value of the tag 2 and tag 4 are zero and they
re-transmit again. But tag 1 and tag 3, due to their
state counter value being non zero, do not transmit.

7 - Since tag 2 and tag 4 transmitted together, a collision
signal will be received by the base station (110). Therefore a thxrd

FAIL (610) .
command will be issucd from the base station ([10) to thc tags.

8 - The counter (432) value of tag 1 and tag 3 will be
incremented by 1 to
became the
value 2. But since tag 2 has a random number (431) roll (R) to | and
a previous
state counter (432) valuc of
~zero and it re-transmits. For the tag 4, its state
counter (432) valuc had been incremented by [ due to the
random number (431) roll to zcro and will not transmit.

9 - A success transmission (non fail - 544)
occurred since a single tag 2 1D is received
by thc base station (110) .
A READ (630, 550) command with the ID of tag 2
is scnt by the basc station (110). If the
READ (550, 630) command is rcceived correctly, that tag movces to the
DATA_EXCHANGE state (560) and transmits its data (8 bytcs).

10 - A sccond
RESEND (620, 540) command will be send right after the READ (630,
550) command is sent. Tag i, 3, and 4 will decrement their state
counter (432) -
by 1 after they
‘reccive the RESEND (620, 540)) command. Tag | and 3 will havc
a state counter (C)
valuc of 1 and tag 4 will have statc .
counter (C) valuc of zero. Only
tag 4 transmit.

I1 - A success transmission (non fail 544)

YO09-94-185 S 3 O



5 in the field. The Base Menory "(220) al so stores a speci aI EE&
Fsttucture that is used to communicate - with the .RFID tags. | ﬂ-a\sm‘-ﬁ:ﬁ‘él"‘ﬁgc?
fenbedi nent, a novel comrand structure for tag group selectidn ar BEPLAGE

.al so - These group select structures are described in the U

~appl i cation enBéctulx?@nc@fx%@lﬁ%@-ﬂ\ﬁj"m&mdmu O FREQUENCY TAG GR"' P
on Septenber 9, 1994 and is here

SELECT to C %Esca tatio
i ncor por at ed b re? t tirety. A Base Logic (23@)‘15
‘digital desi gnxﬁ?ﬁ %%%?@3{9 %éﬁg execute the base stati on
(300). The BaseomByind vibdhesagd a Base RF (240) front end, t

recei ve t he RFIRiigsent lﬁ)&ﬁm bagerssayont Hethat t ached ant enna (140) of the

Base ,

Station (110).RBreDMdntmghe ifRrdcPivedocornetibasag Stmadvesno(thé0) protocol s are

based on a trepspAl EXOHANGES@le vhd Rravdfits ROTREN@ bFtes). the set of -
speci al commands, their -
12 - A third RESEND (620, 540) command will be send again nght

after the READ (630) -

command is sent. Tag I, and 3 will decrement their counter

by 1 after they

receive the RESEND (620) command. Tag 1 and 3 will have

state counter

valuc of zero. So both of the tags will transmitted.

13 - Due to the collision signal detected by the base station (110). A
forth FAIL (610) command
will be issued to the tag I and 3. A counter value
of the tag 1 will be incremented to 1 due to its
random number roll (R)
to zcro. Tag 3 will have
the same state counter value zero due to
the random number roll (R) to 1. Therefore, only tag 3 will
transmit.

14 - A success transmission occurs since a single tag 3 1D is received
by the basc station.
A third
READ (630) command with the ID is sent by the base station. If the
READ command is received correctly, tag 3 moves (o the
DATA_EXCIHANGE statc and transmits its data.

15- A forth .
RESEND (620,
540) command will be send righl'aflcr the READ (630)
command is sent. Tag 1 will decrement its state counter (S)
by 1 tu became zcro
after receiving the RESEND (620, 540) commdnd Tag I will transmit.

16 - Again a success transmission occurs since a single tag [ ID is
received by the base station.
A forth '
READ (630) command with the tag 1
ID is sent by the base station. If the

-

'Y09-94-185 | 122
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T

;-’f-:,_-st;-_r,ufc_:_'t,ur es, and inputs of the tag states. Figure 3 shows a flow chart of
:t-he “base station algorithm (300). Once the base station is tuLned—er—{338)T]
i-the Radio Frequency field (130) will have a certain power | evietis FHEET HASREEN
. level will dictate the distance within which the base station| (110%EPEAHD

“communi cate with tags (120). Those tags (120) able to com nbpt+eateWTH

~ the base stati%iﬁ{ paed darepctvsd soricstiynagf i mayes 180h¢ This com
iA| EECHANGH stag2and Wemsmiitsdtshdata. st ati on (110) is turned

muni cation iR _
off. Wth the RF signal (130) is active (312), a special set of
i dentificatilgn Biname)ds tagd (e gpsued (330) by the base station (110) to

the RFID tags {nléfd) fieldfarlRQdéfieied had r&ady ON command is issued (332) or sent
(332) and the i 1 Ls active’(i.c., at its power level, 312),

. &ds! \bné S . el, 31
the base statign a] .\ ‘11 dl. 340 tate. When an jdentification
corrmanzl i : i s!sﬁ@tﬁ sh3se #aq'é’:’é‘n‘?'altﬁg ‘,gpﬁr‘)PE‘g‘pg#pﬁ CE’BSU)C%HQ'HHH"] :NI : I ble sent

back from RFI (P¥AYSe thopymber of Resead gadd-gibsommangssent birgbe back from RFI D
tags (120), thlasgstation are¢ equali(to 42i t her resend the identification

s

Given this disclosure, one skilled in the art can develop alternative equivalent
embodiments that are within the contemplation of the inventors.

This Sheet Has Been Replaced
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corrmaind (330).0or go to the idle (340) state. If the RFID tags (120) respond
“to the identification comrand (350)—1—hat——H#e—baee—s{—a{| on (110) - sent out

(330) further checks arc made. If the base statlon (110) * jderti-ties—3607]
“the signal ‘comi ng back. from the tagTh cabase s} Tiis GHEET HAS BEEN |
:ﬁappllcatlen coryay ,ggs can be sent (37 § ified tag (3WEHACERro o
__nnre.app!l ' ommands can be sent here ar YO TTOT €
application conmands, the algorlthn1ends (380) A glven_ng_ngll_ngQ?LULs
identified if the tag (121) is the only tag responding to the base sta

(110) identifiaqgadgon comand (330). REPLACENENT SHEET”Wlmﬂnﬁm””m

We claim:

B T AL

1. A radio frcquency tag for communicating with a base station, comprising:

a. an antenna and tag radio frequency circuit for sending and rcccxvmg radio.
frequency signals to and from the base station; :

b. a tag memory for storing tag data;

c. a tag logic circuit connected to the tag radio frequency circuit and the tag
memory, the tag logic circuit having a tag state register that indicates the tag is
in a state that is one of the states including READY, ID, and Data Exchange,
the tag logic further having a state counter and a random number generator; and

d. a tag algorithm, run by the tag logic, that places the tag in the READY state
by setting the state register to READY when the tag is powered and places the
tag in the 1D state by setting the state register to 1D when the base station sends

‘the tag an identification command.

2. A tag, as in claim I, where the identification command is a Group_select
command and the tdg transmits a command responsc back to the basc station

while the tag is in the ID state.

3. A tag, as in claim 2, wherc the command responsc is tag identification infor-
mation. :

4. A tag, as in claim 3, where the tag receives a Fail command from the base
station that causcs the mg algorithm (o increase a state counter value in the state

counter il

a. the state counter has a valuc not cqual to a predetermined value, or

b. the state counter has a value cqual to the prcdclcrmmcd value and the random
‘number gcncralor has a given value,

whereby the tag stops transmitting lhc tag identification information while lhc
statc counter valuc is not equal 10 the predetermined value and the tag algorithm
causes the.-random number gencrator to generate a new random valuc.

Y09-94-185 o -14- -



f-~-6 Alt'ernatlvely, there may be more than one tag (120) t hat |es ﬁgmd

(350) to the base stati.on (110) |dent| III Hﬂ IIIHJ ,mljsent *§§§ L‘?éf I'S

..case, the tag identification (360) fail Iul E m ilure {35

|dent|f|cat|on comand i.s resent- (330) Vi a (3 2)" This processes is -

‘ repeated until a si ngl e tag response (350). In a preferred enbodinent,

: app_l | cat i on scaramds in ntdimdé, whemrt mormaﬁd&lvdsl’mtRcsa@dblcentmendJ&msﬂhatba@ﬂ
(110) to reaghpplnataBLER @al hlgamithietd @dréRenhy steQounver ¥=Aucomends,’

- that enables the base station%llO) to wite application.data to the tag

menor y (460&1 J('ég a%cfb Whert B fY S4PA'Rnbitld DR oY {dehbifichBofiShEA "
ati -

tag menor
g y hed the state counter valuc is equal toa prcdetcrmmcd valuc.

‘ar m--‘-p-u:-

7. A tag, as in claim 6, where the base station sends the tag a READ command
and the tag algorithm placcs the tag in the Data, _Exchange state whercby the
base station can sent one or more application commands to the tag by identifying
the tag with the identification information sent to the base station. .

8. A tag, as in claim 5, where the Fail command causes the tag algorithm to dc-
creasc the state counter value and the Resend command causes thec tag algorlthm
1o increase the state counter value.

9. A tag, as in claim 5, where the predetermincd value is zero and the given value
. is zero. . .

10. A tag, as in claim 5, where the algorithm increascs the state counter by one
for each Fail command sent and decrcments the state counter by onc for each
Resend command sent whereby the base station has read the identification in-
formation from every tag in a field of tags when the numbcr of Fail and Resend
commands are equal.

1. A tag, as in claim 5, where the tag algorithm rescts the valuc in the state
counter to the predectermined value when the tag receives a Group_sclect com-
mand from thc base station. '

12. A tag, as in claim 1, where the tag algorithm placcs the tag in the READY
stalc by resctling the statc register 1o READY when the tag reccives 2
Group_unsclect command {rom the basc station.

13. A tag, as in claim 1, where the tag is placed in the Data_Exchange statc by
sctting the state register to Data_Exchange when the tag reccives a READ com-
mand from the basc station whercby the tag scnds back an acknowledgement.

14. A system for rcading information from a plufality of radio frcquency tags that
are in the ficld of a radio frcquency signal scnt by a basc station, comprising:

i.a tag, further comprising:

a. an antenna and tag radio frequency circuit for sending and rcccnvmg radlo
f requency signais 10 and from the basc station;

_—

b. a tag mcmory for storing tag data; _ This Sheet Has Been

.
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=

“equal ,

commands ar® #ndkJas

;""I n a ‘preferred enbodr ment, the identificati on comnﬁCl

&Groupsel ect command and a G oup_unsel e
fL‘desCrr bed in the U S patent applicati all EH
-reference above. Note that in the ref [10]9)

. and G oupunsel ect command can cause t he foI I owr ng conparisons: equal, not
| ess than, and ‘?reater than, Further, two other i.dentificati on

i rrent* ot h

IFEUit canpraled 1P dhie i otdie drequency; §irquiinARA dthntie

resend commmeoryhiics 4g| logisraieaudt havigam tagustaty regigsen shat @tdéﬁﬁt@ﬁwthﬂf tagoise

" than one t aim & seats that isoondef hhs staenincedifg IREAID Yo, tdnde Danal Exchaege,he

state countgie tad3ddic forthachevingta {taye coter 45€Q rAadohniindier gederhtdmiand
resend command causes the state counter (432) (in Figure 4) to

d. a tag algorithm, run by the tag logic; -

" ii. a basc station that is able to transmit information commands to the field of

tags, the information commands including a Group_select, a Group_unselect, a
Fail, and a Resend command,

a. the Group_sclect command causing the tag algorithm to place one or more se-
lected tags in the ID state by causing each selected tag algorithm to set its re-
spective state register to 1 D and resct its respective state counter to a
prcdetcrmmcd value,

b. the Group_unsclect command causing the tag algorithm to place one or more
unselected tags in the ID state to the READY state;

c. the Fail command being generated by the base station when more than one tag
sends tag identification information to the base station simultaneously, the Fail
command causing the algorithm of each selected tag to increment its respective

-State counter if:

1) the statc counter has a value not equal to a prcdctermrncd value, or

2) the state counter has a value cqual to the predetermined value and the random
number gencrator has a given value,

d) the Resend command sent by the base station when tag identification infor-

- mation is sent back to the base station in responsc 10 2 READ command by a

single tag in the field, the Resend command causing the state counter of all the
tags in the ficld to dccrcmcnt

whereby the basc station can identify an individual tag in the field of tags, and
causc the identificd tag to go into a Data_Exchange state where the base station
can access information from the tag memory.

15. A mecthod, for reading a radio frequency identification tag in a radio fre-
qucncy ficld of a plurality of tags c0mpr|smg the stcps of:

a. sending a group_: select command from a basc station that places one or more
selcctcd tags in the fi cld in a- 1D state;

This Sheet Has Been Reilaced :
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decrerrent (by one). Figure 4 is a bl ock™di agram of —a—typi cal preferred
¥enbodi ment of a RFID tag (120). Each tai ns.a_fag antenna-
l~(4£L '0), which is used to receive and t Enal Thes &

a fag RF frqnt eﬁg&egﬁﬂgﬁ

~~connects to the tag system (450) which 1ncl udess
“tag logic (430), tag algorithmor tag state selector (440), tard-the tag

- menory (460). A tag RF (420) front end is used to convert the RF srgnal

- into DC vol bagaditg identifeetion uplorimtioagomeg] cthd stkdjcdtapst loatht dgsas@eiont hm
(440) and transmts information and commands t.o the tag. The tag | ogic

+ (430) incl Uge&nfd%g ATRIiD cERIMPAE Trém BHe Ba Qgﬁmn rc Hh3 r@ﬁ@‘ia %? b)
an ei ght b'itd HRR %ﬁ}@%‘ﬁﬁgw%ﬁh ﬂg’gl}sly, deco e ogr% %513

and d) a stare reg

d. increasing a state counter value in the state counter of onc or morc sclcctcd
tags if:

1) the state counter has a value not equal to a predctcrmincd valuc, or

2) the state counter has a value equal Lo the predetermined valuc and the random
number generator has a given value, the tag stopping transmission of thc tag
identification information while the state counter valuc is not cqual to the prede-
termined value and the tag algorithm causing the random number generator to
generate a new random value

e. sending identification information a ncxt time from all the sclected tags to the
basc station, the selected tags havmg a state counter valuc ecqual to the predeter-
mined value; :

f. repecating steps c¢ - ¢ until a sole tag is scnding identification information to the
basc station;

g. issuing a READ) command to the solc tag using the identification information
of the sole tag; and

h. placing the solc tag in a Data_cxchangc state wherc the base station can access
data from thce sole tag memory by using-application commands.
e

eet Has Been Reilaced
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-~ A'valué in the-state register (434) i ndi cates what state the t s in -

v Ready (510), Identify (530), and Data Exchange REPLACENMENT. E'EHEI?T ﬁEEBEEN
Y1996 7 (560). The random nurber generator-i's used to generate truBfPLac&h)

et

“ nunmber which is used to tell the RFID tag (120) to increnent of

. the up-down atleTHRIUBIGTENARADIEY FRIC d CYU TG ADEN DHEI C AT

- decodes a special command set -which i sTS&®@OILromthe base station (110)
The tag al gorithm (440) uses a novel tree splitti ng t echni que

ABSTRACT

The present invention uses a novel adaptation of a trec splitting algorithm applied
to Radio Frcquency (RF) tagging technology to identify many tags in the RF
field of a base station.

The invention uses the tree splitting algorithm to identify a single tag in a field
of a plurality of radio frequency tags. Once the single tag is identified, the idcn-
tified tag is placed in a Data_Exchange state- where the basc station can access
data from the tag memory by using information that identifies the tag.

- 'This Sheet Has Been Replaced
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toidentify all the tags in the field successful Iy even when
tag initially tries to sinultaneously mruni cate with the b S@u§$l%ETO¥ASBEEN
Since each tag is assuned to have gkntiamkr intel |igence, it does noEPquD

recogni ze the existence of other tags YoIs4sse field. The tags
transmt except in response to queries fromthe base station (110). Wien

queried by the base station (110), REPLACEMENT SHEET 17_SEP 1996 i.c.,
when the tags (120) arc sent one or nore identification commands, all the
T
FIG. 1
100 : | _ 124
130 N )
140 N 122
\ Y \‘ '\\ ‘\ ‘\ =
./" Y\ \\ \ k \ \ 124
BASE - | b \ | ; >120
STATION | 1 / A
140 ~ 0] el
(e ’ )]
300 / ! ~— f J
. iy 125 440
AF FIELD
FIG. 2
BASE
WEMORY |20 -
240 140
LBOABSIEC BASE ' _
230 — L \
- 300
BASE STATION
ALGORITHIM
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tags reesponse sinmultaneously, thus-interfering with each other's
transm ssion. In this case the results received at the base s } A e
corrupted data set. (See the failed idgftification match 36 -m{ssm%§Mﬂﬁ%ﬁﬂf
The purpose of the algorithmto or{lJgdeBéetisand sequence the ta{ansrﬁE <
fromthe tags in an orderly manner 'so that the base station ( an
successfully receive the data. Refer to Figure 5. The ta
i ncludes Three states --- 1) Ready state (510), 2) Identification state
(530), and 3) Data Exchange state (560). There are cert ai nThis@ieaaHskBeercReplaced
only be recognized in a specific state. Tag nenory (460) :is

all the application data and the tag identifica- tion nunbe a
flow chart of the RFID tag algorithm (440). In a preferred cm bodl nen

when the RFID tag (120) is powered by Bhe RF signal (130) in the field,
the RFID tag (120) itself is in the Ready state (510). (Note that in an al-
ternative enbodi nent, an active tag - a tag with on-board battery power -

can 310

POKER UP
RF FIELD?

340
s 10
I0LE ~ COMMAND

SEND?

330

COMMAND
RESPONSE?

ID NUMBER
MATCH?

370
. 380
§
DONE

APPLICATION ™\ YES

COMMAND?




be Used.) Since each tag is assumed to have mininmal intelligence, i
not' recogni ze the existence of other tags in the field. The t ;sd& cBOhAS BEEN
transmt ‘except in response to identifi/gati on conmands (330) 'Oerh@&)\cm om
the base station (110). The RFID t & W¥%4-18i e (515) out if theé REL
out of the RF signal (130) field. For exanple, when.the base station (110)
stops transmtting. The Ready state (510) is the initial stateof—thetag
(120). In a preferred enbod- inent, RFID tags (120) in the READY state

(510) will listen to all transmissions and responses to thd&higphest Has Been Replaced
i dentification commands and applicati-on.commands. In a pr ef NI‘ Lm II
enbodi nent, the identification command is the G oup sel ect

the application coomand is the Read command. After the base sta- tion (110)
powers up, it waits a snmall anount of time (100-300 ns) for all the tags
(120) in the field to stabilize in the READY state (110).before it sends
out other commands. The RF carrier will be constantly sent out fromthe
base station (110) even during this wait. This is done so that the RF
section (420) of the tag

r 440
o) P 420 450
T BF s
f 430 - 440
TAG LOGIC § TAG
5 ALGORITHIM
434 N REG. r 432 é
L 433
Rl 1S ¢ U
8- TAG MEMORY
A
B




mai‘nt ain power to the tag (120). Al the logic circuitry in the tag (120}

‘i's powered up in the READY state (510),

, but the tag does not {raBWEET HAS BEEN
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nunber (431) is a given val
Note that tags with state co uesHAdgienaf €. NO st op
transm tting. Therefore, t M:Emsm t| at I 1u21tJU]_ 1985 e

counters cmm@mmrgﬁgmnt ed to zero beca utufe farl command
transm ssions of the base sta- tiongtl 10)¢ @ﬂycause t he n—e%a%e—tUUﬁTe 1
tﬁ |PE;eFent (ggocondltlon 1 aboxeT“the alsaﬁﬁﬂa? t heselt - ~++h
t he s n they.are not . trans- mtti ver, those
t ags (120)kiﬁgfﬂ8 i ﬁgfgﬁr Vbeh@°FB QQBGfgtR °Ha$§‘ ate
counter (48rledi tp EeEEPdeépég ﬁPIﬁhSoPPFﬁu§tPG PRaddd%. After this
trans- ntsidentit&el&ipagsommhndrGeaﬁedﬁﬁﬁé egn thdis| caseheither £8Gm
nunber val ident3ficaklionhdd60dr €addse (8521 .on¥Upoh tFaddureadsS52120)khe
transm tt' Rdenthe1bateont domPANGl1@) reisentadaisn)seid 4529 Famrhigommand
(540). %gééeggbgt1st9§PB§%Q$hhﬁﬁilers&%gl%r%ﬁﬁnib%%%4@% t%SOQtate

counters ( are reappl e process 1IN repeated 2) until, only one

tag remaing with a I
g ~ In a prefé%é%dygm %d&%eh application commands include read

commands, that enable the base station (110) to read
application data from the tag memory (460); write commands,
that enables the base station (110) to write application
data to the tag memory (460); and lock commands, that

 prevents further writing to certain tag memory (460)
locations. o

G / : A
mgd MD.zm?nt t\:tgmc&N\EETﬁé\EgT

In a preferred embodiment, the identification commands

- include a Group_select command and a Group_ unselect:
command. These commands are described in the U.S. patent

application to C. Cesar et al. incorpordted by referenee
above. Note that in the preferred embodiment both the.
Group_select and Group_unselect command can cause the
following comparisons: equal, not equal, less than, and
greater than. Further, two other identification commands
are included in this preferred embodiment -- fail command
and resend command. The fail command is sent out by the
base station if more than one tag transmit to the base
station (110) at one time and cause the state counter (432)
to increment (by one). (See 352 in Figure 3.) The resend
command causes the state counter (432) (in Figure 4) to
decrement (by one). '

Figure 4 is a block diagram of a typical preferred
embodiment of a RFID tag (120). Each RFID tag (120)
contains a tag antenna (410), which is used to receive and
transmit an RF signal. The tag antenna connects to the tag
system (450) which includes a tag RF front end (420), tag
logic (430), tag algorithm or tag state selector (440), and
the tag memory (460). A tag RF (420) front end is used to
convert the RF signal into DC voltage which powers up the
tags logic (430) and the tag algorithm (440) and transmits
information and commands to the tag. The tag logic (430)
includes four main components: a) a Random number generator
(431), -b) an eight bit up-down state counter (432), c¢) a

. command decode logic (433), and d) a state register (434).

A value in the state register (434) indicates what state the
tag’ is 1n - Ready (510), Identify (530), and Data Exchange
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state counter (432). Wien -this. occurs—there 15 g %ﬁd fa
and the base station will receive th=TH‘éﬁ5;$F F i nfo LLZP g%
nunber) of the tag. Then the base station | ssuef{an a g

E—
s

2395

d
(550), (in the preferred enbodinent this/is a Read comman )L_Lg,acce;gﬁﬂgp‘
d) th 0 t .St
{Fanami 1 598 T ?2?’8@&@5" gy Bg g?f‘**‘%@ 150 usk t&o et (he
tag menory® BEaFPBﬁ 4 BYM §§e8 nuFﬁg ﬁ a& &i )
REPLACENENFOSARETementEPr1 doGTamest the yRraoyn ﬁﬁét§oFe T 4432)45¥s50)

the tag i oghe.(43bp cummend: Hecodg dogds ﬂé3ﬁﬂestP§GﬁcHaﬁ§@°§Péte (560) .
That is theomf@nd setewhikh LE seate froidthe base station (110). The
: tag algorithm (440) uses a novel tree splitting technique
to identify all the tags in the field successfully even when
more than one tag initially trles to simultaneously
communicate with the base station.

Since each tag is assumed to have minimal intelligence, it
does not recognize the existence of other tags in the field.
The tags do not tranlmit except 1ln response to queries from
the base station (110). When queried by the base station
(110), '
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and stops transmtting |ts |dem|f|cat|on i nfornation. | -t

state, .the base sme dentity of the tag, eg.'f'—P ARE
station (I 10) ca ﬂl application command dilrect |
identified tag. nbodlhént t hese appllca n%ohﬁﬂhﬁgg d

the Read comand, Wite command, and Lock command. In an ahte%QQLLMg
enbodlnentchI oup unsel ect (580) conmand can be i ssued by the hase

station to renove sonme of the t m Ilu lMate (530)--T1.0s GRES TERESBEEN
t he tags that f_ unsel ect ed goiﬂ ”WI mll state (519). Aﬁdpme@s in
t he Dataexwﬂaﬁg% Bfate have al ready theén 8uctessful |y ident if] ;

base station. Tags in this state only response to certain connands - Dat a
can be reatl, wAiradbo Epeguéhd®)tag Sorpeomhunitayihgswieh ahbagermand t hat
sends fron1bﬁsEieﬁatcemprIagngenalns i n Data Exchange state until tag

| eaves the RF fleld for a predetermned anount of time. In this case, the

tag goes |n£o %&gﬁ& 8R4 £a9 PREYoPEraghbXaled128a1e B¥r2sBhathgn®
v

whi ch power ugd ¥e ng ®radio frequency signals to and from the base

station;
_b. a tag memory for stering tag date;;'

c. a tag logic circuit connected to the tag radio frequency
circuit and the tag memory, the tag logic circuit having a
tag state register that indicates the.tag is in a state
that 1is one of the states including an ID and Data_ '
Exchange, the tag logic further having a state counter and
‘a random number generator; and . B

d. a tag state selector run by the tag logic placing the
tag in the ID state by setting the state register to ID
when the base station sends the tag an 1dentification
command and the tag state selector upon receiving a Fail
command from the base station causing the state. counter
value to increase in the state counter if:

T a., the state counter has a value not equal to a
predetermined value, or

b. the state counter ‘has a value equal to the

" predetermined value and the random number generator has a
" given value,

the tag not transmitting the tag identification information
while the state counter value is not equal the predetermined
value and the tag state selector further causing the random
number generator to generate a new random value.

2. A tag, as in claim 1, where the tag further has a READY
state and the state register being set to READY when the
‘tag 1s powered, the tag state selector placing the tag in
the ID state 'by setting the state register to ID when the
base station sends the tag the identification command, the
identification command causing the tag to transmit a
command respbnce back to the base station while the tag is-
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stati on. After nd (550), ‘subsequent to a nog%h&&ACEMﬁdTﬁ
(544), .is is- J tion (110) issues a Resen
The Resend con} nadﬂ dau3e S tags to decrenent their count g

Therefore, tags in the ID state (530) ﬁggﬂé&%é@m‘i%ﬂiﬁw a %ne val ue,

w || have ajaetgaevabpugtage W !l begin to tra
i nformation back to the base station (110)

respondi ng the i dentification process u5|ng escri bed

above is repeate% | f th re iﬂg nQ ta s respondin er the Resend conmand
is issued @540P t8fe & & Ggioe Fgﬁﬁﬁ £8sPRRcesdE LR he
fieldin a dentéﬁﬂce&ipedG@éosmnsipag state counters to zero. If after one

or nore Resend commands is issued and there is still no response from any
tag in the field, a Goup select command (590) is send in order to reset

al | of thegtaga( %ZQ) itsatiﬁ 23S white theZRag (ih'%ﬁt'i'f'i%‘e%'ioﬁt ate) ..

TEIS G oup c%ﬁhﬁﬁh gg Gg%%pp eﬂgc@D%%ﬂﬁﬂﬁﬁ into the ID state (530) from -
t . :

5. A tag, as in claim 4, where the tag receives a Resend
command from the base station -that causes the tag state.
selector to decrease the state counter value.

6. A tag, as in claim 5, where the tag starts sending the
‘tag identification information when the state counter velue
is equal to the predetermined value.

7. A tag, as in claim 6, where the base station sends the
tag a READ command and the tag state selector placing the
tag in the Data_Exchange state whereby the base station can
send one or more application commands to the tag by ;
identifying the tag with the identificetion information
sent to the bese station.

8.. A tag, as in claim 5, where the Fail command causes the
tag state selector to decrease the state counter value and
the Resend command causes the tag state selector to

*increase the state counter value.

"9, A tag, as in claim 5, where the predetermined value is
- zero and the given value is zero.

10. A tag, as in claim 5, the tag stete_selector increasing
the state counter by one for each Fail command sent and
decrementing the state counter by one for each Resend
command sent whereby the base station has read the
identification information from every tag in a field of
tags when the number of Fail and Resend commands are equal.

11. A teg,'as in_ciaim 5, the tag state selector resetting
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12. A tag, as in claim 1, the tag state selector placing
the tag in the READY state by resetting the state register
to READY when the tag receives a Group_unselect command
from the base station.

13. A tag, as in claim 1, the tag state selector placing
the tag in the Data_Exchange state by setting the state
register to Data_Exchange when the tag receives a READ
command from the base station whereby the tag sends back an
acknowledgement.

14. A system for reading information from a plurality of
radio frequency tags that are in the field of a radio
frequency signal sent by a base station, comprising:

i. a tag, further comprising:

a. an antenna and tag radio frequency circuit for sending -
and receiving radio frequency signals to and from the base

station,
b. a tag memory ‘for storing tag data;

c. A& tag logic circuit connected to the tag radio
- frequency circuit and the tag memory, the tag logic
»~  eircuit having a tag state register that indicates the tag
is in a state that is one of the states including READY,
ID, and Data_Exchange, the tag logic further having a
state counter and a random number generator; and

d. a tag algorithm, run by the tag 1ogio;

i1i. a base'station.that is able to transmit information
commands to the fleld of tags, the information commands
including a Group_select, a Group unseleot, a Fail, and a

Resend command,

a. the Group_seledt command causing the tag algorithm to
place one or more selected tags in the ID state by causing
each selected tag algorithm to set its respective state

. register to ID and reset its respective'state counter to a




Flgure 6 shows NUItlpIe | tem RF | dentiyf
This algorithm mﬂ“n [IE ml F( har dvvarw
counter (432, S)*ram om nu one Qyﬁ% ner &t

a command decode | ogic (433, 605) I'n trvé ousgf E'Um}

4) are noved t their state coumters (S) .
Subsets of th Peégﬁgfﬁgéé&uﬁggﬁgéted back t-e~tThe READY sthte. CIher —t

subgroups we sg#ected before_ the |dent|f|cat|8n process"ﬁé
d

finally sel e 8 SrQHR_URERAeFR £PEURBAcCARFLRE EBPeEFPoﬁ Pﬁéthﬂl ¥va| ng
‘met hod (see FPQ%¢ES°Beaﬁ§ m?rasupeeleeﬁeé tags ingshe| IDostatentonshep
. state with t hREADYInstaté432) at O transmt their ID Initially all the
sel ected tags have ‘a zero value in their state counter (S, 432). 2 - Since

mor e Egig one, taeggégggmhgsmaiga géiﬁgs aheeatégéﬁyifﬁszgggéwagﬁe%613;umThe'
t t c
thed "y pedtobel bt

not equal to 8erEi8HEEo oun eneousﬁﬁ ¥hg0¥aiiurther

anay ase s
' command causing the algorithm of each selected tag to

increment its respective stete counter if:

1) the state counter has a value not equal to a
predetermined value, or

2) the state counter'has a value equal to the

predetermined value and the random number generator has a
given value,

d. the Resend command sent by the base station when tag
1dentification informetion is sent back to the base
station in responce to a READ command by a single tag in
the field, the Resend command causing the state counter of
all the tags in the fileld to decrement,

whereby the base staticn can identify an individual tag in
~ the field of tags, and causes the identified tag to go into
a Data_Exchange state where the base station can access
information from the tag memory. '

15. A method, for reading a radio frequency identification
“tag in a radio frequency field of a plurality of tags
comprising the steps of:

a. sending a Group_select command from a base station that
places one or more selected tags in the field in a ID
state,

b. sending identification 1nformation frcm all the |
selected tags to the base station; '

‘¢. sending a Fail command from the base station if more
‘than one tag sends identificetion information
simultanecusly,

d. increasing a state counter value in the state counter of
one or more selected tags if:

~ This Sheet Has Been Rerlac




frombeing able to transmt. FAIL (610{”@@9 Cau§%§E§ﬁ

1 Y < e

keep thee coumtem as zero and td8 again. tn this
tag 4 will re-transmtted. But tag | and tag 3 will not {rlansmit. 3 .-

Fogatner Ca tii???@?i‘ﬁgn 588 “gﬁﬁrsb%%ec?ﬂ&%&a%tt%%ué B o |

oR (110).
Therefore a FRFE PBEE? "l P¥be i ssued fromthe base station (110)

to the tags once again. 4 - The count of the lag 1 and tag 3 will be
|ncrenented By 1the btafeecPunter has a value equal to the

predetermined value and the random number generator has a
given value, tha tag stopping transmission of the tag
identification information while the state counter value
is not equal to the predetermined value and a tag
algorithm causing the random number generator to generate
a new random value;

e. sending identification information a next time from all
the selected tags to the base station, the selected tags
having a state counter:value'equal to the predetermined
‘value; '

f. repeating steps'ch- e until a sole tag is sending
identification information to the base station;

_g; issuing a READ'command to the sole tag using the
identification information of the sole tag; and

h. placing the sole tag in a Data Exchanee state where the
base station can access data from the sole tag memory by
using application commands. : .
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due to the FAIL (610) command received. L e count

(with a zero in the state counter) will al sofi ncrenment g

due to the random nunber roll to-zero and&hyﬂjAl L comja)nd (?610é recei
5 - Nowthere will be no RF signal transmtting back td ht b8k ﬁggti

due to the non zero state counter value at the tags | -} B. Therefore
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situation is net,. a RESEND (620, 540
MULTIPLE ITEM RADIO FR QUENCY TAG IDENTIFICATION PRO-

TOCOL

FIELD OF THE INVENTION

This invention relates to the field of radio frequency (RF) tag identification.
More specifically, the invention relates to the field of identifying and reading i in-
formation from more than one RF that transmitting at s:multancously

BACKGROUND OF THE INVENTION

Radio Frequency Identification (RF ID) is just one of many identification tech-
nologies for identifying objects. The heart of the RF 1D system lies in an infor-
mation carrying tag. The tag functions in response to a coded RF signal received
from a base station. Typically, the tag reflects the incident RF carrier back to the
base station. Information is transferred as thc reflected signal is modulated by
the tag according to its programmed information protocol.

The tag consists of a scmiconductor chip having RF circuits, logic, and mcmory.
The tag also has an antenna, often a collection of discrete components, capacitors
and diodes, for example, a battery in the case of active tags, a substratc for
mounting thc componcnts, interconnections between components, and a2 means
of physical enclosure. One varicty of tag, passivc tags, has no battery. They
dcerive their energy from the RF signal uscd to interrogate the tag. In gencral,
RF ID tags arc manufactured by mounting the individual clements (o a circuit
card.’

Basically, passive RF tags consist of two basic parts:

a) An analog circuit which detects and decodces the RF
N signal and also provides power Lo the digital part of the Tag
using RF ficld strength from the Basc Station, and

b) A digital circuit which mplcmcnts the multiplc itcms of lhc
tag identification protocol.

A radio frequency (RF) identification system also consists of an RF basc station
and a plurality of RF tags.

In a typical configuration, the base station has a computer section which issues
commands to an RF transmitler and reccives commands from the RF rccciver.
The commands serve to identily tags present in the RF ficld of the basc station.



cofmand will be sent to the tags. This causes all th

~Shithg gHawTtier s
to decrenent by 1. 6 - Now the state counter (432) vd| P {fand
tag 4 are zero and they retransnmt again. But tag | a t hei r
state counter val ue being non zero, do not transmt. - nd
tag 4 transmtted together, a collisiongignal will b | ie] base
station (110). Therefore a third FAIL t6%®) comand I I be issued f t he

base station (110) .to the ta,gs. 8 - The counter (432) ‘varue_ of tag{ | and
tag 3 will bW SHBF dHBIRENLBLONS, (COMHBARHY: CRifbte gather information from the tags.

In more advanced systems, commands exist which output information to the tags.
This output information may be held temporarily on the tag, it may remain until
over writlen, or it tmay remain permanently on the tag.

The RF transmitter of the base station encodes the command from the computer
section, modulates it from a base band to the radio frequency, amplifies it, and
passes it to the RF antenna. The RF receiver gathers the return signal from the
antenna, demodulates it from the RF frequency to the base band, decodes it, and
passes it back to the computer section for.processing. The base station antenna
sends RF signals to and reccives RF signals from one or more tags with in the

RF signal range.

While the application of RF ID technology is not as widespread as other 1D
technologics, bar code for example, RF ID is on its way to becoming a pervasive
technology in some areas, notably vehicle identification. '

Multiple objects can be identified by checking each individually using bar code
reader. However, this process consumes a lot of time. It is also error prone -- the
crror ratc made by either human beings or by the bar code reader is very high.

This iterative process can be simplificd and solved by introducing the RFID Tag
technology. The RFID tag can be used to identify mulliple objects in a very short
time, on the order of a second. :

Onc way of implcmcnting- multiple RF tag identification is as follows:

a. the tap powers up in the RF ficld, starts a clock, and seeds a random number
gencrator.

b. the tag sends out a 64-bit LD (at internal clock frequency) at inlervals deter-
mincd by the random number genérator '

c. the basc station synchronizes 10 the tag transmission from a transmitting tag
in the ficld: 1f there is a successful reception (no crrors), the station uses a power
interruption to {ransmit a simple shutdown codc to the wag. This approach works
because the station is synchronized to that tag and times its shutdown code using
that tag frequency. The tag uscs the gap dctection circuitry to identify power
interruptions.

d. Two shutdown modes arc available: i) the tag is prevented from talking as long
as it remains in the ficld; and ii) the tag is prevented from talking even after de-
parting ficld (for approximately 10 minutes or more.) The shutdown mode (ii) is
accessible only after shutdown mode (i) has been entered.
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previous state counter (432) value of zero and it re- trdn =B ﬁag
4, its state counter (432) val ue had been increnented b;i yze !
random nunber (431) roll to zero and will not transmt. {9 - success o
transm ssion (non fail - 544) occurred §|nce a single tag 2 1D is—+eeei-vegd

by the base station (110) . A READ (6304-550) conmand wiith the 1D or _tag 2
is sent by h?nt{ ﬁédmﬂ: (rhuljl e defm ?efi%%r{céf? M@:rﬁ%‘%ﬁ aéﬁ ? tag
%’tel afl
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sy nchc 3 t emtyern f'requency of ?.ﬁe gwhxch has just becn read, nor, ideally,
~ will they have just finished transmitting their id when the base stations sends the

‘shutdown signal to the tag which has just becn identified.

This technology only applies identifying tags only, i.c., there is only a singlc rcad
channel. The system can not write to the tags.

STATEMENT OF PROBLEMS WITH THE PRIOR ART

When multiple RF identification tags are simultaneously prescnted 1o a reader
(base station), the tags conflict with each other. The simplest RF identification
readers respond by either: 1. identifying the nearest tag in the ficld or 2. by not
identifying any of the tags in the field. Another approach for identifying multiple
tags in the field, as described above, has becn to have the tags repcatedly identify
themselves after random delay times between their transmissions, and then to
disable the tag following successful reccption by the rcader.

This approach must be optimized for the expected number of tags in the ficld.
If therc are fewer than the expected number of tags in the ficld, this approach can
potentially bc very slow because the dclay times between cach tag'read will be
longer than necessary. If thcre more tags than the expected number of tags in the
ficld, this approach will again be very slow, because there will be times when the
base station will be faced with rcading more than onc tag. In thesc cascs, the
protocol will have (o restarted. In extremc cascs the basc station may not be able

to |dcnufy any of the tags in the field.

OBJECTS OF THE INVENTION

An objcct of this invention is an improved radio frequency tag identification sys-
tcm.

| An object of this invention is 2 RF idcntification protocol for identifying an ar-
bitrary number of tagged items in the ficld in 2 minimum amount of timec.

Another object of this invention is an improved radio frequency tag identification .
system that can identify and gather information from morc than onc tag that is
simultancously transmitting an RF signal.
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SUMMARY OF THE INVENTION

The present invention uses a novel adaptation of a tree splitting algorithm applied
to Radio Frequency (RF) tagging tcchnology to identify many tags in the RF
field of a base station.

The invention uses the tree splitting algorithm to idcntify a siﬁgle tég in a field

of a plurality of tags. Once the single tag is identified, the identified tag is placed
in a Data_Exchange statec where the base station can access data from the tag

memory by using information that identifies the tag.

BRIEF DESCRIPTION OF THE DRAWINGS

Figurc 1 is a block diagram of a novel radio frequency identification system.

Figure 2 is a block diagram of a novel base station used in the present invention.

Figure 3 is a flow chart of the algorithm executed by the base station.

Figure 4 is a block diagram'of a novel RF tag structure used by the present in-

wvention.

Figurc 5 is a flow chart of a hrcferrcd algorithm being executed by each of a
plurality of RF tags. ' :

Figurc 6 is a drawing showing one example of how the features of the present
invention coopcrate to cnable identification and information -access to more that
onc RF tag simultancously transmitting to the base station.

DETAILED DESCRIPTION OF THE INVENTION

Figurc 1 shows a block diagram of the Multiplc Radio Frequence ldentification
system {100). Base station (110) will transmit a RF signal (130) through the an-
tenna (140) Lo the RFID tags (120). The base station (110) runs a novel algo-
rithm (300) that is uscd (0 cnable the reading of a large number of RFFID tags
(120) that simultancously are cominunica;ing with the basc station (110). When
cach of the RFID tags (121 - 125) received a command, the tags will response by
sending an RF signal back to the basc station.  The tags (121 - 125) cach also
runs a now:l tag algorithm (440).

‘anu re 2 shows a block diagram of the base station (1 10). The base stalion design

includes a Base Memory (220). The Base Memory is used to keep application
data and identification information (tag number) of the RFID tags that could be
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is received by the base station. A second READ (630, 55 ?\EB - e

tag 4 IDis sent by the base station. If the READ coma §€§ mgﬁ
correctly, tag 4 noves to the DATAEXCHANGE state and tr Rs tat aj (8

bytes). 12 - A third RESEND (620, 540) oomuand w |l be e d agai_n
after the READ (630) command is sent. Tag 1, and 3 w || decrerrent their.

Ve St ary dBibedield." Phe RS MEmbRY oy alNo st6/a8s RN ESnmaRt burG0ure thac

is used to communicate with the RFID tags. In a preferred embodiment, a novel
command structure for tag group sclection are included also. These group select
structures are described in the U.S. patent application entiticd “SYSTEM AND
METHOD FOR RADIO FREQUENCY TAG GROUP SELECT" to C. Cesar
ct al. filed on September 9, 1994 and is herein incorporated by refcrence in its

entirety.

A Base Logic (230), contains a digital design that can control and execute the
base station algorithm (300). The Basc Logic (230) uscs a Base RF (240) front
end to send and receive the RF signal (130) through the attached antenna (140)
of the Base Station (110).

The Multiple RFID Tag and Base Station (i 10) protocols arc bascd on a trec
splitting protocol with novel components -- the sct of special commands, their

structures, and inputs of the tag statcs.

Figure 3 shows a flow chart of the base station algorithm (300). Oncc the base
station is turned on (310), the Radio Frequency field (130) will have a certain
power level. This power level will dictale the distance within which the base
station (110) can communicate with tags (120). Those.tags (120) able to com-
municaic with thec basc station (110) are said to be in the field.(130). This com-
munication link will be die out (320) when the basc station (110) is turncd off.

With the RF signal (130) is active (312), a special set of identification commands
can be issued (330) by thc base station (110) to the RFID tags (120). If no idcn-
tification command is issucd (332) or scnt (332) and the RF signal (130) is active
(i.c., at its power level, 312), the base station will be in its idlc (340) state.

When an identification command is issucd (330) or scnt (330), a responsc (350)
"signal will be sent back from RFID tags (120). If no responsc (352) signal comcs
back from RFID tags (120), the basc station will cithcr resend the identification

-command (330) or go to the idle (340) state.

If the RFID tags (120) respond to the identification command (350) that the basc
station (110) sent out (330), further checks arc made. If the basc station (110)
identifics (360) the signal coming back from the tag (thc responsc), basc station
application commands can be sent (370) (o the identificd tag (360). Zcro or more
application commands can be seat (372). When there arc no morc application
commands, the algorithm ends (380).

A given tag (121) signal is identificd if the tag (121) is the only tag rcspondmg to
the base station (11 0) idcntification comma nd (330).



val ue of zero. So both of the tags will transmtted. 13 - | tq.ghe
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wi || have the sanme state counter value zero due to the ranicn1nunhpr r.obbd
(R to 1. Therefore, only tag 3 willgtransmt. 14 - A succéss transm ssio
occurs since a single tag 3 IDis received by the base statton.  Athird

READ (630)

command with the IDis sent by the b )
Alternatively, there may %e more %ana%%eSttaatgl O(q.zol)f tthgei'.

tries to respond (350) to the base station (110)
identification command sent (330). 1In this case, the tag
identification (360) faills (352). Upon failure (352), the
identification command is resent (330) via (352). This
processes 1ls repeated until a single tag response (350).

In a preferred embodiment, application commands include read
commands, that enable the base station (110) to read
application data from the tag memory (460); write commands,
that enables the base station (110) to write application
data to the tag memory (460); and lock commands, that
prevents further writing to certain tag memory (460)
locations.

In a preferred embodiment, the identification commands
include a Group_select command and a Group_unselect
command. These commands are described in the U.S. patent
application to C. Cesar et al. incorpordted by referenee
above. Note that in the preferred embodiment both the
Group_select and Group_unselect command can cause the
following comparisons: equal, not equal, less than, and
greater than. Further, two other identification commands
are included in this preferred embodiment ~-- fail command
and resend command. The fail command is sent out by the
base station if more than one tag transmit to the base
station (110) at one time and cause the state counter (432)
to increment (by one). (See 352 in Figure 3.) The resend
command causes the state counter (432) (in Figure 4) to
decrement (by one).

Figure 4 is a block diagram of a typical preferred
embodiment of a RFID tag (120). Each RFID tag (120)
contains a tag antenna (410), which is used to receive and
transmit an RF signal. The tag antenna connects to the tag
system (450) which includes a tag RF front end (420), tag
logic (430), tag algorithm or tag state selector (440), and
the tag memory (460). A tag RF (420) front end is used to
convert the RF signal into DC voltage which powers up the
tags loglc (430) and the tag algorithm (440) and transmits
information and commands to the tag. The tag logic (430)

includes four main components: a) a Random number generator

(431), b) an eight bit up-down state counter (432), c¢) a
command decode logic (433), and d) a state register (434).

A value in the -state register (434) indicates what state the
tag is in - Ready (510), Identify (530), and Data_Exchange



READ command is received correctly, tag 3 noves to the DATKEXCHANCE siale.
and transmits its data. 15- A forth RESEND (620, 540) commgREPWSEMENT SERR'
right after the READ (630) command is sent. Tag | will decqgment its stgte
counter (S) by | to became zero after receiving the RESEND|(l6207 BEB)139
command. Tag | will transmit. 16 - Again a success transm g4sj on occurs

since a single tag | | D is received by phe base station. ortn READ
630) co th he ta ID s sen t he .base stati -—t-he
( ) nn?g% Wﬂ e ran om number generator is use to generate a

true random number which 1s used to tell the RFID tag (120)

- to increment or decrement the up-down state counter (432) by
one. The cummand decode loglc (433) decodes a special
command set which is sent from the base station (110). The
tag algorithm (440) uses a novel tree splitting technique
to identify all the tags in the field successfully even when
more than one tag initially triles to simultaneously
communlicate with the base station.

Since each tag is assumed to have minimal intelligence, it
does not recognize the existence of other tags in the field.
The tags do not transmit except in response to queries from
the base station (110). When queried by the base station
(110),
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+ .
HEET

that the base station wants it to perform This can be confir

tags (1 to 4) in the field are identified and ready to do anyrrE pplications
0
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are equal

t he nunber of Resend and Fail conmands, éent by the base stati

(to 4). Gven this disclosure, one skilled in the art can develop
alternative ui val epnt - - . . . -
le.g when the tags (120) arc sent one or morc identification commands, all the

tags response simultancously, thus interfering with each other’s transmission. In
this case the results received at the base station arc a corrupted data set. (Sce the
failed identification match-362 in Figure 3.) The purpose of the algorithm (o or-
ganize and sequence the transmission from the tags in an orderly manner so that
the base station (110) can successfully reccive the data.

Refer to Figure 5. The tag algorithm (440) includes Three statcs --- 1) Ready

state (510), 2) Identification state (530), and 3) Data Exchange state (560). There

are certain commands can only be recognized in a specific statc.

Tag memory (460) is use to store alI the application data and the tag identifica-
tion number.

Figure 5 is a flow chart of the RFID tag algorithm (440). ‘In a preferred cm-
bodiment, when the RFID tag (120) is powered up by thc RF signal (130) in the
ficld, the RFID tag (120) itsell is in thec Ready state (510). (Notc that ifi’an al-
ternative embodiment, an active tag - a tag with on-board battery power - can

“ be used.) Since each tag is assumed to have minimal intclligence, it docs not

recognize the existence of other tags in the field. The tags do not transmit cxcept
in response to identification commands (330) (queries) from the basc station
(110). The RFID tag will die (515) out il the RFID tag is out of thc RF signal
(130) field. For example, when the base station (110) stops transmitting.

The Ready statc (510) is the initial state of the tag (120). In a preferred cmbod-
iment, RFID tags (120) in the READY state (510) will listen (0 all transmissions
and responscs o the all identification commands and application commands. In
a preferred cmbodiment, the identification ‘command is the Group_sclect com-

mand and the application command is the Rcad command. After the basc sta-

tion (110) powers up, it waits a small amount of timc (100-300 ms) for all the tags
(120) in the ficld 10 stabiiize in the READY state {I10).before it sends out other
commands. The RF carrier will be constantly sent oul from the basc station

(110) even during this wait. This is donc so that the RF section (420) of the tag

maintain power to the tag (120).

All the logic circuitry in the tag (120) is powered up in the READY state (510),
but the tag docs not transmit anything until commandcd by thc basc station.

The tag goes into the Identification (ID) statc (530) only when a Group_sclect
command is reccived (520) by a tag in the READY statc (510). If no command
is reccived (520), the tag will wait (522) until a Group_sclect command (520) is
received. The ID state (530) is necessary since the basc station may nol know
identification information of the tags (120) in the ficld.
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for communicating with a base station, conprising: a. ar% nLg ﬁgpa ata
,f ency signa
i

b g pame

If a Read command is reccived by a tag in the READY state (510), the tag wili
go (512) to the Data_exchange state (570). In this case the tag will send an ac-
knowledgement to the base station. In a preferred embodiment, this acknowl-
cdgement is 8 bits of data. This is possible if the base station already has the

idcntification of the tags in the field.

In the ID state (530) the tag will continue to transmit identification information
(like its tag number) back to the base station (110) as long as the state counter
of the tag is a predetermined value. In a preferred embodiment, and throughout

this discussion, this value is zero.

If more than one tag is transmitting information to the base station (110), the
base station issues a Fail command (540).

When the tags in the field receive a Fail command (540), cach tag increments
their state counter (432) by one if either:

1. the state counter (432) has'a value greater than Zero or

2. the state counter (432) has a value equal to zero and a value of the tag random
number (431) is a given value. In a preferred embodiment this value zero.

Notc that tags with state counter (432) values that are not zero, stop transmitting.
Therefore, these tags will not transmit at all until there counters can be decre-
mented to zero because in all future fail command transmissions of the base sta-
tion (110) will cause their state counter to increment (by condition 1 above). Note
also that 1hese tags arc still in the 1D state (530) even though they are not trans-

mitting. .

Howcver, those tags (120) in the field that arc in the 1D state (530) that have

statc counter (432) with a zero value, will continuce to transmit. After this trans-

mission, these tags will redetermine, e.g. “roll”, their random number value (431).
If there are morc than one of these tags (120) transmitting, the base station (110)
will again send out a Fail command (540). At this point, the conditions for in-
crementing the tag state counters (432) are reapplied.

The process in repeated (5_42)'unlil, only one tag remains with a zero value in its
statc counter (432). When this occurs, there is a non fail condition (544) and the
basc station will receive the identification information (tag number) of the tag.
Then the basc station will issuc an application command (550), (in the preferred
cmbodiment this is & Read command), to access (read) the appropriate data in
the memory (460) of the sole tag that is transmitting. In a preferred embodiment,
‘this is cight bytes of data at the tag mcmory location (460) specified in the Rcad

command (550)

g
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the tag radio frequency circuit and the tag nenory,

the tag RERIACEMENTSHEET |

1 QSEPS y9gehe

having a tag state register that indicates the tag is in a sEate t hat |sﬁ4
h

having a state counter and a random nunb@r generator; and

one of the states including an I D and Data_ Exchange, the t
sel ector run by the tag logic placing the=tag in the IDsti

a tag state

t é“b’y—set—t-r-ﬁg—ml

the state register to Ivahen t he base station sends the tdg—an S

commnd ??Eﬁﬁweﬁw”;g £ fhheteie 488 itg%?ﬁ@@ e G rgr@SQe' 18 FiBada.
a

in the stat €deuithe

ataf_ex@artasétgkc bodi@eds pbe tag,Jaayrs thst! at%nc ©30%

and stops transmitting its identification information. In the Data_Exchange
state, the base station, knows the identity of the tag, c.g, thc basc station (110)
can issue (570) any application command directly to the identificd tag. In a pre-
ferred embodiment, these application commands are the Read command, Write

command, and Lock command.

In an alternative embodiment, a Group_unselect (580) command can_be issued
by the basc station to remove some of the tags from the 1D statc (530). In this
casc, the tags that are unselected go back to the READY statc (510).

All tags in the Data_exchange state have alrcady been successfully identificd by
the base station. Tags in this statc only response to certain commands. Data can
be read, write or Lock (570) to a specific tag basec on thec command that'sends
from base station. Tag remains in Data Exchange state until tag leaves the RF
field for a predetermined amount of time. In this case, the tag gocs inta. Ready
state and can only bec activated again by a RF signal which power up by the basc

station. _

After the READ command (550), subsequent to a non fail condition (544), is is-
sued, the basc station (110) issucs a Resend command (540). The Resend com-
mand causcs all tags (0 decrcment their counters by one. Therefore, tags in the
ID state (530) with counters that had a onc value, will have a zcro value and will
begin to transmit their identification information back to the basc station (110).
If there is more than-onc tag responding the identification process using Fail
commands as described above is repcated. If there are no tags responding after
the Resend command is issued (540), onc or morc Resend commands arc sent to
the tags in the field in an cffort to reduce somc tag statc counters to zcro.

If after onc or morc Resend commands is issucd and there is still no responsc
from any tag in the ficld, a Group_selcct command (590) is scnd in order to resct
all of the tag (120) statc counters (432) to zcro (the initial statc). This
Group_sclect (590) may bring morc tags into the 1D state (530) from the
READY statc (510) particularly if thesc tags arc new in the ficld. Thosc tags in
the Data_cxchange state (560) are unaffected by the ‘Group_sclect (590) com-

- mand.

In a preferrcd embodiment, tag statc counters (432) only increment when the basc
station (110) scnds a Fail command. Likcwise, the tag statc counters (432) only
dccrement when the base station (110) sends a Resend command. By counting
the number of sent Fail commands and Resend commands, the basc station (110)
can detcrmine that all the tags in the field have been identificd when the number

of Fail commands and Resend commands are equal.



predeternmined value, or b. the state counter has a val ue equal to the

predeterm ned val ue and the random nunber generator has a ¢l.\.e
tag not transmtting the tag identification information whil Lﬁé@Mﬁ&I§hEE‘r

counter value is not equal the predeterm ned val ue and the tag1 Ztﬁﬁlﬁ
sel ector further causing the random nuniddr generator to ge e1395
random value. 2. Atag, as in claiml, where the tag furthe¢ri_has a READY

state and the state register being set to READY when the tag i s powered,
the tag state “ig@ice sliowphiadixath gl ef thag N oltiple 1det KA ey CHTH PIOGIR oGl e
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logic (433, 605).
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In the beginning, a group of tags (1 to 4) are moved to the ID state and their state

counters (S) arc set to 0. Subsets of the group were unselected back to the

READY state. Other subgroups were selected before the identification process
~ begins. Only the finally selected tags are shown in Figure 6.

After selcction, the following method (see Figures 3 and 5) is performed:

1 - Tags (I to 4) in the ID state with the counter (432) at 0 transmit their ID.
Initially all the selected tags have a zero value in their state counter (S, 432).

2 - Since more than one tag transmits, the base station (110). receives an error.
The FAIL (610, 540) command is sent. FAIL (610) causes all tags with a count .
not equal to 0 to increment their counter (432). That is, they move furthér away
from being able to transmit.

FAIL (610) also causes all tags with a count of 0 (thosc who just transmitted) to
generate a random number (431). Those who roll a zero, increment their counter,
and do not transmit. Those who roll a | keep the counter at zero and try again.

In this case, tag 2 and tag 4 will re-transmitted. But tag | and tag 3 will not
transmit.

3 - A sccond tag transmission is done.
Since tag 2 and tag 4 transmitted together, a collision
signal will be received by the base station (110).
Thercforc a FAIL (610)
command will be issued from the base station (110)
(o the tags once again.

4 - The count of the tag 1 and tag 3 will be incremented by [ to
became 2 :
duc to the FAIL (610) command reccived. And the count of tag 2
and tag 4 (with a zero in the state counter)
will also incremented by | o
became | due to the random
number roll to zero and the FAIL command (610) received.

5 - Now there will be no RF signal transmitting back to the base station
due to the non zero state '
counter value at the tags I - 4. Therefore when the time out



conmand responce back to the base station while the tag/

SHEET 1 7 SEP 1996 i.n the ID state. 3. Atag, as in cI ail MERLAGEMENT SHEET
command responce is tag identification information. 4. A dg, as I n cl
3, where the tag identification command is a Goup_ sel rair PP 1996
tag, as in claim4, where the tag receives a Resend co omthe ba
station that causes the tag state sel ecTor to decrease th ;
val ue. -

situation is met, a RESEND (620, 540)
command will be sent to the tags. This
causes all the tags state counters

to decrement by 1.

6 - Now the state counter (432)
value of the tag 2 and tag 4 are zero and they
re-transmit again. But tag | and tag 3, duc to their
state counter value being non zero, do not transmit.

7 - Since tag 2 and tag 4 transmitted together, a collision

signal will be received by the base station (110). Therefore a third

FAIL (610)

comrnand will be issucd from the base station (110) to the tags.

8 - The counter (432) value of tag 1 and tag 3 wxll be
incremented by 1 to
became the

value 2. But since tag 2 has a random number (431) roll (R) to 1 and

a previous
state counter (432) value of
zcro and it re-transmits. For the tag 4, its state

counter (432) valuc had been incremented by [ duc to the

random number (431) roll to zcro and will not transmit.

9 - A success transmission (non fail - 544)
occurred since a single tag 2 1D is rcceived
by the base station (110) .
A READ (630, 550) command with the 1D of tag 2
is scnt by the basc station (110). If the

READ (550, 630) command is rcccived correctly, that tag moves to the

DATA_EXCHANGE state (560) and transmits its data

10 - A sccond

(8 bytcs).

RESEND (620, 540) command will be send right after the READ (630,
550) command is sent. Tag 1, 3, and 4 will decrement their state

counter (432)
by 1 aficr they

‘receive the RESEND (620 540)) command. Tag 1 and 3 will havc

a statc counter {C)
valuc of 1 and tag 4 will have statc .
counter (C) valuc of zero. Only

- tag 4 transmit.

I1 - A success transmission (non fail 544)



6." Atag, as in claim5, where the tag starts sending the tag
identification information when the state counter value is equal to the
predeterm ned value. 7. Atag, as in claim®6, where the base ¢ %ﬁ)on Send
the tag a READ conmand and the tag state selector placing the it VLiAP?’ [
Dat a_Exchange state whereby the base sti&ion can send one or e
application commands to the tag by identifying the tag with the 17 SEP 19957
identification infor.mti on%éenjgo Eo(ﬁ%he‘base station. 8. Atag,] hs inclaim !
5, where the FOCHTTYRRRASREGLE YR Y EYFdte sel ector to dedrease The
state counter RMERfEDEFSIBHENResend comrand causes the tag state selector to
i ncrease the shsceombREAD (6@0ué50D. A tag, as in claim5, where the
predet er m ned commend swith the tag 4

ID is sent by the base station. If the

READ command is received correctly, tag 4 moves to the

DATA_EXCHANGE state and transmits its data (8 bytes).

12 - A third RESEND (620, 540) command will be send again right
after the READ (630)
command is sent. Tag [, and 3 will decrement their counter
by 1 after they '
receive the RESEND (620) command. Tag 1 and 3 will have
state counter
value of zero. So both of the tags will transmitted.

13 - Due to the collision signal detected by the base station (110). A
forth FAIL (610) command
will be issued to the tag 1 and 3. A counter value
of the tag 1 will be incremented to 1 due to its
random number roll (R)
to zcro. Tag 3 will have
the samc state counter value zero due to
the random number roll (R) to 1. Therefore, only tag 3 will
transmit.

14 - A success transmission occurs since a single tag 3 1D is received
by the basc station.
A third
READ (630) command with the 1D is sent by the base station. If the
READ command is received correctly, tag 3 moves to the
DATA_EXCIHHANGE statc and transmits its data.

15 - A forth
RESEND (620, _
540) command will be send right after the READ (630)
command is sent. Tag | will decrement its state counter (S)
by 1 to became zcro
after recciving the RESEND (620, 540) command. Tag | will transmit.

16 - Again a success transmission occurs since a single tag 1 1D is
received by the base station.
A forth
READ (630) command with the tag 1
ID is sent by the base station. If the



zero and the given value is zero. 10. Atag, as in clai m%spméa&aﬁ%@é‘?
sel ector increasing the state counter by one for each Fail and

decrenenting the state counter by one for each Resend co nﬂ;,ssgé mgreb
the base station has read the identification information{firomevety g

a field of tags when the nunber of Faill%and Resend commma are equal
Atag, as inclaimb5, the tag state selector resetting REPLACENMENT SHE!
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READ command is received correctly, tag | moves to the
DATA_EXCHANGE state and transmits its data.

T1
—

17 - Finally, all tags (I to 4)
in the field are identified and recady
to do any applications '
that the base station wants it to perform. This can be confirmed
because the number of Resend and Fail commands sent by the
base station are equal (lo 4).

Given this disclosure, one skilled in the art can develop alternative cquivalent
embodiments that are within the contemplation of the inventors.



the value in the state counter T0 the predeternined vajte wenm THE THG
receives a Grou ,ﬁ"tmmuu ﬂ romthe base station. lBE:PWCtFé‘PENTa%H&E‘
cflaim1, the tay? ! ”M[] mp_l acing the tag in thej READY Sé?hﬁ gy
resetting the state regi §tef to READY when the tag recalvék7es B nsle
command fromthe base station. 13. Atag as in claiml,} the tag stat
sel ector placing the tag in the Data_Eicﬁange state by ettlng Ehe stat |
regi ster to Eg%a Exchange when the tag receives a READeswrafre—fromnrtie
base stati ofi ¥$eby the tag sends back an acknow edgenent. 14. A system
for reading information froma plurality of radio frequency tags that are
in the fieldeotlaimadio

ect

U

1. A radio frequency tag for communicating with a base
station, comprising:

a. an antenna and tag radio frequency circuit for sénding
and receiving radio frequency signals to and from the base
station;

b. a tag memory for storing tag data;

c. a tag logic circuit connected to the tag radio frequency _
circuit and the tag memory, the tag logic circuit having a
tag state register that indicates the tag is in a state
that is one of the states including an ID and Data_
Exchange, the tag logic further having a state counter and
a random number generator; and

d. a tag state selector run by the tag logic placing the
tag in the ID state by setting the state register to ID
when the base station sends the tag an identification
command and the tag state selector upon receiving a Fail
command from the base station causing the state counter
value to increase in the state counter if:

a. the state counter has a value not equal to a
predetermined value, or

b. the state counter has a value equal to the
predetermined value and the random number generator has a
given value,

the tag not transmitting the tag ldentification information
while the state counter value is not equal the predetermined
value and the tag state selector further causing the random
number generator to generate a new random value.

2. A tag, as in claim 1, where the tag further has a READY
state and the state register being set to READY when the
tag is powered, the tag state selector placing the tag in
the ID state by setting the state register to ID when the
base station sends the tag the identification command, the
identification command causing the tag to transmit a
command responce back to the base station while the tag is
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identification information.

4. A tag, as in claim 3, where the tag identification

command is a Group_select command.

5. A tag, as in claim 4, where the tag receives a
command from the base station that causes the tag
selector to decrease the state counter value.

Resend
state

6. A tag, as in claim 5, where the tag starts sending the
tag identification information when the state counter value

is equal to the predetermined value.

7. A tag, as in claim 6, where the base station sends the
tag a READ command and the tag state selector placing the
tag in the Data_Exchange state whereby the base station can
send one or more application commands to the tag by
identifying the tag with the identification information

sent to the base station.

8. A tag, as in claim 5, where the Fail command causes the
tag state selector to decrease the state counter value and
the Resend command causes the tag state selector to

increase the state counter value.

9. A tag, as in claim 5, where the predetermined value is

Zero and the giveq value 1s zero.

10. A tag, as in claim 5, the tag state selector increasing
the state counter by one for each Fail command sent and
decrementing the state counter by one for each Resend

command sent whereby the base station has read the

identification information from every tag in a field of
tags when the number of Falil and Resend commands are equal.

11. A tag, as in claim 5, the tag state selector resetting
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when the tag recelves a Group_select command from the bhase
station.

12. A tag, as in claim 1, the tag state selector placing
the tag in the READY state by resetting the state register
to READY when the tag receilves a Group_unselect command
from the base station.

13. A tag, as in claim 1, the tag state selector placing
the tag in the Data_Exchange state by setting the state
register to Data_Exchange when the tag receives a READ
command from the base station whereby the tag sends back an
acknowledgement.

14. A system for reading information from a plurality of
radio frequency tags that are in the field of a radio
frequency signal sent by a base station, comprising:

i. a tag, further comprising:

a. an antenna and tag radio frequency circuit for sending
and receiving radio frequency signals to and from the base

station;
b. a tag memory for storing tag data;

c. a tag logic circult connected to the tag radio
frequency circuit and the tag memory, the tag logic
¢ircult having a tag state reglster that indicates the tag
is in a state that i1s one of the states including READY,
ID, and Data_Exchange, the tag logic further having a
state counter and a random number generator; and

d. a tag algorithm, run by the tag logic;

11i. a base station that is able to transmit information
commands to the field of tags, the information commands
including a Group_select, a Group_unselect, a Fail, and a
Resend command,

a. the Group_select command causing the tag algorithm to
place one or more selected tags in the ID state by causing
each selected tag algorithm to set 1ts respective state
register to ID and reset its respective state counter to a
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place one or more unselected tags in the ID state to the
READY state,

¢. the Fail command being generated by the base station
when more than one tag sends tag identification
information to the base station simultaneously, the Fail
command causing the algorithm of each selected tag to
increment its respective state counter if:

1) the state counter has a value not equal to a
predetermined value, or

2) the state counter has a value equal to the

predetermined value and the random number generator has a
gilven value, :

d. the Resend command sent by the base station when tag
identification information is sent back to the base
station in responce to a READ command by a single tag in
the fileld, the Resend command causing the state counter of
all the tags in the field to decrement,

whereby the base station can identify an individual tag in
the field of tags, and causes the ildentified tag to go into
a Data_Exchange state where the base station can access
information from the tag memory.

15. A method, for reading a radio frequency identification
tag in a radio frequency fleld of a plurality of tags
comprising the steps of:

>

a. sending a Group_select command from a base station that

places one or more selected tags in the field in a ID
state;

b. sending identification information from all the
selected tags to the base station;

¢. sending a Fall command from the base station 1f more

than one tag sends identification information
gsimultaneously;

d. increasing a state counter value in the state counter of
one or more selected tags if:
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predetermined value, or

2) the state counter has a value equal to the
predetermined value and the random number generator has a
given value, tha tag stopping transmission of the tag
identification information while the state counter value

is not equal to the predetermined value and

a tag

algorithm causing the random number generator to generate

a new random value;

e. sending identification information a next

time from all

the selected tags to the base station, the selected tags
having a state counter value equal to the predetermined

value;

f. repeating steps ¢ - e until a sole tag is

sending

identification information to the base station;

g. 1ssuing a READ command to the sole tag using the
ldentification information of the sole tag; and

h. placing the sole tag in a Data_Exchange state where the
base station can access data from the sole tag memory by

using application commands.
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MULTIPLE ITEM RADIO FREQUENCY TAG IDENTIFICATION PRO-
TOCOL

ABSTRACT

The present invention uses a novel adaptation of a itti i
- _ trec splitting algorithm applied
to Radio Frequency (RF) tagging technology to identi e
identif’ 2
ficld of a base station. & y many tags in the RF

The mvcnt.ion uses the tree splitting algorithm to identify a single tag in a field
of a plura}ny of radio frequency tags. Once the single tag is identified, the idc

tificd tag is placed in a Data_Exchange state where the basc station c':an acc .
data from the tag memory by using information that identifics the tag. =
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