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1 5 A METHOD AND SYSTEM TO ELECTRONI CALLY | DENTI FY
AND VERI FY AN | NDI VI DUAL PRESENTI NG H MSELF FOR SUCH

| DENTI FI CATI ON AND VERI FI CATION Field of the

I nvention 10 The invention relates to providing
security using the bionetrbcs features of an

i ndividual. Mre particularly the invention relates to
a method and systemto electronically identify and
verify an individual presenting hinmself for such
identification and verification. The various types of
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aut henti cation of user riprion of Background Art

I 20 A person can be ﬁagﬁﬁﬁ%ﬁégbhging his / her

bi onetrics features. The bionmetrics features are

eneral ly unique to an individual and presence of two
é&#&%ﬁ&iﬁﬁ@!&%lnilar bi ometrics features or a

conbi nation of bionetrics features is rare and not

unknown until today. 25 One of _the inportant

r equiTheriyrigomn Felgtpretopproy B ew iy t";ﬁ“@;‘/:g? dipmegdesnigatures of an

191!89iﬁﬁﬁlr 'Mﬁre g§rt1'i:15]91t1 Lhe ﬂ?ér@loﬂslee?at% Lo eQSMEﬂhQ@ dhes system  to

bionetrics atures bi onetrics,
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card i 5. .nmade e e availability of the card

S&ﬁﬁW%P@?dﬁegfﬁﬁwa%gﬁﬁP@hO‘SWS"Snart card copier" in

the search engines such as ww. google.comw Il provide

many | inks and the resources for obtaining the copier
Resegiption of Background Art
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/
A perdon can be identified using his / her biometrics features. The biometrics
features are generally unique to an individual and presence of two persons with similar

biometrics features or a combination of biometrics features is rare and not unknown until

today.

One of the important requirements of the of the security systems using biometrics
is that the data used for ensuring the identity, the biometrics features for biometrics, must

not be capable of duplication by any means.

But in present systems using card-based security, the data used to verify the
identity is stored in the card itself and can bé duplicated. The duplication of the card is
made easy with the availability of the card copiers, a simple search for “Smart card

copier” in the search engines such as www.google.com will provide many links and the

resources for obtaining the copier tools.
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2 5 Wen the data in the card is capabl e of
duplication, the data can be also over witten or

nodi fied to control the access provided by the access
control systenms that are based on such cards. There
are many wor karounds to prevent card duplication with
t he advancenent of 10 technol ogies, but at the sane
time, advancenent is also nmade in technol ogies, such
as card copier, risking the entire security
infrastructure. In case of bia@retrics, no special data
is used or provided by the access control systens as
conpared to card-based systens. %H$tead t he avalla | e

dat a oWhendhg dp yp Hisagard #ﬁ capable gF ARICaRPH Rt fipta san be also over-
f &akih %15 nfo&fi'é@ %i c@rﬁg)l Hechcdse Blovides bk Adbfiuentrd sy8@ns that are
individ (@é? of the uni queness, they should not
QM@dphﬁéét Seasily ensuring the effectiveness of the

access control systens. There,,are al so nethods
avai l able to duplicate the bionetrics features.
Howev eherhare Rhyavebsoumisie prvens gasd drplicagor withthp advancement of
a t
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t Iaardd,upxbn ndhngme@ﬁtxdelsmmy wisstibeiteur es  are, but not
limted to cell sensors and heat sensors. The above

- sensors are available to prevent the duplication of
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bi onet 14 &se bedlostedScs, &S spdeth daeisosed wagnodtiedey twegcdsn control
card based systens.

n ¢case of, secyrit t ing . .
b PEHERT 5 COMPRE 1 g 53?8@ SYH B (b qVqifple datiof 7 hGividual in
V%r!mf 6%&1&&@&%&&@%@@ A2 lch Yok ahﬁnﬁ@mehemwghaj Apart
to shield against attenpts to swap .entries

t o8 thergiauernsa thes houldxnabe dyplispted Fﬁ%‘ys"‘tﬂé‘l’fé‘&‘g e pcness of the
3 urity of the bionetrics features is

96 ﬁ&ﬁﬁ%% mﬁﬁ% An online nethod of verification

and identification of the bionetrics features is

neededr, 1.0, LN%o 900 dGvAIR éﬂqﬁ dli;hi%?tg B EEEs FERAIUM BSwever the

are st gll}éd In a server an eat_ur es are e_ntlvtl es
t hedessadontrolssteins talshi¢ld egditne sehtatiempts ¢3 tayhepimpdseible in case of card

| gaseglsgslilgnlarg "Some of the sensors that prevent the duplication of biometrics features

are, but not limited to cell sensors and heat sensors.

The above sensors are available to prevent the duplication of biometrics features

such sensors cannot be used in card based systems.

‘In case of security systems using biometrics, the features that are used for
verification and identification must be secure enough to shield aganst attempts to swap

entries between the individual (for-example) all the stored database.

Hence the security of the biometrics features is highly important. An online
method of verification and identification of the biometrics features is needed. In the
online method the biometrics features are stored in a server and these features are entities

that are used to decide the authenticity of the individuals.
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35 3 5 Wth such security sensitiveness of the

bi onetrics features, the said bionetric features need
to be stored in a server conputer |ocated in a secure
envi ronnent and to use themfor authenticity
verification of the bionetrics features of an

i ndividual. During the authenticity verification, the
bi onetrics features of the "person to be 10 verified"
is extracted and sent to the server and all the
conpari son takes place in the™ server only. One of the
i nportant advantages of this nmethod is that the

conpar irsansutikesiritp kasRivie s of BRUSIGEERY IfEOREE Nthe s@8 biometric
the server itself js located in cure environnent.

as
THRLFERDY BeStU et T BIey CqppuEs ﬂﬂ"Ptﬁg {8 fPqcHre qpgironment and to use
exties foP SthenEBIROVRTic@Sor! dFahe HOMdAG fedbreY 6F ax ingRiduan
locally that is, at the access point itself Access
Point is referred to as the security perineter in the

descri Bﬁliix%(r:‘tgle Ehﬁxeﬂt’ié?@ev%gig&tﬁoﬂ, 8 BionRYER e A0H AY %:{et BRrson to be

foll ow ng nponent s: - Access Point - dien

Su¢rifigd? és prracted and cenistopb gerver 4 pWethe icompaangi takesi dere in the
R O3 BTSRRI S U Dol 3 BACHS coBhon ke
Selavein aGompast @wiroam@it cavebea sensr Belfveloced inwateeure mnvironment.
Server Conputer. Client software is a set of prograns

that reside at the Access Point that extracts the

bi onet Thic mefhedtis c@apitteDnint doatraspedis ale existhg teeniofdgeed that do the

and. fransm t 0 the server far .3 ionetrics

SRR P Setsn o REeHees PRI REGRS BBUT duiofared 1 as the
S edeu@ly pe@NBYE @rthd@dseAiog. conponents that extract the

bi onetrics raw data such as but not limted to

fingerprint image in case fingerprint using

f TROS6RELRt $6 ARRBESH hat Bl TdwRIGfbasase of retina
usi ng reti na scanners A .

4 )
¥ Access Point

> Client Sofiware in the Access Point
» Biometrics Acquisition Devices attached or embedded to/with the Access
Point

» Server Computer

A7

Database Server Software in Server Computer

¥ Biometrics Server Software in Server Computer

Client software is a set of programs that reside at the Access Point that extracts the
biometrics features from the “person to be verified” and transmits to the server for

biometrics verification.

The biometrics acquisition devices are a set of computer hardware components
that extract the biometrics raw data such as but not limited to fingerprint image in case
fingerprint using fingerprint scanners, retina image in case of retina using retina scanners

and iris image In case of iris using iris scanners.
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35 and iris imge in case of iris using iris scanners.
4 5 The server conputer is the conputer hardware
provi ding the conputing platform for the database
server and the bionetrics server software. The server
conmputer will be located in the secured environnent.

10 The dat abase server software is a set of conputer
sof tware conmponents that can be categorized or known
as Rel ational Data Base Managenent System ( RDBVS),

Dat a Base Managenment System (DBMS), Object Rel ationa

Dat a Base Managenent System (ORDBMS). The exanpl es of
software systens are: Oracle(r) and Mcrosoft(r) SQ
Server. 15 The bionetrics server software is a set of
conput &he spofer wempuigionpoemntmster hatdwapsr prowdisaghe prmputing platform
bi:o r .2 Oﬁith S Iy f .

r CTEG Dligp S0 B8 (RS BRARRE TREbHher @mnter will be
aﬂtﬁtamdﬁmmewwtlieovircuﬂnehhe bi ometrics features. f 20

The aut hentication of the bionetrics features can be
categorized in two types, they are: > Verification

Thi s | $haddiabaee safveasmlmm is @att ddoiputediotivatd@n@nandthat can be

to be verified is term ned usi ot t S

© fatpietied o1 Hogop s & Blafioaf Ba et e oieemin: SRteqL NIl Bata Base
URL Qb8 kterl (108 @d db#cl hetdtiddalv iDdtkalBasd rth'iHO@rnent System
ty e .of authentication, person is onk%hverii

ed
RRBNS irh%te’“ifﬂféeﬁaéf%fﬁwﬁﬁssﬁtﬁ@s & cPrag! é@é\%msoﬂ@ SQL
bggqgtrics features as the known individual. 30 >
I dentification This is a type of authentication in
whi ch t he person i's identified usi ng hi s/ her

ChoTP T Bip BRIl sEter dofulabl & & M1 LonihdSRRLAR Eiponents har

the iden
processes the biometrics features sent from the access point for registration or enrolment

of the biometrics features and authentication of the biometrics features.

/
;
The authentication of the biometrics features can be categorized in two types, they are:

» Verification

This is a type of authentication in which the person to be verified is pre-
determined using other types of identifications such as manual means or using an
unique number allocated to the individual. In this type of authentication, the
person is only verified to ensure that the person hae the exactly the same

biometrcs features as the known individual.

> Identification

This is a type of authentication in which the person is identified using his/her
biometrics features. In this type of authentication, the identification of the person
is not pre-determined and the identification is solely based on the biometrics

features.
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IS not pre-determned and the identification is solely
based on the bionetrics 35 features. 5 5 Summary of

“Invention A method of electronically identifying and

verifying an individual utilising at |east one

bi onetric features of the individual is disclosed. The
nmet hod i ncludes the steps of activating an access
apparatus with a neans to capture at |east one

bi onetric feature of 10 an individual in a secure
manner using dynam c encryption, capturing the

bsngiaib 6f LveRlid € of an individual wherein key
features o fometric raw data are extracted,

encrypting in a dynam c manner the bionetric features,
transm .t N

feat ur &t I RRCERREND R RN verib i PAIE) Grisng ot tast
bﬂl@mb@mﬁtcmffemms ©f ticapdivrded is idiscloked. f’I‘rhmmethtdemcluﬂdsshha Steps of
p netri,c feature

OGN b BLR TR MRt A 0P Tt (5 ok g Pere of
i ardiindivddial 1@ @CeSsrei Manmgi veng td@naﬁncamcryphaxr YcapRRing thelGldmetric

but pot limied to a to secyred door

e ob ™ Y RERER. it Bf VAR e sl afe paracted
ed:xich@tmgﬁﬂi dyahyc SeRRF &E%ﬂ)ﬁé%&tﬂﬁas%&ﬁﬁﬁting‘lﬂh@ Bh@Vp&d data of
or is contglned within the access apparatus. The

eMiE PAICHY BavEe fost ﬁaﬁr%ﬁlsﬁrt’@daltdo"eﬂfy‘éﬁ thedhiaipetgp deatures captured

SRSl fleg NWEh APEERSARRRAlYSILAE il Bedlrvleast one
server spatially separated from the access apparatus.

In a first attenpt the access apparatus will attenpt

to Se'Whetrtl;lﬁ %gﬁ%%ﬁﬁwldgﬁffbg?(%uarﬂwer ﬁﬁén}? F%r?c?{?&d&tl %gcess Is

server. Upon ectin
tgreendo g euxilizy raqmpamaihws bui fdt lllrmted 19 ewsﬂoastdmm)tlocse ldﬁtabase

t ta,Lo Aany other Ve
n%?1 \Rg{rgﬁ gtgfto V\ﬁler‘f’éV eﬁst §§es) g SI% &p We?%)agilteéj %?IP Eléer access
patenus osip@bitaintd/ wikip alﬁaadceﬂ;s a;f;faﬁmli Frhe amtRsa dyipia tatsifited to
te serversiln t he access ﬁﬂgiratus Prior to any
a& L?ﬁ% °PF SAY T I U ACGRE TPPRAEI% S PCiSHAPLIPATALY, Se%aéed from
ithdiccksdupbarates.enrol l ed into a database by including
the steps of inmputing required particulars of the
i ndi vidual into the database

In a first attempt the access apparatus will attempt to send the encrypted data to
the spatially separated server. Upon detecting a failure in the first attempt, the access
apparatus will in a second attempt send the encrypted data to any other designated server
in a network, and wherein the designated servers are either servers spatially separated
from the access apparatus or the servers in the access apparatus. Prior to any
identification or verification of any individual, the individual is enrolled into a database
by including the steps of imputing required particulars of the individual into the database
and ascertaining the existence or otherwise of the particulars of the individual in the
database, capturing the biometric features of the individual wherein key features of the
biometric raw data are extracted, encrypting in a dynamic manner the biometric features,
and transmitting the encrypted data of the biometric features to the server and storing the
encrypted data in relation to the particulars of the individual obtained earlier. The

particulars of the individual include alpha-numeral data, and / or images and / or binary
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30 and ascertaining the existence or otherw se of the
particulars of the individual in the database,
capturing the bionmetric features of the individual
wherein key features of the bionetric raw data are
extracted, encrypting in a dynam c nmanner the

bi onetric features, and transmtting the encrypted
data of the bionetric features to the server and
storing the encrypted data in relation to the
particulars of the individual obtained earlier. The 35
particul ars of the individual include al pha-nuneral
daita,whzrth theobinanyadpes iredes agr repicrantatiof capatdaiod being stored in a

dat I d
R A A N R C L T

- spaticakiicsesepaindiegdosesd/arn s@:ﬁﬁgebﬁedlum‘ axtobutlinyig sikeeot drber device

country. Further the server can be provided in a
SPW%@ fRseRding daHel udi ng a token or ot her device
capabl e of recording data. 10 The identification of
the individual is executed by conpari n‘? t he bi onret

iq. .
f eat ur Big &enrzﬁ%@tlpﬁmfvrhauariw@aﬁtfar TEHPT 1Pk FRIpRArng the biomeric

b el bECRbNIRRI %ptﬁrtéﬁ iR kN Blomddhi€ et Wf the individual
capture and stored I'n a database and picked out from

t pﬂvmatlabaggeéynd btoreddm a dethbase pidl Rjcked sy &ompihe database by the use
I dF ot I 'ﬁ% aEIJSg 1 1&@I¥)ﬁéatr(oﬁlnwnbgjs P?IQ?EIEQ %Q th e mdmdual and to the

dit Vi@ recor int at abase. The
rr&i:hmld HCthe dbmbasraf Tigumestiod cantfe: umﬁgdred\m ho usedt\wg;oggé]e ofe of PIN.

iP ldfglc}ﬁlfl)gwleg% e§/ 8# t{hF ?r}éig\re@q,ag{ eqse h(? ancﬂgér}ﬁeg li?e std:8d RE: server

| B5feB@df A ahp s@jﬁabesxhétﬁ&ﬁamem?di ptmsémabd bynmpms&dstsr iodividyal. The
or i ssued to i ndr vi dua [

ted : .
© IS DigmetTeo oeHirSy b i GIER) BIeBRGr i Dgfa Ciometric server

L HREL iate @V ﬁfe seARf In‘é@ﬁ@ of AGAS BeneivhéBahS BloWRIric features of an
i nstead of at t ec&nlnt where the bionetric features

ofndevidual presontiog for idpntifieation prf YesiicstB S $aPEHEY onv and
verificati¥on are captured. / 20 The invention further
di scl oses an el ectronic nmeans of identifying and o
Ver | f yTlreg‘nwmtioh ﬁmmr disedseprredenionisgndags okidedtifying and verifying an
id jcatl enl f.i e}
clifcal SRR E bRl B SRR R ARAL R o capture
t hteeasﬂ novtiyplel af bxoﬂxeﬁ&ffhi\/&&l&ﬁoﬁlﬁhanﬁmd}laé RCYOfNard meaus to encrypt in a
dynam.c manneg?]bhe bi.opetric featur gs ca

e qafnéq, magnqr ng“b Wéeér%pt\‘;{ﬁgreé‘ jligr, @ Pransmlssmn means wherein

the encrypted biometric features of the individual 1s transmitted fo a server, a software
means to capture the encrypted biometric features presented for identification and
verification against stored encrypted biometric features of a purported individual, and a
means o give access to other database or software if a positive identification and
verification is made and to deny such access if a negative identification and verification is
made. An electronic means of identifying and verifying an individual as claimed in claim
15 wherein iderxtifying the individual comprises of a PIN number for each stored
encrypted biometric features of an individual, and a means to access the stored encrypted
biometric features of an individual by the provision of a correct PIN number by an

individual presenting for identification and verification and a means to compare the



10

15

20

25

30

35

25 the encrypted bionetric features of the individua
is transmtted to a server, a software neans to
capture the encrypted bionetric features presented for
identification and verification against stored
encrypted bionetric features of a purported
i ndividual, and a neans to give access to other
dat abase or software if a positive identification and
verification is nade and to deny such access if a
negative identification and verification is 30 nmade.
An el ectronic neans of identifying and verifying an
| ngtitiried badmensc Clanireved theindhadual with angreere PIN indeheri wigh thg stored
Fe |nd| i dual @ nE ‘f ? 2 PI' N nunber for each

Sstiic THEES T A PRPBRED P Ftla ur es of an i ndi vi dual
and a neans to access the stored encrypted bionetric
featur s of an i ndi vi dual provision of a .
cor r ect® BioWben dwsst ﬂt?ym&‘i"P“OP refi 'tff%& (8 295PSAPRERIY iy @ means to
| ek i lead bRObiB AL ek tihie of A0iRdIRNIhaFinBBAGe AnEH IPAE Bynamic
the 7 .5 captured bionetric features of . the | nd]vi dua

V\F’tqiiﬂélogr SEHILP 1) SHEABERY faprest R DS bigmEtioyP Y figta fum the means to
%ﬁtﬂ%% Rbmbdie Ry H%r&ﬁgztrgﬁg leNdréiptahe kdyfean Qs e e biometric raw
ct the 1 nvention:incl €S an access apparat us W th
adate ansdinemicmpnierdrantmisSsNCass &0 RSt enery PiedWed&f He gfometric
a?éalttﬁ]éjsl w0 'apl%{?slt oh@se?vels %? {‘éﬁ.& oHELHNL tdjr%cél?e NG She c]agﬁpted data of
ption, O extract any features of
br}mnﬁbmemcrmvumabﬁﬂfer mdnvtdael mWscmcyctapvamfye apthe or identify the

bl L ‘Eéjsg%é Z?%/ayﬂléﬁ 8@%&@%%%'){};%%{)1081& effic Ja¥epm t%e s%rvl%?y
nanner, transm ssion neans to transnrt encrypted dat a
of the biometri¢c features to at |east one server, at
I Dgsesl I3yNghcei ve and store the encrypted
data of the bionetric feature of the individual and
circuitry to verify and / or identify

eHigpiept o fp diagiga {ofahe progess 9%%@“@%&0; Btoé*tftftﬁsé??élt‘?% o beused
d?o&%eﬂrrtatlﬁﬁa&eﬁ;ﬁrﬁ%&r' ef Description of Drawings
I a

ure | gram of the process of
eEwoteI e atflowf dikdgromef te psocksaf uerdiration plhe biometreg fqpyes.

dFir | Iel :“‘CI%‘t Ifﬂ%t h e rzuln %?ﬁl% I C%gtolf P#ﬂtlfFéagHﬁ Sf %‘8 'bﬁm%trgcls ‘?é’é{tu Ies.

ram o %rocess Pot*Veriticatron
blonetrlcs features. Figure 3 is a flow di agram of
tEe Srocess of identification of the bionetrics
f :

The invention disclosed herein uses biometrics technology to verify and also to
identify an individual online using histher physical or behavioral traits. Types of
"biometrics” methods include fingerprint scanning, iris scanning, retina scanning,
handwriting analysis, hand print recognition and voice recognition. The invention may

also use the combination of all or some "biometrics" technology.

The invention disclosed herein utilizes “biometrics” technology for identification

of individual reliably in small and Jarge database environments consuming less amount of

time,
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Overvi ew 25 The invention disclosed herein uses
bi onetrics technology to verify and also to identify
an individual online using his/her physical or
behavioral traits. Types of "bionetrics" nethods
i nclude fingerprint scanning, iris scanning, retina
scanni ng, handwiting analysis, hand print
recognition and voi ce recognition. The invention may
30 al so use the conbination ofgall or sone
"bi ometrics” technology. The invention discl osed
herein utilizes "bionetrics" technol ogy for
i dent i flihedpyemtion glisclasell iprdimahises edatakieysarver sipgifonenig to store the
I Fﬁg\y g
a&;l&getggst %Qt@geg Irirrt;\?g%nagmﬁ 1%:91“5#2[”0@ 3 ’ﬂl}]]g?igfaggggﬁglgvepgoﬁware isa
dastetahi%wmps@r so@nvaoa)crqgmemtsthtamas o cgegdiized poknemn ag Kelational Data

é@aixa%eglgc\rlx {(slg%#lf(%b ) gtaléja%%] Me{rﬂa%c %en??gstgxg ?DBMS) Object
saﬁdimna DaipBasenManideaienc S_K,!stlsm EORBMS). z@tje axakplosvof software

as Relatio Base nent System ( RDBMS) ,
Db SeBYEE ﬁﬁﬁ%@%ﬂ@h@m§§%@ Obj ect Rel ationa
Dat a Base Managenent Systen1(ORDBNB) The exanpl es of

"software .10 systens are: O acl nd M crosoft
§t (1)
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SQL Ser Theinvenian idhigloned Brei SeF Figy Bpfprgisgared in‘a server to

bi;gumiy htbaksas Ué'rﬁ? aAliRdiSidudi MisRgIBEMEFcd RaturéheiBht fid¥she currently
and al'so to verify an individual using bionmetrics

f datures that he/she currently has. 15 The invention

di scl osed herein uses a bionetrics server software in

the server that processes, verifies and identifies an

i ndi vi dhelnvattidnhbschmed bereinmstseddométrias sarvre safwears sn the server that

poi nt The [ di sc rein. i.
o RSiFeb SO OV RS B Roh ehe Py Bt 2 e g point
for new and unknown users through online nethods.

The invention disclosed herein includes a method of enroimeng, of the biometrics

ﬂ -
features for new and unknown users through online methods.

The invention uses biometrics acquisition devices for extracting the biometrics

raw data of an individual.

The invention disclosed herein includes two methods of authentication of the

biometrics features, they are verification and identification,

» Verification

This is a type of authentication in which the person to be verified is pre-
determined using other types of identifications such as manual means or using an
unique number allocated to the individual. In this type of authentication, the
person is only verified to ensure that the person has the exactly the same

biometrics features as the known individual.
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The invention uses bionmetrics acquisition devices for
extracting the bionetrics raw data of an individual.
25 The invention disclosed herein includes two nethods
of authentication of the bionetrics features, they
are verification and identification, > Verification 30
This is a type of authentication in which the person
to be verified is pre- deterni ned using other types of
identifications such as manual, neans or using an

uni que nunber allocated to the individual. In this
type of authentication, the person is only verified

t o ensidemifichtadn t he person has the exactly the sane

bi ometrics features as the known individual. 35 9 5Y
Identification This is a type of authentication in

whi ch Tiieispe e rofiaatheatesation ie evhichi the paiseh liﬁe'rdentiﬁed using his/her

D Bt T b3 b icplo BB e psn
pre- deg %mpfhe@%téﬁlﬂleﬂ hadi e Rddntifieaion08 soklys bised yonbihs ddometrics
on the bionmetrics 10 features. The invention

di scl ds¥#eherein can be used to avoid identity thefts

and / or prevent wunauthorized entry into conputer

net wor ks or other electronic database systens. 15 The

i nventTherimdintenl disdesehbereinrean he Pisdde 2ypid fdeprity ghefts and / or prevent

?ﬂnc{l %er&%n%rg fntcp £ b G i VGr B @ieﬁﬁdi%tta%gsefs&;&@n&h e

dal ey are sent to the server i gure
120 Figure 1, is a flow diagramof the process of

onl i ne_enr ol t ,of hionetr . . . :
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non-exi stent in the database. The process involves the
foll ow ng conponents:

Figure 1

»
Figure 1, is a/ﬂow diagram of the process of online enrollment of biometrics features for
new and/or unregistered users. These users are not known to the system and their

information will be non-existent in the database.
The process involves the following components:

» Registration Terminal

Client Software in the Registration Terminal

v

> Biomeirics Acquisition Devices attached or embedded to/with the

Registration Terminal
» Server Computer

Database Server Software in Server Computer

Y

» Biometrics Server Software in Server Computer
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25 Registration Termnal - Cient Software in the

Regi stration Term nal - Bionetrics Acquisition Devices

attached or enbedded to/with the Registration

Term nal 30 - Server Conputer > Database Server

Software in Server Conputer > Bionetrics Server

Software in Server Conputer to 5 The enrol nent

process is called as registration is carried out at

the Registration Terminal that, will relay the

information to the server conputer in a secured

comruni cati on channel. The server conputer wll be

| ocat ddeienrcdmpritpsécestl ib yalddcas egistramatis oariad dutbtl the R@kBtration

e er infaormatio alon with their

é%g;r]r@tg i F@% A e s BR TintongiaBon or e Pt PBRUT (B phaccured

gemswnhtdméhanmeht i on are stored in the database upon

receiving the relayed information fromthe

Regi stration Term nal. The database of persona

i nf or e soverabmpgemivilllbetibei i i0 ARMY 461y fse@ir&t 188ativhlahd B8 hold

éf gquytal ed at_ the server conputer using one or nore
OO Ab M PIHEAEP deignihyher disincirisasayies. The biometrics

&safdrwwmhétpemnau hitbribidn Die GREFEOR krée&’atwasé< DR rSiving the
Iat| onal Data Base Managenent System (R Data ~

H%“é&%#tﬂmsb%%t(a@sw@m@j ect Rel at i onal Data
Base Managenent System (ORDBMS). 20 In the database
system the bionetrics features will have to be stored
al ongTh d#iabapepisprnsanali infoomataen dnng)mthh‘.lw bmamtrime fedtaeedill be
fi.er.

| i uskng a conmmn The
| gigjﬁatru?é :Jet?fh%amﬂiﬁer cmﬁﬁ!ﬂf:r using ?x?erﬁ) more.of ag o g{ag?ﬂs of commonly
183¢d databgpe neftadre systamsalmy carc bevitep@tiz@ or KRbwi ESR&IGﬁ(‘y’rﬁl Data Base

te the Bjonetric

1@9: %}rn%rgtogymrp ebﬁﬁ%l\qg; dDgtgngsxee anagement System (DBMS) Object
Relational Data Base Management System (ORDBMS).
, -
In thg database system, the biometrics features will have to be stored along with
personal information or they can be stored separately and linked using a common
identifier. The identifier will be but not limited to a constant, system generated or any

combination.

The server computer will also hold and execute the Biometrics Server Software
that processes the enrolment request sent from the Registration Terminal. The biometrics

server sofiware Is integrated with the Database System to store the biometrics features,

This process includes the enrolment of the personal information afier its non-
existence in the database is confirmed. The non-existence confirmation is carried out by
searching for the identification number, personal name and other details of the personnel
in the database. During the enrolment of the personal information a PIN is also allocated

for the process mentioned in the Figure 2.
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that processes the enrol nent request sent fromthe

Regi stration Term nal. The bionetrics server software
is integrated with the Database Systemto store the

bi onetrics features. This process includes the

enrol nment of the personal information after its non-
30 existence in the database is confirned. The

non- exi stence confirmation is carried out by

searching for the identificatipn nunber, personal nane
and other details of the personnel in the dat abase.
During the enrol nent of the personal information a PIN
i s al sBorghé BBAblEstatidnorll hﬁ]ﬁopime:s&urm rshdntbm éel taken tdh@revent using

FaBek et P resdifiin Y dfisfier XRLRR e b son e cgepppisbed by
amamhhrgttﬁﬂtiatﬁ’da&b asifgl tHel ‘B bé BlldRkiNd AUNI uedei”omd il Binatch is found,

i tgs PP <o 0 B S daus Sohe B AIaNY st pethods

Acdmiehly laﬁaufaalu Aélavoid A€ duiSRERoOIndithatar€hiNoigdartb e
prevent ed. However there are many other nethods

comonly avail able to avoid the duplication and they

are alif @5 i RircRRlas AR lccdsBl SRANGKENVAS 1BQkdsSBEGERFHM to the
and when no records_exist related to the personne

t presqraels healersaeat dptads will hava 49 be crsatsd. Ehreapesds ofrws{stratlon of the
PhASERFinRlmRS i bl g Q&E&Bﬁl KBBhA Aalogl nf or mat i on

prior art and' conmon 5 The process
of online enroll nent of blOﬂEtrICS features for new
and/ or

unr e user rts,with.th ctivation
of 't peThst BERsS BF [l e Sr ATy & olpictical il Bt 120 ancror
Terregisaded Imeﬁtﬂzﬂ'tsl Qdth thb Qwaﬁzttiouaibﬂ are cffent heﬂt@hﬂeeﬁlbgram at the
ﬁﬁ onent wll he as @ﬁ %esu of ugﬁ i.nteraction p
ggitepon dewpipalop steRr i Ths acivplies g the.sien gomipoRght gyl be as a
t REIRITStifidlabih g hiymRalnahRMfoIDS Aferut hori zed
personnel and is prior art. In the step 101, the

exi stence of the personal details is verified ahd if

not f OHEquer Lihge (%%Eﬁﬂrétﬁmq{eﬁmﬁeﬂesﬁbﬁg beT:h\eamrE@&j pE@bnne! and is

creation and verifying th eX|stence of
pEtgeral details is prior art.

In the step 101, the existence of the personal details is verifted and if not found,
the details are created. The method for creation and verifying the existence of the

personal details is prior art.

Upon successful verification of the personal details, the process continues from
the step 102 in which the biometrics acquisition device such as but not limited to
Fingerprint scanners in case of fingerprint, Iris scanners mn case of Iris and Retina

Scanners in case of Retina, is activated from the client software.

The activation step of the biometrics acquisition devices also includes recognizing
the biometrics acquisition device, its connectivity and establishing of the communication

channel. These steps are required for acquisition of the biometrics features from the
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Upon successful verification of the personal details,
the process continues from the step 102 in which the
bi onetrics acquisition device such as but not linmted
to Fingerprint scanners in case of fingerprint, Iris
scanners in case of Iris and Retina 30 Scanners in
case of Retina, is activated fromthe client software.
The activation step of the bionetrics acquisition

devi ces al so i ncludes recogni 2Eng the bionetrics
acqui sition device, its connectivity and establishing

ofie il .G af i channel . These steps are )

C g OB e 1B BP e op e neRPRED e BapmeRaKit provided

f Poihetthemdtsics &qaleiios eupalict. ar e provi ded by the driver '

software or the Software Devel opnent Kit provided by

the Bionetrics acquisition supplier. However the

dri verHeeévenahe driver e fidhafO A8V QRS qbskddgd t N&no i

%ﬁggﬁka%J agggificg%ions_provided by théﬁgﬂpp%%éfbe technical
SLECTHOPH BT e PYr B ipRligrn T bege dusthatls oire fdrethe TBtegration of the

bhiometics asuatibil dvick QRHABY isSGwiMs thst & o

systens .and are known techrﬁologytsg%é ?ﬂgégggéw%g?%PObDYa“d

af™ ¥FPEe¥e is a failure in activation of the

bi onety ithée a5 Wishivkd 9 HRVIES: pnforpational . :

nessage i s displayed Fn@%ﬁl@% SRS Hgtton device, an

PR Eﬂnélsm‘i?sﬁ?%‘ﬁ displhyed imbtep tl 6 DIOE 1fe prdfestip@finates immediately

auaessefwl activation of the bionetrics acquisition

device in step 102, the process continues fromthe

step 103 where acquisition of the bionetrics raw data

is carli ut. The biopetrics raw data is any of the

foll ow"é’!é %‘g‘iﬁ’?ssﬁ’&“ﬁ“faﬂ{’? 8H theobipmpigies peduiition; desige i atep 102, the

pesessofonkrinreg e gai ithe step 105 WHBRO Gcdukitt@SSF LS. .

Ret.i %yigﬁggpin case %f Retina.C 61The bﬁ%d%@?%gg;pgmdMaxs

p

gats’ b PELICh EYetpt 1 45y eiteripleving betshot mited te ingerprint
asageuh chatof Hihdtired 10 1,k rpEd . I%l.s, -Retina and .
caselor i %u'[g iy l?iginlﬁ‘tﬁkgﬁi Oﬁgét e]“SS’[ fé%t?ﬂfdgi’agei Jiocase of Retina.

..l n case o
@@E@é‘?t’b‘issfm”a%a &iveivafior heseil omabiometiss agres tiged ARAUGSut not
liid® AP0 35D i, Lerpiaat es at 103-T.

In case of any failure in the step 103, the process displays an informational

message to the user in the step 103-D and terminates at 103-T.

Upon successful acquisition of the biometrics raw data, validation of the
biometrics raw data in the step 104 will be carried out. The validation of the biometrics
raw data includes verification of the required characteristics presence on the biometrics
raw data and the criteria for the required characteristics will vary based on the biometrics
type such as but not limited to Iris, Fingerprint, and Retina, The list are required
characteristics that should be present in the biometrics raw are commonly known and are

prior art.

If the validation fails, the process displays an information message to the user in
the step 104-D and terminates at 104-T.
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data, validation of the bionmetrics raw data in the

step 104 will be carried out. The validation of the

bi ometrics raw data includes verification of the

required characteristics presence on the bionetrics

raw data and the criteria for the required

characteristics will vary based on the bionetrics 30

type such as but not limted tg Iris, Fingerprint, and
Retina. The list are required characteristics that

shoul d be present in the bionetrics raw are commonly

known dhdvezemrif the ivalidadeort wat fudchefiv,athe daibdesnchminhe, fréhatep 105
pr.oces Lsplays an, informatian nessage to t er in
e e e B e i IR BT TGS ol HiePurbhe or e
Haaneswetion Bt% thBeaw ahiadatd swoureabe Silrx]LCdzgS $ifon tanipbﬁngOﬁrQig@S@sdropping
continues from step 105 re the bjopetrics r at a

o PP s St 16 Ml 6By 26580 < he ot GhpromRon U R e ted based

t h theaRiddhb vidf thé feflowmy fatadra 1dken Info sReEMte the raw
data fromtanpering and eavesdropping when it is sent

to the server in step 106. The nethod of encryption

wi I be sgl eghBilARGH: ofthe REGstRMvh TeARRAL W th the
followi ng factors taken into account: 10 -- Conputing

power of % hEomeyingposter eftha8erm¢rtanputer Conput i ng power

of the Segver - Net wor k bandwi dt h 15 The
types ofgéngﬁvgggg%ﬁﬁ%%§ude but not limted to 1)

Asymmetric Encryption where keys used for encryption

and/ or .decrypti.on come In pair n tric . . i
ncr y pi PRt Erpra g moRe T o Rmle 5 TERsvpReiris Enoryption
andhefeREy pised for EheyptioRandfor eterypbn @Bmk Sinada%@ and 2) Symmetric
se] ected based on the operational jissues. However 20

t ?&C@Bﬁm Whirs gw Saffw?%'s ¥ e Rben é‘ﬂgi’)‘?ﬁ%’ﬂ&ﬂﬁ‘- can

al so be used for added security with all the above

factors taken into account. ; ) )
The type of encryption is also selected based on the operational issues. However

7
the combination of the two types of encryption can also be used for added security with

all the above factors taken into account.

Upon successfil encryption of the biometrics raw data, in step 106, the biometrics
raw data is sent to the Biometrics Server Software running at the Server Computer. As a
requirement to this step, a communication channel will have to be established between the

Server Computer and the Registration Terminal using the encryption as mentioned above.

The method of sending the biometrics raw data 1s by using TCP network protocol
by connecting to a network port listening on the Server. The application protocol for the
TCP will have to be selected automatically based on the above factors for encryption. The
commonly used line-based application level protocol is recommended as used in FTP

defined in RFC 959 available at the URL http:/fwww ieif org/rfe/rfc0959 txt ?number=959

as of now.
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Upon successful encryption of the bionetrics raw data,

in step 106, the bionetrics raw data is sent to the

Bi ometrics Server Software running at the Server

Computer. As a 25 requirenent to this step, a

conmuni cati on channel will have to be established

bet ween the Server Conputer and the Registration

Term nal using the encryption as nmentioned above. The

met hod of sending the bionetrigs raw data i s by using

TCP network protocol by connecting to a network port

l'istening on the Server. The application protocol for

t he 30 lTemevi!| frilaviarieg sbelingethe dafednadiondemdhs savdryin step 106, the

bgﬁ&d—: dltd1 bcﬁl\{x?fo{) gglsinés age r[‘&x%@ 195' Jllaqermmﬂtes at 106-T.
nmonl y us I|ne ase I"cat 1 on eve rotoc

recommended as used in FTP defined in RFC 959

avalla

¢ 1 M SRS osuce sl Bieuigysepes soware
nahe clibAt scltwhare maBeRegastfaa:loh e @irdlini the stsp A7, nglltduét for the response

t.Q th 106
il B SRy i rFrp B D condin e Se oF 1 TER g ghat will nclude

106t Rt dintkell 65 Bicoess SBteaind Fofurd StatdJpon sending t he
bi onetrics data successfully to the Bionetrics server

- software, the client software in the Registration
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ter m nalpaiifid e sebaps Ul st dfndRbtstrhifn steﬂtebyr ﬁé %Q%P(Fallure or
10 fromthe Server. The response will contai'n :

s tSH£4985) & disay ef éyihe Lrea NG hetprRgesSkpITinatescat sle 10% ut not
limted to Success state and Failure State. Finally in
the step 108, the state of the registration sent by

t ffegu8e? ver (Failure or Success) is displayed to the
user and the process termnates at step 109. 15 Figure
2 Figure 2, is a flow diagramof the process of

ve”tg'ufé 2 aisiaoflowfd;dgirﬂlﬁfﬁf theCprot &abl Ive@ﬁ@flolaﬁf bidmﬁuvdsotuﬁhres of an
|0 requirenment for this i.s,.th

user. he
t rPé“‘flM @ %ﬁ@tﬂ {ff@mr%ﬁné.ﬁ?fotﬂnsemo‘ifg é M%wégaé must be
rreﬁ}bn&na@lng flhé ?ﬁ)cgésglﬂ&ﬁldne@rﬂﬂ tRe W%u?é@ BJdNaSJ?a k:dpxlmeshoum be
(0]

al | ocat ed. he user is not enrolled, the enro ment

pRlrcated. W&%@ Ufb?é Iz Bpfpinealied, ereniohpet prasess Baftdeecoptideted for this
USSE bOBIeIh@E&PR&s hltedsH: BriPSBG8RSS-

This process will be carried out at the following but not limited to access points,
check points that use biometrics verification. The process can also be used in any area
that requires biometrics verification with the server. The location of usage of this process

1s referred to as “Access Point” in this process.
The process involves the following components:

> Access Point

v

Client Software in the Access Point
> Biometrics Acquisition Devices attached or embedded to/with the Access
Point

»  Server Computer
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This process will be carried out at the follow ng but
not limted to access points, 25 check points that
use bionetrics verification. The process can al so be
used in any area that requires bionetrics
verification with the server. The | ocation of usage of
this process is referred to as "Access Point" in this
process. The process involves the foll ow ng
conmponents: 30 > Access Poi nt!>- dient Software in
the Access Point > Bionetrics Acquisition Devices

att ached pr penbaddedet M d-bint Revefeespsier Poi Nt 35 >
Server Conputer 15 5 - Database Server Software in

Server CofipHtostettcs Seygpbofivare merares (SgPtlfare in Server
Comput er The server conputer will be located in a
physically secured location and will hold the

dat abadée sfrvarsempyiar Wiinket ipeatedan orrbysiFally sefreed Jocation and will hold

bi QIR [ &S0 tlﬁff)ﬁlﬁt:ofgl Qlogg il AP R PLs Rehgnal

i nformation ong W t biometrics features will ~be
mai nt ai ned at the server conputer using one or nore or

2l | COmL RaLA 05 AL Gl S0 dAhARR SR AR B LS c: wit b

systens rized or °known as
Da:taantﬂasdaat thhsagﬁrmnwuﬁyamegm(nafvﬁ)a oiDdl eonBaseions of commonly

gg’g%g%gﬁg ‘E’%l’%&éﬁlgq'\.@%t&%k@ eocirﬁzeq Hellug}t | ong{ggggna? Data Base

slmatrﬁgamanﬁ eSy*QﬂeﬁW@RDFE{S),; ERtdl RSe whdag&amh S@tdge (E)Bmsag Object
along wt ersonal information or ey can be store
&?a% aai%d Maﬁ%a‘ea%$3ﬁ§’ﬂh(ws' identifier. The
identifler will be but not limted to a constant,

system generated or any 20 conbinations. )
In the database system, the biometrics features will have to be stored along with

personal information or they can be stored separately and linked using a common
identifier. The identifier will be but not limited to a constant, system generated or any

. v J
combinationg,

The server computer will also hold and execute the Biometrics Server Software
that processes the verification request sent from the Access Point. The biometrics server
software is integrated with the Database System tfo access the registered biometrics

features for verification.

The process of online verification of biometrics features starts with the activation
of the client software program at the Access Point in step 201. The activation of the client

component will be as a result of user interaction and his/her intent for verification.

Upon successful activation of the client component in the step 201, in step 202 the
PIN or a unmique number allocation to the individual is accepted from the user at the
Access Point. The method of écceptance can be using a Graphical User Interface or
manual methods. The client software in the Access Point should have this functionality to

accept the number given by the user.
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The server conputer will also hold and execute the

Bi onetrics Server Software that processes the
verification request sent fromthe Access Point. The
bi ometrics server software is integrated with the

Dat abase Systemto access the regi stered bionetrics
25 features for verification. The process of online
verification of bionetrics features starts with the
activation of the client software programat the
Access Point in step 201. The activation of the client
conmponent will be as a result of user interaction and
hi s/ her§ thisetp thopsey Bppiireddq b exao nepbey alloeatedgs the process in the

acticiti PRyvRfind ME wrbdeGRnbELHROREM in b Brif B8R BRR201, 1N

step 202 the!m%IN orga uni que nunﬂgy 5§%b8a€?o% to the

i ndividual is accepted fromthe user at the Access

Poi nt. yhg, f i ng-

& aphi A LEE PR, B pREEFH MR AN PR sBMies from sep 203 a
cl whinh the diamwiries dequisifien dovies sucRais but st Soditdd teafliegdrfis scanners in
f ] ' t 35 cept the. nu r. gi.ven by the .
o5 bRl i sy B PP b BTG g s g e g of Retins, s
exatvatalfberthadieoicsaftedreat t he process in the Figure 1
Providing the wong nunber will result in verification
failure. Wen a nunber is entered by the user, the

pr ocesThe aiivafiu@ siep bOME BloaftrRd Icqfisitiddited A8 includes recognizing
blﬁnEIrICS acqui sition devices such as but not limted
t dhE REEk e ARTUSEORIFEICE, i conagetivily é“‘bFStﬁbihﬁgb‘% ﬁ?ﬁhﬁt'c?mmumcaﬂoﬂ

| Toh8nrRE AHRSE Stebd afeBR8uid forria%qﬁﬂgoﬁ%ﬁitﬁ@bﬁﬁéﬁﬁgrféathﬁs from the
case of Retina, is activated fromthe client

s oevigia i argpeovaded iby dtei dstvestofpraot onttheS afiweare Devabepment Kit provided
ARQuh LIRS SRR Lphirdes recogni zing  the
biometrics acqutsition devi‘ce,” its connectivity and
establishing of the communication 15 channel. These

st eps e required for acquisition of the bionmetrics .

f eat ur SE it dre, PREVLR oty & ppav RGBT e e technical
dispactiicadafst pavded by tthe sgafliemartesmealodp i tor khé integration of the
p&ovided by. the Bi.ometrics acquisition device

s UBPITES 2CisoR detitfeWith itheeto St Wefedscand aekagvgbtechnology and

deneslaepgtbrusl Ng the technica

If there is a failure in activation of the biometrics acquisition device, an
informational message is displayed in step 203-D and the process terminates immediately
at step 203-T.

Upon successful activation of the biometrics acquisition device in step 203, the
process continues from step 204 where acquisition of the biometrics raw data is carried
out. The biometrics raw data is any of the following but not limited to fingerprint image
in case of Fingerprint, Iris image in case of Iris, Retina image in case’ of Retina. The
biometrics raw data type varies based on biometrics types used such as but not limited to

Fingerprint, Iris, Retina and DNA.



20 specifications provided by the supplier. These

nmet hods are for the integration of the bionetrics

acqui sition device with the software systens and are

known technology and they are prior art. If there is

a failure in activation of the bionetrics acquisition

device, an 25 informational nessage is displayed in

step 203-D and the process term nates imredi ately at

step 203-T. Upon successful act!fvation of the

bi ometrics acquisition device in step 203, the

process | t LA i sition of

*the bi orlrltg? ?glecgprg@whggmaﬁll t(s?]Qca?)r 2%%% 890808}# gﬁ{%ys an” informational

bi @rE%ask ésthe averdatha siep 26hip aofl tarmeafeslal 204-Rg but not

limted to fingerprint inmage in case of Fingerprint,

Iris image in case of Iris, Retina inage in case' of

Ret i na. Uphe subieeufdt zcipeisitivawf dagd aiotnwpﬁ:s?/zawi ega biks 0dli@ion of the
|n1t

bi t h but t
F: ﬁbngﬁretlj#clcsn?quo ? lg s?‘eﬂ@to? uhsgcag% cﬁlélATlpeOthd%{:anp élé%glogxptncs raw data

IOanynchEilet wereficatior $Rahsieqfired @Haradtbiestips oS oflihe PiANSridRaw data and

tio nessa e to the user t he step.204-D
i Eiren e THRR S0 fhareviaies T ceBokbt OB angorspe sich as
Of bittheot Hin@ireat ol 1615, WiAW: Sk BandtRinY athedRd: i 71 '}et‘ﬁflreﬁ rl:ﬁaractenstxcs that
bi onetyics raw data in step 205 is carried out
vaPigt begressnt ke iometees Y Sre camrarpknopg: 4r4d@rmr@s art.
verification of the required characteristics present
on the bionetrics raw data and the criteria for the

151 equi r el tetheatidetion faids, ithespragdss displrys daisudmetiont message to the user in

blggg&gb@§ YRE Q%H&F”%Ezo t not limted to Iris,

Fi ngerprin e |list of required
characterlstlcs that should be present in the

bi onetrj,cs ra omonl y kno nd are pri or

T5 1T OHET T TR s St B busleg B igs Bap the step 206
i nivhdreneite mmnafeﬁmg.edz&aowtmcd@&ne §t8p 204) 8 SlcBRO0THOp@PGke of the
termnates_at 205-T. However if the validation fas

20 5 [ocepiey pf tfterféwma@cléé,% secBvet the frs dptp Giant FRenpsting apbeavesdropping
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Whors # Resehl AMBLGEGS ihalk 98 80P %@'n%?f%da(gf Jn@r? SLERiI be selected
204, is encrypted. The purpose of prtlo

dfbagefeon thaermaroamieat wigh @eiqlﬂpwtgﬁectpzawk@atrao Rgconmt:
tanpering and eavesdr oppi ng

> Computing power of the Registration Terminal
» Computing power of the Server computer
» Network bandwidth

The types of encryption include but not limited to 1) Asymmetric Encryption
where keys used for encryption and/or decryption come in pairs and 2) Symmetric

Encryption where the same key is used for Encryption and Decryption.

The type of encryption 1s also selected based on operational issues. However the
combination of the two types of encryption can also be used for added security with all

the above factors taken into account.
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when it is sent to the server in the step 207. The
nmet hod of encryption will be selected based on the
environnent with the follow ng factors taken into
account: > Conmputing power of the Registration
Term nal 25 > Conputing power of the Server conputer
> Networ k bandwi dth The types of encryption include
but not limted to |) Asymretric Encryption where
keys used for encryption and/ dg decryption conme in
pairs and 2) Symmetric 30 Encryption where the sane
key is used for Encryption and Decryption. et
encr y pliPen sycsessfd gra@tonob hedimaneT A salal Sé‘f?aqosé e

| $3W Q8 1MWﬁe%etﬁ&@M@bﬁﬁa&fmﬁM% htWRe BMrF)@rSC&ﬁputer Asa
encryption can also be used for added securit

alrequirementap guestem GcomBupigrioy hintrs! witkaysto bs ¥6P§Sheé between the
U ST &nid 18 siPk AIERhEN Fiso raa%e@la&m b
AR L6BEDS e (ROR BT T il Gl ARy o wbove.
Bi onetrics Server Software running at the Seryer

Conput Fhe n’%h&i f‘ %&%}1{ [ﬁ%nﬁl Ingtr&:@lrgw SHafP wil be usm TCP network
communi cat T on channel A have to be establ i she

b@tmmh by bmne&iﬂ’rgvtera nGovopk pat ligtendng érethRSgiver. The ppmication protocol

rmn g, the encr n.as. mentione v 0]
TR e RO iidenty so B BnEFeTRLY AR of 268 Shqvbpfpotors for
Ush&tgptd n@bmknly mﬁdatmfeqiasdayappbmemmgmmca mestcmmniended as
port ?lstenln he Server pllca n proto&PI URL
f ¢ped hetnTcpF II 4? t ofpe BE ect g
baBE IRy, kt}%@%}fﬁ:oé@qkpﬁ&nw@sm@wml on. The ,
commonly used Ti1ne-based application |level protocol is
recommended as used in FTP defined in RFC 959
avail a at et - Wk t 2
org/rf @ gaf coogggﬁ{r%?l;" Lﬁ:‘ll‘g &gqgé a@‘l\gﬂuhg\}v& ﬂllenseggfé eln Stfep 207, the
f @rdoassevitl disphy asemfdinmagiond endssazo imthe stop 20 Diand taminates at 207-T.
in step 207, the process wll display an
|nfornat|onal message in the step 207-D and ter4 nates
at 207Por sénding the biometrics data successfully to the Biometrics server software,

giometrics

the client software in the Registration terminal in the step 208, will wait for the response
from the Server. The response will contain the status of the registration that will include
but not limited to Success state and Failure State.

If the success state in sent by the server in the step 208, the client software will display

the Personal information sent by the server in step 209. The information includes but not

limited to:

> National ID Number (JC No.)
» Name
> Photograph

But in case of failure state in the step 208, an informational message will be

displayed to the user in the step 208-D and the process will be restart from the step 201.
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10

20 Upon sending the bionetrics data successfully to

the Bionetrics server software, the client software

in the Registration termnal in the step 208, wll

wait for the response fromthe Server. The response

will contain the status of the registration that wl|
include but not limted to Success state and Failure

State. If the success state in] ent by the server in

the step 208, the client software will display 25 the
Personal information sent by the server in step 209.

The | an[thEh& ﬂmcasm @ﬂalédﬁ&hebiﬂép mtand|aﬁﬂﬂ ﬁlqﬂa&tlﬁ the ]nfoﬁmatlon i the

D Nunber - Phot ogra
Bt A% 4bE POTeePar i F@epition 4% ALO Sl Sgeteded sccess contrl
I nefcﬂbiiﬁ?dubh) Bﬁbutﬂ%ﬁﬁxﬂ@@i 0 getmifiBig abdesPloayirg abQuhiiCadtiale, activating
in the step, 208-D and the process will be restart from

t Hibe ?%ﬁ%&!@d ipghic 5oy PRIDNePosile Bissisledaached fp accgtsaqpint) will
2082 @anpskdahter displaying the information in the step

209, the process will continue fromstep 210 where the
required access control actions such as but not

~limtedyt Qoﬁxﬁfdm);dsh&‘gleﬁﬁﬁ %?ﬁxeta& v‘aEJil% ﬁ@(g'cﬁ)y %{(ﬂneple is Eé%sendmo a

15

20

25

30

dat abase, activating e door attac acc
pokinef) aIp*mbetm pleprackass gs:heas(‘ ABGhdHYedT t o thheermat peﬂ$uch as COM1! or

ng%(?}tf% (M\%@Léz P tt)lgec i é{rimo gh e]hgra-trh gl}e %&cérr%]ceslgqagerwgh to trigger
s éhdlionigmachanistn. b]fowaiiqn ismbﬁheth‘ods raaar laotvan&hielogy A8l are prior art.

"ABCDEFGH' to the serial port such as COM or COW
(based on the configuration) that generates the

elFaelll O [Bosdsghal teamame bt h@sibg poger  the | ock
mechani sm However such net hods are known technol ogy

and are prior art. 15 Finally the process w |
tergaate at the step 211, Figure 3

Figure 3, is a flow diagram of the process of identification of biomet?ics features of an
individual (user). The main requirement for this process is that the individual must be
enrolled using the process mentioned in the Figure 1. If the user is not enrolled, the
enrolment process must be completed for this user before the user gets access in this

Process.

This process will be carried out at the following but not limited to access points,
check points that use biometrics identification. The process can also be used in any area
that requires biometrics identification with the server. The location of usage of this

process is referred to as “Access Point” in this process.
The process involves the following components:

»  Access Point

¥» Client Software in the Access Point



20 Figure 3, is a flow diagram of the process of
identification of bionmetrics features of an

i ndi vidual (user). The main requirenent for this
process is that the individual nust be enrolled using
the process nentioned in the Figure 1. If the user is
not enrolled, the enrolnent process nust be conpleted
for this user before the user gets access in this
process. 25 This process wl| & carried out at the
following but not limted to access points, check

| 5points that BJ%eth@H&{tﬁé;ﬁ&l Dgﬁ@és' eftﬂa@l%'cﬁrémbérﬁﬁ:d REARHESRe Access

can al so be used in any area requires bionetrics
i dentificatiféHtwith the server. The | ocation of usage

of this praggsschipdigferred to as "Access Point" in
this process. 30 The process involves the follow ng
conmponent & Databgggceswer Poftwarein Spivenrfiorgoferware i n t he

Access Poi.nt rics Ac |on Devi ces
attached %r Bé%r[q)et%% Sgr%r%nﬁ%"ﬁrelﬁgm%ceé@ gm nt -

10 Ser ver Cbnputer - Dat abase Server Software in Server

%%ut (esllrhe séryet ﬁ?glpg{& Vi‘ [S’\r(/fgtrﬁ? g’fi ﬁS}c%schrggyo‘é;an?xhang will hold

phis daalaky oseUunemitimaldn@rvianteiblomeheds deatirbe
dat abase of user information along with their
bi onetrics features. The database of personal

i nf or natyke Qiﬁta@ﬁs@ %9 tp‘éﬁs&ﬁhl G A8 e RABAddeChith SR BIE RSN f’elatuh:’(% will be
15 mai nt ai ned he server Con'put er usi ng one or nore

15 ormamamé@) gbihg a@r\f@rn@nwtesmmny or s of 4l apmbigations of commonty
sted’\@d'tﬁ)a?ey%tgt‘ag&§g§gﬁls RN AT TE R A OMiRR Data Base

R at 1 ona
Management System (RDBMS), Data Base Management System (DBMS), Object

Relational Data Base Management System (ORDBMS).

v
20 In the database system, the biometrics features will have to be stored along with
personal information or they can be stored separately and linked using a common
identifier. The identifier will be but not limited to a constant, system generated or any

combinations.

25 . The server computer will also hold and execute the Biometrics Server Software
that processes the verification request sent from the Access Point. The biometrics server
software is integrated with the Database System to access the registered biometrics

features for verification.

30 The process of online identification of biometrics features for starts with the
activation of the client software program at the Access Point in step 301. The activation
of the client component will be as a result of vser interaction and his/her intent for

identification.



Managenent System (RDBMS), Data Base Managenment System
(DBMS), (Object Relational Data Base Managenent System
(ORDBMS). 20 In the database system the bionetrics
features will have to be stored along with personal
informati on or they can be stored separately and

i nked using a cormmon identifier. The identifier wll
be but not Iimted to a constant, system generated or
any conbinations. 25 The servéi conputer will also
hol d and execute the Biometrics Server Software that

5process Kfleation.request sent fromthe
Access gg?é]?? CC%‘%@‘ 6{:@% t %@’egﬁﬁ%‘}om@a@w&.ﬂ@ ftgp 301, the process

I ntegmatediomitbdsteim@0Datvalbies the HGhaMLS KqBBRBA VetiBS such as but not
reﬁhﬁ%frtéa%in%' oge{]rlacser f eat ur es for verification. 30 _

The procesSEPUBhPRET WS 1of dRer@H o Arin papRary ite gase of Iris and
f eBetimacSafinrs iatcaselcd ReiifdistddBvat@L b @d &i@m%ﬂk%%_ client
software program at the Access Point in step 301. The

activation of the client conponent will be as a

10 resul t Tife ddsiedtioh Riep RSk bRIMARG alaglgiéxﬁﬁﬁ ddyiteE Q{so En%[udf:s recognizing

15

20

25

30

id n%i fication. 21 5 Upon succes activatron o
t hd® C1sHics AgmpHendevics, iheonsewivitg@ad estatdising of8® communication
CofahiesndsE QmLt e which ot he. bi onetrics

acqui si tion dgg\l_/)i ces&gﬁg%dggé %h't"g\ﬁr}g of| tF?ﬂb{Ogﬁftrfcé featires from the
Fi feyjise prd fre PSaniﬂdé}V $}Ild Chlvcaszg’wage tfﬂ thgﬂdémérél DevdléprBient Kit provided
SQANREES it of 1ris.an eti na Scanners in case
o%etPna,eﬁjéqg@?él?\‘/oa{]t%ﬁafef‘om the client software. 10

The activation step of the bionetrics acquisition

devi cegy al so i ncifiu.des recogni zing the bionetrics

acqui si c’lwcﬁeﬁerdél?ﬁ gVl PEIEYRnERt %1 £k afryeloBechbisingh theg technical
ofspédifecadommnprol/idad ib9NRhe g‘hﬁiﬁf@@l'}‘hez@ GRhodt %Fésfo?rtﬁ int%%ration of the

rﬁg%i‘red for, ,aCC]léi sition of the bionetrics ea?ur
f SIS acqudiien cgyier Witk ter wfiverisisientsired drd keywn technology and
S tiidy\wed ic®lartt e Sof tware Devel opnment Kit provided by

the Bionetrics acquisition supplier. 15 However the

driver software can be al so devel oped using the

techni galhere is a failure in activation of the biometrics acquisition device, an
informational message is displayed in step 302-D and the process terminates immediately
at step 302-T.

Upon successful activation of the biometrics acquisition device in step 302, the
process continues from the step 303 where acquisition of the biometrics raw data js
carried out. The biometrics raw data is any of the following but not limited to fingerprint
image in case of Fingerprint, Iris image in case of Iris, Retina image in case of Retina.
The biometrics raw data type varies based on biometrics types used such as but not

limited to Fingerprint, Iris, Retina and DNA.

In case of any failure in the step 303, the process displays an informational

message to the user in the step 303-D and terminates at 303-T.
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speci fications provided by the supplier. These nethods
are for the integration of the bionetrics acquisition
device with the software systens and are known
technology and they are prior art. 20 If there is a
failure in activation of the biometrics acquisition
device, an informational nessage is displayed in step
302-D and the process term nates imedi ately at step
302-T. 25 Upon successf ul actlyftlon of the bionetrics
acqui sition device in step 3027 "the process continues
fromthe step 303 where acquisition of the biometrics

raw datBhd sicceS UK dcgGisiObN of thB GioRt itk Gata B WAh& vhiRiation of the
aﬂ%QOf the following but not limted to fingerprint

etngs rape datgan ﬁ?enﬁ‘é’r%ﬁ“l Ate vplidagiop ﬁaﬁé&gz bipmetsigerayf data includes
| rieifichedn o¥othk Bl '&h&?cﬁ&s%s E%Eén@é‘on Hd Slome{?@trﬁvl/ @t and the
raw data type varies based ometrics types used
sudherastop e fﬁ'&ﬁ’fed:'}bafﬁ‘ﬁmﬂtlé&jwtlbvw heed pnithe biomefriss type such as but
Refdt il b S I
303, t ! rl] < %rg%ﬁf;nsl é&'fngr& zgngg{egﬁyrfrl]l Zir rr%é ?eq:%x[}iec} aa%ra% C%QUCS t%at should
t Hee Ryesent liﬂ ithet themefrieprag0de @ramenly snowmandoge amoraﬂs T 22

"5 The successful acquisition of the bionmetrics raw
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data follows the validation of the bionetrics raw data
i n t he IthepraB@ationThids, thal pretets displafs dohiafdomentet fiessSzel t8Whe user in.

es,.verificati of the required .
cﬁé\e?%t ?ééfgtapgg rﬁ‘f’"@&éﬂ%‘%ﬂ the bionmetrics raw data
and the criteria for the required characteristics
wi | 2{¥Eﬁ gq1on the bionmetrics type such as but
not rsen 16 thervalidatiep mga suscessiul, the grogessicastinugnomithg step 305
arvﬁaefeeﬂhlé bt G AaRl dobfidedSt takepShRU @encﬁ;@tekaei*he : burpose of the

present in the bionetrics raw are comonly "known
arcBOBRiQY ofgihe raw fdatafie toysecirg dbe oy flath [fom tarr@emg)ws@vesdroppmg

g'tv\gﬁh g%é sEft tbgflfge% 'ﬁlgpi @%S@()Ihgn&e d4 riérPt’mnf wl'fﬁl%e selected

vébsed@mltmnmsnm@m@eﬁsﬁaﬁoﬂom/hg frtors esen nmmhaclules from
the step 805 where the biometrics raw data obtai ned
at the step 305, is encrypted. The purpose of the

> Computing power of the Registration Terminal

» Computing power of the Server computer
» Network bandwidth

The types of encryption include but not limited to 1) Asymmetric Encryption
where keys used for encryption and/or decryption come in pairs and 2) Symmetnc

Encryption where the same key is used for Encryptlon and Decryption.

The type of encryption is also selected based on the operational issues, however
the combination of the two types of encryption can also be used for added security with

all the above factors taken into account.

Upon successful encryption of the- biometrics raw data, in the step 306, the
biometrics raw data is sent to the Biometrics Server Software running at the Server

Computer. As a requirement to this step, a communication channel will have to be
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encryption of the raw data is to secure the raw data

fromtanpering and eavesdropping when it is sent to

the server in the step 306. The nethod of encryption

will be selected based on the environnent with the

followi ng factors taken into account VI 20 >

Conputi ng power of the Registration Termnal >

Comput i ng power of the Server, . conputer > Network

bandw dt h 25 The types of en@?yption i ncl ude but not

limted to 1) Asymmetric Encryption where keys used

fcQEbIRAES YoRivicen A HeBler ABSHNRYT 411 GRNRegiRrRN Ferditehl Asing the

Symmetric Encryption where the sane key is used for

EW@Fvﬁwﬁ%ﬁ“@H@wééE?Vbtlon The type of encryption is

al so sel ected based on the operational issues, however

30 the conbination of the two types of encryption can

al so Bbe uraskpd of sendinadths duomptrigs ' 1atagpll thRensiilgoVEP network

SR RLO FAER T, 2 B0R0L Bl iR SHEE EES L e ARl Phoroce

orothet FER switlakevd doabd scleesit autometivellBibesnst pi dhe Serweefactors for
e

?fe?% o en%ﬁ%%rﬁ%ﬂ?hsédh%e%%%edﬁa@ lxgé;c:iocat | ?rﬁfé)ﬁ%ﬁ? ﬁ%or\:lnmmle{lded as

h&me tio beFPB EeﬂmmablmsheﬁFﬁetWEQn tdveildbde vernt the URL

.55 nknal using the

: ia i 22 PRE WY hod of sendi ng

the blonetrlcs raw data will be u5|ng TCP net wor k

pr ot ocol by connectlng tQ. a net port listening o
t he SHY (Ase Of failire, dpinec sandiag the aﬁ%&wwn 1 tepieryendn Fiep 306, the

gﬂrdclesshﬁms bRy RE iFSneebe nful0i Rl hé ab) Yodhpsed taﬁn;atb@ at 306-T.
bove factors for encryption.” The commonly used

I|ne based application | evel protocol is reconnended

50 BB, RIS pRER BT SRR b A e

dfe aheny. software in the Registration terminal in the step 307, will wzut for the re3ponse

from the Server. The response will contain the status of the registrationjthat will include

but not limited to Success state and Failure State.

If the success state in sent by the server in the step 307, the client software will
display the Personal information sent by the server in step 308. The information includes

but not limited to:

» National ID Number (IC No.)
» Name
> Photograph

But in case of failure state in the step 307, an informational message will be

displayed to the user in the step 307-D and the process will be restart from the step 301.

With the success state in the step 307 and after displaying the information in the

step 308, the process will continue from the step 309 where the required access control



15 In case of failure during sending the information
to the server in step 306, the process wll display
an informational nmessage in the step 306-D and

term nates at 306-T. Upon sending the bionetrics data
successfully to the Bionetrics server software, the
client software in the Registration termnal in the

step 307, will wait for the response 20 fromthe
Server. The response will contai4sn the status of the
registration that will include but not limted to

Su and Failure State. If the success state
5I n%th‘ﬁ’?‘ Skl)lc aF] eb ug &Py @W“Fql {9 Retigtieg tgodoort(adachipd dmtthe access point),

sofopwangthmghﬂe (atchicsqal ta%etafagesg’ﬁésﬁt‘? Al bd QEQERLI on sent
by the server in step 308. The information 1 ncludes

25 but not limted to: - National ID Nunmber (1C No.) _
- Name Thé Mﬁ@ﬂ}aﬁ&d rﬁghcﬁy& t 19ac(fa@§t %e Ii(%rl fc‘)F ?x%ltgﬂe 1s by sending

in the 307, an informati onal ssag
di §6F‘a€f5e"’dpltaée%@%afs pueht w@@@l@?ﬁmm mcc’mdaltphﬁt such a5 COM or

| orPfe Q
10 pr Qwﬁ(b\sé%égt OeIIQiﬁ 4 E fsaztxg{:}r tg%;gteger eﬁacéf)%xﬁ F’&W rﬁ?"l‘ g{veto trigger

ﬁ’é g tReshanism tH@W&Sr SIck MeBOYs art hsovm relRsfogdl dnll are prior art.
contlnue fromthe step 309 where the required access
control 24 5 actions such as but not limted to
achaiist the grockss vl erm{matd ackatkpt3ot he access point),
opening the gate (attached to the access point) wll
be carried out. The commonly used nethod of the

15 adixangile ng t he door, for exanple, is by sending a set
of al phabetic characters such "ABCDEFGH' to the seri al
port such as COM or 10 COW (based on the

conf i gumatin@dnioh Q@tdi ‘R{}@cf L £ SDet lngorgérgt%%ags{%?ralls glg%lronic systems

enqugh to trigger the | ock nmechan
netEIE B BeR#fewN Y eutherdicalgyaraidlidde] Fd’elslgﬁmgrﬁ) gain access to an

E')((a[aé@n%%ngc Ry QGEP As ‘M”,[lM ne?wglqnp%gn e?tsa h&’ ecougtlegs anldssecurity

20 access contrél system.

Where the system is incorporated in any ATM network the access apparatus is the
ATM itself with either an incorporated biometric sensor device or biometric sensor device
installed mdependently of the ATM but electronically / electrically linked to the ATM.
25  The server containing the circuity to store the encrypted biometric features can be:
{) a server spatially distanced from the access apparatus;
(i)  a server spatially distanced from the access apparatus and a server installed
within the access apparatus itself: and
(ii)  a plurality of servers spatially distanced from the access apparatus with or

30 without servers at the access apparatus.

The provision of more than one server containing the encrypted biometric feature
1s necessary as a safety feature to ensure that if communication / transmission between a

predesignated server is not possible, authentication can still be done at the other server,
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15

The invention as disclosed can be incorporated in
several electronic systens where it is necessary to

aut henti cate an individual designing to gain access to
an electronic network such as ATM networ k poi nt of

sale (POS) counters and security 20 access contro
system Where the systemis incorporated in any ATM
network the access apparatus is the ATMitself with
either an incorporated bionmetric sensor device or

bi ometric sensor device instQFIed i ndependent |y of

the ATM but electronically / electrically linked to

the ATM 25 The server containing the circuity to

stldHe Padkepe ﬁg%ﬂ%@swm??mmheﬁm tessysiaim ibtﬁico(p'ot}ataj in a door
SQEs ed.fro e.access apparatus;
(Rrotey oA "é%gﬁagf‘%’%’df‘%‘f"z%&‘é ReoKkE T Pbtian b godaged premise.
apparatus and a server installed wthin the access

appar af s iksek nd (iii) a.plurality of servers

spat | g{tl y i c?iteset%’a(%iéte O 1B fndIGEPURDe g?% theiseroftaitokes ishopsional. The
3ecopistapparting eamverastiedted $yetha & 6@5Sin PR PTATG theIJﬁﬁter the verification
p59M33P%§%%$ no%eitpan one server containing the - _
encrypted br oA R MMtdre s necessary as a safety
feature to ensure that-if comunication / transni ssion

between a predesignated server is not possible,
ARlystration of thednyengion usinga sample cotle ségmast her ser ver .
25 5 This "back up' systemis absolutely. essentia

where the systemis incorporated in a door access

syst erhi¢ LIt Aailadeaborparermepliined beldwalsing the 0T K@ghuage code
Qdméntd. 1.S8. ot W [l be eyident from
b ThE e RRFRARIAE 8 ribithstaefor LeibBrronal
The access apparatus can be activated by the keying
in of a PIN and thereafter the verification 10 and
identification process is initiated. An Illustration
of the invention usin a sanple code segnent The
processes, detail ed above are expl ai ned bel ow using the
"C' Language code | S segnents. The function referred
are have the functions based on their names. d f



26 5 Enrollnment: /* start the enroll nment processing
i f(!Personnel ExistsQ { Create_Personnelp; if (I
Activate Bionmetrics Devicco) {

Di splay_Error_Messages; Stop ProcessM

i f(!Acquire_Bionetrics_Raw DataM {

Di splay Error_MessageQ  Stop ProcessM } C if
(!'Validate Bionetrics Raw DataO { Display_ Error
_Messageo; Stop_ProcessM }

Encrypt _Bionetrics_Raw DataQ If (! Send_Encrypted
_Data _To_ServerO { D splay_ Error_MessageQ  Stop
ProcessM if (Response From ServerOi= "OK") {

Di splay Error_MessageO St op2BrocessO

D spl ay_OK_MessageO, Stop_ProcessQO

5 Enrollment:

/* start the enrollment processing */

if ({Personnel Exists(Q) {
Create_Personnel(); -

}

if (! Activate Biometrics_Device()) {
Display_Error_Message();
Stop_Process();

}

if (! Acquire_Biometrics Raw_Data()) {
| Display_Error Message();
Stop_Process();

) y

;

if (IValidate_Biometrics Raw_Data(}) {
Display_Error Message(); '
Stop_Process();

}
Encryp{mBiometfics_Raw_Data();

If (!Send_Encrypted_Data_To_Server()) {
Display_Error Message();
Stop_Process();

}

if (Response_From_Server() I= “0K”) {
Display_Error Message();
Stop_Process();

}

Display OK._Message();
Stop_Process();




5

27 5 Verification: int PIN = 0; 1* start the
verification processing Activate O ient_ConponentQ
PIN = Get_PING if (!Activate-Bionetrics_Deviceo) {
Di splay_Error_Messagep; Stop Process@ } if (!
Acyuire_Bionetrics_Raw DataO { Display

Error l\/bssagee Stop ProcessQ }

if(!Validate BionetricsRaw Datao) { D splay Error
_MessageQ, Stop _ProcessO, }

Encrypt _BionetricsRawbataQ, |If (!SendEncrypted _Data
_To_ServerO { Display Error_Messageo ; Stop
ProcessQ } 28 5 Identificayion: /* start the
verification processing

Verification:

int PIN = 0;

/* start the verification processing */
Activate Client_Component();

PIN == Get_PIN();

if (1 Activate_Biometrics Device()) §
Display_Error Message()
Stop_Process();

13

if (1 Acquire_Biometrics_Raw_Data()) {
Display_Error_Message();
Stop_Process();
} y

p
if ({Validate Biometrics Raw_Data()) {

Display_Egror_Message();
Stop_. Process(}

}

Encrypt_Biometrics Raw_Data(};

If (1Send_Encrypted Data_To Server()) {
Display_Error_Message();
Stop_Process();

}




Activate_Cient_ConmponentQ if (!Activate

Bi onetrics _DeviceO { Display Error_MessageOQ  Stop
ProcessQ } if (!Acquire_Bionetrics Raw DataO { .
Di splay Error_MessageOQ  Stop_ProcessO
if(!Vvalidate_Bionetrics_Raw DataO (

Di splay _Error_MessageQ  Stop ProcessQ }

EncryptBi onetrics_Raw DataQ If (!Se_

Encrypted _Data To_ServerO { Display Error_MessageQO
Stop_Processo; } { if(Response_From ServerO "COK")
Di splay Error MessageQ The functions in the above
sanpl e code segnents will have to use the gl obal
vari ables to exchange the i nB®r mati on between t he
functions. 29 CLAIM5S 1. A nethod of electronically
[ ‘i’(?e%ph&)ﬁw-g and verifying an individual utilising at
| eas one biometric features of the individual

i ncludi-ng the steps of.

/* start the verification processing */
Activate_Client_Component(};

1if (!ActivatemBiometrics_DeﬁiceO) {
| Display_Error_Message();
Stop_Process();

}

if (tAcquire_Biometrics Raw_Data()) {
Display_Error_Message();
Stop_Process();

}-

if (Validate Biometrics_Raw_Data()) {
Display_Error_Message(); p
Stopﬂ_Pr{qcess(); '

}

Encrypt_Biometrics Raw_Data();
If (\Send_Encrypted_Data_To_Sesrver()) {
Display_Error_Message();
Stop: Process();

}

if (Response_From_Server() 1= “OK”) {
Display Error Message();

The functions in the above sample code segments will have to use the global variables to

exchange the information between the functions.



(i) activating an access apparatus with a neans to
capture at |east one bionetric feature of an
i ndividual in a secure manner using dynam c
encryption; (ii) capturing the bionetric feature of an
i ndi vi dual wherein key featgges of bionmetric raw data
are extracted; (iiti) encrypting in a dynam c manner
the bionmetric features; (iv) transmtting the
encrypted data of the bi opphims feature to at | east
one server, wherein the at |east one server is either
spatially separated fromthe access apparatus or is
cqn
i'v%r {n?g’llgﬁg)f i écHEﬂcWafi?lﬁtﬁ?ﬁ%ﬁ%@@%ﬁ?%% Slrl g@ﬂpﬁ%{%} uetIhSl(lg at least
wohdbianptre-fitoree df thic omiitidua indehtgithe sieps ohe server in
step (iv). wherein upon positive identification and
verification of the individual access is given to an
apxi | Ayt Pea SccBisCoppastR Uit @tmdahdn thedpluge ACERSSné Biometric
secured doors, database, conputer network and
ser vefeaturoof oy ipdividee 1 P SeRFORPRIEK N§ing GRIIRIE FRAYPtORY
Vﬁf)' fé’égﬂ%m ntchgloHe%éalfeaﬁ?re C(g{a'aﬁrﬁqdﬂvmuﬁﬂ @\Hmelm }é@@efeﬁt'ufbs of
the encrypted data is transmtted
I eastblomletrse'awelata|ar1e ¢mxectedt,ccess appar atus or to at
I zt one server S at i al g Separ g Qronmthe access
§H r FEPHPE It ACHE R §EBY éFaé?WB SYY>i denti fying
ane) veddshiiting taneicngited duabf as wibaerRdehtreCloadt %asﬂone server,
wherein in a first attenpt the access. apparatus. w

at t enpherely Ger lease Oaﬁéwﬁrt sqcithigasgatiallytsrearaatiom W access
separ fétae&\{sesgma%ned/w;%ﬁ R Ohs %&?&tﬁs"@h&al ly

identifying and verifying an indi vidual as clained in
cfﬁlnvmQYM@eMEbmnmpmﬁbﬁwmecmﬁwgdanﬁ@PKﬂn@ﬂlmpEHéMt¢b§mew
atte %tclg g}the s apparatus 30 wll in a

second att Brpt §Vﬁgl§ ncrypted data to any ot her

desi gnated server in a netwrk. 5. A nethod of

electronlcall i denti_fying and verifying an individual .

a@herey) peop gqq%kyp aqqu{:ﬁce}{lon%nd verlﬁcation%f thge individual access ?s given
to an auxiliary means such as but not limited to access to secured doors, database,

computer network and servers.

2. A method electronically identifying and verifying an individual as claimed in claim 1
wherein in step (iv) the encrypted data is transmitted to at least one server in the
access apparatus or to at least one server spatially separated from the access

apparatus.

3. A method of electronically identifying and verifying an individual as claimed in claim
2 wherein in a first attempt the access apparatus will atfempt to send the encrypted

data to the spatially separated server.

4. A method of electronically identifying and verifying an individual as claimed in claim

2 wherein upon detecting a failure in the first attempt claim 3 the access apparatus



4 wherein the designated servers are either servers
spatially separated fromthe access apparatus or the
servers in the access apparatus. 6. A nethod of
electronically identifying and verifying an individua
as claimed in claim 1 wherein prior to and

i ndependent of step (i) of cldm21 the individual is
enroIIed into a database by including the steps of :

ui red rticul f the|
it 8RS cpabagen it BecaftaMi il oS P server i o
ot hggwibae of the particulars of the individual in the
dat abase; (ii) capturing the bionetric features of the
i ndi vi dual wherein key features of the bionmetric raw
aat g 1%1@0@&@51%5@1@211@)‘ dbﬁtl@i’ﬂ% raﬁ@bémidgrhn%cqm@@ag claimed in claim
manner the bionetric featurés, and"(iv) transmtting
t he4 Mreyrptf@cﬁesiamaaeiﬁezwemealbﬁ@lmtsmwci sfspaitally esparased fiemadhe access
| east one g thgg spatially separated

fro‘ﬁg’ﬁahaéus Ocr%lee Sewéjbs lg §‘§S<§ PPE* & ont ai ned wi thin the
access apparatus and storing the encrypted data in

[-ﬁ?lt git qurggoq %fo %%c@rén%ﬁ;& ]Jél%%.%fglrﬂz-?gf Aglh tn:gggl ”\E/B 1V1léual as claimed in claim

el e@twrhgﬂz'lﬂ:@ll(gr)fo b&?ﬁﬁbgeﬁﬁé}@ of e Meht Jlé(illﬁgth%nndlﬂghé{ iduRblled into
as clained in claim wherein particulars in step (i)

of @HaﬁhﬁﬁbVﬂE%uUEﬁhathﬂﬁhuneraI data, and / or

i mages and / or binary data wherein the binary data

i ncl udes any representation capable of being stored

i n @) biirgying orequirdl phrtitataro dofofthel iadividual ciatol ythe database and
identifying.and verjfyin i ndi vi dual cl ai. med i, :
claim %cqﬁé}nég e gxis eé'laesg %H%Wésﬁéjtf ith }P%],’llgi%‘ gflhgéndwﬂual in the
server dsph@cated outside the country. 31 9 A met hod

of el ectronicall identifying and verify

i nd(ii chapiuriag tee gion’@dlq fpaimraesi oh the mbwéucﬂ theezatkey éepsyres of the

one seq¥g$ﬁmg 8§da Ll Lher.gpatially separated from
t he access us or 1s contained within the

acc@ss amg@nagusadﬁm@ﬁ@Mﬂﬂﬁﬁﬂmﬁn@namoﬁagemnemium

1:12:: Ui ua%smﬂtn?gi( e Sncr )%ttcr:]cfe Elatgeo\{‘"l the b?c%geaiglc efea(%Iu-eg % (t)l{cd bt Rast one
server which is either spatially separated from the access apparatus or is
contained within the access apparatus and storing the encrypted data in relation

to the particulars of the individual obtained in step (i) above.

7. A method of electronically identifying and verifying an individual as claimed in claim
1 wherein particulars in step (i) of claim 6 includes alpha-numeral data, and / or
images and / or binary data wherein the binary data includes any representation

capable of being stored in a binary form.

8. A method of electronically identifying and verifying an individual as claimed in claim

6 wherein at lcast one spatially separated server is located outside the country.



10. A nethod of electronically identifying and
verifying an individual as clained in claim | wherein
the identification of the individual is executed by
conparing the bionmetric features of the individua
captured in step (ii) of claim1l with known bionetric
features of the individual gleviously captured and
stored in a database and picked out fromthe database
by t S f. @ uni -pers

9. ( éllRé}gochf %cgcgtoggyltl% %#ﬁ[e ﬁnﬁ Cil?l@% i Fr@% 191%'& gigrcgh'cr:’lg?(ggl claim
i M witeeilalicohidsst odd server mdiitio @ﬂlcelsmaklpmpemltddyfrom the access

identifying and verijf, an indivj dual

CABRLSOUR BB AO HE Y RSP ISGP B 1 Proac] e U7 emreciom
! ﬁlcﬂiﬁﬁgg}’é BHeby: SRRt OG IR JPtQORTIKd duta. f €at ures of

the individual captured in step (ii) of claiml wth
known bionetric features of the individual previously

103 gﬁgﬁg}&gpﬁ@%&%g%@qId'%f%tlfty&% @?ﬁ%ﬁﬁ@fg é’x‘ﬂ 1B&Q%alt£%lallﬂé@ln claim

ectroni cal y
| devierdiy itmsgdaﬂ'gﬁcmﬁm ¢fthe rdavidiah di exiccuted bnsompamgéhc brpmetric

claim in,the biometric f . .
e Tgaie et EariRrel s (Chp! Fila iR oy giometie
| Reafr&EHMBE iddnSARRHOfoull capyireat-an agecdmdi dambhel dihdlpﬂcked out
possession by or issued to individual. 13. A ne

t ho
ofroal &t ﬂ%ihb%%lh)fythcd@ﬁt‘?ff §i wdusnpergsial f“iﬁnHECE’é‘l‘?n numbe“ (PIN)
| AR AR GlRNTRA 1 MeGb@dlinkneieRaLd L he
encrypted iometric features of e I ndividual are
processed by an bionetric server software |ocated at

one seryve I ther

1 Pl 6 A biirenly iSst ) ar R0l 8 SRB| Rt inctaim

Wi ticReih IR i@6RERSHAPPRLATMEVIdINSS eaduted batompaingohabiometric
where the bionetric features of an indivi dua

p.f@stém phgher mdividusd saptETcEal] AP Atk OV 6111 o altiihoknogyrg biometric
LHEE thg%ldﬁéualﬁ%\)%%&[ AMRirEd TRpRSrRfin 'tl%ec'fgtélﬂcayé Réthout the
an verifyirng an 1 ndivi a

presenting for such
i dendfidhiy PdNinombamd verification including: (i) a neans
to capture at | east one type of bionetric features of
the individual; (ii) a software nmeans to encrypt in a
120 YWNasihed BREB&FonidaRy RicafiBlind mdhealtufi@sn individual as claimed in claim

1 wherein the biometric features of the individual to be identified and verified are
stored in a server instead of in any storage medium held in possession by or issued to

individual.

13. A method of electronically identifying and verifying an individual as claimed in claim
1 wherein the encrypted biometric features of the individual are processed by an
biometric server software located at the at least one server which is either spatially
scparated from the access apparatus or is contained within the access apparatus
instead of at the point where the biometric features of an individual presenting for

identification and verification are captured.



captured in (i); (iii) a transm ssion neans wherein

the encrypted bionetric features of the individual is
transmtted to at | east one server wherein the at

| east one server is either spatially separated from

the access apparatus or is contained within the access
apparatus; (iv) a software nedhs to capture the

encrypted bionetric features presented for
gﬁe%glécgr%%{cgﬁﬁnﬁn an%év e&é&bﬁé%ﬁtﬁ?er %ﬂzﬁ)@ v %Ppresenting for such
| ndjdéh@tiekion anfvdrikaPoBA0&nk0 Ji ve access to other

dat abase or software if a positive identification and
verification is made and to deny such access if a

negal Vel ARMS Ll GBL] Ak BRChypY BF bibRERLI RS oY Sidiidual

An ectronic ans o yl ng and veri yi ng an

i nd{iy)i duabftagrecihedinyed emrydtainnme ynamivemenneri deriiomylringleatures
t he |nd|V|d onmprises of: a PIN nunber for each

stored @R ?@féﬁ bi onetric features of an individual;

and(ig) NeaRsmiRicAGERES whBeinsthe tRGyRBE hispleett BAORRLI ihe individual
features of an individual by the provision of a

cor r ectis PIARSIAIYKH &P ab}eaétnoﬂ%ﬁﬁ‘”\’ﬁfd&%’elBr‘E%éhﬂqaﬁgOI?eo?cwm is cither
i dent i f§ G y% a9d4 5‘6@{ hfel £adsk %P}éﬁ‘@t% Ar f@%‘ﬁt@%ﬁe& within the access

conpare Phe "ca ture onetric atures o

i ndi vi capghratuaj t h a glven PI N nunber mﬁth t he stored

bi o tr|c eatures he_ rp orte idual . 16, A :
ot NBG b bFBE PP daySTalie PiepRe Bt 1Ry Pgnlhied for
i ndi vi duattifRsticd aldmegificais] atamst bowldesRyptddigiometric features of a
bi onetric features include finger print, retina scan,

iris scuhP@redapividealngd uni que bionetric features

capafl &, ptakeb %g/e%@ésk‘ i SHmby d§%§@ Blssofb%v?are % polive identification

el ectronic nea dentifying verifying an
i ndi vi candlverd§cationiismeddd andctb alemy &whwh@asmfm rtegalive identification and
bi ometrc. f%atures i ncludes finger print, retina scan,

vefification 18 m
iris scan’e (én§ 8?%er uni que bionetric feature

capabl e of being captured by sensors.
15. An electronic means of identifying and verifying an individual as claimed in claim 14

wherein identifying the individual comprises of:

a PIN number for each stored encrypted biometric features of an individual; and

a means to access the stored encrypted biometric features of an individual by the
provision of a correct PIN number by an individual presenting for identification and
verification and a means to compare the captured biometric features of the individual
with a given PIN number with the stored biometric features of the purported

individual.

16. A method of electronically identifying and verifying an individual as claimed in claim
I wherein the biometric features include finger print, retina scan, iris scan or any

other unique biometric features capable of being captured by sensors.



18. An electronic neans of identifying and verifying
an individual presenting for such identification and
verification including: (i) access apparatus with a
nmeans to capture at |east one bionetric raw data of an
i ndividual in a secure manner using dynam c
encryption; (ii) circuitry £ extract any features of
the biometric raw data fromthe neans to capture the
1’}3 @‘5‘ uﬁgéggl(g%r‘rflc\t/ayﬁsgai&g%nh ¥1ng )élr@ g&ﬁgin ?ﬂllﬁ&wﬁgﬁ ¥@fauﬁ&ﬁniﬁ%m 14
MRRBERIH thé bibndif@fzai Shdnicsgapsa firmt, tre@mssi, uesnmay ot eay other
data of the blOﬁEtrl% features to | east one server
wHRidRS hiopklicdpatiigzapa R Ep %ﬁ@/ FA®YS-spatial 'y
separated from the access apparatus or is contained
wi thin the access apparat us; (v% at | east one server
1% dnr@ewions mathsstidlentifying and pyptere aningledual peesenting for such
bi i_ndi vi dual ; and (vi)
<ﬁ§ﬁﬁg¥mnan@é#ﬁ§§8%%%ﬂﬁu%r |dent|fy t he encrypted
data agai nst pre stored encrypted bionetric data in

the server. el ectroni c_nea nt| [ d
Ve | 3R agﬁar?rfa Mhoquélparg O&F%ﬁ“%%ﬁi’ar? éyc raw i of an
i ncl ugl@Ridilal QW debite RfanhdraRSFidSaLAR c@leyﬁﬂ@f{ ypt ed

bi onetric data to a pre- deS|gnated server fails,

efidr ygtaatirbioosieel anyferressol Bgthipnerie savdajaghan ‘Bﬁé‘leans to
other d Ség%@&%%ﬂ”?gﬂygﬁaln an pre-designhated
e

sequen ctronic nmeans of identifying and

veitih f siicagram emaypti tle &by dsatakaiofrdd: biemetrai raw] datohie raedynamic
a token encodi ng data unique to the individua

preseﬁ@?%@ for identification and verification has to

beivh N-ARAHGRE hBiR thhAnaak ensrypRAAIE! uStheafionenrit |Teatures to at
bionetric feature of the individual is_ captured.

21. Alsasgslone seroei vehoneinthy afleasteiet SFipr ﬁg@lfﬁﬁlospé%rilyf%‘fpﬁé‘ted from
an i ngll.yl &gg%pgg%%&lo?'im i élc\lf @l 085 %;Bﬂ'éréi&?

bi omet i ¢ an 1 ndi vi Is stored in a ) _

eigr yat keast mmenerver no acerevard store the encrypted data of the biometric
feature of the individual; and

(vi) circuitry to verify and / or identify the encrypted data against pre-stored

encrypted biometric data in the server.

19. An electronic means of identifying and verifying an individual as claimed in claim 18
includes circuitry of transmission of encrypted biometric data to a pre-designated
server fails, the encrypted biometric data is routable to at least one other designated

server in an pre-designated sequence.

20. An electronic means of identifying and verifying an individual as claimed in claim 1
wherein a token encoding data unique to the individual presenting for identification
and verification has to be introduced into the access apparatus before the biometric

feature of the individual is captured.



and in any tokens if used. 22. An el ectronic neans of
identifying and verifying an individual as clained in
claim1l wherein the neans requires the introduction
of a personal identification nunmber (PIN) of an

i ndi vi dual presenting for identification and
verification into the access 34pparat us.

21. An electronic means of identifying and verifying an individual as claimed in claim 1
wherein the biometric data of an individual is stored in a encrypted manner in a server

and in any tokens if used.

22. An electronic means of identifying and verifying an individual as claimed in claim |
wherein the means requires the introduction of a personal identification number (PIN)
of an individual presenting for identification and verification into the access

apparatus.



