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invention relates to security devices and net hods for
identifying wunauthorised copying of goods etc. to

whi ch such security devices are applied. 5 As is

known, and di scussed herein, copying of various

products such as, for s@xARIRiccd88 YR&hS, passports

and goods etc., is a common probl'em Counterfeiters

and/or pirates often copy itens having various levels

of copyllpr pesent iinvention r¢latee to prevvivedéiesscadi mejhgdsdbpparticular,

at ,evadi ng exi sting.higher |level ¢o prot ectio P
_sctﬁ‘é nikgsent GIy¥gAtion, gﬂﬁﬁeg teot e e&lvﬁ%ﬁ ef%@t ﬁﬁ?tb()(gso d08 igentifying
|t @IXBhSHEH Gpyfifg@tisbodadtél So MidhaRERseatityadeviceh are applied.
magneti c strips, passports with holograns etc. Various
aspects and enbodi nents of the invention seek to

L R e

t Gex@mblid, Ibc1ah@ifs tpabofthiend pow3tet)is at dvdrfon proplear. datnterfeiters
a security device conprising at |east one magnetic
el asd{smtpirateseofian penysiierdh&aving aripes ivelsepdt cqpy protection and have

responsi.ve t ! ' ‘1 '

SPR ey o0k SATOSELLE LRIl YA B0 shemes.
i SForRRanpe] they did itieasingly @opying tieme eudhsasi dredie@eddby reproduction
upon 20 uncaontrol |l abl e, _panp-scale variations in the
stafgeagnetic s Iﬁ’éssﬁ%ﬁéfftﬂgogg@%srﬁt%. Thus, a skilled
scientist, even one who understands the technol ogy,

cannot copy such security devices using current

t echnol\Gayious esgacts dndhembeglitents ob theTinwentonesegkto provide a way for

vari abi, |l i f uch no-scale variatio MRy al.so
orgvrang felection o) cSiehIERaRIER BRI T e ohaethE,
obt ai ned for individual security devices, thereby
ensuring that a brute-force 25 approach to reproducin

t hem r eepgrding tera Exet pensed of theinyentiamthere ifpravidpd 2 seourity device
ﬁgz\élgm%gﬁlg% ga:t ]??st @?} erggﬁ‘IeﬂE 1@ HerC CERY Qph (s:tg Bﬁ’ér’n : 81?(5 element is

necessary to produ
Ofredpohdiv@ns anfapplieh neguétive feldetb previde suthanidteristiopgsponse.  This

made) Security devices may, be praoyided with an .
| ghFestPIiE FEFPPREN{S fighezgityy g}fﬁfﬂ% 4P f%’@f& u3s il depends upon
?Sﬁék?ﬂﬁ?ﬂhﬂl@ Mahd SEliSvABYioREinURt SHRurYBE iR HAHIHE elements. Thus, a

ntifiers are provided, any attenpt at brute force )
c akijlied gciewtipti eves oae whpitadenstandsathe tepinelogy.ceangt ¢opyguch security

devices using current technology, even if he wanted to. The inherent variability of

such nano-scale variations may also provide that many such characteristic responses
are obtained for individual security devices, thereby ensuring that a brute-force
approach to reproducing them requires an éxtremely large number of such devices to
be made before an acceptable copy can be made. (e.g. it may be necessary to produce

millions or billions of such devices before a suitable copy is made)

Security devices may be provided with an identifier to identify an individual
security device. Identifiers may be unique. Where unique identifiers are provided,

any attempt at brute force copying requires a copier to make an extremely large
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for each identifier before one acceptable copy can be

wora@e/0233ence a copi er cannot readily sinply sPCUKB2003/003938
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| arge nunber of devices and select ones with matching
characteristic responses unless he stocks a | arge

nunber per identifier: e.g. where thereis alin

2x106 chance of random'y copying a security device and

232 5 identifiers are provided, a forger has to

Pr QaMBE bR e forTach HRAtifidr BRFSTe bRe Bebéptadle &p91éan be made. Hence
chance of copying a single security device:

nuato:epler samod :rmdus sitiply. stock, 5 BegoBumBY00BYiweend select ones with

et Sttt rispothariet 57 oo ¥ Sief BiER ry o ce

ﬂa%eﬂel ther@l i8NS 2x10MBRANE of rhiiondy | ymgem‘@aﬂmnse dévice and 2%
a pattern of one or nore of the.i dentlé}g
usmntl@eram mev@e@brﬁ igger hpgiornrpdyce r2X1%u’é?\ r%é%léier%:to have an even

©! SRS STyl BOUMINSRIALBEAEL SIS HEARANSE Afimous:

emeven
dl 8589,954,5906mP00. agiéree, theadiffiduttyiiat ¢apy1rrges rgmae devide becomes
the uni que identifier are both provided, inseparably,
byapmeeenéame physical 15 structure(s). According to
anot her aspect of the invention, there is provided a
nmet hod of nmanufacturing a security device, conprising

10 provi di Kigntifierk @@st be fanred drethe (m@netie eiemenvihtheriselveie In various
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at | east one nmgnetic el enent rovi

o RS S PATPBASSRE O T (he CHBEs fiay s ugpbq define a unique
maﬂl@ ﬁé? fdueh dnaghefc Clahants fobRlei ot BROGASRtHAY iré@Rnse and the

used to provide a premeasured characteristic
r empqmes edentifier, mgking tbemuesen| motse diffiewt tp rropy as the characteristic

R0 58080l RS BEPUE 8 SR RET B i

thﬂﬁ@tulr &sProvided a systemfor 25 reading a security
device, conprising: a magnetic field generation system
for applying a magnetic field to a security device;

and a d&éc%%h% o %}iaﬁl@mlé Rb GPie UhiedBoR e is PBYfled a method of

paranmet’ers representati a measured characteristic
r eapoifagurifg 8 s¢airise denicd, yom;insmg praviding aphaste)neanwdc clement,

magnetic field, wherein saldsseml era
COMBRIFIDthe -t eafeOBF B It dF il rgpponse in
B farf trﬁﬁgn%hb Fel ESPRE %@draaeﬁ%@lcqeqmee BRIvEded may be
respective paraneters of a preneasured characteristic
r aspd msprOlvtde alptesreasured whrsadieristic sespentei that max subsedquantly be used

Pl en&en%ﬁcaet npo%rtﬁengetc%t%/ Riice k?%éx%%tédai 'y

According to another aspect of the invention, there is provided a system for
reading a security device, comprising: a magnetic field generation system for applying
a magnetic field to a security device; and a detection system for measuring one or
more parameters representative of a measured characteristic response of said security
device in response to said magnetic field, wherein said system is operable to compare
said one or more parameters representative of a measured characteristic response to
one or more respective parameters of a premeasured characteristic response to

determine whether respective measured and premeasured parameters are substantially

equivalent.
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Accordi ng to another aspect of the invention, there is

w@e@nioeksdd a net hod for reading a security devPCEGB2003/003938

3 cotfitPense of saig Seadity grY

10into pr

conprising applying a magnetic field to a security
devi ce; neasuring one or nore paraneters
representative of a measured characteristic 5 response
of said security device in response to said nagnetic
field; and conparing said one or nore paraneters
representative of a neasured characteristic response
to one or nore respective paraneter(s) of a ]
pr eneas dycEerdiioagrathsr aspect of dhsoiyentias, desre inpravided a method for
wh ' | d r.anet er .
ar ol d SORAE) oo g ROS e W MR TR B B FFiekfy dovies
be maaswingooat est ndre paradotetss representdtivé g avnichagEd rcharacteristic
and/or theregfter, They may be used, o detect ) .
%?Jli’t’ésﬂé’%f? torspid magpstic fisll; @pd comparing said

Prene stlﬂﬁf‘éj;[)&ﬁﬁét@&t ﬁgfééﬂt&{\/fe%i"Q%éﬁuf@dtcﬂaﬂcﬁggﬁ@feggonse to one or
characteristic response. Various preneasure
¢ hamoae tespedivie parasgiorisest amyerhmsursé dhbacternsmrepanse to determine
pregp sur ed ?haracter'sﬂic resBo se wWth aegggsureq ,
c hAPSOEIEPRECHYS ek Y Pgastieg PaEamiors grepRippiagtially equivalent.
according to an identifier associated with that
security device. Security devices can be incorporated

é@y@tx deviees ean be gncasperatell dntoopreduets etirduring manufacture

do : S t. i dent i ard: o) ct

OB irnBe =T8S e B L to 3K e YRS s ct. by
pa@dmﬁng;thag;rbmemueéd chbdierigic @Epdnb€ Wit af MOARAT ch&acteristic
smart 20 card; a credit or bank card; a cosnetic item

anteEpRIsH e Srarinys prsmeasured Lhamstepptic Tespensahynaydhgased to compare a
' f . .
o EREAREA B BTt rolUHIE i 2 "ELSR DRMARA Bbonse for o

erw se.

15 v asecanity slevice nemfdingyo freidentifidriassoeiited With thet secorynisyvice.

elenment is intended to include any el enent fornmed of

any 25 material that provides a nmeasurable signal in

I espongRechifityadtviteP barEht MBEDP6Fatcd ihtoYPr8ductyieh A8 foP Exdile, one or
that material itself posseSses an i'nherent _ o )
megerstalis adpementne passped: aidentify dard; engdnepact disex @ dligital versatile

T L= T ——
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i ncorporated into or_onto or attached to another )
arother|godsrand/ardisins ef copuperce Whethar aanuiacired gt pherwise. ¢ In order

" RERBHRePEit 51 BRI aSiaht® her & MdyHeGAldiBiRqand/ or
authentication 1 a manner that“limts or nakes
difficult the copying of the device, and
The term magnetic element is intended to include any element formed of any
material that provides a measurable signal in response to an applied magnetic field,

whether or not that material itself possesses an inherent magnetisation.

One aspect of the invention relates to a security device, for example to
comprise an identification and/or authentication device for use in isolation or for use in
association with, incorporated into or onto or attached to another article. The security
device provides a characteristic response or signature for identification and/or

authentication in a manner that limits or makes difficult the copying of the device, and
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invention relates to a data reader particularly suited

to reading such a characteristic response/signature,

to a nethod of producing/ neasur4ng such a

characteristic response/signature in a security system

i ncludi ng device and reader, 5 and/or to an

i devtiseduently itleencapyimudthenmntecfeitingrofraay ieth wssdrig assectatian therewith.

devi ce and/ or stem . A or 1qss of,revenue to .
o nser e o e e e hAZS Bfack AR RuTERo reating
ackicki o YhaPdck G Ric TEQBhid/diEdRkre COUN hREHoRI 41l f1BdRIing/RiRYduRRlg such a
of Ttems. Exanples  include, but are not Timted to:
10chaBofryistig respodse/sigubtirekin @ seiuridy systerd Moludpmgpdeviess gnd reader,

financial transactions ,such.as credit. card and .bank
LA 16 o BB e St PR ek ing Yy B 86vi0Mor system.
wi t hdrawal s from ATMs; Forgi ng and copying itens used

for identification, such as passports, visa )
documenAsmajdr i losngf Ireveane e, mpay businesseiend ja yubstandiel source of

2 bR Aoen T UGGl R & bRl By AR, rampies

anglc R Wub SreQlof lifiieRk t¢locunent s such as certificates;
Duplicating smart cards used for identity/ access

pur posess, Copyingxeangs and bke devieesonsed der papartesy fiaaacigstransactions
part of a security. syste . .

et vi ces SURr ot AR osh SRR} o PiEEaRol g hsactions and
har dwar e sihlramls BOAPUIMES or ot her of fice equi pnent

in a nultiple user environnent; Coﬁi)yi,ng security or )
aut hents cFesgingprd sopyangierns gsedclon peptifigtiong sgdisas passports, visa
manuf act ur. n?h . ri : ' 4 8L like:

copi es of dﬁ?“‘é’é@\?é ugmggir%gltrl} %cﬁ) egsggac}g@ﬁ?%%dr@éﬁ{ 6 like;

speci f i«catopying dfidéryal @hirict ©ala gnostorage dnddhen) suck as £ and DVD
This is a particularly identified problemin relation

to cards €1KS:| i ke devices used for paperless

financi_al t.Qn: . ' L f ' .
bur posce. PO A dohihe 8l Yook G Lok obiicptes
securi tey Pypli@img spaticdardneed goradtttiy/emsedsi pugposes, fobexample to

generally applicable to nost or_all areas where
copyi ng i go:ﬁroi,a@msgm areas as part of a security system, to control access to

services such as pay-TV, to control or log use of hardware such as

computers or other office equipment in a multiple user environment;
o Copying security or authenticity labels as part of counterfeit goods
manufacture, to make unauthorised and/or inferior copies of high-value

branded goods, high specification safety-critical goods and the like.

This is a particularly identified problem in relation to cards and like devices
used for paperless financial transactions and for identification purposes, and this area
has led development of security systems, which are nevertheless likely to be generally

applicable to most or all areas where copying is a problem.

As paperless commercial and general security systems have become more

sophisticated, increased automation coupled with an increased information storage
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systens have becone nore sophisticated, increased

wa@uodoameiskon coupl ed with an increased i nfor mat PORGB2003/003938
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on the item have created great opportunities for

financial and identity fraud by s copyi ng of such

docunents. The concentration of wealth and/or

i nformati on accessible through credit and bank cards
ancbapelatytant the damage tated gréan opmatmities Threfiranciaband identity fraud by
devel oped rowi ng need fqr accurate verification and .

i decr‘?PVﬁEcaf isgﬁh \;4?8 N ﬂ*& sorpeahatian of wealth gg/or information
Pr @¥6akibR Mrdudh reCardAHRB RIS Exd Rkati chﬂleﬁgfﬁak %Lék@a'ﬁsed. There
have adopted measures that inprove sécurity by making

colnas devadopedra guowifg oedd fooraciurate rveeificativin. anthidentification such items
apprﬁ/ach hetls concentrated in particular on

i n@BHSEFHRSIYR oGPy BABEHE% devices on or in the card or

10 ot her docunment which are difficult to copy

effectively. Exanples include hol ographic inmages,
di f f r acGagh agdadqongentasy systamp sin  patistlandese (adofed measures that

mat er | . S f.r.uct.ur.e structure .
o, PP Res Y oy PARRE RSyt g D o b et This approach has
t hoongdentrite $ie paricklian g6 itcdfpdR&ion0dt @fbddded d6vices on or in the card or
sophi sticated 15 counterfeiter, and will be if the

it
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fo S | ki ng.t.hat: .C r j cally be
co{Jmn‘rf1 Pt gﬁﬁéﬁi%ﬂlﬁ ?gc%pfe\gl ghsstt ?%?ée%‘g/e%ag%ghs btetfald etc), embossed
unsinidires, serdctarep wiithin thie ndterind oftheshsl, efc. a random

signature or characteristic response can be associ ated

wth the itemor with a device 20 that is attached to

the i tepuinldi6ly’ aASH) Th@BAYAGNENREACHE rdogfe'dc b?eﬁﬁo Y3Ghisticated
could come from sonme uncontrol ["abl e manufacturfng
prevaiesfeitn and will he ifdhe povandsare selfifiettnt. Thews sty a gdimansl, desire for

there ways. exists sone ., difference between the
or s SR PR U R Foa B o ok BB o ence can be
detected and conpared with a previously nmeasured

response (e, g{ a baseline response in which the
r espons@n fetig;siptegy against wrawberisedopyagtod itgms exists if a random

2%?‘?’5&29 ot ‘R a@tteﬁlst%c rr;cgﬁorfsg .%ax?‘ﬁ? %@ﬁ%@itafe?lsx@ﬁﬂ e ﬂér(rleo&)with a device

ection of suc gnetic e nts are recor
t ehairis hitanked e theritepgi. n@he random signagee/vharastedistic response could come

identified. Ther e 4 pLimar referred requirengents
of 1O piome I@apn@ojﬁﬁ%@ﬁhg@gpé Srocess that canq never be duplicated

precisely. Thus, there always exists some small difference between the original item

and its copy; if this difference can be detected and compared with a previously
measured response (e.g. a baseline response in which the response of individual
magnetic elements are recorded separately, or the average response of a collection of
such magnetic elements are recorded) taken from the original item, forgery can be

identified.

There are 4 primary preferred requirements of a practical random signature:
e That it be possible to measure the signature easily and without excessive

cost;
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easily and w thout excessive cost; WO 2004/ 025549

WOOAGBR@03/ 003938 6 That it be possible to PEPGCB®AN3I3S

5device Porlhghtt notéﬁmﬂbéwwntrﬂlﬁ

the baseline signature easily, preferably by a small

list of digital nunbers. That there be a | arge degree

of randommess inherent in the manufacture of the

signature, such that every signature is slightly

different; 5 That it not be possible to control the

manuf acweur Bhabfit behmssiblgrtampresemaht baseling signatareckasihg pseferably by a

could be stri ut or suppressed and an identical

copy of arﬁmaéﬁfsatpfﬁ@%ﬁ&%‘%e made. Difficulties in

achleV|

o) 2,08, e 128555 B SYEBLBBBLS 8- o o

on a w de theaignature, mnhatayewgnem 1s\§hghmdd1[ffemnta

first pers ect|vethe1nvent|o rovides a securjty
E? BRpgclyre PF‘E‘E IS%@F‘BYB so that its

copy and thiig i Eéul%ﬁé’% é@é&t'opgupg}ésgéﬁ S g fcfeﬂlﬁ@al 1 copy of an
anot her perspective the |n ntlon vides a securl
devi ce f orexistingisigaatutxamedt. upon a random si gnature

which is readily manufactured and neasurable on a

scale and at a cost appropriate for everyday use in

aut hent DﬁﬁEﬁl@i@é it ‘&H!ﬁ%@ihgedlf of BHe8Y S&YuirRMheffs Hivg:htovéité' Qimited the
items. 20 Viewed froma further perspective
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to reading the signature of such a device. Thus,
according to the invention in a first aspect there IS

provi devisvedeEdin atfitst gbespecityeaemivesticioprotides a stcudite device for an
and preferably a plurality and nore preferabl | ar ge
25t whigh is ynhsrenty gifdicnls tesaprand vy rlmasﬁec@uewrémng
sui tabl e substrate and having a nmachi ne readabl e
magneti ¢ signature response, provided in combination
Wi th a Yiesddtfemmaneitier paselctinethragreation psovjdest aisecurity device for

B s T (e—
ﬁBérﬁalseMe aBHCR A8ost RpfropRABEL 6vatdaSSuse TIACaTRENRAiGH/ counterfeit
mat erial nmay conprise Tmmacroscopic wWres and/or dots,

mi prevssoppEhighveledtsmsor dots and/ or nanowi res and/ or
nanodots, laid down in suitable formon a suitable
substrate to gi ve a nmachi ne readabl e

Viewed from a further perspective the invention prov1des a data reader

particularly suited to reading the signature of such a device.

Thus, according to the invention in a first aspect there is provided a security
device comprising at least one and preferably a plurality and more preferably a large
plurality of magnetic elements arrayed on a suitable substrate and having a machine

readable magnetic signature response, provided in combination with a predetermined

baseline magnetic signature response reading.

In various embodiments, the magnetic elements may comprise thin layer
magnetic material, such as thin magnetic wires. The magnetic material may comprise
macroscopic wires and/or dots, microscopic wires and/or dots and/or nanowires and/or

nanodots, laid down in suitable form on a suitable substrate to give a machine readable
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predet erm ned recorded basel i ne signature response

gives a conparative figure, an "expected" response

whi ch can be used in connection7 with a neasured

response to authenticate the device. 5 As used herein,
"device" at its broadest conprises the nmagnetic

el giapndticsharking, héthel mbatmbl iiaslind dgmitire sigaall ighlydispendent upon
on a suitabl e substrate, such as, for e | e, the

oL SR ST ageT G e e RO T BaA T s Elines gt response
applLed- L& bR OexRBIRUY Fbome WHicls Bl b@ ud&Y inConnection
[ ngillvhé;g c\?\ll ﬁl[ozgt | mef ati %Xr{ésuch abo_levi ce constituting

or with aanensuried iresponsegantthatticate thodexdte. adapt ed for use

inits owm right as an identification,

authentication, key or any other application; a device

const| tﬂ% 8EH ReremOPRYVIcRP R0itD BFdadedt cofiptifestic Adghefic element(s) as
provided for use with a second object, in particular

f ohereibeforeedessribeil todiet latshdasm on hetugielle snbgtrate, such as, for example,
aut hentj cation, identi.fication aor othe abel,l i.n

elha st A gt M & Rofsifly ot Lo pE RIS Toramples of the
| NgieRIGH 80sucRtLdSMiceombRde widloaN ImithBh fwwh & devicd bonstituting or
identification, authentication or related security Qr

ot ¢remprisingra per. of 3 ehieatiadaptad for wee ingids,pwae right 95 ¢ identification,
to _authentic i ey i ..

c PP Ry RS L SRR oAU IRARER, comprising part of
whiueh ahtobfeet pRovadedatbt useowithiiatsecontdi ajedt ini prrtiadarcionteatnple as an
Exanpl es of suitabl % col | ectjons. of. magnetic .emsnlt %d .
ar aitaghmentitherato, frrRuiberAoRidemHication ALother lapsliag glafsd seourity
33 ( ;. d B8y if ' ¥ SRS item for such
t hei Aﬁﬁersé%gﬁeg,ra gﬁlgz?ﬁgﬁ é%%@%&%?gﬁ gorngl r asndom 1ten€1 or SHe
si ijeatification, cauthmmtivationr geelated Heeunipgmeather pirpessst dn gadicular, the

such.that wh a tine.varyi ' e ' "
UM A B R RC KD AP LBl coungting by
NQdplinB Qi iclonith dBaptagticé bEwhieh el fofrfs a Brt, @k withavhiahitlis edociated.
field. "This non-linearity may be characterised by

di screte junps in the magnetisation at certain applied

fiel d yal I L l;

B L e e T
f riomimanof aihgsientD,t 38, Rio(2090).wi THe presams éntentomagaetély upon their

response to vary slightly fromelepent to.el enent. -

F RSV v enp g iAo & IO FRETS For R TeARE Rt 5

are such that a given el enent responds in as 30

simlar a way as possible to each cycle of the . .
t i me- vaFhe mggeatic! slerentnigreesich thitewhen a time-varying magnetic field is

applied to the elements, their magnetic response is a non-linear and hysteretic function

of that applied field. This non-linearity may be characterised by discrete jumps in the
magnetisation at certain applied field values. The elements are such that the small
differences in fabrication which must naturally exist from one element to another will
cause the magnetic response to vary slightly from element to element. Furthermore,
for various embodiments, the elements are such that a given element responds in as

similar a way as possible to each cycle of the time-varying applied magnetic field.
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magnetic field is applied to the elenents, and the

magneti c response of the elenents is recorded. The

response can be neasured usingg§ the device descri bed

herein, or by sone other neans. 5 The baseline

response may be condensed by identifying specific

f eat ur dg, oﬂier: Ho deteratinktahe jhasgiime dgnatire respomsandf a collection of
st andar.d viation of the switcgh

[
Al RIS | eyts @ﬁ@%&%ﬂ&f@%@%ﬁ%@ésmﬂ% tQ Hifv epmgpys, and the
gt i oﬂ“é'@"tﬂe SIRHI4RRGE r%rdeﬁaqqﬁtkﬁﬁ#ké’ Ban be measured using
nmeasurenents to a frequency-domain |i st
meths devecredessribed eredt, tog byapineekther metnss. basel i ne response
may be unprocessed. Measuring the predeterm ned
basel i ne response i s anal ogous to a calibration

procedufg. ba'sélm'e%es%ﬁhée%h@f‘b@ @oﬁdéﬁ&edtﬂileid%tﬁ?ﬁ{ p@bl@i% Q‘eatures such

basel i ne response Wi | y measur ed once,
t iasesudflenrgnups c ourtiee ammt aad staméardedmetmm |af thheswifadnng fields.

u £ us rwith

pebriehe st erapin b i AR dopgin seguence of
UsRignefiatioR X agak@emen®t eby o r fequch®-damaige, 1i dfN measurements.
association with the device in a form _inaccessible
wiAltesratively the brscling s35ponse mal e wigrogessefls | s desirabl e
that the predeterm ned baseline response is securely
encrypted, especially if held on or wwth the device.
Pr ef er Midagurinpetherpeeddt@niinste basbksetespumssiigaatlogeus to a calibration
response is .encrypted usi an, 20 as tric .
e RGP orit dF GBRSPHE WAL HAE eSS Rl Rasging BgppRse will only be
e RaRRE] bAG, BGhE dntte imart®schid aﬁd‘ﬁ‘lai 1he d%Vi%'vﬁlll%ﬁéh b@ﬁﬁ!)phed to
for deci phering bei ng made available to any reader
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BT SRR e R R o P BB Y. B8 Sacs fp o form
OfhBéestiblet vitiout Bethatidaien! i€ paticaibr, s Idbﬁfﬁbﬂ’é ﬂiaeﬂ{eqﬁe@lenmned

a randon1S|gnature it is necessarY in vari
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magneti ¢ sighature response o ments to
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- Septrad g pokeY e T B el B8 el ridhln th gusstpader of
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neasur ed basel 1 ne responses which can
decrypted and comparison can be made with a measured response.

Tn order to test the authenticity of an item protected by a random signature, it is
necessary in various embodiments to apply a time-varying magnetic field to the
magnetic elements and to record the measured magnetic signature response of the
elements to that applied field. The same procedure is used first to determine the
predetermined, expected baseline response which is then stored as above, and then by
use of a suitable reader to obtain subsequently measured baseline responses which can

be compared to the predetermined, expected baseline response to authenticate the

device.



be conpared to the predeterm ned, expected baseline
response to authenticate the device. WO 2004/ 025549
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i nherently random nature of the device. Artificially
fabricated magnetic el enents nmake a very good
practical random signature because the magnetic
switching field of each el enent depends critically
upon the physical structure 5 of the ends of the

el ements. Structural variations of only a few
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shape of the elenments to near-_ atom c precision
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ear
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dewc Willégson .t Apisl. Phy=85] 6287 €1908)r dﬁmﬁeﬁbl@ ire ari¢r eoBgplicate the
is sufficient tQ check authenticity ause when t he
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URPEE Riicbad Bt PR, vRBRGY AIBRTIGOPS Bulsyarient i fuglifgat to check

| dedentidig) b@cﬁfsé‘%ﬁeﬁa{herﬁﬁ@ﬁﬁ% Sha&3beY ﬁragxllé’uct S@itching, the entire
magnet i ¢ 'response of a collection of elefents is

r emtul@dswmfgj@s Hegethgs, mﬁklr@n thenrgnaiis arsspange riery ieasynins tmeasure.

preci I st | uct uat i.ons

2 hwg %’ﬁ aﬁ{l Stngﬁ %‘Fl ot °‘.§'r§131 agoeIt Ly 1P{en§8n attent a]tOSECOSt simple

Thfocaiste liatdrgatktas; bor unfbdsiblpdifficult endiedeeindltd Sofyie This is ideal

nunber of nom nal]ly identical elenments in the
eframspgicalmandom signgturgof | ecti on of i ndi vi dual

el enents has a switching field with a standard

deviation of 10 Oe, .then a collection of ensenbles of

100 el Hithanmgnetid respringe bhfie eobectiva wd alethedtsvis a¢dooded together as an

tOe ﬂ@ﬁ@ﬁq g”{%%@%ﬁ nhof(f)lﬁﬁtj%e@)g%?ag?d §hat gg setlﬁgﬂ z]fuctuations upon
et thid gn‘{f?l{iglll 1st%I 11ﬂ§e JRARSEA. C’Eﬁ'@ﬁt?ﬁnh%odjﬁétor will Pe 1/ VN,

I NCrease cf ne neasur

CRRERIN ﬁé’tﬂéﬁﬂﬁﬁnbek rbf‘fﬁ!iﬂn@élﬁr ﬁ@?ﬂﬁ:@l ERMHefits iBUhO REdnTAL.| QMus, if a

rel1es upon a match betweén the neasured baseline

r edleotigreohindividnali elements hasd switphiog dickd with @dstanderd daviation of 10

rSS,pt?len a collection of ensembles of 100 elements will only have a standard deviation

of 1 Oe. The measurement of the magnetic response must therefore be made more
carefully. On the other hand, the total volume of magnetic material has increased by a

factor N, which makes the measurement easier to make.

In various embodiments, authentication relies upon a match between the
measured baseline response of the device, and a predetermined baseline response
stored securely, in particular in encrypted form. A forger attempting to forge a device
incorporating a prerecorded baseline response in an encrypted form will be extremely

unlikely to produce a perfect forgery having a measurable magnetic signature response



30 stored securely, in particular in encrypted form A
forger attenpting to forge a device incorporating a

w@e@nezsided basel i ne response in an encrypt edP¢DGBR003/003938

will be extrenely wunlikely to produce a perfect

forgery having a neasurabl e magnetic signature

response WO 2004/ 025549 PCT/ GB2fip3/ 003938 10 mat ching

an encrypted prerecorded original. In the genuine

device, the predeterm ned baseline response is

r echsteigflg iafl edbrypRE pYdet@ded9MRalON thetgentife device, the predetermined
manuf acturing conpany or those authorised thereby. If ]

t hebagglipeprsepanse is geepadedrilt @nyengrypiaptlaops orlyplp Hist manufacturing
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i nvention, actical . nmet hod f .qge ating and

r e SATTHRHOL Fﬁﬁgéﬂﬁ‘sﬁoﬁﬂhhﬁ%ylﬂ@i%%e%@f Fa?{ cially

structured magnetic 15 materials is described which

is for Er actical purposes nearly inpossible to copy, .

and whi dhus, Hagowrdancs vethsearinup @pegts lci@e ipyeaHoR #hpractical method
SR SR PRl AU, £ PR BARL WO BRI LABIN magnei
v anafsiidlseighiestribed tvehicio ispfor peactibdl rpukpgses sealfy indidssible to copy, and
B ey ) B G5k et RRen g SHEsCE proven
10 o frffer fMinfikbyPEopyBikSof skt odidindls e er ence wi |1 be

general 'y aroun 0 nmthick. The elenments may all be

nom nally identical in shape and of regularly 25

oL SRR SRl ALy o LERSARE AR I avrs of
be g3 ghdiic §RALEPA ApreTeraB}y RS UeRM. LhithRROMImBE: SeRasy $636 than 100
that "the random nature of the magnetic response is an

i nheartkiok. Theysmagy be @ nox thigktos dgss, but by prefergneeowill brogenerally around

dependent . upon the shape, configuration and
digﬁpﬁngﬂlﬂﬁon pattern of the

The elements may all be nominally identical in shape and of regularly
distributed arrangement, or differences between them and/or irregular patterns of
arrangement may have been intentionally introduced. It should be emphasised that the
random nature of the magnetic response is an inherent consequence of material

fabrication, not dependent upon the shape, configuration and distribution pattern of the

elements.

The elements may be generally rectangular in shape, in particular elongate

rectangular for example comprising an array of generally parallel magnetic elongate



el ements. 30 The el enents may be generally rectangul ar

in shape, in particular elongate rectangular for
wex@apts4conpri sing an array of general ly par aPCBEGB2003/003938

magneti ¢ el ongate WD 2004/ 025549 PCT/ GB2003/ 003938 11

rectangul ar el ements, or may conprise areas of

magnetic material, for exanple pging square or

circular, or some other regular geonetric shape, which

may for exanple be fornmed into a two di nensi ona

ar r ytanguldScleti@fls, e rmeancdgfrie e ofadgnttc MAGRAL, ifér example being

wires, mcrowires or nanowres should be construed as

bei SGYate 1 SireHan | o5 Fame Pty requlH geoBigiricohape, aykich may for example be

parftohﬁ R0 a %@@%ﬁoﬁﬁ%ggul ar el enments and/or

el ongate ‘el enents 1 n a generally parallel array, but

not restricted to the parallel rectangul ar exanpl es

given herein for jllystratio pur poses.. As used

Sherei n r/¥ BFednReIcifaigierensermifitelo WRgAHIS, Wikps MeigEYEreg or nanowires
nangdalishelthnsttodd & Bang Wsh W@l@m@ﬁtspﬁ'éﬂ&gta%dsfé‘ﬁﬂ, pad in particular
el enent's conprising areéas of nagnetic material 0
| e sdorghtengethrgulamnelemsnis and/oo elopgatn clamenaint 2 gahaallyparallel array,
requl ar geonetyric shape,, and/or ., formed into t Wo ) .

i ob Respricte 13, the, peraligl reﬁéggl#?rcﬁw & Bifen eretpy fgy illustration

geQRids¥s. As LA h&¥RRESEnDI MET fbeﬁﬁgﬁbtfcodots, microdots or nanodots
ill'ustration purposes. 15 The el enents may be

10di showd de omhstrued @is baipgdoisuchelements icomprisias wareag of meagnetic material

or hey, may, be partjally c ti .

ol PR HoRiabictop. SRTREREeE br RRHRE ke shape, andvor
eNtfpimfldyinfo ML didknbivniltgne! vt nohtsfricedd torhecidclam@ometry of the
network. The el epents may be nmade from a magnetic

matcsamples gixgn berely for istrafiQiRasee 20 be nmgnetical ly
soft, for exanple based on nickel, iron, cobalt and
all oys thereof with each other or silicon, such as
15ni ckel [Mherleatentsyymay bbaliscrete, ovithahd mpgndticomatsiibli eaonecting them, or
all oy or _cobalt silic alloy. .The elenments may b
ot Rty PRIy cEtR 1 mPiggE Mardid) TG 0ch pimber Of networks, or
OX kgt BbdntiredP _cBiﬁfébeﬁlb?Qhagﬂéﬁmﬁteﬂﬁﬁh% D16 GeiwtRk.
over "l ayer conprising a thin [ ayer of non-nagnetic
mat eri al having suitabl e nechani cal and/or

envi ron ﬁﬁg %%hqlg tg{ %’o%tt ARe Eé@%ﬁﬁ@“gﬁ% egén%[ whith &/ﬂfgy preference

treatne I Ngs, corprising
20| aye maghetivall pBod R, fof) bxamBple basefd oasiidkel; irvhf esbiaitland Glloys thereof with

overl ayers are convenientl }/ transpa er]t, Pa{ti cul ar.,.
ex §#f dher or silicon, such as nickel iron alloy, cobalt iron alloy, iron silicon alloy or

cobalt silicon alloy.

The elements may be coated with a protective overlayer to prevent oxidation or

25 mechanical damage, said protective over layer comprising a thin layer of non-magnetic
material having suitable mechanical and/or environmentally-resistant properties and/or
surface treatments and/or coatings, for example comprising a layer of ceramic, glass or
plastics material. Such overlayers are conveniently transparent. Particular examples

of protective overlayers include titanium dioxide, transparent epoxy resin, plastic or

30 glass, transparent modified silicone resin conformal coating and transparent acrylic

conformal coating.



of protective overlayers include titani um di oxide,
transparent epoxy resin, plastic or 30 gl ass,
wo canspsient nodi fied silicone resin conformal PECDE&BR0VY/003938
and transparent acrylic conformal coating. WO
2004/ 025549 PCT/ GB2003/ 003938 12 The el enents are
| aid down upon a suitable substfjate. An underlayer may
exi st between the elenents and the substrate. The
device nmay be incorporated directly into or upon the
I t em whiTHe diémérs Be 150 osel §@dn al shiti¥lé Slbseraee Athenderlayer may exist
substrate may be the item which is to be protected = )
agdiehegentthe elémntSta@éﬁhe gibstialge Thaidewise mayissingerparated directly into
Tater : . : . '
FordtEh tiesi R of BERRUAAAL B phAERELE EEREY Be the tem
I nowltigtoisatb @ protected agsipst forgery itdlf stusimesuiableagibstrate material laid
| abel , certification etcg ot herw se
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suit strate terial. e substrate

matoe oilwiwise ms¢abieinsednjomtion gritis sn itpinae thecprotectedrthe attachable unit

other material with a snooth rface. .10 In,the _cas

of CORBIRAE RSt IRECMOBB, B RATe Hetiralh TAical: o SHBMS substrate

Unighateral® incide3DNBR] SadtNblastiBdr el pllsial WiiCd dlodtR surface.

the itemto be protected, or may formpart of a
10certificate or other docunentation associated with the

itemto,be protect.ed. Means. ma e provided in .
ascoci aEF B Gt A7 it HeESahrBonin e JOEERR of attachablo un, the
at LASIAEBIB unfehMERNatldehbd Birbdliyt toGREREM b B8 pAdtected, or may form part
identification device in accordance with the invention

an@f ¢ patifigate ar etherdocymsniagion assogater withaths iteato hedyotaeted. Means
fo . .
ar P ReIAEE n PESTHACH S ELACARKRIMe wilt b dffoo attachment between
15 petheaméndongriageaeident fieatiou plevice il acdohdant© mwithrthe dsvention and the
attachmgnt nmean %furt her con‘g%i se ocl%ién neans to
endefpdo O¢ RErtecied- REISIBY Peydsfer relgassblendomoy#hle engagement
Unpf thelafta@iablkSlinit &She prb@cRl RN R R JBRRARen? &nfiément thereupon.
further conprise anti-tanper protection and/or
mebhthnifemeertoasd, rmtthcumeant megape mayfurthsr apmnrish dedkérgimeans to ensure
peLspns. L t-ahl e u for such at. L e uni
PEERORy pHERrRreoRf Parl Rl i B 3R SRSl ghe,ptachment means
20 Vaind$ furter 6@APIisd anti-taRPet proteetion andibr MkElRhdngeto indicate tampering
critical inportance, for exanple 25 to enable
i denvpaufhorsedpereAnst he article, authentication of the
article as genuine, verification of the provenance of
the article and the like and/or to | abel the article
in a Suitable uses for such attachable unit include, without limitation, labels for

items of value, of security importance, or of otherwise critical importance, for example
25 to enable identification of the article, authentication of the article as genuine,
verification of the provenance of the article and the like and/or to label the article in a
secure and controlled manner, for example with information about the article, pricing

information, stock control information etc.

30 In the case of magnetic elements being formed directly upon an item to be
protected, similar usages might also be envisaged. Such direct incorporation of the

device onto the item to be protected however will be singularly effective in preventing



secure and control |l ed manner, for exanple wth
i nformati on about the article, pricing information,
wat@al2zsent rol i nformation etc. 30 In the casePOf/GB2003/003938
magnetic el ements being fornmed directly upon an item
to be protected, simlar usages m ght also be
envi saged. Such direct incorporgiion of the device
onto the itemto be protected however wll be
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15 100 r ednamgsmhoduhentesaveral discietelgmmpd afidjffetodtly \sided ahé/or shaped
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mege gtdvidedas bR verhl difefent BwRERSTHERLS Wah be LK SN 0N example,
four distinct groups of swtchi nﬂ fields, each of _
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(r) n%l%fé‘%fhﬁféraﬁ“ﬂ@ﬁ%: whi ch can be used to form a
20

m si gnat ure.

A suitable example comprises 100 rectangular elements, each 1 mm long; 10
will be 5.0 pm in width, 20 will be 2.5 pm in width, 30 will be 1.7 um in width, 40
will be 1.2 pm in width. The magnetic response of such an ensemble will then show
four distinct groups of switching fields, each of which will exhibit a statistical

25  variation from one tag to the next, which can be used to form a random signature.

A second example comprises 450 rectangular elements, each 1 mm long; 150
will be 1.0 pm in width, 120 will be 1.25 pm in width, 90 will be 1.67 pm in width, 60
will be 2.5 pm in width and 30 will be 5 pm in width. The magnetic response of such

30 an ensemble will then show five distinct groups of switching fields.



A second exanpl e conpri ses 450 rectangul ar el enents,
each 1 mmlong; 150 wll be 1.0 min width, 120 w ||

Wheood/0264min width, 90 will be 1.67 gmin w dp¢if/GB003/003938
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will be 2.5 min width and 30 will be 5 gmin w dth.

The magnetic response of such 30 an ensenble w ||

then show five distinct groups 1af switching fields. WO

2004/ 025549 PCT/ GB2003/ 003938 14 In the exanples, the
nunber of elenments in each group is such that each
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el enents in par el array the wdth of the elenents
v auitade fmctiomldornhwhishandydre linseowontlisanr ray. An

ensenble mght start with a 2.5mw de wire; the next
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Wi res IFakekahple, i #i aleuk idsdte toothat @scribdteaioseatith rectangular
wire wwdth is 200 gmin this exanple. An alternative
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rather a smooth collection of switching f
width has risen to 5 um. Different functional forms, e.g. hnear quadratlc etc could be

used to determine the progression of widths across the ensemble. Unlike the previous
example, this would not give distinct groups of switching fields, but rather a smooth

collection of switching fields.

In one embodiment, the device, in addition to the signature array comprising a
large plurality of signature elements, comprises a single relatively large area magnetic
element for use as a reference element, for example a relatively wide magnetic
nanowire or wide microwire. In the foregoing examples such a single wide wire could

be 1 mm long and 150 um wide. For a wire at such a large width, the magnetic
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be calftratiéro cald binelude t ekingadrvironhientallycladsedr adjustents, such as
5 Pt die BRI EIahe Goh BGRERGIS G FFI<aHels, oF compensating

corBenats i BRI, os T Cemperature, 1t is

necessary that a predeterm ned base |ine magnetic

g e R T P

enbRAHI¥EMhScoMibihffon WiBNY b&rity Hewéd in BOVRIRIce BRith various of the
understood that it is not necessary that such a

10 pr embodimenised theagwentione agHdowevei henatdgrstoqdethpbit denotsnecessary

previd i.n hysi ca ciation wt.h the securit . .

Golhek 456 o reBPiR Ry 87 15 okl Hdndlf FRROISE' X provided in

auplingidab ashobiation aFitt R sewitgeddvive, BOIMRELS ARatPidiP @fskble to the

to give an "expected” response to be conpared with an

actuibgrised gsespidhodevice fos coraparisonipgrpaseyitongive an { ‘gxnested” response

g . . . . _

e cppipr S Hend bt RS find) BAIMG, £ 50 BF suitable means,
15 prowhdethe thagnati€ sigastpretthaling meamsalpsattbdd has@.i ne  may

be provided in physical association with the device or

protected item In a second, the pre-recorded .

basel i N@ariBiy AebodiRERS nﬁ?_& plevide® NMRadsst, thé ppe-+ddbrddd baseline

the pre 20 recorded baseline may be renotely sStored

f rroay betmrovided de phsiceleassewiationawéth the dgvicgegmnptotected item. In a

accessd bl e t [ h .t hat .

ncREL Bt s e e R R T U8y b ekt a hi, he pre-
20 priecdréed baketine amuy B tanadtelly nsesredifot) bbhsedvideeand delvie seader in a

can be nade_for authentication %urposes. 25 In the,
f | TREMCE ARG FR ahaHhorisd getsep ch thatdhe,peeessapnpquapprison between

bae?cglzét&ia (i'eS ﬁf@%@rdh%) adlgir Y8 gr‘rilezisﬂreﬁb 9§s%éiﬁ9 ¥<§a{d§r?4s can r?g made for

assoclatronnwtht vice protected rtem
authentication purposes.
25 In the first embodiment mentioned above, the pre-recorded baseline response is

provided in close physical association with the device or protected item. In one
alternative, the pre-recorded baseline is stored in physical proximity to the device in
machine-readable form. For example, the pre-recorded baseline is stored as a part of
the device; or is stored adjacent to or under the device on a common substrate; or is
30 stored in the vicinity of the device as part of a unit incorporating the security device of
the invention, optionally with other security or information features, such as a smart

card, identification document, key card, key fob or the like, or a label for an article to
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as a part of the device; or is stored adjacent to or

under the device on a common substrate; or is 30

stored in the vicinity of the degyice as part of a unit

i ncorporating the security device of the invention,
optionally with other security or informtion

f edieupretsctesly oh imstoseds omror wittaew articlked bé ipteiected which article to be
docunent , ., key, card, ke ob.or_ the |like, ,or a | abel, . .
{ orPralRElas i S Peryisd Sie PAbSLIRy Bt eciRsdRiss GGYoRe imetion; or s
be spired @6 H&H:0fY cdrfifiddto o Q)ﬂ%? dBEukbdtRtiANaRbdibfe %Viﬁ‘g g@ﬁtem to be

protected which article to be protected has also
pr ovotdeied whidh ceritfesatece dtheralocumeldaticn may hlso lmcorporate such a device

i nvention: or.is .stored as part.of a certificate or
ot e peoatnse it Rt adindelSot v Bt om t o be
protected which certificate or other docunentation may

al so incorporate such a device 5 in accordance with
var i ous I #hie ginhedimenbithe hrergendsd thiasaline Ishouldibs stored in readable but

e | et h rerecorded baseline should be. stored .
S E arrh  FRLRER oI5 B Br 10Efcf pRegTine Tesponse is
codifsaBy dighed using eaesFthchsalckiRioh SRRIIEE sush as RSA. The private
digitally signed using an asymetric encryption

al gay,iwmm isyispd o quoiRherpg liaféwat enlydo (heymagyfpeinring company; the
us 0 : y frleS : 0 . .
R leckey? MBS Wi ook BRU Y HeldDor Whery, reader,fempinal which
f omigle be phet forread the daeibel on every reader term na

which mght be used to read the device. The digitally

si gned and encrypted baseline response is stored on

the itemhe digiaRy&igieatind dMckptddNBasBBA RishénsB! i8"HBEYeE on the item,

for exanple 1n that it is printed underneath or
al prepsatde withethe Inesgmatic clements| forexsmple &1 thabit is priotedi ungerneath or

it .ont magnetic data Stri or recording if. ]

or SRR Rl o ARty PoorPlg 1o A hpetc data strp, or
SNy tecordird i€ bhtd an@ptibyl bab st 0@ biieEcofEAS &-onfd A&hart card chip, or by
i nformati on, such as, but not |[Iimted to, the owner's

nafeRegtheranenns.q Qeher defRrmatipne Bigh aprbuf netHiseiked te theyovaies's name or
be, ﬁﬂg&evﬂe%y'ceagof Q@he;cﬁﬁﬁn A alsstﬂe%agrgﬁ&dqga L gzsrfx@hata stream
u el e ts from bei ng

signature to prevent the magnetic
t randsdigitalesighagureatvopreventi thenmegnetinpderments from dreireg iransferred to

on a_ docunent or certificate fromhein nmodi fi.ed. | )

¢ HEOUSE dIFE G GHORERk THEFEATBOY ¢ deRRent (ecertificite ffom being
presEed. ded/ premeasured base 25 |ine response is

stored on, by or in close association with a device

reader. Such an
In the second embodiment referred to above, the prerecorded/premeasured base

line response is stored on, by or in close association with a device reader. Such an
embodiment lends itself in particular to “lock and key” type systems where the device
acts as a key and is used in association with a reader acting as a lock to limit access to

particular areas, operation of particular items, or use of particular services to the

specified key holder(s).

In this embodiment, it is not necessary for prerecorded baseline signature data to be

stored upon or in close association with the device itself or a protected item.



enbodi nent lends itself in particular to "lock and
key" type systens where the device acts as a key and

WO 2004523549 N associ ation with a reader acting aBCHGBR@R/003938

tolimt access to particular areas, operation of

particular itens, or use of particular services to the
specified key holder(s). 30 In this enbodinent, it is

not necessary for prerecorded baseline signature data

to be stored upon or in close association with the
de\Optenklly Rbweer, the datatnent @il bd Soted War? 8ty P2d Bekth for security, for
PCT/ GB2003/003938 17 Optiognally however, .the data may

st iekampye 18 theragmen aweéﬁﬁqr@s@,éa mayrhe qtlgrvissseeyrity prategted.
exanpl e in the manner above described, or may be

ot herw se security protected. In the third enbodi nent

r ef er r edn tthe athtrde embddimpnie refervedied/ ghowrap dsal rpeetecdrded/premeasured

basel i.ne signature.data,is stored re ely fromboth .
5 nBasslis SRS (At SCETEl TRy i DoRdng dtyich Apbapigsted item and

Suglt GeviifRallr. OPShal hdfe |o2RPeralib® ®nlds iReclPah hhfituBE to, but is not

to, but is not limted to, Systens where a network
cotiprifedi tog systéras grehemei mbagtwork cempdsisg eaddnge awpiber iofigeaders each

OB AL AL AR o e M58 i

ange e cdsk kRittVeteitndatdsi ddethB Ak twittP nud@dle poift€ WF ishl¥, security and
and 10 identification systems with nultiple points of

10 acidentifiention sysieme withdawltiplewoints effacsesegtsodi ment
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prerecorded signature data about the device, and in
particul ar about a plurality of different devices, is

pref er all yc&ir@ined with ahisCanbddhentap@resbaled, sififture data about the

exanpl e connected tQ a plurality of readers on a
di Seviseh avdin Bstimla@oRt & phralie At 4t dFYCesyes preferably stored at a

al L &hRRlihesdRd QJaF@P@EG}Hegtgd G8h glgrﬁfgy igzé}gﬁﬁrs bRl a distributed

the Tirst, a reader adapt tor VI Ce,
i nheworky alnesuah eartwak twatadiesttvembdes efhapergsioproan dreckadisaged. In

e i Baolshn AT G T & 4STB0, Bl OB Teioal S glore or the

Pagierdchidled SigHaturSd 44) ahd hke BletohPafisti 18 aGePdrddathedRRe reader is
store for verification purposes. The essenti al

pradapted| tegeach thei devidecanslapass thrpaqtval signghure dlatagiopmich aoeentral data

the i ti . ' ' : ' : t

Bl I LBl B0 RS K e

descri bed and at | east one device reader, said device

reader conprising means to read, th?1 magneti ¢_response

of the lnedjfughen aspect of the invention there is provided a security system
including at least one device as hereinbefore described and at least one device reader,
said device reader comprising means to read the magnetic response of the device. In
particular, the device reader comprises or is provided in association with a magnetic
field generator to apply a time-varying magnetic field to the elements, and has a
magnetic response recorder to record the response of the magnetic element to that

applied magnetic field. An embodiment of a device reader is described herein.

For different applications, suitable systems may comprise a plurality of such
readers and/or a plurality of such devices. A system comprising a plurality of such
readers may be arranged such that each reader functions independently in isolation, or

such that some or all of the readers are linked on a distributed network.



particul ar, the device reader conprises or is provided

in association wwth a magnetic 25 field generator to
W@pEtP23849 i ne-varyi ng nagnetic field to the el POEGB203/003938

and has a nmagnetic response recorder to record the

response of the magnetic elenent to that applied

magnetic field. An enbodi nent qfg a device reader is

descri bed herein. For different applications, suitable

systens may conprise a plurality of such 30 readers

and/or a plurality of such devices. A system

conprising a plurality of such readers nay

ar r ange Readash prqudedefat B systamerperatascin @ﬁ@rdaamfewhdbﬁﬁw mode of

in_isol

b3R8y BB, AP s AR e eorta

PChtedeiéfnine8 08&38ne lﬁgr%&é efeSpqasaV iinl eﬁarflﬂllala thy Sperrecorded and
operat ed in accordance with the first node
5 opERGAYRIEth SIAfUre dESPABERy estfg%foer AHithy, o am%&cw&ﬂwﬂ@ea device or

”Eg%%?c‘te% iRt EH& RiSiab R gﬁ{rtﬁﬁe g@%&ﬁ%@gﬁgh dfpare the

ure respons e-recor
5 predcpnieddnd lngamlrad basehﬂ@ mgsz&uresespbnszbso Readdrs hdapted for a system

associ ation with a ce or cte . icle
pr & disg it oqodande w@bﬁ\% Spe s TR dlsaSyi Bove preferably
COHR%% coRfpris®' BBEL ik abH siRag %@d;rnj@@é‘t@ﬂnhﬁ@d baseline signature

signhature response Readers adapted for a system for

10 useespanseEy owfdﬁwcde‘mm(h) tllhtem@écfmdum&@rwlﬂe p@‘tchmf@fhrably further
descri bed above prefer fur her .
e CHEP T SRR, i O et P REFEo R B S REHRy gneasured

10p4seRROABHarEsEs. ORchds Gtvided (fBl) udeninemdedah@ withethe third mode of
therewith, and preferably further conprise conparator

meepesation deskEb @m‘smm@éablsbé@w BeYiseld eﬁevmﬁwennng a
basel i d
SRR ASTR MR R byl bEpaE ke ovmp i dirct

15 abens of &iterlgbh Vis€xQ [P rviis éntereagation ©f raemmote ddtabase on a distributed
concerning a renotely stored Spr edet er

i BB &05oRSE Y CORRATAIGY HFBISCIOS O RATS b oreddaReingl mponse to

dag@ nsiFed $&pons! orVin®nk RtEEPER R 1B tradshRTBE easured response
dat abase on a distributed network, toget her with

comaremafw cqmaalgtor,oWhmlmamaltahe ipgospRseiss OF iein dels semsmmication
’ﬁé meagllhr %q e é)dornse in one alternative,
rre‘é{ té)r?? SPN'Y [”Pi rgnsépasur ed response to a renote

20 conpar ator, which conparator incorporates or is in

dat a cormunl cation wth a store of g@le(determ ned
r esponsisall zasesnthg| devicgsreadernreferbly P ackomparison between the

PrELELAR ¥nd B&R PmERAPRLERR nREhMRE ighkifre responses, for example

against a predetermined tolerance limit, and actuates a response mechanism depending

upon whether signatures are identical, for example within those tolerance limits.
25
The response mechanism may comprise a simple display means, of any
suitable form, including visual, audio, alphanumeric indicators and the like, of whether
the device is authenticated. Additionally or alternatively, other responses may be
provided for. For example, authentication might serve to release a real or virtual lock,

30 permitting access to a restricted area, operation of an item of restricted equipment,

access to a particular service or the like.
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dependi ng upon whet her signatures are identical, for
exanple within those tolerance limts. 25 The response
mechani sm may conprise a sinpl godi spl ay nmeans, of any
suitable form including visual, audio, alphanuneric
indicators and the |Iike, of whether the device is

aut hent iAvadrdihg dalifuitisradspact @f tid inemtédn, \eesivhpl®ibh8Ee is described
responses may be provided for. For exarri)l e, ) )
aut"‘g‘é‘ﬂ’t FEh 3R YR imagnelie repopss ahdesmalf @pga of thin-film magnetic
Vi bl 9fekievitE i RETshitdd] ihd i

ar ea, g per aﬁegn é %gn SHiééi mg%t?ﬁ? géﬁtre ?’gtto g%éaggﬁlﬁ%ﬁn{gﬁge}gn etic random
acsigsatuteofa devideisnolh as deseribdédcabooe. ThHeanlallkeea W by preference be of
2004/ Q25549 / GB2003/ 003938 19 Accordi, to a .

£ UTIER B2 T2 R of RRealehtae e BREDe Ayl Badh fedtilnoss range 1
defrth Rl nithidbyCARATERS Wi i -
a smal |l area of tyr:ﬁr%-fi I m%&&gﬂg&ﬁﬁ@@%%éﬁr%ﬁ%@@. ’f’ﬁe maguetic
dempateial mayvbkla comitineel)s filot onmiy be @i doHlegtidnoofmagnetic r{pments. The
the nmagnetic random .signature of a device such as )

0 oTEFTHE G AL, DKo YRR ASRAGRY) PIORPUNF o PUTERER pdn various
of erBbdimBnts e MHBNetiO mhtdHAl AmAAptielly defSctiRoNet i ¢

material will be in the thickness range 1 nmto 500

rim and by preference will be in the range 1 rimto

50 rim i teri,al . be a,centi.nuouys .

i1 m oreagioBE BhFeatf BB (rata i BF Dy ithe g dovice for
MagesitetnaiBd Lihe ahaghiBlic Rehdhsé of §1RA JA ARG REDIEE hia¥eial as a time-
overlayer. In various _enbodinents the magnetic

refeBYing mageeis Helddp@pelid p the mageetiomaterial pemptages ¢n dllumination
e@gﬁﬁh,ﬁm h paeehdt B8 iﬁﬂa—?&ff ﬁluﬂﬁx@a@ﬁh BlirdeNs doMiERbt 4 focus the
a of "the mag 0

device for  neasurenent netic’ response
s ilmimation eatofthevagpfieei of thet meguetic asateriali mad a @pléat to collect

magnetic.field is lied tq the .magnetic terial . .
creecittsration it B neiftot B wAGune Saeoneh oL retfpction over time
ans kY tife K &eingd mbghdae HeR s SPMIIE Ot i i
focus the %?l% I u%} nation onto tt%ﬂgﬁ?l?%ég@ggﬁ%i%corporates oris
nmzgnadedovithe magastic feld genasapt logeneratesuctot fiekt:

reflected illumnation, and to nonitor the varying

response of this reflection over tine as the

ti me- va yatignsneaghualirents,i the Gahsyenp plagheto-dphichloklad le¥fect is used to
the device incorporates or is provided with a . .
riisAREE dbe Mmagselie FeParssrott e gerrerlamasagiichmateriplpy a time-varying

magnetic field is applied to the magnetic material. This effect is well known in the
literature. The response measuring device may incorporate additional means to apply
such a time varying magnetic field to the area of magnetic material under

investigation, or a separate device may be used to apply the same.

In various embodiments the device operates without polarised light.
Conventionally, the transverse Kerr effect requires the incoming light to be plane
polarised. This is usually achieved by inserting a sheet of Polaroid or some other
polarising optical element in the in-coming beam path. It has been surprisingly found
that in application to this invention, the polariser can be removed to reduce

manufacturing cost and to reduce the size of the device. In the preferred embodiment
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a time-varying nagnetic field is applied to the

magnetic material. This effect is well known in the

literature. The response neasurjgng device may

i ncorporate additional nmeans to apply such a tine

varying magnetic field to the area of nagnetic

Watoﬁfth@brdé&ﬁaievm%% bOMESdr iSabian, s & SBRBIeAoR HAY Sflications.
be used to apply the sane. In various enbodi nents

th %re@heéessotp‘@ﬂlabee@dﬁmmuhatmqmssemay ibg mcluded for example in the

COE‘IY‘E&LJ %%%lznxln}iiaﬂhlg%oﬁ{f aGI‘m g&irhgge t&% JS dssn d& %ﬁ eog necessary

the 1'nco
usual |y achleved by |nsert|ng a sheet of Polar0|d or

some ot her. 30 polarjsing optical elenent in.

3§ n- coni REFferabln Wacallmatonrempsisesa Bigholei éﬂihglsyalc @@ Aevice operation

thﬂh ) ﬁéét%@}dﬁcﬁﬂh% 1%@%’%5%13 ngd ol | ?%13 This again

can be rennve tor uring cos o Vi

r ethdoeest inansfaztering cobtearteydduees the dikeopiief deviedl Conveniently, the
gg nt WO 2004/ 025549 PCT/ GB200Q3/ 003938 20 of the

prE ﬂ]gi’&%WaE’@ teg ihthe staedanesibs2 WYL eAMMThi s is suitabl e

for many applications. Nevertheless it will be

understood that a polariser may be included, for
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manner, .where this.i s desi able or cessa
b BREPAP-h i S inaler 1 hE e rates DXTRE o it s arovided to focus
SCihk GrefléctEle lighe 1PREHRdfERS (Raithe isScdn@URf-Ho® should have the same
effectively tocus the light without the need to use a
| edigmetphias” the et pindinle e sLighthist passerd im@ electaanepmprising a light
re [ i ent
o Hafee e, dlaPts by Bretfthls phOKEIGR Suond Woge pensiive to
10thd relidtiopfroduged by therlght smired of f the surface of the
magnetic thin film Preferably, a second pin-hole,
with dianeter in the size range 0.2 nm- 5 mm is
provi def vhAohLahtodithBfts RS 1i SR sBkct bofprisek b 1i itting di i
preferred tﬁat thelsec% tg 6?& hoce glﬂ rlﬁ d ha@eeﬁgng diode. This
sasren colitrasbtoepricrsart hegef oaksy dqyms ol measurigh tthe magasteegtical Kerr
ect.or co i sitiye devic

iR PaenE o ex PEAGncARE g 7 P ineRERSienb s 5 s o prosent
seR@ict i esthsller,l Shédper raadi Riio¥8s RhO Hagads gsddited I WM a product
source. In various embodinents, the light source
c@ﬁﬁﬁa}%a&wm ght enmitting di ode This is in contrast
to prior art |large scal e devices for neasuring the
magnet o-opti cal Kerr effect where a laser or a
di scharAgeidfanied dightBmittiagditele(2BD)|iaprefersed s @& a Thtble spectrum

resent
LE% for two reasons: high optical intensities are achievable in the infra-red due to the

higher currents that infra-red LEDs can sustain; the optical receiver can be rendered

insensitive to visible light, thus reducing interference from ambient light.

In various embodiments, the light source comprises a laser diode. Laser diodes

are relatively inexpensive and can provide high intensity light.

In a further aspect of the invention, a method of manufacture of a security

device comprises forming at least one, and preferably a large plurality of, magnetic



20 device is smaller, cheaper and renoves the hazards
associated with a product containing a |aser. An

w0 ndonm23sed | i ght emitting diode (LED) is prefeP@EGBR0031003938
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a visible spectrum LED for two reasons: high optical
intensities are achievable in the infra-red due to the

25 higher currents that infra-rgd LEDs can sustai n;

the optical receiver can be rendered insensitive to

visible light, thus reducing interference from ambi ent

| i g¢lemernts ay abvavedeseitedpiobtening, a hdselirel sigratiee miageetic response for the

conprises a lasgr dinde. Laser diodes are relatively |

i neX RS irpgdhe b GEF%WB%’SH AR PredpleREined bpgeljpe respense in a form
I'n Rl & a 38861 1R qdve, bRl ¥y &r;gﬁi‘.n ing i i
rranufcacture %f a securcllty ’ d]g‘vi ceygbgn?prl esE?%lF?ngt%%nga%n physical
| eaassociation vaticthp devies mldny readabledernpl ural ity of ,

magneti ¢ WD 2004/ 025549 PCT/ GB2003/ 003938 21 el enents

as above described; obtaining a baseline signature

magnet i Gn K@SARHEbIIRherit e cRINRMRIWEL bebRhedy sl lithography.
basel i ne response as a predeterm ned baseline respons%r

in a form accessible to a user of the device,

optionally by encrypting and storing,in physical . .

associ atf g’ﬁ“%ﬁ it Igle%%@?r@ea‘ﬁc d}frgygr sy ?ﬁﬂ%t ?gﬁ% ngenion, a cost
Varshehs cenBeghddeihshd ithoptHAP Piccedd inl the@abdbME M¥gnetic elements
optical, |ithograph In various inplenentations

105c comgrisige @8 amvsofé?@p@ekly sfctangular piegines nl heaphogeyesist is applied to

. . o .

2 e 7 R gl i RGLRR Y B 638 oot o

of degedlepmadrity The ahapnetid mitesiul i3 than deposifddeonpd ceqpagisingt photoresist.
in the usual fashion and

oalBBlh. i ettt Bavidcibgn i srabsebapcs Bgivent (oM process)

de ) j £ 8L A O o by Sael ' .
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(lift-of ocess),. ,. However, t.h hot or.esi st _can be,

| oripopiy (bl FoRiad S R hingh ot BORREURT SctEpbel Viddh 0.5 pm
15 t 179 : S : 3

royitd QBuplo by PR JSCOPH, SR IGELAEHInpae,ten e
r estheturbsadorbpese paet ef B pimtvires etherg uoathe ssubstedtelr el an equal
of wdth 0.5 {Jm Wth a centre-to-centre spacing of

1. wurgber| gmippel fd: yp dres gttpched & theitop of the subsiraien t he
structures conprise a set of 0.5 mwires attached to

t he substrate, and an equal
The invention in a further aspect comprises a method of marking an item for

security, identification or authentication purposes by use of the foregoing device

and/or system and/or method and in particular by associating a device as hereinbefore

described therewith.

The invention in a further aspect comprises a method of identifying or
authenticating an item by use of the foregoing device and/or system and/or method and
in particular by associating a device as hereinbefore described therewith, applying a
time-varying magnetic field to the elements thereof to obtain a measured baseline
magnetic signature response, for example using the reader hereinbefore described, and

comparing the measured response to a predetermined recorded baseline magnetic

signature response.
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the substrate. 20 The invention in a further aspect

w@eopoeses a net hod of marking an itemfor seRCI/GBY003/003938
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identification or authentication purposes by use of
the foregoing device and/or system and/or nethod and
in particular by associating a glevice as herei nbefore
descri bed therewith. 25 The invention in a further
aspect conprises a nethod of identifying or

aut henticating an item by use of the foregoing device

and/ or system and/or pmethod and in particular by )
as doBbodingrfs QF s urention Wik aow beidsscaibgd ey weg @f example only, with
th ' ] L esv:ag.yi ng magnetic field to
thg&%{@gg@m@e@%@gﬁﬁ%ﬁ al?ﬁgﬁ'a measur ed basel i ne 30

magneti c signature response, for exanple using the

reader herei npefore descri bed d conparing the

oasur cdRED LS ShoY SHUEL o ey desict e asRyag oo present
MagRRhlitn irSpeRbiVesitwsponse. WO 2004/ 025549

PCT/ GB2003/003938 22 Enbodi nents of the invention

wi | | noWigmee deshowis e fiyrthisy embpdinient o mpseeumityl gevied advording to the
refereqce ta the appended figures in which: 5 Figures

1 PESHLIRGRAGR DRSS of security devices according

to the piRseBi shdvdy£RhbMBr EMbRBEMENCEL 4 YSou¥itE Wbvibd BtbRling to the
5 shows a further enbodi ment of a security ‘device

10 acprsserit gy ention Feplarpyiewent i nvention in plan view,

Fi gure r | e f a urit .
L0 TRaA0 Bt BEHRT BRI S 6V oo o e
Vi piserftingiehBobslpReMA cedtelsbdtiongliedj ment of a security

device according_to the present jnventign shown in
cr oss- sBEUFes{a1to ¢ ahystrpteqiagmstic swigchingmmpes afimagnetic elements that

BRI S SRR RO TR (1

used I n various e e pr’esent

15 i nvent i Bigpret 58aFpgliBbssiday adedlifid, stimmatide®hl andl averaged hysteresis

20

25

30

T AT T -
US&Hbddim¥dtk bOth present invention;
Figures 9a to 9h illustrate a manufacturing technique for producing various
embodiments of security devices according to the present invention;
Figure 10 shows a reading arrangement forming a part of a security reading
device system according to various embodiments of the invention;
Figure 11 shows a mirror actuator for use in a security device reading system
according to various embodiments of the invention;
Figure 12 shows a further part forming a part of a security device reading
system according to various embodiments of the invention;
Figure 13 shows a signal that drives a magnetic field generator according to
various embodimgnts of the invention;
Figure 14 shows a signal that drives the mirror actuator according to various
embodiments of the invention;
Figure 15 shows one cycle of the signal of Figure 13;
Figure 16 shows a unipolar detector signal representing a characteristic

response according to various embodiments of the invention;



enbodi nents of the present invention; Figures 9a to 9h
illustrate a manufacturing techni que for producing

W@ 2004028549 enbodi ment s of security devi ces accordi/G$2108/003938

t he present invention; 20 Figure 10 shows a reading
arrangenent formng a part of a security reading

devi ce system accordi ng to varixus enbodi ments of the

i nvention; Figure 11 shows a mrror actuator for use

in a security device reading system according to

vari ous Fefikedi7ngpows a0fynkhnisa@n bighdl; foFisghdtrodifing Marbus security
a further part formng a part of a security device,

r ed@Vlﬁ@reaQ@gW@Pl@ﬁﬁ%‘@&m&IF%‘@IIOES Gabedmsnis o Hif inkentionof
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magnet | DS AP Syt SR e oL AR of gl bRAR sed for a
enbadonmhignedt sighetufeiotericienistic fespunse inldccatdanse with tlgriabention;
that drives the rri{ror ,actgator ccording.to various

enbodi nEiREe bi iseRdllnsipHon pbhsecrd eqlisghien ebmagnsiis clsments;
cycle o?i%?@z&{s%qhus@lfaﬂ?ﬁ 884 firiol1 6t oF n#%nétlftogl@ménts;

uni pol ar =detéctor 'signal representing a characteristic

r esponsPigaccdl i axgillustratian iof usleeieh dali measusng the tegnetic response of
i nventj on; .2004/ 0@49 PCT/ GB2003/ 003938 23 Figure

172 8H3 eéoggﬂﬂﬁ?"’tgﬁ?t IMn signal for synchronising

variou SF%%&%Z fs¥in i BRYE6h SLALIND RN St STPhARERHHIN M a khart card;
vari ous enbodi nents of the invention; Figure 18 is an

10 i | | ust rBigin2bis aa illusteation off lar embodimeht pfgrecinyention in an electronic
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elements used for a random nmagnetic

si 9Wat ure/ characteristic response in accordance with

t he i NVEighieOn is an FihgtaLonl OF drSerdbdirbntSfitiad in@Bnth i@l an identity tag
second col |l ection of magnetic elenments; Figure 20 is

anfor jaftapbmeat too i i ReftPlgCed) | ection of magnetic

el eme nFﬁ&m{é’ UL Gn %}Llsirﬁti(ﬁpof dnl éﬁ%oﬁ?‘ﬁérﬁ rile iﬁv&ﬁ%hQEcoftﬁJrated into
nmeasurin he ‘magneti ¢ response o a small area of

t ha @Dy Defor guthentivatiéh pupese®2ands an il lustration of an
enbodi nent of the invention.in a.smart card; . 10,. .

Fi gur erﬁguﬁeséﬁaf‘ﬁ an filysaation Pgﬁncffnbﬁﬂlal’é‘?%(?gi tﬂ% fRvegion jpeorporated
| NYROL IO flc B30y AMRGIEAh Gurdelys, Figure 24 is an

iln(?ﬁgst rcati oneof an enbodi ?r)ent of the invention in an
identity tag



for attachnent to an itemto be protected; Figure 25
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pur poses; and Figure 26 is an illustration of an

enbodi nent of the invention incorporated onto a

certificate for authentication gurposes. WO

2004/ 025549 PCT/ GB2003/ 003938 24 In vari ous

enbodi ments, magnetic materials are used to form

magnet i ¢n ‘ﬁrﬁﬁ‘@rﬁlﬁbd’d&maﬁﬁls imagnétiz ammtaiyhd la&d ﬁ&@%t fcﬁ'm magnetic

field. The characteri stl c response of the
el Elrments rewoppie i)at ARRIICHURREBENC elde The gh%regtensfyere@npnae of these

t S t o]

AR MmSOR 30 B St SRANRE S°LSRALE L measrtt

s ucheradeyivtici respphenendi gnativadyr itlpiefyingfa seagriigtdevice mcludmg a set of

mat eri al are avai I abl e that could be used to form
madHrmMRsnstie fEMCRtSi n vari ous two- di mensi onal and

t hr ee- di mensi onal shapes: for exanple, magnetic

wres, flattened wires, bars, dots, random spots,

random Manbstypd:scof tgu¥tid matwijay aBaJaVaih’aleeﬂuhabsulddw beed to form

used in. odi ments of t |nvent|

rrafn@swc bRt e Mg dongl bush Saref inensiovel shapes: for

8 B 8gnetiO vares 2ftitteh 6@ wirdR WAL, Id6tsf a8l spots random blobs etc.
rt| uIarIylf the magnetic switching properties of
gummgs phthe pfvention, certain

BB RBnEe ot Sefed TPRGERY oot TR R N, ibject to an applied

S Winh&{¥ti0 & clid; GRAdul 857 @fthe inBgnoiB ts@itching poridsilsrahe material are to
characteristic response, magnetically soft materials

ar e usgd &s the, onasgaeiafdhg, In}ﬁa%ﬂtle Rarastprigtis regpense.

ferromagnetic materials in which the nagnetisation

can be easily reversed. These materials generally have

nar r ow Wheser embslivagés ofi fistisventios use tpsnaghstis swithlkeing properties of

tg‘getlsatl on of a magnetic. gl ement nmade fr.oglll20 ﬁuch ol

tBgtPEAl ©,pProdHes & PRargRiyriste  I5PPOnRS r maRstSally §ofipmaterials are

al%leﬁﬂ?d fmsgrféuéaqiyatsbﬁ ehﬁteaa@r RieY fen&ﬂéqﬁe@rﬁhféham ®f which the

such materials (i".e. the reverse fiel d needed to drive

t hreagnetisptioni caabe easibf reyensedynhdse nedtenipdn genvsdlly bavesiaciow square-

; eﬁ%g?ﬁ%r I & erFsgmfo%%%efffhgg rth? ?ﬁa etls‘?iﬁ{)]ry toﬁaqﬁ%%neﬁg %fenge%t 1bnade from

Yy ensu

| o aaiaﬂcrﬁl 350 1CH] 1tsrm@a@drsmcrespoh§e tos@chpblied ﬁalaerenuvely sharply.
switch in the nmagnetisatjon direction of the magnetic
25The| epeEptvity SQE hsuch ematenigls| {i.q. ofier revieres fickh gregded to “drive the

”qg%teﬁsaﬁgx & frr?ig'hgt)fc eREXREARMY OF such a material to zero after being
saturated) tends to be relatively low, thereby ensuring that relatively low-field-strength

magnets can be used to cause a switch in the magnetisation direction of the magnetic
element. Such, relatively low field-strength magnets may be fairly inexpensive,

generally compact and easily driven to produce a controlled magnetic field of good

uniformity.

Figure 1 shows a security device 100. The security device 100 comprises a
plurality of magnetic elements 102 formed upon a silicon substrate 104. The magnetic

elements 102 are made of permalloy material.
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conprises a 30 plurality of nagnetic elenments 102

formed upon a silicon substrate 104. The magnetic

el ements 102 are nmade of pernaldsoy material. WO

2004/ 025549 PCT/ GB2003/ 003938 25 Figure 2 shows a

security device 200. The security device 200 conprises

a pl ur Higury 2othowa gnssciatyedeamen?0. 20Re femunid deyion 260 comprises a

fr;alé?@% ity Eggﬁtﬁﬁ%ﬁeﬂ%‘%ﬂ? 3@?@”%85 §{)J3ﬁf 2 gﬁ'g%g”?q \ tsrgq%%ﬂg The magnetic
| N efchiRntsSAURS WA hRdE Y JePthaBdP hlaBDiaB NAOURILEL 206 is E1))rovided in the

prenmeasur ed charapterlstlc rresponse i nformation

aneubstratg 204i fpu estarthgnerickypded premeasiwed charaetgristiveresponse information
secur,i ty devige 0.. The ta.area 206, of i.S

o Bl e R foriEuftOhd o SRuddiebloe ety shown)
encodi ng binary data corresponding to encrypted

preneasured characteristic response information _
and/ or Bbedpiguarer At off théy emhedimenh corapriseach s¢toef etched pits (not

XS i SR B R Ml et
V afespotls infbrrhdtion @idedi oRighe idehgfictathat ednelve 2038, PRYexample, by an
alternatively, or additionally, conprise electronic

ci PRElFAL Tegder (Rt shohy & HaRnef é@%@g@gs Ehaperepast fise; ¢

response and/ or a unique identifier information. 15

Figure 3 shows a security device 300. The security

devi ce RAOrthampriassofahis pmbodindny, thé daagnet 206 mhp miematively, or

302, forned on.a sjljcan bstr at 04. .The magnetic .
o e o St Rlecl SR SR 25t S afhet Bein agacteristi
30@sponsdarRydrdashiini {HBRifies whdtmaog. 304 for storing

encrypted prenmeasured characteristic response
information 20 and/or a unique identifier for

i denti fyin e.securit. Vil C 0 In the data ea .
506 o RIS Lt fabehi, 454 Saps e sBab g diRls? DpiRmprises o
i slinaii®y of 3HEnenc sldmenia 302 Coriried 3pon distligoh GuisshateyFU4e dThe magnetic
prenmeasured characteri Sf{'ﬂi@? response _information . )
arfderents 30k %k anadg ettt Peretloy paterialn Batar wggy 399 1 provided in the

r esﬁgsgfaté 84 f&h&?‘{i}%g eﬁ&gﬁ%i@ Soééﬁﬁﬂea%a&fctegg%é Eglspgnse information

enmbodi nent, Vvis e in are provi
mantion e unigae atentfibafor identifyifgibe ssotyndeviides®00encodes
bot h encrypted preneasured characteristic response and

In the data area 306 of this embodiment indicia 308 are provided. The indicia
308 encode data corresponding to encrypted premeasured characteristic response
information and/or a unique identifier that can be read by a reader (not shown). In one
variant of this embodiment, visible indicia 308 are provided by a machine readable bar
code (not shown) that encodes both encrypted premeasured characteristic response and
unique identifier information. In another variant of this embodiment, visible indicia
308 are provided by a machine readable bar code (not shown) that encodes only

unique identifier information.

Figure 4 shows a security device 400. The security device 400 comprises a

plurality of magnetic elements 402 formed upon a silicon substrate 404. The magnetic



unique identifier information. In another variant of

this enbodinent, visible indicia 308 are provided by
w@20pa0kisne readabl e bar code (not shown) that POT/GB2®3/003938

only wunique identifier information. 30 Figure 4 shows

a security device 400. The security device 400

conprises a plurality of magnepgc el enents 402 forned

upon a silicon substrate 404. The magnetic WO

2004/ 025549 PCT/ GB2003/ 003938 26 el enents 402 are

rradeieméntp dopalrd ayderaf pernailloy heatdriale Faek magedtRraliathertQR)?2 is backed

ac ,by a ref)ective |ayer 410 made from gol d,
i UBY RRSRECtEh R GH4 Hdp Som &0lf adlEYTE, chramiep ead/oT fratalum, for
ref éﬁﬁlﬂlé’ erﬁ@aeﬁeanﬂehgy&é 2Y0 vﬁimﬂ&rfc@d &g{)éfﬁg% &;rﬁ%éast between the

contrast between the " nmagnetic el enents
subwagnstie emmsTNQSaIMo ditbstrate 404usTigs embddimeho thuaprévides for an

SuoVPOtRgo B9 s A (O PR U e device 408 is being

ap qﬁfeﬁtogaed %ycahrea&n%fagparseﬁgr@%ﬁ ’as,afof 8RN, ARDAB dbDaratus of the

of the "type descri bed herein. An advantage o
i ndypadestriBaiR herin.hadn jadvaniags eﬁlmmahethSI\&?ewthat \it enables such a

\?\ﬁe']\é/s%g@tﬁo V}?Stﬂfﬁt {anI dl I n g?:i'{? gfgag?cée deter ?\]8@@1} or not it is a

| e\@fg&r}Ofand/BﬁhéEﬂ@‘loWérgéﬂels((ﬁ ifleidé#it licRMie @l ﬁFtraW&let to infrared, such as,
i nfrared, such as, 0 for exanple, from 200nmt

101 5donenampie, dioire200nm E?elﬁoﬁtﬂ@D ogydeida be mitguegats!. shows a

further enbodi nent of a security device 500 in plan
view. The security device 500 conprises a plurality
of magn@igge &l Wt&ﬁﬁ(ﬂﬁﬁeﬁﬁ&hﬁeﬁf o4l secqupion dewise 50C &R plan view.

trate 5Q4.. The magnetic ﬁés 502a- 502e are
e §pCutity ARichy Q%@P%ssfr AR ur%lﬁy Hagpetic rlementy, 4029+ 502e formed

vw hsé% anrsﬂ{cbﬁt §u%5‘t?ege Wses. h-Eh?n @&f&eueﬁ]enﬁl SENEG22 385 made of

are forned as ang ed s

15¢ n’po@na}bmmatﬁhd fnimdedh nothet shepm@ metes,comﬂattmnd gvires. The magnetic

502 r n be made of various
fl ede ﬁéy%gg?eef% ﬁdggaﬂeﬁ'e magnetic 20

eI ements 502c and 502e are approxi mat el y doubl e t hose

of magnetic el ements 502a, 502bh and 502d. Since the

magni t ulie s ahedenentatheevidih jof th@é%ﬁﬂﬁ@@ slegpeats 502a-502e in the

b Qﬁ‘él:‘hﬁﬂ 'S e Ve Raid {‘)P#gfl]'l%gl %J@H%; fh?sh%%é), RS Bid %&H%‘f fhe’magnetic

t hée vol une o materi a

201 aelgmlentsIS@ﬂe nhé 502« arer ippeoxtimatelyl dmxbm thskq:mﬂinaghatc ¢16ments 502a,
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ac e easily, asyred. - .
g(?f{ qggo\éd nggnce the llna itude 0}3 Hle c?naractenstlc response signal produced by
any particular element is proportional to the volume of material that makes up that
element, larger elements give rise to a larger signal that is accordingly more easily

measured.

In addition, the magnetic elements 502a-502e¢ can themselves be used to
encode an identifier. In the illustrated embodiment, the five magnetic elements 502a-
502e occupy an area of approximately 1x1 mm with space enough for some seven to
twelve magnetic elements of the 40 pm width and 900 pm length of magnetic
elements 502a, 502b and 502d. The pattern of the five magnetic elements 502a-502¢

is used to provide an identifier for the security device 500. This pattern is analogous to



25 In addition, the magnetic el enents 502a-502e can
thensel ves be used to encode an identifier. In the
w0 kdouseisas ed enbodi nent, the five magnetic el eP€NGB2003/003938
502a- 502e occupy an area of approximately IxI mmwth
space enough for sone seven to twelve magnetic
el enents of the 40 mwi dth and 00 m | ength of
magneti ¢ 30 el ements 502a, 502b and 502d. The pattern
of the five magnetic el enments 502a-502e is used to
pr avbad eoden thati gdeniifiesea pamticulah eccygtyuddviog 308y bud nBFthe unique to each

Thls tern [,S ana s, 1o WD.2004/ 025549
‘%‘5@@5@#%%‘”"%%@%&? BATIED lqﬁ%é identifies a
partlcular security device 500, and nay be unique to

each individual security device 500 that is
manuf ac {The eximben eofnwurites ldﬁltlﬂﬁﬂscfb@t tarehe itrpeided tbhravanants of this

5 GogmRac Bt iR Mhn e AthPrndioplele ot FERRRRAIE! ments s02. For
eI % 18, &fFoditnelits hewia |®ss181613<2dh£§ﬁf1§ eléﬁ)énﬂﬂ)r@wdle for a possible

Sib e 32 magnetic el ements provi de for a possible
232 ((1 .2, 42%V‘mﬂ%}deHHﬁ@fﬁeMO(lj‘EQﬂeLfW}@I%theW@GU% plements are
Vm?(fegufime R et Wo n?e[ﬁgﬁhglt %ﬁﬁnmé ggt?&ﬁmggblvﬁefésljn e?ic elements
I'mensi onal scanni ng pa re nagne
el soBateproaet mraa aprag\oif 62x32 dbtamlnalﬁgmys oah b3 zqﬁa&‘ecu ot s
this figure can be squared. 10 Figure 5a illustrates
10 anot her enbodi nent. Vari ous magneti c el enments 81, 82
of Ui ERhRNss hRedSarddifr BiBYidRty VAtidulinmacRBROHHRA 81, 82 of
a charac StIC response can sti red even
fr diffevdmaﬂer@ﬂmeae pacsvigesll t Inothiscembodeméeritfa earquadristc mesponse can still

' spaces’' nce the, effective bi.t entifier
or B R PYER dr o A P 8 £ 3 PR nafiFh s Spaces’ since the

Pr eitdcHiOc Bitd 6f AL RIBRHNER prévaas metht mag,ﬁ&h&al&@ieﬁtﬁ I8N @aéh still provide a
| aser beam t hat may &Igiy be focus in one dinension,

15 e. tyspanee. 1 Readivggs apievadl wilks arasepberm thatemay phlychefpcused in one
n S ma t
Keit‘lr%l 15 CF %asto mufogge%gg ?gggi,c%er gdfeor g@l% ’I% 91%& %ntensﬂy, as

acaeisitedgelgo uking the rugtagnemcf optie Kear effdgtpas abtejh aescmbed therefore
wi dth bars with Iong bars 82 about 700 m | on
sh@mgﬂzs asgerling)to the dengthy apthe, bago ypizely Ffh B yd e with longer

2 I‘OVI F

o bty B G50 wm oy ndglrlolgéé\@résc BT AR R b B g fome may
20 t hpspreviaedli ment incorporates both reflectivity and

contrast enhanci ng

Figure 6 shows an embodiment of a security device 600 in cross-sectional
view. Although this embodiment incorporates both reflectivity and contrast enhancing
materials, these can be provided separately in various other embodiments.

25
. The security device 600 is formed from a silicon substrate 604. The substrate

604 incorporates reflective layers 603 formed beneath magnetic elements 602 made
from, for example, gold, aluminium, chromium and/or tantalum. The reflective layers
603 increase the optical signal (including the Kerr effect signal, as described below)
30 reflected from the magnetic elements 602 as compared to magnetic elements formed

directly onto a substrate material.



materi als, these can be provided separately in various
ot her enbodi nents. 25 The security device 600 is
wo eoomessiy om a silicon substrate 604. The subspPeBEGB2003/003938
604 incorporates reflective layers 603 formed beneath
magnetic el ements 602 made from for exanple, gold,
alum nium chromi um and/or tantzg um The reflective
| ayers 603 increase the optical signal (including the
Kerr effect signal, as described below 30 reflected
from t haAdjagneto ¢che hegeetics eléMenta s602oshsarbanl {ayersa 0% tmade of, for

el enments forned irecgtly onto.,a sybstr material .. . .
WO BuBBle0 SR ase-toraisto GO sSne BaSTADINE & lg Ffectivit; and
MBGRAR! dnhaflcGHE BoRrROBeHBSP A8 AN SrefiBR alP@B aBfacent magnetic

for exanple, carbon, are fornmed. The absorbing | ayers
608lenmnts @2l ow refl ectivity, and thus enhance the
5cont rast between light reflected therefromand the

adj acent magnetic elenments 602. 5 Another variant of

the enmbagicRPtvafR@VYF e dmtddiferff sHERA in TAEurR*@RBSE forfexample, a
roughened surface formed by deposition or etching, as.
a swwgherad sugfape fosmied by idapgsitinpeorstichingy es alseastebing gnaterial in place of

| ayers 6Q5. The e c f th tierin erial .is

t ot Fefiblie FiRy BOST Te8 eckePE aR AR Rt APl & . Atomuate any

ar abdigagiertlettoe fromg el sreaschdincent thebagnetic telerhdifts 802, with the

addi ti onal advantage that the security device 600 need )
10 noedditienl (rduantagec fhab the sesprityedenien 600 Reqst ael aksgrb as much optical

ch erise various materials that may have desirabl e

responses to an applied magnetic field, it is useful

at this point to describe sonme of the physics 15

i I i h i i ,of ; i i ]
uly oot Browet Oatibieleriss Bl Er TR ARF tnad Havfesipably responses to
SUGH G ICIORRYAL | B & LAUES AFRHisDDIHSRCIBDASHAUSE the physics

ments. " Referring to Figure 7a, a magnetic
15 el isvelved 102 thes sstishing bh thei magnesisgtion, dirhgfion2@f various types of

magnetic el enent. 102 4 s,.fermed of.a ferromgnetic . .
P et FRIFiaN ¢ R ofHOBrRegetc Pt leloaeay Py ustflgn various
meghisddimesenent 102 has a magneti sati on M havi ng an

initial magnitude and direction as indicated by the

arrow 150. An applied magnetic field His
Referring to Figure 7a, a magnetic element 102 is shown. In this example, the

20 magnetic element 102 is formed of a ferromagnetic material shaped in the form of a
flattened wire. The magnetic element 102 has a magnetisation M having an initial
magnitude and direction as indicated by the arrow 150. An applied magnetic field H is
shown being applied to the magnetic element 102 in a direction substantially parallel

to a longitudinal axis of the magnetic element 102, and with an opposite polarity to the

25  initial magnetisation.

The applied magnetic field H acts to reverse the polarity of the magnetisation
of the magnetic element 102. There are various physical mechanisms by which the
magnetisation of the magnetic element 102 can reverse. Each of these leads to a

30 different magnetic switching characteristic of the magnetisation M.
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polarity to the 25 initial magnetisation. The applied
magnetic field H acts to reverse the polarity of the
magnetisation of the magnetic g ement 102. There are

vari ous physical nechani sns by which the

magneti sation of the magnetic el enent 102 can reverse.

Each of 14 herst dvigdhend Mode (Rfhetidel e6fefttd FRENE CbEerent rotation mode,
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appl.ied. magnetic field His present.. The neti sat.i on
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melCBPPITEe-t hat operate according to the second

switching node can be used for nagnetic el ements of

various enbodi nents, they are not optimal since, 20
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In a third switching mode (sometimes referred to as Brown’s paradox, a sharp
switching or a brittle mode, shown schematically in Figure 7d) the growth of a single
magnetic domain 158 dominates the change in magnetisation of the magnetic element
102. Such a domain 158 may be associated with a structural defect in the magnetic
element 102 that is randomly introduced during a manufacturing process, e.g. by
uncontrollable fabrication noise arising from random nano-scale material defects (e.g.
defects that occur on a size scale from about 0.5 nm to about 500 nm) that are virtually
impossible to reproduce controllably or predictably. In this mode, the growth of
domain 158 dominates the switching of the magnetisation of the magnetic element 102

over a wide variety of physical and environmental conditions. Accordingly, materials
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af orenenti oned concepts. Figure 8a shows an idealised
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The ma%neti c element 102 starts with an.initial

medfiBeslaR die magnetin elemapiol (2estpris Widhyaninidalpgnstisatin 172. The
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I'S 1 Nncrease o a swtching val ue
duis iharedsyd tee n ewitshing halurelpdevhere,eduente itysteresis, the magnetic element

102 rapidly switches its magnetisation M from the initial magnetisation 172 to a

25 magnetisation 164. Thereafter, the applied field H is decreased to a switching value
174 where, due to hysteresis, the magnetic element 102 rapidly switches its

magnetisation M from the magnetisation 164 back to the initial magnetisation 162.

As is observed from Figure 8a, the magnetic switching characteristics of the
30 magnetic element 102 made from permalloy material is seen to operate in the sharp
switching mode, even when the real hysteresis loops deviate from the ideal, as the

transitions of the magnetisation from one polarity to the other are still sharply defined.
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coercivity and a width distribution representative of the jitter.

Various embodiments of a security device incorporating magnetic elements can
be provided. One process of manufacturing various of such security devices on a

silicon substrate using optical lithography will now be described, by way of example.

The manufacturing process is illustrated in Figures 9a to 9h. The process starts
in Figure 9a with a cleaned and polished silicon wafer 704. In various embodiments,

the silicon substrate is approximately 0.5 mm thick in order to facilitate handling and
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30 The manufacturing process is illustrated in Figures

9a to 9h. The process starts in Figure 9a with a
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vvr sdchﬁfy deice thae ip hﬁﬁnﬁf&ﬁﬁiré‘d. ITajsepatibhd nhyr d€@@ha plurality of wire
security devi IS nanuf actured. This pattern may

e that
demaﬁ@%au%mrgqr.emmﬂﬁ thpyed lugraigdas, Figiig b as, for
exanple, those illustrated in Figure 1. 15 Fi gure 9d
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as7 R $Mhe iy SliddR subR@netosc el ements 702 forned of
a 20 permalloy material such as, for exanple,

Ni soFe20 (see, for exanple, Bozorth, Ferromagnetism

| SBN O- ;
deposi tg%gg‘#egﬁiposedp Q"E)nofrnéj ﬁoégﬁ : ?f %§H§§ds g%ﬁegﬁsem formed of a
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exposed portions 710 by a sputter deposition or evaporation process, typically to a

thickness in the range from about 10 to about 100 nm, e.g. to about 40 nm. Further
layers 712 of permalloy material also form on the remaining unexposed photoresist

706 during the sputter deposition process.

Next, metal capping layers 716, 718 of gold or aluminium are formed over the
permalloy layers 712 and magnetic elements 702, as illustrated in Figure 9f. The
capping layer 718 is designed to protect the permalloy layer from oxidation and also

provides an enhanced optical reflectivity.
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substrate 704 can subsequently be diced into a
plurality of individual security devices 700. The

15 appl i cawhsreNseerap secliti e deSRYLTA i RlaflMPRr&eGpén bYsingle silicon
devi ces using the 20 process hereinbefore descri bed.

DLﬁqbﬁigat?) 7Bdutbe istison fsubitaten 704 eanotupprausetdy be Wiceddnioce plurality of
hﬁpﬁ,?&ﬁtaf%r %ic%é 9y, Process paraneters used were as
follows— 250 "

ower Ssetting; base pressure 5 x 10"7
nbar; Argon gas gas pressure 1 to 2 mlorr; flow of 5
cc/mn bstr te rotation rate 1 m deposj tion
rate 1t apn g rigodised Seudinprotos dexiegs using the
20 ! ERELShGeRb f%?e §&cABed Diring frod@lcion BPﬁﬁbé) RtdtIp&RRinity d
0 %HB Snagﬁet?c flefd %Jong ﬁﬂgopcane of thg eg?ce y devices
dl,thq: spptteh deprssitichaprocass parapretereussd were as follows: 250W power setting;

base pressure 5 x 10° 7 mbar; Argon gas; gas pressure 1 to 2 mTorr; flow of 5

cc/minute; substrate rotation rate 10 rpm; deposition rate 1 to 1.5 Angstroms per

second; and a substrate temperate of 22 to 27 °C. It is also possible to apply a
25 magnetic field along the plane of the device during the manufacturing process.

The applicants note from an analysis of their prototype security devices, that
fine tuning of the growth rate and/or sputter pressure for the magnetic elements can
provide improvements to sharp switching mode magnetic switching characteristics.

30 The applicants have also noted from an analysis of their prototype security devices,

that magnetically soft materials tend to give rise to desirable magnetic switching

properties.
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elements at room temperature. The measured coercivity values are then fitted to a

25  Gaussian bell-curve, and the mean coercivity and jitter (as indicated by the mean and

standard deviation A of the fitted Gaussian curve, respectively) calculated.

The applicants have found that for various embodiments, over a typical likely
operating temperature (for example, from -20°C to 50°C where anti-misting measures

30 are provided in a reader), jitter exhibited only a weak temperature dependency.
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A desirable characteristic is that any variation due to jitter be small in order

that the mean coercivity be easier to measure. Mean coercivity can then be used as a
parameter for a premeasured characteristic response. Jitter may also be used as
25  parameter for the premeasured characteristic response, e.g. in addition to mean

coercivity for respective magnetic elements or groups of such elements.

In various embodiments, security devices may have their premeasured
characteristic response defined by a mean coercivity value and/or a jitter value A, for

30  various magnetic elements or groups of magnetic elemex}gs. Various other
embodiments use, for example, either a mean coercivity valu‘e\\ or a jitter value to

represent a premeasured characteristic response. In use, the premeasured characteristic
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15 characteristic response of a particular security

device in order that it may be conpared to a
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CHANRAL GREbAE it%at.tﬁ@% devibé l't}ia?shas b0én EXAMR! £ forBB3N Since the
coercivity and jitter values. 25
production of magnetic nucleation centres is beyond the control of the manufacturer,
any copying of the device will almost invariably result in a different characteristic

response, such as, for example, mean coercivity and jitter values.

25
Various embodiments of systems, both hand-held or otherwise are envisaged.
Various such embodiments are described below in connection with Figures 10 to 17 of
the drawings.
30 Figure 10 shows a reading arrangement 930 forming a component of a security

device reading system for obtaining a measured characteristic response of a security

device 900 while the security device 900 is subject to an applied magnetic field 932.
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10 2 ke ol TR N o itk 4R, Shiatide AV, M aser beam
95014 phbes tamgh aligstrbefmpaitschandd] 988, debfdre dinteavies the alwminium block
950 into a second beamp h 15 channel 940 forned in
t W40 S HEIGRIHPER R 18RT R pol ari ser 952 pl aced into
the second beam path channel 940 converts the |aser
beam 944 into a plane pol arised | aser beam 947. The
pl ane piHedrics bdah Dddris beflented £iom thermirsa\88 inther spsomshbeam path

beam pat hanpel .940. 20 T [ Ay ni,um.bl.o 3 .

15 oy Qgdeh P GRS e, hm it Pk e PIgHSE 95g Placed into the
t hdgbchdiRam fﬁé@ﬁ EhafiR1 988 lcoPrbds ise 1adek BEAR 948 tnt6s gua@le polarised laser
collect reflected light 949 that is reflected froma

s cheam; 947. d&he plang o lapisech lasey bepmt 8479 thep Jspvas| thy sepqndgbeam path
se ' evice 900 has w re-shaped or flattened

V\Acﬁlgﬁﬁse?]g%(gd magnetic el enents 902, the applied field
932 is applied in a direction substantially parall el

20 to the Talll)éia?un?ifniég %10?;?%2 talsg cghe)ggegtasﬂlira%eglg%ath channel 942. The
third beam path channel 942 is oriented so as to collect reflected light 949 that is
reflected ﬁoﬁ a security device 900 when being read. Typically, if a security device
900 has wire-shaped or flattened wire-shaped magnetic elements 902, the applied field
932 is applied in a direction substantially parallel to the axis of the magnetic elements

25 902

An analyser 954, used in various embodiments, incorporating an optional
quarter wave plate and polariser is placed into the third beam path channel 942. The
analyser 954 passes light of a first polarity and blocks light of a second an orthogonal

30  polarity. Light of the first polarity is reflected from a magnetic element 902 when it is
in a first saturated magnetisation state, and light of the second polarity is reflected

from the magnetic element 902 when it is in a second saturated magnetisation state
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polarity. Light of the first polarity is reflected
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saturated nagnetisation state, and |light of the second
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which in this enbodi nent incorporates a focussing
| ens and phot odi ode gircuit or ?hototran5|stor
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5 pofearasts foadert eyt tepi S Aairiteosd iy pigwie a signal
acﬁﬂéﬁéﬁﬁnzﬁqg th® hla%ﬁé‘tisﬂﬁolﬁoﬁhﬁf Rlaglaf}- elSHEhts DOMillv@inated by the
20 actuator 969 nay be used i'n conjunction with the

r eplanagplaised figerheam B30 described herein. The mirror
actuator 969 conprises an el ectromagnet 971 operable
to deflect a mld steel deflecting el enent 982

at t achemigitledn ghows 4 Rtrrel foiat@oagiet movihg aenipior 98¢ Such a mirror
first actuator coil 986 wound onto a fjirst region of

20 rregfietor 968 gray rssed 4p gonjurction ith the weading argangemgnigd30 described
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t hmilé bieelt defiowipgeienent 3R attichatthemtordtheeldctromagnet 971 comprises a
first actuator coil 986 wound onto a first region of a magnetic core 980, and a second
actuator coil 988 wound onto a second region of a magnetic core 980. The magnetic
core 980 includes a gap 992 at which, when the electromagnet is energised, a magnetic

deflecting field is produced.

The deflecting element 982 is connected to the magnetic core 980 by way of a
threaded bolt 984. Tightening of the threaded bolt 984 secures the deflecting element
982 to the magnetic core 980 proximal one end of the deflecting element 982. An
unsecured end of the deflecting element 982 distal the threaded bolt 984 is thereby

able to move with respect to the magnetic core 980 under the influence of the magnetic



deflecting field is produced. The deflecting el enent
982 is connected to the magnetic core 980 by way of a
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secures the deflecting element 30 982 to the nagnetic

core 980 proximal one end of the deflecting el ement

982. An unsecured end of the deflecting el enent 982

distal the threaded bolt 984 i39thereby able to nove

with respect to the magnetic core 980 under the
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through_the first and second actuator coils 986, 988.
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12 shows a generat i on system ectio
syddftentigBfhe marroc?itt r ol and processi ng system 939 and a
beam scanni ng system 941 formng, in 15 conjunction
with the readi ng arrangenent 930 descri bed above, a

furt herpipgiet 1206hRtCa RIPATRNN Qfstedn @Qg,uﬁicereCS&Yis?&em 937, a

readi ng system The field generation system 93 .
coenuitol esd Pornsenieg systéno 938r adug ibsgmascahmsg systemi Al forming, in

appl ied.. netic fi.eld 932 for | ying,tp a s it
QeGP AR e iy SrogBemtt 3P B lifto S gitther prt of ome
Cc ogrbddatent af 6 kécutity ddviceubddiRbdyseper able to drive field
generation coils 933a, 933b Iin response to a coil

driving signal 970. The coil driving signal 970 is a

eri odig,.S¢ ] S| [ .
i vi s T RehaRorel AR o5 ERARAYs SmBol At rdgiing  time
f renying ayplokl mhéfhetilz fiekie®32 oy applyinkIoanskchdiy, davivat 900. The field
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coils 933a, 933b in response to a coil driving signal 970. The coil driving signal 970 is
a periodic sinusoidal signal composed of a plurality of individual sinusoidal
waveforms 972 oscillating at a frequency of 100 Hz (see Figures 13 and 15), that
drives the drive field generation coils 933a, 933b to produce a sinusoidinally
oscillating magnetic field oscillating at 100 Hz. In this embodiment, the 100 Hz
sinusoidal waveform is produced by a conventional electronic oscillator circuit (not

shown).

The field generation system 935 additionally comprises a cross-over detector
968 for detecting polarity changes in the coil driving signal 970. The cross-over
detector 968 produces a synchronisation signal 981 in response to being driven by the
driver circuit 966, as shown in Figure 17. The synchronisation signal 981 is composed
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circuit (not shown). The field generation system 935
additionally conprises a cross-over detector 30 968
for detecting polarity changes |n the coil driving
signal 970. The cross-over détlct or 968 produces a
synchroni sation signal 981 in response to being driven

b t in Figure 17. T .
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element In total around 8 magnetic elements are analysed in this way.

The control and processing system 939 is used to acquire measured data
representative of the characteristic response of the security device 900 from the
detection system 937, analyse that measured data and compare it with a premeasured
characteristic response to determine if the security device 900 is genuine. In various
embodiments, the control and processing system 939 also controls a beam scanning
system 941 to cause the plane polarised laser beam 947 to move across the surface of

the security device 900.

The control and processing system 939 comprises a processing unit 962 having

an associated data store 974. In various embodiments, the processing unit 962
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used to provide c
for moving the position of a mirror 950. The beam scanning system comprises a

driver circuit 964 which includes a digital to analogue converter which sets the current
provided through the first actuator coil 986 and the second actuator coil 988. The
25  switching circuitry is configured to connect the first and second actuator coils 986, 988
in series, and to apply a driving current in proportion to a control voltage 994 (see

Figure 14) provided by the processing unit 962.

In one embodiment, the ring buffer accumulates several sets comprising N sets
30 ofdata. Once a set of N sets of data has been accumulated, the ring buffer is disabled
by the microprocessor until the N sets of data have been stored in the store 974. The

processing unit 962 then increases the control voltage 994 to cause the mirror 950 to
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d staescpremeasuradaghapactaristic respense data by downloading it from the internet,
and compares it to the measured characteristic signal response. In various

embodiments, Palm-top computers can be used as the interactive display of the reader

and also as a means of accessing remote data bases, e.g. by using GSM telephones.

Various ways exist for determining the premeasured characteristic response of
a security device. These ways vary according to the type of security device and
depend, for example, on whether or not the premeasured characteristic response is
stored/encoded on the security device; whether or not the premeasured characteristic
response is encrypted; and whether or not a unique identifier is provided in association

with the security device. All these possibilities provide feasible embodiments.
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900. In various other enbodi nents, a smart card

carries a security device and unique identifier and
an encriyRbAMdn REMIBRASMIA: hahaktShhski 6f 4 SeRARSEvice themselves

information are stored in the smart card. The smart .
camaly bsusedetd encode fugherdnformation. mHimyetanafey examplasencede a unique
identifier by forming a pattern of shapes. Such security devices may be scanned to see
25 firstly if any magnetic elements are present at various possible locations. A linear scan
pattern of reflected signal can then be used to obtain a binary value identifier for the
security device. A way of visualising this is to consider the pattern of the magnetic

elements to represent a form of bar code.

30 For embodiments of a security device comprising magnetic elements that
encode a unique identifier, a characteristic response may be measured, as hereinbefore

described, for each individual element. Various readers may however only measure



20 characteristic response is neasured as herein
described. In certain enbodi nents the magnetic

we@b@apeisgy of a security device thensel ves mayPGBEGB2@®d/003938
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to encode further information. They can, for exanple,

encode a unique identifier by formng a pattern of

shapes. Such security devices may be scanned to see 25
firstly if any magnetic el enenyg are present at

various possible locations. A linear scan pattern of

refl ected signal can then be used to obtain a binary
valtheechathetetistic easpdmse fortesubsetaiithd yraghtstic cemdhtsvayor@ér to speed up
vigualising this is to consider the pattern of the

ma erF‘i“ﬁ“g&Pé‘?f‘énts to represent a formof bar code. 30

For enbodi nents of a security device conprising

magnetic el enents that encode a unique identifier, a

char act &r iagt iembodapamhsef ra\setimityredaivecdeadisg system, premeasured
herei nbef ore described,. for each.individual elenent.
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30

decr d ., .
aﬁo&rg& ?or variations that are introduced, for example, by temperature fluctuations.
For example, for mean coercivity/jitter this may be when the measured coercivity/jitter
does not differ from the premeasured coercivity/jitter by more than one standard

deviation of the distribution of mean coercivity/jitter values.

Referring to Figures 18 to 20, illustrations of three example structures of

magnetic elements are provided in plan view.

In the first, a collection of regular rectangular magnetic elements (1) is shown
schematically and not to scale. The material of the elements is Nigy Fezo. The material
is laid down to a thickness of 40 nm. The overall area of the signature portion is 1 mm

by 1 mm. The illustration is schematic only and not to scale. In particular it should be
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margin of error allowed for variations that are

i ntroduced, for exanple, by tenperature fluctuations.

For exanple, for mean coercivity/jitter this may be

when the nmeasured coercivity/ dbtter does not differ

fromthe prenmeasured coercivity/jitter by nore than
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portlons (2) do not have square ends, but are
provided wi.th pointed ends. D|fferentl hap d ends
can af Q@ tFiguret AR Zet cfﬂftﬁ?j plipafivants ShAYE ¥ @‘ Signature portion

ﬂgbté@ % atéﬁ ﬁggg 2R PRRY b¥ R Bay HFoirchltr htlghe&iemitrodots (3).

se of hout depart| ng fromthe
20 pflnnthisnhﬁsn@fmhtbﬁalj thicknessdm around 100 nm. Each microdot is 100 pum in

diameter. Again this is illustrative only. Alternative shapes can be considered, and

again elements of discretely or continuously varying size and/or shape, provided the
basic requirement for a device in accordance with the invention that a reproducibly
measurable baseline signature response is obtainable is met.

25
The film is laid down by any suitable method, in particular by optical

lithography such as using the method herein described.

‘)Figure 21 illustrates a mechanical drawing of an example of a small device
30  suitable for measuring the magnetic response of a small area of thin magnetic film,
such as a magnetic film comprising a magnetic signature in accordance with the

invention, for example the signatures illustrated in Figures 18 to 20.



On Figure 20 a yet further alternative is shown, the

signature portion conprising a generally square 1 nmm
whyood/opssuar ray of circular magnetic m crodots PGI/GB2®3/003938

In this instance material thickness is around 100 nm

Each mcrodot is 100 min dianmeter. Again this is

illustrative only. Alternative shapes can be

consi dered, and again el enent4 of discretely or

conti nuously varying size and/or shape, provided the

basic requirenment for a device in accordance with the

invention that a reproduci bly neasurable baseline
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The phototransistor or other light receiving device is connected to suitable

electronics (not shown) which record the reflected intensity from the magnetic material

25  while an alternating current is passed through the coils generating the applied magnetic '
field. Signal processing electronics using a Digital Signal Processor chip or a
Microcontroller chip record measured responses over a number of cycles of the
applied magnetic field and add them together coherently to reduce noise. The number

of cycles recorded will be such that the total zicquisition time does not exceed 10

30  seconds, and for convenience will not exceed 5 seconds. The signal processing
clectronics then identifies the mean switching field for each of the major switching

transitions in the recorded signal. These are then passed to other electronics (not
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structures or at an 20 angle to the long-axis in the
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pr S@ﬁ@rded basel i ne response, and a 5 conparison is
made. Figure 22 illustrates the application of the
15 present invention to a smart- chi pped card of

(20 5 BRGSO MR QO Lahhds, L Ry Ay amay of
t hagrickie eleﬁt&dts\dﬁ appropiivte demiesid ab@)rdkﬁ'ﬁd vx&th the fwventidn is apphed on

card or 10 the I|ke Is illustrated in plan V|ewbt
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SYtﬁ& @&MBtivelP small 1 mm wide magnetic signature device into a specially enlarged

space between contacts on the smart chip. However, such placement is purely for
convenience, and the magnetic elements (26) could be placed elsewhere on the card.
25
At the time of manufacture of the card an initial baseline signature reading is
taken. One way of doing this is to use a scanning magnetometer. In the illustrated
embodiment of a smart card, the baseline response is stored on the card, having first
been digitally signed using an asymmetric encryption algorithm such as RSA. The
30 public key can then be made available to a user and/or stored on a reader terminal or
even on the card itself without compromising security. The signature can then be used

to verify that the card is a genuine product of the manufacturer, and to eliminate the



A magnetic signature device (26) conprising a 1 nm by
1 mmarray of nagnetic elenents of appropriate design
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rear of the smart card. For convenience, in the
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The smart card in accordance with various embodiments of the invention will
25  be applicable to all circumstances where conventional smart card technology is being
used, including without limitatibn bank and credit cards, secure information storage
cards, identification and authentication cards and the like. It provides a means of
authenticating the card as genuine, and thus provides a significant obstacle to
fraudulent misuse of Counterfeit Copies of onginal cards:
30
The system represented by the embodiment in Figure 22 is a simple system, in

which a device in accordance with various embodiments of the invention serves
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The lock (32) incorporates a slot (33) into which the end of the key card (31)

:)

10

can be received. When appropriately positioned therein, the device (36) sits adjacent a
reader (34) of the general design illustrated in Figure 21.

25
The reader (34) obtains a reading of the magnetic response from the device
(36) in the predescribed manner, and passes this response to a control unit (35). The
control unit (35) stores or otherwise has access to the predetermined expected
response, for example storing this within the lock, optionally in encrypted form. It
30 effects the comparison, and in the event that a match is found within predetermined

tolerances, passes an instruction to the control means (38) to actuate the lock levers

(39) and open the lock.



the principles herein described. Oher nodes of
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enbodi nents of the 15 present invention in a | ock and
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c orovidtesevaral [keys. exthis e thenatpsue! heppresant gavention dhay; these will
al : _ e L ; N

P it Govd Sl sy € ABART Hlcoldindif RIRE dbid need to store
et tespuridao basdkint signaturde dor each of these dedvamsr dore gomplex modes of
conjunction with an el ectronic _ignitjon for a .

v BPRTENE, oqtale hp REEHESH WHYER Aot PRIdeE AP Ao B 3 Rty of
f Qfer@ or ?&i&b& BeredsplaraliBROSlofts £6pidvilddiinGsRRRBESH with Aplurality
piece of electronic equipnent, for 10 exanple by

r efjusers. ng i nsertion before the equi pment operates, as

a neans of restricting

In a first example of such operation, a plurality of locks and a plurality of keys
are provided in association with 2 multiple use entry system into a secure area. In a
second example of such a mode of operation, a plurality of operator cards are provided
to control operation of multiple user office equipment. In these examples, all
authorised base line signatures may be stored on each lock, or alternatively the locks
may be linked together on a distributed network to a central database storing details of
the cards of all authorised users. Such a system allows not only good security because
of the difficult of producinig counterfeit cards, biit al§o allows control and monitoring

of access in an active way.



access to a particular service etc. In the illustrated
enbodi nent, a single card is illustrated in

w@s@ao2Esd on with the |ock. In practice, evenp€DGB2003/003938
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sinmple single-user locks it is likely to be necessary

to 15 provide several keys. It is in the nature of

the present invention that these will inherently have

di fferent signature devices. Agkordingly, the |ock

woul d need to store and respond to baseline

signatures for each of these devices. Mre conplex

nmodes ofs fudhesreathodimend nf the web@otensvﬂwaggd imAiguee 24. | lndligure 24,

P B e B8 B BpaieBhe it thE el (o) ilbamated on a abel

as steehablé @antéh t@b@idéﬁ@ﬁédtlpfote&@d offhe me&oniﬁhs@s £pra§ﬁc tab (41)
exanpl e of such operation, plurality of |ocks and

pl whichjopfiorgllydagesporates abh@umm infermatsog adar oededth eta to store,

gtognegkrﬁ;%faéﬁip @}%:? %nu}é%cg T 8}50?m§g éf %r %agncmg information or

pl thedike ko fitemne rbatlwene@,rme 2h ¢4 Plo¥itaet Bo%ntifert mser Bbelled by
operatlon of rrultlﬁle user office_equipnment. In these

achmegf pirapd2hotn the gmbadimant Hblsga@d»athg piachment gfeap (42) is
St ﬁ# ﬁ‘P gs ?% lh g«?&%oerl]tf’a% Ilaﬁstte :A’@é ?ﬁﬁghty m%%e rgl[%léssablen&ypennanent

C eWheml seda‘itgilaﬁ@peraianénd@@f detdchirleit ¢ffthe tdbel @ bfipartitulad importance

aut hori sed 1L;}éers Such a s%letem all ows not only g}(l)od
s et iqre powpteR achpent: wenldiber feadilst ewvisagpd srueh myjeht for example
c f 0 d

PR Bbng i, Roite PO OB’ wmper ntication
200dehagind anddie/1iBB2003/ 003938 51 A furt her enmbodi ment

of the invention is illustrated in Figure 24. In

Figure 24, a signature device in accordance with the

i nvent i THe dnflirhént bR BROROT4AHIRMN s UbeRidpdiTelems & biltedd @éBporary or
to anitemto be|dent|f|ed/protecte§q*ITheIae tfiporary
c diepnpreas manperawhere it aanMHlﬁcthﬂh PE ﬁe@@bleowamcgrporate a device in

'e?%g&iagﬁcg:\gi?% %e@ﬂ?%ﬁ@i@%o 8%3“&%} Fe?% gc hb a@x&%gﬁ r§14é]'e)s of use

i nheludaivithout limnfaubﬂmhpmewﬁecmﬁﬂygaumne Mgg@g@&bels, authentlclty labels
the i ke about itemto be | abel

f
THieE FIEB el Bieadedtomish oo perac%zar Flofipg sncpihel Hiserrien syl identity
t hﬁbéﬁ fof ﬁﬁ”ﬁﬁﬁ% o 5Bk é osIeE] ean? 'lgl;jéjdaﬂi'fv[kt for édﬁgtéiannfsongmal

strated, the attach trap
a adrhshes tcmbq@llmgt Iaxabthansed Mpbaathrmenf gwmunetinram&ddeaﬁalbsk intended

ot PR BHIBR ks FE BT S B K| SoBPLp PR PaFe @tk of

1Qte§hs”ﬁb§s BOHP LK ﬁ%ﬁ@ﬁhﬁ@jﬂ hs 1‘6’919.'&1& iP@rfi®@dot ¥ purchaser to transfer
envi saged whi ch m ght for ‘exanple
a (lower) price label from another item to obtain goods at a fraudulently low price.

The normal mode of operation of a label of the type illustrated in Figure 24 will
be authentication. Accordingly, the prerecorded signature information will usually be
stored on the tab (41). The prerecorded information will be stored in any suitable
machine readable form. In the example given it could be incorporated in the bar code.
A reader will be provided adapted to read both the magnetic signature of the device
(46) and the encrypted expected signature, and to effect a comparison to authenticate
the label. The security effectiveness of the label lies in that it is very difficult to copy,



i ncl ude | ocki ng nechani sns,' tanper prevention
nmechani sns, tanper indication nechanisns and the
wo 2d0a/0255e enbodi nent of Figure 24 all ows | abePCT/0B2@B5/003938
itenms in either a tenporary or 15 pernanent nmanner
where it is not practical or desirable to incorporate
a device in accordance with the invention directly
onto the itemitsel f. Exanple #®des of use include
without limtation inproved security airline |uggage
| abel s, authenticity |abels for high value branded
i t Stase therrapdam neturenf thy Benaturg means thaka tapiet labelivgilbedmehediately
id?@&ﬁh&ﬂeh@%ﬁbs for the sane, for stock control
pur poses, an or exanple for identifying original 20
and hence controlling unauthorised inportation of
genui ne_branded articles intended for another market;

mar ki ng Figure 2:ikusirages adata gowage isk sugh aspdsRsD VP orghe like to which

mar,ki. o j - l ' | [: SU ; as

ST B BB UL el S By Hooporaes
(| awmngnepic i dignababethb f(EONcanplidins nidg@blid @lepkin® Bs ABOES described
at a _fraudul e,ntIyHngw price. 25 The normal node of
op&Feferplyy withig thgslepd Grrea (3) 5 eothermvisst parnies idatari dar encrypted

o B B e O I st o o i

stored on the tab (41). The prerecorded infornation
will be,stored.i ui tabl.le nmachine readable form

101" t he ALURTIRPISh FA TS Togh PHoMEA e BIESYMER GO theqpanufacturer
bafo g@Rkticaté dri2aRe CDMDVDE o REQYiFH 86urRElaht &gJiés‘,J agu? af association
f the d 30 (46) an

both the _malgneti c signature o evi ce 16)
t h&itiing rsyiieldel stogkeeantid] siysierat tor &rackaredigiro aad fdestination of genuine

co 11SQ o.authenticate..the | abel . The security
ef P}e}gi E’ +l\§7eaﬁce1tst% 1‘%#{16' ﬁjé‘a?tgg%ﬁedI@B%rta}t]l’?ntaﬁglthehﬁ(er s very
difficult to copy, WD 2004/ 025549 PCT/ GB2003/ 003938
52 since the random nature of the signature nmeans that

15 a copi i # dBRE aGVERCeR dnpia et CRETatign, Cgéfe FReders sgsnebey manufactured
Sugh;an E ' . ' .
s g ot Delict KPR 1o HEBEE Beaa 1 Bfipditfde the disc,
acast which evilli tendisdbded fromrpglayimg hasitivetsad appiks. e dk is B possible to

O o Sl BB S SRR S SR g 2R S8 with the
Prbaifbtion/ Wutlithicdiig Haad & @8 ihwAlion 3k gghf&r MM 881 user licence

carrying data. An encrypted predetermn readi ng of
20 t harangeenture (56) is provi ded el sewhere on the disc.

10 At its sinplest, in a first node of. operation, the

system al l ows the manufacturer to authenticate

of i gi NatigEBR6IVEE exiubple deMid 3¢ TANRERRIr orf S8R i@RAGfication

| ndo%ﬁ%glgtl. aélllc%na document might be an identification or authorisation document,
such as a passport, driver's licence, authorisation or qualification certificate or the like,

25 an identity or authorisation certification intended to accompany, verify or otherwise
identify an afticle, or any other document where counterfeit copies might be a

problem.

The document (61) in the example includes visual information (62), for
30 example a photograph, written information (63), and a bar code (64). It might include

other data storage or security devices.



with a suitable stock control systemto track origin

and destination of genuine originals, and to identify
waorauokssee sed i nportation and the Iike. 15 | n BCTGB2003/003938

advanced node of operation, disc readers can be

manuf actured which incorporate device readers to read

the device (56) and to authenticate the disc, and

which will be disabled from pl%3i ng unaut hori sed

copies. It is also possible to envisage a system

wher eby such nodified players can be used in ]

conj uncAi deviceicomprisieg mageetid flements onsbavet(benisiivenrpanied into the

system o e jnventio s.part_of an . end.user |icence

2 ShmERt e TR devieE o 0ge i i o neh bR eSE e oG mode of
t h@pd ' Q6 i lafriheAdd dRfosaea. ted
SUSREIGE A UARER (50} ST & AL supRliafln pRoNERRL. an cnorypte

au presecosted i readinig of fe rekpectesiumhgnetic egpassspisralso icoperated into the

l'igence, ,authorisation or qualificationicertifi .

5¢h O?W@t . gnvgﬁlepﬂgm ﬁ}e xg&p%tﬁ%e&tﬁg act%Pl e 1nc<§rp81%e% o the bar
cekbdd bf atheRfsd fbRAARE rkAlaBRABRAMOwWeVEY, itf WillOBe appreciated that in
otherwise identify an article, or any other docunent

whatoge sophistisetedi sysisosi ¥swerlgHhe pessible o share rthe Tergected magnetic
docunent (61).in _the.exa incl . Vi . .
i nF‘@Pnﬁﬁ’ieir%WO{eg’z 5)pt1cfr}§p$ W, tg%@ée%fegﬂgg% Ogltaglg/r%g Bgl,er security details.

witten information (63), and a bar code (64). It

m ght include other data stqorage or securjty. devices. . ...
1010 2004Tbededes marremant3y it thy3gventign applisy {ogdocumentation in this

co IS (o e '

B e
r eactavehient autlidnéicatimnnierica i wlé ciiasustarvedwhéne there israsralngfability to
operatiqn, the device (66) serves a si.nple . .
au%ﬁyi]ﬁl{l%%g R g]ﬁrc'gggtgr’(fmgh@ oglg.emer OgIRgS: f.’&r Srapple 4 gelation to
re?&éhﬁﬂcaﬁ%n'&o%uﬁérﬁ?,ﬁfoﬁﬁal@&ﬁﬁédté&, FRSRIASPapeByvdrk Sfich as cheques,

incorporated into the 5 docunent. Conveniently in the
15 ex pagsr sogey el thilike, dopbdan éespdnsrmenta: and other sughndocpmentation.

code, or otherwi se stored in a readable form However,

it will be appreciated that in nore sophisticated

systens_jt | d be possible o store the expected, .
oot | Viowsdofram, R0t 3inery o Ig of (ROPY ; feyjee means
| degthhdiditAbt MasBRE HagREMe EleRRftUfrichnys, O@fiedéih Ssaidl Snaphetic element

device in accordance wth the invention applied to,
doenmsis sasbensivierio ah aepliodanagsetiofield pr previde pyhargctgristipgsponse.
of copy protection. It therefore serves as a cheap and

conveni t4 [ j ' LEHS GREacturi
205, AR B Y5 bl S Rtuin
security device, comprising the step of providing at least one magnetic element,
wherein said at least one magnetic element provides a characteristic response in

response to an applied magnetic field.

25 Viewed from yet another aspect, there is provided a system for reading a
security device means, comprising: a magnetic field generation means for applying an
applied magnetic field to a security device; and a detection means for measuring one
ot more parameter representative of a measured characteristic response of said security
device in response to said applied magnetic field, wherein said system is operable to

30 compare said parameter(s) representative of a measured characteristic response o one



fraud arising fromthe counterfeiting of genuine
originals, for exanple in relation to identification

waloauieisss, formal certificates, financial paprCGBR003/003938
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such as cheques, 15 paper noney and the I|ike,

I mportant | egal docunents, and other such

docunentation. Viewed from anot her aspect, there is

provi ded a security device medds conprising at |east

one magnetic el enent neans, wherein said magnetic

el ement neans is responsive to an_applied magnetic .
f | QI TROTE EESPRSIVE @@raal%gw 8t ¢ pramaasyred ehaserieistic pesponss ia @letermine
frg r?éépéé?i% o?§£§@£ramte{é?§da‘?re %Ebs%ﬂéﬂhg@q%@aléﬂﬁt hod of
manufacturing a security device, comprising the step

of providing at | east one magnetic el enent, wherein

said at | east one magnetic el enent provides a

e o TN
t NRARe, conPiRiticAREstBp ¥ Sipdythf Ok a%ﬁﬁﬁ'n’i‘%n@ﬁc 881845 lals¥curity device;

devi ce neans, “conprising:” a nmagnetic field generation
mehe sstdporofapehsriring ane  appidredparagetet irepresantative oo a measured

security device:; and .a detectjon means for neasuri.n .
orfdategEtss Tesnatiss O seid SETE deRtea T JePgRSey o d gpRlipd magneti
Cchasl@cdRlr thet step fﬁsmﬁngfsaﬁﬁbdr.aﬁﬁfw(fs? tr¥prest@iative dfMa measured
response to said applied magnetic field, wherein said

s yheaaeTisicoFRspRIise elot Ne30T dRnrp aeepestied PprareiE(skof'sy premeasured

| AR B R B DS it (R cters e

r egabsattiallgeqavlens er (s) of a prenmeasured
characteristic response to determ ne whether
respective of said paraneters are substantially
equi val ent. Viewed from anot her aspect, there is

provi defeded BbMOM fifrHer %ﬁﬁz@i, Rkré i§§&:‘c‘f(ﬂé¥l)ﬁ pr'éd&’& \hé&Ris comprising
conprising the step of applying an applied magnetic

f itd secwity slevice mepnsesderdiwdescribdde st ep of neasuring one

or nore paraneter representative of a neasured

characteristic response of said security device in

response to sai.d appljed, magnetic.. fjield. and the ste

of " omiiptans ceuPaRRHLAdERY Sy Fetise e othes Fehuiies Hsb be used
NRRPHHIREE scl Rl ACTRES. Sitdr %x?ﬁﬁﬁ?ﬁ%ad er ﬂaguéf%g §RMBty devices using

respective pafaneter(s) of a preneasure ) .
c adifheffievet stchingmeeqson den besndeickingimay hehsedeThose of ordinary skill

respective,of said par ters. ar subst anti al | .
o 5 5 o 0 Rlnes B o R G ooy OF sy dgvices can be
Phviufietired WinktviEiousBabliratedpthdingd fortdRempRe bilicédyy, glass, plastic,

devi ce neans as herein descri bed.
metals etc.

While certain of the example materials described herein are ferromagnetic,
those skilled in the art will realise that other types of magnetic and/or non-magnetic
elements may be used provided they give rise to a suitable measurable characteristic

response. For example, non-magnetic elements may be used where such elements

produce a measurable response in an applied magnetic field, where that response can

be measured to provide a characteristic response.



15 Those of ordinary skill in the art will realise
that other techniques may be used to produce security
walewuozss49 For exanpl e, instead of produci ng serUr/GB003/003938

devices using a lift off/wet etching process, ion
beam et chi ng may be used. Those of ordinary skill in

the art will also be aware that various enbodi nents of
security devices can be 20 manuffctured using various
substrates, including, for exanple, silicon, glass,

plastic, metals etc. Wiile certain of the exanple

mat er i al $heresfrardineryrskilbimtharg widl-heoaveage of varjoust thhmiques that can

ski k| pn.the art will. realise that other types. qf .
o REciet dndhar et g B Se manelh emerf® il dor scourity
prodevlesd. t hay ekaneplei £ dne BudhlihalifRniRas WchBldhe and one such
char act er[StI C response. For exanpl e, non- magneti c

el efemRderiptiopragswsdcatns Susdcn Cnsivpdspropess dige dhe fabrication of
gmﬁgfﬁeégc?sgiﬁcr egg&ﬁsﬁrubfﬁr&p'bzg@ V€ 92‘ ﬂaj‘m%a% ?g %!ngg% Physics, Vol. 82,

onseé can sured to
chalNec 1 epp. 46964782 $ Jalys £997Vh2d0#n B2 58 the effect of magnetic element
PCT/ GB2003/ 003938, 55 Those of ordinary skill in the

ar t Sigp Pponthe magneticgropeatissdegeqfechni ques that can be

used to manufacture and characterise magnetic el enents
suitable for security devices. An exanple of one such

manuf act Bmbodjateats hpiodueedaind acoedancre lwithe Her myemstions ataiyoimcorporate

rocess.can be found in "Optim sed . process for, the ..
1§ apFaegiiropkas ?@@%ﬁf@f&aﬁoenmgﬁ%ﬁl oI5 @Q9Es F ¢l eny combination.

AdexRyRiaft s@h’asﬁ‘}ﬁ, NAm @t PR b RAIYFLE Bnta¥@h- calZbe laid beneath
No. 1, pp. 469-473, 1 July 1997, which investigated

t héamwreahovgfrnagagticeﬁlbmeeﬂs dorenhancs jtheir mflentivitye amdignthiei Kerr signal

D" OB s BablR S onf BRUIAIE ThReap P W il AREOEIF B Stented 10

w t

r ef fedadd thelryfeflotivigsin @RtANG CifpRSvITRRS toTIRS Wiyl diRikrast between the
al one, or in any conbination. Materials such as gold,

131 uwpghelifelenepisring o rennding #188m can be | ai d
beneath and/or above magnetic el enents to enhance
their reflectivity and/or the Kerr signal that the
magnet i cinelagiventmbaiimentd emagiedaslenfents ineheishdpy ofawitesr flattened

may be treated .t reduce their reflectivity_ in order
o V% Buavifed Ohp 664 F7Pe 9 BishHiiS ca bt (R ef dorAgmanufacture
Mags¥e] deburitly ABFIRE. S ARNHglel8hd, FoMELRIPI] ifdeh MRRE0° tokbout 90° may be
various enbodi ments, nagnetic elements in the shape of
20ni rprovided.f Inmvarione dther embodiments flattened ends and/or semi-circular ends may
be provided to influence magnetic nucleation. The shape of the ends may be chosen to

provide improved magnetic switching characteristics.

Although the invention has been described in relation to particular
25 embodiments, it will be appreciated that the invention is not limited thereto, and that

many variations are possible falling within the scope of the invention.

It will be appreciated that certain of various embodiments of the invention

described above are implementable and/or configurable, at least in part, using a data

30 processing apparatus, such as, for .example, hardware, firmware and/or a computer
configured with a computer program. The computer program can be stored on a

carrier medium in data processing apparatus usable form. The carrier medium may be,



wires are provided. The end shape of such wres can be
controll ed during manufacture of a security device.

wa@\eooagisedl end, for exanple, from about 60 to BUDGB2©G/003938

may be 20 provided. In various other enbodi nents

flattened ends and/or sem -circular ends may be

provided to influence magnetic nucl eati on. The shape

of the ends may be chosen to §6ovide inproved

magneti ¢ switching characteristics. Al though the

i nvention has been described in relation to particul ar

25 femisksaipie nsadid-dtate wnethotye opfipalea ataguetooptical memory such as a

Ry W U SRR A, 3 et
t her mayestic nnord sucM dsl dideQr ARR! 86 tBE 88ta hHibsEfy %@g{)&n&fcaﬂ utilise

various enbodi nents of the invention describe ove
ar éhei prpgrametor ednifigurenidl forr opsmationg UFlebtampuder pregrem imay be supplied

5P, S48 ) R GE5HRS AL B i i,

10

c offchlifigaddisi ffdquéncy @aRidE RavPoraptidiNcartie waoeput er
program can be stored on a carrier nmediumin data
processi ng apparatus usable form The carrier medi um
may be, R 0, 0 (o] F .
exanpl e"l"lygggl Sgo%jgh?lgggéﬁnlé &%}é@%p\?ﬂ: g %gfﬁe th?l? ’d;e description herein
magiatemerplyi to dllustrativy $xafipted ofliow thd i@ aetaidhen Mt into effect, and
writable disk for exanple a conpact disk and a digital
vel@himany gmbpdimegis jregrTATEE NIy WAEH CABIPERKS, of.8. of other
t apBhodientt N ar! %Tea?xﬂﬁé& &E.Sél&?%avﬂﬁfirf&ﬁﬁ& &ﬁﬂolgﬂn%t’s Sfot explicitly
the programto configure it r operation. The

codgsatiead Ipreigr dior waymple, daippéquéditicn fatesprsample maits the number and

source.enbodi ed .in. a. carrier. nedium s as. an
oI HES PR AL oR iy gt BRGNS P AP Tt e umber of
WayRuilafiidafedetsC & [ hBYf all Gy ParicdROBGe@hs QsHbd sV chSskdrheters may
inthe art will be aware that the description herein -

15 r ebavasiod peogstpmebly; for gxampiei wdertha wpbieal offa rhigveprénsssor, possibly

erib P RReE e Spilssh Hhffed kuorncln bl ABinelE Ripagrature

of other enbodi nents, can be envisaged, along with
further_enbodi nents not explicitly_ described herein. ., .
For exalB5 €opg ek the pegsemtdisclosurerineldes apypovel feauessor goppbination

R0y SR S IO LA ) Scrppaion oo

20 acioespectinesal wisdtleer e net, it eflates todlye elhimddanveantios df setigatdsenty or all

25

30

as sired. Sych raneters may 15 be vari ed . .
p yﬁgﬁ%\mﬁgw,aﬂﬁw&amﬁﬁ }ér,eée&haéﬁntt%‘e %@Pﬁ?%b@raby gives notice
M {BAOREWD BREAP nay RS frlidied 8 HERFORERE FuHRO e ffos@iBion of this
measured conditions, such as, for exanple,

t eapplieadion o of any such further application derived therefrom. In particular, with
reference to the appended claims, clauses, aspects and paragraphs, features from
dependent claims, clauses, aspects and/or paragraphs may be combined with those of
the independent claims, clauses, aspects and/or paragraphs and features from
respective independent claims, clauses, aspects and/or paragraphs may be combined in

any appropriate manner and not merely in the specific combinations enumerated.



The scope of the present disclosure includes any novel

feature or conbination of features disclosed herein
we@kdaohoessexplicitly or inplicitly or any gener aPCHE&BR@A/003938

thereof 20 irrespective of whether or not it relates

to the clainmed invention or mtigates any or all of

the probl ens addressed by the present invention. The

appl i cant hereby gives notice 3fThat new clai ns may be

formul ated to such features during the prosecution of

this application or of any such further application

derived therefrom In parti CGLAIMSsith reference to

t he appended cl ai ns, cl auses, aspects and paragraphs,

features from 25 dependent clains, clauses, aspects

and/ or Pasesyvitpdeyicragoriprisigndiileast! ong mingnttiss elemgnt, wherein said at

OBEGHog o S50 B BB 38 Brovie

cl ahsasgeristigpepbaseand/ or paragraphs may be conbined in
any appropriate manner and not nerely in the specific
conbi natj ons enunerated. 30 WO 2004/ 025549 ) )
S PCH GB26bsEuatadevicsoflamyE wherein spikgfrlpasy ope agaetic element is
co pioﬁEJ‘QyQtsuﬂsﬁ’at%? one magnetic el enent, wherein said
at east one nagnetic element is responsive to an
applied magnetic field to provide a characteristic
r e$ponsdlheSearrityidevise ofiClaiy 2dwhercin sfid G laistnofie maigeetisi element is
sai d at (Leastdglﬂgetrntagneti c elenent is supported by a
suBEPPYPEON 10 YPSUAEE ity device of Caim 2, wherein
said at | east one magnetic elenent is supported on
said subThe atdurity.deviee Seany iptatediay i CRimf whBMin said at least one
preceding Claim, wherein said at |east one 10 ]
10 ragiesrdtis ~ elemgBhtis | spaasiyenii vaidt applisdd magpsticedield to switch the

nma (&) A . | A

o Eatch it o B kol O or ARPRTES e e slment
element. 5. The security device of any preceding

d aim Vieseountysivite af ahyeprstedinpeClabgndicren saild epfeast dns magnetic
made from a terial, t. operates i,n _a shar

WP BR LTGRO e DYREALE PP Gop PiRaS BY eaHige mode,
preceding Claim wherein said at | east one magnetic

156l ey secsrityridict bOMyeprotdtptClainh,| wheséth bailat Radtdne magnetic

7. The security device of Claim6, wherein said at
15| eglemensAemadeyfiam; aomagnsteally soft material.
7. The security device of Claim 6, wherein said at least one magnetic element
comprises a magnetically soft material selected from one or more of: nickel, iron,

cobalt and alloys thereof with each other or silicon, such as nickel iron alloy, cobalt

iron alloy, iron silicon alloy or cobalt silicon alloy.

20 8. The security device of Claim 6 or 7, wherein said magnetically soft material is
a permalloy material.
9. The security device of any preceding Claim, wherein said at least one magnetic

element is substantially wire-shaped or flattened wire shaped.

10.  The security device of any preceding Claim, wherein said at least one magnetic

25 element is backed by a light reflective layer.
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iron alloy, cobalt iron alloy, iron silicon alloy or

cobalt silicon alloy. 20 8 The security device of

Caim6 or 7, wherein said magnetically soft materi al

is a permalloy material. 9. Tge security device of

any preceding Claim wherein said at |east one

magnetic elenment is substantially wre-shaped or

f | Bkt eriH security slheipedf anlGrecEling SHaiur, mthyraiesdid et lehst any magnetic
preceding C ai wherejn said. at .| east .one magneti.c . .
D SCIER IR (PP HFh DREMAY, B 4SR5 et FPRRGEIVE RO of wgid security
2044425549 PCT/ GB2003/ 003938 58 11. The security

device of any preceding Claim wherein said at | east

one magnetic elenent is provided proximal a reduced ]

| i bt ?Brel sgewrityideyicp of ahy prestdisg Clrise compriging dalimghity of said at
12, The secur.ity deyvice of any preceding Caim

COo quwagrhetlﬁleﬁmnsty of said at 5 |east one

magneti c el ements. 13. The security device of Claim

1213. wheTiri seoigy deite s BClatny 19fwitsdgn edid pliehiggeittigh&ic elements is
arranged to provide a |linear pattern. 14. The security
dedrrangedip providere linear ppléisIRi n said plurality of magnetic
elenents is arranged to provide a two-di nensional

pa er a . . .
G o o e Ry GG SOCHI 1, IR Sy phirt BT kg lements i
1 Garrafiper to@camidd y twtedinmmsiohalgatterpr ecedi ng C ai m

further conprising a unique identifier incorporated

t ewi.th. 17. The se Lty . devi,ce | ai.m 1§,

whr o1 M 3Py PEes PECTRh G (R, Pl oTiyeR s pperggpeodes an
ofidefifiepr nore of: an optically readabl e bar code; one

or nore optical indicia; a magnetically encoded

identifier; and an electronic identjfier. 18. The, . )
selfur i thregiepidly deviea af Ry Pregedingt @iy Sithgr comprising a unique
S = ' d electronic identifier is
pﬁgéﬁtgfég{ng?/mgﬁgﬁp%@@g?d chi p provided on said

smart-card. 19. The security device of any precedi ng

1 m Theeeairity geaneal cleied 16, wherein said unique identifier is provided by

way of one or more of: an optically readable bar code; one or more optical indicia; a

magnetically encoded identifier; and an electronic identifier.

18.  The security device of claim 17, mounted upon a smart-card, wherein said

electronic identifier is provided by a smart-card chip provided on said smart-card.

19. The security device of any preceding Claim, wherein premeasured
characteristic response information representing one or more measurable parameters of

said characteristic response is stored on said security device.

20.  The security device of Claim 19, wherein said premeasured characteristic

response information is in encrypted form.

21. A method of manufacturing a security device, comprising:
providing at least one magnetic element, wherein said at least one magnetic

element provides a characteristic response in response to an applied magnetic field.
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device. 20. The security device of Caim19, wherein
sai d preneasured characteristic response information
is in encrypted form 21. A nethod of manufacturing a
security device, conprising: ¥ providing at |east one
magnetic el ement, wherein said at | east one nmagnetic

el ement_ provi des _a_characteristic response_in_response .
t 82an Abpmepdyaf f&ime29,; camprising plovigngosid gt least one magnetic

POLLGRA03LA03938 59 22. The nethod of O aim 20,
conprising providing said at | east one nagnetic

el ement on a substrate. 23. The nethod of Caim 21 or

CR3i m TRe nethudr of5Clagmf2r ori @lyirs 22 cartiprisiegs foronmg said at least one
magnetj c_el enent usi.ng.a lift-off or wet etching
p%ﬁ@.d@l%?mﬁé?lﬁé%ﬂ%wﬁtfett@% MHPPH5-0r A ai m 22,
conprising formng said at | east one nagnetic el enent
Using #Re hAhdJACHTRIA V1N 28k 225 cordprisidg CorfRhg 84ld @k least one
any one of Clains 21 to 24, conprising neasuring the
naggnticciguednt vsing e iasrbepretchifigpietdss par aneters of

said at | east one nmagnetic elenment. 10 26. The net hod

it of O el Pl G091 028, BRbASAL gagine the

2maghitfde@) rof2éhe 60 MRYTE Shap@ietis ipagnictees wE asidr et least one magnetic
rraglgnitude(s) of said one or nore magnetic paraneters

t elemepk esent premeasured characteristic response
information. 15 28. The nmethod of Caim 27, conprising

€BET Y Pir} L £ RN GHESS Wb Rrisifd HeafhREIohE bf n{d?é BPOGECivity and
[ g§or rrg?igglr?.&ﬁw. The net hognsolfgd aim g? or Claim 28, v
ciittprvabiesg storing said preneasured characteristic
response information in encrypted or unencrypted form
op,sai g, security Vi C 2030, e . '

227'or %Fﬁ%&%‘? %o }rflsissn §* s?gé?l}l n%-&sgl %r?rgghg%llsngr 215 "neasured
c hngaigide(s) I fid 05O ViSRofeNfrafistici patathteBNor yepteentopremeasured
unencrypted formin a storage

characteristic response information.

28. The method of Claim 27, comprising encrypting said premeasured

characteristic response information.

29.  The method of Claim 27 or Claim 28, comprising storing said premeasured
characteristic response information in encrypted or unencrypted form on said security

device.

30. The method of Claim 27 or Claim 28, comprising storing said premeasured
characteristic response information in encrypted or unencrypted form in a storage

medium remote from said security device.

31.  The method of Claim 30, comprising storing said premeasured characteristic

response information in encrypted or unencrypted form in a database.

32.  The method of any one of Claims 21 to 31, further comprising providing said

security device with a unique identifier.



medium renote from said security device. 31. The
nmet hod of C aim 30, conprising storing said

w@e@nezswr ed characteristic response infor mat PONGBR003/003938

encrypted or unencrypted formin a database. 25 32.

The nethod of any one of Clainms 21 to 31, further
conprising providing said security device with a

uni que identifier. WO 2004/ 025849 PCT/ GB2003/ 003938

60 33. The nethod of O aim 32 when dependant upon any

one of Clains 28 to 31, conprising storing a

r epd.es ehhamethod off Gain 32 whgn elepehdanti drogranyrone of Claims 28 to 31,
associ at i Oﬂ with said ﬁrenFas red char teristic .. ith said
r cSPRRTES HPTI AL PRITSCnERON BT 834 (UBHAYP 3F° ‘&5’8 {Thgssgeiation with sal
S efiétnchdtrdieihafaRteriSRI REp ok B foradloBgnet i ¢ fiel d

generation system for "applying a magnetic field to a

Sewitxs&aﬁif&%acaggaeec% Hcg,nccﬁﬁ%;ﬁf for measuring

S
one Oor nore parane S representative off a neasured

5 char act®miagnatic fiedd genesationfsystamdos epplying  magrictie fiehd to a security

reée?on.se o said magnetic field, 10 wherein said

sy&tHh # operabl e to conpare said one or nore

par anet £gectidySRAMoR hheiSurfe che'BraRbleSShrameters representative of a
characteristic response to one or nore respective

p ameasptedrchaatteristir respmse o chid heousityt deviet incresppnpo trs snid magnetic
deﬁejr m ne whet her respective neasured and preneasured

pa fil’et ers are substantially equivalent. 35. The

10 syst emher&hadail S¢stenitieroperibleh®d bBEpatisaid o8t dr more parameters
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generation systemis 15 operable to apply a tine )

v aliepTesritaiyg net iac nepaired cBaracteristigr responseyioc ene 3. mpfg respective
sy, i 035 [ t .
s P ol Gl ol o Bk B R respecive
symtsmedfand pyentasured pa&chabters aBelsubstadiallyvdyaivalant.sai d

light beamis a visible or near-infrared beam

pr3giuc erhebyystent *FTLaith 8dewheRindthe Aagn&ieSHEM @nefiiyn system is
one of Cains 34 to 37, wherein said paraneters

r eQneEblato applye thpe wsyiag sagagicrsld fq 3/ sexpmty; deyicsr

val ues. 39. The system of any one of Clains 36 to 38,

whey ei nnéabﬁté;*ﬁtoefcmgg 5 3k &Mhind BBONARES 85 light beam is used to
magnet o-opti ¢ Kerr effect detection apparatus for

deinteobgatg saith aenyeiy device.

37.  The system of any one of Claims 34 to 36, wherein said light beam is a visible

or near-infrared beam produced by a laser diode.

38.  The system of any one of Claims 34 to 37, wherein said parameters represent

one or more of coercivity and jitter values.

39. The system of any one of Claims 36 to 38, wherein said detection system
incorporates magneto-optic Kerr effect detection apparatns for detecting changes

induced in said light beam by magnetic elements of said security device.

40.  The system of Claim 39, wherein said magneto-optic Kerr effect detection

apparatus is configured to operate in transverse mode.

41.  The system of any one of Claims 36 to 40, further operable to deflect said light

beam across the surface of said security device.



i nduced in said |ight beam by magnetic el enents of
said security device. 25 40. The system of C ai m 39,

wob@reis4sai d magnet o-optic Kerr effect detectP@RGB2003/003938

apparatus is configured to operate in transverse node.
41. The system of any one of Clains 36 to 40, further
operable to deflect said |ight . beam across the
surface of said security devi & WD 2004/ 025549

PCT/ GB2003/ 003938 61 42. The system of any one of

C aj 4 to 41, furth d ' .
T T SR HEEE BTG 40 A Qg P o wie
of jdeh@fidh fon sald8dcalify deRicd. uni que identifier is

identified by recognising a pattern of magnetic

el enents supported by said security device, 5 _44. The .
syé4d.em Bhe cydem ob Chima42, Wwheels said pmdym idppgifier is identified by
Y e il hl . ar .
G bR et SO 89S el e
indicia; a magnetically encoded identifier; and an

5 el 44t r oThe systbandf Claim. 4246 43T ndhessjrs sadnunfquandentifier fidentified by

Clains 34 to 44, further oper to determne said .. ...
onEEaging B &r fr@gﬁeﬁﬁn@eﬂﬁwgﬁ%@&%fo % 90 PE IS Bl indicia; 2
Chﬂa@?&ﬁél’}fyé&ﬂcﬁdécﬁ%&ﬁﬂﬁ%_aﬁ& an HectrGadidaisgl d one_or
nore-paranfeters fromsaid security device. 46. The

system of any one of Cainms 34 to 45, further operable, i
t o48let eFhd systesmpfianyoens ofrClaimrse34 tostfe dthas opetieblede aletermine said
0

CaPte BB AR P AeREpe of MRS Snitbepol i khnse by

10 Isyfeta@iﬂ% 84id Gha bMnéfe pavdiedt@h Frofiatll Walithdseicks renotel y
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fromsaid 15 detection system 48. The system

of any one of Clains 34 to 47, furfher operable to . .
det®-y pt Thessxstranetirmyoonerpf Eaings 34t 4 ﬁgga{ﬂe to determine said

| NG BPEA&&A‘ rﬁ%t%ﬁtgvaa' ?ag;?lﬁe’ﬂ'eﬁagf Ble PreRebdRel icRara®BGdtkPERFonse by

form 49. readi ng a security device,

c orgading said one @0maregiayanmgera fivmgndatibesd.i el d to a

security device; neasuring one or nore paraneters

RSP, O R S a4t T AR s

f i gétebtioaRgsteANPAri ng said one or nore paraneters
representative of a neasured

48. The system of any one of Claims 34 to 47, further operable to decrypt
premeasured characteristic response information where it is read or provided in

encrypted form.

49. A method for reading a security device, comprising:

applying a magnetic field to a security device;

measuring one or more parameters representative of a measured characteristic
response of said security device in response to said magnetic field; and

comparing said one or more parameters representative of a measured
characteristic response to one or more respective parameter(s) of a premeasured
characteristic response to determine whether respective measured and premeasured

parameters are substantially equivalent.

50. The method of Claim 49, comprising applying a time varying magnetic field to

a security device.



characteristic response to one or nore respective
paraneter(s) of a preneasured 25 characteristic

WO e®porse t 0 det erm ne whet her respecti ve neaspeEdBad/003938

premeasured paranmeters are substantially equival ent.

50. The nethod of C aim 49, conprising applying a tine
varying nmagnetic field to a security device. WO

2004/ 025549 PCT/ GB2003/ 003938 982 51. The nethod of

Caim49 or daimb50, wherein neasuring of one or nore
paraneters representative of a measured characteristic
response of said security device in response to said
magnetic field conprises neasuring one or nore of

coeici ViThy radtbod f jA14ihen9 \b2| Cleln 562 whikeh MRhARthgOsf 87y or more
one of Clains 49 to 51, conprising interrogating said, )
s e Parameleryepresentetiveny aqmeasied chaagierigiv respeasat saisicseenrity device

i PGt B R PR 408 ooty

554 jitttheslwset hod of A aim 52 or (aimb53, conprising

detecti ng changes induced in said |light beam by

magneti ¢ el enents _of said security device using the . .
magﬁet O&Bﬁtm%}?c’c{(@f A ons f CIgEns 49,40 3 KOMPEFING) igfeRpgating said
54 setRRPAvRIeNEing S NGt bdg, Magnet o-optic Kerr effect
transvérse node.” 15 56. The net hod of any one of

G aims 52 to 55, conprising deflecting said |ight
be&d aclbe smethnd eflmfyace of Chithsl 48 de ¥2i compesing eperdting a laser to

The net hod any one of ,Clainms 49 to 56, conprising
r e%ﬂﬁ&e aa“ﬁﬁeq?fé%éaﬁ' eldfble%tp‘ fromsaid security
device. 58. The nethod of O aim57, conprising

101 deat i f Yhghethod &f OMiaE2 drddifi 53, @bmB¥ising Aefe€8:f0¢Habdddnduced in
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a pattern of magnetic el enents supported by said .
seédif light beaty yemaguptic plments ofdidofecwity; deviss usingdhke magneto-optic
COfRfcfed i dentifying said unique identifier by

readi ng one or nore of: an optically readabl e bar

code; one or nore optical indicia, a magnetically
enéddedThalamthdd ef ClamdSé4ncahmtsingonsing i thie maghetoraptieKerr effect
Thﬁ net hod 8f any one of Clainms 49 to 59, conprising

de

ESYFRT B %%ai d
56.  The method of any one of Claims 52 to 55, comprising deflecting said light

beam across the surface of said security device.

57.  The method of any one of Claims 49 to 56, comprising reading a unique

identifier from said security device.

58.  The method of Claim 57, comprising identifying said unique identifier by

recognising a pattern of magnetic elements supported by said security device.

59.  The method of Claim 57 or 58, comprising identifying said unique identifier by
reading one or more of: an optically readable bar code; one or more optical indicia; a

magnetically encoded identifier; and an electronic identifier.

60.  The method of any one of Claims 49 to 59, comprising determining said
respective one or more parameters of the premeasured characteristic response by

reading said one or more parameters from said security device.



25 respective one or nore paraneters of the
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wor@4025500r € paraneters from said security devPCEGBR3/003938
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2004/ 025549 PCT/ GB2003/ 003938 63 61. The net hod of
any one of Clainms 49 to 60, conprising determ ning
said one or nore respective paraneters of the
premeasured characteristic re&ponse by reading said
one or nore paraneters from a database. 62. The net hod
of Clajm®61, conprisin @c.ces I ng a dat abase renuot el

| 6kat edbe methog el 4By epeitdais fg%@t CRPIEANE SHIRAE Said one or

O];no?@%sﬁ%gv@%argn@éef%f‘{ge %ﬁm@%méﬂh&%feﬁ%@é%%&is@ By reading said

decrypt reneasure aracteristic respohse
i oh®ommbicparanetere fiom & databesal or provided in encrypted
form 64. A product conprising the security device of

a ong, of [ .t0.20. 10.65. The pro t of Clai

5% o meffied T elaih o PamBReing aeRretipb A S as SRy Tooated
afohO@Rf ddidttieAEFhtend COMpact disc; a digital versatile

di sc; a software product; packaging; an item of

clothing; an item of footwear; a smart-card; a credit .
o63.bankhe arethodaof emys aee o€ Glaims 4%tp EAglumber cogppsipg decrypting

e ERse e R o RBE i BERRRo MR L b provided in

encrypted form.

64. A product comprising the security device of any one of Claims 1 to 20.

65.  The product of Claim 64, comprising one or more of: a document; a passport;
an identity card; a compact disc; a digital versatile disc; a software product; packaging;
an item of clothing; an item of footwear; a smart-card; a credit or bank card; a
cosmetic item; an engineering part; an accessory; and any other goods and/or items of

commerce, whether manufactured or otherwise.



