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SHARED DATA CENTER DI SASTER RECOVERY SYSTEMS AND METHODS BACKGROUND

[ 001] The present invention generally relates to disaster recovery
systens. Sone exanple enbodinents of the present invention are
applicable to distributed virtual conputing services provided to a
plurality of custoners. [002] The present invention generally relates
to conmputing services, e.g., virtual conputing services provided by
a service provider to an enterprise custoner, or to nultiple
enterprise custoners. In sone exanple enbodi nents, disaster recovery
| ocations for these enterprise custoners nmay be provided, and the

di saster recovery locations for nultiple enterprise custoners may be
distributed across nultiple data centers that are also used to
provi de regular production services. [003] Service providers
typically provide services, e.g., virtual conputing services such as
hosti ng or storage managenent, from a nunber of data centers. Each
data center may contain servers, networking devices, storage
systens, security systens, and all other hardware and software
resources required to provide for the conputing needs of the
enterprise custoners they serve. Each enterprise custoner's services
may be provided primarily by a particular data center, in the sane
manner as a conpany that manages its own conputing infrastructure
has a primary data center. However, mnultiple enterprise custoners
may share the sanme primary data center. Enterprise custoners contract

wth the Serg@ gﬁ&p@&%ﬁg&;k%@&%@&&&%ﬁ EPSrE X\E B‘é_\%ﬁﬁgs
cust oner appl . proviaers tnerr al
resources needed for each custoner application in a data center.

Service contracts may include guarantees of certain |levels of system
per f ormance and
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avai lability (e.g., Service-Level agreenents or SLAB). [004] To neet
service availability targets, and to ensure service continuity in the
event of a I , disaster recovery services nay be_provi

Exanpl es o?vcg @%ﬁ"g‘{ﬂs i ncl ude natural disasters, power EHUP%?W%G”“O
network failures, fires, and other events that inpair the operation
or use of a conputing center. Consuners of virtual conmputing services
typically require disaster recovery services able to ensure that
critical appl SHARED DATABNTERDISAETER RECOVERNSYSEEMSANDIMETHODS
significant failure. Often these custoners require di saster recovery
services that are able to react to the failure of an entire data
center. Therefore, service provi GNcKEGROUNDA! | ocate redundant systens
and services in renote locations in order to inplenment the disaster
r ecovemgalser Vi TRrésencaton genelikObiales %&é&ter Tecdr O84S BoM8 example

PCT/ US2008/ 671 5] _An_enterprise o t| N9 ,.t.s. 0 ta ce ter
mmy have. SHORHTIYS ol CHeEd BAERRD AecanEent b Lsho Dot it
backup i nsérh&sm@ided@daﬂludi:waﬁu&toms its prl mary data center. The
problemw th his approach is that the resources spent on the backup
are t f@0al | y Thelpeesenthienentidnegeperilivareipted fn compaingegeniicss, s Wtdeberiiputing
Thus, the &vleésfb@@ﬂdee% l#Jeﬁﬁtefp%&ehtéaraaﬁérsﬁs@kustbﬁ«eh'ogEb m%a@@mﬁﬁb@% )

f or many txges (6] res urces. Disaster recovery resources rovi |
this manneistmes. i Mebmeexanrle enbeiinenth gisaRwdewye iaraions firthess enfers

Al ternati g@ttame@%t? HEeproliBS1, %@;&h@@trssstémﬂea]gva&ynmeatﬂ?ﬂmaﬁ@@bséheﬁ@ﬁan@é
recovery ala cen 0 _Sserve 0 nmu st S
he typ! caibiece oy b AHRE Taur QPR T (oT808 e Al dovbi BVl a

| ocati on separ poeuctiooseriidess. ot her production data centers. The
service provider would then equip the data center with the hardware
and ofem3] r estaNiEgyoUdesltypicallyrrowidiesenices, weed.. G gormpiging eervicesessich as
its custo r T S
St ol Epa R sBHAE mar iRt m 2 Hirbel RS cHRérk alhLito CBtbChl
maj or di SR sewverst Selpedding devires.estamge Futene f-:;mrftv GRS, ciadl Oyt o

nmeet the dha@skeind SRGAMEFoER%Afedalb! prblige GFSHEBfputi H&dds [dh€he
central disaster recovery site may not be configured to provi de\d%?

easy tran§MeiPHRE EStBiET él"telyo‘%‘"’rnﬂﬁhe??cﬁ CAFEER{SE SHSTBEI T SVIGRR SPAYNRR PO

cust oner s pamérity assa pRficMbiCath E:Qﬁérﬁmﬂmb RBhY w&hlﬁeﬂ‘ aata doh‘@a@ﬁmﬁt fmam@eé rtom
a common event ansi t

i ff
backup si CEP emelf’T"Fg'gs ﬁﬁ&%ﬂ?ff’?tﬂ@ h%?cfgrl?r ’@?'He‘#ah/ c?"é%rhl Bﬂweveh ’H%{ffgﬁ eannFee
t he di sastetonicees mwpsi;aresﬂae saroe priraarg date @sntele dEntepprise eustoroas cintrect vdthttbe
E.eﬂé Ce hofiiee = S ﬂﬁeéer%@&t RF cliforhbS BB MHe ervice
primary pepoudidersitm aﬂmaée uhasesmamset@edqdffo'méh eHsEsr @pplicdtionies Qataa@rzier
center i geMRaRbGdR RE\Pchﬁﬁe HRBMhEES of hrtafP IRl ASQRem L RFoHRINY GRS

of all enterprise custoners
availability (e.qg., Service-Level agreements or SLAS),

[004] To meet service availability targets, and to ensure service continuity in the event of a
disaster, disaster recovery services may be provided. Examples of disasters include natural
disasters, power failures, network failures, fires, and other events that impair the operation
or use of a computing center. Consumers of virtual computing services typically require
disaster recovery services able to ensure that critical applications remain functional in the
event of a sighificant failure. Often these customers require disaster recovery services that
are able to react to the failure of an entire data center. Therefore, service providers must
allocate redundant systems and services in remote locations in order to implement the

disaster recovery services expected.
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| ocated in the failed primary production site will be affected. [007]
There exists a need for a distributed disaster recovery system abl e

to provide ' recovery services to enterprise c r
efficientlvmgﬁﬁgégﬁ%ably. SUMVARY [008] 1n sone exanpﬁé&gﬂﬁgﬁwwgﬁ?s
of the present invention, a systemis provided for providing
conmputing services including a disaster recovery capability for a

pl ur ajoagy; of #Fpéﬁﬂérbﬂis@?op‘é@w@ ae ofﬁwéfanfeh‘@ﬁ oy Ha QIR §ntrra_fai§d|ﬁ§t§:ﬁ§éh cRup
system may .i ncl ude a plura ons, eac avi a
ol oral 1y e S aen B e abradie TRE B bbLe SRt Bl By e i s
and confi glmar ﬁlﬂblém mtthdvs eiproaich Istiadt the rqsumrcamgspsn&rom tbeSadkOp ate ﬂ,fﬁmv idene
of the pl wh the%nmarty d%%tc%H%F !sseer(a: onaprﬁ‘mus th(-l: nvetr HiGd § qu{@ ferﬁTY aﬁgroa L on

each enterprlse cus confrguration dat'a
dat a | ocalsdiphabften i@?/pmrtmane tn:res wﬁr@owm dfi sasﬂaerqunwesn Kea:burceb eouidedirs

t hat prov’ch%‘%ﬁ?n‘ﬁlarr érHﬁleﬁE@HH’(\;l{?hﬁﬂg SRl GRS rdsQ bd2e enterprise custoner.

In the eXxanple system ea erprise custoner nmay have mrrored

transpggdion dati@ anekly, %orNé( gervﬂeé"@ﬁﬁlﬂd‘érsvﬁwalmnzé)%éléa%g@&@aster recovery data
PCT/ US2008/ 067140 replicated configuration data stored at a

respect i vENERE LB FERIR yhoRRedB fof (THEIPISHyETomSTS- | Wi itie! case # Rgvice pepvider

secondar ywb@g &ichier Hsta Contbs étua' Rektio sEfPMtk dRnVitd bal pro@uEBst UM\ centers,
servil ces or the cgﬁ&oner res

o euster B ties sVl Toudt Bef RBGTRE e CErOHRH e Dby, PR

ent er pri sesqusssased td panidbeirgl fnputitkeserifgest th atsembiomprsi 2 etha Usdatiorsr ' s
[eSPeCt iV EPLIBACRIBLC At B8 liRhineh ot ATsE LB ARMSrHBLEN MoflovCh

set of enterprlse C sane prinmary oca
cor r espondhergmajecdsedter y\‘ﬁlm{:w rotiere maynob ée dutfﬁmnt b@l-’(ae!d/ taanast thetdiraster

plurality e%ve%(e%ﬁ&@# al %%bt%ﬂa%rs [ AP knd ElenﬁfQI &%@@P#&o%ﬁ%n%@@ﬁ& o

t he pl ura‘ Ity ‘of physical locations may have substantially [ess than
100% res e?q}”ﬂgltf%ﬁ’d?"?“}def@reaaﬂ Ganstier trope@iet Yhen pdieAster ACCHTS- uifiple
system f @IsthePJWI%s@%brﬂc@ﬁ@ﬁw' OftEnantaeht BR\sbNE tifkl Wo% és?rhﬁdnyevé’m it may

ol onsbe R e A i B3 bkt E e oo e Bl arfiaiy gpstion.

reserve caﬁalw imyleftﬁé ddbsasteesvetyeroites yie ;ir&&de]d Hel‘ﬂaoﬁrfrcﬁn(athﬁi' eatsy:sﬁterm
t he total recovery

my be. aplPoREe: e SR Bato VecBh®'s REfle bt TR0 Bl o i
primary cd’musl:bmarg \nﬁde v|poesrymwctdaedzt¢)§1astfmedphy@|d5agte;1 fe@aewdatatchram

has the | argest t???@\g%ezﬁem&'& ¥ LI )’easc%orﬁﬁ?éltsér()‘éessﬁl‘r ¥ %ﬁémrléeoa%loﬂeps an

exanpl e Séstem set of enterprise custoners having a common
primary akeeted bamiBirdsEientaPyCcityse o4l be abgged.on, the common

secondary | ocati on may .
[00% There exists a need for a distributed disaster recovery system able to provide

disaster recovery services to enterprise customers efficiently and reliably.
SUMMARY

foos] In some example embodiments of the present invention, a system is provided for
providing computing services including a disaster recovery capability for a plurality of
computing service enterprise customeérs. The example system may include a plurality of
physical locations, each having a plurality of hardware and software resources of a plurality
of types and configured to provide virtual computing services to at least one of the plurality
of enterprise customers. In the example system, each enterprise customer may have
configuration data and transaction data located at & respective primary one of the physical
locations that provides virtual computing services to the enterprise customer. In the
example system, each enterprise customer may have mirrored transaction data and

3
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have sufficient reserve capacity to provide substantially all of the
virtual conputing services required by the set of enterprise

custoners. [0 an exanple system for each set of | SE
cust oners Mﬁ%lsg%gommn primary and a conmon secondaf&@%@%’%%m

| ocation, the common secondary |ocation may have sufficient reserve
capacity to provide all of the services required by that set of

ent er pri sgphdatddadRfighratbR kék stdﬂdecfié't aenieaqu@mdsgy@ﬁ@rmon@\oaw pRDSiEN REARAS
custoner na ve a contracte evel o .saster recovery serylce
por f of BB S seCoriBn.bRRirh S o ties to VR TR sPBRIDE ebi e
regul ar contanagtiedetpeusd toothesercuirare pérd disasdrceveniafiat hodvests ethy \srétal of
enterprise _custoners avi n comm ri . S dary
physi cal Foomcngﬁ F%n, W{C%efglb\éﬁﬁngﬁgrpgséecgunc@% § ff%gzijte %ggprﬁvﬁ@egﬂg%ghes uﬁr%?pgiséént
reserve cepEmeary reéspeqive pricieryt fhgsicad licationt el the\esdmplé systhing ofet each set of

recovery " r rRL | ' i . set
of ot o poiteBhe B B s ar PR S PR o g S5p bR
PCT/ US2008e0 b7 diaigbutpd agpss Ahe miwralip Pephysict eateas al so i ncl ude a
configuration replication engine configured to copy configuration

dat a ges fBrh FEapiR 1P Barpueh My eWralive &f whrrrak dcatays eReeBys se
cust oner  aibstahalie RESIHRA ILS0% 4480 BRJCIEY O didkBiel ekt i On to the
secondary location. [016] In an exanple system physical databases

for apo¥0]t er prinsan exshpersystérnc el physidahdocations,masch  hovingt apmmoxinagteip eX
mrrored . ; i.0n. ] . .

fr ansact | SFPHSa ETOE goripleRE ShEE caciofhing By a T3 s BRABR iy
synchr ono&prgxiraately KENslg eadiirne\resepcampasity fof dissfer Irerovgiy.exanpl e syst em

t he conputing services may include application services, wherein the
appl i Ylon sdP\ANCREMARSYHARI HgdoBhamet hrescae Bpacion aravidam sy cdiseeiar
proc eiSSI ngac?veﬁ,ﬂh?sﬂ& @dﬂaﬂixlhtﬁdt@ysthe@aﬂg 5@6ﬁléﬁrtl%g&ﬁe aap‘é_@ﬁé/\»fgrqgimaﬂ-@éc?ﬂpuhﬁb an
exanpl e system conmpuyt i _services y, be provide syst ens

[ ncl Udi ng oM BIPVARST &Y O (TR JQEIRTe Fhat s e, eY; Bpay toF prmary
2-tiered wetpusiey seevices, 3-tiered web servers, and n-tiered web
servers. [020] In an exanple system the conputing services my

i ncl upLA]T | nfinast exeotpler eystavarfag emmbniet DE repfapmise dustoherdi haging ree conmeror e

of storagg.: t] . an
Secur iy P AT Bl RA IRl opaol Y <ol T RBRARTY ot oy
har dwar e B#Ye suGfienidreereceprefte EsprpYids supsiantilly alf efcthe Vigpd | cpmputig services

pEyS! Ca: FRGiIRdd HYRe SERYF Bferbi@ cBaBMerkype at each of the plurality of
physi ca

[013] In an example system, for each set of enterprise customers having a commaon
primary and a common secondary physical location, the common secondary location may
have sufficient reserve capacity to provide aill of the services required by that set of
enterprise customers.

[014] In an example system, every enterprise customer may have a contracted level of
disaster recovery service performance that is less than or equal to the enterprise customer’s
regular contracted level of service performance, and for every set of enterprise customers
having a common primary and a common secondary physical location, the common
secondary location may have sufficient reserve capacity to provide the contracted level of
disaster recovery service performance for each enterprise customer in the set of enterprise

customers.,
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| ocations. [022] In an exanple system the plurality of hardware and
software resources provided at the plurality of physical |ocations

may providg, t | ogi cal level interface for appli |

each of th@op%ﬂﬁsﬂ%%ﬁ?y of physical |ocations. [023] An eﬁ%?@&é@é]ﬁ‘gm
may al so include a data network connecting the plurality of physical
| ocations and configured to transfer the configuration data and the

} r anse@i:;]onl daﬂrﬁexahﬁie\&?ﬁémfrﬂ? aBb iHcRibié b)tor(ﬁburléﬁ&ﬁﬂeﬁl&htzdn%ghe @ﬂﬁgur[eegcﬂ]
n an exa e S alt a .ne (0] rovi de
b ant soBPy GaRlaoh e Grten Trape Mittel Bhenta Siced ot 3a Folthes

t he data nstommr kit tha enieeprieo afstayer'e priirh@y [peatioh dethvyBamgdxy BEitionLayer 2

connections between |ocations. [026] In an exanple system
repl i E@kGJon oflncorekagpie aystesm phvsicat daiaisaest foom ehderariseecystboer lpeated aidbe at

Nvor 1sead o] e dBar Tl Red SER PORBB R A0 "T027) an exanmpl o

net hoggyAy be Iﬂré?xVéﬂﬁﬁlef SkteR haRALHNUIA SRAEHSR the BRSREIYdRARSR! r'nb\} hé€s,
for a plurality of nput’i ng services custoners, anong a plurality of

physi cal MBE%R %’ﬁ%h“’“PH@Y"“tetﬁ ﬁi?P%daﬁ@P o may i ncI ude identifyi ng a
h t |
Cot Cwb el LS o s SEin s o “predriieuier oy nfbirplgt et urices

to at | eastereiartee afpliestiph sersices yayoihclade @repringee oietiverbassactionepr@uessingr y
| ocati on Bﬁlﬁ 9&1&95 \éhﬁi's@ﬁrg%@&tn}&g services to an enterprise

cust omer. I'nclude identifying all other

physi ggdo OCatxh%n%x&ﬁaég}senpfme%%mg%ww@mw bd H‘@\leéa%%tbrﬂgmdudmgd

services to the enterprlse cust np my i ncl ude
choosi ng Pt HREhEL chest ﬁﬁ%l%‘%ﬁm?ro‘ff%ﬁ F‘%W%S %‘é\?ﬁ%l‘”@bo‘i&r"ﬁ%\?r’fmﬁﬂgw%e

virtual cedRi iaR@nSefadiveBSeiv@st he enterprise custoner, a secondary
physi cal | ocation at which to provision disaster recovery resources

for tpeognt er gni s:e ex8asik osyeem, [tB2 &bmpitingnsepvicapiney netudediT frifr@structure

he 1 cast "RINGREE eGP bt ELOREE, A%, 2 Srhetl, BRER ARl CF S Bl "
services chmir@mBmmEMaﬂqﬁzﬁry inanagamentanpl e net hod, the secondary

physi cal | ocation chosen may be the ph?/‘si cal location with the |east
numbefO] ent dp@niexemple systarprtae pla@lly \of Ry deaepne seftware fepeurtesPaavidse at

[030] In ap ;ﬂ*@lﬁpbﬁp%m%audng%ag%@%@ﬁme HHY S ek of ©6 MMy SPSER

may be the 5 éSI cal l'ocation with the | east nunber of enterprise
cust omer s'9F&BF vi ng di saster recovery services

[022] In an examnple system, the plurality of hardware and software resources provided at
the plurality of physical locations may provide the same logical level interface for
applications at each of the plurality of physical locations.

[023] An example system may also include a data network connecting the plurality of
physical locations and configured to transfer the configuration data and the fransaction data
between the plurality of physical locations.

[024] In an example system, the data network may be configured to provide guaranteed

quality of service levels.

[025] In an example system, the data network may be configured to provide Managed 0SI

Layer 2 connections between locations.

[026] In an example system, replication of configuration and transaction data may be
provided at a lower quaranteed quality of service level than normal traffic.
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and able to neet the service |levels contracted for by the enterprise
custoner. [031] In an exanple method, the secondary physi cal Iocati on
chosen may_be ysical location with the | east nunber

enterpri se“&fé’%’%%@?ﬁg recei ving di saster recovery servi CEET’U%BB"OGH““

| ocat ed beyond a geographical threshold fromthe primary | ocation.

[ 032] An exanple method may al so be provided for providing disaster

recovegazyf or a«‘\n @Jah*ab@'rhétb(od%aﬁﬁ”ﬂ?&xde@%rsﬁbwuﬁ@d@&e@ VS E cApabilitRES
with a plur The exa cl ud

f data centers.
el goi b A e ook, S et PG o0 R BByl ocabphts The

exanpl e neidﬁmtb matymﬁ Wuﬁﬁjdaﬂdiﬂngﬂlngga briviare poyEicaiNbe@tipn, i 1Being usiiaeiy oft
respectiv

o hary 1 Brapagane sstfeRt S E Ol G R G MRS SR o ket
| ocati on bmoﬁrgptﬂrta@hyrof keatekpuipe twtmterapnm ity Iobaﬂpaqbrovaimng‘cuahaampu_ﬁng
plurality, me%f; %n%ﬁ{é}jp‘?s c&s‘i’orﬁe{PatTpé %ﬁ anhis ﬁ%thgé‘%gﬁ’ncﬁﬁg%hﬁﬁém& gﬁgﬁn{egd

at any bac e en rs custoner "s
parti cul aPh‘piCHrﬂma}?lOmSoc@@bi@rﬂfvﬂw\ﬂﬁmgaﬂ‘@ w@tsaéwgm@etmgmewrm th dbk gpterprise

o0t | on EeidhStARITAY ricBS iU RGARBIH I cfibng B AP BT

prlnary | ocati on. he exa I n¢l for” each enterprlse
cust oner , c3Hebie 6f P*’r‘?@'dmﬁ mﬁq%t& Fqswuaag ml@eéé? v@oﬁnéﬁrprﬁﬂ EULoy pspegadary

custoner’ gh@fchl NREStioh Of ke td %r&ﬁkﬂm%ﬁse@f@ﬁ‘eﬁﬁew@e&@es 1:36 @Rl 2ndékpriD
2008/ 157508 PCTI US2008/ 067140 custoner's backup | ocation. The

exanpl e nEYSH¥ may i ncl ude for each enterprise custoner, storing a

copy onfi atlon cha to th rise cust .
con i Baadions e 4o NBER twh deiclGerd BbR SR FHRAITeY B e
the enter pmtme véthsthe feest rainibar ifugnterprise atistoners Teveivieg alispster nrervhiycservicgs
i ncl ude, % a% we to a failure of one of the plurality of data
centers, for each enterprise custoner which has the one of the

pl urafpigy of datAa ék@rﬂbl@rn%thoﬁsmte@@éohdmbﬁﬁfcﬁl IbQBEH EdBen A& by Bel gi?:gméahe
enterprlse custoner's ap Ilcatlons at he entergrlse cust oner'

backup | o@é@tIDBH‘”fﬂ@"%‘@aﬁt H%"“'&‘%Sﬁf @HeVEWqJﬁafF‘%YFl"%Fﬁ'V SP%fV’C%rP&t‘Edﬁﬁ?Bﬂbl ng
back t f th t t the back t
oas oRos S ol il g R MR Bl
t ransact i ooatibatvith the tdabienumbienott émermsarcpétanaetrémdl,ngtdisestmmypry services

oper ati on afifh dé%% rﬁ%@ﬁ%@%%e ‘lé%tggon@ra&éﬁfbgﬁy theSler rp?fse BRighpare. |n the

exanpl e net up operation nmay comenced using a set of

har dwgggyjpr ovi ﬂ'amqexsmﬁemdl 291 se@hdarl %M@tcauaeéahb@aiosé}nmh%@me%@smal n
t he exarrpl e met hod e copy of configuration changes nade

ent er pri s©caiFaiRehe leastpmben el ePtse MY ferng oessteeve ssrvices

primary | a6t HER¥nd PeobizphiEM tiéshbla gropthe bithars @cstisht omer ' s backup
| ocation, through an automated process. In an exanpl e nethod,

comee32lg t heArbaimge apthodtmanalsm e i pnadided efos pawiding giidabier carstapyrier’ 3
appl i cati gﬂ?a di%%fnc%glhQI%QC&P\}iC%den?e?msleQ:Hgt%érg %ﬂaé Biu%ﬂg' &frhecatanl:é’n'ée%.eqhe

transacti
example method may include assigning for each enterprise customer a primary location,
The example method may include assigning for each enterprise customer a respective
backup location separate from the enterprise customer’s primary location, the enterprise
customers sharing the same primary location having their backup locations distributed
among the plurality of data centers so that the total backup capacity required at any backup
location for all of the enterprise customer's from a particular primary location which are
assigned to that backup location is substantially less than the capacity of the particular
primary location. The example method may include for each enterprise customer, mirroring

transaction data received at the enterprise customer's primary location to the enterprise
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redirecting application traffic fromthe primary location to the
backup location. In the exanple nmethod, the custoner's application
traffic ma e gg%arected by altering domaln name serV| e rou

t abl es. 2"& 8PTI ON OF THE DRAW NGS [033] Fig. T’PF%P&*E’?%?“SS
an exarrple data center; [034] Fig. Ibillustrates two data centers of
the type shown in Fig. la with both custoner and replication

net wor ks @ué@d&ﬁé?@dbach%ﬁﬂcafdng Thel blakplel feBdd amel) SRAIIET fof QBEY Shderprise
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recovery, ﬁ??@ﬂ‘fra‘?ﬂ" B“%eéé‘f SMESEYFE £ystuReT g japRlisations
accordi nlg n‘tade an ttwarﬁtﬁrlpﬁsaema;&dieﬁe timedy !?dfbﬁorpﬁ@ﬂitﬁléntemﬂ@ntdsﬁﬂ'ier‘s EJ@&E(}
Fig. 41 S t e_systemfor W ng
The f i 1 ulstsn” 7 ol CRE] Pad BB resPinsard R st £ B st pEREY

t he pr esedttaicantent fooegch [eO@8isd-cugomebwhich hasubé piad o thd podelitgicd data nsad
LT T or ent (AN faR BLRGERLRT yRldhGALL kol STBL BT e SR dhterpie

servi ces, "acco
i nvent i on custearrl's PackyrJacati®s adrkbthe copie Z@ﬁ@ﬂ@&@ﬁ@fgﬂ,%ﬁ/ WSPEOEHD 6FKID

[039] Fi gopehidnlehiisit bAESsPaofeKatdhaBiRM Béaéi@ﬁ‘ uﬁﬁ@{ﬁg loRteRrieE ek OF

provi ding di saster rec ver(xvserw ces, according to an exanple

embodi men@PRYFAtoRRaNS 1S avitorphiansastion datpeTtherrn Hesamn s MeodHheRagkr £

EMBODI VENgSerbtidhGhaySenBoneoetoR] @i aehdaRnics opharadoaepmemxam eaRdthd
i ncl ude sg ci(ems and net hods for nabl i ng'fdl sa ter Ic:‘]ovelg%§for th

ent er pri sB¥EHS BFEAEN gy e§8’|“(7‘ie%‘§ PP A °fd?af “@&rB’Bt" ﬂ?iec'@@c

me ser Vi melmpﬂmbtﬁwmmepmmedaeamm n@uﬁd;m@e@y@f Emgmmmornlgaammmaa@s
ese ser I ous, forns. or, exa (ST,

noor i cat1 ShEgantTis8 Bl Rt Rk 8L Rl Rt BIRER) Fiaon may

transacti bﬂ sgwranioﬂs:bez AYErposH cusemeriabydiie beation, hofughvan eumsated e de

appl i cat | Qﬁgxﬁﬁmgﬂ@@%hﬂﬁn StYlé ?%u%ﬁ’éf%t%ﬁ%égﬁﬁ’clﬁ@ s%%'tﬁ@ﬂ:sl%e?s

nunber of ent types (0] ens | nNc i ent server,
web ser veprppPligatione pgng iteh capisdy@piigusation  daice andnilis @érp(ﬁértrarﬁmmﬁf@taerae@

web ser ve'fedﬁyc%h@%pucla{bnaalm mﬁu the NirfeP RIhoR GoSIBE WaB8S lodFRYn.I NRtHEe
| T managenent seryvices, In st orage managenent, LAN

nanagenenexantp&wmﬁgthﬁéﬁ%ta@%nap%ﬁcm Eréféamawenrswaeg@ talterfipgs demain

conput i ng narR€serieesutiftalles, provi ded to nultiple custoners using
mul tiple data centers operated by the conputing service provider.
[041] The disaster rec®RIEF DESCRIPTHON OF THE DRAWINGSiSt er recovery

servi ces over a
[033] Fig. 1a iliustrates an example data center;

[034] Fig. 1b illustrates two data centers of the type shown in Fig. 1a with both customer
and replication networks provided;

[035] Fig. 2 lustrates a disaster recovery architecture;

[036] Fig. 3 illustrates an example system for disaster recovery, showing the assignment of

disaster recovery services, according to an example embediment of the present invention;

[037] Fig. 4 illustrates the example system for disaster recovery, showing the failure of a
data center according to an example embodiment of the present invention;

[038] Figs. 5-9 JHustrate block diagrams of different example procedures for allocating
disaster recovery services, according to an example embodiment of the present invention;
and
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nunber of data centers operated by the service provider, which may
al so be used for primary services as opposed to being dedicated to
di saster r nterprise customers may be assigne

center Iocgﬁf%ﬁ&¥Fg§1mhlch they receive their primry cgﬁﬁﬁgﬁﬁ§”7”“
services. They may al so be assigned a disaster recovery data center,
with the assignnents being nmade such that the set of custoners

assi gpeshla parfig.cid mmm&mmwrdua@a"ny odam axam}m’lb»etedu& fbt pravidingt dishster
across the renaini. ng

Toue>® | ofecheliienif ARt Bug B SR bR RE e B i BBy v

d , h ib d
acr oss the mul 1 pPETALEED PESCHIPHON of RXANRLE fBBDIRgTR "' P ©
fashi gehpyl N SOdR eséme%w%ﬂmgmg%mh% pr@seﬁﬁﬁ%t.a@mah@ %@ﬁé afffthefhods

recei ve rimary data services fromnore than one data center.
such a ca®s, enablingntisgsir| weoveryutr ohe rentailyise egsiorerspef ﬁaww@awwder of

services E&ﬁplﬁﬂ@S&’@EESOfThQBQ‘lJIt@%{H%Sﬂé}J Ride WAL GRR0e EompUtfly BBVical SO
recei ve di saster recover%a‘ﬁgrw ces fromthe sane data center for a

di f f er enc&esg &¢rviges BB 9% VarigHs (P hF9h XGRS 2aRiicaopservigpmay be

provi ded gfovided, Gﬁﬁiﬁdﬁagl @@atdnm tréri2éetbn Bheegsrngnsmmé Iaﬁaﬂyt(&ﬁ,tt& RftweRcd a
di sast.er

enterprise custoner.

Fecovery” SRS BRIERPTS. | Ihe ST Gh SeEte ROVIGTPALT BIPITHY Y b e b
t he cust odifferent typgpdfisgsiemoindudimy el diepisedet oeb beva) 2-dsied webseoweBy

| ocati on. trér%d Wel: serplﬁ %RQ et@'egtﬁegj sew@%gstté%ss InCQ&%I}HoPgm@%Xmﬁ&ﬁ'drsewices
responsi ve a con arat or
changes napy b@cib@ﬁ dﬁedraaa@rrtenﬁwgwﬁ ﬂ’dyélrlﬁroélgoalstoyagel mapdgegienay LAN
when a fapLifm @ﬁtc%'oﬁvput;r% Nggﬂgeﬂru%%%nﬁ Yeburtf r%%éérﬂ&zSOQ‘hese computing
PCT/ US2008/ 067140 fected applications may be started at their
respect i vEENdfesaaayeie Rraddsdde 9"U|t'8@§t1$t6'ﬁ§r s ygiae ppultipig dﬁﬁéeﬁtﬁﬁrﬁj@@’éﬁd&w it a
and the ugrhRtif@baviEOopbyidsdr ation information. [043] Excess capacity
and resources needed to provide disaster recovery services my be
provi peHiwi t h|Theea:mtabfretdverypsw@mmagm;sﬂm@ claadter e2codeaC berpited oed i N

data center b one h nore resour t han,required. to
handl -t hElm e e B0 Spa0d ol 4 JREE LSRRGS MG e ol
r esour cespriregry lservigeeat ¢ppoged v beieg dmcmgadetp disastervretoyerge rEmewse Fistordne

Services ﬁ%g%Qta%@'\’e'd%d&#%&‘@%ﬁf}&tlbfpﬁ%%téﬁ@}{ i'ltafcggﬁphrﬂﬁﬁ"r%n?@d?ﬁ 'EI

[044] Unl centralized di saster recove ati1'on
si ngl e bagkvigesddihay meealepe agsiggetbardisaster ﬁ@qﬁ?v%éﬁaﬁ?'ﬁ@rumth@ﬁﬁ @farsaﬂents

center ar se.ﬁtphaaé QUind@gk Wetdt 6 SABHRFs 48BRMES Y parS®laY ic6Bfmoh rpﬂﬁsvaﬁyh@ta
sanme secondary |l ocation. At each data center, subset of the

cust oner s et desistabyiad fpss 5"1’90"&[5'6%“8 el sentesdpn Jisasier FeERis PYRPSesat bus:
center. Ehfa ab;[ﬁ_@lﬁ?ml?ﬁrﬁ; \cugesert Ohich hgat/e tmm&tt prm’ﬁary?: uaéaﬁﬂ:es thé r@p@:ﬂ/@led
across t 0 0 r av a.cen

oo i nodsstr ooyl ks, S At REE yRORL DR 082Gl v il bl

from any bédlineed fashion. In some example embodiments, enterprise customers may receive

primary data services from more than one data center. In such a case, an enterprise
customer may receive primary data services for one set of applications from a data center
and may also receive disaster recovery services from the same data center for a difference

set of applications for which primary services are provided at a remote location.

[042] The transaction data of each enterprise customer's applications may be mirrored at a
disaster recovery data center. In addition, all configuration information for the customer's
applications may be copied to the disaster recovery location. It will be appreciated, that this
copying may occur responsive o any changes made o a customer's configuration, or
changes may be batched and transferred periodically. In this way, when a failure occurs,

8
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data center. In this way, when a disaster occurs at the production
data center, the custoners fromthat data center have their backup

service 'an @@FS §§par ately at a nunber of other dat aggﬁgéﬁﬁ@{mﬁ%ch

ot her data cen ed only have a snmall subset of the
necessary to provide a conplete backup for the failed data center.
[ 045] Sone exanpl e enbodi nents of the present invention may be able

to provi dge eﬂlﬂe@cé@bmcahew@,rbe §ﬁfédla@ﬂf’elrfré§bedﬂ1l.léf&i§éété$ r@BVRY REAtRAs based

3?’522{7‘2: ® PR A e i o VB e B P ORR TR for staffing.
and oLl T ESQULESS LAY MO LU B0 RRELAL By B0l 01 5

di sas recov center
r esour ces presiyied eféb!n teachbef the gtodlhdtienl data cestets. ddach predugieov deletcear chay be

cent ers. @lﬁgonéﬂﬁtﬁ M@%C&gﬁﬂgﬂg%ﬁ?gﬂmgﬁ%d@ tﬁ@gﬁoaumbﬁg IEéSXS!ted within

operatlon at any gk n site bel used to
provi de bﬁtﬂd@pa eeteyi Ferse reshioes MAmehe Ysetir DBV dipsten sacovRSY senviprsder the

services Eé%&&es%?eﬁén‘b%&@éus@ﬁk}sﬁ@ca% iPAferbhtMRia def®@] | n addition, since
t he production services, associated with the enterprise custoners,

| ocat pelypt eaaléhnﬁe e anGRNtraliedd B@aéfércr@édg@'?mﬁﬁbu%mdﬁﬁtasé €ihgle SR Hata
sServil ces VI de sin e slte ut. rat he t | sast e recovery
Servi coe. RRroenGRGrEts Foon Buch B Bl Yot gk s ok gy o BT RSl LSRN
recovery savigisdemm theabine segndeey oatien.r at eaxbldeta chnted, hesulosas of e castomers

failure OI‘ECEIP@ M?’m%! r”%ﬁ JEﬁér%%Qaaée%f && %%rth&%taateﬁqels aﬁ'{eed’aclzu%csgil(/ﬁ%fo(g El}at of

| ocati on cust oner cations
servi ce. Flﬁ]ﬁﬁ] Of%mmemdﬁpﬂowd@hﬁm@s gt %ﬂthﬁh@apﬁaméaia Cﬁnivénteiadhdfﬁmy

br ovi de dbSRS{RLFROMRIYsernRBE 1 GRY of Gt GUELBELF RHTHATRER Al oer

virtual conputing serv providers. Such a virt NYO7 13 6915
vl WO 2008?@53?5@8 ﬁmf/ﬁ@szmwweﬂaiﬁast%%ﬂfﬁqﬁgth%mﬂuet@np%wa@ﬁr s/

mai ntai n ausw@a@fm@fthé%%@ c(éﬁt@ii B8 théasaaipf seW‘tbqrhtlaﬁétVsepﬁﬂ’a@N @tea Mindepial
conmputi ng | e ent er ri se stoners

vi ces for
ol " ebh ey e OB AR B AT s SMALA B E Y bt s
are a pri negeysafyas peovideta mmbﬂetehﬁckz@p@‘rtﬁ@faaécﬁdiitdmter,t he net hods and
systens descri bed herein, may al so be used in other contexts, for
exanp[@Slor a Samgkerplr gebedimenp ol ske ppsenit inveytion Imaypbe adlet w piewviter s

to provi dg.d &k sgar:e@f umepo%@ eni@fpride e(g{o WA erfe QAR Mg Be
AR
2§

prOV|d|ng services to snal custoners I VI

vi rtual coapeed fiey a%ﬁmt@cbd@asw|r@r@verwﬂ9taefqnﬁerparuhttf&ref@m @q geedgfgr staffing

i1 ustrat gey hiReFieSbilics thad: wdutd &hr‘éHm@dQ@ ?Qﬂ@rasaém@teh hﬁstastgi bR @hta
merely illustrates an exenp a%ﬁj&rata cen hat fferé‘nt dat a

center coffturRethes el Vh%ﬁl'?‘?f Pl taalces maydee B’rb‘%ji”FtP dntead) ¥t s

may be upedustioh daxanelse !@slﬁib&(él tinheaded tof doenRhesaisstel fatoWry Oparatibhe
service pr ovwer may . . . . .
may be reduced; because, at any given sie being used to provide backup services, there are

fewer backup custormers whose services must be brought online at one time.

[046] In addition, since the production services, associated with the enterprise customers,
located at each site may not have corresponding disaster recovery services provided at a
single site, but rather the disaster recovery services may be distributed across many data
centers, the disaster recovery service itself may be more reliable. In the case cof a failure of
both a primary data center and a disaster recovery' location, only a small number of
customer applications may be out of service.

[047] Some axample embodiments of the present invention may provide disaster recovery
services for enterprise customers of virtual computing service providers. Such a virtual
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provision the data centers with the hardware and software resources
needed to provide virtual conputing services to nultiple enterprise
cust oners. %uch % centers are provided, for exanple ar t of
Intelligen &y 2%’3 Servi ces avail able from Savvi s, %%%%7?)
Country, MO (the assignee of the present applicati on). The service

provider may allocate the storage necessary for each custoners’
appl i cat i gispuing s@fﬁ&@pﬂﬂi@em}{y PRineiR b Mhueiber BNbata CetErs JbdcAtdf Ahich may

i nf or mati on for each a icatjon_or serVi rovided to ent er
et omar | Brye VERF Feytig GAVc 67 RU R SRR erdages | Aluah ikl °
necessar ycagutind gsvies thravidee o innlhplé maﬁerpblse cusatiery &d aprrEnat’\,hfﬁcu:SL it twilabe

conputing_sery be andar.d set har dyware. i s
doen. andreniERel teoFefnd b epnt BshRLAGHE, B BBt l) Sl
avai I abl egontdxts, focaxefnnpqmﬁoaa siogie tbageaenwgnsbepmmgtmumme e terders taprdvidel
set of ha ] e

ot ovi ded B aeaapicE f & ek BB eerile i RaRE BB <BA1 iR
dat a cent@‘rIBd!V‘r@-}abee provi SI oned with, e.g., servers 104, 204,

i ncludi ng bl ade servers and mhlteboxes mhlch may provi de conputing
capacl@4Blf or AYHEANSPMRIBIFE iSeHiEs BiRyider WUW%@“E’%\?P dweiratechindfayet

to suppl y1£n1tt§ascre§d &Qurfélléx%io@ﬂﬂ{aﬁ F@Lf:’éhaaﬁé@éwm&ﬁ'a%% agenpldl data 8¢er, Ikt
SANS may | ncl ment s used

I |
AN e e st o MW Nad B Eng olewas e e pRLaRaty Ay
el enent s lmyssdanmuman@leeemmudMenmmfl melspretsyrptemenfomomrnmeémmsrov;eergmay

Fi br echanpel. nection r f | the
o A g Mo 205 SR AT HAROGL P 0fre (cE0ecs B8 Rl

ef f ect i vevVigtual appbuing Bmla@eto troltipleenterarise p:stmr&: usiclo dﬁa sentdh ereqrrovidede
manager s ] I a

mrr gr [ ngﬁoggpgﬁ)@ﬁﬁ aH%Xrt OP %‘(?]q#t III#?'?% gé]g:g% a%g'!aaméeﬂfbgd %Q EEU&T%{R;H &
centers oFoUk® M?rﬁ@ecﬁ%mﬁdh%ﬁr@%@t PPPlicatignk e Theaservigeaprovider ﬁ@vﬁypf@@j

wi t h eachytdhpigeaitdesdhrl orCast ARRIRfrASpHBANRS hrid aﬂtaaﬁ@mwmaﬁwn current
exanple, data centers nay be interconnected by a data network 1

30
provi ded EARESYRERRIPHEGOR{Pr £ 2rRisalevoY S5 OPEIACIND BTG sEgomer.
PCT/ USZOOﬂA@@:Mgmanoaemmmaﬁorp Friay irdRite alE@ nebésedry e@tyndz&mumrmﬁormafdsror

transaction t.a conf | tation dat dat ent SS9 t hat
i snster PRUGRR PELTRTELRID SR Ui rnieh dhe SRbErd it gl haREe s
cust oner ' gsetly @ng ammoomr’sjammkzmoﬂataom §.g Uragsaction |databasm1 iaon ansilpblee the
transferr t

and the. (TTaTRR el B nPlR R el diEl 3Rl S o RErdivRd o BRSPS,
in a typiefdhe mw@n@sem@e@@wmd 5\;1@19@&#&1 ceneefiopat guerpicetcystemsr- may not
need t%gprow de a data network between the data centers in order to
t r anskQ493t r ansThetdabcentss Bay RE PEJYSIONE VAR % PHTST ARt i%9A, infliding blade
addi ti on, sdris &Qf wm@éﬁo% OWhiele fnaBbbvIRe kb Bliting R8pacE Fdr Qnﬂaﬁ@eappncanons

S?g{,?gg?r %@# may tca)e provﬁecp in c\xNgerkto Isggprlyaésn e{rgr?stel{:irjs%omers with aﬁequa{e storage 102,

202, The SANS may include all elements used In implementing a SAN Including SAN
network elements, such as SAN switches 105, 205, These SAN elements may communicate
over various types of connections, e.g., Fibrechannel connections. Storage managers 106,
206, for example the IPStor storage manager by FalconStor, may also be provided to
effectively supply storage to the enterprise customers. The storage managers 106, 206 may
provide functionality including backup and mirroring capabilities.

[050] Multiple data centers, e.qg., data centers of the type discussed above in Figure 1a,
can be networked with each other and with customers as shown in Figure 1b. For example,
data centers may be interconnected by a data network 301 provided and maintained by the
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al so enforce quality of service policies over the network
infrastructure 301. In this way, the service provider may prioritize

services usi etwork, ensuring that each service | |

W th suffi%kgﬁ?&ﬂggﬁurces. The service provi der may alshég@ﬁ%ﬁégggﬁr
otherwise arrange with enterprise custoners, the required |evel of
service to be provided by the network 301 and nmay charge

appropri ak&liye pravidérnend enel may be ageditaem@érowérgmton H&12 kRd Theigeation @fa
provi der IlcatJon nmet hods, f

T ovsact | BRwgSy BRE Hentdn 58 bisk et b eoRer G2V e Rd T edey Eath histiiBas

nmay be chosemdrs ebsattiont deta prat ¢dnByurationdfpiniationt may be lnransfgraimmwm&ﬁe
The servi Cﬁmg dé{a dcs nteE%é{mR%ﬂ'\{k g@st&rﬁe%%% ('Eheesc(lig %%r récg\?e %er?ter over the

repI icati 8 ance, as note ove,
replicat edetarbrl<a301d| idrdike &v a rqm@k/mayteda&tcavat‘e AitsEam, wstenmlsa cusammm ynaafnot

met hods, %le%'fd r&ﬂdeaé}ﬂ THeQROH BerE J‘@y@%ata%ﬂte?&’uﬂ%?&e‘?%’?}%n{@ﬂ%g

Such net ho y not a require the sane network rmance
exanpl e, &8y rivArendawsatiosgricdetipon Ireaddias haysenise Rﬂ@é@ftfbwc@ﬁﬂt%ttée as

qui ckly aﬁerﬁﬁ‘r’ﬂ&r&é%%&eﬁ@wQldﬁe%ﬁiwd?@%ﬂfa&ﬁfcﬁjfré)é@i I @RME&Bicd BMRTder may
net wor k resources. Thus the service provid uar antee a | ower

qual ity oPisa @ifgice gualihy of sarick aalisiep pyRs '&ee'?%‘i"?fhf@%t Woelkl: lpdBspagiaee
ser \é' ce pé@weiprrowﬂayma\lr %ﬂorﬂ&@‘éérﬂi@emﬁ@thklﬂwmﬁlerém@ﬁ@ thet 64N I¥ricBas
pro uctl o ent er

P mod enBrovhE Wi Sy Rlg Bt eS s e v U XK Rt S G e

connect s emdnge priths entenpateo nstonmeed, Woe ksgubed laveladfi endcetto hehprovided hrtlye

data Cent oo SEI g B DAL AB R for SR PLAULAE sSR! Ki N0

resour ces ecovery data nter to the

cust opggynet WorE 30fke Jrlaﬁdér%é(\} g@ppoﬂ%ré)\éér%%}' of”?é{:h&h&? rrFé'E}%Yi’s 5 B‘cﬁﬁ"tﬁé K

resources 300 to connect the or secondary d centers,

t he cust olf@tsagiopwaiiesd the @n?ﬂsﬁtwe dﬂfét viBese differrat W@Fhﬁés maf besshargs te Swi he
I nter tnet theﬂaﬁmcm@:t wrd@n?:%%u@%teﬁpo&@@ mﬁé/sw@v;ir@taieaﬁtﬁ@%sovtd@ réddBrees for
co uti n al e m a center

o L PRI e PepuiBh et [t beBato a g ety e et 84 o
t Ee conputhismrsedoversz elatal cxentalt ashagd varhae; ofi metlsécar inclediny asyyichiaiods aettods .
The servi ce a S Qv ual It serv e contr on
These’net d5 R aE, fee' S Rud Pl oL b o' o Bls B s otk
PCT/ US2008¢r0avidnts. Fouadinbhe, @Efﬂ@mnvmmplmmuﬂrmtmdmmn’smﬁEé t¢ baplete as
cust oner Béh) {saéyh&'?o%oaé RefrbiSi Ay eé;) r}éerefoké)rfeg&. er netitei PalkdsY 1Rls

service cC ntr may prioritize resources b as between enterprise
cust omer sthereeniGegrreddRrTTRYNeHaReESR] S ipwee Sualibcefsseafrg far ¥e lass thae sensiive he
applicatigegogd a single enterprise custoner. [053] Since a disaster
event may be expected to be an infrequent occurrence, enterprise

{052] The service provider may also provide networking services to carry the production

traffic of the enterprise customers. In an example embodiment, the service provider may
provide a network 300 which connects enterprise customer networks or locations to the
primary data center. The service provider may also provide networking resources to
connect the disaster recovery data center to the customer network 300. The service
provider may also provide network resources 300 to connect the primary or secondary data
centers, or the customer networks to a public network, including for example, the Internet.
The network resources 300 may provide access to the computing services located at the
primary data center., In the case of a failure, the network rescurces 300 may also provide,
access to the computing services located at the disaster recovery data center. The service
provider may also provide quality of service controls on these networking resources. The
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custonmers may purchase fewer networking resources to support
application traffic to the disaster recover data center. The service
provi der nfigure quality of service |levels | g

manner thgﬁx%%ﬁgggg% applications continue to perforn1aggaﬁgﬁlvﬁwrﬂ
the event of a failure, while less critical applications may
experience reduced performance. The service provide nmay coordi nate

W th the quilgs Wsiemectuﬁttma\s ertsoreeﬂsturugtomh:aappa@tmscaee el Gy padritized.
configure et the needs of ent

t "
Cont oo e R oy, SShylRS gl PR Fesfreel 6 b et oty
bur st abl egustgeays slering edmroentataaking tdseurcassind @sp 'as betweenwibie lepplichiirms ef ¥ es

need not ?ﬁgggﬁéw_@c&%n@pcomdate recovery after a disaster.

However, Icée provider needs to appropriately size |ower |evel

net miﬁsﬂ"””“@;hé&% disastdy e%‘r@%a%%féxﬁéc?éat to%%%ﬁréﬁubr?t &L’@Pe'n@é"e‘ﬁtefrﬁfse

t he burstabl e contract custoners
r e- r out ed CYsEOmge Mgy Pyedhase fewe ONREWEr kl§9 tr @OUTF%EP] SU%% QDE{“FﬁiﬂOB G?ﬁ@n‘i@rtﬁe

appl i cati grssterddtider aitdl c&af | oy &H@NpbNIS AR then c&ﬂ?@us’é%u‘éht?%f service
provi der gaéa rovide virtual conputing services for

e
enterpris YRLF §ranngs thig critcg! aPP*ﬁat* & Ftipge ﬁrwpm?daeﬁﬁirﬂpsfﬂb% &€nhnd

mai nt ai n aplegulre @mrevtegs tm@smwp@mu@r@ mm@kﬁeﬂeﬁcbeedt@awpbﬂmﬂaﬁm The
t he entergrl se cu uat stora e.for %VQS

e ro;ﬁ rztma%tg R eaet 0 e
cust omer ' Y4t 04 %”EMP‘? QnRte SA e, tP@F%%en‘E“é 8 R RN =
adequat e aetanofiduredsapardpeadiell kd pea dbonadida of ¢aoh emte“pdwstdmeoﬂf 4 hestomer’s

appl i cati ans: ne[:\/g)é!‘i_’]tram% ?ﬁd’v\ﬁ?& %ﬁl% %VlBLg&Eibiém ﬂostﬁe’p E&Yﬂa&elgﬁg aﬁ?cﬁ?eps

recovery services for % custoners
per spect i ogtwefksdh@hw@tleé needs nofrbe ratsized &9 @gqomnw&@fa eeqyerr aftarhe disaster.

di saster [eGOMEIHe SGUM HBvillBheddd t@"&ph%nafélf E&@lowﬁ%%’hht%rl@&{n%c%&% to
be provided at a data center renote from data center providing

primry c&miRtisHgced arady i Gvalkbe dat H&eptmrsg@le ERdREnBistomers When Hipsd

of a fail bistomdr®@licA refradid loanadis:dics agbwky siecovery architecture is
shown in Figure 2. Uilizing a traditional approach to disaster

recoveos4] a selsingcthepeusivinge mppleatiohsi dusa, sand usthéguraton prformeetipn  thkatservice

centers 1g%vw§ror93 |§r89 de \7 Hﬁ) 1 %orﬁlpﬁ#ﬁ%g rHte%rfgr e]ag'{oof 1%081&3{%%9 ?Jt&‘%{elh To

primary service er 0 oners ion e da
centers 189 th@mwceaﬂwdetr h@y puvide erd priotdndasiequatg saoverrsdsnttragsie eaecel&tthe

center 509p}5ﬁ§%f8ﬁ§itoﬁ Ghd Qnillres tcﬁétorﬁﬁ'g ovgl éﬁa ArotddCadlhsAs ts?cfrad’eefdPVé%Eﬁ'

data center e service rovi naln alns infrastructure t
provi de f B¥StAMRES ceR® GHver app&ﬁ:\ypn JRAGTEMSN: a8 SRAYO AN padervats sk

centers 1@\%]3@!@%&1&3@@? th theldeRakddS® theltpblicatdss] mary 12 NYOL 1366915 vl
WD 2008/ 157508 PCTI USZ2008/ 067140 data center 100, 200, 300 fails.

For e@o:ss]appl | Treat $ebiicet dnatrudetrhmyeaitcepmhs glisastat mmm@h@s foioeachesfehy e

di sast er cover | i ta i ro

dat a cent 3'? erpp%e %utsté eve. From the persp vé &3 smg?e cuatomer &% smg ot cenEer %he
disaster recovery service may allow for virtual computing services to be provided at a data
center remote from the data center providing primary computing services to the enterprise

customer, in the case of a failure.

[656] A traditional disaster recovery architecture is shown in Figure 2. Utilizing a
traditional approach to disaster recovery, a service provider maintains a number of primary
data centers 100, 200, 300. Those data centers 100, 200, 300 provide primary services fo a
number of customers. In addition to the data centers 100, 200, 300, the service provider
also maintains a data center 500 dedicated to disaster recovery. At the disaster recovery
data center 500, the service provider maintains infrastructure to provide for the customer
applications at each of the primary data centers 100, 200, 300, in the case that a primary
12
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remotely fromthe primary data center. As changes are made to the
primary copy of application data, those changes are reflected in the

applicatio red in the renote data center. The ]
be affect e%ﬂfﬁ]&%h%’%ﬂ%any nmeans suitable, given the appl F@f{??%ﬁﬁﬂﬂﬁ%
may be made on a continuous basis or periodically. Al though, ideally,
adequat e resources are provided at the backup location to allow for

gt IkeaSZI any cézﬁtBIGIODSEmB&} faﬁhitia)reamta@bllcfa’@drﬂ thigtahe é:’fté@nseemuiomesmsm to
ackup data ter have idle ca aC|t

o o s 5ot ety Sps Beplefingri S bndBRoC kOB B Bues,
i nf or mat i emndtely grom mher pdmay ddtt eendard As ahdriggsl ret made itofticr pamagndopy of
every cus . ch. | Sy Moy d fia ci

A though: SONELSh el SosS SHBR rd HeecRB Aol Sl U O e rifthe
for ever yd@ias@&ﬂtﬁé-r The changes msyt be taffected frovgbe ard Mmeans siiteglet wivep dbkup
on-line ipg, ;%J Eﬁvgﬁﬁ mf 1R rﬁéo%aﬁ Qrcoht%u%seﬁés‘syor' %B@@aﬁgd AlﬂhBug?lorH%ally,

cases, the site nerel y contalns unconfi gured

r esour ces 3eHaUFE ?@H%Ceﬁt P OLOVighe atgthe Bagker fepation ngaf@é'rf?reﬁt [‘?a§t a"d@%@ﬁﬁf‘@‘ﬂ

from scrapgh &stedFaNAEKUR dalitesl HRMbIRG bak! @ﬂteﬁa{a@e q&@t@bacﬁ hit Sleast
approach, while ch 'l ess exp n5| Vﬁfbcan easi I

out ages i APRIAEMRIGH RS !Brﬁeé’scﬂng 8 PR ergn H‘iﬂ Eed eWﬁcﬂ? TrEnY |
a d: sast efnfdrﬁﬁ@&fﬁ(e}(g ,Sm&tomﬁl dta Eﬁd)‘dd)rdgd‘aﬁdiﬁhformﬁnoa}idjrtelvm cuttgmélhng the
applcatlon at ft e.a Ilon s ba y
2l 50 be sTGIEN 4PS PREATLRRET 'ngﬁc’% nt%&‘wggsé%g Jiton ﬁreansagf Tt s
of the conéadont &t ikept."INAR &M cedna ngpbemey BTt it ethé Gk meedsp vd bt the backup
itself In I it

n the 1ot AEbEBEN el donbi\GBRaAARRERL TRLORE Rk WBLIRA, 1t LY
t hrough ameriRiROWIEPRIYUres\hardRrameBaUices 96 yerioys tma% angha Bsva CeMREY ceTtergs |

appl i cati gQRABEd fbin EARhILGHY Eéckﬂi‘dété‘fr%riﬁéﬂa% datascel%PVTlﬂ@S’ppmach while
AIternatlver application and con i gurati on changes ma made

through amuel)\esRPaRREH-an daslY rasrbl | s et g SRPhar y

confi tion and notifies n| trators that identi cha ,
conu A o B e Mo Rna i B oS hen I P, el AR on
enbodi mentg thbmbﬁmﬂimahtaotfntseﬁharpda%vcp treceppkcatis) inbdded amy alsohasated at

Process gwaeyreggte ?adce'nﬂer a%%a@ %EHE?@remEE% %Fm%ﬁ%g%g%ﬂgw%m%ges are

replication of "con urdtion’data
replicati md@hguhn@ppl‘rat@nnie@# ihdtet IDIU‘NB"EB@, Hesmehpngrs repydpcubamatically made

confi gured, 40 rdFUl bQ5 c&ﬁ%r%@ GiRll, ”ﬁ‘éﬁeréb‘ﬂ/ éuﬁ?ct%ﬂé‘gs agé'ﬁ@&é b l%f'i‘a mgrﬁ&ed

replication engi ne nma further configured ensure
changes aP¥tamBkich en%ur% TRl 190 i SORYOH alﬂamé'wtwﬂ ﬁa% al @?&ﬂg@%onaﬁfermatmn

mrrored isnprb\h&odam&rﬁatuw@dpgﬁ«taﬁoh%ndIcsmgh@ﬁoﬁ emg@r Maﬂe& anacae Qﬁr@ﬂgh do
this end the reﬁ ﬁ 1? Hg’l %er ne rp*/

confi gur af"Y%"ﬁ" a4iigh j et 9ot PR ©p 'BPWt ﬁ%"f@tﬁﬁ ?'bLﬁ“Qt fgfes
data fr Ormdrhlﬁrs@étbmithat idkatienl ClaInb @ nekd td b@md&@ﬁih@dlsa"swmvety tastwn. In
center. How the dat

oty O sttt Bl Bodia Bt 6F Gy (ERE BrocBl A Wel XBC Rl bRERL

cent er anday e ubatikupordinftianhdn nieramgie ambodiriéht, replication of conﬁguratson data
may be facilitated by a replication engine. The replication engine may be a system

configured to monitor changes made to the configuration data. The replication engine may
be further configured to ensure that when changes are made to the configuration data,
those changes are mirrored in the data stored at the disaster recovery data center. To this
end the replication engine may be designed to copy the configuration data in its entirety or
parts of the configuration data from the primary data center to the disaster recovery data
center. How the data is replicated may depend on the type of disaster recovery provided as
well as the distance between the primary data center and the backup. If the primary and
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NYOL 1366915 v1 WO 2008/ 157508 PCT/ US2008/ 067140 backup are
relatively close, so that the tinme needed to copy configuration
changes to up have a relatively low | atency ti hanges to
t he confi gur(g%m%%qgﬂﬁta may be copied synchronously w tﬁgpﬁgz '%17}145
of configuration changes on the primary data center. If distances
are relatively large, or |atency requirenents stringent,

confi gur abadkip @i‘é&@@@ﬁeiﬁ%e, aﬁﬁﬁatr@heﬂb ﬁEedé‘cDﬂi @iﬂy asmeﬂaa@ﬂmbee to[tA58]

In th I f

ool i cat; BiFRs M TP ey Sy R o0 fHifonlrayBiuetts mied g copic

appl i cat i emchrahausly swithutheemdkingl éfhcobfigairgtion reanges aphe pdrharpriiatal center.  If
ddi t

rimary SpAToegal st o, BeRd i Reled gl ol hgl ey

readi | y redbatdsdad copectdsgictiopeustyer recovery location wit hout a

significant |oss of service. [059] In the exanple enbodi nent, each

data E@FRler t Hatthe rxarsple ambedipenivifdte rrmant Sceion faly tace pRlicalion gt the

di saster aﬁw%m&@%&lm BeloaldN 8t afl3bRicARALRESIs dubrehthivitn SHEDSHMENt
each custoner with an ap licatjon hosted in a primary data center

may have &aPREFiR8t &p "’ldé'EER/éP? confighrgtione Aoy ﬁr?é’i? C“é(%“tl WIER, Eher R i n

Figure 3. aﬁmtceﬁroﬁ.rlmrewst@mp@nmémtraﬂﬁplnn@aﬁe piagilyatedRectRiPRCihel disagi@dl a
center na not a er recovery servi ces out of the

same re 8veﬂyalf’5at'8%ﬁ’ftﬁ‘?'”?a%9'&‘@“{ [?faSt AP ecovery services may be
provi eut of, gk 'exe}%t« i Qrﬁ?ocf R Eﬁcﬂ%aga%ﬁttep ARt ‘?ﬁessetr\l %6&Lvsgér%rrﬁauﬁs

il lustrates an exarrp ur at prise custone
recei vi ngmepspue Bhg disestsr F@@SIEW lasetidndor otbigrf dater @nter&;l alnethlé @mbeq!l@erlto&ach

200, 300, fQ0nerARthSh WBHCEI&JP)QWO@@B% QBHQQZQH@%?@F %amyvebﬁdfgds% ?éc@&grfd

across the data centers goses of
recei vi ngd¥n icAEPRAsEignss: é%'ﬁUSt"AteSé‘Eif’é‘éfﬁéd Eafespyice éFSt‘P'B%!ﬁ)Wg JPRfstieng &t er

my not becie Ayiad@dter Rak/het all @rCHoddedt heis@atao %@‘D:@esl&ﬁ of ZQ@ samd0,
400 may prOV|d§ dis ste recovery services

ent er pri sERS CFRSF e'F egﬂ?‘% EPSISY IFSFaYSyY §%“r"9eisc%§y % 8’?‘?\"'&%8% ‘?chUI of the

data centedfainraydatecateve di saster recovery services fromany of the
remai ning data centers. In an exanple enbodi ment, the disaster
recovg®gOlser viipse ¥ dinstedasharemample icoefigombtrometh wienly emfenpusec esstimesirng
provi ded : S \Y%

Phat the "ciaBs bR Rilie iRt et Ol Sonielinig JBoPAd K el
provi ded HMectarprise susemeramay be distrbptef gcrassrhe o senters lﬁfi]: Pe308; 490fer

exanpl e, Eﬂé%uﬁfdsé%f%e&%b%{aﬁy é?ef*vm%@cm dgkRed &B&s&rr rechGdy dthQent@pFﬁay

400 are distribut ed acr.oss all remajn ta centers
di sast er NPREJFRNqPdp RAPISE ach frfcwe eeéaﬁwt%sé% 28@@83 ‘qué*%aycﬁi%\t'%?aétef

recei Vi ngrepbvenpdeyvicer vi ces from data center 100, i .e. Enterprise
Custoners 1-5, may not receive disaster recovery services
[061] Each of the enterprise customers receiving primary services from a particular data

center may receive disaster recovery services from any of the remaining data centers. In an
example embodiment, the disaster recovery services, for each enterprise customer with
services being provided out of the same primary data center, may be provided such that the
number of such customers with disaster recovery services provided from the same data
center is a minimum. In Figure 3, for example, the primary customers of each data center
100, 200, 300, 400 are distributed across all of the remaining data centers for disaster
recovery purposes. For example the enterprise customers receiving primary services from
data center 100, i.e. Enterprise Customers 1-5, may not receive disaster recovery services
from a single data center. As depicted in Figure 3, the disaster recovery services for each of
the Enterprise Customers 1-5 may be allocated to any one of the remaining data centers,
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froma single data center. As depicted in Figure 3, the disaster
recovery services for each of the Enterprise Custoners 1-5 may be

al |l ocat ed n of the remaining data centers, 366915
v I W 200@%’1’%9%&)‘89@CT/ US2008/ 067140 200, 300, 400. Th%%%%"é%"ﬁ’:‘“
| ocations may be in wi dely separated | ocations, for exanple in

different cities, states, or countries, or nmay be nore narrowy

separ at ed2$0)Gab, 40s Th@alfffai@ht lo@Mamh gy lbenm dlldefy@é@é’rbteﬂ mataan@ffo:t ékem@lanm
bui | di ng event the spread

tit t hat
coparare HEErE St o RE BRI STev, R R HPE P Pt oA 24 B
physi cal esemér atdifteert otomst & thevsansabeeiding with papizions thetnprevenb thdespread of
Fa | ur ot 20 Safet MBluef sGet D by 30T B 168t BTN oygen
under st oogkpatabion (o ife oge pdqealput@epar@og énereer|td wrm'”e@a thetshance ¢had e gliseuption
for exanmplgy, ﬁga'ﬂ"rﬂzs& ‘é%rﬂ Qflkse?@&?ﬁﬁ‘re Qﬁarpaﬁbero@\éﬁ”%r ttﬁléfrea%)/ it is

i npact many square mi many advant ages e present

i nvent i onuRfgptend; et M@ea%?ﬁﬁféﬁr@ﬁ Isagene@iie desralle toyProteds éar Xxayplee auabst
separ at i OpatulaD@iddstefd SAkIg Rvdrits %Q@m@%ﬁﬁﬁ&%ﬁ?%&d&x’r@%ﬂe&aQ&W@anytaﬂﬁ’antages

enterprlse custoners prinmary a sites are evenl

di st ri but &daereeed 'ﬁVﬁ@wﬁm%Swf%e IHEesd %#nger past Qi ﬁseb%egaeﬁa Pfei@gﬁtéw

t hat dupl t d t ct fi t
capackt7h o b AGRRER BE Sanil R e RR S Matns L Plast o4 ©
I eyel of bakup da&ta stasess aveplyfdstridube aruss twengtipls iotagiond, Miawill e taaprarsataj
primry | %%?Edcﬂﬁ] gr?cﬁtxé’n‘ﬁlxe'ed F5t Bé‘&agyaﬁﬂ{a& gggudrsyn% 'spdﬁé gﬁ% d\éb %?

necessary oners as a
Mor eover , edch ledetion weproyis Be |ga@re@te@d1ﬁvei of mw&swﬁomﬂw cu%@mrs @smg

exact duplizcatd & @%mwwﬂo@rémwasqﬁé ?ua?érk@ed mﬂoﬂmk.mesem%%@géaw of
reduced or parti al degraded service lFevels in the event of

di saster foR#ie fdlﬁ@aﬁ{f»é@'nﬂ &t eite 779 PRekyp lagatian. cépeayer gl bé)@afﬁfﬁ‘F'%tEd Bty
busi ness &Istdrﬂe@@ha? ﬁét\&b@tﬂ’é Ay hbphb&loh @ptwe@@hla@watatatmj énd rﬁ@,rmble+aﬂvel

of ovt ded Sedcep Shap SR FEVROPTRR I STe SOBGT g tRt g 8o
met hod f opriradrl detatcentgr. dios asdpie, bRIE Ousieys Sitital ls@eisesfrmghtﬂaerrewucated at their
enboc men oo 2 pr et e tes? Sl EMEE gl o EHET R Brovpg ot o

recovery bwﬁwiewsfpen'ﬂme'nmea center providing primary services to
that enterprise custoner may be identified 1100. Next, the set of all
ot her [Offla cdiaue S denianliaemethog oy iplincagdt Heaskes Jasavery eindeestiar a new

recovery é&ér’ﬁhé‘@c%sﬁ&!ﬁ%r a8 ;irﬁrﬁﬂﬁ ddeh @hick1Han oEHPRIHBBEIMERL whid 8 SRbiRy

center having the |least nunber of enterprise custoners recejVving
di saster f r"i)s@ért%’é@é’ teﬁé‘-‘%%’bﬁtsﬁ‘i”l’%%d they gotagepter REovidling primary
di saster gf@ae¢as yhas eﬁtwpﬁﬁécusﬁimér hay at Identtee d 100l Oext, [ 16 4t of Bll athet el

enbodi man(t:eln’teers{Jl gapagle o px%\r.nldl'rsag th%urseatﬁr%g dssg%é/r rec%vgry sgr(\:f%ésergayabe ldeneﬁ‘leue Emi
From that set, the data center having the least number of enterprise customers recelving
disaster recovery services may be identified 1102 and the new disaster recovery services
may be allocated 1103,

[064] In another embodiment, each enterprise customer may be allocated a disaster
recovery location based on the total number of services provided at each remote location.
In this embodiment, depicted in Figure 6, the first steps in locating new disaster recovery
services may again include identifying the data centers remote from the primary data
center, capable of providing the disaster recovery services 1201. Next, a data center may
be identifled which serves the least number of total enterprise customers, both for primary
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recovery |l ocation based on the total nunmber of services provided at

each renote location. 1In this enbodiment, depicted in Figure 6, the
first steps,i i ng new di saster recovery services I

i ncl ude |d§rq:{bf]%5%ﬁ%tst he data centers renote fromthe pr’l’@ﬁi"ﬁ%@@“"

center, capable of providing the disaster recovery services 1201.

Next, a data center may be identified which serves the |east nunber
of total emidisaatar sonmSicpRs 3202 aftdr vitith dimstBmieyoved/ SeM¢el mays b6 Sictated

1202, af t A0 LI teRst eroReen gpy e, PRl e BBl i i

In this weynithtre. total services handled by each data center may be
kept to @ mnimm [065] In another exanple enbodiment, the

assi glfSlt of Ia aipeseemplecrbodmpntd thespsegnmast of arﬂyasaﬁ@@wb@v@a@ec@nt@h
the serviggy Ryek rAGIEHBELSviEDRlel %Bbée#ﬂ@r\‘c@tl%%%y%ﬁ@ bRt BRIl BYb

the enter I‘I se custoner. Enterprl se custoners, Ino bt ai ni ng vi rtua
conput i ngSENETRIES CUSKRIEr EBTRERFIaR BUSTOBIerSa INrADERITRIYIYAL PRIPRUSBE S4ECRs! M
service. dhwese fﬁtoélh"l’rﬁfﬁ&rﬁ gBEBNtKEDMRE] %SsefﬁﬁcfeVl TiRse tLPUBlts AVTIABREAE Service

(SLAs) and ot h the services and. to disaster
{ecovery Gl buaBhen Sa8lan o7 Bl BLLR e Rirey Faicengyd o dssster
di fferent refcmreqasepraeaarme eed vf Sla@nceadﬁdtrafcﬁa“d foit Baychy mﬂ@'ﬂl@trfdl Agricdrg a@rtneer

Spond |11 STELtor i conarere Foeie: e Sugirvor SRR s po 2biffroR il
service | ypebly speodtlitiec timd fuoring Henditisa sitsesterr excoxeer yites ethe | spevicenipvdie
l'ess t hang&nﬁr@&@d Gk AfLEE, Fe%veW‘@?mPé Héﬁraé RS tﬁ'aﬁ%hoséscoHt?%@edhﬁ;F Ghd:
"cust oner as prinmary such usi ness
that is aptreafy ﬁ@@ﬁ@ o3 U%érhvfetf!e u'ﬁtptaﬁt’é?as/@ﬁa@ﬂmmﬁaama@menﬁna(such asa

rel ati onshighesd)hatiis a ré’c*p‘?@ut BN skeisk 9Rth & QerlBAM a'icérﬁﬁérabter@fau&fshlﬁeﬁdt'|§es
froma depart ment under the sanme corporate unbrella, as for exanple

when a | afigfe UBERHBIGLY &??aﬂa?s ’%’E‘%P@Fr&tsé?‘"cg%?r\?l“cé ePE'E’B%{FtLtﬁS'ﬁ"t U ggme

pr ovi des &gporbieesnbralial e rEOHRAPRL Whdh S H@élc@tp‘éralﬁmlhaﬁsscdm’yuteﬁ services
servi.ces i

" Cust f to th t, hybri
sttt onderaBipiBab it et 1 ple BB thids b GES b arbletes?
i s under b asamefecdo fior adcpicntrbf edriieesainda hybransitetia, ge wheenwtolices are
S 1 31 Y oro B ARG gl B SRR HACL Sr Rl uRULREUERD St Mol £ 4k By B o
servi ce O? mary neaning O commer cl al agr eerrenet S
bet ween avenget. oﬁmlarameferemarto cmttactsar@geaemnia rt@telp@tmfdser\&:en@ame like
st andar dspaRr Db zr;egﬁg EQEWHEI%QP&MQF@%QJ@B %%rr@lf anc® Wdrlabd, St

under the same cor a as we Ituations to the
extent afffl 4'%%‘@5“{066?8] m?ﬁ“gﬁ?réja'ﬂsdéfﬁ’it‘%?t”éﬂ arna%"ﬁ%?ﬁ.’ﬂffeb%th’ﬁ%ﬂ%ﬁﬂs or

whi ch accentiibs uh@dr b ASmBNRMHoRt® Uit 23 GwelN8VhehirRIaG{LStiont &6 0N 'ktent
servi ces. agﬁ?;cabﬂ:‘ t he above exanples, the data centers renote fromthe

[066] Figure 7 depicts an example embodiment which accounts for SLAs when provisioning
new disaster recovery services. As in the above examples, the data centers remote from the
primary data center and capable of providing the services may be identified 1301, After
which, those data centers able to meet the SLA agreements applicable to the new service
may be identified 1302. From those data centers identified, those data centers with the
jeast number of customers receiving disaster recovery services may be identified 1303 and

disaster recovery services may be allocated 1304.

[067] In another example embodiment of the present invention, each customer may be
alocated a disaster recovery location based on both the number of other customers
receiving disaster recovery services from the location and based on a geographic threshold,
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primary data center and capabl e of providing the services my be
Identified 1301. After which, those data centers able to neet the

SLA agreemag} i,cable to the new service my be id .L] 302.
From t hose a@gg&%Fers identified, those data centers %‘#{hgioﬁsg%;ug

| east number of customers receiving disaster recovery services may be
identified 1303 and disaster recovery services nmay be all ocated

1304. [ 0643 sHownan ¢igher 8. e ka3l exarpib ot ismendgniedd thisesopreas el issuay et icould

both the AabarRgeden B G2 &P StRRBhF ekt &y E el bR When °°
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renot e f r exvitdsefor tfas}eastmmmlmrmf|enmrpyisejatswwmteeeiwngm:maryaemceafmbItbe of

provi di ”gsz}nlfbgda% Céh ér% tﬂe&%\%ﬁéyfe?ﬁﬁl}!ﬂ &i%steilrré%veryggé?\gﬁeﬁ Q%So%mﬁﬁng'&nsmned

centers saster “recover
servi ces 1{55}2 efter Whéﬁsﬂne TeNhsatices fag he é’iﬂmtﬁélﬁﬂéust omers receiving
pri mar serV| ces fromthe sane data center as the custoner_ for which

di sast®®lr ecovis usiiated ity dbe Er@ingepREPIss RaFs FEa senter may be gravisiongghivith
the new sgiiyisCafatv@y shall akbotasfetshbis.to[PEfe &@aste\‘ktakﬁ)bérﬁts%ﬂncbé’ the

f I h dat t

ol St v BB o sBR BRSP e IL e Leriite Bl EiReee el g dar
servi ces. deqxrlmaao(mmdee,, arndnwisers md_walualocmsmrereqainéd abadly datadetoanttenlb
has appr O)c%n%?e% % ngsiz'%aé?ethgad%%c Eén)fers, each data center may need to have only a

relatively small amount of extra capacity, e.g., approximately an additional 1/N fraction of

ch

excess capacity for disaster recovery applications needs to be provided at each location. It
will be appreciated that this number may vary somewhat, as resources may not be
provisioned exactly uniformly and other considerations may affect the actual provisioning of
disaster recovery capacity, For example, if one customer is significantly larger than other
customers in terms of the capacily used by its appfications, additional disaster recovery
capacity may need to be allocated based on that customer’s capacity requirements at the

data center which provides backup services for that customer. It will also be appreciated,
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for primary services, and where individual custoner's required
capacity is relatively small conpared to the size of the data

centers, e@ﬁ{]zogﬁs";} sgenter may need to have only a rel a{,‘#ﬁgﬁg%ﬁiﬁm 'AJ
ex

anount of ra Capacity, e.g., approxinmately an additi

fraction of excess capacity for disaster recovery applications needs
to be provided at each location. It wIll be appreciated that this
nunber mayhav sy siepereaplcty, masbs egoitadcban melrathd bhdyve, if puashas areedilling to

exact | WRES! Mokt IRE AN IEAkLPRB Ry, af fect the actua

recovery capacity. For exanple, if one

cust og@é C]I s sqg,e@géﬂggé‘g%bé’duhélﬁsg%heﬁ Qgﬁm%gggé fa;lt?rH%f SssdétpiEtetd‘?r‘I Burfs,

the capacity us icati o t' ona sas recévery
capaci ty HyPiteRsn serficeserian B G 102 T2k Seta cienten a2y s teRgied 4o dep aEsionsy
requir erreﬂfs%t@treéob&y ag%t én&@é‘t Bhurvhi iﬂlﬁtr&'éé)‘t‘\kéilﬁs c@%@dﬁ@re‘é@@n €&§puftz

that custonmer. It wll also 36691b5v

2008/ 15756%”'@7%’5@96%@?1%3 C%r%‘gi 1‘P°e§§0 éﬁ%r‘gmc af'balé*i‘ %faﬁaffn%éfa" for

required blmipld dud é‘e@téﬁdO@b@é@mterb:ﬁseQUﬁ&rﬁéF@F@elﬂh@pﬂm&rl/Bélﬁcés@ronﬁﬁ@ﬁtﬂ&a
per formance de radati on, di saster .oc

07Q1. 1 |
P o mancssoan gy Sy Qa0 ShulS Fhh e doireg, R SR 100,
Fi gur e 4, 204, 1480.pAs astyataiein Figoes4, moong date akntbh@odidds| didstdatcepvesicadicesay
be 1€l 0catedyt & bECABbI8\ Sl R RInd SSOUE! Yol 3he HER' LS prbLOM 4

oner recei serv r om
separ at e 8ather, @iamt@'r RO, sePOBs aa)dlstnkwe)d a@hmﬁhel f@majmnm d@te rieelersf mm

for —exampye gt aT%SQttﬁ’dP'] a?hggnt Bﬂ“@pa%‘%%a?@} 3@quﬁl¥(§ta@%§/%r{e€ & V&eﬂﬁr Is

prlmary Sel’VI ces from celve | sast er
recovery Séstanbally redusad.c nidore@yehi ihilend %h&tﬂ%\ngz@ﬁme?-srltmﬁoapp"mens 206lighins

illustrat @ébrbd?atn&ﬁ gﬂb@ahﬂ,& omébnﬁrféelscﬁ%@edcﬁgi‘%r difdsRY | &, EHeSARIBE of spare
rs receivin

recovery servic %J é E?Be en r| se custg

servi ces F‘?p@ﬁ’?yt gis é‘?qf“’E WEIR S H?e@ be apprepipd t r%’? §%{§’F‘§P“?'é€8§%¥ y
servi Cﬁs plagnicl Siydrittrmg a@da@s:@zs&aetrémurrcwaieatm@t@laérmerpmﬂeb Be ézﬁﬂlfed 200,
400. Thus,t anpunt o re acit | e n

conier 1 oot s o RREGAS BRRGH W A RMRE oo ills Blke A3 event
non-cri ti olényapgplhe célter @iae antesd fagihg. Thsgreadet acormpitheguad tangidering each
service i ﬁ?]s@fbleomg c@u&t&re Fadé}edHﬁal%gtﬁtraate}@agfrrbnrxl{ugﬁeoiaﬁ]%g)%rs‘)fanﬁ RAL ‘?‘»s:c&lmaclg1 .

capacity recl at
convent i oﬁ@aﬂbfa@@éﬁti §?0 nﬁﬁe'arﬁivﬁ Algfisafog didise pgomeedas Go@tfilétstlﬁethﬁ ageasitc es

in each dghanisPhbeks foPBRalleR@rmodified so that the data center has
adequat e capam ty to provide the required QOS levels in the event of

any ofozfye ot herideabtad aemhe ergarefaalohlv ragmaWhu:ﬁb@@n dub@tew@cavew s@haﬁ reyd
consi deri ij e%crg aEQ: f e t he .resul ’
o stri bAPORETN e g fel R st el e BRI MrEtErre
nmeet t he SindB:sfadradhind sies daies tamiaes SQD 280, GOl S0 atamthe distributed aciapaitie tother
pl anni ng BE 9 eERErs tﬁg}rdis%&gr r%@&\/@rycp%mogés; each data center 100, 200, 300, 400 may incur
only a small additional load in the case of a primary data center failure. In addition, since
the disaster recovery services may be distributed, in the case that a data center actively
providing disaster recovery services for a failed site itself fails, only a small number of
applications may be detrimentally affected, a significant benefit from the centralized disaster

recovery model.

[072] According to some example embodiments, disaster recovery services are provided if
a data center, or a portion of a data center falls. For example, Figure 10 illustrates an
example procedure through which disaster recovery services may be provided. Initially, a
data center location may be assigned to each enterprise customer for primary applications,
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[071] As illustrated in the Figure 4, only a small nunber of disaster
recovery services need to be started at each functioning data
center. Sipce cystoners receiving primary conputing services at _each
of the dat¥% (?@Pﬁlhé?sé’ 8100, 200, 300, 400 may be distri but BdSPHE e
other data centers for disaster recovery purposes, each data center
100, 200, 300, 400 may incur only a small additional load in the

case of aiguol nBy é{dd?ﬁbhae&‘cﬁnérﬁérpﬁs@ldu‘stbﬁer h@y @@dﬂs&gr&ﬂ a ScaA fot BQﬂ:saster

di saster recover seryvi | st r| in the case

it o cont BEORD Fal Sep 0 AP galPien oo By Joceiivs duagy aadve.
failed siDerirgt sehil b@arétﬁ:rn, GﬂhSﬁcta)nsdmé Iston’ﬂmbietheOf:nmappiataCaért@mSnavaye be
i sastor Miatesis GF Wity Pepoe Bl R g i8S et B0 ey
enbodi nenofsirameg@ptdita mag dyweagromplishddc Bsargr wayp sotebie thé apalmaa@ra For
center, o or (o) I,

st ar D@ e thal b8 SAnANEE tniodid Bpe 0L (SHGIRUP baceOhiEndd
servi ces mserrbetnﬁhi@wau etcmayl bsi anperkd that at th%i 6158 o&em@letagel, eechitapolitatielymie
assi gned B@s@ﬁé@ate%%%&bﬁ?ec&}é BRI Lol MEM tﬁ'»%pché &3hdaltitr datalér
NYO1 1366915v] WO 2008 7508 CT/ 1JS2008/ 067140 I'n addi tion,
each ent e?'%KF'iQs'@COEﬁ%t?réﬁ?érm Ry et usadsi Qwkg ey Cperaben. fegpfigyragips satedpr

recovery ghhaappiati® mhf Qo r:ﬁeOEop@eathdh@ diREEOFdbRYy deatdereny ssmaduTRs
jon data stored at

expl ai ned _above, ri transac

Tho. or | mara T ehiren A BRL s9rl, Pheor i ih it i ARG el I b g
data cent ﬁmablé Ofn eagdtere nhemephe baxkausi@mes ndH0a dishdnt, rop tdtargy rafiirements
transacti l.i she a L

applicati %ﬁ"g@%‘%wﬁ%s Em@fg&% orf rd(?)i'% ﬁ]a b &% \ggccg?ooﬁp'lt](ﬁ;% Hg Sr?%ﬁéﬁa "Use
of a transenpdterh Bigsaeh may aley ipmg:cormghslne@rhy way of hitsh wedptdst etpm farbieularly,
ensured t

tarted af R JraTerRRe @ cHtathEats (ARt PRrarriRy UDhactif sai
transact i ety éisignt, the Biiofey MAy 6RSroMelibpe ssnAreEsia Sy agdetito @ﬁﬁci ng

nor mal opgdrAbl QRtonfeP Rafr@Ul atdyost SRbRadddls t@%bld@@@ﬁa'rﬁ@tllb Q:@t\%ﬁcy roRitiSeP
be copied to t he di saster recovery data centers 1603.

conf i gura[’?% VHRICh N3 dﬁﬂi%ﬁlt‘?g tB@aF?dﬁ?['é?f'oﬂo t he disaster recover dat a

t bl t.he, back
oo o Y SRIDS 5 Hh A0S P oRHERELINNE 5, WG R
m rrori ngmef belatcmdamyo bsintkunear\sgeud”brr exowsthe affected appjlamnnsmwrme data

conpl et edCEnMrrfé maga&rrsﬁc% 6156 e BRERNRI LARML et mBl LRI ot the
updates, etc ttic ate cy requirenen OF transact i ons
are rel at igastey regoyamn @éﬁton%lﬁ!)ﬂo Mheseappligatianp mautba dlsa@n@é BCrogs aligieken of
the m rrogdnQefBy, b&e%?&gmédsﬁehe&oﬁew BEDEQNAHS bY proviie@ FroRPhukileafate Ct

normal custoner traffic, it ma dvant ageous to provi de separate

I P net wor ReESH{N evsmta%é@sﬂmaéﬁ%y j THle. caeiiio asoRRlCaigssat the disaster

repl i cati @Bovery locations, may be accomplished easily as all of the information required to provide

the affected services is already at the disaster recovery data center. The hardware at the
backup location may be identical, or if different may provide the same logical level interface.
For example, although different storage hardware may be provided, the storage
management system may be provided with the same type of frame management system.
Therefore, each application may be started on hardware at the disaster recovery location
simply by loading the application based on the copied configuration information, and
praviding access to the mirrored trensaction data. Since the configuration for each
application may be updated at the corresponding disaster recovery data center as updates
are made to the primary configuration, switchover to a disaster recovery focation may be
accomplished quickly, It is also possible that an application will not need to be started at
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[073] Should a data center, or a portion of a data center fail,
di saster recovery services may be provided to maintain services for

each of th applications. Wen a data center

applicati Oﬁrg@gﬁsﬁ%&%ﬁ enterprise custoner affected may b%%{jgip?sé%%é‘?
the disaster recovery |locations 1604. These applications may be

di stributed across a nunber of data centers. Therefore, disaster

recovery ﬂel’dﬁébﬁt@tsremyrybﬁtam’eméi‘ dedwe‘sa*pprmamﬂ mhyﬁbekecrbaltmmng&m v’ dtate bhe
t t { t {
G <ast or o Bt 47 s GRE T el Boo Bt ik Bl e BB Mg e B ol

the infor draastemmcnmqmemcbsumthplcmloﬂm odtlge. af f ect ed services is al ready
at the disaster recovery data center. The hardware at the backup

| ocat [Hlmay Bnce @e@ppligation iHrunhing gt  Hisasiaitreqoussy Rcaipn doduiiéondieaiiic may

| ogi cal | Gé’F‘e'cilréc?édecE)ftl?é;@sasteFFérco\feWHﬁhc%tlo@ié{ﬁob!ﬁﬂ nfhl bk %E&%Is&h@fr@@ﬁ\ a

har dwar e may be provided, the storage mnanagenent system na

provi ded Wﬂt“??f ©heossiieavaysfar @@mpleéh@%rﬁae%@hﬁa%%mﬁ (D%héﬂo@fm
each appl &GRsKi b CBA: ?@&toﬁfcﬁd’rb@%%tt‘féaélﬁbﬂﬁbﬁ@n at the disaster recovery
location sinply by loading the application based on the copied
conf i ppwsgt i on Alnbeyhrtad precedingriekt sqa:ﬁ Gyvindi dsmalfmﬂasraatb@oﬁ \Vadious enibotietints,
transact| urat n.ror.. e Catl

b updat e oY Rondsfea R o RS PLAR § bBiaB T OhpaPER Bl T
updat es  elims seiierth delbive Theidetarad deseriptigpuisett iberepnatuid &wmplanoorav and
di saster ?‘% OP(o?réésérBFaé\)eﬂn%%MIEb?nboﬂﬁ%ﬂtm%{‘ 'tﬁ@%ﬁ@&%%ﬂ% de'SE”bli@gg%ﬁéB

possi bl e t an a i cat need e sta
1366915, 1paasbiz0eBpaBTEy swmdtT/ hesimertiods i got tineosgblsa dtugeraue cafteraiive

data cent @rﬁbad@ﬁer&%o@@pfbé %btérﬁéhtéHWu% KRRt FunRR m&hhaogaf ol"tlé&nc)l%é\,at e
at all tines. In this_ca fNEr recove ata center be

i mredi at eﬁa)'elamdeaff% thiy @J\Pﬂd’é{e ?fltg'éﬁ“@?t EB\V‘@PE‘? Sé'l%}lq)l"l‘,‘@g‘ R SEpe ‘Eé

of an out ages defhid]thOneentian. application is running at a disaster
recovery |l ocation production traffic may be redirected to the

di sas[@#6]r ecovieshoulrhpé iuoddrstontt HEDBereThiig implzmbrtaiione @fipties vedbtbnoagh a
?‘[J)ngfr . gLTnBS’ﬁéa% B8 of“éﬁé/ﬁwerﬁu% a%mn uscél:?&g;l %ﬁ ﬂﬁ%@%ﬂﬁ?\égwﬁnﬁ% W&
applicati @ﬁwordqwm%ﬂlﬁm ttihﬁ)@rghamribatpthed:rydmtwg it el |'f5*€qub¥‘f3§’ﬂ€¥ﬂ£ gmiprdiragnited
descri pti giced el U ﬂﬁé}@ﬂaw@%me Plate'dtto %Jmub.% He au%@rréétfaﬁgi vsrg%né he

| egal scope of the Invention I ned the words of clains
set fort hOTb%qL@We”tFH'éafd@H éﬂ'm@dthﬁéé‘%ﬂel Bt t'?a$"‘s upgeriiag @W]ﬁj@%f’oé%d and
exenpl ar yqamky nagd. does not describe every possi bl e enbodi nent of
the invention since describing every possible enbodinent woul d be
inpractical, if not inpossible. Nunerous alternative enbodinents
coul d be inplenented, using either current technol ogy or technol ogy
devel oped after the filing date of this patent, which would stil
fall within the scope of the
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clainms defining the invention. [076] It should be understood that
there exist inplenentations of other variations and nodifications of
the invention and its various aspects, as may be readily apparent to
those of ordinary skill in the art, and that the invention is not
limted by specific enbodi nents described herein. It is therefore
contenpl ated to cover any and all nodifications, variations or

equi valents that fall within the scope of the basic underlying

princi pals disclosed and clainmed herein, 20 NYOl 1366915 vl CLAI M5
What is claimed is: 1. A method of l@ ng di saster recovery for a
plurality of conmputing service enterprise custonmers with a plurality
of dat nters, .conprising: providing for each enterprise custoner a
prinaréNﬁ é%f?%ﬁ@l%roviding for each enterprise custonmer a respective
backup | ocation separate fromthe enterprise custoner's prinmary

| ocation, wherein thqose enterprise custoners that share the sane .
primary | ocdti onhaedognRl proyidiigeisssies 15e3ENh f9ror alyrdiy oficompriing egrvice

anong teh?cqmsb' E@gté‘g{léﬁ:{s jSthdﬂ%lﬁ‘ralki%ﬁd%{a%eﬁl@rsg aﬁ’ﬁprﬁsﬂ?g: total backup

capacity required at any ‘backudp location for all” of the enterprise
cust oner' s forovidiag faree¢hcanteaprigsrqustamer h paraiydacatioat are assigned to

that backup lI'O%’?(ﬁ}li ?nr éa% e%%ébSts%nc}uist%l ley alresS Secttivr%: nacme o%g‘ﬁ) anC Lér%graér r%x%ethe
particul ar primar ?oca?ionfm¥or 238K enfé}prlse C s%one , r 0F|ng

][ r ansa@hiemﬁsdﬁhaomeﬁsep' waskyabedtion, @hér@fnﬁtﬂlbﬁ‘keeent?‘phﬁemmtoh&]{mmmfaw the same
ocation to the enterprise custoner's backup |ocation; for each,

ent er pmrseigoﬁmhﬁ}veéﬁm FTBECAVE GpsKUBTlocasions aﬁviweémna%ﬁé%gﬁwgﬂx pEdata

ent er prek$rs 56 Y84 WPlotad bARD GO PSR a: Aly BREuLREAIN oS 81 6Pk Qm%{]:;rﬁe
primary location to the enterpriSe custonér's backup |ocation; and
r esponshstemes &ofrap| paridcuddr puwanyf locateonpthat atg essigned dat thaic barkap docation is
each e ] r nat . plurality of data
cont er S ERRESEThE IR pdS e B Dok Bl DRSO e pr 1 2

custoner’' s dppkachatntempsisatcutthmes ninbt@ings eanvdsicnrdatasSrecdiaak up tho cateipeite

using the copied confiquratjon data, and co nci ng.backup operation
for thEUEAPE Spi?“i”éf’éyEftfég%‘h@rthﬁ?nt?‘ﬁé‘s%%mr Fgg‘{li’ hﬁ‘fg“%i ng the

enterprise gysd@RRhicfpraBRuieAL, ARFindNHcdpgiCoMidnfigiatord ERASECi @B efHfise
2. The nmethod of claim 1, wherein backup operation is comenced using

a st andaftemesepPBicatigs dneteeat the SFRAIPHRE PSEPTRT's AITERaTY locainertei the Isaigkprise
up opergldQhvd thckPTERRE S N9 @ set of
responsive to a failure of one of the plurality of data centers, for each enterprise customer
that has the one of the plurality of data centers as their primary location,
activating the enterprise customer's applications at the enterprise customer's
backup location using the copied configuration data, and
commencing backup operation for the enterprise customer at the backup location
using the enterprise customer's applications and the mirrored transaction data.
2. The method of claim 1, wherein backup operation is commenced using a standard
set of hardware.
3. The method of claim 1, wherein back up operation is commenced using a set of
hardware providing the same logical level application interface.
4. The method of claim 1, wherein the copy of configuration changes made to the
enterprise customer’s applications at the enterprise customer’s primary location is stored at the

enterprise customer’s backup location, through an automated process.
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har dwar e provi ding the sanme | ogical |evel application interface. 4.
The nethod of claim1, wherein the copy of configuration changes nade
to the enterprise custoner's applications at the enterprise
custoner's primary location is stored at the enterprise custoner's
backup | ocation, through an automated process. 21 5. The met hod of
clain11 wherein connencing the backup operation conprises the steps
startlng the custoner's applications using the copied
conf i gurati dn dat'ac gKehodind chip o Pagrein sommasRceghe H%‘tkélp opggtion comprises the
redi regid,ngrthe customer's application traffic fromthe primary
| ocation"to the backup |ocation. 6. The nmethod of claim5, wherein
the cust onestagingdpt cesenars appétdtions bsing dui Croeni@dnﬁguratadm@ta ny! tHe nairered
nane s r%&? §Ht|n tables. 7. A systemfor providing computing
servi ce< 1afe di saster recovery capability for a plurality of
conmput i ng Seédixle(‘:@lgeﬂieed’l.ﬁfoh&e’sCprhﬁHﬁBﬁStrafﬁ@lﬁﬂ@hi gHengHimary dbéstiah ith hobackup
dat a c?nters provi ded at different physical |ocations, each having a
plurali ?Vmo%f har dware and software resources and conflgured to
provide prigary GRERKHIAG,SRENISCEBelof hb BustGRES! MhliSRioh URHRAERLSIRASEHy
on each custoner's conflguratlon and transaction data; wherelin each
ent er prite@ngdmuanerms sereiss fqtiegtabbesone of the data centers as a
pri mary data center, the primary data center storing the respective
customer's gonfigury ?aalﬁnf&ngmu Ahipline BN 4 Blaster recovery
conputing services to ther ct Ber therefro erern each’
ent er preagdiloyseranduraliy cafsemgutmg semlmmpnsekwstdama: cemiresiig: as a
secondary data cen ich stores m.rrar .transaction. dat.a
op! T oat b EuRrGSAE Eis sk Bre B AL it BRAE o PG § Plusalit
Ser Vi Ce$ hh@divatddIs6AReE! bRy ahdERITiguRd 16 SRIMRSrinrAcdpl itk 8@ ¥RB o the
at the custoner's primary data center; and wherein, for each data
cent er SN{CHYISE GUitTRYP ?a%@p@ﬁ@cwmeﬁé%‘%@@@mﬁédéra@%wwa& as a
pri mary. dat §£eR lon SARRHIB RS CE AR (IBhACCEB UL BRSO IRRNAY data
anot her data center, rein e seco ary ata center assignments
are di stmtblbmiueeplrilaelryo@@ thﬂerrmmﬂmge&ﬂ»a@tafemnomess ceuﬁgiimaloayfsﬁemnsdctmn
clalm7d_t greln transaction dat E h g E g and accessed
by the F&H Rvineg CRIpRIHEE SeYIcEs & ?f‘ﬁ&?" 'F & °d’&‘“tfé et des data
defining vi khemdin eahipdttdrprise Gefoviet &S afdigavd €etnd 6f thblat:espRed hyve secondary
custoner. 9. The systemof claim?7, wherein each data center provid

pri mar YeR&EYiED adriglhsigres mymrorge UgRAS O flafe and P Heatscontiguiaen fata fipm which

Ser Vi c§§ ptRiRNUrnl}Ring %tt:rvf&fes BRURE PLshSRive LRLIOREF fr reSfiohl et Faitufd ABARGhe
smal | er Fhan the first set

customer’s primary data center and

wherein, for each data center, the customers assigned to the respective data center as a
primary data center each have a secondary data center assignment at another data center, wherein
the secondary data center assignments are distributed across the remaining data centers.

8. The system of claim 7, wherein transaction data includes data stored and accessed
by the respective customer, and configuration data includes data defining virtual computing
services provided to the respective customer.

9. The system of claim 7, wherein each data center provides primary services to a set
of enterprise customers and secondary services to another set of enterprise customers, different
from and smaller than the first set.

10.  The system of claim 7, wherein each particular data center includes a set of shared

resources for providing virtual computing services, and the set of shared resources is used to
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10. The systemof claim7, wherein each particular data center

i ncludes a set of shared resources for providing virtual conputing
services, and the set of shared resources is used to 22 provide
primary services to those enterprise custoners assigned to the
particular data center as their primary data center, and upon a
failure event at another data center, the same set of shared

resources of the particular data center provi des virtual conputer

servi cg¥otige PHBSY wxtiewsgpithese spipmrsmepsonstsiaghiserd o thhaarbepler da aenter as
dat a CQH&F 11‘3§18;<ﬁ Lenbdr] RN Mhofl %tfglhﬁ'@ RL&f PR HR d hﬂ%@ﬁter S SR ds'etsgf shared
custoners assi gned to the other ta center as their prinmary data

cent er radvoreas ©f dhs partiasler daedcenher tphevigear tiiteal| @mpdat scodmns ¢o tmsetdnmrise

secondary data cent uch _t hat ch particular.data, center )

o 1 nePamRs, BSrEe 1o Y hrie e (BB Pl b bR SEEEAGC TS those
Ser Vi castefprise bustofRRI Asibdderol the bihRr alts eBaer &f théir Fﬂmlaw EatLYE@Mdr whblare also
The systemof claim7, wherein each of the plurality of physical

| ocat | AIEERALO the prsticuaridate) ogniekasthein ARty cata e e Suca i caqh FRgfoular data
di sast &LnPUBYEMYt inthide TEstEHB %H&r@fl rEéo%}dEk jd%dx‘é@t@ &b rke&ﬂlrdallly RhVisdsCahich
| ocati ons, each having approximtely X capaC|ty or prinma
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recovery service performance for each enterprise customer in the set of enterprise customers.

15. The system of claim 7, wherein each data center has a capacity sufficient to at
least meet a minimum primary service level of all primary customers and a minimum secondary
service level of all secondary customers, and wherein capacity used to meet the minimum
secondary service level of all secondary customers is at least partially used to improve primary
services to the primary customers.

16. The system of claim 7, further comprising:
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conputing service made for an enterprise custoner at the enterprise
custoner's primary data center to the secondary data center. 17. The
system of claim 16, wherein physical databases for an enterprise
custoner |located at the primary data center are mrrored at the
secondary data center. 18. The system of claim 17, wherein
transaction data stored in the physical databases is mrrored
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t he respective custoner to one o ters”as secondary
dat a 23.  The system of claim 22, wherein the data network is configured to provide

guaranteed quality of service levels.

24.  The system of claim 22, wherein the data network is configured to provide
Managed OSI Layer 2 connections between locations.

25.  The system of claim 7, wherein replication of configuration data and mirroring of
transaction data is provided at a lower guaranteed quality of service level than normal traffic.

26. A method for allocating disaster recovery capabilities, for a plurality of
computing services customers, among a plurality of physical locations, comprising:

maintaining a plurality of data centers at different physical locations, each having a
plurality of hardware and software resources for providing both primary and secondary services;

for each respective customer:
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center, which stores mrrored transaction data and replicated
configuration data fromwhich to provide conputing services for the
respective custoner in response to a failure event at the custoner's
primary data center; providing conputing services to the enterprise
custoners based on each custonmer's configuration and transaction
data; and wherein, for each data center, the custoners assigned to
the respective data center as a primary data center each have a
secondary data cE@MWEYNRDS; gHIetYe SEStUpstiRame Rt the dalt @nterspifer drimant dya
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primary data center each have a secondary data center assignment at another data center, wherein
the secondary data center assignments are distributed across the remaining data centers.

27. The method of claim 26, wherein the second assigning is based on which data
center has the least number of enterprise customers receiving disaster recovery services at the
data center.

28.  The method of claim 26, wherein the second assigning is based on which data
center has the least number of enterprise customers receiving services at the location.

29.  The method of claim 26, wherein the second assigning is based on which data
center has the least number of enterprise customers receiving disaster recovery services and able
to meet the service levels contracted for by the enterprise customer.

30.  The method of claim 26, wherein the second assigning is based on which data

center has the least number of enterprise customers receiving disaster recovery services and

located beyond a geographical threshold from the primary location.
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