TI TLE OF THE | NVENTI ON [ 0001] Met hod and Apparatus for
Extraction and Matching of Bionetric Detail TECHN CAL
WoRERDs{30015] The present invention relates, iPCT/US2006/043091
eneral to [ dent i fication of individuals usi ng
bt hOdwd, in particular,

t|f t|on tlctlo i.ndi duals usi.ng
2 @9@ MEBrd AL ?Paﬁ%ﬁgtgr w@l@@mvsﬁww il
3 TEemICIA@meﬂtl on addresses a nethod of identifying

rson by extractin d mat chi ng bi r|c det ai |

4 Bobly 2 Do bt SO GRer T b o (B OB HCalop B Sviduals using
5 UBACKERGNEhACTE dn0RA0parfBudIEtd idestificdhbit Bnd 8htBERichtdn of individuals
6
7
8
9

1

i dent Lfl cation or authentication based on physical  or

P OHAICORN G ERAEFS- s FTOEL 2 tredmigel; Redtiof i dhangvgation addresses 2
ARt e idendFyiay i deepes! Ey ve%tradﬁ@t aﬂd Sy Wiomen@c Rl from a

degree of caonfidence, and is often desired
%ubemqepgﬁ EHdnGHed age ot 3 E%rscél the identity of

B@émﬂygj\@mﬂfng bi onetric infor matl on, whet her by
one to one) authentication or |:n (one to many)

10 [HeAY hi rigiometais Whl@lhrqf@m to fidengifiertion m aufheeliostatasehan physical or
11 Heh@w&gf &ﬁracieﬂ %Mcm@ﬁ%eﬁ%ﬁg? tahdﬁfédntg (prov‘ff'& ﬂ%)%l%ge 1dent1ﬁcat10n with

herein, ref er aut cation (verificatl
12 alngh degrmfs:@nﬁdescmm ftas oﬁersmlr@ﬂmopm rrd/dwa)lthanm:atedhe identity

13 df qf? gﬂdg ﬁﬁﬁ%ﬂ%&gﬁg qﬁiﬂ}r@tﬁg\, Métﬁ’é? b&f o%gtto one) enucagon or I'n

rson | 1 ons
14 (anmnmmatmaj@mlgddmtﬂcm@ |qushaltrh¢ mmders‘wanlmhatr ihs terl’mgédfmtlfy” and

15 “f%g% gr?nggaas%%éﬂ&% %tefeg)%tﬁst? a%th%g%atfg)lélgg @:gh%th%a} geﬁsoil is who he
16 ot 8urpatisse bﬂ_f)%é tqadmftxﬁcmnmgdmmmhg Wdll(;hd)éﬁltsetfotf péﬂsibm’lmdlwduals a
7 PR B P AT ot R B s,
18 ifnhxeaaf balmgirint &ems,m@sﬁnwrfm imagag bi onetric

19 [gﬁ?t I 1‘§50at o ﬁegpg gg?bhg(}giﬂﬁ%ugg 3&%61?1 [1004841) %gggses performing
20 &&@&ﬁ@i’c&iﬁﬁ&%@ wbihy shagsibee Qﬂ@rﬁéd #ured0 s iflh&S!WBES Hamming
ionmetric, identification usin al ysi s of images of

21 IJSRRRRRRE: RO AL e KPP fa. e R eHRels [y W88 driamioE biomeric

22 1Edn|t156z{t10ﬁ'6gse§ﬁp(§ﬂﬁb‘ﬁrﬁ‘z{geg| stance metric. [0050] Jai n,
: Prabhakar, S.; : and Pankanti ,
23 [0?‘—410I] t erdPank chakel- SFlPﬁ@B‘? &p@ﬁ%ﬂ’ gblication NPEE@W%&@&)(PHNISW

4  DdiBEBerPno ' ,
o0y di SR53 aSopRibiorhdfc Rbtkifclfion uche Mysiaiof Wi of patm print
25 caqaeqsedth wm@hﬁm@sbasedo@abor Aiier pndiantangulergléstansk mstric.

r .a c |d di st apc [ Q
26 [gagéea? Tt &4 ;2P ek ﬂa@ ki, 2 113" A CPfEhE] &, | O8Roank-based
27 Fp.‘rigemlt B@é@@%p@f@a’ﬁhnﬁ @n Irnage Processmg, pp. 846-859 (Vol. 9, No. 5, May

28  2000), discloses biometric identification with limited success using analysis of fingerprint

29  images with Gabor Filters and a Euclidean distance metric.

30 [0060] Lee, Chih-Jen, and Wang, Sheng-De, “A Gabor Filter-Based Approach to
31  Fingerprint Recognition”, 1999 IEEE Workshop on Signal Processing Systems, pp. 371-378
32 (Oct. 1999), discloses using a Gabor filter-based method to do local ridge orientation, core
33 point detection, and feature extraction for fingerprint recognition.

34 [0070] Jain, A.K.; Prabbakar, S.; Hong, L.; and Pankanti, S., "FingerCode: A Filterbank
35  for Fingerprint Representation and Matching", Proc. IEEE Conf. on CVPR, pp. 187-193 (Vol.
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Fi ngerprint Recognition", 1999 | EEE Wrkshop on Signa
Processing Systems, pp. 371-378 (Cct. 1999), discloses
waisimgsa9cabor filter-based nethod to do IocalP@denmmemn

AT RE NNl R ———"—
pRrfSeinffiapipkia imatching basddn ah Enclédedn E’i’afakm’rhetnc S.,
Q@iﬂ? gg;%&fakgﬁ S F, %;é?@ﬁ @%s%rﬁc%ogl d til&g§ing a Filterbank", Ph.D.

5 VRRatidD - Mikigad %@atﬁ( Wlivessity JOOG ) 23rséiEses 1oA&E, exﬁaamlnoanelsﬁlterbank
usi ng a bank of Gabor, filters tq_ capture fingerprint

hﬂﬂ%ﬁ@%m@&af%%?ﬂ%@ﬁﬂﬁ@gFWHﬁéF@PFWP“n&tchlng based on

@69(5'“ cl jieairdpabrirae STRhd |I-R>ng,[ DOBO MRt etabad @[ppro%ch to Fingerprint
Fin prlnt O assification and Matchin

Essifeveientk TEEPHLrppsaqtions ep (TN PP- W%ﬁ?%g}{(’]&d‘ ptil 1999), discloses
(%f{lyrsl\fﬁfl hh% qé Qlé:) ﬁltéH (éln% JteafidbeRriakby 26AKOST GHbdr filters with a

ter natc i ng o fingerprints using
tymrstaga slagdifgentionhns. [ 0090] Jain, A K, Prabhakar, S.;
@F&QSI iy CaJtn} ol\r/%"% Lt EhaBRe ﬁppgﬁﬁa@& o, 'Flrh@%s&r 4t Benefits of

E “Transacti ons on PAM
Gife %@nlélbﬁol 2-D4 Gappr Hilter9dg) a EﬁltstB@e@ésFJ@g%rs@mf Maghing  System”,

%rog%ﬁw% ?&geb%rt&- {) i S&%e@ﬁeﬂnr@%%po%nﬁoﬂ SDg&h PreBly, BY. 171-175

ers wt

@asls il §-12,a2000) dlqcmiﬁﬂppbmgttwn dlmwnsmvg]eﬁgbpr fifters tadipgerprint images
The Costs and Benefits of Using

E%Hﬁfgwgg%ﬁbﬁgwgr Filters in a Filter-Based
filngler premin bhaslcHi. SgPﬁyﬂtz&pphcatRmoEté@dattwgsN@meﬁ/@lZZS 15 (published

gﬁyrt 6g%§n?ﬁ§$gtpﬁgﬁterp§§%g? og§¥%%%?1§$§§&%hdwdlmm

1 0V2004)MHAST cibal U@abﬂéntf6t5|56 86% (1tsued Apgké29p2®03t), ﬁmgag]e@porated herein

for matchin fln rint . 110] Z n et a

g HEnsap it gt Vol SO0 eB S i Subsequent re-

{)ﬂ% Rlibsbede Jdin ﬁna%e 08@)0&59 surfen@fthe ki buPadee not disclose identification or
E@;catlon Publ i catjon No, 2004/01 11030 (published

gifbratiggionf guividugligistg the e JI&EeSpat ent 6, 556, 858

idl%ﬁ]ued ORRST V29 and Gdin, ¢.ul, ! 'thﬁﬂ@ﬁﬁ[@lﬁ%lﬁge ro@ the Bbcutaneous

ref erence, disclose USInﬂ infrared |

Yatsular Aieetul of & Back qfithe g%@@&t?étrﬁm% Bi CBiA GHOBAEEE 1995 Int]
Egﬁa%%' é(hﬂf&@&% AREQurin e RHEIDAE Bp OJ0- 3§"§)Io$ k1|8|:BO WS) diR%oses making

0se identification orf authentication
pmififiniedimbge Qfsﬂuh‘gltatnh@ls\ﬂémﬁ op thedrask of the hepd aefiélgf‘gl segmepting the vein
%&% 7 HPeainCa bqe'dlal TRgr gsreﬁﬁﬁbﬂ; of W{lé}ﬂ p@terh. heContrast enhancement,
cutaneous Vascul ar tmor of the Back of the Hand
fitridy oretme laomd MGt ond sopryon oiEEe tpgd5iqmta packground is
rna n e
GRS SIS BBCSFRACL X SULROLO Mo s i
dﬁﬂ&ubcutaneous veins on the back of the hand and then
ntlng vej,n patter t i a ' -
TESPE R0t AL, il 1 T A, S Vi e
mﬁmg m‘:‘gﬁnthfh lahd B Imtgerh«mtzct&n‘b\lm'l iCanf. oa Kikbnamte@r E¥ctrenics - Digest of
a[‘re]c 1caP§a{p%£sl, p}l;] 203t (]Iu 11{]%] %OB&)ogn scﬁos%sagx c 1l1’|gn:§1:l relglon of interest (“ROI”)

from a vein image, using a Gaussian low-pass filter on the ROI image, and using a modified

- S

median filter to remove noise in the image caused by hair, curvature, and thickness of fatty
substances under the skin.
[0140] Lin, C.; and Fan, K., "Biometric Verification Using Thermal Images of Palm-Dorsa

Vein Patterns", 14 IEEE Trans. on Circuits and Systems for Video Tech., pp. 199-213 (Feb
-2-
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di scl osed. The nedial axis representations are
conpared agai nst stored signatures in a database.

() mm]mbm S.; Park, H; Kim S.; Chung, C ; pOOUS06/043091

o e e A G D o

iHeREE (‘ROICH and RisgRShoMbnt TRERN kS BktrdlB e iRRmaiod about intensity,
(June 13-15, 2000), discloses extracting a region of
grefigtead duedionfsatieom a vein i mage, using a Gaussi an

['()P%‘] pasﬁanfakd ter .p0 Iéu'B@ W"B‘xdﬁ?&ﬁo A%ﬁﬁnﬁé:a'nﬂﬁ W HBQI' Vbi%dPattems",
median filter to renove noise in the i mage caused

HeEr Anmigl (anfiria, Sapperor Bp-ckieds @fugf éltét,yZ %@es&l%@ssobtammg near-
€8 hbitPvaK lifaods Oddifthst lehimeilrg ithe h gE@Mnd K -ont Jati

RGBT g, SRt =l A R S gpase only comelaon
@éltmnl)@tp gatclaigras Pa@opsmh@n algomhmEEE Trans on Circuits

egh L .
@l sél oses b% ai n| ng f -E § dl% Jes%g %e%ﬁgr;@(%%mn of Finger
Yot 1Pettms BmﬂroaacWamjetamd é_gpai dnbfcom‘emregtru(tﬂrﬁl(uéu)a,l Nefrsgork", Int'l
élé SnI n eﬂge{wclﬂgsga: ] dllgr(e)unte )Iglta rﬁ?gtl (}Ibgég g‘?ﬁo%b(%o‘%s (gseg gbtalmng near-
ihﬁ&%]mi@maﬂdﬁngeﬂ' veinsamell dsinganulfidscald Bilfeidepuvecenhancement transforms on

t%%‘fqgge’ltshc%‘tgb%g?a leganaqﬁ% &%%%i%%%ké?l%%‘%ly Blined to perform

Méggaitioses obt ai ni ng nearinfrared hand vein i mages,

O G et Pt e P St e e Resk BT Sty and Persomnel

Idbrgﬂﬁfchﬁdﬁm 6 A@\Eﬁ@%:d I&hging, ppl52-58V199D, Eﬁfsclc[ési% usife infiafed iMBges of back
tiscale eat ure traction o I .nger -
qfétafl% %“%3%%’6 VEiR RAKCEE &Ex OSePIpHRS) COPRELY mﬁiaeﬁ gfio a hexagonal

%IélraH @%Wn%ﬁ&&ﬂéﬂﬁ%ﬂ@%%1sto 4 fdr v&Ridatio@n Neur al
t wor ks and Brai n, gﬂ@ 1-1084 (CQct. 2005)
91804 | oserenbvainnasgy @F‘iﬂﬁf%ﬁ@a IS eBPIs .dw@l@ﬁed in Choi, U.S.
M&dnD S, 3(ANE sURLNEI MBtdder SEal0B1)S Shufiy qgél@@édv By CRRAGLE nf?e?ém utilize
transforms on the | mages using a wavel et analysis.
infopafionruelues ot Whese aeipy Bitsysect o ereeh b Jseliscised in Clayden U.s.
0 | . o
lfa?egl?ggz E@g ({rsmglélzn%ull“%esg%g{ | fugi a%ggllggsg nngﬁereﬁce herel'n, utilize
digetimiafly-tvgighted" vec®r sehresanteitbns rrdghe geinppor GRer5@-qailod fpoint-based”
i mges of back of hand

tgé}%ﬁ%?aﬁg%g%‘{/}gﬁnﬁﬂgp&?%g&ns whose nodes and

[@tﬁﬂhectl\\pmr}t bmsaqdpmlin bvnstre $ystemgeanabe gcﬁr@d% Easystem that performs
QR Kb bufion s lelte Soo 3t BB PR b e p e strcture, or
eymplershe@sthe fvrarns éxanhloe, wigtes Uémrs hzdfel maxtal pmhts&bf curvature. The

Pat nt 6 ued Oct 2001), full.
et el o G e TRV Pt S EDPs B raghg fom the
raﬁ oﬁhda hihiape WTRE eguhizd ve1ﬁfs’etic$1&6 is thén 9 p10SIS;, redhic,ed &$a binary image and

sclosed. in O a den S.. Patent 5,787, ued :
SHhiegec38 i) o7 ce of FiHeage By SFen dhe dubRsicieRion of the ven
dtfubthteZ G/eln 1ntersect10n pomts can be easily identified. Other features, such as line

curvature and line orientation, are also easily determined. The positions of these critical points
along with other measures describing them (for example orientation angle or curvature value)
are arranged into a vector and stored. Because these systems often miss some points or detect
new points when processing different images of the same vein structure, the vectors that are
constructed are of variable length, which makes quick database searches difficult.

[0200] When performing point-based matching, the input point set is first compared to a
-3-



O o0 9 AN L AW N

[\ T & R T e e e e e e e
— O O N N bW N = O

22
23
24
25
26
27
28
29
30
31
32
33
34
35

di rectional | y-wei ghted vector representations of the
veins, or other so-called "point-based" techni ques

wowedis/Hkeoen in the prior art. [0190] A poi nt - bRGEUS2086/043091

bionmetri.c s%stem can,_be defj ned _as temth

THEFRET REbIO HETNE &0 AUBMIE PRAsE 6&@@% YoPFeyrsd 0@51% thg use of an
aFfhd ﬁ‘§nsﬁfrmc lok tsirkidr AOhEL.S FolloWing & laNgihdid CIf Whe pofr@i a search is
exa ere the veins branch or where veins have

qeBdkc fobapmwn@te euregRendenges tyiaeanypRiets fogh giflaet keys. The total

hixhA Shuldbes 8¢ 9&&6@5&1&11@15&1’{@%6&}6&? Qhest%@)nﬁéﬂft Vé@:@bri Redetermined and
vein structure fromth rest of he I mag

feca thine eqpre si aaloglatede tIhe@mrg it ¢rapategdgp @gme§11q1@ Hyee and p decision is
[ ently thinned to a series of

@?ér% aE“E‘bWh @gﬁaﬁ%@ggﬁﬁng%‘hl s thinned version of the

[02310& sthdQ ﬂnes,e paietthas¢dtedmipes fronsahde, ey nose msny prodblemps. Due to
e e

%eﬁlsﬁg I‘léoléél agﬁni toa %aﬁ&e?%%% églel‘eﬁyﬁ(?%}%? r{téee?ﬁ%t %’érds\éﬁﬂ%légt of %Qﬁlxts will be

groadited eab tiofe anha@mduall it athéntipgedtidentefiednd lw,tshcloplhmart approaches

mus? ﬂgxslblg tlow hsglrrp gmé) ertdde éag}r)l!t % %I en\tv 1cil revents them from

an ST Edrvat oY eSvariey *a ed i nto a vect of

mmg ﬁ)leotb &dnstlﬁietﬁxmldemgﬂekeysslyaitaMWa)jst cedlerﬂd fBa amlﬁ(am manner. As a

BRnUS SRt Selsn ARl E R0 562 L B LR o i
safireh hepshtbakeasisy Spedacha tdughd b8 thepgtrlast. whi ch makes

(Ao 17 KGR e SRR it b e 1 Pametisdentifieaton

and afiihe@icag@Mbar &drate basnehey GERMAIvRin ﬁﬁgesdwrﬂoﬂﬁ k8yk of fixed size

al.i gnnment phase. This typjcally_ occur he yse )
*9fl CHPFISF PHT o7 41 KEY APTBTISSR FieY F 36 kot Roreaty b grlommed. It s
fufifer AbiRIBRRE ted@be 1BRoMPhtcRal BIRERY 64 kdyTomPREIA! ﬁﬁil th @prove the
appr oxi mate correspondences between points from

sHeeds @rnéaﬁqhmgeyg usipg &ey gibsets fidepiiipatsilematsh candidates, and then only

&%ﬁﬁﬁ@ﬁﬂ%e%oﬁ?&r%ﬁs &%&!%%Gssﬁﬂ”'&n&ﬁé@ cAR¥dapBCt Ors is
determned and fromthis a'score is cal culated. The

023 e iNoneopfplresedriias &t reiprenrRd| ditherasingly oy dincogdbinagippndisclose or
duSodiBlEe RSt RvigLher a match has occurred. [0210]
V\%% Ir)1eser3JL pg}wﬁt based techni ques are usable, they
pr obl errs Due to sensor noi se and ot her
SHAS @Nguar ant ee that the sane

lﬁﬁ@ﬂ? EEN W%ﬁ? SRR g gRetul jpmation from an
iplap® codihind BRbOADRESs MRS tpath@nd. | exirdieh anthtaestoROTN of an image

m ssi.ng and added .poi nt | ocatio whi ch reven s.them
PrB BRI E foib CBEEFS TSI G GriGth RS Sayige 8 processed

BRIR LPIMANE 6 flerethat fredelddtive Gh Bbﬂl’f&ﬁféﬁfatloﬁn@sﬂaﬁ&luﬁéquency Once
the matching process is drasticall mpl i cated and it

BeesTestasiel Ele?slurqs Gregfareifropm %@3@&?@ qfa?gj@iwf% gach of the resulting

kA mARR! OBEReRatsAs MeadiYestaREMBY hi®dngdd tn a 5fdé#lordd: ah@ used as a
therefore desirable to have a nmethod and apparatus fo

wiektigensilyingpendefhat o1 ekl andrepglyimatehed ggaingtather codes thet were
ﬁ&h&lﬁ%&%ﬁ&i‘e@%d@ tG tf@eutcr‘lﬁbllm f{ yQLﬁEe\ﬁﬁH Boﬂsfﬁg&ﬁﬁﬁ& iﬂﬁénfalues a metric

I xed s1ze an const'ant order so t
@@mppécr aszoPuatidgandeistgudeck pyetantdy ePpdredngrnriojativn rHlsimae ahay be used to

de{enlnﬁle key similarity.
[0520] The present invention extracts detail from images of subcutaneous veins. This
extracted detail is used to form a fixed-length key of statistical values that are then ordered in a

preselected manner. The present invention enables rapid matching and searching of databases
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33
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35

further desirable to reduce the conputationa

difficulty of key conparison, and to inprove the speed
w@boosmbashé ng, by using key subsets to |dent|fyP©UﬂsumMean
mat ch _candi dates, and t hen on erformnogl én
at es.

of Greshieng hiomesiria koS et e bt Gixf ¢u %%0%61]@ present

aNeRe ok HhESE1PEhLind ke foBigliseBiogBtriceddntparisdis gl sybartancous vein
I'n conbi nation, disclose or suggest the present

patteyent i on. DI SCLOSURE OF THE | NVENTI ON [ 0500] The

[(%rﬁf entryl rl)\fgs@ﬁt' BPetDh had nSREIES a@fanfabts €MThe tfetlexdt ofathe invention
i nformation froman i ma e Conta| n

pmdbwtaaﬁveddglgﬂ‘eblgmg@pﬂ@y fhased gnyl e det alk ﬁ:ﬂ:gc’@gtfrom subcutaneous
g imag ods. Fhe & %B g f ﬁ?r Rhith B8] SUDGHbRRAALE, peinfis rapld 1:1 (one to

ures oma vein inmaging deV|ce
oﬁé)oc&mhﬂg/mﬂmgwwqm ural | mpkest e | PEecess hak Aile (one to many)

Iectlv bot ion and spatial frequency.
nﬁﬁ 8glss(ﬁﬁxg?g§¥§@hgél neasures are taken froma
(%60 aI iThe mésen‘eglvemtmnvwl‘sm has dmcirdventagen ef beigg| abledp simultaneously

c%{)t{,utgﬁéegﬂl ?rﬁa eg‘?{é 6&}]% ttI Sl ng‘% u%cﬁg'l%ﬁ Wil Sut R8H information

relatigpie [tyeid ﬁ@l’lintlfoylbﬂit@tlcﬂm dEhlst 119 dte pramarily taihe é‘mt ylaaﬂ)@ filters applied to
easily t che alns

her

o Bl 6 7 e Pty P TP e o Bt oy Sy bomettp s the
£ 8 $hBMMatieh 4Rk bzrmgaleapﬁlfbd rvlahm@te theafentter in questios; thp befteg shance the
a Euclidean Distance or ra
TP ap Lt iFoTH 88 ARUE Y HE (5 ayny 5Pt B heniision
[§5§U]| arnttfe cds@o20hn rﬁh&uﬂg ﬁﬁ;ﬂﬁheﬂta’ﬁbﬁntﬂneopreﬂm malcmtg)n provides many

detail frominmages O ubcut anepus ve
hexefitac T Hasedhe k‘l'%lsljg é"&e‘g §2¢ g o %%% qr(g ’g@ﬁ I&atChln(% process is
s§ﬁ1 gfef Shé %@Li 1%t U stchdiddan de @eifb@iedansle qeidkiyn Ehis allows a brute-force
esél ected manner. The present invention, C(;(ﬁ]aﬁl 1d be vossible
croeapqadsqnawulh P gNtER dotabase @ﬁ KENS I8 feXErASap S By than wou P

uﬂd)éle g'hele ﬁg&h aR a‘ﬂgﬁ)ta&ieg KEMS pid QL e Biibrb¥lsé RBOoWE &‘616 Itmore refined
nven for the present inye

nt
ashing apyreachiitkongioa GECEEAYCHSR GRBEISIA OF HﬁﬁilﬂPB%SS gt Gfust be scarched
u bC utnn% %ubsgﬂ JF dRAle g%ltgér thdr0ARd fulin@y Pres&anple, to quickly narrow

as nuner ou vant ages. The nethod of the

tha\semch field dowd tic e smalldri substt PETSQEIHS, [§i GOFRPEFIE %é;beﬁ%%fé’aned using 2
met ric det aS SIHRGAL QREOMS fHeeAmple, a few

FWHE& eyfﬁ%ﬂ%e§,c%£ H%B%?q#ﬁg% -Q%%gthgan in a P

aeeiany cluseefilierpeTins tesultsap ifgvet calcylatinas fhyn gypaid have to be performed

mat chi authe |c t| s
ﬂf@ﬁ‘g @E ﬁ%or dqa ab%sg ?%kcat i %ﬁ B Bk b°'6 %mi)ar@d against the

|ng extrenel
SniMigy reb&360in a’ﬂﬁﬂlop,rl@smnasxmgmhe dathlomse of kay's ha@dtunen specific features
advant age e to si

ggfhgl\ianplhsf %‘Lﬂfﬁﬁ 6ﬁmpgfsg{1§ ?,%alr%sw?}'o\?ah?eg l‘fctcﬁt)‘%(rﬁ G&BE léﬁﬁslteglﬁlally different
9£5MﬁéE@nnau%uaﬁ&@nk@k@pﬂhtIon relatlng to thelr si ze

and orientation is is due prim

106901 t hdt mjan; pect QE ﬁl‘llq Prgsq 1 gthnn;{g g}gx%lg% aﬁ Q%P%r%tg% and method for
‘T’deﬁﬁ fyingPAbb@én by @AMRARY an@Bdidingeibadtiio detall rframy subcutaneous vein

|onetr|c syste t he
image of the pergon Irtnls a further object of the present invention that the identification be

rapid and efficient.

BRIEF DESCRIPTION OF THE DRAWINGS
[1000]  Fig. 1 is a schematic diagram of a preferred embodiment of the apparatus of the

present invention, showing imaging of veins on a hand.
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nore information that can be captured relating to the
feature in question, the better chance the system has
@boopes4306 m ng accurate matching for identifi cedT/oR086r643091

ﬁll')tl n tIFanQ !i@@vie&lggg ionde e @‘EI@)IQ}( ofi veths rﬁ%rpitﬁiaﬁg

I mpl ementat i ons, resent invention provides many
b9Rek i t Fig. Biis stflowshart ghopting Hepyp in shegprefeirrd embodimenird thymethod of
ﬁle%%égﬁt onlifer, the matching process is sinpler, and
as'a result, matches can be perfornmed nore quickly.
T938] al [Fignd ima flowthert Simvdeg senspa tiesmagemreprocassiepof Irig 3.
gr?h as @ 0f; '§<§M§w{1h%n%1¥o%ﬂé Sg&% %e"e‘dh&i‘ské/nh‘a&% e}QPé#F‘f'gé he
0ssi bl & TiRdet "ot her prio rt approaches. e present
{rosent i dig. &l ise gadphoshd are-dimemmianal Mexiced HeeBagtleinggr t = -32 to +32
glgct)rgaé:h t hrough a quick reduction of the size of the

%base that nust be searched by matchi ng on a subset
pfocohe ey T dé hetwd-fiaengenal higreftidnhl KeienteHp ifiltex @opdt@cted from the
%g@j{%%.ngrr w the search field down to a smaller

SISV 1RESr¥s, a conparison can be preformed using

fozop! | eig, Isayow?epxaéeadlﬁﬁ/f P pROCEEHRE &hag@fbefo!f@ﬁ]&eiﬂntger ed
| nages suc s, for. exa : ew.strateqica :
HIRECT 5 Pertovo s wmacactigt { ahFoliringar By Fady Ghgymmetic Gabor
t¥hap woul d have to be perforned against all the
records in the database. The ful| ke(\é .can .t hen C{Je . .
EOPhr edindQi evs theeinagengf Al g #itsE dHigene Pithgrqinghsional Oriented
Ryt et Waviibarigat abase of keys based upon specific
features of the various sub-keys, conparisons agai nst

P01, a1 dégs 1k s how apdmagyis Prasessed fe akeyrusing pe mpthpd of the present
tRendgy in question can be skipped. [0600] It is an
obj ect of the present invention to provide an

0P8k at Fée AA & andevrbert sywingidensiin (hekgy malsbingyarifigation.

Ct it I ' rq i
FEADREL 198 SRR SR8, Gk KOy pgoss v
ohigect Fig. 13 hwsipg ths arethodwf éntpresenttibventisthe

iB%g II fpi %ﬁh%h&gﬁ%&ﬁi@ FFO%B%ES%EIE 861§¥! %%EF% 13 A but taken from a
slidhdigrati fifereunti vagyr, cannd ¢lig. 4 4Brshdes thedeentogdieygmoduoéd dhehe image of Fig.

arat us of t.h resent..in ti how ng. i in f
SRR LBy Sy, ifiab i ENgear L @ faa PRGMG i BB es. 138 and
ofB).nterest ("RA") of veins in an imge. [1020] Fig.

is aflo rt Wing steps in t prefecred .

BBl i R g 08 e e B s i el (5B 5 e for comparison
plP3&k WitigtheAifferd iﬁlh%ﬁl\gﬁﬂigt é&zk] Fliu(‘; ﬁ%?cﬁltlé@p@le iS(iIif_fdrElﬁ key of Fig. 16B,
| mage preprocessing o ig. 3..[]10¢ ig. is a
FRAARKATY dSHBRPIERAE DS ﬂ%ﬂemﬁ%dlé%lﬁﬁ?ré@y& enhancement of
Fi180] 4. Fﬁésoﬁm, 1@\919_1@ angd 20A Afdite@ht itlages with respective keys 17B, 18B,
one-di nensi onal Mexi can Hat Wavelet for t = -32 to +32

ARB, and 208, fO[r POyBOses pf ﬁl_owipgi howsimilgy. imagss genepig similar keys. The images
dF rREti7ANAld (sl 48 RERINat bibdilBF, vARE e MEEECLFHQM Y N8nd 20A are very

different from each other and from the images of Figs. 17A and 18A.
[1160] Figs. 21, 22, 23, and 24 show the match scores for the keys of Figs. 17B, 18B, 19B,

and 20B using various distance metrics. All match scores except those for the Pearson
Correlation (Fig. 24) are normalized (divided) by the length of the key.

[1170] Fig. 25 shows comparison of two key subsets (“sub-keys”) using the keys shown in
Figs. 17B and 18B.

[1180] Fig. 26 shows comparison of one key subset against key subsets in a database of
-6-
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Wavel et shown in Fig. 6. [1070] Fig. 8 shows a
representative pre-processed i nage before filtering.

wQ 1@80%4366 g. 9 shows the inmge of Fig. 8 afterPCT/US2006/043091

filtering with an Even-Symmetric Gabor Filter. [1090]
S k¥ shows the image of Fig. 8 after filtering with
[i190] di BaSiTMBlvs QpidévaRetidvbofl ama keyaibstitageineita datdbagr of stored keys

[1100] Fig. 11 shqows how an .i ma d int .
Lepol s e S B L ob RSB SeRUERERSRY bbb inunc
c%hﬁ?arri]slag. i/s a ;I owchart showi ng steps in the key

mat chi ng/ verification. [1120] Eig. 13A sh [ .
s S eob e b e et B Ry T o i
dvaRASonOlf dilelcey Ldbhet! Bhantidt & RS BRE RO SRS Ky inlleRGEBY subset key value
I nventi on. [1130] Fig. 14A shows anot her i %e from .
cohets.sehish slsrsmincasutply clighle fonubsrEm 18 G 5 dfseq gomparison,
Wil th&Eﬁ%eg'k o1k 161 &1 k%ﬂ@sﬁh&%nﬁ)aﬁsdhﬁsm ting key
produced by the i'mage of Fig. 14A, show ng how sim|ar

i mages (Figs. 13A and 14A) produce simlar keys (Figs.
BESTaNHO OVHATHE INVENTION, scgmsgas

L 0S. A and 13B, and a . ' .
AT o8 PRbub i P Bl B SOURIGL RO RUEARSRS ot e
1ghik frethe Abarkettared ranpgof b6, 708 o Mgpnbmeteds, sbilerbload alerbs radiation
patterns nerate di.ssim lLar,keys.,[1150] Fj . "
ipghis rangg; & 1B cgile) imagss Pf g?%yn S\é}lerrglﬁg(%% m\}éetr ﬁﬁf?%%dpéc@f gon, blood
\%‘é‘éé% alpfg’l?r ab BBk 11RBagaiyela BQBer Baokgrpudpafsesonidingidashnglowever, due
ow simlar im

B e F SRS ASRL B S Al PR st
idPBYR D f YhicHFa88n bhfHRML o2 odilie t0e%ey which flameinited bidirect light, that
each other and fromthe jnmages of Figs. 17A and 18A

plligho fhafmrgges @E?falﬁf,m?s,smglﬁg‘“ﬁogh ow the natch scores

(%gi()]t heykeY% SinOfred bOBody kikhe H@Byg ol SiBnifiostd RFRitUs sfcutaneous fat is

various distance netrics. Al match scores except ) )
npged if geartinfraed gangs ndeyr Mismaation of |h|1gj1_1y gﬁfusgrl ared light, there is

g%ﬂ%§§1 Hed icéfﬂt&@tdge_t\péénttﬁkeblb&fl 9¢sBe19tind BRrdtRYing [fkd hhn when the

hows conparison of two key subsets : )
{isssel b-Vk@JstT'gndglsdirpgt infreve dlpmirgtionn It apperydhat mog of fhg diffuse infrared
I]iglg.'rei{l%c%%oll FleSupafarSORVE: £ Bkd 2Ry HonPRR KE¥ing WAS&Ion. Thus,
a% al ns eyy d ke

subsets 1 n a database ofstore yS. | .
vhaOBihii djffu@ Ainfrreddightdp bebd do allumzingte theotissem dhecdggired visual contrast
bset ,agai nst d . j
N R R e ey
siflasdqiilentinadios tande reflective or transmitted, and that equivalent results can be

achieved by illuminating the tissue with broad-spectrum light and then filtering out light that is
outside the infrared before capturing an image of the illuminated tissue.

[2020] Briefly, before the details are fully explained, the method of the preferred
embodiment of the invention has the steps shown in Fig. 3, and the apparatus of the present
invention also operates according to the flow chart shown in Fig. 3. The steps include an input
image 24 for which a region of interest (“ROI”) 30, perferably 400 x 400 pixels, has been
identified and cropped; subdivision of the ROI into a tessellation pattern (such as preferably a
20 pixel x 20 pixel square grid region, but polar sector regions, triangular regions, rectangular
regions, or hexagonal regions, etc., may also be used) so as to form a plurality of regions; a
bank of filters 40 (which can be selected from a wide variety of compatible filter types
including, as described herein, Symmetric Gabor Filters, Complex Gabor Filters, Log Gabor
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conmparison. [1200] Fig. 28 shows the conbination of
the techni ques of Figs. 26 and 27 for rapid eval uation

wobkosns3key subset against a database of stor eRBCREFH06/043091

i ndexed by subset key vaI cou term

]glﬁ}gg,epgetgq:q &ianS@nf Bacdopss a %g@le'\é\ﬂa% gfag g?rg‘jt gr@ Zfrsxed and used
H&&H)a letcS)P And Whitstiktie At BEATD By for QJablg lrégl(ﬁh ErD thef tdhdellation pattern
key ‘di st'ance conparlson BEST MODE

(prserppestatistipal [V2OUF off 1the| rixgl ﬁ]étﬁ}i}ﬁltf&ﬁ ip % ﬁg}oar uf, therg jarg numerous
?thér stéH¥ca Qﬁ%sﬁgfp Bt bady vt i8&lascli®hd eGhddrd dediagsh, mean absolute
In the near-infrared range of about 700 to 90
mmgﬁé@‘eﬁtson Wi velus) mavalss sienSbioker é(ﬁliuanaqdrfn?%%value) It should
LSt W fild gﬁl L}‘é n%efﬁ’e R GG EntRonk Qgﬁ’dlfféﬁﬁtl{?eqh%9 Rralues can be used

under 1 nfrare um nati1on, blood vessels appear as
welrhogl duh detadigef digfereat sirgghirerlarberciogrowler vins uAfseumererflan one of

Ishe &%tlst’l_g‘(\ﬁl\é ets %H@fl Q utdago E&Féa?&ﬁé Y&y 88d M roGhprove accuracy. For

aneous vesse at ‘are di sposed
belnple, sarpncé amhmbaWEes icowdd bé tekene Forfeagh aram atybtogether arranged into a

y: fe#g%allllpr} gg{mpa{}%oss %cq ﬁs%ij] { ?qqréﬁ{l?é’]thla Id s&%@%t@geqb enrollment key

arrives genera
ﬁﬂdﬂﬁtc&e&m@ﬂcen@kegctl on [2010] When an area of body

Pﬁ%a’g% ta 3 IFefs l etdrad el? %Sétln 601 fg;?&%@s[@%ugpparams 20 for

r ar e
idehtbfmng at pepsonds sé’blngh |11ych[ﬂlefnﬁaaﬁ£22 rsfw}aaseal wellgkmpyn tilfeared camera, for

BT S S AR RSP o o

W@ Wond™M e ised ileRE, id (et 86 @ehetitdllyriefeatd blood Wesselp pwhrass capillaries,

that npst of the dlff se infr d | f. te
e SHbeiEanCOUSTIRROE RTPRCDRL AN PG FEOT LR Hered igh

ghd @ﬁétn' 8. imHBYSis cabRedNb@hl Yarklrd f22s 6r iofek asfl&ﬂkﬂldv@htseﬂsﬁlg device.
used to illumnate the tissue, the desired vis

c\éjtﬂmma\se!y b el BpebecEe s G drieou ooy sl G used for
?rﬁﬁhtloﬁ Jﬁﬁ'a%ﬁéﬁ]@ thiratdd MRPEO BEpAIdas fnBbf Eaifra 22 to cause only

rared 1llumnation can be reflective or
thedmfomed i image toghrecoemat camgtA 32al (@HeTa st Bckds apis well-known to those

glginédel\ﬁecge Ry éh!nIgF %lﬁﬁéd 8ick I@‘Q?éﬂ) %%!é?ne%st 1 are often found in well-known

oad- spect’rum then fi'ltering out |ight that
CCIOEMDS@ambms.itn f:mﬂe ﬁxeb@mra@d cags i tag wel-lnewgeomputer 28.

l l %lﬂatkg gfetsén% %ﬁ OSL[I‘g ggeg]tlheB&a Ley %F \Q:Frt ?ﬁtﬁerﬁs% the back of the

ar e y exp alne

hmeif br pegossted dilustationoft shindd bavedrrstord at thepgessrieipgention is easily
sho in Ei t

aﬁ@ t? Svﬁrka t ér e133a ftetge?baocg % sldﬁ(iu%nte{g]&%fe% \%ﬁgr%% viewed.

$toson | Affer the 1ﬁlagél' zmhstbe@scaqpméduplepmessmg 36 i$ m@eabzstlperformed on

BB SRy S B3l oF Pl A8y R n

Slaladhari iR 40fin ﬂh@rdﬁ@cesshig(phaseBé,S&&gioatof mtlerprm( fR@Ih) 30 of the image
such a: r.ef bly a.20 |er 2 quar.e

P4 it Pt e PigtFai gy Pagf Y seementing

HRCjeadgdlbaty g»ﬁg le@Shan®26, h@m@lbad:kgtc&gd (imSge e]Ilﬁn,, ceﬂﬁy landmarks or

al so be used) so as to forma gluraI% Y10 géf

feature locations, ‘such as fingertip points 32 or preferably pomts on the inter-finger

webbing, are located. Fingertip points 32 are less desirable for landmarks than are inter-finger

webbing points 34 because finger spread will cause greater variability of the location of
fingertip points 32 with respect to ROI 30 than of the location of inter-finger points 34.

[2060] Based on the locations of these landmarks, the image is adjusted to a pre-defined

location and orientation, preferably with adjustments for scaling, horizontal and vertical
-8-
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bank of filters 40 (which can be selected froma w de
variety of conpatible filter types including, as

waleasnsdsedd herein, Symetric Gabor Filters, Comt/exz006/043091

tqggqg%{o pg:lﬂlgitrg{gé%tse gha%]%egl{{g g& ipl&eﬁeén{ tuélffﬁ,]nn Tty & a?ea oé interest for

?Jlgatféﬁe‘é)nlag R ihhge 4 Gad beeﬁm@{lsascﬂécﬁtttaﬁﬂatedzl andmalsnlteé, the fixed ROIL
or

for each region in the tessel]l atte
st ialigd OB T B8 IAES TG TEH GBS B4 discarded.

[ﬁ(ﬁﬂgns 'M&r@% cﬁictaﬂf HEROPR0 iPidendifAra folle@vs) UREst,oHs raw image 24 is

r stati tlca measures that coul d
reavisied diomofhes irensd aPRIUEEVGaRS PnETeRERN, 2 + Sl apilenig s Bgred below the

<31 \(»%111 ¥6 dariEPthADBRIetiuad YRkl ef the hand. A
mﬁ d%tag@%hnsov uefllgl&ﬁmdgl ) al seg be note ha?

Iﬁstcbgmn of thsiimaget Hdis takap a@d ﬂ@rhwa@gr@n ds putyzed for findafgo peaks, one peak
n{g'rrlr? £510 E&% b\éal oeu%ld): ath %ﬁapéa%dmt e k?ﬁgh@&n%ﬁltﬁ elndb l(%le afand), and an

er and small er veins.
Appiopridth a}neshnm isfdetehemed $1taaw1135 diserimingtsatbe twe peaks| df B@re than two

H%glf?sdaéé( %‘I‘B‘E éﬁ Secmtm s K% (fﬁmg% Lﬂlrt]ig 00 b IR }Pé‘tg%'%qy hihed. If two

rlance an an va ues cou e taken
fedlks stilehnine bafand, o degetttbrestold efidegtodter thargth aynimum pixel intensity

i nal | r netrl S t h
S S SEORE SRR ) 5 8, RS bl fun, o
hREhdld Gaki ©Rh&eyhimiA030] Heafeen lthelsfgtvtmpdah% ap{l gpinrsy mpsk is created

the d d |
Wﬁl}eplﬁ%}gmqqggfﬁﬁgtegg ea?é%% th:%s 8151 b%mg sé’t t?u 218 %g%&&%i&ooelow the

SHSHbI@Set & ovel | - known |nfrared caner a, for capturing a
subcut aneous vein inpfr of the

GBI DB e SES T e A 8 Hee I the binacy

el %hﬁme il §66het 1BcA MR FnGR bhy mirghiemn dl@zaﬁbn:sodfhme sas‘éi@ elevation
such as caplllarles veins, and arteries. ort |

ishlefipreras anaslnser ashe ignepi dhornasp Lusing e 1y e capture
félg%{g ?ﬁ esggl ﬂl&hcﬂe ﬁﬁgzrﬁﬂ@% drdBonb B Bribifte C RNt lﬁhd ‘top” af the image). A

or ot -known sensi ng devi c
mhmmumﬂqvmw(cémer f@cfb@ v‘%ﬂt@m 19, th%}ﬂ%?&%l '%?S@E%“r‘a‘fﬂ Ppgppm elevations

&n fQEbH hg. Whdeakd @fkr-fi oints
ang&glcg%ls a@fyé g%&)glrngg%ﬁh?ert%e ' % aced in HnEETP
B4 antloafedcansiine Bmsoiasel Oriptpter a9 SP*HP e A mpish a set of

e rth®ied using a least-
Rer R Rt RO A B0y FE fnst iy et g dBRrihed ueine
dﬁmree enappieEBttveed tapotngs oratbe dmaged hprdharidothe grer¢ptermined ‘Standardized
wel | -known CCD / CMOS caneras, to capture the inmage
BSpass it on to a well- known comput er 28. [2040]
Ywobe t mae &rg&memlmelrestoak@we1suh@sdqt¢xmmaatmbp@ 460 worplxel region

patterns _on a .
L R R 3o L AMRER B e g
IFAYE Polr® Rad the GBBdst Mewﬂmﬁreﬂletwdmonm ofio etsuer arpamasm@ge border for
t he body where subcut ango

lpm in /_wffquéer ttﬂlteﬁglgl sﬂagé,ea %1%”)5 Sl%b) {T&g rg{ea?rv%c? \Qf%ghd the outside of the
RIIRTRE 8S8H I8andDribsrdefied pialbliyavatatloointd iange. hE therage, fewer than

and the preferred. preprocessln ps..af Fi
§H@\hﬁrdp1ﬁnggp1§c§§ Qpisidiathy ROLex fprx(g%c 151?,1{1 ’c]g)ef REF éue rf%ecited to fill in

gas higisphase 35, a regi on of |nterest
?&Eoggpggfﬂ% §¥> esl mage 24 is identified fo

(1290ks s Iﬁrp@awuls PO isehpsesepnioridudcpneapei e gﬂenilénlg% Bt
tii’ll%jag %‘oﬁ‘eﬂly, but preferably, the ROI image 30 may also be preprocessed (filtered) to

remove artifacts in the image such as hair, as by well-known artifact removal means 38, to

create an artifact-removed image 24'. This is not only to provide a more stable image for
-9-
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Wow RN REBEREELSx 30 n kw0

32

the person's body part, e.g., hand 26, from any

background i nage. Then, certain | andmarks or feature
wo owansons, such as fingertip points 32 or prePer/abiog6/043091

points 34 on the inter-finger_ webhing, are | . .
coRipagem; P ai tAPEVEE AHPEPEs @gén%@laﬁ%\m ol ifenf it th shaving the
hatlp(?f@ o?‘bgﬁts ({ftt i Bddp 9 atheMeRd gy Ray$Hosdo3tibecaunealf butgaradequate

cause greater varl ahi | |éy ﬂf t he Ioocggl oerrg1 0 filter.

amoabhﬂngmqnpfom it be By ugh pha sEapecd tlERPWad “rhah T
Wi 8 GAIEORsObt Laheaihi BRI aROVGMSordthe 2060 FheBRmAd whero hair

ocat1 ons t hese | andnar ks, the i
reaﬂhjvaﬂss MSmne@dmehmqnﬁ&il tp gealy iSBR VA RdIGF Pfgﬁil%eaﬁto i%otD:
[zgh f er S.a Cpa\ﬂltotfl?hlgﬁ{epfbtcé@ﬁll So fQhove CRfith 1 adhiive 20tk At enhancement

rans I on nd rotation, so that the R(I; An
38% tW:ﬂ ﬁreferabszquoanesﬂmrf fbe mmageege ugREHeRsfas Shver ’é‘s‘}etaﬁlo‘P ig. 5.

eV a aiglpge thaﬁas?%pplillg% Jfl B@gﬁ tﬁrgtln@ﬁie m;%a b REBteSCEH@8H version of the

area 30 is
uﬁi@g‘el AeGtherethisr anteddnbpoin smhmacrtadafgen therraligitab imagade Agate an unsharp

Vg'%]@‘é :122? eg%ggmgi‘éh Ie’l%ﬁdébscg%e |Vglglf’ en v ?11 @f t 1s unsharp image 24a, the
abdolfid validRodeassd inageds Bdn bisrred é@lamé ﬂlefonemalt mvéharm;?g@e is divided 48

(é:ﬂ?lggg’(r:{g%ge {f]\/%i“% g Al eg gl 111 Pﬁ)%gﬁg%g%gtré& _enhanced image

ckground
2@" X Q| Rithd1limbg éﬁﬁfolﬁﬁﬁg ﬁﬁjziralsﬁtbeelge‘cbuorlﬂbapllmemg@artlﬁqtg produced by

hand. A hi st ogr am of the [ IS n
thei Baibtmenel sTiendrrregese! I tsé%mbg’aﬁk ﬁgémseﬁlp%(a o of an initi]
1%& D siohhet BRGkHINd), t@ﬂﬂncﬂi’tﬁﬂp@fm&as‘c Bnltalnaement preprocessmg has been
|

her-intensit range r
dohe witheit gemayaly }@}rmﬁ#éﬁs 1 Haetge\ﬁref roaffsgleg |Vﬂ? % d;{r) 18 1? ?s[ fot essential

AfinRE&,. t han two peaks are found, the bin count
"Qﬁ‘%tﬁ%fﬁcé% by 5 until a two-peak histo

[élﬂﬂl] evdtl has feennebsseigrs baysver @gtn thet 2HpLP ga]elb o8 Cfﬁe Jresent invention is

sl fltgf% th lliatﬂ%&ﬂ? ‘L:He%ogﬁoﬂsQ)f gERLal it fhafnidee Immemmu@ itheeiinages that
Pt what above the backg roup low £
ardﬂ t"e‘nﬁaﬂ?@/ py il BﬂSSﬂm HWQ@tFpnt mosteanigngd gemy gieRgly fpder to allow for

c{p\%%gglgfkﬁl L Sa A &‘8&1 %l%g}r{éﬁt Hétﬂt&%%é’ﬂle-ﬁ&?oc@sﬂn‘é%&@e {s8&Atial so that the

IS created WIthPIXG b
haw B0 gpcation wﬂ]elnfsqzdnylsabbVEIOPﬂeallghmé@rﬁ?ﬂdO%@P?lQ s RPH 39 has been

? nd & hg-ﬁﬁﬁ eq% arg lt(9 \%co ﬁlgl{]ér?%@%! & tﬁ@%o&}pthgt have a good set of

nger pol are then l'ocated by
Toh@Rdrk eatlres) @rtdﬁﬁmpzld,gﬁe dlicet handbi quca,ra}ndrfaﬁg{redgqtphl% is well-known to

vvh| I gt |tg | ocal maxi mum and m ni nrum el evati ons,
Rerskillgd an gﬂ“ el evation is defined as being closer to

Ezh@()]t opwath thé @reipro@ssifgi stagg 3 nomplewed the RGN Hostion 3 of the image is
| mage captur.e neaps at, the fij p

@é%fog Fheyapapqagﬂlg gg lf’ ﬁ&fuaacl{%% 8F elghggc,emep% ﬁ'l%;% 116 B s%gll 8¢ Gnderstood
MR RLETIS A EiLLES 40 GhagSRs indplenidaed’ sb@etllypaﬂth@fsxnehg of greater elapsed

léggr?qeg%t@?a? ;}Aﬁ;&a{lé’g@tﬁﬁ %&)Iélrbns[q%lﬁ %gtite%?ogx?urtmrﬁﬁ Brocesgfng %cﬁlﬁements The

'Ee‘?reg bEbbdHaE: o BBROF RRIANES 484usas £n EeadyathotdnGatfor lﬁh:a‘, which is
ransformis used to rotate and scal e the i mge 24 to

afthe form: set of pre-determ ned standardi zed points,

with transform coefficients being determ ned using a

| east squar es mappi ng between the pointis on the inmaged

hand and—[?sm@gﬂcos(e)?ﬂ [1 SOS%S ar;} S;anr(éﬁ) ed

k [5" ] {5)/}2

-10 -

E:OS(Z nf [x Gin(@))+y (cos(é’))])]

g(x.y)=e



10
11
12
13
14
15
16

17

18
19

20
21
22
23

points. [2090] The region of interest (RO) 30 is then
determ ned to be a 400 x 400 pi xel region anchored at
wo b@siopt3es - f i nger point 34 furthest fromthe tPCmD$2006/043091
noting that the thunb's interfinger F0|nt has the
Wh@‘ﬁ/ﬁw,)élleWtSpml teprepéngatipn @f ﬂ@c@ﬁ hﬁ tefo6 dm thgogierfption angle of the

ext ma r. f.or re fl|teH
d%gfrg‘%)gﬂte‘é g al§d™® f%es.ﬂﬁé SBF Idlg e C}X’r %% sate?i1 r;aun%fe%l%e the standard
out side of the RO when such g‘nd of bordeilng
dgyiistions of e GoussPR EIVElopR It e * ARG BTCCPPIYRRPEVEPe f ewer
A18an 160 pRakdekdd@ntiidifdns, Gt tB6r fiflds BObize 6X pHdklsng65 pixels are
piXels within the RO are reflected to fill in these
e@nlﬁﬁedo‘l‘flﬂrﬁ@@?l}?@m‘pﬁ Blier paramotersp] Apparatus 20 i s thus
seen to include nmeans 36 for identifying a
region-of-interest. [2110] Optionally, but preferably,
fthl—R@I =i FRge=30, pBY08bss’, by, 1. ePIrPessem L fish e} ed)
to4pénmdbve artifacts'in the i mage such as hair, as by
wel | -known artifact renoval neans 38, to create an
artifact-renoved image 24'. This is not on

t . .
Thess wichfivertre éheetl%f’speideﬁﬁfga@pheﬂe T@ébﬁigﬁpgqgﬁsse%ma%g P4y tq yjeld eight
séi)ra{%t\t’eeﬁl?er%{l £1BH s M¥whAdEiyl fual s to avoid

dentification by shaving the hair off of parts of
[2168] r Fdteys otirdhan Byee Syamgtrisgyabot Bligdmay be ﬁlg)@’tltuted for one or all of

ﬂ'LeHRé@lm bidh &0 4 <?r H@I Cia B 1(9@@15bctfalsﬂtg§eﬂog Q}éﬂgr ERerReO0riented
y use of a sinhple known 10 x 10 nedi an
Grirgstapr Filtoysi huad, tasi leer@mf@egmp]@s@d dh meaiw daseih féi@lfsalcpns‘fmcted from
V\t/'aufgle}/sel pl%fe(t) ?l? #ﬁﬁérs 43 %E%é whe! @lla&a&fr ﬁft&m}ﬁahlffenng in
are 1arge enoug to easily survive a
ofwﬂtatem amﬂ/os |fmeuej_1©y, »and @, shfalt bR 0indgystoad ghat pthef filtdrs snay be substituted
t}ga% %g]ha%gﬁirﬁég% a’clurses ffrmvegp {égder{e%%ﬁg’n a@@?ptf#ésvﬁoﬁﬂ%oéﬁséquauons for
sévier) exezdblary Silterg ofibethsn Eﬁensﬂymmnemm Gailmr diltersiwnll ROy be Bivern
l.gorithmjs us t first .applies a blur filter 41
[ﬁggfheH%ﬁﬁégm#%%%ngﬁgﬂgwﬁﬁﬁF? version of the image,

and then this blurred image is subtracted fromthe

:..)

original ipage to create an unsharp version 24a of the
i mage. The|abses &e ol ken of this
unsharp i Y y5&° h ¢ rocessed i mage

is then blurred @ and the oris' lnal uns

glgx,lyi & 48"( poi n(t@by poi nt) by ? i s bl &a#d@s%@ggc?s@’)

val i mage, producing a contrast-enhanced i mage 24"

Addi tional imge snoothing nmay al so be used to,clean

wherd gage) mrthd fpatdal semsgmmwfb Gleor fidey, Gr@ﬁlmmentamhe angle of the

e T B R R, S o

whi ch only contrast enhancenent roceSS|ng has Peen
stsfRsd dPUHINE Of eh G PEIeDENYSIAPE Thihe PRELY Girech RRigRsDectively

[ $0] P’ 0BRSS GaboyMHHef i E}%ﬁc‘%ﬂfr efendS il He BSEORNyY @dmdiR  If spatial

e present 1 nvention. It has_been_observed
mtemeg/erperfpmmi thepasish ﬁb@rclh defermiped yip Eese FF v dhe fregnepey-domain

T %&%he{le{neofta% ﬁllfgggt%%ml #td: e positions of vein detail

I mage er words, the inmmges that

-11 -
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are conpared by the present invention nust be aligned
very closely in order to allow for optiml matching. A

w@owd/0sd3pgnnent nmet hod in the pre-processi ng SPEmES1086/043091

essential so-that the 30 location will be

consi stent. i@ ment and | ocation of the RO
30 has been E"éﬁ\%ﬁ 0 be straightforward to
acconplish|on areas o he body that have a good set
of landmark fleat @es, for exanpl t he face, hands,

-known to those

e pre-processing
stage 39 cq n 30 of the inage is
ready for th st plurality of

&
[ e understood that
&@@%ﬁﬂ%%lty of fllterés 40 may b e i npl enent ed

serially, at the expense of greater elapsed filtering
t he expense of

WhRELFPunt) orBe desrony Renar: B ?néaﬂorh%f %\?éfﬂ%gaee Filter, ais the

c%yg;?éﬁd n%ﬁﬂ% &%&50}? @&1{] erp%l\Er&é{]éhE tt§Cf1 gl? ﬁﬁlﬁ{]oo (glter from the
finetsicBite) Wtu, ¥ HasirEend kedesiks cg{emamn hﬁSglet &ﬁh@ BAd: @4 represents the

representation of the Gabor filter, q is the

D HeqhdnoN banivigthasf thdBlIt@CHId 6 ref;fehér@sf the /oriestafidt€bandwidth of the
desired spatial frequency, and and S represent the
filteandard x y devi ations of the Gaussian envelope in

A0S - Dl bt BRGHE B 1 Lore of S ze 65

pi xel s x 65 pixels are enpl oyed mrth the foll ow ng

etc., and f
skilled in

filter parameters: = , dx =16 , =16 , 9={q",

22. 5" 545" 112 5" hese

ei ght fil tlef (sm(é)j;ﬂ—béms(@lﬁ%p azmﬂ(ﬂ? gzﬁphég o the

pre- proc 5

out puts 50C-jas sho j n Fig. [2160]" Fil terls other

than Even Symmetrice/Gabor filters lbe subsft i t ut ed
-%B)eébr all of the filters 40, such as, for

exanpl e, Conpl ex Gabor Filters, Log Gabor filters,

Oriented Gaussian Filters, and, as hereinafter

ehapd agfyed) isrthegSpeﬁﬂ eerpmkemta!idn, offthd driented Cnssianufiteed is therprientation
Wavel ets. Prefer all of the filters 40 are of the

@ gleeof e desiigt THPT tc?;re thi Bl tepdwidAyin the grditpion, pih 0, is the filter -

and/or frequency, and it shall be understood that
bandeidtifinithesy dirastign.be substituted that enhance inmge

Ef(ﬁ)gur €& é br ﬁlt&J 1\4% rQPéfaSi%t %?3&{1%?1?% Gr th-gpﬁg:ﬁ%%x%{gﬁﬂx Wfr for the

tions or sever exenp rs o
rE@sent 1@ymtren beuBabB veryi dffeetts artvptdwdmgmhtmeti@iaue seledtizd éfifjancement.

%ﬁ& 091% o%;f‘rggns1o§all \;1 lepsas Ellé]tﬁexf 2Lt rusei%’f & ?iiecagllaély enhancing

e Spa Ia representa Ion O
fillees twecawse they ityricadip gtoyideflitid® no ability to easily select an orientation direction.

There are, however, several one-dimensional wavelets that can, as hereinafter described, be
adapted in such a way as to make them useful as directional key generation filters for the
present invention. The identities of some of these wavelets and the strategy that can be
employed to adapt them for use with the present invention can now be explained. The term
“Adapted Wavelets”, as used herein, shall be understood to refer to one-dimensional wavelets
adapted in accordance with the present invention, in a manner that can now be described in

detail.

-12 -
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desired filter, / is the desired spatial frequency (in
degrees), and d and d represent the standard

\N@@MBE&B&NS of the Gaussian envel ope in the x BOMUS2006/043091

figrl ct I gg eC‘i{I V& In>éra 1% 2%1& % fo]r- Cdr%gnt%\pe%ﬁo{l lv&a%let filter must

 ned requen
1) ahpaale dfi Heir%f magltadstopesﬁecxﬁmdgletahé nstpe b¢ ataldlilé sethat &t can detect

determned via. | BYELSS LA TG LIUWRGH AN s radily adsptbl
£65(aéteing ﬁJ&QQfﬁﬁmmy Adiepeaion crfapfrzezskmtodiei a‘mgulaﬂy sdigtive for use

| og- Gabor Filter t he deswed r- frequ

O DA B SSB S dopeh A e A AR S SRR ¢ he
fibber FraMat be-diiehSbnas veLELELs, sdlddtbdvihat had epgirgepibperties. For
the desired orlentatlon an qf thefllter S.
ARG @hlexiqen dlag Biawplg] bep fhe 3@2%6 @B dth of the
filter, and s represents the orlentatlon bandw dt h of
the filter. [ 2190] The Orienwted Gaussian Filter has
the form wher¢ og(x,y) igsthe spatial representation
of thesorient Gausi er, gis the orientation
angl.e of the d |redfll%&2 dis the filter bandw dth
imgk)r?e W the filter bandwi dth in
the y i biron\ [2 A Gapor filter is a preferable
i npl ementation|of the key geperation filter for the
present inventilon because it/is very effective at
providing directionally selective enhancenent. Most

SO 4238 FET DRy AP o A BRAAIE b g o
tsh{mrclalﬂlgmrfﬁﬂ\ﬁ de td 32 idev £8. no  abi I | ty to easily

JELBFL) YBrch ek e R 5bh BT e sl PRI aro dercs
Qﬁfe@tﬁﬂg&ﬁé &le (ﬁlﬁ@lﬁ'sﬁdrﬁﬁﬂavem oReaRy edlutf oBthe wa dindysiasal filter matrix as
make them useful as directional key generation filters

Fhevr Rdipresent invention. The identities of sone of

UPRBE WANR], BlrStaBftlofdRBorSt hHlie@ o thé @ilterCiddribR ieRRhOY&Hed angle. An
to adapt them for use with the present invent.i on g@ 45

SR Ok AFqiatien opprator giiliges AH%?& ettig afris; bich igd
herein, shall be understood to refer to
egdlfen3|onal wavel adapted in accordance with

t{he |p )i nvesmn ? xi n a manner that can now be
esdH|bed )i § deta 210] To be useful as key
r tSln |ItQQ&<6f)o he present invention, a
wavel et filter nust be capable of being oriented to a
speC|f| c angle and nust be scalable so that it can
ddteeecx’ alpj Pt reprasentvthe yiewgfilesr zeordBates,heiand\je ;rqprcn‘amtu’rhe current filter
wavel ets are scal abl e and thus readi|y adaptable

&é?féglﬁﬁeﬁ@nélﬂ is thesangie Q‘,féga tilqu By on)g‘@gﬁlpéf tafipngpr %fw{l desired angle
Vé@%ﬁérﬁe{uoho &%e@gﬂdﬁe@ﬁ&r%ll? gﬁ]ﬁﬁ&hg’ 1l breURG é@ngtﬂlcgetie When applied to

pr esent 1 nventi on can one In a manner
rﬂmmn@ee dbeserfilisehavp 22@0]lt fHinflantto that of éhquMﬁlt@h a%sed in the preferred

\gggﬁgdl nt! Sf %g i?\%%ﬁ%?%@%?) froﬁ ﬂﬁcﬁ% Létﬁ%ﬁs P15 degree filter

the™f o
e:qmﬂucteah as Just described. The result of ﬁltermg an image (shown in F1g 8) using this filter

is shown as Fig. 10 next to, for comparison, the results shown in Fig. 9 of using a similarly-
oriented Gabor filter.
[2250] There are several one dimensional wavelets that will work with the previously

described method of oriented two-dimensional wavelet filter generation from a one-

-13-
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where t is tine and s is

one-di nensi onal wavel et
wWo 00081054396 32 to 32 and s

di mensi onal directiona

the standard deviation. This

has a graph as shown in Fig. 6

8. [2230] Then a tweCT/US2006/043091
filter is created for an angle

dmensigugl waglet eSoms ofitise Hiciuds t he one di mensi ona

M@&ﬁ'etTﬁﬂM&M&&ﬁkﬁﬂhﬂﬁﬁt
matri x as shown in

operator is applied to t

QJhlcfhrh%s M%ﬁcﬂiedﬁlﬁeofﬂﬁh filter
7. a rotation
he f||ter to orient it in the

desi red angl e. exanpl e ofy Such a rotation operator
utiIizes a basi rotatlonqm% ri x which is defined as:
X cos(£9) -S|n ) JOy I\ (K9) cos(#) y . where ;'
y&% y Irepr dsent fe ﬁeMIfQ ri coordi nates, L: and y
) ;j:IIT‘ en iifter coordinates, and q is the
angl e jIntn% é;zg rformng this rotation for
each desired angle of orientatjon, a series of

directionally-e hanC|ng fllteds are thu
When applied to the image, these filter
simlar to that of the Gabor filter use

Wit B fieg 2adg suhesaedagd devidionnyent i on.

S construct ed.
s have a result
din the

For exanpl e,

o) f ol hiwbirerdRERIISELRLSS Wadbder AREEHESad bl LR to approximate the

constructed as just descri

bed.

The result of filtering

Meripaveips Wayrlstnvhiah Fisgn egyatiggohpeftiins filter is shown

as Fig. 10 next to,

for conpari son,

the results shown

in Fig. 9 of using a simlarlyoriented bor filtex
[ 2250] There arg several \Bne di mensi ona veIet hat
Wil work with theEpLe '%usly descri bed nEa
oriented two-dinensi onal elet filter ner ﬂl
from a onedi nengi onal vellet. Sone of [these Tmglude:
[ 2260] The Mexi can HZ vel et, which has arp at|on
of the forjn where t islti and $ is th stan

@] The Diff

i“ch grused to appro

Wavel et

AR

and t are standard deviatio
| ues.
‘% @Afi &
darﬂie. Vﬂle‘%‘twé?z et [w 1c%q1a
e a fam of mavéle F
nenber. The n Hermtian wav

derivative of a Gaussi an,

formwhere H represents the_r
i s given by: [2300] éﬁgéllo
one-dinenngnhl waverets, |s
p(t)={1+e ~ —2e

)ﬁ: r-e si ans VﬁveV
X|m9t Mexi can Hat
ch has an equationZof the form where s.

ns and nt and m are nean
i ch ha

2280 | et Wayel et :
B4 s i A 2 8 popie Shan 22 e

whi ch
mﬁﬁ¥m%§Q4$d%%Z§Piaﬁ hatlfs a

elet is sinply the n
qd has an equation of the
n Fbrntte pol ynom al and

Qallyl di CQ te
uch™= a& rnf Ilcﬁnown

where ¢ is time and o is the standard deviation.

[2290] Hermitian Wavelets, which are

member. The nth

equation of the form:

Hermitian wavelet is simply the n

a family of wavelets of which the Mexican hat is a

th derivative of a Gaussian, and has an

-14 -
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Daubechi es, Coiflet, and Symm et wavel ets, may al so
and equi valently be used. These wavelets are typically

waedosnegdoas a series of discrete values for whP€hUS2006/043091

tables are well known to those skilled in the art.

[ 2310] The adapted wayel ets hdretbfore described are

|ntended t o _bé’ exanplfesyo ilmensi onal wavel et's
g}&rﬂjmz pt g9 grdafice with the present

|ﬂw ggrﬂbrﬁaglh@ tional filtering enhancenent
images in the matter heretofore described. O her

onedlnen5|onal wavel ets having simlar characteristics

W 07 bRpKSERE: the) nNBEcBRIRIBRILLRS OF & HR%eyi bed

wi t hout departlng fromthe spirit anl scope of the

present invention. [2320] Now that the filters have

been applied to the region of interest, an enroll nent

or fij ft key 42 is-generated. [2330] The output of

eac is dijvRded into a plurality of regions (20

Jﬁg{ j e preferred enbodinent), with each

ﬁgl g | east one pixel therewithin, and with

each plxel having a pixel intensity. It should be

understood that this region block size will change

depending on the size of the features to be extracted.

R2810] Kdditieatih, dle:gete ronefdireacionsiubyelveldty estcl iak ttes well-known Haar,

lgﬁu%%h&s 23 i{e?t @‘grlnlegfv%tsxzﬁ 81% ( eetlf? ] abcl,]éﬂlfn)f/aﬁ?}g yulées used. These
wavietetsaré E}@leﬁ&@ tefihed 8s £ &drizhl bﬁ(ﬁlecdete Malues fohahichwdtildseird Well known to
@ﬁatkgfé nmeasure used in the preferred enbodi nent

2568 PHP¢ & cal variance, many other statistical

[ABE Ur €SheCadaphe wiseMis hefabfuft fgcisiedngld fflerdied it@thie Qﬁamples of one-
sol te avergg% devjation, etc, In fact,

@ggwagww biiak n OF adapiedip aeeadanee R’&? fwr%ﬁgmrfgvenﬁon to perform

ERVESR fi0kriddh@Sen BB HUSCSab QIR RS inatiti Bdréloftge &@ééﬁfaé& Other one-
statistical nmeasures for each region, The inportant

dupgnsional yevelsie having piaviar sharpienistivsecould be)ased 4 dhe mgpmer heretofore

&eg&ﬂemtﬁow‘d%}ﬂmm Y ﬁfe @ncf KBpETUM prdehBfvditish. Wer e
enhanced b [ter | e areas of 1ow vari ance

#2324 noNowﬂiﬂjghe ﬁ}t@&bm@f bqqp ghpligdrtp dhecregign of interest, an enrollment or

kALl b | %%&¥mh|kely to represent the presence of a
vein'in an orientation simlar to that of thefilter.

m@] rrag"ﬁhet andjart of each diltomis idimided iite agilwelitsiof ragifing 42(x 2@ pixels in the
0L SRR L8 KL G 3 AR, s wit
axg Ihevmg aspmhbllteylsm ds ehaudd behartdersfootl hilmt fhid tegronvhld>dk size will change

fhgmﬁ% 51%6 tﬁqﬁsgm%s?dbeex o g'.ns runni ng at exactly

arger response.
[22450] Hdmacﬂiraglms bf cah suiﬂa&dtdé’ﬂ;teocﬁutﬁdn e Steegﬁ@ih seaduee, preferably the
e rdered so, as. t ef ne .an e ment
Je38herl VBGHER. ot Bk i R B, R I Ron S % R, Note tha
Widte the aafistigh] uheag@eped iis ﬂi@,préférrddSenﬂﬁ)&ﬁ[&lt Blthd fisistitd &@ariance, many
the statisti asures of the enrol

deri.n f
g STt P e G P GSHE SRR SR (e Rt SToe average
delaﬁtﬁﬁ Qi dinvBdt] # iCpdskiBR th R¥iSstruéifank@yolBieaEkdySbyohsing several of these

measures together, yielding several statistical measures for each region. The important feature
of the statistical measure is that areas of the image with high variance represent areas that were
enhanced by the filter while areas of low variance were not. Thus, areas of high variance are

statistically likely to represent the presence of a vein in an orientation similar to that of the

-15-
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concern, the variance values may be scaled so that the
| argest is equal to 255 and the smallest is equal to
waens/os43her eby al |l ow ng each value to occupy 0P¢"l]/UIIUG6/043091

i L0 BHEBE T (R GCUPRR TS A4 DA RLLo S Bl Plagpele in hich the

véif iseRfthihy matdhbd1hb laAgK opaik Gikes Vieiuethat malatien emigle maﬂ)nabid close to
white ches having a value of 255, within t

ei ght .
R e B S DR B BB YEes REY RaL T A Be RBAree wil
Sﬂ&ki%ﬁkhﬂggﬂﬁggm@@dltlonal st orage space reduction,
he keys can be reduced to a binary r tion %ydii
[2é§@]I yi e Statishiest Hegagurgsofidhe pepiqns; &e &g‘él‘ﬂ?‘fe\?@fﬁ M ehne an
x%tgﬁmgrﬁ %&Br B, %@ oy fs%%g SRR Al drOfraCia Whre SetQiilist. T meaningful

t us, a large reduction in storage space is K
campriswndt isTsestitlsheshoomernge Boslgie BmpBHise Bt GiF Rollment key

mggﬁﬁﬂé Qﬁﬁﬁl&cgfr R XtatlslﬁQW(%Eurei 1%3@@%01%@ Qzeﬁﬁkfaﬁblll t IKRY size is of
stored to a disk 44 (joining a database
cafeeme Hiehiagce oRlues meebomdlel &9 &t 6\6 Igraess Fregualdai’as nhe smallest
t a
1ﬁe%lgalttlofr%| Caﬁw%e{) ﬁ%v!/l ee{%ﬁXIfl&lg %(pfrfc{_ll_%re&h? oNEbtE bPﬁBﬂ Bdsfdke. These

unc rocess of
répidns hir gistiaity fepsesenfeid. ie.the drawirigh e petcherdofyearying éndensigy, with black
keys), i s straightfor yk@lmgﬁé ht ke
pf‘tﬁ%ets hegs aﬁﬁl{ug hc%}nZ g ocan %}ﬁte 2& %s}rfr;rhe&% ?ﬁﬁgﬁg% %5 ai nent eightt key
sabsis I‘mit fodetel cothprive e tvaa’u(uretlﬁcsinbwu limfFigili i diop edcflmmb gforage space

r?cglf:tlcglﬂ F@%%?@)be Qé@xc?de to A& gl}a(é;s hﬁ]{eswarh%ﬁ ’bz éplgﬁg a tl!lr%s?htold value. In
thi¥®irdRdvdrkien € €@nicky( edchdsckferadentatipn loegnpies only one bit, and thus,

DR e A i k5 B B0 m i

a@g&g31m3m§%@ps perforned by the present invention is
shown in Fig The _generated enr

23601 i s %n?}ﬁ?lgﬂe‘% &h 4§tr6aryeﬁle’?7 Pistrg ‘gf‘? Bif! I ?nggllnr%da database of

Vléﬁﬁcalﬁ%h'}g bsndChY9es MhehaNERiT¥ehA ieRishas asm@taasm ikbedo perform a
ove, and the déterm nati on of whether the two keys

\ﬁ&ﬁ@ﬁwngfWhﬂéiﬁg@h@m§wﬁreselected t hreshol d di stance

[?%ar By nﬁé’%ﬁel §f tbenidk Sct)v@m&ﬁrr s et VWegrlhRa: hid vkﬁﬁ&tlbﬁ keys) is

er t presel ected t eshol d dlstancg ?1ﬁgd I
s@@lghmrvmt @id thare preempliiple v ays diptdiey asieling sathBe BEHe none

t F g Flu Elﬁ@ﬁ'cﬁarp&stg@c% %Qlculhwﬁ]peff&n%%tthegﬁeys as a whole. In

es are set after running a tuning subset
cmlﬁerwsexrds ifritgegirst (ohenpellyhent)key dppriesenisd 2: net hod of the
present invention and evaluating the resulting scores.
A threshold score is then chosen to best refl ect

cmrwt@ goal s for fal se positive

(a%ce }aﬁce/nﬁ ch) and fal se negative (m ssed natch).
For exanple, a preferred inplenentation using a
Rahihs exvofib (or eb@fidation) kdeisaenresented ps:gr eat er det ai |
her ei nbel ow, and

kevy = Py B, |-

the Euclidean Distance is determined as:
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whi ch has the advantage of being a normalized netric,
utilizes a threshold score of 0.5. Anything below this

W(al'rz&m/amw(score) is a match, and anythi ng aborer/UR1086/043091

AL RS L B e ey i shovn

mAgnd2t S{ﬁb ga{ereﬁcﬁbe’lﬁﬂlrﬁm on first, kay lromgateéd ysa biaxed viefieation, or second,

found to range.from abo 0.6 t. .0. Ea of .the ..

g7 S35 08 SHOT N RR BRI PO “Renaf gutioapfegon of whether
tR¢ BFMILES RAchUS Rlatle \Wkibf aeprsdelegtbdi ltyreshiofd @istante cummrisaabd. If the
range and it is 1Qeces

1%{?}10% ﬁgmeglg ithentweor keyp, &s Fggg ayenp/rg%?qc% thée?]réql%d}?&ance they de not
AREE At 8llcBlchMBiea Ristmee B OBvwahe thresitoM, €hd kuye b alatth. t hat

reflect the desired security gtoal s of . the

[fziﬁ%ﬂ] e et eGSR, th{eglzm@)]valwealﬁﬁf AR JIEiNg A fmipgywbset of vein images

g‘?@h@ dp@iestRsSmbi6a OAhapRsat fiRéntRnane e@ﬂud’ﬁﬁ@%d’l@itﬂﬂihg scores. A
nor e sophi sticated matchl(n?% for one to nan

thvdroéfb@h@s isoBR. DPSNE Pt ERRST GROWA! BUEY s%é%i?rngalse positive
(Hcséeﬁ‘tgﬁl VU iaRe Blisel REoAKGY @AM QﬁtcﬁW' Q%?d exdple, a preferred

exa eys enerated fromsinilar
1nmime@@m>m saing e iPrarpara Geweletion, Hescabed lrbﬁr%t?ﬁﬂéﬁilsla?ﬁel%‘?elow, and

\Eﬂngh h%%ﬁt W%;] %69 of %éfﬁ% %gﬁodﬁfahfekigmeﬁg Buifti e Fihgeshélé Beore of 0.5.

nim shows th
Aasluhg bnlgwktaays @ﬂm dmrfbys (3 mtqhnmgbamhm% gbovys-lms \kstange is a non-
gt ho t |
m'gt er L 1ca&is atfhlgﬁn?trcﬁléggﬁr \\éeelggefsl’ owr%llt(?% ?ﬁhjo ?dg)\%lt 0.1510 0.3 and
@plealmmmfolr abn-mpnhagdqeyﬂtalve)h@endbmtdhe ringy frwacatons0.6 tO 1 0. Each of
elves, .normalize an f C
SRS S P ) SRR FHBLATH ph 378 o st
&tferentldbinesioalwange) ahd éris nmgperyf uhmtm pdrécBanenppereggtionst the present

Fig.. A but tak f di ff
1,13{&!%1_th11 ggegﬁa%gqeﬁtgb]le ‘rg]ge{‘ﬁrchaqna dloﬂ évt%lr sglaruce elg 1ds thet\/\rlbﬂ&@ ‘Ehe desired
Rturkil goald §#he ﬁﬁ;ﬂmagath;qaw simlar imges (Figs. 13A and

pr oduce m | ar s Fi B and 14B). 410
Cob, o bhe macBipg 5P RN, d%é’i?é?'i‘félata 155 i W gy match,or
N ddrd JBBBBEcatAMmAAEI SR oﬁ&/to(ilwﬁpaf)lbfﬁﬂihe@fsorﬁé of thd B{éthﬂdﬁ bf database
Fi g. 16A and of Fi 15B with Fig. 16B. Fi %
indexing wingnRroretties q:ﬁtegézoulfé)g egwg)yicé BAne‘?ﬁH%BIF@ i@fs generated from

ﬁfﬁmdt %Qﬂ-l&'ﬁﬁ&ﬁ’%ﬁl 1‘Ma & dah®e dibdnl 187 &ﬁ‘ﬁpahﬁ@ﬂ@f Fié 3 Q9with Fig. 14A
roduces i fferent key of Fig.

it PO TSE] (P SHE. VoA FhatRoRmhes "9as 498 shows the resulting key

%Joccluc‘ée&" gqg KRYR- of"@'@' i e udhd HRMBOGES of ﬁlek&k‘seﬁﬁin'#@fﬁloﬁam shall be
e note et ween gs. 15Band 16B. [2420] Wile the

prdefstod digt @befdhenim shpywsintthedBwilg greapictarialirgpregnistions of the key

%ec?or? (a{eﬂ{sg’lvgse oﬂﬁﬁggé’ t§ Ea%lgg onfd @la) OJcerS%Sét ite) for ease of visual

pari son At r are a wide variety of
cmilmnsqmbatwtﬂnl ketys.d8g. ]|4rz$c$hlqv§'s ngothfh dmpgmfrpmthesamepereon as Fig. 13A

B‘h[g?kgﬁ %rom g %léhﬁg i reqr[ go ﬁ’{&cﬁg o1 %lhg@pﬁll@trésﬁﬂwg key produced by the

arson st anc
Ko mm@dém elbv@og het atrhitan bkt 4Fige, 13hendChibyprhéuce similar keys
&gs %aﬁdf&% Spear man Rank Correl ation D stance, etc.

[2410] Likewise, an example of keys generated from dissimilar vein images can be seen by
comparison of Fig. 15A with Fig. 16A and of Fig. 15B with Fig. 16B. Figs. 15A and 15B are
the same as Figs. 13A and 13B, and are for comparison purposes with the different image of
Fig. 16A that produces the different key of Fig. 16B, showing how dissimilar vein patterns

generate dissimilar keys. Visible differences in key values can be noted between Figs. 15B
-17 -
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[2430] The equations for these other distance netrics
are well known, and for exanple, other well-known

waelc@samses metri cs may be used i nstead of the ERCT/US®a6043091

diiégnce. [ 2440] Wel |l -known equations for sone of

f ot her distance netrics that may be used in

[220pr danBie M pleféhd dpitediemnt isey ertHwlddaardittinee df tegrotes defined
bet ween th eys keyl. and key

ty Sieop A Delrch PABNHSID AL 15 CPRATE: R CHED PhP ppssivilcs

incldidg the Halad@ODisthhe:, Wﬁfﬁﬁaﬁdeéﬁl S@aﬁdd&]&@t&nc(eofhe Majﬂnkttan Distance, the
Di stance) has _the for

reapie GRTEB RIS, BeoPaRics HHEEHEoT iR Biicp. the Chebychey

IWREAR, the ShehhfdryRark Coi1aibR DiERABe, efe. | S t he st andar d
deviation, and n is the nunber of val ues

l%i%enc% cquiipas Jor, thesgentims disroTneties 49 Wﬁln kﬁ%mgan& for example,

ogl%li' WRhhA6Ph FsBh@Nh&ricd MayPhelREd instbd Pdthine MicHHmattihce.
stance metric for practice of the present invention,

lgm 0] Whikkmevenr gcwntusq i some b theaq etheratistaios mesiacs thggnay be used in

f e il
pafphll Vi fobibhy ik I6: SETRUE, POYELO IR 185 18] 4y, v

Ssheangs. (or NHX|nun1S|ngIe Di nrensi onal Di stance) has

the form d =max .x .- . [2500] The Spear man Rank

[@6ﬁﬁeléﬂwdﬁwtﬂﬁn§ﬂﬁﬁﬂhé§wpﬁémﬁ #P1:2510] Referring to

Figs. 17A, 17B, 18A, 18B, 19A, 19B, 20A, 20B, and

Figs. 21-24, the performance of various distance

net ki ¢cs wigh different i mages can be seen. Al keys

der 2 Rer ted using the preferred enbodi nent of eight

EveriSymmetric Gabor Filters of size 65 pixels x 65

pixels with the following filter paranmeters

[2460] The Manhattan Distance (or Block Distance) has the form:
d= 2 lx i7 i‘

[2470] The Pearson Correlation Distance has the form:
d=1-r

where

o Z0)Z0)

x— U

2x)=""x
X

2()=—"
¥
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f =- , dx =16, dy =16 , q={0", 22.5", 45, 67.5", 90",
112.5, 135", 157.5" } These eight filters were

wo paepesdent |y applied to each respective i mageC(/Bsm86/043091

| |
%z 1§£\hre€];1ftﬁ%nf 339 %% é:?@%grtxd%ﬁ@ev%%og Sﬁd%z71% t unlib%§ S?szhhéégn the sequences x

20BY. ThegBersdn/ Goﬁéidtldkﬁ/bemgea aibmmdliasd disamae fis anparti@larly preferable
aaﬁe hand gnd Fﬁ% £ W 20A are fromtwo different
iSiage mgigor prpticho dpePRnEThpEs generated by
[EA8ohi NThelPédrnhSataredCbirdlaionavistatte has oriniages Wit h
different distance netrics, and the threshold for each
conpari son is shown bel ow each respective table. Al
et ch2scores in Figs. 21-23 are nornmalized (divided)
by the length of the key; it is not necessary to
normal i ze the scores for the Pearson Correlation (Fig.
with theesome definitiens e for shePedsen epmelatiom [staehgc es
[@Nﬁal ' ﬁg éh%gg; gy D-mgnc'éa@k q\%a)g&ul'r:ll gﬁﬁqegl%m%ﬁsﬁﬁ?vbiga@e) has the
e ‘conparison etmeen I'mages from the sane
fomaht vi dual is successful while theothers do not
mat ch.. This al so shows that the Pearson Correl ation
which js the preferred distance metric, provides the
WE&hmsEgapitlon in scores. The reason for this
i mpr oV rformance of the Pearson Correl ation
di st ance netric is that it is a normalized netric.
use ed in the
E%gﬁprogégs%%%%%%éﬁ?ﬂﬁ%@ﬁ@%@gﬁ%&: %?%g%have greater
difficulty. [2520] A possible concern with the present
invention is its conpuytational conplexity. The filters
r equi for e feature extraction for an
inagé? (%nk Sng ‘%}HBpatterns are fairly large, and,
i er of filters used (nunber of
orientati ongnand)frequencies), the time required to
performthe filtering could becone problematic. This
difficulty can be easily overcone through the
BRAV] CaRLRRil 0 3YAl 110N5b, COUPIE A POIEHOANSDEmEFidi01-24, the
har dware, rather than pure
P@Tfﬁlf@mt oftvagpusodistenee mmwﬁgudﬁfﬁr@ﬁ elpisge@fcanlbe ¢ s At keys were
%&‘1%&@4& &ﬂg tﬁg ﬁre!fe@gﬁ %ﬁﬁggiﬂ{en@@p 1%1&%%19 ?éﬁﬂne | (t}él'ﬂ)lr Bilters of size 65
II'ters t0 an I nage can easl e | nment ed
piaﬂlabcl6éIp,ixebnfdthth@QﬂIOngdﬂter p@@hﬁenso par al | el
processi ng applications. Wth the nmulti-core and
mul ti-processor conputing platforns currently
2N—a']' abl e g nstogayys é@"ﬂ?k‘* g4 bLPI0L9gYs 1 3ufiEh G ent
ompot I hg resburces ré nof ah inpedinent to practice
of the invention. [2530] For nore rapid key
identification/ matching, key subsets ("sub-keys")
Thdse might filtars Werefindependentijt applisd waackespeotpameade (Figs. 17A, 18A, 19A,

SEPAB L o St AL WP B SRS LR KB £ o208 Figs
rhbme&y8AeﬂmsanrthSdﬁmpﬂmamnmﬁmhdbudﬁﬁﬁ 1Y% end @84l drs from two

P RS, £ A5 By SRR st oo B B At el Fnpinations of
ﬂlieftglhr&géﬁi\fvﬁlh iffrent disiance[ MEACY, afd 88 .thiddholBfos BN comparison is shown

Eerég\{&j Eééler%sp%gt?v%q:gb nt Ic'l matchhs(,)c\grelcs) Eillg {ggl 21l52e arrer%tcnc’:n?ahzgd {g?yided) by the

length of the key; it is not necessary to normalize the scores for the Pearson Correlation (Fig.

24) because the Pearson Correlation produces normalized scores. The tables of Figs. 21-24

show that the comparison between two images from the same individual is successful while the
-19-
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in accordance with the present invention in order to
reduce the conputational burden. [2550] Referring to

wWo-2@s/0543% and 26, the first key 70, sinply forP@uUpmeest3091

0%%? )&Rlngpgﬁitc(ﬂn’ T111§ ESE &h a@ﬁletﬂgrsgﬁ‘toﬁgﬁ 'v%i!fﬂ & the preferred
, an e gecond the sanme as key

dittawe mptriej gprovicBB thg zﬁﬁ@ep@amqn al skays. rmlehreng)nl for this improved
;ge]x{o oe{nr([,gd pfat?x garsonv%oré%:l%tg Snt gsﬂ?&e%ﬁ%%gg Zthatp‘? §S | o&n%“hzed metric.
Béogsse t]?ﬁnﬁﬁﬂimﬂ@as vitcheen ok eyrmalitxsiah the mej-brdcaﬁihg the other sconng methods
}%Hnerategﬁt%l?mthe seventh filter output (the filter

B &Eaish Worientation is 135 degrees) is sel ected.
[_|252(t] hi s Agaditilk €oncetabvithetie Frésenoimivanition ididconglueivnal boiplexity. The

racti ce, u set ortjon of key 70 of a . }

bRt op il et B tod B b i gn paters are fiey
lﬁtggsﬁﬂi RPehdifdupbf 1 nubdber dEltersQisb (nuibpedtesiciidtidng aiuhﬁequencws),
correspondi ng portion 76 of th‘EQOt her ke

tho imefeqerdidayperanh B SLCHYE cailf gosemn RPbREAtR TR élf%a%hy can be

Q8 bofieb8e ARDEEH RRAapp@Bioh ST sdRSiktnk] B&nﬁl‘cﬁ@aﬁﬁ@r and by using a
scores are noted. For comparison with t

Teadwarerraties ey peely softvarraipiemenisipg of Ehﬁ éo@R‘&ﬁ?ﬂne“?i’P of the present

fab&Rion 25 TRD GndD e BRES apiRatitinebe rn'hﬁﬁl%lg' $ltcaN ¢ a‘ﬂehﬁdg@ & easily be
a Pearson Correlation to conpare the key subsets 74

ipgplengmted i naredlel @sd Fhus, olpndsw@ekfdﬁwataﬂlglowowwm appligatingsy With the
s REHOWyPavailable in tod £

ﬂtﬂt éé)pef g@%ﬁlﬁggﬁ?%e:ss;btr c ?ut lgt 588(t e giaav% able “} oday’s computer

ﬂéclgwlogQSuﬁifrﬂienZ Gomping EEspUrpas LIRS unmdunen@tca)racuch efthe invention.

ful t d
P35ei b R BHR MAGnlAEE Rl RUP o (UPRERS) takon fom
thadilteh e»n@htsrcan\dmrctompmﬂ sbmatdwqymvan iregiers ‘eﬁlﬁm reach sub-key can be
3)9 ué:c]lglrgst%gito??%o%n%hl % e}y a5 n ﬁ%’:tﬁﬁgéebf%%dr%ﬂ%qu gor?lputational burden.
Tipe rré@ttﬂﬁtbrﬁ&dﬁ@ﬁﬂﬁg)fﬂme lcdaysmbséjecbaanbb skalvby fher matching system

é n‘g n_con 4{[ Qn Wi t.h L he gl scussi on of Figs.

Beers 5‘6%8%?"8% 1R TSR L PAINEREREY i ¢ as used for
[2840]S UbFigey2 ScT8ghatvi pseferrddl ensbodinidner ehowapaetial hel_st matching ey be used

exa e of 25 .and . 26, e Pearson Correl.ati n is
e bR e SRR T e I L BHiora PUd

fZlSISt’D] kegefeifipab Fee rESdin&tZ& NGE fitss k@e‘y (I?\édn-’;plysﬂﬁ @ﬁl@oses of explanation, is

t hreshol d di stance (in this_case,

fhe sgrae psihe doy Hoe i ige! th énﬁ11€‘>‘?tse%°€fl k6¥ % t%ﬁl%%%lei 2§ 8 i key shown in
ey ed. Optionally, instead of comparing the full
keys imedi ately, a list of candidates nay_ be forne

Bﬁémeu t Rextiak kpytrpsehingdly pedermsg 2a o o Nt bgﬁx flkbﬁetkoeg;wn 74 of the
ﬂiﬁﬁ%& '?Qseq’e[cte‘ar Qf ﬁl%%%iﬁﬁl@ Ehdwi ih @2%&% R e sﬁlbs@fj(“sub key”) 74

desired, a list of close match
geaaratng fmmwecsemﬂbﬁlﬁr Ruipeir{thsdBicawbesefapeulpt pricniagion i s 135 degrees) is

%ege\é‘?eﬁt ' ‘a{lé 8m vé; 7qfco S lﬁ@(%( %TIF& fn',ltl ﬁ%xa&!ﬁ%n? Eﬁaset portion

eson ope orm et thi'ng prov

of leyyotod ntrcaabnabh\sum gsn bmuscén@u@@ieﬂmwdmﬂlému@mpm@dﬂ of the key 70
| b f i m .
S B SPARRRRO oo S ML 4RI i e ey

doripsr by osing y disene: métde, asﬂlawpifefe (khmlbsd; nd ¢he memliody digance scores
gr% éqtf)geﬁ ?ngﬁﬂéwjagrf ﬁ/ﬁ%l Oneag fer {iessgfé Sdggxll-k%y lnlla%hgng, ﬁw example of Figs.
25 and 26 uses the preferred distance metric of a Pearson Correlation to compare the key
subsets 74, 76, 80. If the result of the comparison between a pair of sub-keys results in a

distance below a pre-determined first threshold 58 (the example of Figs. 25 and 26 uses a first
-20 -
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mat chi ng al gorithm could performthe final
conparisons, as explained nore fully hereinafter, for

w@e@anes@accur acy. [2570] A mmjor benefit of tPET/US2006/043091

tﬁ%é‘?}i@%ﬁb?ﬁ%ﬁ% g{%l’ ﬁgﬁﬁe %gél?élglg%%lgogée El%ﬁ gc!,};soarre %crntnparéé 1?Qelng thus
detex@tied @ngh kesk@ytch fsdikelyxadiessfort &/orth}zi afthe t:hxﬁputaﬂdne]refﬁ)ﬁ required

ons re U|r d t.o se rch th base, key .
S e il ke or S ags § Bligop i AaREtpd B %omparison
(P&fdTinkd b BerbtgfRd dd3eriteh aki@ i winh eﬁir&plk,ﬁﬁwnﬂemd’iﬁmﬂl the discussion

substantlal&% di fferent pro erti.es th Ef rre

ofriigt Phefid culd use e seny dsBRIdRHEC £ 5t e GpeseS Comparison or a
RRS Obut CATRAELERR WHdY. bhase2d, el P@lr%h@dﬁ%léﬁon Istalso used for
shoul d_be understood that the pre I ndexi ng.of the

thasensad éfullokqye campatisapi df Mgnli ey comprEsE diRgECenz helow a second
ﬁégﬁ@ﬁfs{aﬁéé Q{n eiif ERE M) ﬂE@Q%’ia&dhel% den@Rd] SiBer®ite rtl&ﬂﬁext set of sub-
enrol I ment key is equally l'i cabl e when the full_ key

lfegs (i eempazed. t rCéptlv@égllyS u@@e@ 0(f coppriae’ fhe Jlckeye H%‘fnefhﬁ@lya a list of
c%ﬂ? ?Qgsz I a#r Rde%ig I S8hernRRGEdaRed fb? %Hfti%ﬁalﬁfart{am ﬁey matching or

ather than on a proper subSet of
egcsseﬂldvaeﬁatirkey fugtchingrtp Geé shedfest atols t Halepiend, aﬂlﬁé)f Hose matches can

gﬁh{dstooa,f ladrﬂja%%t&ﬁa)r rGurdio Mve %’aﬂ&h KEie G Q? gﬁbskeys to filter down

are proper subsets o the Keys

theltsh‘eroftltwn dohavhichl fo kerfamt Adheweitchiss, pmwleexmpbs@@nal savings in
n FEigs, n a bs

FRREH PiCe el RSB sRABH " Thip 80f 3 Hotiminary

mn’qmatonafahlam basistrbwith ofher Enadl esropartsenl systdmas. sEcateKanpladhe sub-key

eac 0 k
HEGT B 8F P RHRot iy eRhort f B BreTF Mt G Plec (iR point-based
mixdExg algofthaiguispafoownhe ﬁnaﬂ:bgﬁparﬁé’nsa ag@®ldtrdvwnadrh dieily hereinafter,
%@ls I ndexi ng nmay be based upon the statistica
BEHPRACHEY ndi vi dual key subsets or even parts of

pBrge kaymsjebIrhdsfit dfohe x| @yentibn,t e compdredino the prior art, is an
vari ance for, a_key

question_is, |ar in_the su
FRTosthd H9CTRG TE (UGB TS 18%%3 Jex! Tt NS fe f deduce the
Writer b€ ¥Smplidtond ¥ firbd td deBrch Ghd@atMiakd, ARE Reyl subbdlatklues (“sub-keys™)
sub-key can be ignored. O her neasures can al so

W3k de teBidered fonBeRdsthe deneing i ke el iBRitarYBie q’étﬁ: fubstantially
&’i?fereﬁpﬁro%?@émhﬁl thé Utﬁr&%t@t‘)llrﬁ%ﬁ@h@f t&ieb?%oﬁfng&lﬁbbcdﬁﬁﬁdtaﬁon expense

val ues above or bel ow a |vent resho val ue
off contoavizont withebpss| laelxgdqlmléey} Itishenld) bg padradoqd theh thypre Jrdeging of the

ﬁa%lﬁge to gmftq %1]151? aiflﬁ zgﬁlap Ba‘k%bé?ﬁiﬁaﬁ? ﬁffﬁkéﬁ't Bﬂ)pertles than the

OM/r spo se such that It .
deteet erirlbenikiest iseauadly gpuispble fvhrieths felk keyiis nR@éinyr ﬂiak@y subset (“sub-

h, t&ﬁ%eu&a?asoasel 1f1de§< lli d(ﬁg bHQQ%B%éanﬁgs 511(}1?}%1 futllhféy rather thanon a

ase avin eatures,” when use ereln

piegﬂrsu}mt kﬁ&s fldhkieys (Hoviemgrs for npgaqqsestqf alilustrhfaonk d{@ §xamples of indexing

%g s}é kwr}/usm sgl? SR Sk k%/g%stﬂlt%pé a‘ﬁ uéeli] @ﬁt%gtts %f { Etgl!hlfkefy? ie‘b?lner than the

ol Mym ﬂﬁtnsel&esi rmmr mm;ﬂam shoamdntﬁlgst 2% Iaad \Z&Iataefoofa Kepeubset database
red, "feature" is si e

B 5 CeErRaye BOWEST ARG FRUh 165D SuPREERon < i it deserbed

thi etatiReY méds@let colngdt Farhchoflenterk efthaksoadcared with a

filter angle of 45 degrees m ght contain no nornmalized

key value larger than 25 (out of a range of 0 .. 255).

- b
key, = {xpp %y B Lx,

may preferably be a statistical variance, and the key indexing examples shown in Figs. 27 and
-21-
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This would indicate that there is little to no vein
presence at that filter orientation in the upper right

W@ﬂ@dmm% of the imge. Providing a series of POTUSHS6/043091

u rom sever.a ke at.ur.e .
R e
dr heercphftﬁ efthostkeg edbsers. Keyexarhpie, if the imagompavarkmbe for a &ey in question

S8 TS S P b DR P s v

l‘i’cﬁ%t&ﬁ) vah%&%(ﬂl tAS 813131&@/! dah Be @h&fé{dl e}ih@fmqaalrhs @in dls&)be used to build
i ndexi ng.bei ng used .to speed | ar t apas

EChiES IR B GO RIS GF 4ot 590 o do ) Fremma s By or subkey
ng:s abfRDr Yelbwt AgiwraiRERIDO alid ghe 2Ratute tidshielt vafue)h ele distance

key is exam ned and featur s of this re use
from fther a9t oappinty, e the epgrent @%%Pf % e\ OFRIRINE hégglpqrgg%’[ ﬁesponse values,

SIPOWA: # Ehal/: e %et%ﬁmﬁ&{jwﬁéhertarﬁo@gf KOy oribikePdThave similar features. It
associated with the seventh filter output |Is once

ﬁlg]é iba uyéegﬁocpdnthph@eé:)hgq@ﬁr‘b@lr@ s11r'n111@rsfegt=’z1r%ﬂ gV usBc} hanbe}nntg describe

ﬁfﬁ el ndafernktc & sa’ Qﬁ@ ‘l"ce sKifie FRbMM NI &SRaBE characteristic,
to"a subset of t ata ase with keys that

shlaky es thie mpidinker qu@p@pWeywﬂlupqq @s g)qgmﬁ@r ghbiametris 1ﬁo§gatlon and that
&L vARd, ge e MArddUEREOF sAf:. Zgg On KEpI@bIUES aMRSofUSY containing

as an I ndexi ng neasurenment and the di stance nmetric was
wiploselnwasspphse vRbias, senurPor right guadoant ofn keshasseciatpdbwith a filter angle of

ferred.di n
g & rgfﬁes i Oghq ﬁglgt% %551%{3 %ké}pﬁahfeoﬁ%@%%lﬁlg Qg&%%&" télti‘ e of 0 .. 255).
mmeuldoﬂdmmenthzmﬁe ks—:'}ymv & wewein presaape atstbattfEter veermﬂlon tie the upper
it ud the fijlter res
B4Rl R B R ESlhr  Bh vt s
d)frtﬁd: cafs Gaked 1ttpb3ilﬂ¢’rtumphcktb5f foces the dtey aiatchtnlgaln they pgreat subpet of keys

T O

ﬁmm{ﬁrg@@b@‘E@S@ﬂI&ywﬂd&xed by the nunber of non-zero

sub- key val ues, it ece t.o conpare the
lzﬁﬁq,]t stb SI?@@&ﬁC'ﬁZEa Ble%gffpag@g lizﬁuilga?seg? fyg?(ﬁ P%garge database
Inhtch@Stht RS gt FegsS bowed 28 Wil ﬁoanlgﬁe@talﬂeays:n tie dxagpleof Fig. 27, a
is limted to those with a non-z

I
subsgt of $hefullrey i exeglplnqu%ndl ]ﬁﬁtﬂ{es é)g Rg?}’ gvglbsgtgltc? g‘}"m5361 index. For

E}Qﬁbaﬁ%rpwf{@'tﬂé%g et shov 1h g zts%drz%ng@ s86-ke P pdibn ass001ated with
onl key subset 76for Key 2 and the key subset

fhe rse\K@Sh fiten ouut 1§ IBee g PYE AR dhe eéﬁlapkeﬁ et Rigy 24 @Bg &t @r}/ using an
In(aF: ¢ 10] egéf kSPIRGsd, €PhERhRE Qéﬁj&eln’nﬁed 18 arkﬁt)se%f i Hatﬁlkh@e with keys

count di stance of 20 of key subset 74 for
that have singlar deabwesndndlee etamplezshotin ds Righ-2 7omdZ2sSy the (quméer o non-zero

ﬁ%it 9&}1&% v&fs ugé%{] Z5 ﬁdeé&tn?gt I'ng'ets{u]‘ées tg%ﬂstﬁé RisteRYe Ml@irféewasfchosen as the

'S "ised 1N the exa Figs. 27 and
Pdsuesom@mieiautmg wificlt heh«plyfemad distises mefmigelpe comparison with the example

5{ §Ct I Ey T}{ 1§J gorg thte %ﬁmmmmzﬁg% g]vgiugyfpr%presentaUVe

measur e key va ué counts cou
bbihe ﬁmglmmlde of ihf filtherestmhstbelsieh, wethés dxamble vising ¢hessdvényh filter output, is

statistic h}Fmeasur € ke Je e counts a &%{%

Bh it G O SFouhr ot setL A PR E & HRESC o Rkef The cxample

EIRSROMSEthb ehpit emagk E)Sub)-ké}} 74 dgh (56 hg-eonshldes edecause the example

meani ngf.u E‘; 5 %1 not us | es
?tébﬁs?)ﬁé?{? é' Tl?}g prgber; of naggerp U ]éeyn &ﬁuée& F g)lnrr{yl}%elc?faary to compare

the input sub-key 74 to sub-keys w1th similar properties. If, as the example shows, the range of

keys to inspect is limited to those with a non-zero key value count that is within 20 of the input

sub-key’s count of 56 non-zero values (i.e., within the range 36 to 76), only the key subset 76
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g&ﬁ$gﬁgggggm-bwl\)»-*oxooo\lc\m-bww»—to

i ndexes on nultiple sub-keys within the full key or
using multiple neasures (for exanple, nonzero val ue
waeomassnel nean val ue or val ues above a glven P¢Wmmhmwdﬁmn
and variance) for the determ nation of. S
fos b Q@yé ekl hsst Thiors K e oo et e e oy Subet 80 fo

%F[F())Fe% RERSERs 10D Welinl tAseleated cbﬁlﬂﬁﬁt'&e@mmfﬁmy subset 74
oyed to further linmt_ the sear

foa;mly. o ab @o@ﬂéxe.@ttqdcﬁlﬁt mrdlrethold afyego 4 63:1]1 S(ﬁaafmslrzgm tatistical

mg%érevk%k Y&tue T Z% Wed iBRxMAbleef Fﬁgﬂl,’l&rhn& ak uey, the rindexing of the
vari an stan rd deviation, etc.

keyulnickiesy. ioniver,inlpow oy HIBOHOT TR DORVHEE HOGF RGN g satitcd

sim |.ar ! RE B 1@ b B0 aRsL |sé1w@re to be indexed by
MEASPLOKEY ¥ lg&%éﬁﬁzﬁaeﬂygélr%%ss ace F{ heen narr owed

by
stakistiadd a&esurmkim@e dohets fgraated tl@g@ tb]ieﬁhq)g;} ofy k0 o1 A0 tﬁé?qulre significant
arr oned

k
filtey respanse BFﬁ%re ar eg}/o]pgr?tgoq}gffd&gd eaﬁlﬁﬁ‘uf emai ni ng keys

result. Both of
[2159&]8 e W]ﬁlle Gm’Susad @ the lexesbplet prdvipwsl dqlecu(gs@dmg seopld heypgted that using

2 00] ..t ..s le, non-
L L
Z&Stvamfe doafittind ah@nkeyis 61ovaltﬁasmbvmtg3\r¢nrtgres}md apd ypgnge) for the
t he group a dldate for a f.
o0 4 lE2L 5155 L Sl b v
pleBa iveRicaend iadse dzchqulieb eaﬂ%amiﬂgsredeo Ortherlirait thersearch space. Any

a}];;;hl(c;belfr: ﬁgtg%ﬁ%fﬁﬁaglsr%;]u% o O g‘%aeam%i%glgl%%g% d Irrglgglrglglg exﬁédn%lue median
vagnelAheg, fstamrl rﬂeslaﬁ&i @cﬁ GEIYPBE ius@nen ar euli-keyn either alone or in

conpar ed fo a threshold vai ue t hat. sc
combBRER wifaniy B5HOTGE et Le ot FPAh PO e idbase. O the

sga(?ﬁlsé & 13s b8tk naneReA By '&lﬂta@zﬁe thRx&l 2e feld &dﬁeslﬂhanm finither narrowed
candirdat e set el i gi bl e for M ke arlso Y, bﬁ Both of
ubing efhi-keiyanatehinges m@a{nﬁ@@yq %ﬂ‘i‘ée gp %“ng osu
lifieﬁg E ogggre SRk SYd ﬁHﬁé"eﬁﬁmle% Qﬁovﬁi(lﬁlmése% Qih e DOT tion of

y generated fromthe 45 degree orientation d used
(26001 er Ibshopwt be Tpiied thys b e P Sefpkare ynayohip sFTTastsq and used to

d T € t O 01 candidates 1or a
n%ﬁwﬁlgerser G aRe Ef&r%@ﬁ’ﬁ&tﬂn | d kﬁﬁ;&lb thé%r @ of candidates fi

I on he candi date set ‘el le for
£ kéy- testyh camitblzer firstorarrowhd by ptrma@gg thepRrtionE AL k?ﬁéﬁ’éaéta‘é?ogenefated

i tional
}P’e‘%‘ﬁ &gg %F%re%l OP(’éné%ﬂ%%a@F (Ast llieg&ﬁoi;c\)gypgifpgﬁﬁeﬁ #edonhéetion with the
Jxahplbi d’f@Flg[%lO’IhaAi‘namg ssmm; Igamer:itpch &om thﬁdgqgég‘ compansons are then
gglgg% q? g é&e%]dg%e{f? ’ke % Sth %Xﬂeo&ﬁ 1%’3aﬁ{§§ﬁ{a%hk3ﬁfjare ERFluded from

e can te subset of
fiABer dahadpasgion. u:neﬁerfdmg cﬁmthle -skzey>f ﬁat rcmamglg oapdidats setsligible for full-

lg?gé:q%%lés%%d;héz SJM{O oy n. gse rgﬂgﬁn g%égpﬁmgfg %ﬁ“ferent sub-

HONGLEH, RS otiipld @ }fbﬁﬁ)n d@Bythd kelytgenemgd frtm thkad adepse cmntatlon filter
only | ook atkeys wi th

an i ndex v e Wt
T O T b o R
ﬁ@ger LARLSES! G SRR dBRYlidle fonfullédy coiopuwised., Thﬁ process can then
itional indexes are avallabéf Mﬂngln t he dat gq bl
i mpested with edflepal sitckays wfed ol RO gessonsbie
,gﬁmﬁﬁggé, Quf M RREidd M t the candidate search set.
dlt

ese a Il onal 1 ndexes may be neraked u3|n9 T
Rah® f eAtong einfilap fines, indexes generated from sub-keys, as previously described, can

be combined to better limit the candidate subset of the database used for full-key matching.

D.

For example, an initial first-level index (index one) may be based upon the non-zero element

count in a specific sub-key, denoted as sub-key one. By filtering the database to only look at
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di fferent sub-keys (for exanple, where index two is
the non-zero el ement count for sub-key two), different

wo e@B0s396 f or t he sane sub-key (for exanpl e, mh@nGSﬂmmemn
index two_is the nean value of sub-key one% or

ke e pdex ehuerHim heeriiangseipe @dewv@ od el Saeseéc candidate

ké)s e \Rar0R B% Shidy Bk GRBRE. CRWRYerOff a8URortaeihdb e a@'@/ailz{w&%lthm the
hree is the nean val ue of sub-k one, etc.

d%tdmw aden tWondlase, i nithese Réditienah b‘&’@éesclaﬁy be lygeds@r @'éth%rohmlt the
cﬁfdmé{eds%aﬁﬂ s@d q’h&ée%ﬁ@i'hoﬁdl MdeRdd Iﬁfﬂ’ ] ge&l@qué@tulslﬁg 1 safn@ Q"eature from

search ace. 20] These search nethods can al so

digrai ﬁléfd eyF tor emmkr avheze derbyo bfthelper-gare ﬁlenienbl@»unt for sub-key
% e 1
18 T e QOB BERY, 05 Lo 0o msn v
Obasbtk@al onkR Pr mpmhlesthmgf tb@t\p@(fpn expaple, ovhrer indeey twioi igvithe non-zero
C e bl e f

%ntrc%ﬂgﬂl %ashg k%)p ﬁ&g)l @a ! ﬁé(gé _thit e tl}% éhre] %eloakl xjﬁﬁ% é)?’%t{ Eé}ﬁcgie, etc.). Each
additidnak ea;denamﬁ)hn tg. dafdbeseocabethus menmhite Iprctvlub amedditional limitation or
e &30n0f %%%Hapdaayb key mat ches occur nmay be m xed

%as, for exa npﬂ) first an index search, then a

[2600} Kk e;Thmtsehg:h triaﬁmdsamt di@r bel cuakebinesle o bxangile; .a) number of different

th d i I e
g A G B P S R S TG G g piption. Then
sdvet$ pﬁﬁﬂlﬂ&&&ﬁdt@ﬁﬁinhy bé pyddnird té Ratet hait Shicak@Mate space eligible for
tches thus jt Céﬂjlélguall%/ gvanta

kP GRRiRG. ThfEEe o FEmpAFG At P ksvemptglane. The

oMb iK SMhiokBhe hekx (@Binphitdas aﬁ@sﬁlblk@gl hRREds ad’cﬁr ﬁ&?ebe mixed (as, for
[ 2630] _Anot her benefit of the present jinvention

SRR efirh &R Ry SANE: SlBet SthEr MEidy Srgr 810858 épf%ﬂxesqawh etc.).

Hob8yd! beRhusd ile indAQBarb R iV DREI M gld-OMENEdnBRribshs UBBFtehd to be faster
conjunctlon Wth a prior art p0|nt based vei n_matching

ard, dessnromasiontlya apise ofiem, the hatbrkey cralchstgrapd kdys it S usually

a&%ﬁﬁ&%u@ Ao UhB8h e ifAELSENE IcBMBRHbAN fitss, bE3&E the sub-key matches
uic limt the search space (as heretofore
Ghﬁg@ﬁpﬁ@dﬂKm@fk@?ﬁ@ubset mat chi ng and/or partial key

Xi [ far S
! PR 18 8 SR Lo s o
helht@quc psssivle inrthe ptigromt, tidieh dheapreseint ybdion ao bseflgn conJunctlon with a

pl%]re art gvé)qﬁ %Xseﬁa\}eﬁp gisatcﬁmﬁga%g{lﬁpt I )%lua{ ' ?%B#OA:CMEg nglx?(g length key

appro wher e esent inven I's’use
geperadd ysugﬂhe pteseit ingichiien leepedwngiickiit bisitftixy seawirpsaaqes(@mheretofore

SRR 05 K PV R A ARRTBE STR OEL 1 o

infmmabﬁds hﬁbdptl‘oi mitclatie mmallmﬁg: bEgible hahdidatesyy This perm1ts the present
1.0N inventi

TR B & FHROIT AT O S PRy TRisn i BrEMAPE PR  gatching

appr@&héﬁ, Wthalfébﬂtha PEgsaA diventi @oid sl to Quﬁﬁly%elaacbﬂigﬁleﬁkey candidates for
mat chi ng. ‘\When ﬁsed as. a pure index, the nunber  of

CPIPATSPT ARSI ARONF PHISE o PRI T B8l Tk Uy piometri
mlatdiig §tGAatidher s %rﬁ‘%di&ﬁ&f ptisr 1@ a?ﬁro&ﬂie@ ght kst BéeS point-based

1n%gnn1glt121? ttllleolg]resoein 1gxszénrt]10n addes afdcl;h)t(ggal llnefgrmt.atmllf teo t%e information available to a
point-based approach, leading to more accurate matching. When used as a pure index, the
number of filters used can also be reduced to lessen computation time.

[2640] There are benefits to be gained by this combination of using the fixed-length keys
that are produced by the present invention in conjunction with the information provided by a

prior art point-based approach. First, the method used by the present invention for narrowing
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that are produced by the present invention in
conjunction with the information provided by a prior

wa@redospsisnd - based approach. First, the nmethod uBETYUB3006/043091

resent i. ntian for narrow n base searches
e arche i et ke s o Y IR 153988 gBRAFes on the resulting
eipidIe0 BeARTLe naﬁdhﬁacélﬁﬁﬂhhé Elga ef i@l BleaRtdhdtaiesomAion provides
als{Scon ly, the use of the . approaches in conbi nati on

i5ona) dlomggs detahigl th@o‘inéfﬁlé‘flg PEOCERSt AP Pregentt Y REATCTHiFRg-length keys

Vﬂ[l Q%5 mAAR/ARGASBM bakddVENEdnORi fxfuke S H&P %M%§ while the prior
&ylckl y match/di stingui sh based on general

asedrrystem ovill icotabuia date Felaimg| te srasiicsritieal paings within the image.
"Iﬂl@'rgglﬂ‘t komgHoRUSE&RAN s e@tﬁ&trﬁé’cﬁég ﬁo&a‘bv"i’th fid %Eéd%n&ﬁ’t rovided by
specific critical points with he T mage. resuFF
thespresept igyedioa s dired gtb%@rmeﬁchlngr met hod al one, with
INDRY ffqvi ded by the present invention's
T xe%‘%é"%g?q‘k (;:/Aﬁrrgf chi ng. | NDUSTRI AL APPLI CABI LI TY [
[268@]) THiis invevieant ramnbe asedbfor Lexbactingr andxinatalsing rigoraetde detail from

i lsfr u
TGOS PR JELLAE HRRE, e O1eB B BANRE By Kbl jdentficaton
pugwestsi f i cati on pur poses. [5000] Although t he present
nt i escrj.be nd i1l ustorat

FOEC . AhoiE LR SREAIRRLaE 1 bty B Bl gespect oo
prdferraf ambodinent sndregirefenedese SImréfbmttuenbtm 1513::& limited since modifications

Do e BB R Bl S S8 hvenion
i nvention. CLAIMS [6000] I claim 1: A nethod of
identifying a person by extracting and matching

bi ometric detail froma subcutaneous vein infrared

i mage of the person, said nethod conprising the steps
of: (a) filtering said vein imge with a first
plurality of filters to produce a like first plurality
of filtered images; (b) subdividing each filtered
image into a second plurality of regions; each said
regi on having at | east one pixel therew thin, each
said pixel having an intensity; (c) for each said
region, formng a statistical nmeasure of the pixe
intensities therewithin; (d) ordering said statistica
neasures of said regions to define an enroll nent key;
(e) conparing said enrollnent key to a stored
verification key to identify said person by

calcul ating a distance between said enroll nent key and
said stored verification key and conparing said

cal cul ated distance to a threshold distance. 2: The
method as recited in claim1, said nethod further
conprising, prior to filtering said vein inmage with
said first plurality of filters, preprocessing said

i mge to renove artifacts.
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3 : The nethod as recited in claim2, said nethod
further conprising the step of identifying a region of

WO paosesbe of said vein inmage. 4: The net hod asPCBUS1086043091

in claiml, said nmethod further conprising the step of
i ying a region of interest of said vein imge. 5

: e hod as recited in any one of the preceding
[%qogrrrsff%%n which at | east one said statistical neasure

is a statistical variance. 6: The nmethod as, rg_ci tedcd‘?n

any bné l‘offtth_q@ ifendideng qq@erc.{rgné)iyﬁgt’raqtlﬁg and mptching promefriclgtail from a
sﬁl?c'u%ngéu"énvlaiﬁtiéf?ﬁéd ﬂﬁl%é bf e b(l,srso?l,eka@&ﬁl@ﬁocﬁ EQpASHE) (BE SR of:

consisting o a_ Sta _stlca varl ance,, a standard .
devi &i dilferiag eidnveimiregarivigba dirsitrlvaligrefgdicaein Biofwss @ like first

7: The Wpﬁ%‘l&&ﬁ’ioﬁﬂ%@?gﬁﬁ%i n any one of the preceding

cl ai ns, atistical measure conprises a )
conbit)at subdivisingaedchr iteredeinmage dntaral secosd pbralitreafsiggiens; each said
both selected fro h r LSt ; ; ity
ctati ot 1 GRPrJav Tt Pl ppRLERRTAR A0 L pRel heying an tensi;
absoldt efoawaclageiddesgioal ifaming ansxtistied] umeasarenioh thealpirgl intensities
a max absol ute value, and a nedi an val ue. 8: The net hod

as reci tBHPH™Bhy one of the preceding clains, in

whi clhd)s abrderl gusafl stdtigtiaf mbishitee pBsadt regibuseto dSfinmat ani@lment key;

Gabor Filters havin ifferi rientati I 0 .

The Wi e st peatie Sy B Bhef VafisaB B Rl said prson
clai ms, pycariilfig saiighnpt bétabdn sidardlinlenekey adeaitbstred verification
Symmetric Gahor Filters having .djfferi i.al

f r equenck¥nd $oMPAHIS Sﬁ’étcglﬁbla gdP%E?e‘ttga%%ﬁSﬁgﬁi&% & of

the preceding clainms, in which said plurality of .
filter sransetbel acbeatkdfin caini heagrmethodmberstompgisiog, pricajo filtering
Even Symretrjc Gabor. Filte havi ng differin .

Bid i Wgﬁwﬂhﬁ@ : P{"mllﬁﬁ?féﬁtegym%@ﬁs&%%%% Hthgetg ssmove artifacts.
having differing spatial frequencies; (c) Conplex

Gabor3: FiTht @ficghod( 88 recidgl Batlaim Bj bdidmssthodefurter eammaiging the step of

Gaussian filters; and (f) .Adapted Wavel ets. 11: The
Wenthyag %\%egfcg’c‘?%ﬂ‘étare?tr?géaﬁéz'%ﬂgn%fj‘ t he preceding cl ai ns,
in which said distance is a Euclidean di stance. 12:

The net Mhed mashadees teeied m elaiyn dneaidfmatimel Hrbereedmpyising the step of

clajns, i n.vvhifch sati ql di st.ance is selected fromthe

Yrutipne 8 et AT Resr o pAY VA BiE°i dean Di stance; (b) a

Hamm ng Di st ance; .
5. The method as recited in any one of the preceding claims, in which at least one said

statistical measure is a statistical variance.

6: The method as recited in any one of the preceding claims, in which at least one said
statistical measure is selected from the group consisting of a statistical variance, a standard

deviation, a mean, and an absolute average deviation.

7: The method as recited in any one of the preceding claims, in which said statistical
measure comprises a combination of a first measure and a second measure, both selected from
the group consisting of a statistical variance, a standard deviation, a mean, an absolute average

deviation, a max value, a min value, a max absolute value, and a median value.
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(c) a Euclidean Squared D stance; (d) a Manhattan
Di stance; (e) a Pearson Correlation Distance; (f) a
w@eassssosSquar ed Correl ation Distance; (g) a Qrebysives043091

Di stance; and (h) a Spearman Rank Correl ation

D stance. 13: A nethqod of identifyin erson. by . .
I ext r%cfl?erfaetgwﬂdasrra%l i @%?rtsr?z{&iﬁipegca@saﬁa R GRiviet said plurality of
2 fiRUDEIEVBEOHEMYIRIc Gabby Fifé® HavikBdFedfp drit@tapied sedles. sai d

nmet hod conprising the steps of: (a) filtering said

vein image with a first plurality of. filters to. . .

or odtic by el 5 el il hekecPipg GG Tigish soid phralty of
4 fikek ghefHvkd SyBmbic ThbEVERerSYaNRY differigadpaial Fellicdt®s.havi ng

differing orientation angles; (b) subdividing each

5 felalc Lﬁ); Zﬂ]ﬂ In?rgzl&edda:ﬁ rr]%?g‘r\e/ﬁ? H];a%gggg %fg[é?u érg%]e!éﬁr%i c)%{cé g,el Iw%?c%’said plurality of
6 ﬁ%theaﬁ\aéléhémﬁcaxﬁalwgrsﬁ ebnpistilofhavi ng an intensity; (c)
or each sajd regi faormnpg.a statistical. neasure of

T the G xdnsrnrenete BeorBhan it Al er Bl Tr
8§  Neas@y e Bel Senetsic @absi Fikal hmadd dffedig spaklal Glegesntiog

said statistical ne?sures of said regions to define an
9 enr ot} méwprlesysaberbilteShpar i ng said enrol I nent key to a
10 stor@sl Y8Eidhb&atilt@s key to identify said person by

cal cul ating a Euclidean di stance between said
11 enr ofe) méHtented Gagssipndgicss; atdor ed verification key and
12 conp@gingg@admﬁ@kgulated di stance to a threshold

di stance. 14: An apparatus for identifying a person,

sai d_apparatus conpri sing: (a)_neans_for capturing a, .. i
13 subclti aﬁ@d’%@h%ﬂsﬁ eqief MuFTR PP Rhthe PEseedipRClpEss By hiphjeiddistance is
14  aEnEiRleadisth@lel ty of filters applied to said vein inmage
to produce a like first plurality of filtered inages;
(c) neans for subdi,viding each filtered . imge into a _. .
15 Secotl Pieapeined 4 refite g ne R el FlaigfiSolf HHh fay distance s
16  s@ctddepst e Boupic¥RdistinB@r.ewi t hi n, each said pixel having

an intensity' (d), neans for formng a statistica
17 neas@® e afEyelideas ist@sPon of the pixel intensities
18 thergyw tLhidmingbistgaes for identifying said person by

conparing a first ordering of said statistical
19 neas@?e§%¥®k&@a§ﬁwﬁ@bpﬁﬁmﬁé a stored second ordering
20 Of SERti Sl Q&mﬂ@ﬁéﬁ&fs by cal cul ating a distance

or

bet ween sali ering and said stored second ordering

w

21 and (e) aPearson Correlation Distance;

22 (f) aPearson Squared Correlation Distance;

23 (g) aChebychev Distance; and

24 (h) a Spearman Rank Correlation Distance.

25 13: A method of identifying a person by extracting and matching biometric detail from
26  asubcutaneous vein infrared image of the person, said method comprising the steps of:

27 - (a) filtering said vein image with a first plurality of filters to produce a like first
28 plurality of filtered images, said filters being Even Symmetric Gabor Filters
29 having differing orientation angles;

30 (b) subdividing each filtered image into a second plurality of regions; each said
31 region having at least one pixel therewithin, each said pixel having an intensity;
32 (c) for each said region, forming a statistical measure of the pixel intensities
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conparing said cal culated distance to a threshold
di stance. 15: The apparatus as recited in claim 14,

wa anod/osppar at us further conprising, prior to seeTUS206043091

plurality of filters, nmeans for preprocessing said
i mage t SheRRH® said sfatisticelmeaspre byl a sipsiical siangs;

reci {gd drdbrinl §él§rbt1§shc§l%&sﬁ9§3ﬁf sl YSeidddnd E&Yne%ﬁ@ﬁfo’llﬁieﬂtgcey,
means for identif % (g a region of interest of said

vei n(e) nggeparig; saf Iopsat kayue agtoredeverifieationrkey; tyidgntify said person
sai d ap %rd@chﬁtnflé‘é tEngﬁdfeQﬁ’ ﬂg{ahccé' B dERARR llment k and said stored

identifying a region Interest of said veln |

18: The vapheatian key and compptingtaidvalgnipted distapfe ) aathwshOIdldistance-
to 17, in which at | east one said statistical neasure

s auﬁt@ﬁ hﬁ)tairaﬁﬁlfoﬁ/ﬂéﬂtﬁﬁﬁga pélrgon, g&h@ I%E{%ﬁfs%t)ﬁnﬁﬁg

recited in"any one of tclains

| easta) oreeagafod cmngﬂsubcaﬁamwggmnﬂrage%ma@é péﬂlefpp@m,

t he 0

st anthr A ARy oA afbiRh B lgRlchPimak ] 08s a3ike it plurtiy
devi at i mﬁﬁlt@@dim"ms appar at us as reC| ted in any one of

cl ai ' .d - t:} St J Lo
conpt? sea aé?%%%%bd'lvqglﬁg %‘&gftﬁ%{e%n?lé 1#17% gss%?%ndﬁ%ﬁg&%f regions; each
second rseidswggien Howing kst toae pixed herdveitigm oenoh said pixel having an
consi st |Hr11tgns<lg[§, a statistical variance, a standard

devi at i on, ‘rean, an absol ute averagedevi ati on, a max

val ugl) anaann fotatbumng a sm»stuabmhamt@foraladeregmmdofathBWeamtensities
val ue. %11 tcl%apparat us as recited in any one of

claims I¥TH"2Y, in which said plurality of filters

are Yy enndaydrioe ﬁdelnﬁfyﬁ”glmfd freirdoh & Sompating fhist br@edinpgof said statistical

orientation an 22; The a rec ted .

iy one TPSETLI oo e & SFRRQCEH SAPE LAY s by
filters cakglafiyen dﬁmﬂzs%dtw&n@aﬂa@ideﬁhg taﬁd Saifl806tdaGecond ordering and
differing spati al equenci es. he appar at us as

reci t ed PHPHHE Séh‘éa{ﬂ‘ faped gfstpgca g att@e“i?ld Fptagsi ch sai d
plurality of filters are selected fromthe group

consist ThgafParatisegs rEyiRA iDYEIRA] Qidaiparantsi fuftRérscoRPyibiag prior to

dlffer n fj ntation an Ies; ,b ven netric bor
sl figsh plyr ﬁ%‘gﬂ/‘? r@eﬁf’r R %%%eﬁ Ba&H o TR0V iifacts.

Conmpl ex Gabor Filters; (d) Log Gabor Filters; (e)

O i em: eThGapaaiuadns ﬁéclitédaﬁﬁqlalﬁml(ﬁ §did a}ﬁsdﬁﬂﬁsﬁﬁirtﬂé’\mh@h&ng means for
%4f The ag&ﬁ tus as raci ited in any one of clains 14
iqegtityse & TREG PTORIESs) of SHASPRiTa%S s a Eucl i dean di st ance.

25: The apparatus as recited in any one of clains 14 .

to 247 The ydphetussaiatited 8t dainel 4, said apparatus further comprising means for

identifying a region of interest of said vein image.

18: The apparatus as recited in any one of claims 14 to 17, in which at least one said

statistical measure is a statistical variance.

19: The apparatus as recited in any one of claims 14 to 18, in which at least one said
statistical measure is selected from the group consisting of a statistical variance, a standard

deviation, a mean, and an absolute average deviation.

20: The apparatus as recited in any one of claims 14 to 19, in which said statistical
measure comprises a combination of a first measure and a second measure, both selected from

the group consisting of a statistical variance, a standard deviation, a mean, an absolute average
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sel ected fromthe group consisting of: (a) a Euclidean
Di stance; (b) a Hanm ng Di stance; (c) a Euclidean
weouanedodi st ance; (d) a Manhattan Di stance; (BOT/@S2006/043091
Cgszgaiison Corr%| ation st anc%ﬁé‘bf)yéﬁlspe rson.Squar ed
PrEP AT Bt 1E}’i‘c"é‘ (Y)Y *h? VA ARVl g
(h) a Spearman Rank Correl ation D stance. 26: A nethod
66  of idént%;appvgatas persied is uh)ysbmﬁ ity 1430 h@griﬁ iwhiedf saideplurality of

6

w

r shown
67 fﬂ?ers are Eﬁen wr%er E}eb %cl%? haXng gg%eéwgpﬁgnt?tb@ angles
| dent ifying a per son substantially as herei nbefore
68  desciZZbdthe wppanatnefsoraivddn tuy ore efclainewh ta Al tihevhich said plurality of
60 MARECIPBA éqy%inqgtg%gt%% Filters having differing spatial frequencies.
70 23: The apparatus as recited in any one of claims 14 to 22, in which said plurality of

71 filters are selected from the group consisting of?

72 (a) Even Symmetric Gabor Filters having differing orientation angles;

73 (b) Even Symmetric Gabor Filters having differing spatial frequencies;

74 (¢) Complex Gabor Filters;

75 (d Log Gabor Filters;

76 (e) Oriented Gaussian filters; and

77 (f) Adapted Wavelets.

78 24: The apparatus as recited in any one of claims 14 to 23, in which said distance is a

79  Euclidean distance.

80 25: The apparatus as recited in any one of claims 14 to 24, in which said distance is

81  selected from the group consisting of:

82 (a) aEuclidean Distance;

83 (b) a Hamming Distance;

84 (¢) a Euclidean Squared Distance;

85 (d) a Manhattan Distance;

86 (e) aPearson Correlation Distance;

87 () aPearson Squared Correlation Distance;

88 (g) aChebychev Distance; and

89 (h) a Spearman Rank Correlation Distance.

90 26: A method of identifying a person substantially as hereinbefore described with
91  reference to or as shown in the accompanying drawings.

92 27: An apparatus for identifying a person substantially as hereinbefore described with
93 reference to or as shown in the accompanying drawings.
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