Met hod and Apparatus for Securing Network Conmunications The present
invention relates to nmethods and apparatus for securing network

conmuni cavoaney/1ob4s6par ti cul ar, though not exclusively, trhe/dBeNsSIZIA
relates to comuni cations using a conputer network or internetwork. One of
t he nost comon net hods for providing secure network access to network
conponents (e.g. servers, such as internet servers etc) is that of

"aut hentication". This ains to provide access to a given network conponent
only to specitst ; DRSS RECRBH L R ORERE S UBHISRE AR BNs) . A
sinple exanple is the requirement of a user |ogin and password. The basis
of this nethod is the.assunption that only th% ser to whom a password is
Ussued w [1° oVEFoBY" abf&oto! Ube" Ehat=hasSuoFd and S8 amPueh tse thust be
aut hent i csediisigproatiwees otdrymailcewibeyvel afn seetridulasi nagoughmapwtbe a
simplec.matter to obtain or, use a password iJlegitimately. An alternative
et hoG® | So 8 T RR £ ITEodtl BRE AP CRELTHT byb® PP AP caress &g

i nst al | edcompuwser setwelbk brroviseesnetwdrdke | i ke, to authenticate users. Only
users with the correct certificate credentials my be granted access to a
net wor k conmponent enploying Client Certification nethods. A client
certificabeeci sft ypecaldsy i®sumed mptaodsusbed pFhividiRar tyc(TETP)etiwtown as a
Certifica hor i i,ch her th plic r.a
certifica%gc$%§t$£s%§%r ]§.O%£§§%?t£h§%f§ifgéﬁgghﬁaygﬂ%pi%%uggé%%g¥he
appl i t&nt seffher Certed f L eatmatAtthdritt entsidatérely t Fhist ed msotadepiaitdel y

aut hentic e ef ore issui certifl es_to the This neans. t hat
net wor k c%%%%%in%i EEI Pﬁﬁloﬁg%??énﬁ&%%PF%??chﬁgn‘%%2% %é%%;cchec§sthe
val i dity défemsaer tarf ircaverpr esemresdtisgaphbigations) . A simple example

is the requirement of a user login and password. The basis of

mla a araimdvVa Fl

this method is the assumption that only the user to whom a
15 password is issued will ever be able to use that password and
s0 any such use must be authentic. This provides only a low
level of security since it may be a simple matter to obtain or

use a password illegitimately.

20 An alternative method is Client Certification which employs
client certificates, e.g. installed on users’ web browsers or
the like, to authenticate wusers. Only users with the correct
certificate credentials may be granted access to a network
component employing Client Certification methods.

25
A client certificate is typically issued by a Trusted Third
Party (TTP) known as a Certificate Authority which checks
whether or not the applicant for a certificate is trustworthy.
If so, a certificate may be issued to the applicant. The

30 Certificate Authority is thereby trusted +to adegquately
authenticate users before issuing certificates to them. This
means that network components relying on Client Certification
need only check the validity of a certificate presented to them
in order to authenticate the certificate holder (client), and

35 do not need to authenticate the holder themselves.



in order to authenticate the certificate holder (client), and do not need
to authenticate the hol der thenselves.Certificates may thus be used by
clients twoverwfogssshat t hey are whom what they clai mtoPo@&/cHren/sexki ng
access to a network conmponent requiring client certification before
conferring access. However, certificatgs may fall into the hands of others,
or may be altered in some way illegitimately. Network systems typically
need to ngint%;n ﬁrlvate agd pﬁblic § tlf cates to establish a secure
channel to®Rt'oWHEEWEFK COHPoRENt'SSt 0 EeCar 8™t hif bf nitT o sEit t'd**Yor
request edaby,wiuser®at Thhey dlimituUEn, bé@ﬂﬂhf%&ekhﬂ@ adneS@etmoakn@@nnmnents
must manage the securit) relatlons ip_w.th.an nOM/detalls about
user equi pREA Sy pi APV T%helddFRG: ?]gntiﬁg ?nbr§%§re (6P LYt
softmare)aCOﬂﬂectlngmeaethecnubhf$hemaspmbyiﬁasecuhﬁty ce¢ t hbhdat efdet ai | s;

certificat author|satlonég_%tale(ljlsinar}%fe e 11%a%k,%f security the client
can suppor ser?chent of ten nust’'est'ab %q% re?afl%nshlp with the

net wor k conponent it wishes to access and nany systens request that users

"log in' g network co nent in prder stablish this, relationship.
For nDblle T erﬁ?FM§§§t§ nPg%%%ye§%ﬁgle rvhltglht 0 ﬂ%%% d%id%ﬁ%bessary
step thatcewtxﬁlq@egalﬂs>|¢ﬁﬁdhélbb3§icﬁeqxn%nnhaﬂneéudken@bhﬁorn¢¢wprk

publ i sher . The, esent LOVENt i onealjk {8 PLawi de, meqns ang.Jrethods, whi ch

may be use ress one or nore these matters. At s nmost déneral ,
the i hQ/envis@ms pridpesedni @uﬁmamqandewetkrﬂjdsthﬁonptwmﬁe:owpnentatmm of

aut hent i cjly,dp ancaddiesses offaciiant of:a ngworlksecﬁomwgﬂac% QN not

directly fromthe source of ‘the communication (e.g. a certificate offered
by the so@fbello ddeati HEendeduresngi ey Pioutly ﬂaﬂﬁ@ﬁlnghdé®%n@@¥ﬁl%f and

Separatelﬁréwgg} a%ogrOgﬂf%n%epééfgﬁ%ﬁé3usgggnéégﬂﬂé p@étYEhe publisher;

public security certificate details; certificate authorisation

15 details; and, what level of security the client can support.

A user/client often must establish a relationship with the
network component it wishes to access and many systems request
that wusers ‘log in’ to the network component in order to
20 establish this relationship. For mobile Internet systems, for
example, this introduces an unnecessary step that often results

in the loss of potential audience for the publisher.

The present invention aims to provide means and methods which

25 may be used to address one or more of these matters.

At its most general, the invention proposed is means and
methods to provide verification of authenticity to an addressee
or recipient of a network communication not directly from the
30 source of the communication (e.g. a certificate offered by the
source to the intended recipient) but, rather, independently
and separately such as from a separate trusted third party
(TTP) . Most preferably, verification of authenticity is
delivered, or means are arranged for its delivery, to the
35 addressee or recipient of the network communication, e.g. from

the TTP, wvia a communications route/path via which the source



(TTP) . Most preferably, verification of authenticity is delivered, or
nmeans are arranged for its delivery, to the addressee or recipient of the
net wor k cwomormwedsbon, e.g. fromthe TTP, via a comuni @aTiGB81W30318/ pat h
via which the sourcecannot communicate with the intended recipient . The
source and/ or recipient/addressee may §end a request to the TTP to issue
verification of the authenticity of a communi cation sent by the source
(e.g. previously, contenporaneously, concurrently, .or to be sent
SubsequentF)0t o PHE TGET i At addiesSoa fblst S5 EFEPabl y, | he-0uree
comuni cakh@ormayedie iener ypdedt @ asayt osdel decryptadd etby thbe Tirpt erded

reci pient.only usi, i nfor ian issued to. the intended recjpient, e.g. by
the TP, GROI vEriPHEat 1o of T TOUPeE ot X e Mot vOPk CaRmH ciat

ication. In
thi s way, bt he khuentb@mrpay previgde apmeviémehupo a@dﬁﬂeﬁg¢raﬂdbusly,
conte oraneousg%tgear witness to.the aut entlé%téﬁu%%5§¥ﬁonnqplcqﬁkpn or

the i entf?@p%ﬁfa cghnun?%ating néFMDrEegonpo%en i venti on nay

provi de thecdiiginttakbdéges sl .entMoot phefdnardly, onha Notramy caayopendyoraa i n
verifying_physi.cal signatures . ln a first of i a t he. present
PR Sh R P e Ralobeb it  Phg R e SI0ERES  HRPS

i nvention nay provi a veri Veri au
communi cabnbn sentg virg caamedrmuni estdonse netavorik enderm aetipsentnetanar.k

component 1,0 f.SeGond JIELWar..GomRONSNt »nGhuding.Loput: mEans, arfAnged f or

receiving via the coé ni cat1ons network an encrypted conmuni cation from

t he f1¢ st camtwordetéonponent, key means operable to issue to a second

net wor k conponent a key associated with the first network conponent on
condition that the verifier has verified the encrypted communication to be
decrypt able t&ihgrahe Wey ivereébynt veenabt e dehe secohdenet woprktively

and contemporaneously bear witness to the authenticity of a
communication or the identity of a communicating network
15 component. The invention may provide the digital equivalent of
the function a ©Notary may perform in verifying physical

signatures.

In a first of its aspects, the present invention may provide a
20 wverifier for verifying the authenticity of a communication sent
via a communications network from a first network component to
a second network component including input means arranged for
receiving via the communications network an encrypted
communication from the first network component, key means
25 operable to issue to a second network component a key
associated with the first network component on condition that
the wverifier has verified the encrypted communication to be
decryptable using the key thereby to enable the second network
component to decrypt encrypted communications from the first

30 network component sent independently of the verifier apparatus.

Preferably, the verifier is operable to communicate to the
second network component an identifier which identifies the key

as being associated with the first network component.

35



conponent to decrypt encrypted comunications fromthe first network
conponent sent independently of the verifier apparatus. Preferably, the
verifier we:openadshe t o communi cate to the second net woPKT@GBZpIVMESNI13an
identifier which identifies the key as being associated with the first
net wor k conponent. The encrypted communjcation fromthe first network
conponent is preferably received by the verifier independently of the
second netﬂork co ent. The seconggneﬂﬁp E conmponent Breferably
responsi ve ?c?%fﬁ%? nf CHPi T 2F &R .| &r &by SF r BN 5 Fl RPN EmpSnent
(e.g. encpyptedblyorteanss tbyt ahtheevefidd ehdapeetprasty bar tversddaat i on of
t he authent%cyé% of tnenﬁb nication it hai_recelved fron1th flrst

n i's

conponent Pr&ferabl JSHHE 19S5y s%cgn% ‘SHdnent s
may send cesgnndicat itons mmimndemi@ tﬂ"ﬁe:e\ie'edf ItﬁéreWtéﬂ‘cmatﬂhEehSﬁ,rstthe
second netmo k C conponent nmay E(% $Q rgr onsive,_ and JAwait_ receipt of
verlflcatlo ¥1om t he Veritie hout see |ng Stk qﬁus way a greater
degree of regowrt t yfomy bereﬁabhednby @fovmﬁengeﬁhabnthelﬁyrsbfneUW@rk
conponent _initiates/requests an indepe nt nt yerifier, e.g. a
TTP) to prOV| % fﬂen??c “on and %gnﬁgﬁpcaﬁgngﬁa% aﬁ&ﬁggPlgatloﬁ “to the

second netho$Mwnonm@ﬁenpreﬁdeﬁEMUem@byfefSthen¢|$Qnommemwmpkn@®mp@went (e.q.
via a network 9&%&!&%@@98&“9{5 Loyelying the first; pet w%rﬁg n%m cati The

second conponent may be responsive to receipt of an encrypte i on
fromihe fhesseqmidvordkvoohpopemnary matvainet Seorse mespee@l\tmea@onwm cation

i n encrypted f qrerge(lﬁtgoftxperq%fl% t%&rﬁ’ﬂ%{ Qe %rﬁi@ﬁm}ﬁhw?r%&l@nd awai t

receipt fromthe verifier of the key required decryption of
comuni catfoen. The second conponent may be responsive to

In this way, a greater degree of security may be enabled by
15 providing that the first network component initiates/requests
an independent component (the verifier, e.g. a TTP) to provide
authentication and communicate that authentication to the
second network component independently of the first network
component (e.g. via a network path/channel not involving the

20 first network component).

The second component may be responsive to receipt of an
encrypted communication from the first network component to
retain, store or keep the communication in encrypted form (e.g.
25 to defer decryption, or attempts thereat) and await receipt
from the wverifier of the key required for decryption of the
communication. The second component may be responsive to
receipt of a/the key from the verifier therewith to decrypt a
stored encrypted message it has received from the first network

30 component.

The web security manager preferably receives a key from the

verifier containing a network component identifier.

35 The second network component may be, for example, a web

security manager, network manager component or node, or the



recei pt of a/the key fromthe verifier therewith to decrypt a stored
encrypted nessage it has received fromthe first network conponent. The web
security wanagenosef erably receives a key fromthe ver PCr&B20mmMi58318i ng a
net wor k conmponent identifier. The second network conponent may be, for
exanple, a web security manager, netwogk manager conponent or node, or
theli ke. The first network conponent may be a conponent containing a
network/\/\?b br owser apr%l,i cation odpi(rabl e to communi c%te, or request a
comuni catton cha , NEEh t ReEEEConFOEBRPOHent™ Wi a “Ehenef WK Fhe
verifier oaytLionpr se aneewofiBtepantro@setini ipflarcareeel vopgrasier ypiced

communi cati ons f rggct he first conponent and veri fyé}?gbteﬁz%t such

communi cat PR 1S GEer ypt abIFEUGsl ng* a REY St G ed™t hePeby-anl sec ity

server neaasoddrcargsenyg vhe kky hoatvespomde tverafcermmudnd &srgmitske averifier

unit tg do so.. The seccuritx seryer neans ime be separate or separated from
. verlfler %ar or nit T recelvin er%%réz Bd communications
the verifirer part ‘by a communi cati ons channel ebet ween.

Conmuni caftonstioconhamds chepweert tdrel weriifiyéng aridett heiche comntiyi seriver may be

encrypted, _The co ni.cat i ons_ channel y. include a secand.verjfier
accordi nglfod?%reyﬁ%éﬁt }l%):hr? naiclfsY fsﬁrogggagiﬁ%%gydr raglr?gg%%slﬁ(l:%yt%% ver
conmuni catéars feonsheingertitfd drest olnt hee s@oe thy ser vemangstidpe the

| ndependepl iy yari fhed by the sgeongeveridiat, |QLhs halterneyamle, the
verifier represents a first network conmponent "and the security Server
r epr e$@nt sepasEcondocomrenpcat¢dns feonmportént . Encrfyipred worhmunbeat isons from

the first - 1SEFO t m inia, man
cGRIRENERt L0 "c'ﬂtéhﬁélf, @ﬁe?%%%gl.for}ég&ﬁﬁr}ifd Ans/commands

comuni cat i on/ message or the like . net wor k conponent
such as abwebiatettiher Kedaf senearahermeorsequnkby nedwork "ser Pecenprovticder . The

second The communications channel may include a second verifier

according to the invention in its first aspect arranged such

15 that communications from the verifier to the security server
must be independently verified by the second verifier. 1In this
latter example, the ~verifier represents a first network
component and the security server represents a second
communications component.

20
Encrypted communications from the first component to the second
component may contain a communication/message or the like
intended for a third network component such as a web/network
data manager or a web/network service provider. The second

25 network component may be arranged to enable/provide forward
communication of a message received from the first network
component in encrypted form, and decrypted using a key provided
by the verifier, on to an intended destination of the message
via the network.

30
The wverifier may be arranged to attempt decryption of a
received encrypted communication using one or more keys stored
thereby prior to receipt of the encrypted communication and to
select the key to issue from amongst the one or more stored

35 keys.



net wor k conmponent may be arranged to enabl e/ provide forward comruni cation
of a nessage received fromthe first network conponent in encrypted form
and decr yWwoediu®4sg a key provided by the verifier, on roTaAB2MWESNIEd
destination of the nessage via the network. The verifier may be arranged to
attenpt decryption of a received encry, €ted communi cati on using one or nore
keys stored thereby prior to receipt of the encrypted connunication and to
sel ect the key to. Lssue from anongst the on nore stored e s. The
veritier By bECRbEISIDI €VBr 1Ot nePCEHRabl & +of O | WA (Eeste the key
to the secomntitienantk cosponad key respansectond rneaguest coheseira hmon1the

second network conponent to v rify the aut hent|C|t of an encr
comuni caf?%‘?lo?sreorthot Re"Firs he\ﬂ%lt ?r JhEntSC % Ve eFOFH%g further

arranged to wvecefwethvd tdfutt}iaaextenmtypbedaﬁommpr@td mmfmmtat:dentﬂrtoyn dat a
|dent|§y| ng, thfelflrst net wo rk cogp nent, to recel ve fr the]ts %nd net wor k
ent

conmponent “secon iFdeht iy daF |fy| ng a networ k ¢t rrponen he subj ect

of a veri &tcatdegn tequeste;veo mﬁnpatm t kectypistd | demtiticadda toinste second
identity dgé@tepd 53 éseggm%. ﬁ% n.condition that, the gn@grlsqn reveal s
h ie y d P

anldentlf‘y e veri earrange 0 render 't to be
i ssued torechfel\e%eofewdl metevveekombmpiﬁrw icdentnd¢ntalbd oyl tlhen‘sem)ntht@etv\ork

component ; 4, asSQGHaLed Wb, t enfi(l, nskwark coppgaeqt . oFor: exanpl e, use

of a netwo ent ntifrer such as a wser identifier, or the
li ke, 1drayroeuastpl oyed coorehe s térd. fifse kiéyentedns dabp beo artfﬂengee;isctn@1 i ssue

to the secong net vork, commonant ;g.secend key for usadby: the gecond,net work
conponent and the first network conponent in subsequent encrypted
comparison reveals an identity match.

The verifier may be arranged to render the key to be issued to
15 the second network component identifiable by the second network
component as associated with the first network component. For
example, use of a network component identifier such as a

browser identifier, or the like, may be employed to this end.

20 The key means may be arranged to issue to the second network
component a second key for use by the second network component
and the first network component in subsequent encrypted
communications therebetween. The second network component may
be arranged to communicate the second key to the first network

25 component.

The key means may be arranged to issue to the second network
component a third key associated with the first network
component for use thereby in encrypting subsequent
30 communications for transmission to the wverifier. The second
network component may be arranged to communicate the third key

to the first network component.

The verifier may be arranged to generate the key in response to
35 a key request from the first network component and to

communicate the requested key to the first network component



communi cati ons therebetween. The second network conponent nmay be arranged
to conmmuni cate the second key to the first network conponent . The key
means nmaywbeosvmesged to i ssue to the second network compoGca10050318r d key
associated with the first network conponent for use thereby in encrypting
subsequent communi cations for transmssion to the verifier. The second

net wor k conponent nay be arranged to conmunicate the third key to the first
network c nPonent. The verifier may be arranged to generate the,,%y in
response to auﬁ%ytpgﬁ%%%tl?rSH??ﬂ%Jfﬂféf“ﬁ@?&ﬁ??l%ﬁhp%%eh ©and to "

comuni caked tihe: rsequestet ey tompdresrt.r st net wor k conponentfor use thereby
in encrypting conmuni cations to the verifier and the second network
conponent . The verifier nay be arranged to generate the key based on
credenti alfrse assotfadredmay t et herfangetl net woe ke corpotient kpy ovaded tdmer eby

W th t@e kqg rﬁﬁ”?%t'a§°5c§§€% |e@i§%fﬂéﬂ%er .%%%I %Lt%n0£yption (e..g. No.

of bits),cﬁrde ferent pres of encryption, ﬁay be einByedc?%P%Eﬁgrate t he

key basedpooviiwel atheyebe erietentealksysekegoted. f Fom enetmicr k <ompdrent | D

browser 1D, user. 1D location of the network conponent_(e..g. network
| ocati on) VT % §%¥3¥3%3%nié%'%5pé%1§? pﬁgfvhvgntﬁén %a@n%rgﬁfﬁkcﬁ
conmuni catnonemenwonky | e lamtilpged verddricerptdesies i bred kalsedeon roreelat i on to

the inventhon bR.dd bhbsboaspecd - o e CormniCatlas. Net 1or kymy.dnc! ude
the first Retwork conponent arranged to generate the First Identity data.
The 10 st Ihet week Ebnponesiiomyoicortai reitweerkk eprandenny (beg ar raet t o
encrypt cogmuniggtions to the verifier and to a second network conmponent

therew t h.

In a second of 1its aspects, the invention may provide a
communications network including a verifier described above in

15 relation to the invention in its first aspect.

The communications network may include the first network

component arranged to generate the first identity data.

20 The first network component may contain the key and may be
arranged to encrypt communications to the verifier and to a

second network component therewith.

A communications network may include the second network
25 component arranged to be responsive to an encrypted
communication from the first network component to issue to the
verifier a request to verify the authenticity of an encrypted

communication.

30 The first network component may be arranged to issue with said
encrypted communication first identity data identifying the

first network component.

The second network component may be arranged to issue with the
35 wverification request second identity data identifying a network

component the subject of a verification request.



A communi cations network may include the second network conponent arranged
to be responsive to an encrypted conmunication fromthe first network
conmponentwbaoig®wusét o the verifier a request to verify Prhe/GRivesviGgity of
an encrypted comuni cation. The first network conponent may be arranged to
issue with said encrypted conmmunicati oz? first identity data identifying the
first network conponent. The second network conponent may be arranged to
issue with the verification request second identity data identifying a

net wor k conmponent the subject of a verification request.The second network
conponent Thay sbeot raigedkt aampeeere hapnbthervenddd eto arseciord key for use

by the se ond net wo rk corrgoneOA in en ré/ptedci?YV glcatlon vmththeflrst
ne

net work colpon&h e]ﬁ'hea gonY néfor i b& FFanyed ¥S recei ve

fromthe vempcfrieeut andetayirgsde cto@mhh@ceit:rcsts n@tumr%a:omtenmetvwr&hl rd key

associgated with the first network conponent for use thereby in encrypting

omponent..
subsequen? Conmimi cations for transm ssion fromthe first network conponent

to the verifier. The first network conponent may be operable to issue to

the verifiegr r eque to,generate th r dhere i.n_en ﬁptlng
conmmuni ca??%nge %ﬂfh%étvwé)rrlkfl é)r%pgn tf Fa econ§r I? wor k co?r%%nent = e first
net wor k conponent f iy baeldartroarngsescdletctq gdige Mirsh tnkevwkely g@mr@tmtonarequest

one or mofg; o Qegﬂtéﬂo%ﬁ%é&%%ﬁd il th the fd %Ek“%%ﬁ@%x%r&o%‘}“ In a

third of Its as the 1 nvention nay prow or veri ylngthe
aut hef i ctheyredffy a comMmurdcaticoAnNg ent svbae@iednmuricsatnoast ivetanwor K dr om a

first netw%%&%&%%gggﬁeﬁioﬁ(%ﬁé first network component to the verifier.

The first network component may be operable to issue to the
verifier a request to generate the key for use thereby in
15 encrypting communications to +the verifier and the second

network component.

The first network component may be arranged to issue with the
key generation request one or more credentials associated with

20 the first network component

In a third of its aspects, the invention may provide a method
for wverifying the authenticity of a communication sent via a
communications network from a first network component to a
25 second network component including receiving at a verifier an
encrypted communication sent from the first network component
via the communications network, verifying at the wverifier that
the encrypted communication is decryptable wusing a key
associated with the first network component, issuing the key to
30 the second network component thereby to enable the second
network component to decrypt encrypted communications from the

first network component sent independently of the verifier.

The method may include storing one or more keys at the verifier

35 and therewith attempting decryption of the received encrypted,



second network conponent including receiving at a verifier an encrypted
comuni cation sent fromthe first network conponent via the comrmunications
net wor k, wernfojiosgeat the verifier that the encrypted ce®CHGB20BKI50313i S
decryptabl e using a key associated with the first network conponent,

i ssuing the key to the second network gonponent thereby to enable the
second network conponent to decrypt encrypted comuni cations fromthe first
network co oneTt sent |ndependently of _the verifier. The nmethod nay

i ncl ude s?!‘?i 1§ BRke bt ﬁ@?elﬁévgdaﬂ‘et‘/ hef V& | $1819%and ther®wi €A dtténmpt i ng
decrypti optefed heytecei ved encrypted, and sel ecting the issued key from
anongst the one or nore stored keys. The nethod may include conditionally
i ssuing the key to the second network conponent in response to a request
fromthe skeeondtiet woak conpofentotdi tieniaflyyt Hesaubdhenhe ckey ab ame

encrypd ed. conmuni cati.on framihe first netvork component.. The method may
i ncl ude rece|V|ng\M%3|sa| encrypted comimi cati on st i en?ity dat a
i denti fyi pgediie hetsérnetwopkneonponentsrirfgceilve nguatetntiecivgr | 6 eransecond

identity fromth econd _n rk caon ent. identifying.a network
component S EHaY s ST S SP £Toh 10 rbaen - CEBEVHOE the veri fi er
the first identity data to the second identity data and issuing the key on

condi ti oncf hat mgpﬁoﬁonﬂ%i sqq fgyeal s.an; Jdenti by, match, 4 Th n%%% nmay
i nclude rendering the key to be issued to the second network coffponent
i dent 19 i abbemuHeesbynadiagsdcicatéty wiate tivent i fsinnethsorfkreonpeoresk. The

met hod may i neldide Lssulng,d ol 8. Second; Det work canpanent & Ssecangd, key

fromthe verifier and using the second key at the second nhetwork conponent
and t he fFprst speewdr Reeomponeditrdngnt identifying a network component

the subject of a wverification request, comparing at the
verifier the first identity data to the second identity data
15 and issuing the key on condition that the comparison reveals an

identity match.

The method may include rendering the key to be issued to the
second network component identifiable thereby as associated

20 with the first network component.

The method may include issuing to the second network component
a second key from the verifier and using the second key at the
second network component and the first network component in

25 subsequent encrypted communications therebetween.

The method may include issuing to the second network component
a third key from the verifier associated with the first network
component and using the third key thereat in encrypting

30 subsequent communications for transmission to the verifier.

The method may include generating the key at the verifier in
response to a key request from the first network component and
communicating the key to the first network component for use
35 thereby in encrypting communications to the verifier and the

second network component.



subsequent encrypted conmuni cations therebetween. The nethod may incl ude

i ssuing to the second network conponent a third key fromthe verifier
associ at edowntonovdse first network conponent and using tReTidB200)/d5@313t her eat
in encrypting subsequent comuni cations for transmission to the verifier.
The nethod may incl ude generating the15ey at the verifier in response to a
key request fromthe first network conponent and conmunicating the key to
the first network conponent for use thereby in encrypting comunications to
the verifier and the second network component .The nethod may incl ude

gener at i ngh4 he=tkeyl lasednohudds eglerdraal 8gassoCckat athaaidt nt heedieédisiairet wor k

conponent provided thereby with the ke equest . Ege | ar but

one 11t PRG SIS TS S tHE TVRTCGH fOTRO TooErT et F 1T dFer ence
sel ect ed efith hehedkawi ngsudar .which: Figure 1 schematically illustrates a web
servicg provider and a user connected to it via a network security system
Figure 2 schematically illustrates a browser, a web security manager and a
web dat a FeeragerrycobnunneatliingtikygemeoB rechenaf | ciad | ynviehk dsth r &t elowst eps of

verifier-| registration, Figure 4 schematjcally illustrates,a topology of
t he appar%%%?ﬂﬁgpugf?até%ﬁﬁ?n ?g%?éngg'ﬁlggr% a?%ﬁ%%a&?éﬁ?f&'iIlustrates
a plug-in structure; Figure 6 illustrates a custonmer registration process.

In the drawings,like reference,pumeral s naler Lo ke toatares, dgure 1

shows a diagranmmatic representation of an e e Invention
| nf or hat i end publsieshepnfdOGQ) toptbviih g npabb¥ishrstvrntvr setticon (1) to a user
(2000) either directly or as a result of a user request (2) via a networked

security
Figure 2 schematically illustrates a Dbrowser, a web

security manager and a web data manager communicating;

15 Figure 3 schematically illustrates steps of verifier-led

registration;

Figure 4 schematically illustrates a topology of the
apparatus illustrated in Figure 3;

20

Figure 5 schematically illustrates a plug-in structure;
Figure 6 illustrates a customer registration process.
25 In the drawings like reference numerals refer to like features.

Figure 1 shows a diagrammatic representation of an embodiment
the invention. Information publisher (1000), providing
published information (1) to a user (2000) either directly or
30 as a result of a user request (2) via a networked security
system. The networked security system translates the published
information (1) into information (3) 1in a format suitable for
consumption by the wuser (2000). In this context, the term
“user” includes individuals or systems that may use the

35 information provided by the publisher.



system The networked security systemtransl ates the published information
(1) into information (3) in a format suitable for consunption by the user
(2000). Iwot2nicgloemnt ext, the term "user"” includes indiviPdUAIB0OY058313t €ns
that may use the information provided by the publisher.A s discussed in
nore detail below, enbodinents of the1i1nventi on may be arranged to secure
I nt ernet conmuni cati ons where an Internet user enploys a browser to access
secured resources eéi sti n(?rsebgg nd.a secure ' n a w der

front-end' _ server. |

i npl ement af i O “EFH6dT e YPhe PRvEt iR OBy A ppI3F ttg‘eaﬁﬂ}v%rbtr?ﬁélnent
capabl e ohagemer atdriggtWo tSi NMHEd@reonst aretanOr Koaiieeti ons andrhawinng
suffici ent_proc SSi%‘% pover_ fo en$r¥pt and decr§gt communi cati ons dat a,
ehg. such’ %.S:rinne a l%fe ;ﬂi%prrf ;_se%uéi: }V/Smté? ﬁgct_%cfiérﬁﬁe heF%\S/\?uﬁeﬁthe 2 |
shows an enrs{tanee ofh embodienent of £ —-iendent s@mzerwhi ch renowiesrt he nee
for cektificales entifel v, Averitich appanatus, (yorili e unif 20, and
security server 2fﬁ‘) Ps i Fiustiated for “Veri yir'ng the"aut Hént'| city of a
conmuni catomgersent wvieaableomrini gatdrensnoet woe kK § inormtankpnst metwoork
conponent _(bro r 1Q) to _a.second.network c nent (web securi manager

Snneé%%%n and %aylﬁghgugflCléM% ra%gggfgg Béyﬁr Cﬁb)gnc%%E%

30) incl udi ng 1 nput nmeans in ormo veri I ar ged for
recei vi ngawnd ad¢ ¢reyrdo mmnmiup at  orsisnetaner k can - encrlyptedicommundcatdrd (110)

fromthe Eé&?}i& et woLk ggr&%@g%e%bgeqme_r 10) . The security server of the
I .

verifier provides key neans operable to issue to the second network
conpohént (web security manager 30) a key associated with the first network

component o { BLANsers i) o GoRdLhionothal Lsauerhtl 8 wALT sRasayerd fied the
encrypted conmuni cation (110) to be decrypt abl e usi ng the key thereby to
enabl e t hehsetgivdores work reeApbaente(tigh cseetrétyi reakiager) to

A verifier apparatus (verifier unit 20 and security server 40)
15  is illustrated for verifying the authenticity of a
communication sent wvia a communications network from a first
network component (browser 10) to a second network component
(web security manager 30) including input means in the form of
a verifier unit (20) arranged for receiving via the
20 communications network an encrypted communication (110) from
the first network component (browser 10). The security server
of the wverifier provides key means operable to issue to the
second network component (web security manager 30) a key
associated with the first network component (browser 10) on
25 condition that the verifier unit has verified the encrypted
communication (110) to be decryptable using the key thereby to
enable the second network component (web security manager) to
decrypt encrypted communications from the first network
component (browser) sent independently of the verifier

30 apparatus.

A web or network browser apparatus (10) is arranged to issue
two simultaneous encrypted communication requests (100,
becoming 110 and 120) wvia a data container 500: one to a web or

35 network security manager apparatus(30), the other to the



decrypt encrypted comuni cations fromthe first network conponent (browser)
sent independently of the verifier apparatus. A web or network browser
appar at uswQ20jo/i0846ar r anged to i ssue two simultaneous en@cyB2d10/050313
comuni cation requests (100, becom ng 110 and 120) via a data contai ner
500: one to a web or network security {genager appar at us (30 ) , the other
to theverifier unit (20) each |inked to the browser via a web and/or

net wor k connec tion. curity na S responsive to the encrypted
fequest (19050t bl y2UE or & HE b Ba: Chhi Ty By 2o ol PRI IoGoKk
request (4360jodk canhecki©ode store (520) as it has insufficient information
to decrypt the incom ng request. The verifier unit (20) is arranged to
respond to the encrypted comruni cati on request to establish the identity of
the browsene () semdrthe nselge2@60) e dyyordecry pbi tige tdreriypc ot nguueeguest
(110) srng f) pI evi ous S%toreEPkey associated with the browser (10) . The

ver|f|er un| (%bf“%ﬁy optrona y ap y a Series %fb%ugF%%séjrules to the

i ncom ng request aBmw)lmyapa&$|mgdehetmﬂquégo (440)t traast Hespabldisher (1000)

as an aut heptication request  ( %) rifier unit may obtain an
aut hent i ca |oﬁwﬁ'§§ t?ﬁ%ﬁ??ﬁ% gg FVécmugglg eﬁn this case. This allows

for new user or bromser regi stration, for exanple Once the verifier uni t

(20) has egt a@%ﬂl ed the. vabidi tsy by @dv%'ié%!o d]e%e%e(%&@ tk

verifier unit i's arranged 0 generate a suit e first
use i Ho enceypiriirgltdenr ypuiary orgcisngbéommunicatdcon ibet wéehht her@ramser (10)

and web secyy i Ly, mapager, Q3Q)zoooTh%yverect:g/s£ Mpi L@l $R.gener af s, A second
"new key' for encryptlngf decrypti
(110) using a previously stored key associated with the browser

(10) .

15 The wverifier wunit (20) may optionally apply a series of
business rules to the incoming request (110) by passing the
request (110) to the publisher (1000) as an authentication
request (250). The verifier unit may obtain an authentication
(260) from the publisher (1000) in this case. This allows for

20 new user or browser registration, for example.

Once the verifier unit (20) has established the validity of the
verifier request (110), the wverifier unit (20) is arranged to

4

generate a suitable first new key’ for use in
25 encrypting/decrypting ongoing communication between the browser
(10) and web security manager (30). The wverifier wunit also

4

generates a second new key’ for encrypting/decrypting
communications between the browser and verifier, for use by the
browser the next time the browser (10) is required to establish
30 a connection to the verifier unit (20). The verifier unit is
arranged to send these new keys via a permission store (510) to
the security server (40). In addition to this, and along with
the first and second ‘new keys’, the verifier unit issues to
the security server, via the permission store (510) a further

35 key to decrypt the encrypted communication request sent from

the browser (10) to the web security manager (30) beforehand.



conmmuni cati ons between the browser and verifier, for use by the browser the
next time the browser (10) is required to establish a connection to the
verifier woi2p1(@®66. The verifier unit is arranged to seql/GHeBN5MEW keys
via a perm ssion store (510) to the security server (40). In addition to
this, and along with the first and seqgnd 'new keys', the verifier unit

i ssues to the security server, via the perm ssion store (510) a further key
to decrypt the encrypted comuni cati on request sent fromthe browser (10)
to the web security manager (30) beforehand.In sone cases, the verifier
uni t (20) I1rmayobhe opersabltect ocsentet cutie (@oOWsRK the opewnhlyl gedrerained

further kgg directl the browser %%g&bngqg encrypte .us%qgnghe key

- t
previ ousl °ukBd PHo%E %ﬁy%‘ac%ﬂ%ﬁhﬁ§§Ff en the verifier “br owser .

At this pohathrdwerseclri tyaséraerry(p4@)l mayng ssie kesr igriecadiory tdwtd t he
user requ steégp{)ones from.a knO&g:usertgzogg%_ nd a %qgmn b&omser (10)
i

. communica S ween ler, an rowser .
and that the Ve i eFunit 5&8? has granted access to the resource

requested fromthe user (2000) . The web security manager is operable to

identify, ,associate or lLink_the verification.,it recejves fro e verifier
as being %gs?)}gll%tpeodm\(/%vi’trtlh?hcseé%%relrtyr esc(ﬁfé’%f ?%9’ brglayusllsnsél%t ﬁ’éer(l:glrr%ragcnl o owser
(10) |1 D atconparyiusgr orapast of), dooeh thenusémawequest (2)0@ncdnche

ver i fi cat g, #1,analoe, Reayest,d 1 Jindigates, £0.1 Neerbbh ehabhat, ddie br ovser
wi shes to communicate with the we security manager, but preferably does
not cHht akacesd dromethicomeaboute tireesheenfrof thre usequdgf0P100Thel 2P it has

sent to thecwel seeutity rmnager;, Ihe, |arten o noludes Jtheobr onser, (10 | D

Both the request to e verifier and to the web security manager contain
t he browseeriDdatignentr ypeed dorfmofietfe phalhiarexts) Peirgmris0cedmdai ns a
copy of thec equested12Qtoct he) Web secuy i NRARGRT LA E T eQesh to the
security server (40)

accompanying, or part of, both the user request (2) and the

15 verification signal. Request 110 indicates to the verifier that
the browser wishes to communicate with the web security
manager, but preferably does not contain information about the
content of the request (100, 120) it has sent to the web
security manager. The latter includes the browser (10) 1ID.

20 Both the request to the wverifier and to the web security
manager contain the browser ID in unencrypted form (e.g. plain
text). Item 130 contains a copy of the request (120) to the
web security manager and a request to the security server (40)
to obtain the key from the verifier (20).

25
Assuming that the security server (40) has wverified the
integrity of the user request as described above, the security
server (40) is arranged to pass to the web security manager
(30), wvia lock codes store (520), the necessary key to decrypt

30 the encrypted communication request. Encryption may be based on
any method of encryption, and public key encryption or private

key encryption may be used.

The web security manager is operable subsequently to forward
35 the wuser request (2) to the web data manager (50) as an

authorised request (230, 240) for data which will provide web



to obtain the key fromthe verifier (20) . Assum ng that the security
server (40) has verified the integrity of the user request as described
above, thwo=emmd46y server (40) is arranged to pass to Phe/GEDIESCIBI Y
manager (30), via lock codes store (520), the necessary key to decrypt the
encrypted conmuni cation request. Encr)mti on may be based on any net hod of
encryption, and public key encryption or private key encryption nay be

used. The web s ity manager is operable subsequently to forward the user
request (3 to IS Web*tat & mafag&P (50) E¥ lan it K6PFSed FeATESE 230,
240) for data whkingh am téqprsavitte webdaba s€b30je asahd a conrvesbdanialg
web- based transact,i 9@ i{%I viong a request for a web service, and a

e

cor r espondf iy Fés péh 0, 220) . Wien the web data nanager (50) has
provided its data (530), the web security manager (30) is operable to

generat e new.key for,_the ongain ervi ce-| evel .encrypted i.cation,
and t?}éen @ﬁ%r}\;/\ép esng Idf‘{;ﬁ "4 (()%Frrg??)onhaussipﬁé)vtlﬁ%d klgcyS 5%53 t‘ggm&eh& t her eby
fromthe Veckssodesy(530)gest diBe) Theopwtrldecuri tsmaemnager n¢80)ey sfaar r anged

subsequent]y t end the now secure encrypted) re nse (19Q) .of the web
dat a rrana%}ééf( to%g? hrégbrsg\fgére(fteo\ﬁelideg?ér pgttbelée a rarrfurrfé}%grg%)(?/\%’er agg at secur e
response toerymtesentat tbnsasnifnformati ons{®) toet kevuserty 2000)ievethe
browser (10) fhen_decrypt the s ne. response (200) and extract all
dat a inc%udrl ng t%e s%rvi ce-1 gvegS key;.) '?Ee %’r owser (10) may replace the
origi mal key, used to establish conmmunication with the verifier (20), with

the " Sﬂ%ﬁ@'d«fﬂ%éod&%#ﬁ ndSE 1 ”%YBEEQQ%Q&C’S&%%MQHRQ oNgQl g
comuni cation between the browser (10) and web security
the now secured (encrypted) response (190) of the web data
manager to the browser (10) decryptable at the browser as a
secure response for presentation as information (3) to the user

15 (2000) .

The browser (10) may then decrypt the secure response (200) and

extract all data (including the service-level key).

20 The Dbrowser (10) may replace the original key, wused to
establish communication with the verifier (20), with the
‘service-level’ key for wuse 1in encrypting and decrypting
ongoing communication between the browser (10) and web security
manager (30).

25
Such ongoing communications can now occur between the browser
(10) and the web security manager (30) without needing to go

through the verification process as described above.

30 At any point, the browser or security manager may change the
keys used for ongoing service management by sending a new
verification request or sending a new key within the encrypted

service data such that the new key replaces the old.



manager (30 ) . Such ongoi ng communi cations can now occur between the
browser (10) and the web security nanager (30) w thout needing to go

t hrough twe 20sviobie6at i on process as descri bed above. At pamGHR0iMIS)318he
browser or security nmanager may change the keys used for ongoi ng service
managenment by sending a new verificati,gn request or sending a new key
within the encrypted serV| ce data such that the new key replaces the

ol d. The web service nana enforce rul es defi t he

Serificar Toh BrbcaSs Ea AT Ao TEaERE ag besi HESH I BE 08 (Hfer based
connect i omema@eﬁeﬁtprcayessrplaememimqlgﬁﬁangs type of seduestyruodelor
services can rbow ch | evel _of seccurity that remains conpletely

t ranspar ent™{f rom" nne perSpEEt{VE)"""'Di fferent services can enpl oy
different |evels of securl ty and publi shers can define rules that allow for

dynam nagenent of. security profiles (automatically makin nformatlon
or ser@n gg %ﬂ%ﬁememfjt%qr gh eni:)té/rpgo pgnsc% aBb % #Lb Sé%fé’lgFe
nodel al sprahldwvs al nfit@st rlmeweoﬁmrssagerstxt o thant rodamatihes fboIW\prftely

i nformati b | | ow h uri to rQ raffic to the nost
appropria € d%/ﬁ‘% rrgnagg?}“ % f)%% gu ar - f Olcela\t’teure o#tfgﬁ%ntsyg At m déscri bed
above is terh]aloxofdﬂrﬁaﬂarﬁgtt\h/@vthfde@énd@cmquwe@t @ubb@‘shelemccrayrpt@@fw ng e.g.

2, brovser.leyetnakeoyy e ol 4l ser.reanest Lincluding, | galn detalls)

(figure 2 'S encrypte usi ng a predefined key t ater
exchah@ed ( &@?or@tn@wlkgymabm theoyatiibneprr( 20y veess estlalld sﬂrftteﬁe an

or edent  alg, ofd Mo uiser and.the valii dity ol commectign.r efuesta; s

renobves a SeCUYIt weakness 1 n current cl ear text' service reglstratlons
A not abl elﬁ@aﬁrrrelcéflf@ heargatemtics addrosf tha éxperpal information by

allowing the security model to route traffic to the most
appropriate data manager.
15
A particular feature of the system described above is that of
making two independent requests, both encrypted using e.g. a
‘browser level’ key. The initial user request (including login
details) (figure 2, item 2) is encrypted using a predefined key
20 that is later exchanged for a new key, once the verifier (20)
can establish the credentials of the user and the wvalidity of
connection request. This removes a security weakness in current

‘clear-text’ service registrations.

25 A notable feature of the system is that of an external
verification means sending its responses to an independent
service, not known to the browser. This enables that the
browser connects to a valid web security manager. The browser
desirably has no knowledge of the security server address or

30 the keys used to encrypt traffic between the verifier (20) and
security server (40), or those used between the security server
(40) and the web security manager (30). Thus, the browser
preferably cannot ‘spoof’ a request to a web security manager
and a false wverifier preferably cannot ‘spoof’ a Dbrowser

35 connection.



verification nmeans sending its responses to an independent service, not
known to the browser. This enables that the browser connects to a valid web
security wanagernoscdhe browser desirably has no know edg@CofGR2hB/Sex1arity
server address or the keys used to encrypt traffic between the verifier
(20) and security server (40), or thoqg used between the security server
(40) and the web security manager (30) . Thus, the browser preferably
cannot 'spoof a request to a web security manager and a false verifier

pr ef er abl y*Caihtts™ YPoof*158 BiFoWSEr BEhAectFoR “The 88T dY "al sd "secur e

i ntra- conponentaconmitid Cafdtem nay tdis ycase,altlheceysihenstbyn applwedno al |
connunica%ion q§tmeen &egpe%tive conpongﬂtslle.g.rm%tqfthg.Yerigier
utilisi ng” & FECUrSi onXHEtEStPon et hod t8 prvent ihtTni & rectiSi 6n. This
woul d enabteuthenpretection nafthabl tbnpeenaht conmuniteatreonss dat.a Thiki t her
just the initial request or_all requests sent fromthe user can enploy this
systeﬁ?angoﬁé hSB?Eﬁ% e??ec%?ﬁfﬁgl§§sf§i13 oﬁém'SPaan(¥ﬁF?Péfa%%%%rity
setup (usdagea browser-| evel key, that provides service | evel encryption
keys for ongoing communication) , or both an initial and ongoi ng connection
verification process (where both browser and ongoi ng comuni cati on change
keys for Bachen egpusgstthe Bnowsel seqwdte>mellcorverttdasentbefweerthche

secured ¢ el. a f At b nder st and. The exanpl e
DSl S LU 50 Y ghagnt T

descri bed dep However, preferred enbodi nents of the
i nvent@on may enploy an internediary that converts the secured data into a

format a bpowser.iundgrstands,. hnlLs Simplest,form conputers.goul d use

this as a | ocal proxy server that automatically swtches between secured

and unseclrethq e.qy. browser—-level key, that provides service level
encryption keys for ongoing communication), or both an initial

and ongoing connection verification process (where both browser

15 and ongoing communication change keys for each request).

Browser services may convert data between the secured channel
and a format that browsers understand. The example described
above depicts a browser. However, preferred embodiments of the
20 invention may employ an intermediary that converts the secured
data into a format a browser ‘understands’. In its simplest
form, computers could use this as a local proxy server that
automatically switches between secured and unsecured (e.g.
standard Internet connections) transport streams as necessary.
25
Security models may include business rules. Unlike current
models, preferred embodiments of the invention provide a method
of introducing business rules as part of the overall security
model - this may, for example, allow systems to wvary security
30 profiles dynamically without having to modify other systems or
software. This also allows the verifier to re-route
communications or prevent network access according to rules
defined by individual publishers (for example, if a server load
in the UK exceeds a certain threshold then route traffic to an
35 alternate web data manager in the USA). This may separate the

security model from the application and allows for a completely



standard Internet connections) transport streans as necessary. Security
nodel s may i nclude business rules. Unlike current nodels, preferred
enbodi merwe 20fo/whes6i nventi on provi de a nmet hod of i ntrodecrmp2bugisnass rul es
as part of the overall security nodel - this may, for exanple, allow
systens to vary security profiles dynq?ically wi t hout having to nodify
ot her systens or software. This also allows the verifier to re-route
connunica%ion, or prevent network access according .to r¥les,{ﬁgined by
i ndi vi dua %’Efg?]iesﬁe@rrcélr&’i%rc%&taeﬁ%l €FF &VServertifoad”i A-fhet UK exceeds a
certain thresholdttvhen ¢owdoeeheatfic to an alternate web data nanager in
the USA) . This may separate the security nodel fromthe application and
allows for a conpletelyflexible security context where even encryption
al gori t hnen caniachangesbethe ety scenposemntds. usererdey itrstusé thprotocol
systengmethod,  users nmy Lnstall g,protocol managenent commonent .on the
systen1use% 16" Eonet 0 e Secured “Aetwor K.°°Thi's’ conponent may  ost
pr ef er abl yeberagcequitwedk t drriegicstrepnant mey westf peefémbdyder tegqciormuni cat e
with any web_server npnager. Registration opy cater for gt |east three
scenari os: (i Use'in a prlvéie cont ext mﬁére exac??y one user rqulres
access tovabsegwmeedmpedywr-k 1 . using exactly one device (for exanple, use
by an enpl oyee using a corporate |aptop to connect to the conpany network)
; (2) Public use, where an individual may require access to a service but
vi a al&haRed crompdrer naarmbtef3¥ovacthi e st ot eshisveneofm®ni cat i ons, where no
user interaction occurs but the service nust encrypt all data carried by
t he underlying network. The first in the above |ist provides the highest
| evel of (1) Use in a private context where exactly one user
requires access to a secured network 1. using exactly
one device (for example, use by an employee using a

15 corporate laptop to connect to the company network);

(2) Public use, where an individual may require access to a
service but via a shared computer; and,

(3) Machine to machine communications, where no user

20 interaction occurs but the service must encrypt all

data carried by the underlying network.

The first in the above 1list provides the highest level of
security as the verification process enables establishment of a
25 relationship between the connecting device, the user and a
specific service. This would provide a high level of security
as the credentials used to establish a connection can rely on
the use of a password or PIN as part of the encryption key
(using a pre-stored key in combination with a user-entered PIN

30 or password to encrypt the initial connection to the verifier).

The second provides a slightly lower standard of security as
the initial connection relies only on a pre-stored key within
the connecting device to establish the initial connection to

35 the verifier. In this case, the service-level communication may



security as the verification process enabl es establishnent of a
rel ati onshi p between the connecting device, the user and a specific
servi ce. Whi2siowwomded provi de a high |level of security asPChsRoBdsnBal s
used to establish a connection can rely on the use of a password or PIN as
part of the encryption key (using a pr, -stored key in conbination with a
user-entered PIN or password to encrypt the initial connection to the
verifier) . The second provides a in%htI | ower stanpdard of security as
the i ni ti4P° cOnHEEET GATF el s FORI § o4 BP &2 ot Br GATREY ViThi ™ The "o
connect i ngedeMecact/ol eisdabld shctthe dadat.i al connection to the verifier. In
this case, the service-|level comunication mayuse a user nane and PIN or
password in conbination with the service-level key to secure data.
| mpl enent abponsencanides i cen tdefilneveheoflesetust taeduarityhéot hilie treirhiod of
regi stgation. Services.could, for_exanpl e, praonpt_.admnistrators for
Cr adent; alSi% o8l aBEDSRCERE T i T CBmAIEAr | of her WG ConBoHbtt s, or
use an enbeddeidtcenbrgur abr oncré¢@mtiolsupply reegeblist | obher ederttiiadl s. I n
each of tggﬁ#JHf% tgg§es kﬁﬁ%gg.aqgﬁ%bn%g syer%ﬂjeruggy %%SO %ﬁ%ﬁé&éfa
acceptance of any request on either a set of business rules yprcally
defi ned byoaf juirlatsheriter thy sappextreonaktrservi ceefastiadly. operated by the
publisher or a trusted third party - for exanple, age verification) . This
woul d allow the verifier to construct rules at a conponent |evel or at a
gl obalOsi e ¢avielof dder chupe edas<rhils sappr obeteal ge aldréfser heewerlisoi er to
est abl i shyconnecti.ons wihhe known, f rusted. third parties that spegialise in a
particul ar aspect of security to ensure that each registration, and any
subsequentuski hoFyREtdldy rdsfuests,biconf oM tohehe Secli tap reguiurénent s
?2f:gffa?¥%$§Ebé“%ﬂéd%@§§-oEé£%Hé%.%35U9%§;ﬂmhl@h&@'of”E'@ngﬁéH'éthaf the

d party - for example, age verification). This would allow the

15 verifier to construct rules at a component level or at a global
site level, as required. This approach also allows the verifier
to establish connections with known trusted third parties that
specialise in a particular aspect of security to ensure that
each registration, and any subsequent authorisation requests,

20 conform to the security requirements defined by the publisher.

Figure 3 shows a typical implementation of the registration
method. One aspect of preferred embodiments of the invention
allows the publisher to upload one or more credentials to allow
25 for easy migration from extant security systems. However, in
figure 3, the user instantiates the request to the verification
server. In this «case, the wuser already has access to an
installed component - the delivery of this component can

utilise already existing transmission and installation method.

30
During installation of the secure component, the installer is
arranged to generate a unique identifier for the component,
typically based on details collected from the underlying
hardware (such as a disk drive volume identifier or serial
35 number). The installed component also contains a single use key

used e.g. solely to send the initial registration data.



met hod. One aspect of preferred enbodi nents of the invention allows the
publ i sher to upload one or nore credentials to allow for easy mgration
from ext anO 28¢00d66y systens. However, in figure 3 , thecugao0iovsoaati at es
the request to the verification server. In this case, the user already has
access to an installed conponent - theggdelivery of this conponent can
utilise already existing transm ssion and installation nethod. During
installation of the secure conponent, the installer is arranged to generate
a unique identifier for the conponent, typically based on details collected
from t he wmpder | yiogidhagdwar eef suehuasra cdesknthid ve wolirelident infdeer or
serial nunber) .. The installed conponent also contains a single use key
ised €. g "S5 @Y £5 SR nd (T BT T Ryi CFPAEan atRoAPPLT Bt Vil ng a
set of user renedentital & (typiteal |yemd fuserio@anmeecantdecpassywwiad)lly,t hge
instaléed.coqﬁ_n%pt IS operable.to send a request_ to artéﬂi§6d verk{ication

service (f@%%caeﬁy,(¥ﬁgolﬁg%alﬁ%%aco%%5ﬁ%nt al so sends e con??%ﬁ?ation

record defiehimigqonwhivbhcizer vt clatdasnoser weceideo donneohnto) .tdhe crponent

pr ef er abl ends .t he en ique identifier in clear text. wth al
bt her dat STt G e REO ORIt o of SRy TS RBLFEE afes Sy 4
'one-way hasdr dfexthevwpalssworld andesentbttche ehashptedt hehet hapmpdreenftul

password wi.thin.the p regi-st.rati + AL <t hi ' t he
verifier é%%g%%ﬁggesgg %%H%%giﬁé &?grghagg%er 'ggggh %5 g%%e §é$ﬁgd3ervice.
Typi ¢l | yand hpsndcehe shpaht woashageshabytiappfyl hgresterndal wiglsicngds rul es

(for exanghg%yéyg%srgggigggegogepgygggpise the credentials provided in step

2):; and, a set of local (to the verifier) rules. This allows for a flexible
met hod of controlling subscription and registration to services. However,

in other gngQEgEEg§n§ﬁ Eﬁgsvéfﬁ%yyg Uyt aB1ishes whether the user has

permission to access the service. Typically, this occurs in two
15 stages: by applying external business rules (for example, does
the service recognise the credentials provided in step 2); and,
a set of 1local (to the wverifier) rules. This allows for a
flexible method of controlling subscription and registration to
services. However, 1in other embodiments of this invention, a

20 variety of local and remote rules may apply in any sequence.

If the registration request satisfies all of the applied rules,
the verifier generates a new key and a registration token. The
verifier stores this for future use and encrypts this data
25 (using the ‘one-time use’ key) before sending the encrypted

data to the user’s installed security component.

Any failed requests may generate a security exception and
further business rules may then apply (for example to report
30 the exception to a fraud detection service or reporting

system) .

For private contexts (where one user accesses the service from
the same device each time), the verifier also stores the one-
35 way hashed version of the users’ PIN or password and uses this

as an extension to the key generated by the verifier (the full



variety of local and renote rules may apply in any sequence. If the

regi stration request satisfies all of the applied rules, the verifier
gener at eswa 20M084¢ and a regi stration token. The veri f Per/GR20r0850318i s f or
future use and encrypts this data (using the 'one-tine use' key) before
sending the encrypted data to the usenys install ed security conponent. Any
failed requests may generate a security exception and further business

rul es may. t hen appl for exanple to report the exception to a fraud

ot oot | on<&r R BOPTT LTI dgEey Bt CH S oGP PFi Ut GRaSREERT SEiiare one
user accessesortdi@asen¥sicel foianvt hea sameddevi ce each tine), the verifier

al so stores the oneway hashed version of the users' PIN or password and

uses this as an extension to the key generated by the verifier (the

ful | key, thetlefoneinconphd sesstefllaggsegatie yotcohbhengenetaat edtkieyidrd t he

one- hashe I nor. pas rd) . At _this_point, the installed security
conpornt 2nas st Ehat T4t Ba g p SR K The Uor T oty ¢t & vand
exchangedfar kéytfior totuure coadmuni caftomssh Attidoughed heppudesls @ppinged

during registration perform addi.tional urity ve}[I.i%tion steps, the
registrati ! lsptrr&:tégrsl”%%%sgﬁro Orar%gau%tctlﬁgg t%%ccusrelrt\yi ce 611% Qh%%rs%efvsé an
est abl i shelde re¢@titorshipp onoedsd hdoasserotatasenpes thet conmestrticd hpadser vi ce.

This One-fLIE ,, 100i §1Tald Qn RHOGESS: JIBf & %i%_s%ﬁ%?t et NS SeCUd Y o
conponent with a verifier, not necessarily th any services that nmay use
the viQifrercomgsitnéssthel exrvimy - béhisetbrico tdaeér neies twast herptdreseeri fi er

shoul d meke, any such;associati oD hetueen USeL, . CRIPONENt . verd.fi ey, and

conponent. Not'e that the diagram assunmes user-entry for establishing the
initial crederdralls. Sore epbodfweEntossof thdl s Magvents orfhpayverifier.

Business rules may be used to determine whether the wverifier
should make any such association between user, component,

15 verifier and component.

Note that the diagram assumes user-entry for establishing the
initial credentials. Some embodiments of this invention may
utilise pre-configured credentials to obviate this requirement.
20
Also, some implementations may be arranged to have the
publisher provide the component keys, rather than leaving this
to the wverifier (this allows a public service to make an
initial connection, but a closed or private service to perform

25 and manage the verification).

By taking this approach to initial registration, information
publishers may have access to a system that separates security
from applications and provides a common security framework that
30 can support granular control of security. Further, this method
introduces the concept of ‘security farms’, where trusted third
parties can act on behalf of multiple secure services (for
example, a single authority can provide the security for
children wanting to access school systems on behalf of the

35 education authorities, saving each authority the effort



utilise pre-conf igured credentials to obviate this requirenment. Al so, sone
i npl enentati ons nay be arranged to have the publisher provide the conponent
keys, ratwenrotommebeaving this to the verifier (this alPOR&GBROEUISNIIG
service to make an initial connection, but a closed or private service to
perform and manage the verification) 21BY taking this approach to initial
regi stration, information publishers may have access to a systemthat
separates security froma glications and provi des a common.s cunjt

fr amewor K”ER&E: Bart SuBpor £7Gr SRGIET Eontr BFbi "SecUPEE: FAPEHEI "% s

met hod i ntyockices the concept of 'security farns', where trusted third
parties can act on behalf of nmultiple secure services (for exanple, a
single authority can provide the security for children wanting to access
school systensxoaridxehatdleaf mdie educabliDow apehordds esy sawmgeeacder
authority tQﬁa%LLﬁrtrﬁgﬁk&ed to vet and secure each user_ to nunenﬁgs

. . r in a _ sSin in _to service
i ndi vi duaf SYS ensf . 8"ext efnal "Fufes ﬁay al'so al''ow servi ces

federate user ecredentildlishéal |ewabhjea i ngbettogking t thend t bphe &ervi ces),

with each.pupliisher, capabl.e of.gontroll]ng thei b onn data securityd evel
(for exanple, in a pol'i ce envir nnent’ - singl e Yog-ln woul d Suffice to
access natvroral datbbasesfbet ¢cachhdatsabase ipobli shkeebeans coutr ciadhhe | evel

of accessqtequised,i9; ohLal ndalaLromhbal. specid ie Syst e),: - ge a user

has regi stere install'ed security conponent, e conponent may request a
connetd i opbtaima depecFfore tertviceecifyr owvdeemt o associate a service with a
security context, publishers may register a service identifier and the
route to the security server used to service any requests. Optionally,

publ i sher Snemye prsevi desbusiifdssefupesiforaldepi aRcroltey corpanrert, the

component may request a connection to a specific service.

15 In order to associate a service with a security context,
publishers may register a service identifier and the route to
the security server used to service any requests. Optionally,
publishers may provide business rules (or a link to a computer
capable of enforcing rules) that impose restrictions on access

20 or user-registration.

When wusing preferred embodiments of the invention, users may
see very little difference to other security systems
commercially available. However, the underlying method/system
25 preferably uses a two-tiered security model: one to protect the
initial connection, and a higher level of security to deal with

intra-service communication.

Figure 4 shows a typical implementation of the secure component
30 in a browser, although other embodiments may use different ways
of implementing this method. In figure 4, a browser establishes
two connections: one to a verifier, the other to a web-security

manager.

35 The web security manager and verifier can both communicate with

a security server but the browser has no reference to this, or



capabl e of enforcing rules) that inpose restrictions on access or

user-regi stration. Wien using preferred enbodi nents of the invention, users
may see WeORolo/toodée di fference to ot her security systenmpPCraBIRTOAISA3IBY
avai |l abl e. However, the underlying nethod/system preferably uses a
two-tiered security nodel: one to pro gct the initial connection, and a

hi gher | evel of security to deal with i ntra-service communication. Figure 4

shows a typical inplementation of the secure component. in a browser,
1 hough SEhePCBriBtt nEAPe ey (b Betior B Gegn SRr Hh duiRhg ehi s

met hod. | abfd gus ecdmpurd cheewsehi est abhirghes dhwersc@hBeckkbaonsty onede@ a

verifier, the oHper to_a _web-security manager . The meg_security manager
and veri ff8¢ cHH bAAH T EoMunTTRE W £ a 48cuft iy $ér vEFhut" t he Bonser
has no reéspehcente triys,ue tdeswedhldatiavimenager matthipiaei cletike swel
securiéy nmana %{tES ab%e t.a communi cate. Wiile figure 4 shows the security

er ese, ITunctions, . . . .
server® and“We securirty manager as two distinct devices, sone enbodi nents

may use a single device, or nmultiple devices to performthese functions.
Instead o endj n Lhgle re t to si_ngle -server _e. g, via a web
dat a managrégt aéj{s O?n%é%ﬁ‘%%e t° r%?lﬁg%sﬁ%q%%ts 8 oaly\ﬁn%?ln o tsﬁgvelg]?\vee'r%'i on

i ntroducesiencrygst denaf pandwirh (Bheinnttizntcorhbed$lon thd saemeddsegurity
manager apd it Qiuees; &, Seronch fNGr yalad g egHesh.t hatl N, br oyser.,sends to
an i ndependent verifier. Until an indepe dent security server verifies the
i nt egil@ t ycofngdidopsdr, andthasedetiérmmedsensaneédinhatdudes by ows@mdhas nmade

a mat ching,regiest Lo.1Nne weh Sechri bty BOAJEL, 4L he Jwehy, data. sanager

remai ns unaware that a browser connection request exists (renoving
pot ent i al velehiigr-of Unidrlyi @ independent security server verifies the

integrity of the wuser, and has determined/ensured that the
browser has made a matching request to the web security
15 manager, the web data manager remains unaware that a browser
connection request exists (removing potential denial-of-service
attacks against corporate servers). In another embodiment of
this invention, the web security manager can provide additional
business rules processing capability (this would allow, for
20 example, automatically re-routing requests to alternate web
data managers should security rules dictate - or to facilitate
seamless fail-over from one web data management site to

another) .

25 This embodiment of the invention defines three primary security

processes:

(1) the establishment of a secured communication channel
through an independent trusted third party that validates
30 preferably all devices (and, optionally, users) involved

in the communication;

(2) the establishment of a second ‘service-specific’
communication channel that uses the first channel (defined
35 in step (1), above) to exchange security credentials and

control access to data;



attacks agai nst corporate servers). In another enbodi ment of this

i nvention, the web security nmanager can provi de additional business rules
processi nyocapatoddebty (this woul d allow, for exanple, arCoaR20DISHIA3
re-routing requests to alternate web data managers should security rules
dictate - or to facilitate seanl ess fa?l-over from one web data managenent
site to another) . This enbodi nent of The invention defines three primry
security processes : (1) the establishnment of a secured conmuni cation
channel through an independent trusted third party that validates
preferably all devices (and, optionally, users) involved in the
connunica%%gn; %2) t he estab%ishnent of f sgfonqpf ervice-s e%!fid
comuni catfon ERAnAET" T HAE J5e€ £he F7rt Tharmne 2Fdéf ned i sty (1),
above) to exchange securdrly senetentn@lisigandqeent riglr aacessat ordattaa(3) t he
provisgon of a series of Lyl es that can control e.g. someor every single
ongoi ng reques? For 9'nt6rnat i on At 4 graﬁﬁlar evel; ‘or 5yn§n1ca y change
the security coot extbfiehegubhfstredt iionf derati on basiedsen rbliss néssimad es
defined by thefnf.qrmation. publisher, or, Lhebr oyser, user. (for exampl e,

al | owi ng paren?% to set a secur|t§ dont ext { hat autonatlcaﬂﬁy prohibits
dat a unsui t abl exdrarleghidldrenng bptraitisows aldt ot leercudata tonpass tthatough) .
Thi s foll ow ng, i 5E4S$1L9R, ASSUMES; | h%g'ta(%s@i%efe GOl cRTPUI&S System has
regi stered a conponent with a veri ier; ( an I nformation publisher has
regi stkred a pabléwhicdd sersd clabwi th masertbiriosgh) and,

This following discussion assumes that:

(1) a user (or computer system) has registered a component
15 with a verifier;
(2) an information publisher has registered a publishing

service with a verifier; and,

20 (3) the ‘Browser component’ has successfully registered

itself and has an initial connection key.

Creating a secure channel will now be discussed.

25 To aid clarity, this document refers to securing Internet
browsing, however the methods described can equally apply to
other networking systems not reliant on the Internet or

associated technologies.

30
Figure 5 shows a security component representing one possible
implementation of preferred embodiments of this invention. In
this diagram, an embodiment of the secure component may act as
a plug-in to an Internet browser, being activated by a MIME

35 type protocol identifier such as “secure:”. This suggests that



(3) the 'Browser conponent' has successfully registered itself and has an
initial connection key. Creating a secure channel will now be discussed. To
ai d cl ariwg,2otoiogssdocunent refers to securing |Internet PCOWGE20L/ 05V eEr

t he net hods descri bed can equally apply to other networking systens not
reliant on the Internet or associatedzhechnologies. Figure 5 shows a
security conponent representing one possible inplenentation of preferred
enbodi nents_of this invention. In this diagram an enbodinent of the secure
conponent ¢ nBYEEE 48Ya"prudith Fo™aht I HitE €Fsb9gm%esr‘?cuﬁéitﬁgp]é%ﬁ‘?c\? ed by a
M ME typehpirdteacol identifier such as "secure:". This suggests thata
browser may have one or nore instances of a security protocol handler . The
security protocol handler preferably assunes responsibility for

est abl i shThg tdmeriinit pabtcormmindatt opr<iamnel betwsen raspenvilcel hgst ed

within.a veb securiiy manager andthe verlfier, service, At this point, this
enbodi ent “asSunes that “a servi cespecitic handli'er (t'he service manager, in
figure 5)gsemride threnedr @atkeimasamaay secwrieychamagks asdr egei vedif iEre

verifier gé%éiestiglkﬁ@sth§fgut@%ngi%$ %@fﬂ%n@a QS&Q£9%§SE'geggéérﬁﬁﬂUESt
and then pass He appropr?é&e’cre enfrals to the security sefvers in order
to al |l ow thecsarviheedt er operateerviaki ngnads dppricacheabl owsitheHsmowser to

establ i shopultd ple pegure connestions, sach.patentiably usingdifher ent

encryption algorithnms "or verification services. Each browser cou al so
st or el nf erpEltliich dbesutuspecifiityserfvieees tbrafdowlseeuf i ryawmatagerds to

"l ock dowp;, . brovsers, o, spectiLee VERLAd 8riS1Qr (USRS s S8L Vi e pravider
registration w now be "di Scussed.
in order to allow the service to operate.

Taking this approach allows the browser to establish multiple
15 secure connections, each potentially using different encryption
algorithms or verification services. Each browser could also
store information about specific services to allow security
managers to “‘lock down’ browsers to specific verifiers or
users.
20

Service provider registration will now be discussed.

In another embodiment, a service provider may wish to perform
the wverification tasks before granting access to customers.

25 Figure 6 shows such an example.

In this case, a customer (101) contacts a service provider
(102) to enrol for a service or to access restricted
information. The customer (101) provides any required data to
30 the service provider (102) in order for the service provider
(102) to apply a set of business rules (340) to determine
whether the customer (101) should gain access to the service

provider’s data.

35 Assuming that the customer (101) passes all tests defined in

the service provider’s rules (340, 350), the service provider



I n anot her enbodi nent, a service provider may wish to performthe
verification tasks before granting access to custoners. Figure 6 shows such
an exanplwo 2br/wohics case, a customer (101) contacts a secTiGB0pvsvilder
(102) to enrol for a service or to access restricted information. The
custonmer (101) provides any required ggta to the service provider (102) in
order for the service provider (102) t0 apply a set of business rules (340)

to determ whet her the custoner (101) shoul d gai ccess to the service
or ovi der S Gk aS - RN Hy F et e CUSPEREr SEL6%) BE0568 al 1= 8L s el | ned
in the serwtte Pr eegdest stiat asic(348s B5M)iqukheoser Vieel pooxs derizk@?2)

stores all|,relevant c r data (380) and creat verifier request that
Thol udee. BT GUTES kAR Obetr 15 RAadTht APTHO CsTordr CHOTTT Yo Fidpeci {1 ¢
i nst ance efibidmmecntistonesldatty stibsequentiiyahebd byetheeveriibdrat imr service
(103) z The_custonmer never_ gains access fo %his uni'%:fl% token, thys

. onmer, hever %a S yacceéss o) his ‘uni . , us.
preventing a cust oner SpooT 1 ng a request roma v Ificatioh service . At

t hi s poi npretdre ivigr iaf icoat podr sesptiofeng103) requesturfram addieti ohadtiset of
rules to further validate the user data before storing the user token for
future usé. The verification service (103) then sends the result of both
the rul es-check and any user status data generated during the verifier

rules progessy;Lhe, oo “icﬁ%t Q0 beLyeen, the Seryi e pyovi ger r‘g%o%)n and
verification service (103) has ifs own encryption layer (possibly
est abl9 sheddisianglmetdtodsf acededi ny t uerbodi mehidatof the useentdadn) to

prevent ipLercentd0n,grApdificatdon of t @8%15?%'1§%}é’.at1'h%n_vre?§gl$§qig§ﬁ
malicious third parties. Provided that the both the service provider and
verificatbenvice (103) then sends the result of both the rules-check and
any user status data generated during the verifier rules
process. The communication between the service provider (102)
15 and verification service (103) has 1its own encryption layer
(possibly established using methods according to embodiments of

the invention) to prevent interception or modification of the

registration results by malicious third parties.

20 Provided that the both the service provider and verification
service accept the registration request (420), the service
provider generates a unique token and encryption keys for use
specifically with this service (item 450). The service can, in
preferred embodiments, also define whether the user has access

25 to the service from one of the following types of browser

instance:

(1) A single wuser registering a single computer for use
with the service (the most secure level as this creates
30 an association between the user, the browser instance

on a specific computer and the service); or,

(2) A  single wuser registering from a group of known
computers (for example, a works desk top and a laptop,
35 thus providing an association between a user, a group

of machines and a specific service); or,



service accept the registration request (420), the service provider
generates a uni que token and encryption keys for use specifically with this
servi ce (Woemoid®de6. The service can, in preferred enbodCreER2010/@bA6 defi ne
whet her the user has access to the service fromone of the follow ng types
of browser instance : (1) A single use regi stering a single conputer for
use with the service (the nost secure Tevel as this creates an association
bet ween the user, the browser instance on a specific conmputer and the
service); or, (2) A single user registering froma group of known conputers
(for exanpl g;3)a WDFKSH@B§kuE©p am@iatbapm@ppmthMSppbmy&dkﬂg a@maBSQciation

bet ween a user, gro of ngchlnes angha eC|f|c serV|ce m%?
singl e user reg|§P ﬁg ofi*& < Sut B s AT ére the
service can onIyamebbﬁytaﬂna&sm@eattba beéﬂwmmdtMEausﬁwlaadpfbmﬂ@£HV|ce
provider; or, (4) A group of users accessing a service fromeither

dedi cat ed conputeré or public conputers. Having established the type of
connection (and the associated securlty | evel ), the service provider can

send appropr¢ te brgmger credentials (460) %o thgeguséggggpa lewf
[ [

Assum ng that 'the r gls ration process was onpleted sa act or t he
customer's browseredpretes seguier securiulicr edamntticalss t o establlsh a secure
connection with the service provider (470). Having established the status
of the registration process, the browser can dlsplay t he service
reglsiQaIH@WP@Jeﬂ&nﬁbﬂ486§dah@e tfre egf sterettithe (Browsee hasosidtfadci ent

data to establiigh ag,encrypted £hanpel J.Qf;UPSequente cOMUpLGati A Wi th

t he service
browser credentials (460) to the customer’s browser. Assuming

that the registration process was completed satisfactorily, the
customer’s browser processes the security credentials to

15 establish a secure connection with the service provider (470).

Having established the status of the registration process, the
browser can display the service registration status (480) and,
if registered, the browser has sufficient data to establish an
20 encrypted channel for subsequent communication with the service

provider.
Commercial usage shall now be discussed.

25 In order to establish a secure connection, a browser may ask
for a resource locator (for example, “isec://myservice.com”)
optionally along with a generated ‘transaction reference’ user
name and password. The browser may use the password in addition
to the key stored within the browser (provided during browser

30 registration) to encrypt the remainder of the data required by
the service provider. Note that the browser does not need to
send the password as this is preferably used as part of the key
to encrypt the request payload. By using e.g. a check-sum or
cyclic redundancy code (or similar method), the service

35 provider and verifier have sufficient information to verify the

integrity of the payload and determine whether the supplied



provi der . Commercial usage shall now be discussed. In order to establish a
secure connection, a browser may ask for a resource |ocator (for exanple,
"isec ://wperwioewse. cont'’) optionally along with a gener C&tB20102038H3t | on
reference' user nane and password. The browser nay use the password in
addition to the key stored within thezlgrowser (provi ded during browser
registration) to encrypt the remai nder of the data required by the service
provi der. Note that e browser does not. need to send the password as this
s pref o BBIY Ushd Hs PATIS0f 1He KEYAEO aritr yROTRE requUett SBay|BEd. By
usi ng e. gdata cleekesyn or cyclic redundancy code (or simlar nethod), the
service provider and verifier have sufficient information to verify the
integrity of the payl oad and determ ne whet her the suppliedpassword and

br owser keye aldrowedr t kenbeowser tenenerypt ddhe datencowiect lay. utlheebr owser

sends hi g encrypted data.al ong.ui th 8 uniaug, browser, J dentifier. (al so
provi ded during the registration process) to the"Service projow er (nthIS
ensures thatcddu)s topethedssecuyrepralidémi tihdls erequest g haunkhke roeitroeint
certifi caggcuexchanqg net hggg%. The et%rtgyvse{m | so sends its 89%%’&&%6”“ fier

and the encr yrpetsed “User nane to the verifier. l}ﬁ t%ulrsreﬁ)%i ntc, e service

provi der deesanwt rhabedt he Tkeybregtr ed sboseees yits theqrequestifata it has
received fromthe browseyr. Therefore, _H}]lte géggireafbl y sends the request to a
i's

security server to await validation. rees the front-end server from
any al@itional processing overhead. The verifier decrypts the user nane

using the,preyser ﬂoq%gt,l fier and, ;@ pr&s=slieed Jb%%hergotveﬁ§{79ntﬂ% 40e,

browser-1evel password (stored during registration) . The verifier’is

oper abl e required to decrypt the request data it has received from the
browser. Therefore, it preferably sends the request to a
security server to await validation. This frees the front-end

15 server from any additional processing overhead.

The verifier decrypts the wuser name wusing the browser
identifier and a pre-stored hashed version of the browser-level
password (stored during registration). The verifier is operable
20 to then check that the user has an association with the service

provider resource requested by the browser.

Assuming that the service provider registered the specific user
(and, optionally, the browser) and granted access to the
25 resource requested, the wverifier may run any additional
business rules and pass the result to a security server over a

secured network (possibly employing this method).

The security server now has sufficient data to decrypt the
30 original data sent to it. The security server decrypts the data
and verifies the integrity of the data (possibly by using a
cyclic redundancy or similar method). If these checks succeed,
the security server sends the unencrypted data to the web data
manager, optionally through the web security manager, and sends
35 a success status indicator to both the verifier and the web

security manager.



to then check that the user has an association with the service provider
resource requested by the browser. Assuming that the service provider

regi st er aslotzh®/wpws6i fi ¢ user (and, optionally, the browpem)GERnt/Foaat ed
access to the resource requested, the verifier may run any additional

busi ness rul es and pass the result tozg security server over a secured
networ k (possibly enpl oying this nethod) The security server now has
sufficient data to decrypt the original data sent to it. The security
server decrypts the data and verifies the integrity of the data (possibly
by usi ng aheyektriftedungancynoryidn 4 aheetkkod)for ldsd hesesaheeksmucceed,
the security server sends Lhechun?cr&r%gt ed data ttohthe web da(éa manager,
opti onal | Y°tTRtough the Web sectri ty anagetS "dnd Sends™a SUCceEss stat us

i ndi cat or otnydatinyt heoveri fficer tard hherseeb Securitthy ranager. Ehe were fier
then e§0r¥g}lsfia rnesv‘\éol%e JL';fh(:]jl_rs unsew I ne Suposreqllilsentwl(l:grrrneﬂs’]ii. altiiS 03 Wlat hnetwhe
browser, usi ngethe same credenti a §7or|gi naefly Stored Tor the Browser. Both
t he br owseeranidathenverddueet . stBrie t Ghsumew key fuoriquseewhepfestahlyi shing a
new verifg_,g(%gei gn request. This ensures the uniqueness of every request

The web security nmanager passes the decrypted request to the web data
manager and awaits a response. \Wen it receives the response, the web
security mROager SOCLYALS JNEJesnanse, Ushad (Lhe, kay Prayided by dhe
security manager along with a new key for use with the next request.
Subsetfientvel edaest sandumr doonctwaléquier esbpbhsyer Vi¢rat onetdieresugdet hi s
newl y eneL gl kexnl O, ANCIHRL ;LY Ao Wbh b GACh JHheSPORSEJU QL fing a new
key for use wth the next request. Some enbodinents may use a second
password toeehey yprotifed by the security manager along with a new key

for use with the next request.

15 Subsequent requests that do not require full verification then
use this newly generated key to encrypt traffic, with each

response providing a new key for use with the next request.

Some embodiments may use a second password to encrypt the
20 service—-level data (the first used to authenticate the browser
and initiate connections to the service). This second password
can operate with an optional hidden browser password for use in
public locations (the Dbrowser establishes i1ts own secure
channel for the initial request but has insufficient data to

25 decrypt the service-level message).

This embodiment suggests the use of two protocol identifiers

4 144

such as “secure:” and “isec: to advise a browser whether to
request a full “verified’ service (passing through the full
30 verifier process), or to use a ‘continuing’ secure context
where, following an initial verification request, all
subsequent requests merely pass through the web security
manager thus reducing the impact of the dual-method employed to
establish initial connections. This approach allows publishers
35 to define the level of security required on a per-resource

basis.



service-level data (the first used to authenticate the browser and initiate
connections to the service) . This second password can operate with an

opti onal Woadenobteewser password for use in public | ocaPComB2tosodIBowser
establishes its own secure channel for the initial request but has
insufficient data to decrypt the servbge-level nmessage) . This enbodi nent
suggests the use of two protocol identifiers such as "secure:" and "isec:"
to advise a browser whether to request a full 'verified service (passing
through the full verifier process), or to use a 'continuing secure context
where, folbow ngxatpid)itiad verefueat i onsteaquest, alilkthsubseguentrdareguests

merely pass through the web segurit nager thus r ci ng _the inpact of
t he dual-n%?ﬂﬁﬁLégﬁV8§%¥f%%598?tabW?éHg?ﬁgg?%Tic nnéﬁﬂionggr?g%%a%ﬁﬁﬁoach
al |l ows puptosdrer;s tbidef i‘ieecthémyevelicef coCumicydr eges r etleonaBready
per-resource basis .. For._exanpl e, a request. _starting with_ the form. secure
Dy e v e Tl RO 8 L I ar T BRET o pPERSRST i1 T gac
: [ nyser vi ceritionit inoul dhaisel tthe ahaeady rest abkesdede:chlannehd (fercimg t he

browser t erforma full v rigic %ion shoul d the chanpel not [ eady
) h ’ 1 )
exi st) ang ?é%ﬁﬁgﬁr?he %Iﬁnggy e'ﬁ $ﬁwcgty?§a}%§%upgeu %%%Fé%sd?%?

unsecured data. Note: the uses of the fornat 'secure:' and 'isec:' are for

i"UStrathQ@prE985%§e9nb¥-&iehﬁﬁn%%QOdj LS, By, USe ;QLher names, o

met hods for describing the ferent levels of security required for secure
comuhl cat i bretiNGtient ratrrahef e onhe - f Slthew rehodfivestt omay' brsewserhesl ug-in

ot her enbgdinents may utidi se di iterent; fechnol ogj gs. on et bods, of, ¢
i npl enentation. In order to establish a unique identifier for each browser
security required for secure communication.

Note that while the following refers to a ‘browser plug-in’
15 other embodiments may utilise different technologies or methods

of implementation.

In order to establish a unique identifier for each browser
‘plug-in’, the use may be made of either a ‘global unique
20 identifier’ (GUID) at a software or hardware level) possibly
based on the configuration of the component installation device
or a dedicated hardware identifier); or, a GUID generated by

the verifier service upon initial registration.

25 When wused with a hardware-based GUID (either generated or
provided in a hardware device), a browser-plug in, according to
preferred embodiments of the invention, includes this
information as part of the initial encrypted payload sent to
the wverifier. This ©provides a mechanism to identify the

30 hardware, browser and user, if required.

Further, the browser plug-in may have its own security rules,
possibly stored within the plug-in components data store,
ideally in an encrypted form. This allows, for example, a
35 parent to set a ‘safe list’ of contacts in a secure ‘chat’

environment, or restrict access to Internet components



"plug-in', the use may be made of either a 'global unique identifier’
(GQUID) at a software or hardware | evel) possibly based on the configuration
of the cowpansntodonst al | ati on devi ce or a dedi cat ed har #aaGB220ha3031Bi er) ;
or, a GU D generated by the verifier service upon initial registration.
When used with a hardware-based GU D gither generated or provided in a
hardwar e device), a bromser-plug in, according to preferred enbodi nents of
the inventi i nc des |nf rnat as part of Q initial encrypted
oyl 0ad SEPROHGERE ori | BB TS pr OV iee o Hathant b (BTGGRE | 1 1 he
har dwar e, pis oveser-.and user, if required. Further, t he browser plug-in may
have its own security rules, possibly stored within the plug-in conponents
data store, ideally in an encrypted form This allows, for exanple, a
parent toBgethaaihgafae lostl eofcwontyactisldsn &esgicre 'chabtakengetonmfent, or

restrigt cess to lLnternet conp nentsrndependen I the.rule defrned
wr t hi n§t hggv%vr% i er Hor puabrr |a§r?8r %?S%ynhaevsr r?& a F%c%‘? 555839-’# S‘JI

' engi ne' tea&oeaﬂoeetaof(oﬂgaoms&ﬂidnﬂ eahﬂcaasabsaxbase.nudesorpbnmUQhared

security Q Q%m@n ll%M%aE ?rggehﬂgrre% (such.as_a,school oquorporate
envrronnen 1o Create sa i sts for speci rowsers, this’ preventrng

|nadverteptewmve3@'uoaﬁwaumﬂabhec¢miemnensne@ﬂwﬁceeteﬁeyeumwwgrbeemser

i nstances is discussed below. As this nethod may depend on several

conmmuni cating parties to secure a service, the browser may require
reseti@ngReh@UP@gkeyQWgelJemtaoteakﬁgﬁheevse¢dd%ﬁewges fail to respond. The
rules engines in both the browser and verifier service can provide the

"business rules' to follow when a browser plug-in issues a 'reset' request.
As this method may depend on several communicating parties to

secure a service, the browser may require resetting should keys
get out of alignment or messages fail to respond. The rules
15 engines in both the browser and verifier service can provide
the ‘business rules’ to follow when a browser plug-in issues a

‘reset’ request.

The standard method for resetting a browser requires the user
20 to instigate a ‘browser plug-in reset’ request. At this point,
the verifier preferably issues a new browser GUID or requests a
new GUID from the browser plug-in (depending on the rules for

the previously authorised conenctions).

25 Both the browser plug-in and the verifier preferably then run a
set of rules against all known and previously authorised sites
to either re-enable them to use the new browser identifier, or,
to send re-registration requests to each service that
previously used the ‘old’ browser plug-in GUID.

30
At the same time, the verifier preferably marks the ‘old’ GUID
as ‘expired’ and any requests coming from the ‘old’ browser
plug-in GUID thereby cause a security exception, thus removing
risks associated with impersonation or attempts to copy browser

35 plug-in’s to other devices. This method also ensures that

verifiers



The standard nethod for resetting a browser requires the user to instigate
a 'browser plug-in reset' request. At this point, the verifier preferably
i ssues a wowolwiwwser GUI D or requests a new GU D from t ReTBXORANS0FBUG- i N
(depending on the rules for the previously authorised conenctions) . Both
the browser plug-in and the verifier preferably then run a set of rules
agai nst all known and previously authorised sites to either re-enable them
to use the new browser identifier, or, to send re-registration requests to
each servFeR fRaf“praviPGust§ iased tHE ol ' *lor o e BIaGE i 1 °EOFD.2"At t he
sanme ti meredhernsernbhi esquesafser ably marks the 'old” GUID as 'expired and
any requests comng fromthe 'old browser plug-in GU D thereby cause a
security exception, thus renoving risks associated with inpersonation or
attenpts to copy rhlewseto pliug-ite, Sheo witighedevatesalsbhissfet hotheaal so

ensures that verifierscan.maintain an,accurate audit_trail . of br er reset
and re%i sf?%ﬁelsgcns réau s%)sq,lgﬁFthetor ulaégovsvo tglleglta 8, E%_ées&gplg ?%roﬁ\éﬁzen al so
refer resétteequesvs dwoy publvishenset.o all ow themto re-establish the
integrity of any service user. Publisher transm ssions are now di scussed.
In order to 'push' secure content to browsers or update the browser
conponent Pubkiglfer seawsicies Proovi des snor dverifser.s can i ssue updates by
reversing the usual request cycle (pushing a nessage to a browser by
sending it an encrypted '"alert' that requires the verifier key to encrypt
the al@rtYn Theebronsérueah chewrestabldngh @ secureercomyectidrte rrhehe

normal  way, Lo, abtain an,update: ¢! nbhi s d ngtance. £ he publisher requests a
key froma verifier
issue updates by reversing the usual request cycle (pushing a

message to a browser by sending it an encrypted ‘alert’ that
requires the verifier key to encrypt the alert). The browser
15 can then establish a secure connection in the normal way to

obtain an update.

In this instance, the publisher requests a key from a verifier
(using a secure channel) and uses this to encrypt a ‘push’ or
20 alert message to the browser plug-in. Upon receipt of the
alert, the browser requests the decryption key from the

verifier using the methods defined previously.

The embodiments of the invention described herein present a
25 method of securing information sent over a network of computer
systems without the need for digital certificates or other
complex requirements. There is provided a method of identifying
all parties in any network communication in order to verify the
integrity of communications and the authenticity of requests or
30 responses controlled by the methods described within this

document.

Most prior security models utilise methods based on parties
obtaining and managing certificates from verification service
35 providers. These certificates often expire or require

significant management effort to maintain a level of security



(using a secure channel) and uses this to encrypt a 'push' or alert nessage
to the browser plug-in. Upon receipt of the alert, the browser requests the
decr ypt i omokew/foosm t he verifier using the nethods defi mea/gBewseEBy. The
enbodi nents of the invention described herein present a method of securing
i nformati on sent over a network of copputer systems wi t hout the need for
digital certificates or other conplex requirenents. There is provided a

met hod of %dentifgin all _parties in any network connunicathpn in order to
verify the"¥nt BEPTTS “of SEOMfdf Cati"6rS a%d 'oheé atithentr ci 13 76F r'éfdests or
r esponsesptotdddingedhbyadtha iInev hodsrdesetrsbed within this docunent . Mst
prior security nodels utilise nmethods based on parties obtaining and
managi ng certificates fromverification service providers. These
certificares woftlen expirebed keguin @rsivgaes i €amncurmnggemrentwefld orntatt o
naintaén gaéegelr§§e:%% gg%&gth@% PAOteggP §¥ggé % C%gggCtinglfé%f% service,
rat her™ t han pr%ﬁec i ng the cwua? Tt ware Users. The nef%o& descri%ed
herei n provihgesiea securwty tfhreameworkty hatsteanuepériat e heritri setyiwdshi n a
corporate dala centre (allop.ng, compani.es .0, ON; NG SEEULLEY. SYSt em used
by their Services), or as ﬁ%rt of a | arger shared service hos eJuby a
trust ed thartdy paktlyediFenodi ment sheof ittetioverdlilow addayw eaoteneohpdent to
have a di fLef enty | QUeL,0f1 SROULIL Yo L0. GINGL, CORDONENES AL, daba o f1AD! I ng
concurrent delivery of secured and unsecured itens over the sane network

t r anspor t eedianimel . cProposet metlhodsy alofo sduwwda ol t wasecwedyi deentso
operate ipdependentdy ol Aok Nefan it enahhes IsQlaLed yetnsanairdent |y
operating security contexts, all using e.g. a single network connection. By
provi di nga ke i pl ecSerns t3prgoatexpsorehere ardensndentded of another.

This enables isolated yet <concurrently operating security

contexts, all using e.g. a single network connection.

15
By providing multiple security contexts, there are provided
methods to support public computer access (those devices used
by more than one person) and private contexts (for systems
locked down to support exactly one user, a corporate laptop
20 computer, for example). The methods described can apply to

provide security between systems without user interaction.

There 1s also provided a mechanism to deliver content to
specific users of specific devices within a given time period -
25 allowing, for example, the delivery of media or other streaming
content in a secure environment where only a licensed user of a
licensed device can access published information. This approach
reduces the computation overhead required by traditional
encryption services, thus reducing power consumption and,
30 potentially, the number of devices needed to maintain a

security boundary.

While disclosures herein refer to Internet communications, the
methods described may also apply to other communication

35 systems.



met hods to support public conputer access (those devices used by nore than
one person) and private contexts (for systens | ocked down to support
exactly ONO20Berp46a corporate |aptop conputer, for exampCE)GB220twsaaEBhods
descri bed can apply to provide security between systens w t hout user
interaction. There is also provided aq chanismto deliver content to
specific users of specific devices within a given tinme period - allow ng,
for exanple, the deLiver%_of medi a or othgr streaning\contgn%,in a secure
F °¢d

envi r onnents whet eGP a Freehed usér °8F9a° | i tEn¥ed devi® Fdc¢cess
publ i shedvanforgsatton. addi socapproachnr edyceshddee eappuiraht on saver head

required b ditio ak encryption services, thus reducin ower
consunpti%%u%%gF 58?@% Ydﬂﬁ§¥%Pﬁegﬂuﬁ%%rﬁﬁélﬁng%%%”hé%‘egng8m%ﬁfﬁpain a
security bhoundaryhe Wiidpe difsahesumesnhesei a.¢ef euctt cad nterdetined by
connunéca%%gqjei%ge nmet hods described may al so apply to other communication
systens. The foregoi'ng description provides exenplary enbodi nents. Variants
to, and nodification of, those enbodi nents such as would be readily
apparent to the skilled person are enconpassed within the scope of the
invention e.g. such as is defined by the clains. CLAIMS : 1 . A verifier for
verifying the authenticity of a communication sent via a conmuni cations
network froma first network conponent to a second network conponent

i ncluding: input nmeans arranged for receiving via the conmunications

net wof& an encrypted conmunication froma said first network conponent; key
means operable to issue to a said second network

15



conponent a key associated with the first network conponent on condition
that the verifier has verified the encrypted conmunication to be
decrypt abWwe 2080 rogiesai d key t hereby to enabl e t he secondPo@tGRioio/isedponent
to decrypt encrypted comuni cations fromthe first network conponent sent
i ndependently of the verifier apparat a- 2. A verifier according to any
preceding claimin which the verifier 1s arranged to attenpt decryption of
a receiveg encrypted conmuni cation using one or nore keys stored thereby
prior to t of the encrypted comrunication and to select the key to

i ssue from anongst the one or nore stored keys. 3 . A verifier according to
any precediqg Iain1t¥rtherfogerablefto con htional%é [ ssue saig key to a
sai d second networK conponent”i n Tésponseé t r sqUSt theret o°f r oM t he
second net wor kccanponrentoho seeri futat he adthentdaciibysofmeanoencryphed

communi cati on %ron1the first networ conpaonent . 4 hef%yggifier ac%prding

rsS network componen H SECO componen .
to dalm3 further arranged to Feceive W th saldlencryﬁfed communi cati on

first identitydatbadidenti fying the first network conponent, to receive from
a said second network conmponent second identity data identifying a network
conponent the subject of a verification request, to conpare the first
identity data to theitseeend {demtdedy fdatee@nding vssudiesai d key on

condition that the,Gammant son, raveal:s ai LABDL I Mklln, Bar 1 b VA | of
according to any preceding claimarranged to render the ﬁey to be Issued to
t he séond networ& toipdieat peterrriki cabbendnr it he second network conponent

as

key means operable to issue to a said second network
component a key associated with the first network
component on condition that the verifier has verified
15 the encrypted communication to be decryptable wusing
said key thereby to enable the second network
component to decrypt encrypted communications from the
first network component sent independently of the
verifier apparatus.
20
2. A verifier according to any preceding claim in which the
verifier is arranged to attempt decryption of a received
encrypted communication wusing one or more keys stored
thereby prior to receipt of the encrypted communication
25 and to select the key to issue from amongst the one or

more stored keys.

3. A wverifier according to any preceding claim further
operable to conditionally issue said key to a said second

30 network component in response to a request thereto from
the second network component to verify the authenticity of

an encrypted communication from the first network

component.

35 4, A verifier according to Claim 3 further arranged to

receive with said encrypted communication first identity



associated wth the first network conponent. 6 . A verifier according to
any preceding claimin which the key neans is arranged to issue to the
second nevaanlv/womponent a second key for use by the seecmaBretNVNE0id3
conponent and the first network conponent in subsequent encrypted

communi cations therebetween. 7 . A vengfier according to any preceding
claimin which the key neans is arranged to issue to the second network
conponent a third key associ at eg wi.th the first network conponent, for use
thereby in enctypti hgEubdeqlient comiini RatTGis TIPCPFANsntSsTORFS t he
verifier. 8 . Araerd fdsid acecondi ngtiarkanympbecedi sxgcaldaiaeat ranged at 0
generate the ke itn.ges onse to a kgy request tfrot the firs netfwork
conponent and toc¥ormidArcate e REY t 6OTRE F1% st et Wbtk Sc6npSient for use
t hereby i n encryptfiingtcomunaicati,onso t corigheevenhif ifer sanddéiel tsectnd net wor k
conpongnt . 9 toAt%eri fier daci%%rngi.gg to.Claim8 arran\geed to,generate t he

. datr dg t
key baSed on cr edenti al s associ ated” wi thot e f i r'st “he V\Drsﬁlcorrpgné)ﬁlt

provi ded t her ebynauittilont heakeyha eguestidéh n&vEelmudm ciateindnsy ned twor.k
including a verifier according to any preceding claim 11. A communications
network according to Caim 10, when dependent upon aim4 , including said
first network &ompohEiHr arca@rgeddat gogemer atrecsaido f cisim | garsidgey data. 12.

A communi cat | ops, st vark ageording, Lo any,of clal i, 10.L9,11 Loaldding sai d

first network conponent containing said key and arranged to encrypt
comuh@ cat i onscempariratyédehiefiand to ahsapdcert ordweekwopPReeoIForent

therewith. 13. A commpigatians netwerk @ceer ding.iany of claims 10

6. A verifier according to any preceding claim in which the

key means 1is arranged to issue to the second network

15 component a second key for use by the second network
component and the first network component in subsequent

encrypted communications therebetween.

7. A verifier according to any preceding claim in which the

20 key means 1s arranged to issue to the second network
component a third key associated with the first network

component for use thereby in encrypting subsequent

communications for transmission to the verifier.

25 8. A verifier according to any preceding claim arranged to
generate the key in response to a key request from the
first network component and to communicate the key to the
first network component for wuse thereby in encrypting
communications to the wverifier and the second network

30 component .

9. A verifier according to Claim 8 arranged to generate the
key based on credentials associated with the first network
component provided thereby with the key request.

35



to 12 including said second network conmponent responsive to an encrypted
communi cation fromthe first network conponent to issue to the verifier a
request twowerwfogs6bhe aut henticity of an encrypted conmeoTGH200M5034. A
comuni cati ons network according to any of clains 11 to 13 in which the
first network conmponent is arranged tq issue with said encrypted

comuni cation first identity data iden?ifying the first network conponent.
15. A communi cati ons network according to any .of clains 13 to 14, when
dependent ug@n a i mA PR ER t h8SE&¥Ehd” ABEMT K EomponeRE’ 15 %Ar r anged
to issue wth satdraseri tbcaty girdcequestciseeand i dentity data identifying a
networ k conponent the subject of a verification request. 16. A
comuni cati ons network according to any of clains 13 to 15 in which the
second netwdrlkk componeninicmtapnangedwdok r eceirnvenigr am tdieiverliof,i ethea second
key f use by .the second netwgrk copponent in encrypted conmuni cations
with the firstdﬁﬁﬁ%ﬁﬁ%;cu O%nﬁﬁ??T?.’A nﬁ%ﬁ%?%%tf%%@ H%fﬁgrkngggg%ding to
any of clains i8mpanehd bBnraigeh tichgesecorrd spetiwbi kstconjponént dascaarranged to
receive fromthe verifier, and to issue to the first network conponent, a
third key associated with the first network conponent for use thereby in
encrypti ng débsequertmpmmreniicas i wrigiofrer ateansimaos gicoanfrr om theinfs rlst

net wor k conponent -t o . i fi amyni cat | e . accordi ng
to any of claigg %% f%gﬁggfﬁﬁm%?% %ﬁ%ﬂf}gst netﬁ%%tgg%%%oﬁéﬁ%§¥gﬁgberabIe
to issUie to theaykrkévernd eesgaesgtdt bogenerarle sanmukieyptfignsuse tther eby in

encrypting comypjcall gng 9 4 heWecLisel Rrdothe.seeend . nefwork (gomponent.

13. A communications network according to any of claims 10

to 12 including said second network component responsive

15 to an encrypted communication from the first network
component to issue to the verifier a request to verify the

authenticity of an encrypted communication.

14. A communications network according to any of claims 11
20 to 13 in which the first network component is arranged to
issue with said encrypted communication first identity

data identifying the first network component.

15. A communications network according to any of claims 13

25 to 14, when dependent upon Claim 4, in which the second
network component is arranged to issue with said
verification request second identity data identifying a

network component the subject of a verification request.

30 le6. A communications network according to any of claims 13
to 15 in which the second network component is arranged to
receive from the verifier a second key for use by the
second network component in encrypted communications with

the first network component.

35



19. A communi cations network according to Claim18 in which the first
networ k conponent is arranged to issue with said key generation request one
or nore cwederwioades associated with the first network cecpaBento/@0313A

met hod for verifying the authenticity of a conmunication sent via a

comuni cations network froma first ng wor k conmponent to a second network
conponent including: receiving at a verifier an encrypted comruni cation
sent fromthle7 first netwark conponent )ﬁi a the conmuni cati gns net wor k;
verifying at' the ver?Fi8r cEhat™t HE @NEFy B Totmhti ¢&¥i 8h P> d¥erypt abl e
usi ng a key associatiedwith tihe ddcoatl netwwnk ceopponentis kssanhde tde key to
t he second networKk, conponen_tC t her eb¥%to enagl t he sec\(,)\ggkr%%%vmgikrs onponent

to decrypt encypted contlini-8ati'6nd from £AE i sthEt nponeént sent

i ndependent | y oétidrex wemipbnent 21a Ahimet hody accoicdbengdt @i€Gh atim 20ixdsncl udi ng

storing one or rrgvgoerkk%%1 at the verlflt%eag})d t.herewlthc.atte

tin
decryption of the" Tecei vgan%rhtcrffﬁt ed; and sél égtlerﬁ%r%%elnigsggg%e?eftfrom
anongst the onecmmummpreistor gdrkeysinsad2ssfometthod adeordimwy toetarmekof
claims 20 to 21 including conditionally issuing the key to the second

Il
net wor k conponen PR response to a request fromthe second network

conponent to verify the authenticity of an encrypted conmunication fromthe

first network componsiiuni2dishimtdad. according 4 @ O.alm 2.1 n6lddiong

receiving wwth said encrypted communication first identity data 1dentifying
the fi10st netwoekltonporient, thectivdigieatiorhecomponent is operable to

issue to the verifier a request to generate said key for
use thereby in encrypting communications to the wverifier

and the second network component.

15 19. A communications network according to Claim 18 in
which the first network component is arranged to issue
with said key generation request one or more credentials

associated with the first network component

20 20. A method for verifying the authenticity of a
communication sent wvia a communications network from a
first network component to a second network component

including:

25 receiving at a verifier an encrypted communication
sent from the first network component via the

communications network;

verifying at the verifier that the encrypted
30 communication is decryptable using a key associated

with the first network component;

issuing the key to the second network component
thereby to enable the second network component to
35 decrypt encrypted communications from the first

network component sent independently of the verifier.



verifier second identity data fromthe second network conponent identifying
a network conponent the subject of a verification request, conparing at the
verifier wbeofo/mstesi dentity data to the second identityPdatGB2ar0dhsdH3UI Ng
the key on condition that the conparison reveals an identity match. 24. A
met hod according to any of clains 20 g 23 including rendering the key to
be issued to the second network conponent identifiable thereby as
associated with the first network conponent. 25. A method according to any
of claims 20 to 24 including issuing to the second network conponent a
second key fxiam t hemwetidd | &fcand nysitbg dlhemsecondckeyiwd #he isecand net wor k
conponent and the first network _conponent in_syb uent _.enc t ed
Communi cat | ons°t h&PEBetiEn. = 265 A Mt hot acer ding” Lo Bhy <of M & s 20 to
25 incl uding isswungia tdie tSecorttaietdordkceonpanendnd tdigdt ikey tfheom t he
verifiger associ.g.éqaqi ith_the firsttngﬁmork conmponent.and UELng the third key

. 1 \%e rom amongs e.ong .0r moxe stored
thereal in encryﬁflng gugsequentgbonnun|c§i|ons ¥or ransn1%5|on to the

verifier. 27. A method according to any of clainms 20 to 26 incl uding

generating the ke t..the verifier in _respon t Kk qu romthe
first networ 'con%dﬁgﬁF@aﬁ %Sﬁﬁﬁﬂ%fghffﬁgg?hg?igﬁs?@ ?ﬁegﬁi%gff%é¥l rk
conmponent for oseditiemebyyi niencmypt ihg dommumbcathonsdeonthensterdrfki er and

the second networ oponen - A Meth cardi a Jodkncl udi ng
generating the$§é§nﬁhggg oné%gégfnffggs %gg%giatgﬁngf%%eghehP%%éfDﬁétmork
conpohént provideebrdngr eby werh fihetlicey apelgeristcit?9. oA conpeaterygiredgr am

product ContaiB&&ﬁhﬁ%yggggﬁriﬁﬁpgﬂ@nkirst network component.

23. A method according to Claim 22 including receiving

with said encrypted communication first identity data

15 identifying the first network component, receiving at the
verifier second identity data from the second network

component identifying a network component the subject of a
verification request, comparing at the verifier the first

identity data to the second identity data and issuing the

20 key on condition that the comparison reveals an identity

match.

24, A method according to any of claims 20 to 23 including
rendering the key to be issued to the second network
25 component identifiable thereby as associated with the

first network component.

25, A method according to any of claims 20 to 24 including
issuing to the second network component a second key from

30 the verifier and using the second key at the second
network component and the first network component in

subsequent encrypted communications therebetween.

26. A method according to any of claims 20 to 25 including
35 issuing to the second network component a third key from

the verifier associated with the first network component



means including instructions executable on a conputer (s) to inplenent the
nmet hod according to any of clains 20 to 27. 30. A one or nobre conputers
pr ogr ammasiowntanoewmaput er program neans i ncl udi ng i nst r uPCTG@BROBVISA3Iged,
when executed, to inplenment the method according to any of clainms 20 to 27.
31. A network of conputers progr arrrred3p/ith conput er program mans i ncl udi ng
i nstructions arranged, when executed o inplenent the nethod according to

any of clains 20t02 2. Averifier_substantial as deSC|bedo
illustrated i n®Bhy"ome e%oeodilﬁ’éﬂt K&y éPﬁB%?%rjen V\?IECH‘%/ &f-BF efil ?%ue[nﬁe

acconpanyi ng deawhngs.at3d3ns ForcamadanCadiconsonehaordk isubstantially as
described or illustrated in any one enbodi nent herei nbefore with reference
to the acconpanyi ng drawi ngs .34. A nethod substantially as described or
illustrated am any meceimbodbrenig her eingbef orkaind 2 0r ebepéntec walinye

acconggnylng d&ener %ng the key at the verifier in response to a key
request from the first network component and communicating
the key to the first network component for use thereby in
encrypting communications to the verifier and the second

network component.

10

28. A method according to Claim 27 including generating
the key based on credentials associated with the first

network component provided thereby with the key request.

15 29. A computer program product containing computer program
means including instructions executable on a computer(s)
to implement the method according to any of claims 20 to

27.

20 30. A one or more computers programmed with computer
program means including instructions arranged, when
executed, to implement the method according to any of

claims 20 to 27.

25 31. A  network of computers programmed with computer
program mans including instructions arranged, when
executed, to implement the method according to any of

claims 20 to 27

30 32. A verifier substantially as described or illustrated
in any one embodiment hereinbefore with reference to the

accompanying drawings.

33. A communications network substantially as described or
35 illustrated in any one embodiment hereinbefore with

reference to the accompanying drawings.
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A method substantially as described or illustrated in

any one embodiment hereinbefore with

accompanying drawings.
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