wo 20227147118 A1 | A0 0 TR0 0O

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property 3J

Organization
=

International Bureau

(43) International Publication Date
07 July 2022 (07.07.2022)

(10) International Publication Number

WO 2022/147118 Al

WIPO I PCT

(51) International Patent Classification:
HO4L 67/10 (2022.01)

(21) International Application Number:
PCT/US2021/065505

(22) International Filing Date:
29 December 2021 (29.12.2021)

(25) Filing Language: English

(26) Publication Language: English

(30) Priority Data:
63/132,166 30 December 2020 (30.12.2020) US

(71) Applicant: LEVEL 3 COMMUNICATIONS, LLC
[US/US]; 1025 Eldorado Blvd., Broomficld, Colorado
80021 (US).

(72) Inventors: SMITH, Christopher, c/o Level 3 Communi-
cations, LLC, 1025 Eldorado Boulevard, Broomfield, Col-
orado 80021 (US). BENJAMIN, Michael, c/o Level 3
Communications, LLC, 1025 Eldorado Boulevard, Broom-
field, 80021 (US). BRECL, Peter; c/o Level 3 Communica-
tions, LLC, 1025 Eldorado Boulevard, Broomfield, 80021

US).

(74) Agent: LEIBOLD, Gregory, D.. Lewis Roca Rothger-
ber Christie LLP, P.O. Box 29001, Glendale, California
91209-9001 (US).

(81) Designated States (unless otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AOQ, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
CA, CH, CL, CN, CO, CR, CU, CZ, DE, DJ, DK, DM, DO,
DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,
HR, HU, ID, IL, IN, IR, IS, IT, JO, JP, KE, KG, KH, KN,
KP, KR, KW,KZ,LA,LC,LK, LR, LS, LU, LY, MA, MD,
ME, MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO,
NZ, OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW,
SA, SC, SD, SE, SG, SK, SL, ST, SV, SY, TH, TJ, TM, TN,
TR, TT, TZ, UA, UG, US, UZ, VC, VN, WS, ZA, ZM, ZW.

(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SL SK, SM,
TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW,
KM, ML, MR, NE, SN, TD, TG).

(54) Title: SYSTEMS AND METHODS FOR PROVIDING ENHANCED SECURITY IN EDGE COMPUTING ENVIRONMENTS

Start

l

Receive Request/Instruction to
Modify First Application Instance

l

Identify Dynamic Security Features )_ 304
af First Application Instance

l

Instantiate Second Application
Instance

l

Apply Dynamic Security Features to )_ 308
Second Application Instance

l

St
Remove First Application Instance

i 4L

End

)_302

}_306

300

FIG. 3

(57) Abstract: Examples of the present disclosure describe systems and methods for provid-
ing enhanced security in edge computing environments. A first aspect describes a method for
moving security features dynamically applied to an application at a first deployment location
to an application at a second deployment location. A second aspect describes a method for
locally expanding/contracting an instance of a deployed application. A third aspect describes
a method for redirected network traffic associated with detected malicious conduct from a
first application deployment environment to a secured second application deployment en-
vironment. A fourth aspect describes a method for performing multi-stage network traffic
filtering.
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