VERI FI CATI ON OF AUTHENTI CI TY FI ELD The present
invention relates to verification of authenticity, and
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sophéstigated ahd nzkmmpmduqmslsmally an}lﬂiing dliadl prigmplomtuarthcturers can do.
docunent. Subsequently, the carrier article can be
neasured again and the neasured characteristic
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set way to obtain a unique characteristic. The characteristic can then be stored in a
computer database, or otherwise retained. Tokens of this type can be embedded in the
carrier article, e.g. a banknote, passport, ID card, important document. Subsequently,
the carrier article can be measured again and the measured characteristic compared

with the characteristics stored in the database to establish if there is a match.

Security tokens can be used to access information, authorise transactions or
many other purposes. However, damaged tokens and imperfect token identification
apparatuses can lead to difficulties in carrying out the activities to which the token

should provide enablement.



The present invention has been made, at l|least in part,
in consideration of problens and drawbacks of
woamréantdional systens. The present invention hBETAEB2006/002689
| east in part resulted fromthe inventor's work on
SUMIPINRY ng aut henticati on techni ques using tokens nmade
of magnetic materials, where the uni queness is
provi ded by unr eproduci bl e defects in the magnetic

e SFitehh BuelibE8hy 535, YR b IR B bt B BOGRRRor
probiémiKanddgiveadks ofebrdichiidifal Wisteind. abr i cated in barcode

format, i.e. as a nunber of parallel strips. As well
as readlng t he uni que magneti c response of the strips

by ﬂ@??&%ﬁ&n@e&%ﬁﬁ& .af:le%él}ﬂx ?af@”réﬂﬂt@% %‘g e 1ﬁverngoar%e%(§/rk on

an opti cal scanner was to rea arco

applyingrmitinmtiaaticas echiiqwen witgr tokéies inade ofl enagneticdifmiattgials, where
contrast,from gfg%(varyln r.efl ct|V|t of the barcode
the URIAPHESS yProYIed by BirEpigRy fegheyn Hher wagnstigenaterial; that

affeét%@ fKRh's AhofiBc ?@g@ g%gfeg%l%d 49 P@T?Gﬂﬁ%%ﬁc Cowburn). As

C aracterlstlc code was being used t
part exfcthite warldi rgagrwhc snaerddls veero fabirfvatedningbercodeg fogiat; ie. as a
se.in.a kno sel f authentication

GBIyt 36 P e RELE e SRS LSS
strlﬂéad'jkf,\/%e%ﬁlg( § 1gf'llét'ic ﬁé‘lﬁ'mltl? a HEANVAL 8CadeF)] @SEtieal ﬁﬁnner was

makes fooI D', Technol ogy research news,
builtge Geasl th@o )70de‘~’r'd33t mnsmgper ilaser cbﬁamr@zer rihe rlvamode iand vieséng

confiS TRHFTR IR AL M Bhko <R At Rl 7 e
thew\emes&nmwt ed Tgav enfannmmu e»asptdoﬁqﬂerﬁaﬁmns& fhe bh@netic

scanner. On further investigatjon, it was established
charagfgyistiga $ifice the Pargers: wahbeine 3i5ed tcercods acdigiial signatuse of the

i MAGRESCIREE 01 i DAL RS i, o
exampleesst also tiestibedebawei fqu batmtader fatdxampid, seavmc “Plastlc

tag & %&Bé@ﬁglbggf%%aggg%gmﬁ n%%g lzts(ﬁﬁggqglggﬁf)dl scover ed

that it is possible to gain all the advantages of
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supported gave a unique optical response to the scanner. On further investigation, it
was established that many other unprepared surfaces, such as surfaces of various
types of cardboard and plastic, show the same effect. Moreover, it has been
established by the inventor that the unique characteristic arises at least in part from

speckle, but also includes non-speckle contributions.

It has thus been discovered that it is possible to gain all the advantages of
speckle based techniques without having to use a specially prepared token or specially
prepare an article in any other way. In particular, many types of paper, cardboard and

plastics have been found to give unique characteristic scattering signals from a
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identification method. The method can comprise: determining a signature from an

article based upon an intrinsic characteristic of the article; and comparing the
determined signature to a stored signature. The method can also comprise splitting
the determined signature into blocks of contiguous data, and performing a comparison
operation between each block and respective blocks of the stored signature. Thus a

higher level of granularity in verifying the article can be achieved.

In some embodiments the method can also comprise comparing an attribute of
a comparison result from each block comparison to an expected attribute of the block

comparison to determine a compensation value for use in determining a comparison
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In some embodiments the determining of the compensation value comprises
estimating a function of best fit to the cross-correlation peak locations for each of the
block comparisons, the function of best fit representing an average deviation from the
expected cross-correlation peak locations. Thus an average deviation from the
expected position can be used for the compensation. The average deviation may be
measured in many ways, and may result in a function of best fit which is one of a
variety of functions, which can include a straight line function, an exponential

function, a trigonometric function and an x* function.
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of the article and a comparison unit operable to compare the determined signature to a
stored signature. The comparison unit can be operable to split the determined
signature into blocks of contiguous data and to perform a comparison operation
between each block and respective blocks of the stored signature. Thus a high

granularity analysis of the article signature can be performed.

In some embodiments, the comparison unit can be further operable to compare
an attribute of a comparison result from each block comparison to an expected
attribute of block the comparison to determine a compensation value for use in

determining a comparison result. The comparison unit can be further operable to
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any suitable motor type. Alternatively, the drive could be manual in a low cost

reader. For example, the operator could scan the beam over the article by moving a
carriage on which the article is mounted across a static beam. The coherent beam
cross-section will usually be at least one order of magnitude (preferably at least two)
smaller than the projection of the article so that a significant number of independent
data points can be collected. A focusing arrangement may be provided for bringing
the coherent beam into focus in the article. The focusing arrangement may be
configured to bring the coherent beam to an elongate focus, in which case the drive is

preferably configured to move the coherent beam over the article in a direction



is held fixed. The motor could be a servo notor, free
wo 208ib§lg notor, stepper notor or any suitabl @ciRiE006/002689

type. Alternatively, the drive could be manual in a

| ow cost reader. For exanple, the operator could scan

trans&iSe Qsameomgqrt BRisabf 1thd eel&ic/gaf@\fbaﬁ. a LR LbAgHe Meus _can
which the article is nounted across a static beam The
convewbrshyetret prowisled svithsseydiadtical densj 01 equisialeint ynityer atangemsit.
one order of magnitude (preferably at |east two)
smal | er than the projection of the article so that a
Si gndthérCebodBRS! it @hn b dRRLAIRL difiRtcht BRENGStHE AAtabfdints
collected. A focusing arrangenment may be provided for
relatey to pesittaty mome didEment nsrts né dhe eriicls, findhad the deteetosrarjapgement

.+ The f i n rr.ange onfi gur to bri

inciuifi€a bFAIRY APABELANRRRES e Bnd BIAAHSR Siftredichilelgrom

respécki®e dliffeni paf¢ effethabdriicle onfThiiutdd bk Oadivedt WRh directional
coherent beamover the article in a

detegipise dacpbrptentionerisaigng Wb apbicelr fibses sorosthemeappy atWith
direétﬁﬁﬁsdeté%'&frg @ Q}gl?érqo;a‘?ﬁé’c? GG DY %{Eng? the cOMer&f PehidSabes
W a Ccy ent mrror

Indrical T'ens, or equiva

not wed anpe fimnked. | Indedd) elic etormat bemb sould theGaichmddiianiract the

hat different es of the data points relate to .
wholscsAmAline rYabime: fIpEzcoRpal ?%oréfcotiwe‘g%emplen@pteﬁnbx fogusing

lensﬁrﬁséélec&e&tcﬁﬁer@ﬁ ARARITR Mlafi U R e _cfﬂrlé[églxé'n@.’ Gptical fibres

etector channel s arranged and configured to sense
maydeas¢dein conjomrtiasyeb mivwlaisést er ent parts of the
article. This can be achieved with directional

detectors, local collection of signal with optical

filr BSpo¥ksibl R mARAE Wekabl¥V fehdedi WR&L RN AbteBRF @ffaBESment
or other |ocalised collection of signal, the coherent

consig 9 s an singlee deteetor rhamnst | sPther | snafeasimenty ausg o eletagtor

.staf i nd- | ' ey '
arraJHELE B ol GriSisnh oFoyBP T besh A6, R s AP PSRy Dl
opethble usi ¢culetic asasup wedhtd Pointy f@t duehwdisfercht part dfthe reading

relation to, the detector e|lenents. Optical fibres nmay
voluge, geeerably ac%@har@vp&ﬁ wd%w@qtﬁcarcﬂ? g, Sequrity enbhancemént
: i d t t :
s e g 2y o AR, B8t E6hBirison
betvekadata|poin®t hfthe sate gronpnt Bhisisenparidet evtymonzenientheimesive a

t hat 1coqrﬁ)ri ses a group of detector elenents angularly
CrosgeREElAit ed and operable to collect a group of data
points for each different part of the reading vol une,

preferably a small group of a few detector elenents.
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are preferably at least 2 channels. This allows cross-correlations between the detector
signals to be made, which is useful for the signal processing associated with
determining the signature. It is envisaged that between 2 and 10 detector channels
will be suitable for most applications with 2 to 4 currently being considered as the

optimum balance between apparatus simplicity and security.

The detector elements are advantageously arranged to lie in a plane
intersecting the reading volume with each member of the pair being angularly

distributed in the plane in relation to the coherent beam axis, preferably with one or
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._menb li of the pair being angularly distributed in the
SIHCWSBF@( G PRtteB}Srs orsaly eceleied hwith hegxggption of signals from

f i e r e el her .
orn SRS o e, SRR R oL B e
defirdtipmbejeere ntass-apeelatisnbetveepthelignalsThem tiredifferent detectors so
cross-correlations of the signals optained fromthe
longsy TRV "G ALEHR S 17aA BRI LIS COPelrom B tshtation
locatigd &1 4 @bmirdaIRa iﬂgzrielaﬁn? gﬁgéﬂc‘iﬁﬁ&?}(ﬁ%ﬁolﬁrg‘h@vﬁlﬁe folusing

all owi ng the signatures To be nore relia
crosy-gpyrdatingl eangritowiens theraforeTindicates iat yn ohpartaat part of the scatter

: r - ations i s mewha urpri,si.,ng froma, .
signgl SR SRR  The W' e St Bwd Pe0ur bl s bging te
result wif elireat doyitter 00 b rddffadeestatdiigcdntet@ae BohOA cBinplixdidtase,

from op oints in the pattern). In other words,

osed, €
suchy %rpagerstg;gg W@PSp At Rpsent H@rréﬁm impgrtages phibeispeckbeandenan-
0 r t A0 n, t.h j r t
el OSSEE S AP URRMRI oA G T Mty
expegimeatjupériormgdito ukdee iy klesdatdtostaré motnuichsuringCa paid §eckle

| ogation in.a conmon, pl ane intersecting the excitation
pattqrR It pSmPRHIE UL BB FPe o DS BECRT PRTBRICER

contributions therefore indicates that an inportant

part of the scatter signal is not speckle. The

noFCOFERIng & erasscouelaion compondnt iv itlensignarsrebesinnajsd be of

irect .scatter., ,or a diffu scattering, .

bencf 81 bl Ble” SFbeify 2 b s Bhadisy Pt it 36 RossPip A hieh
resofutib §rihibhG tmaké ap bRRENthat RPrddaké th RohtPROVARIAs 8her the

t he speckl e and nonspeckl e
surface of the genuine article, this would not be able to match the cross-correlation

coefficients obtained by scanning the genuine article.

In the one embodiment, the detector channels are made up of discrete detector
components in the form of simple phototransistors. Other simple discrete components
could be used such as PIN diodes or photodiodes. Integrated detector components,
such as a detector array could also be used, although this would add to the cost and

complexity of the device.



scatter signal contribution is not clear. However, it
is clear fromthe experinents perforned to date that

woOheo7thersaet ors are not neasuring a pure speckl BCT/GB2006/002689

pattern, but a conposite signal wth speckle and

NQRsAPREI& @Qﬁﬁgﬂt@ N Bich |MEARP AHeAllIvdbnAion angle of the laser

cross-correfation component i'n the signature can al so
beamben i dviclefto tbefscanniedypit @lsorsgeme tube myefel‘ﬁhlesml madhice dopidhe

CERENTREC BT S
obta1%( af UAkdc® {i%tl@vtﬁﬁt Jaﬁeoesﬂéf)éﬁ&ﬁy Qﬁea%ﬁ%dmltm@ s@hd b@iffe with

be able to natch the cross-correl ati on
little chmfgé; emearwlmndm aitiokeds Hogradedretweent heasyamsnife Alrleast peme

In the one t f a d
Knowfy e g RV ARPEF (HorBronth YAt AUch gpegelea: fis
effec§ kRl LoD bUAASE Sleily nognlﬂﬁédlﬁﬂeryp&@afﬁns @i ehdenced by the

onponent s coul d be used such as PI N dio

demgmmft&mmeom art Bﬂeébka?@@r%élcb@ﬂlﬁ m@bﬁ%@ﬁe%tzgl 8391 @nd dadegd
t
e LA L s T R el

w1th'db!l1£1h@knc@d@ﬁ@é Iﬁifﬁ:ﬁbﬁed/\ﬁhﬁﬂham?dwély in MOtdtd»rymondlttmns; but was
angle of the | aser beamon the artic| ‘5 % be sc nneg
quitq sengitive te degradationid the Barsy apeday the £ car F%?é’ﬂp bing
the Aaﬁgrfe{vnﬁqgge*sswbﬁ G A6 gﬁt t'%pd%lgé( kl@ﬂffﬁ'hﬁ(t JlFfEféﬁbest@ épB@ar upon
ng scanned 1 n order tain
re-mehmlre&ﬁér&r i Eitel seebﬁuhpr@ﬁmpdomadapmdeﬂkmahma@@n@jaﬁd ban been

sane surface wt le c n,.when
Foung i1 B0 AEBRGURERBLON L P REDL Fiof fEnE: Pad Ao more
sevegé; %Veﬂ@ QUL LSaHRERg UBRURR! V188 ithsdsdeMBenies eR1dding a2Rder
). Once appreciated, this effect seens_ obvious but
pnniet passiap ehrough mphqtmnpmran@qh}neamr@wn AT IAPE e sl Hberpte

e design of song.pr r ckl e readers i ncl uding
scor[:l'Hgglrqu &nza’fg“lrﬁ%‘?gg re’% {é rﬁé)gt he first prototype
reader built by the inventor The inventor's first
prot otype reader with oblique incidence functione

r ed oerihgrefnes bej aVRRIBERONE 3P ymeWH P S9HEE 1L pS figdirect the
coh%ﬁ' tgea?ﬁe %?&ot 'thlgoreaﬁ}mg% @Hath qgatolft \*np}estﬂﬁp%h é-fﬁ&g with near

r e, rubbing the paper wth
northhIN GRidenoBs Bif fricat &m‘malo inddeee Singasf |i6an1t0 or 20 degrees.

ffer ences to appear Upon re 2asuy enent e secon
Auqmw@byg@ hetren Mo CTCRG ke OGN Te Rt P e aetsa This

wﬂlfl%ﬂ neg‘ﬁan gf:%i:féé Hgﬂh\%%b{ﬂ t&%&@%‘i b RAREHneAover the

SO nore
article.

It is also noted that in the readers described in the detailed description, the
detector arrangement is arranged in reflection to detect radiation back scattered from
the reading volume. However, if the article is transparent, the detectors could be

arranged in transmission.

A signature generator can be operable to access the database of previously
recorded signatures and perform a comparison to establish whether the database

contains a match to the signature of an article that has been placed in the reading



severe events such as; passing through various types
of printer including a |aser printer, passing through

waea piTeizeaepi er machine, witing on, printing ORCT/GB2006/002689
del i berate scorching in an oven, and crushing and

refl ttening. 1t n hreforeb V.
T Fduge ady B8 Pat M o TaRsc e B4R BRE Rt o of ehe
read@f‘éﬁbafalﬁi% bEREY DY a¥ alretiBie 36catib@bnd hicoskdell btihe kedanthrough a
article with near normal incidence. By near norma

teleqonmnmmmnﬁémks Bhe mecemnww@gn% bisk mayt taka nyopyentional
fom% Hxéchécf {qén gxﬁrae ess T’xﬂﬁi a&& ﬁﬁsus i aﬁ%é%h Qateflaflﬁalllg o{/é}cthg ﬁﬁ@rﬁeto Mhe

'S MA Ve a negatl
datal defphibieiog @ntl libréd%@slﬁ@&ﬁ)dhlaaha)t beeofueabile,i 4 lmanmmhmranonal
the article. is also noted that in the readers

mOd@é,si@ allpwdhg ﬁgmﬁbredetba iefded ta dhadatahasei nompgicly s fawady
arrangenent is arranged in reflection to detect
radi ati on back scattered fromthe readi ng vol une.
Howwher using & Batabast) ol additort t(ﬁﬂ(:apiag eh¢ sighhierelét mey atss be

coul d be, arranged in trans ure
usekyb 4@ AaRogiate: B9t SiEnapEs élbﬁtf {1?85% &yth 9%189 &%3}3%&0@ ghout the
artlﬁé SUIPLS h i rcggg o RN R, 3D di P4 BF @ passport holder,
onparison to establish whether t tabase cont ai ns
detaalsrmtthmplaoe tubtisiegpfi apampfacoire afhthe rpmdﬂcb or datailh as thesiatended
placed.in the readi ngvol une. The datab y be part
Fle%fmﬁﬂg% OéY‘?ﬂdg & 388& @eg' ﬁtg‘fc %?W%Oﬁ B*mt he reader
apparatus, or nmay be at a renote | ocation and accessed

by the reader through a tel ecommunications |ink.
tel Bmomvgmtmmlimldenhﬁcanay of @ktec@nw% ﬁ@émarlé?mf fperent

udin clinks, and may be
mng%jﬂb%ﬁ?% ug?9§¥é§| ernet a Gta acquisition and
processi ng nodul e nay be oper abI e, at least in soms
operatignal nodes, to allow't h%ﬁg gnat e to g%
to BRENtHREBELAEWHBCRRTRIGrE | i gvif have by
v1rt‘f!1Fl l?tgsfﬁanu'fep:u?rg dfhtefe%g digin ?ﬁi@ﬁlhg%vtep&nﬁz't&f@ %bé&ﬁcdliy pr8¥ided
e use to assocl a t signature in thé
fordadcatitys eunpdshs, oty asnftoroteti givemblbyit tokens art adifisiat ugbres
as a scanﬁed C&Py of the docunent, a photograph of a
§ﬁ%%¥‘ details on the place and tinme of

manuf acture of the product, or details on the intended

sal es destination of vendable goods (e.g. to track
gr eByi paper tat tardhpoard we mean any article made from wood pulp or

inc

equivalent fibre process. The paper or cardboard may be treated with coatings or
. impregnations or covered with transparent material, such as cellophane. If long-term
stability of the surface is a particular concern, the paper may be treated with an acrylic

spray-on transparent coating, for example.

Data points can thus be collected as a function of position of illumination by
the coherent beam. This can be achieved either by scanning a localised coherent
beam over the article, or by using directional detectors to collect scattered light from

different parts of the article, or by a combination of both.
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The invention allows identification of articles made

of a variety of different kinds of materials, such as
woaperoi2saar dboard and plastic. By intrinsic stPATiGB2606/002689

me nean structure that the article inherently wi ||

o 48 Sttt 16 Blistded, (OB W BhCoienti ) mpst apglgptions

Typlf:alrm@@ Qiﬂ' rthd Migidl §ionatEre Wik Quﬁfént%é}ﬁﬁld@&ewgﬁlﬂ% #Ythe range
ens or artificial fibres incorporatéd in

200 hmt facfleb ltssyvlﬁg&)@mwlwmmsﬁw@lm havara élgslala?lgmaﬂue size of
p or equivalent fibre process. The
abm%gg§F§§$%@§g%g%§ d may be treated with coatings or
I mpregnations or covered with transparent material,
such%@é.cellophane If long-termstability of the
ey inplergniation, o thec wyerijon, canrke mﬁgmed@yﬁ@t storing
I
the GERRRHatex h BRHA6K bt AAEEHY Aol R IR HanehPRL UL H1en o
labeF derovei dmrmfthepsxgnﬁtum wiferdih ltheniabelt ¢dhlforb)s fohe n&@ﬁﬁé&éﬁdable
eam Thi.s can be achi eved either by scanning a
encodgPER- coher ent beam over the article, or by using
directional detectors to collect scattered light from
different parts of the article, or by a conbination of
bot h. The signature is envisaged to be a digital
signature in nost applications. Typical sizes of the
digital signature with current technol ogy would be in
the range 200 bits to 8k bits, where currently it is
preferable to have a digital signature size of about
2k bits for high security. A further inplenentation of
the invention can be performed wi thout storing the
digital signatures in a database, but rather by
| abel ling the entitlenent token with a | abel derived
fromthe signature, wherein the | abel conforns to a
machi ne-r eadabl e encodi ng protocol . BRI EF DESCRI PTI ON
OF THE FI GURES Specific enbodi nents of the present
invention will now be described by way of exanple only
with reference to the acconpanying figures in which:
Figure 1 is a schematic side view of an exanple of a
reader apparatus; Figure 2 is a schematic perspective
vi ew showi ng how t he readi ng vol une of

i1



the reader apparatus of Figure 1 is sanpled; Figure 3
is a block schematic diagram of the functional

woanpmzaibs of the reader apparatus of Figure BCTHEBIONGEH02689
4 is a perspective view of the reader apparatus of

BRIEFDESCRIPTSORVOPIHE BiGaXtegnal form Figure 5is a
perspective view show ng anot her exanpl e of an

external formfor the reader of Figure 1; Figure 6Ais
sghemati c,cr.oss-s ional wviewthrough ap glternative
* SERFARC RIS Tahe PRRegBVSoRov Toer B Getcrved by vay

of exaBipl @88y Wath RFreRdRAS thetactSRPRTy IO AL ALRiER- Figure 6C
iS a perspective view of another alternative reader

configuration; Figure 7A shows schematically in side

N e R T R e

illumnation; Figure 7B shows schematically in plan
view the optical footprint of a further alternative
i 4 a7 sehsgeatie merspestivg viewghewing hotw the rdadieg volona! of

I
the real(éﬁ %ﬁaggtﬁsgfﬁ\%y%heldig%&élﬁggbi nation with | ocalised

ation ongate beam Figure 8A is a
m croscope i mage of a paper surface with the inmage
vVeri an area of approximately 0.5 x 0.2 mm Figure

\ 0
shiente 3 nablgek 6ﬁ€m%ﬁ*ﬁg§aﬁﬂmwfpt%sﬁm@ﬁ%¥ espongintshof the

readeﬂaﬁSB%nféQ)\ff}iﬁ%t{%glan area of approximtely 0.02 x 0.02
m] Figure 9A shows raw data froma single

phot odet ect or using the reader of Figure 1 which

censi st s of a photodetegctor sjgnal and . encoder | .
PR 30 peflane SeSAT R acil coerattie ob Ficdea hoagwing it
externfl @Bwhe 9A after linearisation with the encoder signal

and averaging the anplitude; Figure 9C shows the data
of Figure 9B after digitisation according to the

L Als ié ﬁ\f)%l'sioective view showing another example of an external form

for the reader of Figure 1;

Figure 6A is schematic cross-sectional view through an alternative reader

configuration;
Figure 6B is a perspective view of another alternative reader configuration;
Figure 6C is a perspective view of another alternative reader configuration;
Figure 7A shows schematically in side view an alternative imaging
arrangement for a reader based on directional light collection and blanket
illumination;
Figure 7B shows schematically in plan view the optical footprint of a further

alternative imaging arrangement for a reader in which directional detectors are used in

combination with localised illumination with an elongate beam;
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Figure 10 is a flow di agram show ng how a signature of
an article is generated froma scan; Figure 11 is a
wohav/od2sagr am showi ng how a si gnature of an ar PCTIGB2006/002689

obtai ned froma scan can be verified against a
signature database; Figure 12 is a flow diagram
showi ng how the verification process of Figure 11 can
bariglrt ®2eth 4 miaosopatmbgy ofwpapateatfatd withithe imageanoyvering
Figure 13A shows an exanpl e of cross-correlation data

an arefe &PQ&’%@?@B’Q’?&%%H%%; Fi gure 13b shows an exanpl e

of cross-correlation data data gathered froma scan
where the scanned article is distorted; Figure 13C

s Mtipsre 8B &xamidrescope imapesofcoplnsicaturfane wathahe image covering
gat her ed ,fr%glhg 502)2 where the scanned article is

an are o PPEL A alehn0 02 X2 WPked: Figure 14 is a schematic
representation of an article for authenticity

verification;, Figure 15 is a schematic cut-.avva)(‘
peFigprecd Avshowisewwodata frem @i single phhtedatestonmaiag; thaeader of

Figug R Eeesis AL E G ARt ar CEL AR PP ERRREE v =
invention is susceptible to various nodifications and

alternative forns, specific enbodinents are shown by .
wakigute ¥R shpwe thenphatedegretari datpsobhigues @A 1pélee fipearisation with

described i . 3 .d be understood, however,
the epipoC era\ggéj\k Wgsaqlgltﬁlgin&eql%%rpé%g géé’scri ption thereto are not
intended to limt the invention to the particular form
di scl osed, but on the wtrar he .invention isg.to
coVigurePC pRaYS Fb@a«%a,t% ﬁ’g, I%Ei%icllagﬁ’f digitisgtign taﬁF?éﬂgvté’sthe
aver%%!cl%{,ag within the scope of the present invention as

ned by the appended cl ai ns. DESCRI PTI ON OF
PARTI CULAR EMBODI MENTS For providing security and

o Ebie T Lo s o inE PEPLADERRLS, (Tfidrfe Mbencrated
fronl §68hi fyi ng a physical itemcan be

Figure 11 is a flow diagram showing how a signature of an article obtained

from a scan can be verified against a signature database;

Figure 12 is a flow diagram showing how the verification process of Figure 11

can be altered to account for non-idealities in a scan;

Figure 13A shows an example of cross-correlation data data gathered from a

scan;

Figure 13b shows an example of cross-correlation data data gathered from a

scan where the scanned article is distorted;

Figure 13C shows an example of cross-correlation data data gathered from a

scan where the scanned article is scanned at non-linear speed;
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used to reduce possibilities for fraud, and to enhance
bot h actual and perceived reliability of the
we-2ereice system for both provi der and end- BEEIGB2006/002689
Exanpl es of systens suitable for performng such item
identification wll now be described with reference to
Figures 1 to 11. Figure 1 shows a schematic side view
of Righrer 3¢ &xanptlendtica represgatatiappaf oy grticle Tioe authenticity
ti.cal reader apparatus 1 is for neasuring a
verdicghiob yre from an article (not shown) arranged in a
readi ng vol une of the apparatus. The reading volune is
formed by a reading aperture 10 which is a slit _in a
houBignig ili.is Phechematic reyt-apay agtsepetivet HeWnaf @ wptti-scan head
conpanents of the apparatus. The slit has its mgjor
“mg%?gﬁ@ in the x direction (see inset axes in the
drawi ng). The principal optical conponents are a | aser
source 14 for generating a coheren{ |aser heam 15 and
a dBigee bF iard Seheeabint CUBVARREIRECHIe HePl aF &1 mpi-ganyhead
po ﬁg?ﬁ{ gctor elenents, where k = 4 in this exanple,
abe eg 16a, 16b, 16¢c and 16d. The |aser beam 15 is
focused by a cylindrical lens 18 into an el ongate

e B g ifiongisc ey ol B Ry PROPREI GG lcmative

fork3Espeeidi dMibRAEAN afe SHIWIPBE way DTRkEmpRAdahe dhﬁﬁn%s and are
el ongate focus has a maj or axis dinension of abouf 2

hereim desdribedritndetailxi &t shawdd e gmderstepdo hpwavernithat olrawings .and

The aQpt .k cal, canponent s | aed: 1N .
e Bt T s TP ! e O A B Pyl 9 e paticur
fordeiRelosdd, e @ tise t6atrary dtiRr iveitidn iSotd edvai dlhafiodificitions,

of the beamaxis offset at different angles in an
equiralents)iagrt altcspptivies faliwgewithin, the, sorpe K8 ahe arpsent dnvention as

I ' red in reflection froman article
(k?ﬁ%&@ﬁ%e%ﬁﬁgﬁgfgga I'ng volune. In the present exanple
the of fset angles are -70, -20, +30 and +50 degrees.

The angles either side of the beam axis are chosen so

as not to be equal so that the data points they

coll ect are as independent as possible. Al four

detector elenments are arranged in a common plane. The

phot odet ector el enents 16a..d detect |ight scattered
froman article placed on the housing when the

coherent beam scatters fromthe readi ng volune. As

illustrated, the source is mounted to direct the

| aserbeam 15 with its beamaxis in the z direction, so

that it will strike an article in the

14



readi ng aperture at normal incidence. Cenerally it is

desirable that the depth of focus is |arge, so that
wanyodiitdier ences in the article positioning i NPCIAB2006/002689

direction do not result in significant changes in the

e RN QAR AE ARG (ool

approximately 0.5 mmwhich is sufficiently large to
produce good results where the position of the article
r elFar pravidiag serawisye anthawthersation sewines o kedranmengnaich as an

. . . of. S ... .cal

o8 oo TR B oLy L a7 A %o e
used &s wéducagpossibhitiee!for Kaainaid aslenbirce efinveemab pad erdtved
.and depth of focus. A drive notqr 22 is arranged in
reliabH ey Rb thei engpramernce sysiaior el Providerandspd-seraf t he
opti cs subassenbly 20 via suitable bearings 24 or
ot her nmeans, as indicated by the arrows 26. The drive
notExamiplestolf sgstams sambledonparoriting sichdteanidedéfiumion will now

linearly. in.the x direction. over the reading aperture
be diﬁf@sdt thyrefepncp oy g%esilstogcl,anned in a direction
transverse to the major axis of the el ongate focus.
Since the coherent beam 15 is dinensioned at its focus
t o igwwre 1shows gschamaticonda viewrnd axtirspésanmpld of aradef appamtus

i1 t hat i . | ] th jecti L
1 PREHRE sttt B SR mehonkP e et dn gl
shownParrdnged hea Rlaaing vefunkdef the uppdrstuvalhe teAding veluntd @ formed
readi ng aperture is set, a scan of the drive notor 22

by ajepding aperdure 18 vdueleisentlit pe ahoesng d2.s Thp heusing |2 contains the
di ff.er.e f [ V QU / Factlion

AT GRS it 5ph 08, BT MBI E S

direbﬂri:érs(ssamﬁéﬂ a‘xgsh antle id?vﬁng)c hﬂmlmimbbllﬁnﬁmdm‘p)n‘éhﬁ\gre a laser
sho ow t.he reading area is sanpled n tines by

sourgg ﬂnfq%ggeaﬁraep% ﬁg%q%ew&géaﬁea YLl nd gdgtestopsrapgément 16
i t.4 : f it .1 4S;

madd) bl &fufalind BE K1 ARNRREClR AR Wito I = 4 nd B Btinple,

labelled A 6ariébe hbceandohbdt Nehedaljenbeam 16 écfoansgldy axyidindried ldns 18

o o B TS oo B8t e oo
dra\tﬁﬁl(gh afd Iy iltheGadel GMBe ReadidtLagbitude inﬁor&c%g&)?e a8 the
e X n data

slit. Consequent]y, a sequence of I a ]
elongaiefogusdias agptipeativdingngionof pbew 2 mmeandtatminor axis dimension

of about 40 micrometres. These optical components are contained in a subassembly
20. In the present example, the four detector elements 16a...d are distributed either
side of the beam axis offset at different angles in an interdigitated arrangement from
the beam axis to collect light scattered in reflection from an article present in the
reading volume. In the present example, the offset angles are -70, -20, +30 and +50
degrees. The angles either side of the beam axis are chosen so as not to be equal so
that the data points they collect are as independent as possible. All four detector
elements are arranged in a common plane. The photodetector elements 16a..d detect
light scattered from an article placed on the housing when the coherent beam scatters

from the reading volume. As illustrated, the source is mounted to direct the laser

15



fromthe n different illustrated parts of the reading
volunme. Also illustrated schematically are optional

wdizet7anzsae mar ks 28 fornmed on the undersi de of POE/GB2006/002689

housing 12 adjacent the slit 10 along the x direction,
beand wmthhﬁs peah a‘iiisrlﬁcthé OMireffore %8RS SHAGHIS Qaezu‘(’i%%]m the

the marks in the x-direction’is 300 mcrometres
WWMnaak@ﬁaceiswnmmemubyma tail of the elongate focus and

provide for linearisation of the data in the x

direction in situations where such |inearisation is

I eQehdr@lly itaS ddstrable 36t HIREEEptHNoMRBESS Q%@é | softhidi A6 Wifferences
bel ow. The neasurenent is perfornmed by ‘an addi tional

in thp BBiclt pesidoningin the z/\ﬁhr@hon dogoyirgsslitin sigaificdat ewnges in the

col{ ght .from.the
size BERRNAEH 1P ofObLEE b MeitbanE IR, Scfe Bk efRiplS, the
depthref ksu §s Gp‘p”tobtmat@?@ Hpnd whedi i6 3LEELi@RSAIRE to produce good
emtter/detector nodule 19 that is part of thé optics

resulis, wherethp Ipgsigion ofihe adiclecrelative tp dbq m«i:r mdbn e@tmll@d to

n r e
somd§8nn " THR nek ety BERLM diTIoBE ARHARRACanelli P, Fikking
distaped drt iimgrddpercient, k&shjtingrin apirl hdﬁhe@idér ofﬁ Bétw*éen s dize and
nodul e signal is fed into the PIC ADC as an extra
deptlagf f6i%r channel (see discussion of Figure 3 bel ow).
Wth an exanpl e m nor dinension of the focus of 40
m croneters, and a scan length in the x direction of 2
cm dm@cmotog R2Riingraged lrdﬁmdmpﬂngﬂ§ for providing UneaAmotion of

e L b EREREP i B RE ol 2] Rl GRS SR £

arrow26) mfhé drike niofék 2t s sdridstts SoveSthe YRRER Bedr 1RCarkPfh e
k x n < 10,000, It has also been found that incredsing

x diregtion-qies dhe wwrdigsapettwe d Ojsodhai dhe heano Vs ds sdaaned in a direction

s BSETSU Mo, By P BOMETIIL S e v

dimea’smned at ipr facts ehavivatehostsectiondh teypeslants@thrk Of didf @aweng)
rul e of trunb i s that, th? total, nunber of i ndependent

that { fpuch;gpalter than g progeciion of tisdeading xolyms ipe Rignecnarmalfoythe

coheRht BEAAPE @qhxh@ ﬁHe %?%rﬁ&%m?%ﬁi i m@vﬁ%h%hé"@e@?mégef bt is
surfaces. m ni ma therrhlg er or 1o #3 nay

set, ap\cﬂnyoii/\ﬁ)@rctl\@ mo‘am 2@rwillscaust eredehefent beme 16i tohsaatple/ many

it BT o th Fordife Bt W Bricheatdls ShvSobtaee  onal
conmponents of the reader

Figure 2 is included to illustrate this sampling and is a schematic perspective
view showing how the reading area is sampled n times by scanning an elongate beam
across it. The sampling positions of the focused laser beam as it is scanned along the
reading aperture under action of the drive is represented by the adjacent rectangles
numbered 1 to n which sample an area of length 'I' and width 'w'. Data collection is
made so as to collect signal at each of the n positions as the drive is scanned along the
slit. Consequently, a sequence of k x n data points are collected that relate to scatter

from the n different illustrated parts of the reading volume.
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apparatus. The nmotor 22 is connected to a progranmmable

woﬂo@'ﬁ/(ﬁ&ﬁlktpt controller (PIC) 30 through an el egiid®@be/002689
link 23. The detectors 16a...d of the detector nodul e

16 are connected through respectlve el ectri cal
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The PIC 30 is interfaced with a personal conputer (PC).
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ent evi ces may

by alpadidiﬁmdl plib@ittansistas $9 sthivli is @RIDALtieNal detdewi aatugid to collect
el ectronics

nit IC 3 nd PC 34 collectively
lighttgymythe %%%ftﬁﬁﬂwléﬂ&%ga ‘cfl(‘)‘ba&cessi ng nodul e 36 for
determning a signature of the article fromthe set of
data points collected by the detectors 16a...d. In
sohe akheraaqb\teesxampies, R 3uhricsa P8 lvan deared by 4 hiedisgtad ancoder
1N erface ti,on.38 to dat abase,(dB) ,40., Th
emilgS FEIEOE MGy oo dSPaErRL BiF PRESPREISSCh hdfor fnoger
emltfetr/aa@@kop moitiuda”sl A€ kB HERr- cofb t&IdeAt | Mebte eidﬂﬂﬂ@' anaRgiént

be renote fromthe PC 34 and accessed

HEDAS iﬁ)()egpd@hrﬂ‘mﬁll& ahasesh onfa foausedbicht emiittigs rrbmlq éLED) and

oot B4R B OOl RS T PR O (R 18 e
dete¢lat ¢Haanel (46 divouskien of Pigaet 3 etak).y on the PC 34, but

periodi cally downl oaded froma renote source. The
dat abase may be adm ni stered by a renote entity, which
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data ase t e particular and
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10,080nt i lms alsordeen found Heatsingieasing dhomumber f tdegdctors kaelso
o, RS 1 RS A e B8 e
throbdlehahdliagastnting oh HBpradiceSwith tﬂhqsrototypes used to date, a rule of
thumb is that the total number of independent data points, i.e. k x n, should be 500 or
more to give an acceptably high security level with a wide variety of surfaces. Other
minima (either higher or lower) may apply where a scanner is intended for use with

only one specific surface type or group of surface types.

Figure 3 is a block schematic diagram of functional components of the reader
apparatus. The motor 22 is connected to a programmable interrupt controller (PIC) 30
through an electrical link 23. The detectors 16a...d of the detector module 16 are
connected through respective electrical connection lines 17a...d to an analogue-to-

digital converter (ADC) that is part of the PIC 30. A similar electrical connection line
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The way in which data fl ow between the PC and dat abase
i s handl ed can be dependent upon the |ocation of the
woeC@rd2dibhe rel ati onshi p between the operator 8ETHABR008002689
and the operator of the database. For exanple, if the
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conpari son may be needed. In this situation a

the setqhdlate; noams éﬁﬁﬂcﬁfdl?é’ the detestarsd SRotlever, to avoid a
single itembeing entered into the database tw ce.
Figure 4 is a perspective view of the reader apparatus
1 Brsomengkairiplesethie @Chad cdrohave atbess ktoosgingn iheréaed connection

sli.t-sha eadi n erture 10 ar.e evi dent. .
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. an i o fici
e PSSR AAPE R oph g BN 8l Bt s
partipalpePC pasapdanrtmay lihic acass sheddgpaisdsa @innie DnsBsof isbaltrity
shaped position guides could be provided to accept
Wtens of different shapes, such as circular itemns
including CDs and DVDs, or itens with curved surfaces
such as cylindrical packaging containers. Were only
onéhs datebazand0ghnpentain 4 tibrary of provisesly cecondal sigedtares.nithe

i ded f i.ving. the it hus t h
pC Pl R b oh B et 5 acebitThn APk dO g ARTTaRes o
comBAeh 3 kaablARRMeMdd ShSdathRe 80 ©oktalAS @ thitcR 16 BeWigdaure of

mechani sm for renote verification
the article that has been placed in the reading volume. The PC 34 can also be

poli

programmed to allow a signature to be added to the database if no match is found.

The way in which data flow between the PC and database is handled can be
dependent upon the location of the PC and the relationship between the operator of
the PC and the operator of the database. For example, if the PC and reader are being
used to confirm the authenticity of an article, then the PC will not need to be able to
add new articles to the database, and may in fact not directly access the database, but
instead provide the signature to the database for comparison. In this arrangement the

database may provide an authenticity result to the PC to indicate whether the article is
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of article authenticity. Such a system can be depl oyed
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consistent. In this exanpl e, a housing 60 is provided,
twichavi ng an article feed tray 6 1 attached thereto. The
tray 6 1 can hold one or nore articles 62 for scanning
by the reader. A notor can drive feed rollers 64 to
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able to scan one or nore single

canner nay .
Scang 2eiot Bay %ﬁtpg’r"i“%ﬁ [for repeiuimedheBe®. or material or

t hree-di nensi onal itens such as packagi ng cartons.
Figures 6 show exanpl es of further alternative

phil?hu:’c there bas g rbacri dc&;nbcd am exaaplerof d scahhing avdavigniatyre

e article is r‘iD\f hrough the r adertblyauseh As,

geneg praratus sultab or use In a stcurity mechanism remote verification
of article authenticity. Such a system can be deployed to allow an article to be
scanned in more than one location, and for a check to be performed to ensure that the
article is the same article in both instances, and optionally for a check to performed to
ensure that the article has not been tampered with between initial and subsequent

scannings.

Figure 5 shows an example of an alternative physical configuration for a
reader where a document feeder is provided to ensure that article placement is
consistent. In this example, a housing 60 is provided, having an article feed tray 61
attached thereto. The tray 61 can hold one or more articles 62 for scanning by the

reader. A motor can drive feed rollers 64 to carry an article 62 through the device and
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in Figure 6A, a reader housing 70 can be provided wth

a slot 7 1 therein for insertion of an article for
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aut henticity and un-tanpered nature of the card. Suc%
cartongieyi ce coul d al so be used, for exanple in the

context of reading a mlitary-style netal IDtag

(which tags are often also carried by allergy
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As shown in Figure 6B, the reader may be configured to scan the article when
moved along a longitudinal slot through the housing 70, as indicated by the arrow.
Alternatively, as shown in Figure 6C, the reader may be configured to scan the article
when inserted into or removed from a slot extending into the reader housing 70, as
indicated by the arrow. Scanners of this type may be particularly suited to scanning
articles which are at least partially rigid, such as card, plastic or metal sheets. Such

sheets may, for example, be plastic items such as credit cards or other bank cards.
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It is possible to design a functionally equival ent

optical systemwhich is instead based on directiona
wdebwmizaie that collect light only from | ocal i Bet/GBe®a02689

in conbination with excitation of a nuch |arger area.

Fi gure 7A shows schematically in side view such an

I magi ng arrangenent for a reader which is based on
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Thi's exanpl e may be considered to be a devel opnent of

the exanple of Figure 1 in which directional detectors

ar rqvi de t I r Of vifats :
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..0of detectors olé"‘l}ieCt s light signal froma mddle
withygreitaion ¢fa PHEN W8T A5 on strip and a third bank of

detectors collects light froma |ower portion of the
excitation strip. Each bank of detectors is shown
haWigere 4 Acshows| sghemasically in side iedasush agiigyasingrarrangement for

appr gxi,nat.el ] . M LSt f. . .
o regft PR st rectOBA el RUTBRAA ityminagon with a
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i ndependent data points can be increased .
microlens array 46 so that adjacent strips of the detector array 48 only collect light

from corresponding adjacent strips in the reading volume. With reference to Figure 2,
each cylindrical microlens is arranged to collect light signal from one of the n
sampling strips. The coherent illumination can then take place with blanket

illumination of the whole reading volume (not shown in the illustration).

A hybrid system with a combination of localised excitation and localised

detection may also be useful in some cases.
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by a factor of mfor a given scan length 1. As
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Is figure 1sinc to 1llustrate
whermor Bsthe piuodet pf fsulahvwmnﬁ adfels: exnitation stripy avhepaper,3 ar the

sl b S e B S Bh T By ke
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wood or other fibres t make up the paper.
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contlessi gned for a specific class of goods, the wavel engt h
of the laser can be tailored to the structure feature
size of the class of goods to be scanned. It is also
eVvigiiMg fnbazrmwﬁbéd e gnht@&t tth&uh@tc etmﬁé&tefnesc @nd functional
structure of each piece of paper will be unique in

complpents t ofd epuewes reatler apparatuses, the numencal processing used to

determine a signature will now be described. It will be understood that this numerical

processing can be implemented for the most part in a computer program that runs on
the PC 34 with some elements subordinated to the PIC 30. In alternative examples,
the numerical processing could be performed by a dedicated numerical processing

device or devices in hardware or firmware.
Figure 8A is a microscope image of a paper surface with the image covering

an area of approximately 0.5 x 0.2 mm. This figure is included to illustrate that

macroscopically flat surfaces, such as from paper, are in many cases highly structured
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papeg gt qogiilbpitraged in dgire SAnkitevamihiplevelofisurface wdvidien gse be
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conput ed and subtracted fromthe intensity values. The
pr Pncﬁﬁg’revgor g’t i?ca\llnalleueesgentially pointless to go to the effort and expense of
making specially prepared tokens; when unique characteristics are measurable in a
straightforward manner from a wide variety of every day articles. The data collection
and numerical processing of a scatter signal that takes advantage of the natural
structure of an article's surface (or interior in the case of transmission) is now

described.

Figure 9A shows raw data from a single one of the photodetectors 16a...d of
the reader of Figure 1. The graph plots signal intensity I in arbitrary units (a.u.)

against point number n (see Figure 2). The higher trace fluctuating between I = 0 -
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thus fluctuate above and bel ow zero. Figure 9C shows
the data of Figure 9B after digitisation. The

wdi2gi7toizasi on schene adopted is a sinple bi nar pCoO/GB2006/002689
whi ch any positive intensity val ues are set at value 1
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has a high degree of |inearisation accuracy

beenwompdteel ateybleacted from) the Hatgnsitynedidss a’EheoPr%tSS% gata Jehes
be u The data is acquired by the PIC
thusgﬁgtt‘%ﬁialﬁ Veoaé’?g) *r“g%:r?he ADC 31. The data points are
transferred in real time fromthe PIC 30 to the PC 34.
Alternatively, the data_points coul d he stor in.. .
ey 96 senmys oheion sl i b pitgation
f 1tfaluBSre set at
schedB4SAE R g Srpfi¥inar) Bc BLRRER oy Bhoill MueBl T B e sot e
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Figure 9A Step S2 uses nunerical interpolation to

the same aligitisatiop achnzanid applindreposisianyy.so that the encoder
transitions are evenly spaced in tine. This corrects
for local variations in the notor speed. This step can
be Fpgikd 00 PR1LW diddearPChShinkho® agmunirerof pnagides gShempted
S3 is an optional step. If performed, this step
frommysaani cal |y differentiates the data with respect to
time. It my also be desirable to apply a weak
snoot hi ng

Step S1 is a data acquisition step during which the optical intensity at each of

the photodetectors is acquired approximately every 1ms during the entire length of

scan. Simultaneously, the encoder signal is acquired as a function of time. It is noted

that if the scan motor has a high degree of linearisation accuracy (e.g. as would a

stepper motor) then linearisation of the data may not be required. The data is acquired

by the PIC 30 taking data from the ADC 31. The data points are transferred in real
time from the PIC 30 to the PC 34. Alternatively, the data points could be stored in

memory in the PIC 30 and then passed to the PC 34 at the end of a scan. The number

n of data points per detector channel collected in each scan is defined as N in the

following. Further, the value ay(i) is defined as the i-th stored intensity value from

photodetector &, where i runs from 1 to N. Examples of two raw data sets obtained

from such a scan are illustrated in Figure 9A.
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function to the data. Differentiation may be usef ul
for highly structured surfaces, as it serves to

wanb@rmaztie uncorrel ated contributions from t hePeTgBah06/002689

relative to correlated (speckle) contributions. Step

S4 is a step in which, for each photodetector, the

mean of the recorded signal is taken over the N data
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phot odetector data to conpute a digital signature

representative of the scan. The digital signature is
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(speakle) conttiblaingi bed. Step S6 is an optional step in
which a smaller '"thunbnail' digital signature is
created. This is done either by averagi ng together

adj : ; T j ear, r
<0960 SRR PR TR R P b
signabispiakers buer thadV datagfointhe Honieatin ahbtodeibeot, ahisanednsvalue is

f d si i di ti. t el
subtigeted Fromaft ol e late, Rty that e 1431 st STRBULeel phogt apro
intefSity. Reéfb¥eRcAiBMddedo FRukdeB hARME @dwiahaxaBble off¥Sscan data set

thunmbnail digitisation is defined as tk(i) where /

after lipearisation aqdsublrastion o€ a chmpeigdprersgs.on factor. Step S7
is an optional step applicable when nultiple detector
channel s exist. The additional conponent is a

Cr igp S diyditdels Othe Cambspienphatadetediart askabrt wepuiche digital
. intensity data obtained fromdifferent ones of the
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data just described. These further optional signature components are now described.

Step S6 is an optional step in which a smaller ‘thumbnail’ digital signature is
created. This is done either by averaging together adjacent groups of m readings, or
more preferably by picking every cth data point, where ¢ is the compression factor of
the thumbnail. The latter is preferred since averaging may disproportionately amplify
noise. The same digitisation rule used in Step S5 is then applied to the reduced data
set. The thumbnail digitisation is defined as ty(i) where i runs 1 to N/c and c is the

compression factor.
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type of document, such as a passport of a given type,
or laser printer paper, the crosscorrelation

woaaed7foizdient s al ways appear to lie in predi ctabC®GB2006/002689

ranges. A nornalised cross-correlation can be

calcul &t ed bet ween ak(i),.a aj (i), ere, kIl and k, 1 .
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in verification processing is described further bel ow
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fundiion Tesclefiped 4s of detectors may be used. The intensity
val ue has been found to be a good crude filter for
mat eri al typgilsgyﬁ it is a sinple indication of
overal || refl egtTVi G)and roughness of the sanple. For
ex LQ?= T he intensity val ue the
unnor nal | ygz ter renoval of the average
val ue, i.¥®< “hackgr ound. The signature data
obt ai ned from scanning an article can be conpared
agai nst records held in a signature database for

verj fication purposes and/or itten to the database
{ o ARRHE 45856t 0L L GoBY el tion ag HATL BEb oA b paredfer Use in

late®ydrichifn ah@ BAGR of thepRUk HAth8BARE cbREIRHich Minklior, & didfple
the digital signature obtained in Step S5. This can

the Byt wishiahalf npaximump(FSAEMD e I higyuse 0é ther crossreorsfationsoefficients
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coefficients obtained in Step S7 and the average
val ue(;ﬁ) obtai ned in Stg%o S8. Alternatively, the )
t hotgh a8 & Aegthegeonrfiospk giepnwhich eis aioacempie ob siseplefintensity
. PR p ey ing ‘e
oV R TREE A0 AR, SEREALRO ALy BE o era
averdge abasdh of the mean values for the different detectors or an average for each

detector, such as a root mean square (rms) value of ay(i). If the detectors are arranged
in pairs either side of normal incidence as in the reader described above, an average
for each pair of detectors may be used. The intensity value has been found to be a
good crude filter for material type, since it is a simple indication of overall reflectivity
and roughness of the sample. For example, one can use as the intensity value the

unnormalised rms value after removal of the average value, i.e. the DC background.
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Figure 11 is a flow di agram show ng how a signature of
an article obtained froma scan can be verified
wageingsia si gnature database. In a sinple PCT/GB2006/002689
i npl enent ation, the database could sinply be searched
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V3 I's an optional pre-screening test that is perforned
before analysing the full digital signature stored for

t has: rd: ' . ; i O [ tur.e, ln.
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fror®@ searecandeparifidd agahstatsiglamre dataespondi ng stored

values in the database record of the hit. The '"hit'

isrejected fromfurther processing if the respective
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cross-correlation coefficients obtained in Scan Step

S7 are conpared agai nst the correspondi ng stored

val ' d e rd he~hi.t. The 'hit.),is
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0 ﬁr edefined range. The article is then rejected as

on-verified (i.e. junp to Verification Step V6 and
I ssue

Verification Step V2 takes each of the thumbnail entries and evaluates the
number of matching bits between it and t(i+j) , where j is a bit offset which is varied
to compensate for errors in placement of the scanned area. The value of j is
determined and then the thumbnail entry which gives the maximum number of

matching bits. This is the 'hit' used for further processing.

Verification Step V3 is an optional pre-screening test that is performed before
analysing the full digital signature stored for the record against the scanned digital
signature. In this pre-screen, the rms values obtained in Scan Step S8 are compared

against the corresponding stored values in the database record of the hit. The 'hit' is
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fail result). Another check using the
cross-correlation coefficients that could be perforned
wonowanediscati on Step V4 is to check the w dt hPot/GB2606/002689
peak in the cross-correlation function, where the
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is repeated for different offset values of j , to

conpensate for errors in placenent of the scanned

area, until axi mum nunber of matching bl ocks is
found, Defi ﬁﬁ%(&ty} he maxi mum nunber of matching

bl df;tk@')= f an accidental match is

cal cul ate y@rlfjﬁt'{{?: p(M Y (I - ) C w=n~M where
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If the width of the re-scanned peak is significantly higher than the width of the
original scan, this may be taken as an indicator that the re-scanned article has been
tampered with or is otherwise suspicious. For example, this check should beat a
fraudster who attempts to fool the system by printing a bar code or other pattern with
the same intensity variations that are expected by the photodetectors from the surface

being scanned.

Verification Step V5 is the main comparison between the scanned digital
signature obtained in Scan Step S5 and the cormresponding stored values in the
database record of the hit. The full stored digitised signature, di™(i) is split into »
blocks of ¢ adjacent bits on & detector channels, i.e. there are gk bits per block. A
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for the above equation gives a probability of an
accidantal deaielis calgpleteddty eveluBting: verification Step V6
issues a result of the verification process. The
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yields around 314 matching blocks out of a total number of 510 blocks, when
compared against the data base entry for that piece of paper. Setting A/=314, n=510,

s=0.1 for the above equation gives a probability of an accidental match of 107177

Verification Step V6 issues a result of the verification process. The
probability result obtained in Verification Step V5 may be used in a pass/fail test in
which the benchmark is a pre-defined probability threshold. In this case the
probability threshold may be set at a level by the system, or may be a variable
parameter set at a level chosen by the user. Alternatively, the probability result may

be output to the user as a confidence level, either in raw form as the probability itself,
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order to find the hits. Thus there have now been
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mﬂaﬁeéﬂﬂ@hehﬁe article to the sensors in the scanner is
non-linear. This may occur if, for exanple the article
i s being noved al ong a conveyor system or if the
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of a scan of an article. Thus a
In some examples, the method for extracting a signature from a scanned article
can be optimised to provide reliable recognition of an article despite deformations to
that article caused by, for example, stretching or shrinkage. Such stretching or
shrinkage of an article may be caused by, for example, water damage to a paper or

cardboard based article.

Also, an article may appear to a scanner to be stretched or shrunk if the
relative speed of the article to the sensors in the scanner is non-linear. This may occur
if, for example the article is being moved along a conveyor system, or if the article is

being moved through a scanner by a human holding the article. An example of a
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nodi fied validation procedure will now be descri bed

wth reference to Figure 12. The process inpl enented
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by ademiam thesk ief-lnearities edi ey grelatlyl dxaggdrated and any
snoot hing/differentiation or the like) at step S22. In
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represents a subsection of scanned area o he scanne
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usi ng a thunbnail approach with one thunbnail for each
the pprylirearifig® results of these cross-correl ation

cal cul ations are then anal ysed toidentify the |ocation

of the cross-correlation peak. The | ocation of the

Cr CH®qRodes$ airried opeakacesrdhfenvitlo Riparel, ahn stictpdeSdthel & all

he expected | ocation of , the peak for the case were a
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referencEigbiges 1B Ant 48 Bohsihwid@ Figure i Beo exawitb @bsdurd-ihg wostent

fté%%ﬁ@et he cross-correl ati on peaks are exactly where

0 f%d, such that the notion of the scan head
relative to the article has been perfectly |inear and
the article has not experienced stretch or shrinkage.
Thuds ahgymin Figure 12, the scanning process for a validation scan using a

block-wise analysis starts at step S21 by performing a scan of the article to acquire the
date describing the intrinsic properties of the article. This scanned data is then
divided into contiguous blocks (which can be performed before or after digitisation
and any smoothing/differentiation or the like) at step S22. In one example, a scan
length of 64mm is divided into eight equal length blocks. Each block therefore

represents a subsection of scanned area of the scanned article.

For each of the blocks, a cross-correlation is performed against the equivalent
block for each stored signature with which it is intended that article be compared at
step S23. This can be performed using a thumbnail approach with one thumbnail for

each block. The results of these cross-correlation calculations are then analysed to
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relatippid the s¢an hepdcorapared foil Positioncupentinifialscagniag.ep S21 in
order substantially to reverse the effects of the
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A variety of functions can be test-fitted to the plot of points of the cross-
correlation peaks to find a best-fitting function. Thus curves to account for stretch,
shrinkage, misalignment, acceleration, deceleration, and combinations thereof can be
used. Examples of suitable functions can include straight line functions, exponential

functions, a trigonometric functions, x* functions and x° functions.
Once a best-fitting function has been identified at step S25, a set of change

parameters can be determined which represent how much each cross-correlation peak

is shifted from its expected position at step S26. These compensation parameters can
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Another characteristic of an article which can be detected using a block-wise
analysis of a signature generated based upon an intrinsic property of that article is that
of localised damage to the article. For example, such a technique can be used to

detect modifications to an article made after an initial record scan.

For example, many documents, such as passports, ID cards and driving
licenses, include photographs of the bearer. If an authenticity scan of such an article
includes a portion of the photograph, then any alteration made to that photograph will
be detected. Taking an arbitrary example of splitting a signature into 10 blocks, three
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validation test even if the overall match of the

docypent_ i S;sSuUffigi: i.ah. '

Ao e R R y g G e e B for
exadBR. the Hathel s dtpetypnddendifidd by gassper, dripingnliedcd enidentity

nane, 302, a phot ograph of the bearer 304 ?sig tur
cardyfor a8, 0 2 Ak FeRpHTE Holdsy BZ@% qopEnis ALY 0% Eérﬁ?ce

whegé az@iEtEH E%ﬁatfufé)(g@ af‘besag?%r QhriifieVs iaﬁ)%‘?&l. Sy §ﬂ§5 %[&k%g@analysis
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alteration to the identjty card, a.scan area for

nants s SYRT RO R L P B SRRl PP e gyt A block

whilh esﬁés%xn&f tolthe p6afith 684h ARSI plentRRTONTIHIRY Cande dpe&ied to
el enents. Various exanple scan areas are marked in
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sc ar ea 1.includes.part o [
plai ol g fe AR ooy Bl 5 B el ER AT By grent
failedil dietgidaticr fesdveh MEthp bisdthlk ehafhraf thddcouplent Baafficientlg high
323 includes part of the signature 306. Exanple scan
to oBfaima pass Pl udes part of the card nunber 308. The area
and el enents selected for the scan area can depend
upon a nunber of factors, including the elenment of the
docanerimpleiof lan iidentity ¢capd 800 islshbyn it Biguee 30tudbe efentity card

300 includes a printed bearer name 302, a photograph of the bearer 304, a signature of

the bearer 306 (which may be written onto the card, or printed from a scan of a
written signature or a signature captured electronically), and a printed card number
308. In order to protect against fraudulent alteration to the identity card, a scan area
for generating a signature based upon an intrinsic property of the card can include one
or more of those elements. Various example scan areas are marked in Figure 15 to
illustrate the possibilities. Example scan area 321 includes part of the printed name
302 and part of the photograph 304. Example scan area 322 includes part of the
printed name. Example scan area 323 includes part of the signature 306. Example

scan area 324 includes part of the card number 308.
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posifivé mthéntishty Feshcal i sed damage or alteration in
predeterm ned regions thereof. Danmage or alteration in
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Thus there have now been described a number of examples of a system,
method and apparatus for identifying localised damage to an article, and for rejecting
an inauthentic an article with localised damage or alteration in predetermined regions
thereof. Damage or alteration in other regions may be ignored, thereby allowing the

document to be recognised as authentic.

In some scanner apparatuses, it is also possible that it may be difficult to
determine where a scanned region starts and finishes. Of the examples discussed
above, this is most problematic for the example of Figure 6B, where an article to be

scanned passes through a slot, such that the scan head may “see” more of an article
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upon a previous scan an article to determ ne
discabdeidner the sane article is present for both scans.

Thus there has now been described an number of techniques for scanning an
item to gather data based on an intrinsic property of the article, compensating if
necessary for damage to the article or non-linearities in the scanning process, and
comparing the article to a stored signature based upon a previous scan of an article to

determine whether the same article is present for both scans.

When using a biometric technique such as the identity technique described
with reference to Figures 1 to 14 above for the verification of the authenticity or
identity of an article, difficulties can arise with the reproducibility of signatures based

upon biometric characteristics. In particular, as well as the inherent tendency for a
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N3 SG8E AB I QP HRIP 38! ReaBl b 18 8 AR MR @ four o

verifircation®scanni ng ¢an be” pro
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factors such as
others in order to provide signatures from positions adjacent the intended scan
location. Thus greater robustness to article misalignment on verification scanning can

be provided.

The offset between scan heads can be selected dependent upon factors such as
a width of scanned portion of the article, size of scanned are relative to the total article

size, likely misalignment amount during verification scanning, and article material.
Thus there has now been described a system for scanning an article to create a

signature database against which an article can be checked to verify the identity

and/or authenticity of the article.
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used, such that three, four or nore signatures are
created for each item Each scan head position can be
Of 1:5 8dmé eRBMbIRS, RIfHSF PeaiheBll PB5itibMs BAPYE dUSedS SHAPTAL Bfice,
from positions adjacent the intended scan [ocation.
fouray morgrsignagires atsuereated fon enchriteins| Eachi seini hpadwposition can be

er. i gat | annLn n.be provided. The. of fset
Offs%te{r%et%gs%gﬁs ﬁéa%a 1rogol % ?Ogﬁ‘ge FERHIES LB RASTHORS [fé?ﬂ?%‘ﬂ't the
intentjedn sadc levasios.ucTiag @reatedt Rbafinsssathagi@er Higefhedthen
.article, size of scanned are relative to the to?al
veriiiealiop seangingcan beypgpyided. sal i gnnent  anount  duri ng
verification scanning, and article material. Thus
t here has now been descri bed anot her exanple of a
sy dhenffbadbetvomniscaghead positions can be selected dependent upon factors

such as a width of scanned portion of the article, size of scanned are relative to the
total article size, likely misalignment amount during verification scanning, and article

material.

Thus there has now been described another example of a system for scanning
an article to create a signature database against which an article can be checked to

verify the identity and/or authenticity of the article.
Although it has been described above that a scanner used for record scanning

(i.e. scanning of articles to create reference signatures against which the article can

later be validated) can use multiple scan heads and/or scan head positions to create
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an article to create a signature database agai nst
which an article can be checked to verify the identity

wand7on2&aet henticity of the article. Al though PCTIGB2006/002689

been descri bed above that a scanner used for record
scanning (Jj.e nnln of ar&%f es to.creat

mulsiple FigRRHIRS 0f GhaRITRed AGIORESSTRR o e rbs B systerp fpy later

vahdaltlﬁﬁ%awh goval idated) can use multiple scan heads and/ or
p05|t|ons to createnultiple signatures for
an article, it is also possible to use a simlar
stem f r | at er v | i dat.i on ann| n For

i 1 )%a%itfl %ead
o an femiley @ SeaBnefox W8 M daydHOATL SRR Y RaUeTRiIs Brag
headsrtgaéilagl%afﬁtﬂt %)Ié PR 6h BeHnt 4iPhBurésthd ﬁéltgbﬁé}a&dafEach of these
signatures to be generated. Each of these multiple
multigle grganturesscan dn chmpersdpa rasiattabgseaofcramé% gigeAtuieschigh anay

at u whi ch its nu e
“Sﬁlfs‘ﬁogﬂ%t Lﬁﬁ}blp oV SRR RS &%08?0 el C%?&% t%}e P ltnrlﬁ eF foct that,
altholghtthe datfdrbi@uathatuies @i Ay Reth nsdyoney tees sipnatura atilliallestll

may vary these signatures will al]l still be extrenely
be extipmlyrdifferenidoany siEngiaesforany ethenifgms amagich betiygen gny one
tch.be C [
oA S Y o SRS SEARTLOTB0 A Gt At
confidétick ii&{}@ﬁ&erﬁmﬂﬁﬂcﬁmdnncitﬁef ardiéamh.i t y and/ or
authenticity of an item A nultiple read head
val i dati on scanner can be arranged nuch as descri bed
WAt}nﬁlﬁéﬁr@Mﬁ 4OV QHEE sé'fim@pea‘hebe birlEMd SBuctPas described
mul t1p read ead position validation scanner can be
with asferangetd Rigieh 14sboes cImikbwdsew miultipld wadhead pesitRingyalidation
above, Al so, .for  bot ord and v
scams it Ao RtedR e MO R g 4 SES AR Al
for bHﬂH‘ thé RlcErdSaANai8abnREdd) ASyftemh of@ambﬁea@mame l8€an heads
onbli ned into a single devi ce. Al t hough t he
and reuli.tﬂpth b glosiont peracatbemddas br PoEINH inte Asingls i
detail, nunerous variations and nodifications wl|
becone apparent to those skilled in the art once the
abguRowhihstit emboéinients aovy happbemi dsatbedlin cnsmdet’ab:lndtethll

that the following clainms_be interpreted.t
numegPps ¥aNEHONRINAAPOYHSAANS %3@@%%@9%@ iesthgeg %i'ﬁ@awlé? frt
|
once%ﬂ%hﬁ’@e%ﬁ%cﬁle Sys fut %]a gﬁcﬁ%@& efnid iQfent SRS th %A claims

npr|S|ng a signature

be imkeipe¢tad natdntbracenall smpk raltiatonso antk nendifications @5 gmelt @s etheir
from an
equivalents.
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article, the signature determ nation unit conprising:

a reading volune for receiving an article; a source
wobano7gersasati ng a coherent beam and directi ng PO®GB2006/002689

coherent beam sequentially onto a plurality of regions
CLgEM@ surface of an article in the reading volune; a

etector arrangenent for collecting a set conprising

groups of data points from signals obtained when the

coherent beam scatters f.r the different regions of
an A oPiemelor HepHE G aRRrtigley e ANem REWEIREY: 11 o ont

oneg Qénah'&@ SHQHRSaRh Gt dpBAbR! & USkAhiRe [ sipadfut€ from an

fromreéspective different regions of the article; and
artigled thessignague deteimpimationdunit ewepyssingy unit for deter mi ni ng

a si gnaturedof tlie article ifromth?_set of groups of

dat a poi AU gmgg%gﬁlgg%aﬁm’t{c eOper able to conpare

the det epdoifd for PRAHIRs a0cohefech? besn SAndNditdétig the coherent

wherein the conparison unit is operable to splrt the,

det beam seqrestighaonioe plyradith pbrgeionstof osvrfage ofi en @sticle in the

and . f a conpari son operation between each

bl of aah‘%t(};orhgt{sl%]ect ive bl ocks of the stored signature.

2. The sysietsttmfarsihgémerk, fombaliceting et canprsihg grouphiof data

is further operable to conpare an gttrigute of a

conpamis diom signets PhigicdaWhery|the IR PFAB nscaergnfrom the

eXPRt&ehtabsibhdE & Sick!if B dehing 9BRME, $8BreliPdifferent ones of
determ ne a conpensation value for use in determning
a ctmpgoipoof dats pbings whade whevatiemfromeaespentivy direntimégions of
S fur%ﬁle{ﬁ.o rable to determne a simlarity result
bet \%ee P8 et er ni ned si gnature and the stored
si gnat ur @, dds hefhiditién aRPRIRESNg iniY %ﬂl@etérﬁ;iﬁ\iﬂg WSkighdtre of
determ ned signature, 3. The system of claim 2,
whethg articledrane theet efogounsiaf date popds;ade to apply the
conpe [ ' d ] 1|
o Boapaieiath (it sBekBiet) hlneld Tl BB AOE BB Y, Sored
sigh@tird;i nearity in the determnation of the determ ned

si ghat ure. . . .
g wherein the comparison unit is operable to split the determined signature into

1.

blocks of contiguous data and to perform a comparison operation between each block

and respective blocks of the stored signature.

2. The system of claim 1, wherein the comparison unit is further operable to
compare an attribute of a comparison result from each block comparison to an
expected attribute of block the comparison to determine a compensation value for use
in determining a comparison result; and wherein the comparison unit is further
operable to determine a similarity result between the determined signature and the

stored signature, using the compensation value to adjust the determined signature.

3. The system of claim 2, wherein the comparison unit is operable to apply the

compensation value to adjust the determined signature to compensate for damage to
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4. The systemof claim3, as dependent fromclaim 2,
wherein the conparison unit is operable to apply the
woanp@zdasi on val ue to adjust the determ ned sPQMARB20085/002689
to conpensate for a non-linearity in the relationship
the PREMGERKER Card/ i 87 R LidkAFityS iPfthd letet @AM MO Betenined
The system of any preceding claim wherein the reading
signedlrene i s arranged such that the article can be noved
relative to the detector arrangenent. 6. The system of
any preceding claim wherein the detector arrangenent
4. i s TResaking of @ldié Moasedbperdent from Elaink ¢ whesh B comparison
volunme, 7. The system of .any of clains 2 to 6, wherein
unit is@peghisdpiapply thaicompensaiien kaineto vy theadedermined-signgture to
confifeiile 161 8 BpAL AT g MiAldktlp Heofeh MR AR 8 01 the
readiag velpandi ng bl ock of the stored signature to an
expected cross correlation peak |ocation to determ ne
t he conmpensation value for use in determning a
5. COMMPRY byi@fin of Sy toredddinkGaift SHIRFEIQ khd tedliilly 7vol1¥iﬂ@ iChrtanged
the conparison Unit is operable to determne the
suchdingy eresaticlercan kb newvied relativertathedgtestdrianengomnensf best
fit to the cross-correlation peak | ocations for each
of the block conparisons, the function of best fit

6. I EPTRS &Rétkd ofANR Ve Mind! Wabreld &Y UBRCIOX REGhEMment is
cross-correl ati on peak locations. 9. The systemo

opesitie tn 18 maried rmlativeie theuardingyolamepest fit is one of a
straight line function, an exponential function, a
trigononetric function and an x2 function. 10. The

7. sysTheswitena oy apy ef ddinxR ! 63 iwhereipthealdhpatisorcwmiipialopetable to
determ ned, si gnature to gq‘]ﬁpi&gr al i tty of stored

corgpaf aR ARl crops-copglatign p AONPiR SHMPYIOPABTUt begween a

i r t t i :

blobk BEUR e\ TBidEte W W coBBLREhg PG KB ol jgnature

to dFihexpegtletross cartaatmpaak 10@tion pe datetmineche ebmpensation value
match. result if the .det errIi ned si gnhature has

foryise By JRtsTAMNING S coPAriSongeit ar i ty result |ower than a
predeterm ned threshold for each of the stored
signatures. 13. The system of any preceding claim

8. whetlb¢ nysi¢me of eiginr 7,swirereinithe ¢ampapispmbhit is operable to determine

the compensation value by estimating a function of best fit to the cross-correlation
peak locations for each of the block comparisons, the function of best fit representing

an average deviation from the expected cross-correlation peak locations.
&

9. The system of claim 8, wherein the function of best fit is one of a straight line

function, an exponential function, a trigonometric function and an x> function.

10.  The system of any preceding claim, operable to compare the determined

signature to a plurality of stored signatures.

11.  The system of claim 10, operable to find a closest match result between the

determined signature and the plurality of stored signatures.
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calculate a simlarity result for each conpared bl ock.
14. The system of claim 13, wherein the conparison
wanbdz/oigieper abl e to conpare the simlarity reBdriGB2006/002689
at | east one predeterm ned block to a predetermn ned
simlarity threshold. 15. The system of claim 14,
wherein a conparison unit is operable to return a
12ne g dthie vaystconpéirciadion9 rags 1), topierablehto eatemt a afo traih result if the

imlarity . result r th t |east on redet erm ned
acr BTty o e dbriaid Bemtioa iy et lower than a
prédetepmiiet dhresiRI@ FéH QSIS 0Pthe totddNigmkirty result for the '

signatures as a whole. 16. An article identification
met hod, conprising: determning a signature from an

artigl e 1k . Sjgnature conpri ses:

1551 - de B o B B Al PPy R e Sible to

calplilateed sitnylatify resgt foreacH canmuwed sleek.of an article in the
readi ng volune; collecting a set of data points
conprising groups of data points from signals obtained
whe =y f i L.Nsi.c

L Lt 7 e i, 1 b 2 6 p T bbbl feompare

the sienilgrityussult firat Eastooregaedeterminedrblocksipeciredaehiihéesignlarity
r i1 ns of the article; and determ ning a signature of

th’ie rticle fromthe set of data points; conparing the
determined signature to a stored signature; splitting
the determ ned signature into bl ocks of contiguous

15dat atheatystepepf elaimnls, avhentip ar ¢omparispre uatti is wpbebleenreturn a

I . spective blocks. of the stofe
eGSR SR e OB Syt Bl e ot ot on
predergminfid tock WRAbd 0§ aditeddtdriinddtsemDiritd (HSHAd, r8@idless of a

,r%sult from each bl ock conparison to an expected

sirgilaryty grsplt o the mignatugrsias @viole i son to deternine a
conpensati on value for use in determ ning a conparison
result; and determning a simlarity result between

16t he Ateargrleiidedifsagoanethed vuthprisingst or ed si gnat ure,
et TSR 2o ' Stcl?, SHetéih detesmining the Sgnature

comprises:

directing coherent radiation sequentially onto a plurality of regions of a
surface of an article in the reading volume;

collecting a set of data points comprising groups of data points from
signals obtained when the coherent radiation scatters from intrinsic structure
of the article, wherein different ones of the groups relate to scatter from
respective different regions of the article; and

determining a signature of the article from the set of data points;
comparing the determined signature to a stored signature;
splitting the determined signature into blocks of contiguous data; and
performing a comparison operation between each block and respective blocks

of the stored signature.
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18. The nethod of claim 17, further conprising
appl ying the conpensation value to adjust the
wdeb@rongied si gnature to conpensate for damagePCD/GH2606/002689
article and/or a non-linearity in the determ nation of
17t he Thetmethbded dhigndby ﬁihé%om‘ﬂﬂﬁidﬁ?%ﬁﬂ?)aﬁﬁ% Ghahtfibde of a
alue To a

conpri si n‘ﬁ‘ ﬁppl yi g%é he conpensation v '

dj ust
COMRAIIpa et Har éach Phack: comparisonrias axpectedratisibute of the block

2l AV Lat i [ t.ween different .
coBRA Dhule, EASOLSH PIBLLR BT hid Spgvn
resull; 48] detenieing « sinikeity pepult betveeeh thé ddefmine@isiindture and the

cocggri es rmvit?lg the article can be noved relative to
StOFed IERA TSy USirg (e omDRRSEHOR VIS toAdiest the determinggl signatue.
wherein collecting the set of data points conprises
nmovi ng a detector arrangenent relative to the article.
1822, Thaanetkecholiclaiim dRyfucthe erenpirisittgoapdlyingiier @intpetisitibn value
ing,an.attribute of a conparison result from
to SN Tor JR1eTRising VLS 18 campeRiglcios damees b thecaple and/or a
nohllidedeitg dTRIdef@mnikOoR of BRUckPMRARA MR, act ual
cross-correl ation peak | ocation of a conparison result
between a bl ock of the determ ned signature and the

cor | b f . r lgnature to an
19 P eI L UBRS 18, bl ThE PR A, SoBotBelinivabe o
adjubtethe cletpemiret] i signatiat te copenssr fof a dohindhilyid the relationship
b congagj son resug&{F 23. The nethod of claim 22, erein
eiyveen) A Brent pans Akt REId%npensati on val ue conpri ses

estimating a function of best fit to the

cross-correl ati on peak | ocations for each of the bl ock
20¢ one ingashed of dny ¢laimas 1@ b9, volesein footledtiegrths et oM dht@Points

verage devjation fromthe expected ¢ross-correl ation
Cor%glg?(esl%&vé?g %‘ﬁgﬁﬂf “ah ‘??BYWS’BP*‘H © {1 3061Q wherein t he

function of best fit is one of a straight line

function, an exponential function, a trigononetric

21 undbr sethadpfany o2 clhime 16 tnl9, dercTineoltreting theakt afdatmpoints
' 4 i Si ' 1 det i ned
copAidicVing £a&busp AR BeR FER B R didles. 26, The

met hod of claim25, further conprising finding a

cl o%ﬁst mat ch result between the determ ned signature

22.and The @ethad: ofl angyelgmsshTotocdd , sihgrein saié somparing e atbuioof a
Abarfod | rBuROos: t I Si returnin

co ngqr[mt Cr%@ f esﬁrhe%@h biddk &ﬁfpaﬁ%m{o ahl Qebield Wb & the block

comparison comprises comparing an actual cross-correlation peak location of a

comparison result between a block of the determined signature and the corresponding
block of the stored signature to an expected cross correlation peak location to

determine the compensation value for use in determining a comparison result.

23.  The method of claim 22, wherein said determining the compensation value
comprises estimating a function of best fit to the cross-correlation peak locations for
each of the block comparisons, the function of best fit representing an average

deviation from the expected cross-correlation peak locations.
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if the determ ned signature has determ ned therefor a
simlarity result |lower than a predeterm ned threshold
wobano7@aztie of the stored signatures. 28. The nmePOooaB2006/002689
any of clains 16 to 27, further conprising cal cul ating
24a Sir;ﬁhdelm?thb(ly of em,iZIhtZ?,E wheﬁﬁic thecfanpiesrest Bdso Gk is 8k ofl ﬁ Qtraight
. method of claim Jrther, conpri sing _conpari t he
ling FYRETiAPs A7, PRRTIORT Fupe o, & HaGHonteS Firetion anbemE:fupyiauk
to a predetermned simlarity threshold. 30. The
met hod of claim29, further conprising returning a
25negdthevmetbodmphanysoficlaimsul G to 24, tcompeisimgtconfpating the determined

.simlarit esylt for the at | east one predetern ned
Sl%’la'g%?(%oae?lﬁ{fﬁ@e#fﬁ{ﬁdé‘gﬁia ermined simlarity
threshol d, regardless of a simlarity result for the
signatures as a whole. 31. An article identification
265y stldw wethod pitdlaim 95.afirther epmprising dindameca ichesdst Adtch Aesult
befifelltfk Altefibdlifndd2hh HoHHiaRE RS NEhAules. 2

erern

27.  The method of claim 25 or 26, further comprising returning a no-match result
if the determined signature has determined therefor a similarity result lower than a

predetermined threshold for each of the stored signatures.

28.  The method of any of claims 16 to 27, further comprising calculating a

similarity result for each compared block.

29.  The method of claim 28, further comprising comparing the similarity result for

at least one predetermined block to a predetermined similarity threshold.

30.  The method of claim 29, further comprising returning a negative comparison
result in the event of the similarity result for the at least one predetermined block
being below a predetermined similarity threshold, regardless of a similarity result for
the signatures as a whole.

31.  Anarticle identification system substantially as hereinbefore described.

32. A method of article identification substantially as hereinbefore described.
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