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Receive an NLP data packet sent from a sending party; where the 
NLP data packet is obtained by encapsulating a signature of the 
sending party, an NLP source address, to-be-sent data, a serial 
number for preventing replay attack and an NLP destination 

address, the signature of the sending party is generated using a 
sending party private key of the sending party, the NLP destination 
address is a receiving party public key of the receiving party, the 
NLP source address is a sending party public key of the sending 

party, and the sending party uses the NLP stack

Obtain the NLP source address, the signature of the sending party 
and the serial number from the NLP data packet

Verify authenticity and non-repeatability of a source of the NLP 
data packet based on the NLP source address, the signature of the 
sending party and the serial number, store the serial number and 
acquire the to-be-sent data based on that the verification passes, 

and discard the NLP data packet based on that the verification fails
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Generate a key negotiation message including a first signature, 
a first NLP address, and a first temporary public key according 

to a data transmission request; where the key negotiation 
message is used for identity authentication and key exchange 
between a first party and a second party, the first signature is 

generated based on a first private key of the first party, and the 
first NLP address is a first public key of the first party

Send the key negotiation message to the second party, for the 
second party to verify an identity of the first party by using the 
first signature and the first NLP address, store a first temporary 

public key after the verification is successful, and generate a 
response message including a second signature, a second NLP 
address and a second temporary public key; where the second 

signature is generated based on a second private key of the 
second party, the second NLP address is a second public key of 

the second party, the second party also uses the NLP stack

Receive the response message, verify an identity of the second 
party by using the second signature and the second NLP 

address, calculate a first temporary private key corresponding 
to the first temporary public key and a second temporary public 
key  according to elliptic curve Diffie-Hellman key exchange 

(ECDH) to obtain a shared key after the verification is 
successful, and use the shared key for encrypted transmission 

of data during data interaction with the second party
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S701: Generate a key negotiation 
message carrying a first temporary 

public key

S705 Generate a shared key based 
on the first temporary private key 

and a second temporary public key, 
after successfully verifying a source 

of the response message

S706: Encrypt to-be-sent data using 
the shared key, and encapsulate the 
encrypted to-be-sent data into a first 

NLPSec message

S702: Send the key 
negotiation message

S704: Send the response message

S707: Send the first 
NLPSec message

S709: Send the second NLPSec message

S710: Obtain the information 
authorizing access to the database 

after successfully verifying a source 
of the second NLPSec message, to 

access a database of the second party

S708: Obtain a user name and a password from 
the first NLPSec message after successfully 

verifying a source of the first NLPSec 
message, generate information authorizing 
access to a database after the user name and 
password are determined to be correct, and 
encapsulate into a second NLPSec message

S703: Generate a response message including 
a second temporary public key after 

successfully verifying a source of the key 
negotiation message, and generate and store a 
shared key based on the first temporary public 

key and a second temporary private key
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