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Determining a transaction amount to be remitted from a blockchain account of a
remitter into a blockchain account of a receiver, wherein the blockchain account
of the remitter records a homomaorphic encryption ciphertext of the remitter’s

balance in a blockchain, and the blockchain account of the receiver records a
homomaorphic encryption ciphertext of the receiver’s balance in the blockchain

Generating a homomeorphic encryption ciphertext of the transaction amount with

respect to the remitter and a homomaorphic encryption ciphertext of the
transaction amount with respect to the receiver

Submitting to the blockchain a transaction comprising information of the
blockchain account of the remitter, information of the blockchain account of the
receiver, the homomorphic encryption ciphertext of the transaction amount with

respect to the remitter and the homomorphic encryption ciphertext of the
transaction amount with respect to the receiver, for the homomorphic encryption
ciphertext of the transaction amount with respect to the remitter to be subtracted
from the homomorphic encryption ciphertext of the remitter’s balance and for
the homomorphic encryption ciphertext of the transaction amount with respect
to the receiver to be added to the homomorphic encryption ciphertext of the
receiver’s balance

NS 102

T 104

s 106

FiG. 1



WO 2020/047169 PCT/US2019/048667

2/4

USER B

COFF-CHAIN CHANNEL

W
P

USER DEVICE ] USER DEVICE 2

BLOCKCHAIN NETWORK

FlG. 2



WO 2020/047169

3/4

PCT/US2019/048667

316: SEND r_B VIA
REMITTER Al ANOFF-CHAIN —#{ RECEIVERB
CHANNEL
301: DETERMINE A BLOCKCHAIN
TRANSACTION AMOUNT t_A NODES

302: CFNFR/’\T%
{(T_AT_A)LT BT _B)

303: GENERATE r=r_A-r_B

J
D
)
)
)

305: GENERATE RP2

306: GENERATE Pf

307. GENERATE Sig_A

308: SUBMIT A TRANSACTION TO
A BLOCKCHAIN NETWORK

315 UPDATE THE
BALANCES IN ACCOUNTS
AANDB

A WL WAL WL WL,

FIG. 3

309 VERIFY IF THE TRANSACTION HAS
BEEN EXECUTED; IF NOT, PROCEED TO
310
310: VERIFY Sign A; IF CORRECT,
PROCEED TQ 311

311: VERIFY IFT_A IS EQUALTO
t_B; IFYES, PROCEED TO 3172

312: VERIFY IF t_A>0; IF YES,
PROCEED TO 313

313: VERIFY IF s_A-t A>D; IF YES,
PROCEEDTO 314

314: VERIFY IF {vG+wH,v Pk_B}-
(uT_B+T,uT_B+T'} IN PfIS CORRECT;
IF YES, PROCEED TO 315



WO 2020/047169

PCT/US2019/048667

4/4

3 402
PROCESSOR |

A
INTERNAL BUS )
/
| //
3//
{’NEM,406 {anﬂ/408 f’“““/410
NETWORK INTERNAL
INTERFACE MEMORY NVM
APPARATUS FOR APPARATUS FOR
IMPLEMENTING ‘ IMPLEMENTING
BLOCKCHAIN-BASED BLOCKCHAIN-BASED
TRANSACTIONS TRANSACTIONS
DEVICE
Apparatus 50

DETERMINATION UNIT 502

GENERATION UNIT 3D4

SUBRMISSION UNIT 506

FiG. 5




