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Wi |d Wde Wb. 10 z. Description of the Related Art The use of gl obal

di stribution gystens such as the laternct for ditaributig
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for distributionof sigeMroR THA@IREERDIMERTRECTRONICERIARNT \@fx reason is
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el detroni c networks. The nee of Secured el ectronic networks greatly reduces
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to maintain and foster existing channels of distribution. Mst content
owners set) through retailers. In the nusic market these U S. retailers

i nclude Tower records. Peaches) bl ockbuster, Crcuti Gty and others. Many
of these §E9IRl00HS have Wb Sites that allow Internet users to nake

sel ection over the Internet and have selections mailed to the end-user.
Exanpl e nmusic Wb sites include ~, a7tawer, Misic Boul evard and Col unbi a

| -1 ouse. The use of 25 electrpnic di stribEtion can renove the ability of
the retail stores front differentiating thenselves fromeach other and
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Ther ef or cSE0oFhsk FVR &S equs (EPASh et PR oPLAIE T S JRET ele' sl oo Wibowicn,
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Sge condrtions d, el eetroal Cc stores
are facedneuivirks greatly dedfices @alrmuirm of fdighp contes PWg'thef Wﬂ‘aﬂw@?%@d@lﬂé‘t gigience.
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mat ch usage con ermss
to mdke a dectraict Mﬁnuﬁbemmofstqmplﬂtthe finteshett gelbrghgli otbr OG’GIm wrices, A’ai“l @efifceentiage
needed to f\%&l?&tﬁ(}n@cﬂ 630 %y At AL gk IncOfrbdi PAFAUEST L TaGFGRR R, 1. the

I 1ght of all tb~e requirements, process the netadata rel ater!
di gi t al cdﬁf‘ﬁﬁ%‘fm'w}“@ﬂﬁ"{gﬁ b Q@%@&r%“wﬂﬁf&w&ﬂﬂ%ﬂ‘%&’@ﬂ?‘%r @%‘F‘d@?‘aﬁs
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di stributi g Lag%egaaﬂéehﬁ%&&s.c slbedR hRREEd With EOMERAN tadk RF prbe@iful e Meadata associated
di stribution. o ay) many providers of content have thousands dr even tens
of thousands of titles in their portfolio. in a nusic exanple, it is not
unusual far a content owner ttf have a single master sound recording

avai l abl e on several different formats sinultaneously (e.g. CD, tape and 25
MniDise). In addition, a single format Can have a roaster sound recording
re-mastered ar re-mxed for a specific distributicmchannel. As an exanple,
the m xing for brrsadeast radlo may be dlfferent than the mX| ng for a
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5 Content owners prepare their digital content for electronic di Qribution
t hrough a process known as rneodi ng. Encoding invol ves taking the content)
digitizing it, if the content 15 presented in an anal og format, and

conpr essiSE§-98-009The process of conpressing allows the digital content to be
transferred aver networks and stored cmrecordable nmediumnore efftcianly
because the amount of data transmtted ctr stared is reduced. However,
conpression is ot without its shortocm ngR Mll canprecsitxt involves the
losfi of sanme information) and is 10 called |pasy corrpreSS| on. Content
provi dEr g must e d | 0 L oo u
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genre may not be hoi ce for, anot her re et tt
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6 FaG 3 Is a block diagamillustrating an overview of the ertcryptia~n
praces,~ for a Seeu~te Container (SC) according to the preseQ@ invention.
FIG 4 is a block diagramillustrating an overview (X the de-encryption
process fsﬁggi ggure Container (SCE according to the presd~t inventiota. S
FIG 5 is a bk~k diagramillustrating an overview of the |ayers for the

Ri ghts Managenent Architecture of the Secure Digital Content Distribution
"systemof FIG | according to the presenj invention. FIG 6 is a bl ook
diagramillustrating au overview of the ntcrtt Distribution and Licensing
Control x5 it applies to the Licens nuo] L of FIG S. FIG. 7.
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canpaxt ents aném%PGen%sRﬁqm&f (@ BN GhAi NG oldiinlcadisuBRBGEDEouS DIPRCES WG ast
according to the éor esent
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20 with a collection covering a variety of musical genre would have to manually selec for each song or set of songs 1o
be encoded, the desired combination of encoding parameters. Accordingly, a need exists 10 overcome (he nced for
manually selection of process parameters for encoding.

The process to compress contenl can require a large amount of dedicated computational resources.
especially for larger content items such as full-length feature movies. Providers of compression algorithms offer

25 various tradeoffs abd advantages associated with their compression techniques. These tradeoffs include: the
amount of time and computational resources needed 10 compress the content; the amount of compression achieved
from the original content; the desired bit rate for playback; the performance quality of the compressed content; and
other factors. Using an encoding program which take as input a multimedia file and generate an encoded output
file with no interim indication of progress or status is a problem. Moreover, in many circumstances, other

30 programs are used 10 call or to manage an encoding program with no interim indication of progress. This leaves
the calling application with na way to gauge (he amount of content that has been encoded as a percentage of (he
entire selection of designated to be encoded. In circumstances where the calling program is trying 0 schedule
several different programs 10 run at once this can be a problem. Furthermere, this can be especially burdensome in
cases where batches of content have been selected for encoding and the content provider wanls to determine the

35 progress of the encoding process. Accordingly, a need exists lo overcome these problems.



A Table of Coutcrtts is provided far this present invention to acsi~t the
reader in quickly locating different sactioas in this enbodinent. 35 1.
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the content for uses other than what was purchased.

Further information on tbe background of protecting digilal content can be found from (he following three

10 sources. “Music on the Internel and the Intellectual Property Protection Problem” by Jack Lacy, James Snyder,

David Mabher., of  AT&T Labs, Florham Park, N.J. avuilable online URL

bt p:/fwww.a2bmusic.com/about/papers/musicipp.him. - Crymographically protected container, catled DigiBox, in

the arricle “Securing the Content, Not the Wire for lnformation Commerce” by Olin Sibert, David Bernstein and

David  Van Wie. InterTrust Technologies Corp.  Sunnyvale. CA  available  online URL

15 htip:/iwww.intertrust.com/architecture/ste.iml, And “Cryptolope Comainer Technology”, an IBM White Paper,
available online URL hup://fyprolope.ibm com/white. him.

SUMMARY OF THE INVENTION
Il is an object of (he present invention to remove the above-mentioned drawbacks and to provide a system
20 for tracking usage of content data  One embodiment of the present invention provides a system for tracking usage
of digita! conlent on user devices. Electronic stores coupled to a netwark sell licenses to play digital content data
to users. Conlent players, which receive from the network the licensed content data, are used to play the licensed
content data. Additionally, a logging site that is coupled Lo the netwotk tracks the playing of the content data, In
particular, the logging site receives play information from the network, and the play information includes the
25 number of times that the content data has beeo played by the associated content player.

A further embodiment of the present invention pravides a method for tracking usage of digital content on
user devices. According to the method, a license to play digital content data is sold to a user, and the liceased
content data is transmitied to a content player for the user. Further, information is transmitted 10 a logging sile
whenever {be content data is played by the content player or copied from the content player 10 an external medium

30 50 that usage of the licensed content data can be lracked,

BRIEF DESCRIPTION OF THE DRAWINGS
FIG. 1 is a block diagram illusirating an over view of a Secure Digital Contenl Electronic Distribution
System according to the present invention.
35 FIG. 2 is a block diagram illustrating an example Secure Container (SC) and the associated graphical
representations according to the present invention.
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FIG. 16 is an example user interface screens of the Player Application of FIG. 15 according 1o the present
invention.

FIG. 17 is a flow diagram of an aliernate embodiment 1o automatically rewrieve additiona! information for
30 the Automnatic Metadata Acquisition Tool of FIG 8 according to the presenl invention.

DETAILED DESCRIPTION OF AN EMBODIMENT

A Table of Contents is provided for this present invention 10 assist the reader in quickly locating differem
sectious in this embodiment.
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z0 consuner devices as permtted by the content proprietors. The term
Digital Content or sinply Content) refers to i,t~formati oo and data stored
in adigital format including; pictures, novies, videos. nusic, prograns)
mul t i redSE908d0@es. The technical platformstrecifiec how 1?igital
t.,cuitent is prepared, securely distributed through point-to-point and
broadcast iafrastruetures (such as cable, Internal) satellite, and

v~nrel ess) licensed to End-User ' 25 Device(q), and protected against

unaut Exori zed copying ar playitag_ In addition) the arel xiteeture of the

t CChni cal pl at,f ci rzr?n %&ur!,' for the integration and m ~ation of various

t echnol ogi es Such et ki ag, cdnpr-~si anl eaeodi ng, eneryptivn, and

ot her security al gdrit hiRéghtsManbgemerdvol ve over tinme. The base conponents of
ttte Secure Dig' stgl CorylgeﬁingEl ectronic bistribulian Syvtemare: (1) rights
rnanagenettt fOr the protelLtion of ownership rights of the t:orttent
proprietor: (2) tra@nsactIhARRiteeeng fot' 30 i mediate and accurate
conpeti sati an;g, and Sydém RubckuagEleaidsls wel | - docunent ed architecture that

enabl es Contertl Prlovi dei.'r@sl)e l£P00 ﬁrﬁ)are content and permt its secure
delivery over nultiple n PR EYI%H Y ast ruct ures for pl ayback cm any standard
conpliant Irlaycr. 21. RibdetrenidVbigicphCongentStore(8E9. - 98- 00~ Ri ght s managenent in
the Secure bigital 4Cant q@,hrlgcggl@%gg%&eg stribution Systemis inplenmented
;hrough a eel of functions distributed anong the opcratirig conponents of
the system Its pridvary FeHREPSHE i adude: |ipensing authorization and
contipol so | hai corgent Hng-Us&lDedteasl only by authorized Internedi ate ar

End- User (8) that have s red.. i C - and tonne! and enforcanent of

cont ent usage acco%di ngeﬁ%ﬁ?‘qs‘e‘gn(:lh#ﬁagfﬁlﬁ'g’ﬁs of purchase or 1iCCnCe, SIIGh aF
perm tted nuntfer ofSyeepies) nunl xr of plays, and the tine interval ar term
the lirensr; may be valid. A goeondary function of rights managenent is to

ert8ble a nmeans to identify the origj f ' ' o]
Combat piFacy. CRYR3RRERRSY SOMBFTSART s RS +6 7= SREIEE pRon & BrRBgh
t he 1yse of a GrERTRANICOMSTUBUTEN SYSTEMNd Secure Contai ner (SC) te<:bnol ngy.
The d earinghouses) j .l lcensing authorizaticxt by enabling 10
itlternmedi ate %r En%ilah's%}eﬁfgé%tglnhnl ock content after verification of a
suCCCasf ul conbl et | yhlicdfeyAlgorithmsnsi ng transacti on. Secure Contaitaers are
used to distrigute ipedi Yighfde contest and information anobng the system
conponents. A SCis_a. er&eéo aphic carrier of information or content that
uses encryptid2t, dPgHS ‘:ia%ﬁa.turec, and digital certificates to provide
protxcti on agak.nst GuideMolithe BQEGraphicaReppen@ion or nodi t Cat|l an of el ectronic
information ang Co r the verit~Catiou of the

aut henticity gﬁd i2{5@3&&‘#%@‘?ﬁ%ﬁg"gﬁg‘f"t&@ment. The 15 advant age of

t hese rights managenent functions is that the electronic |7igtal Content

di stri butjon i SHAGEBIGERAL CONYBNT BLECTRUNIE DISTRIEUTAON SYSEEMFLOWUSt ed.

"l herefo~te allowing transrnis.~ion over network infrastructures such as
the Web and Internet. This is due to the fact that the Content is encrypted
wit Hish Seiwur e RIGHTSIMANAGEMENT ARGHITEGIURFMQIML. di stri bution are separate
fromthe contrgl of jilScdRIKFRGiANd uS~e_ Only users who Gave decryption
keys can . unl ock tﬁe encrypted Content, and the C earinghouses) rel eases
de~'yption keyB onl §uneism Patiengneiaadido¥t t d 20 appropriate usage rexl uests_
The C eari nghouse(5). w | toriait Fehaad Lb@gus requests from uni nown or

unaut hori zed parties or LS. not conply with the content's
usage caaditions as§'set EW‘%{lﬁghagb‘%‘n@h r|or oprietors, In addition, if the SC
is tdhpered with duding Fement idep§eptianiagi the software in the

Cl earing#touse(s) dgterm pase&daabl Lhype Content in a SCis corrupted ar fal:;
i feed and repudi ate the transactiqQn. The cotltrol of Ccntent usage is
enabtt xt throu§h th@ﬁ?ﬂh*‘ﬂ“‘@%“ﬁﬁ‘ﬁeléf“& ion |95 running eman 25

End- User bcvice(s). The application enbeds a digital code in every copy of
the Gontegl th i | e nunber of 5cx:andary copies and play
backs. Digital W?Qﬁ'}‘ﬁgﬁﬁﬁno Ogy is used to geaterate the digital
coded5' to keep.it KiemibBtnicwreom ot her End- User Pl ayer Application |95, and
to makt: it regi' St aRfenisQ £l Anplgfdyh@RdSemdntids @an al ternate enbodi nment,
the digital code is just kept as part "'of the usage conditions associ ated
with the Content 113. Weh the Digital Content |13 is accessed in a

eonnpl i anl End-User Device(s), the End-User Player 30 Application |95 reads
the watermark to check the use restrictions and updates the watermark aR
required. If the retlupsted use of the content does ntX conply with the
usage cauditions, e.g., the nunber of copies has been exhausted, the

End- User Devices) wilt not performthe request. Digital v~rdtertnarking
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2. Metering As part of its right~c managenent functions, the

Cl eari nghouses) keeps a recau<d of all transactions where 10 a key exchange
is cleared thrttugh the C earinghouse(s). This record allows for the

meteri ng GEMROKH60%i ng aut horization and the original conditions of uce. The
transaction rc~ord can be reported to responsible partie.5, ouch a:;)
content proprietors or Consent Pruvider(s), rclailcrt, and othorw, t>n an

i mredi ate or periodic basis to facilitate sglectronic recanGCliation of

transattian paynents and other use;;. | 5%. Open Architecture The Se4urc
Digital Coat~l hlectyonjt Distribution System (System is an open
architecture with plﬂYF’i@H@ °§‘B‘éb? q?“b%gpﬁ’ﬁﬂs“i‘mt afae;es to facilitate

broad i npl enentlat i orMeadata Seore Gomteinee 620fFotmime System in t he market place while

mai ntai ning ri ghts Ryt Qelk BoudifR a4t BemaoNt ent proprietors. The flexibility
and openness of the _System architecture also et~abte the Sy~~temto evol ve

ovEx time as vdari oudTREEtRSeEs Contataerf40 Eomnaisi on 2d i nfrastructures, and
devi cBs are delg. ver eide Peclild CotRibdf 680 HoAREe. The architecture is open

regardi ng the nat ur .of the %‘Ft.ent aFnd its format. Distribution of audio)
prograns) nul ti medi 2‘)‘“'3/5? gure Coptaing ftdFomual e of Content is supported by the
architecture. The Cdlonters SecuredonthiderlFerman a native formal , such as |inear
PCM for digital music) or a format achieved by tiddatianal preprocessiztg
ar encoding, such a.9 filtering, conpression, ar prelde- enmphasis, and
nore. The Vr chiSFSEF%FQNTéMﬁé’ﬁ%FB‘Q/gRPMAGKMpH on and 25 wat et marki ag
techmdques. |t Ashowveiewt he sel ection of specific techniques to
acconmodat e dii] ; er ~0~t types and formats and to allr~w the

i ntroduction orFJ‘ edoﬁ‘i?fﬁabﬁ"”ﬁ%twﬁnol ogi es ac they evolve. This
flexibility al ICows GsynDexiptiPu Bavii da' (s) to pi ck and evol ve the technol ogi es
they use far data ccxnpreseivn) encryption, attd formatting within the
5ecurt; Digital trOttCnt Electronic Distribution System The archtteeture
is also opféh tSLEARNGHOMSE® st ri buti on networks and distribution nodels.
The afchitecturae 30 geeHap@rts Coal ent distribution over |owsrc~d Internet
cotanectians or, hi gt&é%ﬂg’fdasat el,l ite and cabl e networks and can be used

wi th paint-to-point BIOHTRLEL ™ H5Y® s. In addition, the architecwe is
dGSigtted sit that tQoentdySpesifioRzameters he End- User bevice(s) can be

i mpl etnenl cd amp a wigdg Nk bfitactihg devi ces, including | aw cost consumer
devices. This flexihility allawa %Jontent Pravider(s) and retailexti to

af Fer Content [Fd i ntRePIHEEPEREuS, )rnd-Users) through a variety of service
of f eROngs and énabl esllitguad Peyeen Vehfagur chase or |icend4c Content, play it
back, end record it Rg{;méﬁqsyoggi ous eprrtpliant player devices. SE9- ~s- 00~
13 B. System Faurdona enents Turning nowto FIG 1, there is shown a

bl ock diagramillustrating a~a overview of a Secure )digital Content

El ect roni /i stgoNTENTeROBMEREM | pp according to the present invention. The
Secure Digital Contept Electronic D stribution System 100 enconpasses
several busineds el that conprise as and-to-end solution, 5

i ncl @i ng: ContBent MakFloeMsdag&Oi or the prpprietprs of the Digital
Content, El ectronic,Digi c@pﬂga - t er nedi ace Mar ket
partners (not shovvn)]', d tgngd?ng oﬁggéﬁk%rg‘)?{%g?)eoﬁ%pmsti ng Site t 11,
Transni ssi on | nf r ast?r ucwhs¥ Coment Regyest Bret@ssUser  Devi ces) 109. Each of these

busi ness el ements uge Valdu@sic0agies Abjusiies prbdags Secure Digital Content

El ectronic Distri but4i on a/st ?@ 100. A ];i&h | evel description of these

busi ness el enents and sy i 8‘?’(%&%? gy Bs they pertain speGficatly to
el ecBloni c Content 313 dilsige ChnditiomsProcéssl | ows. 10 1. Coatent Providers) |01
Contrnt 1'rovider(s) 101 g rietors) are owners of original
Cantczrt 113 aadl or)6'di strsl %&%ggﬁtp%%?zed t o package i ndependent Content
113 for further di st’ri butMepdas $miCentiondrasess ders) 101 may exploit their
rights directly or Igi censsdragtiegbrocksk3 t0 the Electronic Digital Content
Stores) 103) or Int §r medipate Var ecﬁ 15 t~srtners (not shown), usually in
return fur Content usage' PRYRENER] QIHFEIPYFEEF ect r oni ¢ conmerce revenues.
Exangfes of Cont est 1fr oviCdetes Qudil Coning Prackss Sony, Ti ne- Warner) MV, | BM

M crosoft, Turner, X a . Content Provider{s) 101 use tools

provi ded as part of Ii?'he %g%rﬁgrugf%fst al Co~xt~l Eleciroztic Distribution
System 100 in order to propane their Conieot 113 and related data for
distribution. A Wrk Flaw Manager Tool 154 se; hedul ~ C~xttent 113 to be
proee. ~sed and tracks the GarAtcnt 113 as it flows thrttugb the various
steps of 20 Contort 113 preparation and packaging to maintain high quality
assurance. The tart metadata is used throughout this docunent to nean dale
related to the Content 113 and in this enbodi nent does not include the
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equalize the Conitatt 113 a other audio for optinmm conpression quality,
conpress the Content 113 to the desired conpression |evels, and eaorypt the
Contest 113. These can be adapted to foll ow t CChai eal advances in digits!
cont ent covi?%&889 onl eneodi ng, escryptioa, and formatting methods, allow ng
the Conical Provtder(s) IU to utilize best t0019 a8 they evol ve over tine
in tbC marketplace. 35 'lie enetypted Content 113, digital content-rel ated
data or m-,adata) and encrypted keys are ppcked in SCs (described bel ow) by
t he SC Packer Tool and stored in a content” hosting site andl or pronotional
web site for SE9- 98009 i i stribution. The coQent hosting
site can re8ide at '?%e Cac%%taggte&?@?%\?? g?efss) 1UL ar i~ nmultiple laratiaas)
i ncl udi ng El ectric Bfgit &irakSalitAssumneePeossss 1U3 and | nt er nedi at e Mar ket
Partners (not sl~tnvat) icesikd: tsh@femesdipegs DOt >~ tlxe Content 113 and the
Keys (descri bed bel 9%/) ar eﬁcr%t ed and packed in SCs, Electronic D gital
Content Stores) 1U3 Or aﬁ@"‘b f flosti ng agent can not directly access
decrypt ed Cont €nt 1 Mtadils Asiniilattdn@ad Bvg@odtr om t he 5 Cl eari nghause(s) and
Cant eat Stares) 183'E ety SR RABRARE by “; o ce) 106 are Tkie
etrtities who market t he Me8yl Meprdeja Bogy Tept at t g)t a wide variety of services
or applications, sugh asutetediliodshRet hene programm ng or el ectronic

mer chandi si ng of 10,Coute~at . 113 Fl rani C Digital Content Stores) 1U3
mamaﬂ(g1 the dtr9ign, 4‘deve?8§r‘?§*f ,ﬁhﬁﬂﬁéﬁas?#é’i operations, settleneatt5)

mer chandi si ng) mar két i ngfummvdedRddasedholt hei r servi eea. Exanpl e online

El ectroni c bi gipt al @9&&?%&%&“{%&) | 03 are Wb sites that provide el ecupnic
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The nobst common used public-key algorithmis the RSA public-key cipher. It
has becone the de-facto Public key standard in the industry. O her
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i nformation about} the &K(s) 35 a@gumgum%cgmuﬂwart 5 included in the
SC(s). A nessage hashiag—8gori t hm such at
,MD-5) for each part and then included in the F30Mrecord far the part. The
di gaats off thel{;&mrls“arf'@c@eﬁmlmﬁnewmomget her and another digest is

conpaped from t r f the entit
creating the “";%‘3‘*&%%5‘??“ ol W%ggr%“&% choflif £Peeinul rofl] 1 o

SC( s) can‘:tﬂtiéndtf veg indarmation dop S TherSE(s) Bt ip greasgd)ands ecrypted mlt@emsmdwmus
val i dat e igheral BCEQMN dqu raﬂ%pmﬁmphgtwmgﬁmmé StRPyRFLSH f@r}%élnlmn" &%g grsk.gw
30 The faldegtq‘w g(g“ “ﬂ ar trJ g_ﬁ{ded as records in the M a

with the Ar dR PP SRR T u""%“'@éﬁ( H}rﬁ‘éeq‘d‘é‘P“é%ﬁfH@'s“%ﬂ@Pf‘%ébF‘@s3 o
need to bendymeynpiesess. SC(s) verS| on - SC(s) ID - Type of SC(s) (e.g. GPfer,

Ordeps Transacti on, Content Met adat a or pronotional and License-) 3~
Publ i sher _of t e }SCL: Date t hat the SC(s) was created

Process ncryption Process of FIG, 3
Slep  Process
301 Sender generates a random symmetric key and uses it (o encrypl the content.

302 Sender ruos the encrypled coatent through a hash algorithm 10 produce the content digesl.



SE9- 98- 009 3~ Expiration date of the SC(s) C eariaghouse(s) URL
Description of the digest algorithmused for the included parts (default is
MD-5) Description of the algorithmused for the digital sig:tature

encr ypt §g2g8 ult-is RSSA 5 Digital signature (encrypted digest pf all
of the at ed digests of the included parts) S-(s) may include nore
than one Bt7M For exanple, an OPfex SC(s) 641 consists of the original

Met adata SC(s) 620 parts, including its_ BOM as well as addttiona!

i nformation added by the Electronic J~i 2} al content St ores) 103 and a new
B~Ovl. Arecord for the Metadata SC(s) 6z0 BaMis included in the offer
SC(s) 6403 HdKtndEvagymsaboryokmietric keydeing the trigiensts patdic kevh #BRECENE rederSetbsrecpizot' 8OV
whi ch can be m@gsyto validate its 10 integrity and therefore) the integrity

of the artsmcluded $am t he Metadata S 620 can .al so pe va
usi ng tE p Sfederpngithe PRI SYUMEHC EFY; “ﬁmﬁ%cghﬁdﬂ?%mg‘d?@?%ﬁ&%&ﬂm klb“rPe"dg'fe Phe
parts fromtbﬁml’dﬂh&ﬂ;adhngC(s) 620 have records in the new 1~-OM t hat was

cre t ed ek : I

et 38 or S5te iy e, Splena il ok a ko BEE Bl kR ARLCRIDBNE sellel?
130M SC( s) mltmswdmtﬁp@mmdacq{éﬁﬁqw%ﬁ ption part. Key bescriplion parts
I ncl ude y5£COokeGat &\@&ptm@ts@tsvmfg&?mlﬁmt@énh&w pRidaté RdyQd pRIcO theakilt sig@RGre 't L

parts |n the l) ane of the. encre}//pted purl. The nanme to use for
the part wher$ |ssmf}né@‘heﬁﬁ?§‘“e‘r?6'?’§}blf otr algorithmused to encrypt
t he par 3078 Eisedier cratelke $ClspfiB thaf ingudet the nvdpeditatehihacrymisd syouremis kyyp tanpnt digeyt.
hzh wac usedgmg %&%@%& Eéﬁger@@éﬁfc% aﬁJ?C(-%ngﬁ'zﬂﬁéypt ed symmetric key that)

decrypte the encrypt part. The encryption
al gor i t BATAIS Senden mus chays pbtaipd @9&%@@}%*%3? °°"F'r‘|iF%“"P jauherlly rigynfoy infiatingagepure

when the ret ahgmidicatie. KoY c@ﬂﬁ&{ibﬂ)iﬂtt@ﬂtyﬁaﬂide& hcihudesfiar Baenyotqubleypete |

key that was used to en o] | f

publ i c encryfed USF ey a{“ﬁﬁép ﬁ\ﬁgg‘g‘%{% g%cw;./tp L?%@at@%’%@ﬁ[}ts 'ﬁé@s ké%hi%gl%el d

is onl y presanhsmilér SCaptorteesipttoi. n t he Key Description part includes an
rclngrépted symmetric key and the 25 encryption algotithrn identifier of the

tric key that was used to encrypt the encrypted part. if the SC(s)

daea notPrasess Flaw for Degrymtine Progsesefifi®at t s, then thera is no Key b~scrihtion pan.

B. fightge,Manpgegent | anguage Sytutax and Semantics — SE9-98-009 33 The

Ri ghts nagement Lat a@lgit’a%g cogm I Of Raraneters t hat can be assi gned

val ues t488defq‘eﬁ‘8‘°?‘é'§‘?’?' feLen ﬁepf"ﬁ%tfé’ of the Conceal 113 by an

End- User4) afRecipiettivarificothe dipital Sgr@tugsin wna@éer«w@uﬁtemw@ttmawhﬁw%c kel f

t he,Cont ent a t alufedER PR pRAT ackli@Y inel fhde} s ¢

sp?‘ i 6ts the%ﬁ&ﬁﬁc%%ghQ gﬁ%‘%@@%&?ééﬁﬁo its Con%pﬁt Ftr13 itemns. ik

Ll ectronic Dltjb’ffamm@éﬁt‘@ﬁ% Slore(s) 103 interpret the Usage 5 Conditions

517 in Nﬁbadq{ ﬁ@(@mﬁa@caad) digital kipeaniré1hsirgrrad feoder's pubbic gy dBhis ebevgt toHtdns

they wick to rﬁgtsgﬁb%m usw{w%ngg.qw%héke s add retail purchase

information f n End-Users) has selected a
C~ttnt 14183 |Remehtannsmﬂrcorwast@)wrtwaelchmﬁdwl gssti an @ eoeryigbkay digerbbifaush the same

auti)jorl zat i on,, %0}! %{Ltsexéé?eom\%@dm%c@dﬂée& Usage Cottditiatts S 19.
Bef'Ore the CIearl

ouse{s) 105

End- User{id), o %‘g‘a?ﬁ“f‘iﬁ“t"e‘ﬂ i S OB e poraes b Peaf B gemenre

Condi ti ons 516 wepire Giesaepesipiend canfigns tnl thyre@eyrd digess htaYF aohlkeen) alwe&mdcmwp@ with

Usage Canditi d“%@f‘ #,Z,g%%}?tlfw eépﬁebﬂakﬁstlﬁ?eﬁl mﬁ‘r@as(ﬁatanﬂoamd&rs&ual t) 1
a en au

in the Metada Devi ceﬁl)é g“ﬁ
Cont ent 4183 t Resipiedtrags :mmermgéunmﬂw @f‘&ﬁ*@ gpage st ?’t“?‘BH %‘lséfp é" &‘Tﬁ‘%‘&ed
intgy ttxat Com%e@&%};@geg{g the Watertnarkiag Tool or encadod in the

securely stored ilions, 519. Tht i S
runni ng ®Y EnBeirsat 3*&9%{%"8%5“?“‘63@“1% %aﬁqﬁegé?%ggwfgme SQ%O glnl t iL'(l)hgs
51i 9 that uvere, reamatdmbwmﬁaathbhmr)@sdlmmwmlcsv ks goldabaitered Rﬁ!@leﬁt cRinues with

fAﬁ' | O‘Mt N9 arCug eé%%h&}r@&s Sfrg&%anldsr@aﬁm@&md!as in0 56s) 3 Pndtifiks teeBDOdI Nt at
ere 315 nRSc?plmt ruas the enorypted content through the same hash algorithm used in step 411 to compute the

35 content digest.



Sung is recordable. Song can be played a nunber of tinme.. 20 C. Overvi ew of
Secure Container Flow and ft'ocessing Metadaca SC(s) 620 are built by
Content Providers) 141 and are used to define Content 113 hens such as
so~ng~. T-eepoest 113 itself is not included iu these SC(s) because the
size of the Content 1 L3 is typically too large for Electronic Digital
Content Stores) 103 and End- Users) to efficictttly downl oad the ccnl ai nexs
just for the purpose of accessing the deiari ptive nmetadal a. Instead) the
SC(s) ineludec an external URL (Uniforrrt®“Resource 25 i,acators) to point
to the Content 113. The SC(s) al so includes netadata IhaI provi des

descri pt iAV® i YeCPIER CoRRIres His Fompute comee digest with the gpeireeeingd it WESClaks dbsiinthe same,

data) such ac rwmnm that R &t t&i&foﬂl&{t 1Y botaeel Qferefll Redigtbot AH 1 cBntiBhds Rvith Mhe

t he case of nt en ent 5| ore 103
downl oad thes%&?‘&’gg i‘)l""'é’é QF‘B‘F‘“ f‘&‘lﬁql %&if?%l’ﬁé‘“ﬁl HdiePdEg, (Z)nd bui | d
L Affir SC@$) 6Rkcipiemy dcdﬂmstt)aemn@dm@@(cslyey&ﬁﬂg deneinnts pivagdier Ohis rdevepalid S
' and he BOM fr, Udeﬁqmaqﬁt@fe@g@rg@g& %TQFI &%;nt h addi ti pual

i nf or mat i on |t the El ectrani tent Stores) 103. A new
BOM for t'hé O‘WP‘“!BPSQE @y SYGURELric Keydp éegfvé'dhmamwtaf’@w reseyeEthagaptent.s pui | t .
El ectronic Digital Contexxt Stores) 103 also use the Metadata SC(s) 620 by

b o t et ne RGO ABEACEONREE LT RGN rtiiinby dushem AR Uil 1y

so they can ptIrhe Bese Eldon@olipieah Codtend Bistriblueonisphear 1At éongistd of stvival dompeentSE{ye

641 phat l?% HS St b\ Gpdls SRt SR ﬂ.%s&aﬂic.@ﬂg&h R ICBUER brobileded 1 Erccussht

typl aII Y aarso~ eIec I‘on o ons
speci fi eddigita! Coneeny Store(s)d 8% tEad-Ue( (@) viaghg- Lbﬁd)e]ﬂﬁq(ﬁ* HePend Hia IClearanehousad h‘)5asA hagh level

%r apoch:c C g o 1k Gse@bs Jnhggg&@ LEhS Sded @|ﬂ@!d:cﬂteﬂ|ﬂlecﬁ@ud ﬂi@m&lu@t‘ Swﬁt.mWB@ Bid fow
n er
i pdi cat es"“&h‘fd)c?ﬁ"’\" %F ﬁ%ﬁ“’r“bﬁ it fows g’é"“@ﬂ%‘ {"ta%(ét&‘ﬁ l%) “\dﬁ'g(’"ﬁhy '(L,?u"br‘ﬁ ((g( @“q “sfx?lfy the

Cpnceri t paiticipas) lo b&BUudt mhet upsaions fnS(b(CtpuMaGﬂlmmmg\metu% qf fihegGoptenidid # t ﬁm@f the

i nf Qemat i b : ctronic Digital Content Stores) 103 and
V\haﬁs artagsql?ﬁ1 @“%‘g m‘g%y:?%“? emenﬁedded Met adata SC(s) 620. CE er SC(s) 641
are |ncI uded in a Transaction SC(s) 640 when an End-Users) decides tp
purchase .5 Coufn@ada shden foedDigha® Chdieat schvice (Hovhi-@k o In@ﬁfiﬁ:&mPCSt ares) 103,

‘1"he Electronjc Digital fent Stores) ; 40
and i ncl udes OB P%(‘f(‘%f“)gﬁq Tiis s Pal, %“’% PH Pll.glsu ?u é;& g’g“‘%&?éﬁ%é dgond
transmts il tesath®. ~vd- User Y)evicelLs) 109. '1"he End-User Devices) 109
reccgves the Sg&gehﬁﬁmeﬂg @P(.ai)m@aﬂ&ea fm d@éc! Rty bdbade F €8Hidnt Fro@ler(mI@1 wil

Transacti on the included Of
65U i s built bR e dethdirepibel P“’Eﬁ’\ﬁ"!““@{l'éf)"m“ “t99Pr ‘“égﬁwa‘n‘?’e"ﬂl{l %:igrngeg(d{n}a -
bei ng pur chas egescriidd ASEIDfile fikds@n s it(eluded tramthe Offer SC(s) 641,

ffomthe Trans ct| ) 40, ation tiles of the

t end- User’ DeV|lfjl 1%%&%:\ @agbyﬁeﬁwﬁpg‘ggg@en% rfg(g)rl hc C eari ngttouse(c)
1 US one at a @ontenllléB is ibeed @t asinglertgpient Slosing 36 URG where the Order SC(s) 650
is included d, c ant of the rEx cirds |n the BOM for the Meiadata SC(s) 620

and 1 ncluded again.in the O Cl car ho

val i dateq and 13?‘195'@?5!@* by ‘@@i%‘fg @5'@5’ Tﬂo‘h%)il ”(ﬁqumf’hcg }?{u&%ﬁ& %éw )
15 109 Wi thi emi¢enarirhion chet Digital iContere (rg. megict videa dod eogees gt wwwmdnsﬂmm@mm
access pugchgﬂsed Corttcnt ! 13. One of the functions of the C earinghouses)
105 is to 8aecrypt the Symmetric Keys 5z3 that are needed to dectynt the
wat er mar ki ng i ~ustructions fromthe Ofer SC(s) b4l arid the Content 113
fromd he FankiRGin Bkl adAR gAYt ed Syminetrie tCey 623 recor d
actually eo,<atains nore than the actual encrypted Symmetric Key 623.

bef ore executing tk~e encryption, the Content Prpvider(s) 10l may

optional | Sigpppeded ts nane to the actual Symmetric Key 20 6z3. Having the

Cpritent Frovide g&@rmkﬂcﬁ @I&E e\ g%% b&%ﬁ hﬁrbyYKc:do&crﬁ ?ﬁv@f@ﬁ%ﬁ r lt@ﬁ!&%ﬁ‘ze

623 provi e secu agal n a ea vider (s t hat has
built its own mmumo@eswkflosﬂapﬂeanw withhe LoneaPreyi Fﬁ)l F*qwegs‘ﬁ’
The £ eat i n~ougrefs ront&iMeri 5es that the narre of t he Cpttcent Pr ovi dex(s)
101 encrypted together with the Symmetric Keys 623 natches the nxnt of the
Content Providers) !'0! in the SC(s) certificate. if there are any changes
required to be made to the watermarking insttuctipns by the:

Cl eari nghouses) 23 105, then the C esringhouse(s) 105 decrypts the
Symretric i ?Cey 623 and then nodifies the watermarl dQy i nstructi pns and
tncrypts them again using a new Symmetric Key 623. The Symmetric Key 623 is
then re-encrypted using the Public Key 661 of the End-User Devices) 109.
The CI ear| aghnuse(s) 105 aI so decrypts the ot her SNnrretrl e Keys 623 in the

~~7 o
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5 D. Metsidata Secure Container 620 Format ' Th~t follow ng table shows the
parts that are included in a Mxadata SC(s) 620. each box ip the Parts
colum is a separate object included in the SC(s) along with the 1317M
(with th _ggﬁ@bon of pan names that are surrotttaded by [] characters).
The BOM aig’f a xecord for each part includeGin the SC(s). The Part

Exi sts coltu~w i ndi cates whether the part itself is actually included in
the SC(s) and the Digest colum indicates whether 1 d a nessage digest is
connputed for the part. Some parts may né3 be propagated when a SC(s) is
included in other SC(s) (as determ ned by the associated tenplate),

al t hough 2ke eMtiadaa iDeapyied fom BENonsolFrayjdleni)t RethbasE he0chyitle Chotes loatiendrecEssios

entire BaMis %%Ht %Qn%?ﬁ t(%? a§1:l ﬁﬂé d&&ehﬁ}lsﬁﬁqﬁé igkiiRed Br WRIdohkait 118 asli ﬂ?&tﬁduon

signature in t e‘orrgrn y Description Part colums of the
fol | owi ng t abl movkedbybe Ppabepedfiegpigg Temelite are i ncl uded in the Key 15

pescriptipt~ pedet wark K6 Matdgl) TooRasOIsORed @ difa (Keyoniders fiow [Hrough tpaaciuislih iane
i nfbrtrsation about t he enc i
encrypt part . SPEREIPPIEGES S‘E‘f@?“ p va'%?(s)aﬂag %%%giﬁg{]ﬁ&r%@ ; ﬁﬁygtggro&

i ncl udes the etvoteyyid helsysem g aoptime. and if ns~;essary, a URl, .. that poi nts

to anot he{%eSC( e {J%gé CWﬁIOHﬂeﬁ:r tllh:eC&ﬁ&tperlDErgctnw tinta “@Cﬁ?enﬁﬂhorﬁﬁﬂﬁ Processing

cal urrut fines name s i ~ assi pc~d

It
decrypt ed. TheSbpstemipihis Apaybecdgne Fiths epayally Q%a“f%“‘@‘r% rﬁb“t ‘?at?rf“g‘fdﬁﬁ.t‘i"i’)t TRt AR, putes
was used to engidRy othdd Sudiiistrulesldtemddaycetssly EAL oRiby metadalalenyry cad @fcunin parsti@ dith the

eith an iden ation.o; f the encryption key that was used to errerypt
t he lgi;\rt or %&‘L‘%E’ e SR theda

Bf the et xcryptetl nmetric Key 623 bit
string theas wa@hmweterntatkmrTyfdtn wsrbtophige dats i é Kb‘§ thay &‘Eettltj‘hﬁmt'é"'(ﬁh“" deems
ggt: |r ;) Bal : Egr g;r?%grﬁgr% {b?amqy i@ en! Miscoat ﬁagtluﬂﬂheahwachmm Rétre wa;sx;g tfrgg dhiko
Symmetric Key Ggaient Brgyd "gﬁ%ﬁoﬁev “i‘t?tg]btngﬁﬂ’{)ﬁo%spﬁ%}lé&a?‘ ¢ E?menlt ?mv@a(eﬂﬁ [t he
ﬁncr yp'; IE on ﬁey t hat THESontBER ode@ing Tadl 123/t fortris equBizatinet mcmmgyjuﬁlz@wmémggmémg

ey ne Key cal ur Y6, sag- 98~~a
Lig Fs?osr' ?éﬁalgestn%e%%@g u(%:r%"f@é & Sho s é%med

rts B4M part tton art Result Encrypt Key
rdI Sym Key S, y~ Kehe\goutenn! 43 Estogmprgevl wging thE)[(éB‘ﬁ‘t‘ePfP"W] Fot Jét W the desifed
Ear t? ggélin? S)t/) mKKeyé g%?&hgggﬁﬁﬁ%ﬁdﬁg% &gntttien ]bﬁ)ﬁtawd tbadRam ir B/ Hhat, the coBipiersion
ey ‘u ey ver si on er
ri at e ear i nghouses PrOgiH &F Q‘t““g"t"s{mebﬁﬁ?{“ﬁ% 'IL{?)Iﬂlu % a‘%‘ e‘qgs?tr tlhe euniFaQM b
| DCt nt ent | DYc~Yes MagjusttadnaY esrtesdimane mBybakl iavalitnt Ghsf-‘t‘esaﬂebww as m‘mY times as

tale %esYesV\at er mar kiagd, | nstructi onsY~YesQut put Part RCAEnc Sym KeyFt SACEI
Pub eyl Cey Description PartYesY~C eaci nghause

Certi >ticate(s) YesNJGeContenl ¢ bt Hd<) spRsengs 1s njsiagyy ﬁlm‘{’ﬂ’p&dt“é‘lbtfr fymmetric Key by the SC
Packer. This tool then encrypis the key using the Public Key of the Clearinghouse(s) 103 to

produce an Encrypled Symmewric Key. This key can be transmitted anywhere witboul
comprising the security of the Content 113 since the only enlily that can decrypt it is the
25 Clearinghouse(s) 105,
126 The Encrypted Symmetric Key. metadata and other information about the Content 113 is then packed ino
a Metadata SC by the SC Packer Tool 152,
127 The encrypted Content 113 and metadata are theo packed into a Content SC. At this point the processing
on the Contemt 113 and metadata is complete.
30 128  The Metadala SC(s) is then sent to the Content Promotions Web Site 156 using the Content Disbursement
Tool (not shown),
129 The Content Disbursement Tool sends the Content SC(s) to the Content Hosting Site(s) 111. The Content
Hosting Site(s) can reside at the Content Provider(s) 101, the Clearinghouse(s) 105 or a special location
dedicated for Content Hosting. The URL for this site is part of the meladata that was added 10 the
35 Metadata SC.



"1"txC follow ng describes the terns that are used in tlae above Mt adata
SC(s) table: (Content IIRI,] - A paraneter is a record in the Key

Descri ptimggt. This is a URX. that points to the encrypted Content 113
in the Cort&it®88Ps) 630 that ig associated with this Metadata SC(s) b20.
The Metadata SC(s) 620 itself does not contain-the encrypted Content ! 13.
[ Meeadata URL] - A paratnaer in a record in the | Cey Descrtption part. This
is alJitl. that points to the encrypted mgtadata in the Content SC(s) 630
that is associated with this Mettulata SC(s) 62c). The Metadsta SC(s) 620

Lhat  def | nas. o wt i o e 155 (A e i POUER Sile 107 B onten
t han one Cont esﬂ%@*ﬁ#@ﬁf&@ﬂ%’%ﬂﬂpg part if the Metadal a SC(s) b20

r ef er encesl3tor Jsingain Gueni@entistinn Tbdl 3Electredie Dild Sokaénd StoreFRIM3 Shels lAdvnl 620 Be Mefhdata
i nformation reﬁﬁ%&ﬂ“@@ﬂ%ﬁ&“@@g&%ﬁ%ﬁ” 3 as the a.Ctist nanme and CD

cover _art in the case of a gg ! ‘mul tiple netadata parts,
sa<rt@ of Wi chibeElstreic Rigidl Conteny Storp(s 103 wilk pegdhe GmisnicAcgrisitiof Tachte pri veichay data

parts is dependrid e Meadaesdsf Rt @y vt RS peRit Ao eSlek NEY &l bei waﬁﬁg ReeR 0
37 Usage Conditions 51 A ﬁ%rﬂé ttgat cont‘fu ns jnformation that descri bes
usage options, FPHORL mé?d?]‘JE fap bg ferysegand charged for &4 on an End-Users) for
use of thd3TontHatUsige TonditioB(os }he Tompit At speeifimntiis Etehiabic Gigian@ontett $16eBkR108 Sre

that describe t A | ~Quf tion.for i I.ding, the
Offer, Oder, aeﬁng S@g éhgd%%([% R%%’B‘B&‘%@L-. qg\%f gg&?tdé’}‘ i) “?cﬁ’lg? 15 TR fces and
part Pktat contcapyereicuone fop B different pammprastiqnileydls ofthrCoptentd bt er s f or
i npl emat ting weathe BNk dalcYlgilaN Cntd: $BEEIE spbdif Usabd QRdNBH: SndRE KDl
instructions may be npdi f'goftdg% t hi Gearipr%l taﬁge(s)l 1OSnand' rlglt ?errileéaga%g%(ﬁ)
to the End- Us e'B@W‘E’E‘ﬁ’ FPGY IS Peke 1% certse SE(s) 660. There is a
record in i8he Keier e $fiacirquici Dipiap &orlent Bate(sk 63 WiebsSite heupdned, yetdoarmali § oF dvkilabie o
that was used tQ QRGEY Rl {Ie wigt ermarking instructions, the output part
nane to use when the watermarking instructions 14 are decrypted, a baseb4
encodPng d3§ he Whe ) Fnddseisinnds Consenici Lythag shay want 1ashuyi they dliR it e sogleptaieonysieldastao
-enc(rj ypt the watrerdBdols g he Mgh isthadidd Qs EH’ogﬁWh t)hgfcin im?amtma I mH}EIeE\ﬁhic\lﬁgﬁtal
used to encrypt-the Syt r ey. 623 and the identification of the
public key t hatcoflgmrsg%ﬁ?)ggéd %““g‘e%ﬁr“%’?*‘t"ﬁg“’%’f}%ﬁ%‘f“? ’l“%'hk’évgfé‘té’.c purchase request (0 the
G eari rt ghouse(Bytr@er Pigitd Eentw( Bore(s) 1A depredessingat e from a certi~teation
.authority 8 freeelpaneman @ﬂQQLSﬁi?egg) lérih entifléHhot QAR AN Sard ﬂ&riﬁ%&@ﬁ%&tﬁ“p&)%oe
. an on

I ~ey 621 of the Ctearinghouse(s) 10 ere may be nore t

cert PPicate, i rfHRM;oR fhedipdyin the fanispnay they doRpsinesidedaxst r uct ure is used with the
hi ghest | agg&l ot ihd ERttonic Oidial Conted) Stobugs) Po3lrkdeivesia)trddiv i SuthotibEioRMIber YoM E DN
level certific i Lch cont ains. the Public. K f the .
d eari _nghouses?ﬁe%(sé\g?i %gggﬁﬁ.@gg%g&? lw%&ééhel? lt“%nfa %gtf LR %%@%&gﬁq ?’l‘:lf:%{l]?"b'ﬂ build
authority ur friofeepuiose~ ThisgFransedion $C ingmdes adltof den@fHy [$6s tfdndhes Captrad | Bt it
CortLbeate) i it palh adBlrBRGrS Rkt T pian IA0RM SR (e ERinls DiflalHien
Wt h2Phe h ghodtorr@ gt hebeR 3 Mok GF Ftkbseivoomirion ey Unse Gomuiopapa e

next | evel cr xthrifd lishfocthe wngd pgrohased) unti|l the | owest level certificate is
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145 The License SC is then transmitied 1o the End-Uger(s).
10 146 When the Licenge SC is received at the End-User Device(s) 109 it is stored in memory until the Content
SC is downloaded.
147 The End-User Device(s) 109 request from the Content Hosting Facility 111, sending the corresponding
Liceose SC for the purchased Content 113,
148 Content 113 is sent lo the End-User Device(s) 109. Upon the receipt the Content 113 is de-encrypted by
15 the End-User Device(s) 109 using the Symmetric Key.

Iv. RIGHTS MANAGEMENT ARCHITECTURE MODEL

A. Architecture Layer Functions
20 FIG. § is a block diagram of the Rights Management Architecure of the Secure Digital Content
Electronic Distribution System 100. Architecturally, four layers represent the Secure Digital Content Electronic
Distribution System 100: the License Control Layer 501, the Content Identification Layer 503, Content Usage
Control Layer 505, and the Contenl Formatting Layer 507. The overall functional objective of each layer and the
individual key functions for each layer are described in this seclion. The functions in each of the layers are fairly
25 independent of the functions in the other layers. Within broad limitations, functions in a layer can be substituted
with similar functions without affecting the functionality of the other layers. Obviously, it is required that the
aulput from one layer satisfies format and semantics acceptable (o the adjacent layer,
The License Control Layer 501 ensures that:
the Digital Content is protected during distribution against illegal inlerception and tampering;
30 . the Content 113 originates from a rightful content owner and is distributed by & licensed distributor, e.g.
Electronic Digital Content Store(s) 103;
the Digital Content purchaser has a properly licensed application;
the distributor is paid by the purchaser before a copy of the Content 113 is made available to the purchaser
. or End-User(s); and
"' 35 . a record of the transaction is kept for reporting purposes.
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System 100 and the key functions in each layer.
20
1. Contert Formatting Layer 507
The general functions associated with the Content Formatting Layer 507 are Content Preprocessing 502
and Compression 511 at the Content Provider(s) 101, and Content De- scrambling 513 and Decompression 515 at
the End-User Device(s) 109. The need for preprocessing and the examples of specific functions were mentioned
25 above. Content Compression 511 is used to reduce the file size of the Content 113 and its transmission time. Any
compression algorithm appropriate for the type of Content 113 and transmigsion medium can be used in the Secure
Digital Coutent Elecironic Distribution Systern 100, For music, MPEG %/4, Dolby AC-2 and AC-3, Sony
Adaptive Transform Coding (ATRAC), and low-bit rate algorithms are some of the typically used compression
algorithmg, The Content 113 is stored in the End-User Device(s) 109 in compressed form to reduce the siorage
310 size requirement. It is decompressed during active playback. De-scrambling is also performed during active
playback. The purpose and type of scrambling will be described later during the discussion of the Countent Usage
Control Layer 503.

2. Content Usage Control Layer 505
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The End-User Device(s) 109 uses a License Watermark 527 10 ¢mbed the copy/play code within the

Comtent 113. Only the End-User Player Application 195 that is knowledgeable of the embedding algorithm and

25 the assaciated scrambling key is able to read or modify the embedded data. The dala is invisible or inaudible o a
hurnan abserver; that is, the dala introduces no perceivable degradation to the Content 113. Since the watermark
survives several steps of content processing, data compression, D-t0-A and A-lo-D conversion, and signal
degradation introduced by normal content bandiing, the watermark stays with the Conteat 113 in any
representation form, including analog representation. In an allernate embodiment, instead of using a License

30 Watermark 527 10 embed (he copy/play code within the Content 13, the End- User Player Application 195 uses
securely stored Usage Conditions 519.

1 Content [dentification Layer 503
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Identificalion Layer 503 deters piracy.

10
4. License Control Layer 501

The License Control Layer 501 protects the Content 113 against unauthorized interception and cnsures
that the Content is only released cn an individual basis to an End- User(s) that has properly licensed End-User
Device(s) 109 and successfully compleles a license purchase trangaction with an authorized Electronic Digital

15 Content Store(s) 103, The License Control Layer 501 protects the Content 113 by double Encryption 531. The
Content 113 is encrypted using an encryption symmetri¢ key generated by the Conteat Provider(s) 101, and the
symmetric key is encrypted using the public key 621 of the Clearinghouse(s). Only the Clearinghouse(s) 105 can
initially recover the symmetic key.

License control is designed with the Clearinghouse(s) 105 as the “irusted party”. Before releasing

20 permission for the License Request 537, (i.e. the Symmerric Key 623 for the Content 113 to an End-User Device(s)
109), the Clearinghouse(s) 105 verifies that the Transaction 541 and the License Authorization 543 are complete
and authentic, that the Electrobic Digital Content Store(s) 103 has authorization from the Secure Digital Content
Electronic Distribution System 100 for the sale of electronic Conteat 113, and that the End-User(s) has a properly
licensed application. Audit/Reporting 545 allows the generation of repor(s and the sharing of licensing transaction

25 information with other authorized parties in the Secure Electronic Digital Content Distribution System 100

License control is implemented through SC Processing 533, SC(s) are used to distribute encrypted
Comtent 113 and information among the system operation components (more about the SC(s) delailed strucwure
sections below). A SC is cryptographic carrier of information that uses cryptographic encryplion, digilal
signatures and digite! certificates Lo provide protection against unauthorized interception and modification of the

30 electronic information or Content 113, It also allows for the authenticity verification of the electronic data.

License control requires that the Content Provider(s) 101, the Elecironic Digital Content Store(s) 103, and
the Clearinghouse(s) 105 bave bona-fide cryptographic digital certificates from reputable Cerlificate Authorities
that are used to authenticate those components. The End-User Device(s) 109 are not required to have digital
certificates.

35
C. Content Distetbution and Licensing Coatrol
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BOM is assumed that the Content-purchase commermal transacmu between the End-User Device(s) 109 and the
Electronic Digital Content Store(s) 103 is based on standard Internet Web protocols. As parl of the Web-based
fnteraction, the End-User(s) makes the selection of the Content 113 10 purchase, provides personal and financial
information, and agrees to the conditions of purchase. The Electronic Digilal Content Store(s) 103 could obtain
10 payment authorization from an acquirer institution using a protocol such as SET.
I is also assumed in FIG. 6 that the Electronic Rigital Content Store(s) 103 has downloaded the End-User
Player Application 195 to an End-User Device(s) 109 based on standard Web protocols.  The architecture requires
that the Electronic Digital Content Store(s) 103 assigns a unique application ID to the downloaded Player
Application 195 and that the End- User Device(s) 109 stores it for Jater application license verification (se¢ below).
15 The overall licensing flow starts al the Content Provider(s) 101. The Content Provider(s) 10! encrypts the
Content 113 using ao encryption symmetric key locally generated, and encrypts the Symmetric Key 623 vsing the
Clearinghouse’s 105 public key 621. In an aliernate embodiment, the symmetric key instead of’being locally
generated my be sent to the Content Provider(s) 101 from the Clearinghouse(s) 105. The Content Provider(s) 101
creates a Content SC(s) 630 around the encrypted Content 113, and a Meladata SC(s) 620 around the encrypted
20 Symmetric Key 623, Store Usage Conditions 519, and other Content 113 associated information. There is one
Meladata SC(s) 620 and one Content SC(s) 630 for every Content 113 object. The Content 113 object may be a
compression level one same soog or the Content 113 object may be each song on the album or the Content 113
object may be the entire album  For each Content 113 object, the Metadata SC(8) 620 also carries the Store Usage
Conditions 919 associated with the Content Usage Control Layer 505,
25 The Content Provider(s) 101 distributes the Metadata SC(s) 620 to one or more Electronic Digital Content
Store(s) 103 (siep 601) and the Content SC(s) 630 to one or more Content Hosting Sites (step 602). Each
Electronic Digital Content Store(s) 103, in turn creates an Offer SC(s) 641. The Offer SC(s) 641 typically carries
much of the same information as the Metadata SC(s) 620, including the Digital Signature 624 of the Content
Provider(s) 101 and the Certificate (aot shown of the Contenl Providet(s) 101. As mentioned above, the Electronic
30 Digital Content Store(s) 103 can add to or narrow the Store Usage Conditions 519 (handled by the Control Usage
Control Layer) initially defined by the Content Provider(s) 101. Optionally, the Content SC(s) 630 and/or the
Metadata SC(s) 620 is signed with a Digital Signarure 624 of the Content Provider(s) 101.
Afler (he completion of the Content-purchase transaction between the End-User Device(s) 109 and the
Electronic Digital Content Store(s) 103 (step 603), the Electrovic Digital Coatent Store(s) 103 creates and
35 transfers to the End-User Device(s) 109 a Transaction SC(s) 640 (step 604). The Transaction SC(s) 640 includes a
unique Transaction ID 535, the purchaser's name (i.e. End-User(s)’) (not shown), the Public Key 661 of the
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t 0 encr yptirahdf@s to the End-User Device(s) 109 a Transaction SC(s) 640 (siep 604). The Transaction SC(s) 640 includes a
unique Trapsaction D 535, the purchaser’s name (i.c. End-User(s)') (nol shown), the Public Key 661 of the
Ead-User Device(s) 109, and the Offer SC(s) 641 agsocialed with 1he purchased Contenit 113, Transaction Data
15 642 in FIG. 6 represents both the Transaction ID 5§35 and the End-User(s) name (nol shown). The Transaclion
Data 642 is encrypled with the Public Key 621 of the Clearinghouse(s) 105, Optionally, the Transaction SC(s) 640
is signed with a Digital Signature 643 of the Electronic Digital Content Store(s) 103.

Upon reception of the Transaction SC(s) 640 (and the Offer SC(5) 641 included in it), the End-User
Player Application 195 running oo End-User Device(s) 109 soliciis license authorization from the
20 Clearingbouse(s) 105 by means of an Order SC(s) 650 (step 605). The Order SC(8) 650 includes the encrypted
Symmetric Key 623 and Store Usage Conditions 519 from the Offer SC(s) 641, the encrypled Transaction Data
642 from the Transaction SC(s) 640, and the encrypted Application ID 551 from the End-User Device(s) 109. In

another embodiment, the Order SC(s) 650 is signed with & Digital Signature 652 of the End-User Device(s) 109.
Upon receplion of the Order SC(s) 650 from the End-User Device(s) 109, the Clearinghouse(s) 105

25 verifies:
1. that the Electronic Digital Content Store(s) 103 has authorization from the Secure Digital Content
Electronic Distribution System 100 (exists in the Database 160 of the Clearinghouse(s) 105);
2. thal the Order SC(s) 650 has not been allered;
30 3. that the Transaction Data 642 and Symmetric Key 623 are complete and authentic;
4. tha the electronic Store Usage Conditions 519 purchased by he End-User Device(s) 109 are consistent

with thase Usage Conditions 517 set by the Content Provider(s) 101; and
5. that the Application ID 551 has a valid structure and that it was provided by an authorized Electronic
Digital Content Store(s) 103.
35 If the verifications are successful, the Clearinghouse(s) 105 decrypts the Symmetric Key 623 and the
Transaction Data 642 and builds and transfers the License SC(s) 660 to the End-User Device(s) 109 (step 606).
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Content Provider(s) 101 and the Elecironic Digit Content Store(s) 103 for euditing and trnckmg purposes

(step 610).
15
V. SECURE CONTAINER STRUCTURE
A. Genersul Structure
A Securc Container (SC) is a structure that consists of several parts which together define a unit of
20 Content 113 or a portion of a (ranaction. and which also define related information such as Usage Conditions,

metadata, and encryption methads. SC(s) are designed in such a way thal the integrity, completeness, and
authenticity of the information can be verified. Some of the information in SC(s) may be encrypted so that it can
only be accessed afier proper authorization bas been obtained.
SC(s) include at least ooe bill of materials (BOM) part which has records of information about the SC(s)
25 and about each of the parts included in the SC(s). A message digest is calculaled, using a hashing algorithm such
as MD-5, for each part and then included in the BOM record for the part. The digesis of the paris are
concatenated together and another digest is computed from them and then encrypied using the privaie key of the
entity creating the SC(s) to create a digila! signature. Parties receiving the SC(s) can use the digital signaure t0
verify all of the digests and thus validate the integrity and completeness of the SC(s) and all of its parts.
30 The following information may be included as records in the BOM along with (he records for each part.
The SC(s) type determines which records need to be Included:
SC(s) version
SC(3) ID
Type of SC(s) (e.g. Offer, Order, Transaction, Content, Metadata or promational and Licepse.)
35 . Publisher of the SC(s)
Date that the SC(s) was created
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Tenpl ates coo al so define urypttun nethods and key refcrettcea to use for
encrypting Symmetric Keys 623 aed anetypted earls. |d The packer has an API
shat is used to unpack a SC(s). Unpacking a SC(s) iq the process of faking
a $Gs) and separating it into its individual parts. The packer can then be
called to decrypt eny of the encrypted parts than were unpacked fromthe
SC(s). |~ dill of Materials (1~-OM part 15 The 134M part is created by the
packer when a SC(s) is being built. The OMis a text file that contains
recou<ds of infom~atio~n about the SC(c) and about the parts that are
itacluded in the SC(s). Each record in the 130OMis on a single line with a
new line indicating the start of a new record. The 1~-OM usual |y incl udes

di gests for each part and a digital signature that can be used to validate
the authenticity and itategrity of the SC(s). 1 .
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is not iracludtd in the l.gn imedi ately after the type
identifier i5 ugglﬂg %bwrlﬁf%:a%“mb? lf"%ef he part is nal included in the SC(s).

The followi ng are reserved types of data or part records:
| 20 C. Overview of Secure Container Flow and Processing
Metadata SC(s) 620 are built by Content Provider(s) 101 and are used to define Content 113 ilems such as
songs. The Content 113 itself is not included in these SC(s) because the size of the Content 113 is lypically too

large for Electronic Digital Content Store(s) 103 and End- User(s) to efficiently download the conlainers just for
the purpose of accessing the descriptive metadata. lostead, the SC(s) includes an external URL {Uniform Resoucce
25 Locators) to point to the Content 113, The SC(s) also includes metadata (that provides descriptive information
about the Content 113 and any other associated data, such as for music, the CD cover art and/or digital audio clips
in the case of song Content 113.
Electronic Digital Content Store(s) 103 download the Metadata SC(s) 620, for which thcy are authorized,
and build Offer SC(s) 641. In short, an Offer SC(s) 641 consists of some of the paris and the BOM from the
30 Metadata SC(s) 620 along with additional information included by the Elecironic Digital Content Store(s) 103. A
new BOM for the Offer SC(s) 641 is created when the Offer SC(s) 641 is built. Electronic Digital Content Store(s)
103 also use the Metadata SC(s) 620 by extracting metadata information from them to build HTML pages an their
web sites that present descriptions of Content 113 to End-User(s), usually so they can purchase the Content 113.
The information in the Offer SC(s) 641 that is added by the Electronic Digital Content Store(s) 103 is
35 typically to parrow the selection of Usage Conditions 517 that are specified in the Metadata SC(s) 620 and
promotional data such as a graphic image file of the store's logo and a URL to the store’s web site. An Offer SC(s)

LS



3 S K partJdnane [digest] Specifies the Key Degcription part. SE9- 98- 009
SO 1~ part~anme (digests SllecifiCS the watermarking instructions part. ' S
C part...~anme [digest] Specifies the certificates) used to validate the
digital sigedyspooT part~tane [digest] Specifies the Usage Conditions

pare, 10 Yk' part_aanme [dl gESt] $pC. CIfi CF 111E Tenpl ate pan Far the Cff'er
SC(s) fid4l. YO part_nane [dtgect] | 5 Specifies the Tenplate riart for the
prder SC(s) 650. YL part"~name [digest] Specifies the Tenplate part far the
Li cense SC(s) 66U. 20 >(D parename (di gest]34Specifies the ID(s) of the
Content 113 of the itens) of Content | 13 being refereneed_ CR part~aroe

[ di gest] Spétitemplats in fhe Metadata SEEHBO indisytesdichduformiationcmn be eariddeny s Higironic Digital

part _nane [Cha@RBidre(SROTnlthedtre BE(s)Fds € add wtdi, & abY, Jickitithat Qﬂ'&{n%ao iﬁa@[ir%ﬂy OB tronic
certificat Ei?@gf{:? elé gagé) ?&I r&{lv%%?dlwgagsr%, 0 iS&gCI iwes a E har oF anotnat
SC(s) that PRGN apdiappats ap repined inythe embedded Mrtadath SOEIRS SC(s). EP
part, _nanmp sc~arOfes 86(s] Higaetdcluded in a Transaction SC(s) 640 when an End-User(s) decides to purchase
5 Coutent 113 from an Electronic Digital Content Store(s) 103. The Electrenic Digital Content Store(s) 103 builds a
Transaction SC(s) 640 and includes Offer SC(s) 641 for each Content 113 item being purchased and transmils it to
the End-User Device(s) 109, The End-User Device(s) 109 receives the Transaction SC(s) 640 and validates the
integrity of the Transaction $C(s) 640 and (be included Offer SC(s) 641.
An Order SC(s) 650 is built by the End-User Device(s) 109 for each Content 113 item being purchased.
10 Informatien is included from the Qffer SC(s) 641, from the Transaction SC(s) 640, and from the configuration
files of (he End-User Device(s) 109. Order SC(s) 650 are sent 10 the Clearinghouse(s) 105 one at a time. The
Clearinghouse(s) 105 URL where the Order SC(s) 650 is included as onc of the records in the BOM for the
Metadata SC(s) 620 and included again in the Offer SC(s) 641.
The Clearinghouse(s) 105 validates and processes Order SC(s) 650 to provide the End- User Device(s)
15 109 with everything that is required to a License Watermark 527 and access putchased Content {13, One of the
functions of the Clearinghouse(s) 105 is o decrypt the Symmetric Keys 623 thal are needed to decrypt the
watermarking instructions from the Offer SC(s) 641 and the Content {13 from the Content SC(s) 630. An
encrypted Symmetric Key 623 record actually contains more than the actual encrypred Symmetric Key 623. Before
executing the encryption, the Content Provider(s) 101 may optionally append its name to the actua) Symmetric Kev
20 623, Having the Content Provider(s)® 101 name encrypted together wilh the Symmetric Key 623 provides security
against a pirate Content Provider(s) (0! that has built its own Metadata SC(s) 620 and Content SC(s) 630 from
legal SC(s). The Clearinghouse(s) 105 verifies that the name of the Content Provider(s) 101 encrypted together
with the Symmetric Keys 623 matches the name of the Content Provider(s) (01 in the SC(s) certificate.
If there are any changes required to be made to the watermarking instructions by the Clearinghouse(s)
25 105, then the Clearinghouse(s) 105 decrypts the Symmetric Key 623 and then modifies the watermarking
instructions and encrypts them again using a new Symmeiric Key 623. The Symmetric Key 623 is then
re-encrypted using the Public Key 661 of the End-User Device(s) 109. The Clearinghouse(s) 105 also decrypts the
other Symmetric Keys 623 in the SC(s) and encrypts them again with the Pubhic Key 661 of the End-User
Device(s) 109. The Clearinghouse(s) 105 builds a License SC(s) 660 that includes the newly encrypied Symmetric
30 Keys 623 and updated watermarking instructions and sends it to the End-User Device(s) 109 in response 1o (he
Order SC(s) 650. If the processing of the Order SC(s) 650 does nol complete successfully, then the
Clearinghouse(s) 105 returns 10 the End-User Device(s) 109 an HTML page or equivalent reporting the failure of
the authorization process.
A License SC(s) 660 provides an End-User Device(s) 109 with everything that is needed to access a
35 Content 113 item. The End-User Device(s) 109 requests the appropriate Coutent SC(s) 630 fiom the Content
Hosting Site(s) 111. Content SC(s) 630 are built by Content Provider(s) 101 aud include encrypted Content 113
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deatil ghouse(s)“vi’@geﬁéh‘f‘ ‘gezsé%pef’ & ERTA%- (s)' credit card wild returns a
notit7Cati on backedronit Dt Gootentciirefs) Dertificatet -off cegifisate providndde B Elegirmic Digita) fentent
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fear, of e [
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galls the SC(s) Packer to pack into SC(s). Content D sperserrtent 'Tool
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The purpose of this tc~oi is tn schedule) track, arad nadage Content 713
processing activities. This application enables nmufti-user access as well
as allow ng scheduling of Content 113 and status cbeckittg fiam5 renote

| ocations within the Intranet or extranet of the Consent providers) 101.
Thi s dessEmogloe® all ows for coll aborative processing where nultiple

i ndividuals cart be working on nultiple pfece.c of Content 113 in parallel
and different individuals can be assigned sptxific responsibilities and
these individuals t:an be spread throughtut the world. xurr~ing now la FIG

8 is a block diagratxt of the major procesges af K fonovinda stepg ey 154
Cor r espondi ng ..o EﬁeGEndZ?SﬂTm"im} @09 m@é%ﬁfg“sf‘%%%?@) gwsumrari zes the

Content 113 pr ssi ng, functi -yt Hestd)y the tools described in this
section.pahﬁm&ﬂnkﬂiy@mmﬁﬁﬁéﬂggm%?%h?é reséonsible or feeding jabs to these
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. T 9 . LT )
the failure pr@@? Interimstatus of a process (to allow initiation q&
| uoc~ces that neipaitsesgiisp AE%FY al co;@éﬁ?tii hp{)ubﬁc g premdenEleqyoee BEdy Coniiy
coments {0 a Ry mtnig&meilgnwe%éhe fall e to thv dexi gratal prc>cessc,
2d The Wbk Fl aw n&ﬂfrméﬁﬁ al so has a user interface, an exarnpla Wrk
Fl ow Manager uSEred) | ef?ac%%éggykﬁqiIIustrated is FLG 7 which provi%ﬁf t he
f ol | Q@i Ng 4f unctyapahe tmsheonite on panel to 3al]. hd TraRdctianSass) 640
def aul't vgl ues geni SORRkrl fRSuhde obed @fﬁéﬁc@%{ ‘gév‘rl?%g?ﬁrred during vari ous
stages of Prnce §|ag custom zation of the work flow rul es and aut oat at ed
processing flows 25 - job schedug ngt status Queries acrd reports add
coments eLr irj Y&cutearuaraimer 64 FoemAtaSSOCi ated to on r 11 RE PEme esl Key
j ob tnartaSérrenP%%ei‘. & sisnend)ndgheasele imme}hemgg(%pﬁ;%{ﬁ . ng Q&Bﬁ{imoénd
processing)) | rAEHEMEIE has %qu?&ﬁl ASERBElAL @aihaiCidarighoyieRatfd ™ It he
Work kow Magagme bt Thascl Pafp GERE 65 §Q re %ﬁ(ﬁgg NG ptBSnd BOR fchethd/ Bt SESH G
Manager 154 fcgt%L,%%pSsEémmlimwymeWWﬁg S4 ei t her susofﬁggﬂ'ﬁwutg@s) BOM
process (tdgfif 'n-a wait s‘# kg )isgo.tﬁersamameingia@bche%gxxﬁﬁo}ugﬁt Voinits o
associ at ed aguasoénchyfedin g OG0 t he &g&%g@e@{dh 00 050; traaBOM Bk MeIRR
j ob needed ;f m&e{nfaaﬁmomesftmesmé&fwé"ﬁ CCSS, If a (,Ercgcvgmmeaa@wdamamm
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by the Wor k6RIROMNEDer 154, The Wrk Fl ow Manager i 54 al so manages the
f1 ow ejd Or §e) 620 ardds B¥YWi ng based on a act of defined ruses. ~5 These rules
can be custom zed by the Content Provider{s) 1dl1 if it has special
processi ng requirenents or configures specific defaults rules. Wen a
proeesS reports conpletion of its assigned task, it qgoti $ee the Wrk -~ f
v~W7 61 Fl ow Manager 154 of this status and the Work Flrnv Manager 154
deci drs what queue the job gets placed on next based oa the definer! rules.
Cotrtnrteats indicating special haodliag instructions or notices may al so
be attached to the product at any of floe processing steps via either the
pregranrning Al ?l w manual ly through the Wark 1=t ow Manager User 5
| aterfece 700 or processor interfaces. 'l he processes in the Wrk Flow
Manager 154 are inplenented itt lava in the preferred enbodi ment but

a process acrd reason for
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desirt~! crna= s areba® spe E_wel | Jas the laudi o PCM or
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Acqui sition Process 8U3 section for details on the Database



Mappi ng 'fable).

I f the required general
and the specific irifortnation required far watermarking is specified,

I nformation for audi o processing

t he

jAb is queued for Watermarking Process 808 (the first phase of content
processi nggr9-99-000 any of the required iafortnation ig m ssing when the job

is rel eased,

the job is queued to the queue of the Products Awaiting

Actioal I nformatian Process 801 elorig with status indicating the

inforttt$tion that i R m vai

ng.
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as rs-~ui reﬁi (seeCoftentsecti ¢n on Ayt omati d| Met addt a Acqjli si tit{xt Prtyesc
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Key Description Part Yes Yes
Digilal Siguawre




S~9-9%-0g9 64 The Usage conditions Process 80S all ows specification of
product uses and testrietions. The Usage Conditions Proc~,a 8t)5 may
require soave netadata. Upon conpletion of Usage Conditions

speei ftcah@tgi 0%he job is Aigsblc; to be queuod for Metadata SE s)
Creation c 'g U7 unl ess the Supervised Rel ease Process $06 option has
been requested as is coa8gured as the default in the Wrk Fl ow Manager 154
rules- In that case, the job is 5 queued for Supervi sed ttel ease Process
$06. )9eforc queuing to Metadata SC(s) Cré4tion 1;'rtxess 807, the Wrk

Fl ow Manages 154 will first a9sure that all dependenm e. %@or tl xat process
have been net (thedollowinpwiscribes the ierms thiyarejusdd ip theqbuye Serder BCENS0 Mrabwere ng previously
bl vvaltl ng i on Process 80I, 6 Supervi sed Rel ease Process 806
1. gupiel?e\g?ég&%ggggse Process $06 al laws a qual ity ck and,

val | datl on of iTsmasicHen SR B Toe BOY ip dre q"ﬁ@ald?rgismn %‘E&ﬁt%ﬁt %%‘gtn thg Prder
does not have g)dm}dﬁﬁm&sma@@m&mummlmwmm ached to the job at

~f t f
oy SKae o R oL BB BREG R  ape
and Conmments) tthepfthpery e Stedit had of debil tod.| Sk inforopion dnrsquitgd phetbe ﬁ@ﬂ@&@é’lﬂ%
queue ttte progugte,f s?&e(bf%ﬁﬁ%ﬁtcﬁmﬁ%@bﬁ&?se@f 42 Qods hQRESHRe (R ftorrler biliHRGh fMich case

andl or add |nformat| on and q)geue he product for Metadata SC(s) Creation

Process $07 - dbtiCleasnghomses (U5 mapbandigpe B8 o- queue for Manual Met adat a

En~ry rrcxesc 804 add t:anttients and queue the job to the queue fc~r

Prodyct s iti tio f or Process 801 7, Metadata SC(s)

Crea’t{:bon mcesgg‘gﬁfﬁeﬁ'geﬁ:ﬁmﬁ tﬁgag‘t;{r%gts Crca~ion Prcxnss 8t17 gathers

t oget her al | t Hbheifolfopingnable showsdlod naes:tedreatlﬁwled indhejdgense $E5) Biets et RotsTBAN. ofys

roqutred f 2118 Arim AR GRbA3Shd: BR Sfel&) foPaeSeEE ﬂiermerﬂamng
$buat {@ghbfggyaﬁééé@léqa g_rﬂalu & éqr o @ft

to create oo re%wres @ ] ?‘ﬁ
i nput: t hiestiuetions, ﬁe@mﬁéﬂa@&tcammé Ry bre feSPREYPI by PG @W@?‘Vﬁs bR uppghe
used | n t hghdUReksy PlubR K ldgewatn @t bnd:wsad mdvgce(k)awhsevfee the tliviepe PEEOA6OTE dBTySs the

Iast ender rec that the I

audi d prc g‘ﬂ'?e’ﬁé ‘{fﬁ;@ia‘ﬁ‘é‘ﬁ%‘p ‘t°ﬁ%°e %F%%%f%?gg%}f ?:A sgr%& e&gé@éﬁa t%%%(s)
conpl eti on630f t he Metadata SGs) C}eatlon Process 807, the job is queued to
either the queue for Final Quality A ~curance Prods 813 or Content

Di sperseneut Prods 8i4 boson nn defined work flaw rules. 30 8.
Vrlatertnarking ~' rot:ess 8@ The Watd' marki ng Process 8U8 adds copyri ght
and other information to the Content 113. For an enbodi nent where the
Content 1 13 ie a song, dais tool requires the follow ng as input: song
fileaame(s) (multiple filenanmes if album 35 ~ watentarkiag instructiops
wat er mar | dag paraneters (information to be included is the watentark)

5E9- 9%- OUP 65 Upon conpl etion of the Waternmarking process 808, the job i $
gqueued for Preprocessing and Conpression Process 809 if its required input
is available or otherw se queued to the Products Awaiting
Actioal I nforntation Process 801. 5 4. preprocessing and Conpression Process
809



The freproc~sing and Conprccsi on Process 809 encodes the Content t 13 to
the specified cotnpresslan |cwel perform ng any required hrepr<xessing
fret. Queuing a jab to (his queue actually create nultiple queue entries, A
job is creagpeglogpoeach c:owprassic~a | evel of the product desired, T he
encodi ng processes caa be performed in parallel on nultiple system. This
tool requires the followng input: i 0 ~ waternmarked content fil enanes)
(multiple filenanes if Content 113 is an albtun) quality levels far product
(coul d be preconfigured) conpression al gont¥m (coul d b4 precont tgured)
product gears (if_required t5y preprocessor) Upcm conpletion of the

encodi ng prlocess, the jgbs are queued Jo the ContentkefDavriibn RoNLT al
process 81y | 5 if confilguredB8® t he rResdll aw Enehps, iKey®t , R ODSyPkS
queued for isg] |Digesy § Nenier d padlgy pr oRricddey S of@encod’,

tool s do ndt [Sonet YBLE et hod t o di spl fhyOtthe per Rt a EnoByn e @BAT ePTETIRE)
such as audi n_processedj arPa t hod t o] inkeycatje t he ajroukdy
of Cont ea~,|t [Mt@datdllRL}hds been eWDded gsOapper] cerRCage| ®ac e |[ENREAE | EU Pab
sel ection qf ntent 113 selected, in JF1Qanl if there | s Kiyov{rt a flpwkey
di fygram 1100 of a net hqd t 8CEeNemsioni nejit he en¢oding rpte of Thgrtal Nt ent
far the Content Preprocélssi ngcant 20 npressfon toorfof FIG[ $ Tt ‘

begins with tThe selrecti ¢a @) edencydi-mg—atgor T ttm

rate, step . ; R P. oefrtodetesmt—Tr s

ul Cdi ng rg T Y5 So—r-at¢—etarstep—31462

factor is t t iumeﬁartr' re-t-he—-af-e—ef—e i

specific ed i et i

cal cul ated i at—1.il 3 is ehcoded
for apredj epredeterm’ne period of tine in

t he pref er cends This rake of en ﬂdlﬂg far _a

predet er mr ] I r_ratg factor
R~, Et,~. C4l eCondiions mlew Yeat e] f A& orll| ~vrw knomi ng f he ant Hqunl of fine
and t he anyuftanmatiict@aent Me8 ephcoded fis Ftt, Jew = (lfength off pigitaf
Cont ent engadedjernaadmpungl plyet | t pojlg@B TREs Ehe §yn) |LIRSA | S| EU Pub
encoded and t haswetwadi n@j st at us| i | ageed ysing the pegvi qusly cal cidepte
rate factor i

ey rate c TTNEW{T S Ther
stcrred. " (ep | encodi \rlng al gorijt hm and
cnc4di ng bijt r@amca(d(g) t e Gresel ECTigd S™a [previougry carcotated
rate facton roarn, Dif S ignakire ' cuded cnu t-tTe
progressi o arspi ayed ustng-the previtt oty Cacutated oue f aetr—r—R-Fot-

step 11 t?4. in_the neantine, a current raft factor, 11~"".-~"
cal cul ated for tHedo lg&m&é@@&&w@&sﬁmtﬂﬁwavwﬂmum ﬂbp%?tlecmsts&ﬂ Q@O’!ﬁl Wh‘r"@} previously
current ratdeschmtfaraudﬁase(s) is used to update the stared rate factor Rh, Ew =

A O e B i b BB S sl R0 PR 5 b o

and nore accuratdatani t h each 35 subsequent use far a particul ar encodi ng

al gori t hm and b'érdér%b%‘saasmﬁ mvgc{satmeaho.ﬁy 'o?a&&k%s%&ﬁéﬁd for future use,

| v~r-1lri-009 f te:%i “Patlnq not be made if the
current rate fac‘f"bfﬁ R”P““?”s“'ﬂut A ogtioral f“b?f"f'H@ca‘ﬁr‘B‘i/Y”dﬁb‘r‘%'ie REtuely isfugd aod signed
factor o~n by a tevienClesingeusels) 10heshohdiongthanddesn ol valid. t e ST 0eli g & kiglatese

can thgn be pre e h t.he en

encodllnl ?g r atg eéhd(lgrsl bFQ&ﬁg{fﬁfg eagﬁe‘:?ttggél 35 felao‘{ﬁ‘lf?‘hﬁ""'ta" L@%ﬁm& e 'PVBE%E(S) e
di spl ayed as a pﬁ"dd#@s‘%ﬁ%rﬁﬂﬂbﬂaﬂ@a@édwmi cqphef teaﬂwughvgqetsa@ﬁ eer@mle rdvesatiant il on
lea~gth of the fi¢ ﬂ]dtl.%& ﬁé@n@e(@@;t Wmébér% revm%nqﬂpl.@ﬁbﬂgd HeAHnd Vs @Qy@}\gﬂlc?txon 195

include the tine ret’ e ericoditt Tae time tenal

t he encoding carf"f%'e%‘a’ "?PEI'I°<’aﬁyé8‘hb§/"“’d1“‘€/i“dIOng'"t“h@“e%fB’tﬂ“ﬁ‘g“‘t“af“é”"éeﬂ @tﬂ“atﬂé‘dbﬂ or a
licu~M by the t aingdswhpigbih)dh okdéreo deichgind vatiich@ans Bévhosl . The encodi ng status
can bgctransferred to another progsmthat may i nvoke the calling process,
This can hel p supervisory proganc to ancoditig or eo-dependent prograns on
encodi ng bd- operGangant Saqere Gonthinerfordatf or prcx~sing nmare efficiently. It

shoul d be 10 undfie$81BRHAg tabid stk Ak h£E RaktatiE1RE0R EOR n

i nclude the slap of vvatgrrru r Ki ng %Oa} Coﬁtmgnfyeggl&??y Co%?sp'%ﬁqi)@%%@gs
810 The Content Quality Control Process 810 is simlar in function to the
Supervi sed Rel ease Process 80b. It is ao optional step allow ng Sonmeone to
validate the quality of the content processing perfornmed thus far. This has
15 'l o dependenci es other than canplerion of the Watermarki ng Process $08
and the Cncodirig ptution of the Preprocessing and Canpregsi un Process 809.
U~o conpleticmof the Content Quality Control Process 810 the follow ng
opt| ons are ava| I abI e: the ]ObS Can be reI eased and queued for Encrypti on

o ~AaA A



The Conttttt SC(s) Creaticm Process $ |2 Process may require sanme rnetadata
files to be included in the Content SC(s) 630. If files other than the
C-nteat 113 are required, the files are gathered and the SC(s) Packer
Process is gsg go create a Content SC(s) 630 for each canpresvion |evel
of the Confent ?3 (e.g. a song) creatal. Upon conpletion of the Content
SC(S) Creation Process 812, the song is queued to either the Final Quality
5 Assurance Process 813 or Content Di spetsenent Process 814 queue bastd
on defwned work flow rul es. S~9-9%$- 009 b#613. Finial Quality Assurance
Process B13 Final Quality Assurance Process $13 is an optional step that
allows a cross reference check between the asspciated | vl etadata and
Goritent S{(s) 630 to vfrify @M they] match up correctly and that alt
i nforrnati po_anda®nt ent] Perdxiewnt diges’d therein are correct. Upon conpl etion
of Final Quality Assurafice $¥®gesipn813, the jobs are 5 queued for Content
Di spersenmept_Process 81#f. |f S&@biobl emis found, the job in mast cases has
to be re-qyieued to the flailiSqgs)Iymoe. |Rework at this stage is nuch ntore
costly singe tht produci hag(s)publdet hrlough re-encryption and repackin,~; in
addition t € Teprixeffsing madiread [to cttrrtxt the problem h is highly
r eCOmendeg¢—thatr—the pri{jor EapinuerblE ) 2ges be used to assure the qualtly
of the Confemt—ti5—and 'Lel%& sl npl etent;ss of the information. to
14. Contenf Di spersener pro%ég_ @5 The Content Disperscnenl pruc;ess 814
Process i sjresponsthte—o 1%&?!'&'1? g the SC(s) to the appropriate
hosti ng si fes—AFer—thf— N Hansfer of the SEs), the job
eorripletigo status is [loQFERSIERAps g job i$ dtleted fromtb, e queue. 1f a

pr obl em oc g5 HEaRs 3 s)) after a defined nunber of
retrie.5, ol D ¢ i e WorJcfl ow Manager Tool 154 as

havi ng f ai fed® teshCpoeepy f1 rorX®ncount crod. 15. Work Plow Rul es The
work flow Rul eErop@ied ) G 8Y6f)eraté'°fn t hree maj or sysKerns as follows: 2a
A Wrk Fto © Toolf. 1541 w-Cantlent Request Process 8022. Pcoducts
Awai ting A¢tioMeed¥s or r flat (Y6h B odeSs |$013. Final Qual ity Assurance Proees.s
$134. Cont t +t Ceifearegbnedit (X¥8hd (NotNoE~gati on) Process 81425 B: Met adat a

Assimilati gn _and F ntry}|ToDigdlEighatvkeit dmat i ¢ Mat adata At: qui ~ition Procacs

i St132. Manual Met adé&t a Entry Process 6U43. Supervi sed Rel ease Process

81 764. Ml ada. | a t Pr oce .
Tools |55 1. Mt@%@%‘ﬂ%@%ﬁ@&s %ﬁé—?ﬁ%%h(?vgggmegg?) r| g‘#@ad" A [5‘“ '°“Q§Jdes°"b°d
Preproée55|f¢igmé‘w€l5@6hpre53| on Process 809 3, Content Quality Control
Process 810 4. MEnekpatdoRinProafits $1381el whs enlerfdddPh CohdabProideR@t 0P RidR SRR eriPRS
SE9- 98- 009 68 W&?:k Fl ow Tht Corttetxt 113 sel ection operator |nputs a new
product and it darts out queued onto Al (New t"ontent Request Process
802). $ Al:r Wherkntrypel Meadatnt Mekeas eds@ted ovithope Cation |1t ihea 9/es erctypted by laeContent

Work Fl ow Nanagqsrov'lagll(g)lé{%,),gggﬁgndrk Kg;gg queued ants S1 (the Automatic
| vl etrgsat a Acquisition Process 803). ;. comng fromstep 101 (the

Aut omabi ¢ Met addbE® BAQes P‘E“‘F’éﬂq"md@"@ ‘BG‘S)C"“‘EH‘ SGELAI0 §inee ey cioqrirdise degrmiahe
Entry Pr ac-esicrypfed)parts are in the License SC(s) 660 that is built at the Clearinghouse(s) 105.

VL SECURE CONTAINER PACKING AND UNPACKING

15 A. Overview



yr step B3 (Supervised Rel ease process 806) 10 an its way to step Before
(the Metadata SC(s) Creation hrocesa 8()7) [ needs the encryption keys ),
cornl ng from St&B Before (the Metadata SC(s) Crealian ProceSS 807) on its
‘way to ei tH A3 (the Final Quality Assurance Prcxcs, 813) ar Step A4
(the Content Dispcrsenment Process 814) 1% [ needs the Ct 7nLLnl SC(s) 63i)].
cotrranl; fromstep ClL (the Wal etmarking Proce, SS $OR) an its way to step
C2 (the preprocessing and Cunpre~aion Procggs 809) [ needs the nctadata for
Preprcvc~sing and ConprGSSi on Process 8091. corning Fromstep C4 (the

Bnctyntion Process s&ésipa)cké% AP ti Wind&w: ISrG%'a?ﬁ Gith gdlt(nﬁpl@?ﬁﬁc?%%mﬁ%iénm&ace& that

Creation ProceS agl 2% % ? the ntetadata far C-pntent

J. comng b th “("E‘ﬁ@’ B SPER StePprgessy “G’@%lsﬂf) Wtbﬁb%féhcs&@'ﬁ%”? t'Ble\ﬁﬁgs)
to either sPhakpr IAB. 162 ha3 Farmbfl@tnhr$ etp}&cf&ﬁﬁﬁfpﬁcmm VAR 8cvs'Sp I Siztat at@e Cohif Pﬁwiﬁd‘g
Ccotent Di e ta ala S

After stop %Fqugﬁ?ﬁ%)rlloﬁlglﬁ&%ﬁm IEI"lggm ﬁgté‘r[ gt gﬁ I’-’éa qgfﬁm%%hié“lﬂ}‘ﬁ o BOM
Queue §g2 ifirepessory: & Hent %Emﬂmﬂrﬂwe@@d Mcludgdr mplh%ﬁﬁé‘i)o At set o paelie ABB allows the

( Super vi Se%ﬂiﬂ(ﬂﬁ&:ﬂ‘y Efe(?&&*ﬁﬁu&qg}mred" to '&Qleﬁfe%é fekPds Qi i BORP nlfdel@éﬂlﬂe&qptm mg)LtJ& and to

qual ity assurartce OtB &%o Sr AA (Content Disperse

Process 81A3cudg pazts iipg S \ﬁnwa@@frpaw& Y‘W’FCSK% ag well %sﬁi’@“bw)‘é%wm srpd| the
After step diital s(ghitare Audisaton g&foandmy atphder AGLH1Rioh mmru.iém@ﬁ@n@%o are subpoktElby the
met edat a ng?&g&ré ?Jlud%é@rfhegackg oMe%&r aﬁ%h&@%uc{m et mu-%gc‘gu el ?II present)

t heat pl ace au en Fesemnt] 2 (do tl ae
foll olng | ogi c T4F Q’éﬂ'fﬂcc l@@m@}f Bowildige SC(@ll!dvevbYBn ARt gt apospisthe fotlowins radakiers as
i's mssing, g 2- there ate coch~neatS directed to thte matlual netadata
provi ders, then also pl e rod t unto (iueue B2 (Manual Metadara Entry
Process 8bd), elSRF Wt A Culp Parb B R L ?bo%fa%%rwdhffwﬂvm comapdiia e packer
t hen pl ace the prichedtforonatie thpBGuUeuiBd 1§ Sapenivd cottlariie PaR&eominadeadu@@bding Ahs &
i f the product feor e tent Processin 00l
155 for a1 of SRSl B sl OB R b, et SR B8 BB [ R
queue IBet ' orc (tOvEcriptiangaat a St (s) GYeatlon Process 807). eI 50 flag the

product as.needs §ahe uﬂl&@tfnﬁﬂk'n@%ek@éﬁdm@dﬁ@d RIAGRs &)hﬁllnm)rmessovpa&dabatbﬁnﬁ A2

(Products Await wgman l&%gﬂ/olﬂrlljggbwa} cyn Process 8U

~

A value with each bit being a defined flag or a reserved flag for future use. The following flags are
currently defined:

20 - Indication as 10 whether all of the paris of the SC(s) sbould be bundled together into a single file
after all of the structures in (he buffer bave been processed. Bundling the parts into a single
object is the last step thay is performed when building a SC(s).

- Indication as to whether (he digital signature is omitted from the BOM part. If this flag is not
set, then the digital signature is computed right before the SC(s) is bundled into a single object.

25 In an alternate embodiment, the interface to the packer for building a SC(s) is done by APIs that accept

the following parameters as input:
First, an API i3 called (o create a Bill of Materials (BOM) part by passing in pointer to a structure thal
consists of information that is used to initialize SC(g) settings that are denoted as IP records in the SC(g)
BOM part, the name 10 use for the BOM part, a default location to look for parts that will be added, and a

30 flags value. This APl returns a SC(s) handle that is used in subsequent Packer APIs.

The Packer has an API that is used whenever a part is added 10 a SC(s). This API accepts a SC(s) handle,
which was previously returned by a previous Packer API, a pointer to a structure that consists of
information aboul the pari that is being added, and a flags value. Information about the part being added
includes the name and location of the part, the name to use in the BOM for the parl, the type of part that
35 is being added, a bash value for the pan, flags, etc.



10 B2: puring step 82 (Manual Metadaut Entry Process 8tlA), if step C1 (the
Wat er mar ki ng Process 80%) has not been done and the netadata needed fcv
step Cl is present) then place an entry representing this product onto
queue d. ( gtdgeodg)l lowing logic also) if nctadata needed for step C2

(tht: Preprpcéssing and Conpression Process $U9) just beeaa provided, 15
then (do the followng logic also) if 111 the netadata that can be gathered
by the Metadal a Assitxtilation and Jrtttry 7"001 161 is present) theta if
supervi sed rel ease was requested for thin p#bduct, then place the product
onto queue H3 2~é§lSu pervi sod Rel ease Prods 806) else if all the information
fromstep Gt (théfgmedl ¢fithé pams lhavedeensaldall th)theo$C(5) e Pallomn tARPN tis Rllabﬁaﬁtknal J?QEA Bhrts,
t55 is present, S he, Me

SC(9) " eat i on’ PERBoplg BOM Bl ok £ M st oBedl VB (ESHIBNT o Bl TR Skt sy
encryption keys 4% p‘I"tH‘if'é"af‘ﬁ'ie%“"ﬁ"-"dﬂ‘HE?d bemwalﬁé’a@w@lmrmm@cmmmcw $C(s), a
ACtiott/| nfprmat paiter s amesre Wil infgrmatidh $ sigding (ReSa®adl@hays Ay der request ed
a forceg suhervisod rel ease, then place the prcxluct onto queue H-

(Supervi sed Rel ease Process 8t)H) 3~ el se do nothing (keep the product on
queue Z (Manual Fiheaéhatracken ort thy efinhebliog USYRer caB3e DISCIsh terpteepo Bl a SC(s).  SC(s)

(Supervis edgdnglh@& 8RS %fﬁ’&;ﬁﬁ&smﬁ&ﬁae 1t13'rlt dﬁﬁkéur@aoﬁﬁlaatr? Foqhi ﬁgﬁﬁ Q?ﬂa%;ts)t LE& iP 5&%8\.{”1

back to ste %% &/)bt adata E Process
an queue 92 g c %°tﬁe °dﬁ\é¥9&t’rb'|“e”r“§'ﬁ @&é‘éﬂ”"f%‘”ﬁ#’dﬂ%fﬁ’[ mctm@m Symgweigc §$ﬁéé3gand
70 if all téverypied pads.mat i an from step C4 (the Encryption Process 811) of the

Cont en{, Processi als 1S h pl ace thi uct onto queue
Heforefo(the I\/dadg?eep-g Hag a P“ afon eﬁ’r%oucl:'l S5 g@‘ﬁ’séfi ?ﬁ“‘é{&gfggg) *gﬁﬂe“t“séfélalﬁ (s)
t he encrypt #griciReiag iaindn lplua!@edu@lwam‘s The mglepc tanalen ge epllesle dAP( 4By ofibednsryBied parts thau
Avai ti ng Acivir@lddphdki®fidni ihabt@n Process BO1 ). el se the product retttains on
queue B3 (Supervised Rel ease Process 806). Before: After step Befoxe (the
Met adat ~ SC{s) Creation Process 807),

B. Bill of Materials (BOM) Part

15 The BOM part is created by Lhe packer when a SC(g) is being buili. The BOM is a text file that contains
records of informarion about the SC(s) and about the parts that are included in the SC(s). Each record in the BOM
is on a single line with a new line indicating the start of a new record. The BOM usually includes digests for each
part and a digiial signature thal can be used w validate the authenticily and integrity of the SC(s).

20 The record types within a BOM are as follows:

P An IP record coniains a seu of Name=Value pairs pertaining to the SC(s). The following Names are
teserved for specific properties of SC(s):

25 V major.minor.fix
The V praperty specifies the version of the SC(s). This is (he version number of the SC(s) specification
that the SC(s) was created under. The siring that follows should be of the form major.minor.fix, where

major, minor, and fix are the major release number, minor release number, and fix level, respectively.

30 ID vaiue
The 1D property is a unique value that s assigned to this specific SC(s) by the entity that is creating this
8C(s). The format of the value is defined in a later version of this document.

T value
35 The T propexty specifies the type of the SC(s), which should be one of;
ORD - An Order SC(s) 650.



flag the product Metadata has been packed . if all the {productlquality

| evel ) tuples have been packed, then la if the Content Providtx(s)' 10l
configuration specifics Cuality Assort the SC(s), then place this product
aut o queue gfd.gd.beo Fi nal Quality Assurance Process $13} else place this
praduet ootp queue A4 (the Content Disper:,enment Process 814). else flag
the product as needs the Content 113 SG s) and place this product onto
gueue A2 (Products Awaiting Aetionllnfomation Process 80l). IS C<: After
step Cl (the Waternarking Proeecs 808), if#?he netadal a needed far step C2
(the Preprocessing and Canpreasi on Process $09) is present, tb,en create an
entry for cash (prad®¥f-dofffetSL@eédlel ) tupl e and pl ace them onto queue CZ,
el ce flag the produt tLi@sAngedssed@e nctadata for Prepracessi ngl Canpression
and place this produ agts,]e 20 . ug@g (Products Awailirlg

Aclion/ | nformaiion Proce '8’(‘“5"1'?". $4fter step Cz (the Preprocessing and
Conpr essi on Process &W)- A MetadaeSQB0A0ent Provi der(s)' 101 conflguratian

speci fses Content QURlON Ya Edhdal §c1) 6§, 0CeSs $10 , then place tkt,is
(produetlquality level) tuple onto queue C3 (tbe Content Quality Control

Process 810)) else place this (produedquality |level) tuple onto queue C4
(the EncryptionaPus@ess 811). 25 C3: After step C3 (the Content Quality
Control Process.810), then pl.ace this roduct] qual ity |evel) tuple onto
queue Ca (the 1 THE Aot RisE e s of Bty il ime vt
Process $11), pruoanibimousiaed/ireezdectdiwvih he CRréringimuge(s) €15, t he Symmetric | Cey b23
gener pyed by the Procesfi and used to encipher the Content 113) to the

Met adata Assinmilation and Entry Tool 161. 30 iF all the rnetadata that's
required for thd® ¥fteet SC(s) 630 is precept, then place this

(producrJqual i t Yué B\peipirtytidtalites @3 ldge, Ghesifodally, (Helithe GRNGLS BE(5)0ab Sharddl GRL 1aR1R should
Process 812), else flaf; t he h%roduct as need§rr“t8@ {nglggt %‘ﬁor content SC(s)
630 Packi ng andpl ace®t hi s FBrodudtMqual i ¥ g[@m S-SR ( pr BRGNS
Awai ting Ael i onlytanfnoniiddy@bpurminees®n@@himpl-fa@im-obfeed step C5 (the Content
SC(4) j5reation RRACHSS. &:i&)l%ﬁ%f&){e(gagmm??&dﬂihpﬁkéa'ra?béﬁ! the Got~tent 113

at this quality level "has been pac praductl quality | evel}
tupl es have been packed, then

E value

The E property identifies the daie, and optionally, the ume that the SC(s) expires. The value should be

the same form used in (be D property that was previously defined.  The expiration date/uime should be
20 compared, whenever possible, with the date/time at the Clearinghouse(s) 105,

CCURL. value

The CCURL property identifies the URL of the Clearinghouse(s) 105. The value should be of the form of
a valid external URL.

25
H value
The H property idenlifies the algorithm that was used 10 calculate the message digests for the pars
included in the SC(s). An example digest algorithm is MDS5.

30 D A D record is a data or part entry record that contains information that identifies the type of part, the
name of the part, the (optional) digest of the part, and an (optional) indication that the part ig not included
in the SC(s). A - sign immediately after the type identifier is used to indicate that the part is ot
included in the SC(s). The following are reserved types of data or part records:

35 K part_name [digest]
Specifies the Key Description part.



SE9-98-009 71 if the pradua is Nagged Met adata has been packed , then if
the C-Ite~t Provider(s)' 10l configuration species Quality A9stue the
SC(s), then pl $ce tbas product onto queue A3 (the Final Qualify Assurance
Process 81%%_:9%?% pl ace this product onto queue A4 (the Content

Di spersene ClgSS 814) 5 else flag the product as needs the Metadata
SC(s) 620 and place this product onto queue AZ (Frdducts Awaiting
Actidn/Infotmati aa Process 801 ) else (all the (productlquality |evel)

tupl es have not been packed) do nothing (a¥bther (productJquality |evel)
tupl C triggers an action). 10 C. | ~etadata AssRm | aHdn and Entry' >("' ddl

Met adat a cotasists df the data describing the Gvnlent 113 far exanple in
nmusic) title ofwt hg hfgeOjadedrg) artist, authorlconposer, producer 2~td

| engt h of recordi n,g. The fallow ~og description is based upon Content 113
bei ng nusi ¢ hut SiepifieqthegyateamylingiseteptiopsmE. by t hose skilled in the art that
ot her content types e.g.) video, pragans, tnuitinedia, novies, and

equi va§ ent, are, W thin t&e rue scope afro nmeani ng of the present

i nventti on. 15 ThiR* S JLesh brings tagaher the data the Coz~tet at

Frovi der (s) 101Speeifesitibeertificued(d) esefloaalidate thie gigital girlatate. Contt nt Stares) 103 to
hel p pronote ttte sale of the product (e.g., for nusic, sanple clips by
this artist, history of this artist, List of albunms oa which this recording
appears, genrest 24deMaddershith this artist and/or product), the data the
Cont ent Provi degifie(HelUsBde@ohdifms @, t he End- Users) with the purchased

prod (e.g., artist, producer) albumcover, track length), and the

di fferent purchase options (the Usage Conditionv ,~ 17) the Content

Provi ders) 20 1yR pamntse {digesif er t he End- User(s). The data is packaged into
a Metadata SC(sg.. , | he El ectronic Digital Caotetnt
Stores) 103. Tnépz‘igé%rlr}%ﬁ?gﬂ%?ﬁ?@% bhgﬂ{g?(}ng’\‘/‘\}'ng tools are providdid:

Aut omati ¢ Metadata Acquisition Tool Ivlartual Metadata Entry Tool - Usage
Condi ti ons Toal y@5nan_s2megayisged Rel ease Tool These tcx~l's enabl e Cnnicnt
rravey cr(s) I (11 to i{%l 1em&*nt t he Pl GX: TaspSSES descri bed above far Wrk
Fl aw ‘Manager | SPCHGAeTeHRE M HREPRAPY SS9 t ool kit based on Java in the
preferred erttbodi nent hut other programm ng | anguages such as GC++)
Asvenbl er and ival : be used. 30 1. Automatic Metadata Acquisition
Tool SE9- 98- ggg p%g_n_‘ii_ﬂ% [ﬁgétg%rrati c Metadata Acquisition Tool provides a
user the abil i tSresiesithpdicwnpian part fighoditenstdtistooRet adat a Acqui siti on PCOCGSS
803 dCSCri bed abo~re. The Autoarratic | ~etadata Acquisition 'fool is used
to acgess the qq)tabgse 1(%0 of the Content Etovider(s) 101 end to retrieve
as mfth data asVpBEs¥ie®f¥hout operator assistance, Coif guratian methods
are avail abl e t $pecifitstreDés) ofttheCopen ¢ Bl the iféwds) GHCinent | 1 Phaingirdfaraiced. 101 can
tailor the default 5 netadata tenplate to identify the types of data this
Content Providers) 101 waluts to provide to Ettd- Users) (e.g., cott~poser,
producer) si denEH|rertuame ldigstlgt h) and tf~e types taf p~, COtriotianal data
dxe Content Pr ostetifdsihe Cléddnghbskidesceh@cdidyRnEl ectrotlic Digital Content
Storpzé) 103 (e.g., for a music exanple, sanple clips by this artist, a

hi nory of this artist, ttae list of al bunms on which this regardi ng appears,
genres associ at$tipai_ndme W[igssthrtist)- '!C he default netadata ttnplate

i ncl udes data fggl i . i End- Ustr Devi CE(s) 109, data
fields which ca%ﬁggéi%gyé&p{??ﬁ%ﬁas&g}%%égﬁl?%'ﬁ%%gﬁlUser Devi ces) 109 and
a sanple set of data fields, targeted to the Electronic Digital Content
Stores) 103, thgtpaRmem®lidgdaie artist, album andlor single, To extract the

tenpl.gte data fiel.ds fr t he apase | 60 of the nt ent Pr.oyida~(s). 101
e’ Al ormt 1 ¢ MU BORERRHIG F b et e S Pt & Sipoam o et a B o
data (e.g., eQripacer) producer, a biography of the artist) to the

| ocation vuithi £ Boe he data can be found. Each of the
Cont ent Provi deﬁé&‘lngﬁé r@]"gap T‘?Qgglg%slhfg that mappitag table for their
envi ronnctat. TIREIRGSR AP past fivanerbie SQ(s)164 df iadludpdas a Fingle paryig s SC(ske Thadatpart_name

itenpl ate of t hepafsaitieiditheramy bilBd SO(s) b thaNCindlRPInLs $CH) 28d bt (RS BOM fart defines. A
‘what r data |%%ﬁv il.abl e

. . Eom t he | ~at apases.160 t.he, tent Providers
101 I o st at BBk SE R I Sne s FIBARART A (R D P RRReR o gl por o
Aut omat i ¢ Met adatamecqui si tion hroeess 803. A product which is mssing any
required data is queued for Manual Metadata Entry Process 804, otherw se it
is available for 2D packing into a Metadata SC(s) 620. 2. Manual Metadata
Exttry Tool The Manual Metadata Entry Took provides a user the ability to
i npl enent the Manual Maadata Entry Process 804 des4ri bod above. The Manual
Met adata Entry Tool allows any proptrly authorized operator to provide



~5 the mssing data. If the operator determnes that the m ssiAg data is
unavail abl e, the operator can attach a coment to the product arjd request
supervi sed rel ease. The Content Providerfs) LOl1 may require) foe quality
assurance gpos®ospy that the product undergo supervised release. Orate all
the required data is present, and if supervised rel ease ha. R not been
requested, then the product is available for packitxg into a Metadata SC(s)
b20. 30 3. Usage Conditions Tool The Usage Conditions Tool provides a user
the ability to inplenment the Usage Condi tidns Process 805 descri bed abpve.
The process of offeritrg Content 113 for sale or rent (limted use), using
el ectronic delivery, involves a series of business decisions. 'I3re Content
I srovider(s) 1Ub ;ﬂ&giad;eqmgés;]mhi ch c;4rtlpression levels) -the Contest 113 is
made avail abl e. ‘?‘ or ,each ? ressed encoded version of the Content
113, one or rmrepus'&d‘ ate 0r SR PBhs are specified. Etch usage coudttion
defines the rights of the End- IJser(s) acrd any restrictions on the Eud-
User ( thr rgeot O LRERMSE Qf g he. (antent 113, .  S~~- ~~- 9 rt,. of
Cot at oni. Proces ey oa gk 2 plae noley il Wl Ehne ool iuie 9 5CD) p&faﬁa@
and restricti on§§“a'i“§°‘%stpf%ft9ﬁébf°lﬂ‘b"st he product. A usage condition defines:

t he conpressi a>a encodad version of the Content 113 to which this usage
condition april of user c9 vered by this usage condition
(e.g., busi nessgqﬁ%’f-fcé%{ég Wé‘gﬁ?ﬂg gg“a\me‘l??é‘fh“‘( his usage condition all ows
for the pur chas‘éheOIS tebred rcemtbitg kheokeylnhmuﬁlmtmﬁtatelm mﬁwuoa ke@ Ndfathe SIgnature the
transgeti on: e term

rental (e.g.) dgﬁsm?es—#y)% Ic!t1 ﬁgkhte Gré% gtetg g@'lgl i uma t§iERE, 4)(‘,11‘? S gure
Content | 13 wi @'BOfWMh@évs%qoagcwm tuhe@lm lﬁmﬁtﬂh@@mlﬂ’rmwﬂl on: the

nttrn, ber of playable copl es 1l1le End-Users) is allowed to nmake. onto what
ki nds of di a ﬁanuhe ke those copies (e.g., CD-R ecordablc (CD-R),

M ni Di sc. Persoh& g’ﬁ t he period of tlne during which the

pur chasel rt nt al Th@r@x@&s;tlptmn pars lsatehted/\b'dhd mckecoprovidi inérhatian! atiicknddg@ins keye Al arc

pur chey el r @deq WQ!@& hgﬂaoft q’ffﬁnc% gﬁ Eﬂn% W@Qﬁgﬁeﬁ&%tﬂt Haagrbe mc?\]:i%dsg Iﬂ{c@% s? be[mf bualté\r

begi t xt xi ng avai l abl fore t te o
t he count rgsberip B‘H?r\ﬁﬁﬁé Wb'aWTEFRW ned Wrby Yhe SEF) baingrbyific (The KeysDoswiwdidncpse is2oext file that

rental ). 6(,0nltah\€ rdaﬁrUW 1ﬂfwmfah&i M%@E@hﬁaﬂm@ anﬁﬁtﬁr}ﬁ@ﬂﬁ)l PRl iRE edcryhinSkeASAOR ed.
condi tion g t%e'grqi par errte *aé Wy q y@gs ofh event s ich
require no CHe&%{fji“ ¥ “hcé'm nRAT I RYHY Celg'j-wi U;*fw R I EGAing [g Syt of 4 ey fecqsd
Usage Conditi on@hCTM@wtbam@endttprﬁ@wdd@hl{is%mDe@lnpnwaxdmdurttefmedatmm~t he North
Arerigan market's acceptance to the re-release of the children's song by s
popul ar children's vocali st dur| ng the fourth quarter 1997. The test w ||

nmake the sBap a?}‘éfyP H-pame; (Rl - Dpr_SpRRHens R Bsims lens e bl ke ipntifier

3ti 4Kbps end 56kdypamcrymion aBBriinped sngyméedosymaaric k. bought (and one copy nade
onto MnlDisc) or rented (for two weelc~), while the 56Kbps version Can

only be bought (and ao copies made). The watermarking instructions is the
same for any pufdhwecsdspagifiepn ensryps H’e‘l@oﬁ'ﬁbﬁ'ﬁmqbtd@}i/m@?%q&)mmﬂw@nn@u%@anolhef

C earzfnghouses) sé(s)uﬁampmmm :o%y%yree&@m@él ituaﬁcéamyl.@c.cﬁ&q@ﬁm%aggaé; in. this

Condi tions as glt WS Condition 1 dition Ition
3conpressed enc %@CP’GQF%P?}H%A‘E %m&r%%w fin 3P8BE SOt BrecHHs ARk paTE]E e
consunerrivat e marsthaestgiaaad the dagmed ponUIThE psreeanpadous] gdniede identifier indicates the

availability daén%,%ﬂuaﬂ)% gox:hﬂl% thal w%%sgqg a?c?ygl? e %t T‘}lg ngbl1c,_k:;.2$'11d91il fier 15 an identifier of the

key that was used 1o enctypt the Symmetric Key 623,

30
The key_encryption_algorithm_identifier indicares the encryption algorithm that was used (0 encrypt the
Symmetric Key 623. The encrypled symmetric key is a base64 encoding of the encrypted Symmeitric Key
623 bit string that was used to encrypt the parl.

35 VII. CLEARINGHOUSE(S) 105



19971 OCt 199' 1- 31 Dec 1997 SEA-98- Q09 74 Usa Condition 1lUsa a Condition
2Us ~e Condition 3Conpressed encbded Yer9i 0tt 334Kbps38akKbsS6Kbpsa of
userrivate Consunerrivate catzsunerrivate consunert P,

Of t TSn$aCt ISEIPRDBDCr ect al urt : baSCavai l ability datesl t'Sct 1997 - 31 Dec
19971 Oct 1997 - 31 Dec 199' 71 pct 1997 - 31 Tlec 1997countri esUSA and
CBnet daUSA and CanadaUSA and Canadawat ermar| unstd.std.std.not' ' g eventsc
acti onnonenaaenttt xt ber of Copi esl00onto V\/g t medi $M cti Di scnot a

| i vabl enot a | i Cabl eterm af reat al not alivablel4 danot a |i Cabl erice>ariee
1Price 2pri,c gwlgtrl esUSA and Canadad ' SA and CanadaUSA and

Canadawat er t narkl fel’d. Std.std.noti tt eventsea ~ acti onnonenonenunber of
copi es100onl o wihe Clratitightuse(s) Di0$ @ responsibld foc dtiz-nightst mampgeimien ottt rafhttef Secure Digital
rent al not : bl r rts
of the et GRS ML BBBG) s M8 RBMGRIY o} abflonf ol el FiSl
Met adat a ADEFRY ContenicHpra(aly G yerification, pf rights tg Spmey 1% integnty) and lauthdatioity | validaticniné the

Met adas a sa(m tFadiadtion ARd PeltiiedNBfornkAGED, hﬁﬁeuumdﬁc&n%géne ioh @ys AR I5Pmm AL O K362 1o
parts by fgn anecel qﬁé‘t | nat | qﬂe %[b&dUCt E{sr C: teat provider;

[dest: evc= rﬁwi % i é%n%a{'h‘? W rERRIns of farfaepe F‘l"““‘““ 0
| i censetr MlCCQM@Dt@u&MG(S)EWB ane Gdatens @rovidersd U0 1c e Comppenb lencsypton) kepd are huked by
obj ect ('subhi B@PPRAceHIS loCLmel@‘Mlet{t qetor ufﬁ)éﬁﬁ&’e?%% wahxcpﬂeﬁli )@Rﬁu@ﬁ@ a(lgur&ase

a single object ar an array obj ects) obj ect des
| nt er nat i oH%”‘SP‘hﬁ%?‘bF“FQ@E@F El%@’“@&%‘ (Goryeer)Stor¢ep) é93n§ﬁ°tmaﬁomselmw Kepisisqat 10

Nu gbelO (; saé{ EhY-Ustss aBRicO NN} 1HR NG ed i EiGise@)0 MHSC pdet llﬁét@{'ad%lﬁcad&'ﬁbroc&s{ MSvahdane the
en user a ase us
ond. uoor | CHEGAERBHEThy grsplinbiit RSP e B s A Dbt o e e

restricti oﬁsmemdl 3r Tyt isepllddaire SChnatysis Boab i85t kresombgoe fgurdfismulmdCleseit gong(RIYPS my also
i ndi vi dual ngRiefive ﬂngnctah?et(@ﬁﬁﬁ%f@(fmemsﬁg wGRRE by eoqmmg%ﬁmmmﬁea%&n&«qthm

version of t itiaa a

SE9- 98- oogp@ig’ %C@f ﬁé%"‘t"ﬁu é‘ﬂf@é@%‘“&%‘i’i‘éﬂﬁﬁal"w gregp “PWé“g‘ﬂ'f’dWZQS"é‘d(W“‘tbhe“‘e
rent al5 of Clegrifgbmisegn tl05Lke: GEN pakageysuay as 1C\GNHaal Fomare idt@ndrets tedrmitprdd@iihg and
which is Uﬁﬁﬂs&lﬁdxt«mt the termof the rental (e.g., days) plays). the
nunber of t ove units efier which the Content 113 will no | onger play_

Electronic Digital Content Store(s) Embodiment
An Electronic Digial Content Store(s) 103 that wanis (o participate as a seller of Content 113 ju the
20 Secure Digital Content Electronic Distribution System 100 makes a request 10 oné or moare of the Digital Content
Provider(s) 101 that provide Content 113 to the Secure Digital Content Electronic Distribution System 100. There
is no definitive process for making the request so long as (he two parlies come to an agreement. After the digital
content label such as a Music Label e.g, Sopy, Time-Warner, etc. decides to allow the Electronic Digital Content
Store(s) 103 (o sell its Cootent 113, the Clearinghouse(s) 105 is contacted, usually via E-mail, with a request that
25 the Electronic Digital Content Store(s) 103 be added 10 the Secure Digital Content Electronic Distribution System
100. The digilal content label provides the name of the Electronic Digilal Conlent Store(s) 103 and any other
information that may be required for the Clearinghouse(s) 105 to create a digital certificate for the Electronic
Digital Content Store(s) 103. The digital cerlificate is sent Lo (he digital content label in a secure fashion, and then
forwarded by the digital content label 10 the Electronic Digital Content Store(s) 103. The Clearinghousc(s) 105
30 maintains a dalabase of digital certificates thal it has assigned. Each ceruficate includes a version number, a
unique serial number, the signing algorithm, the name of the issuer (¢.g.. the name of Clearinghouse(s) 105), a
range of dates for which the certificate is considered 10 be valid, the name Electronic Digital Content Store(s) 103,
the public key of the Electronic Digital Contenl Store(s) 103, and a hash code of all of the other information signed
using the private key of the Clearinghouse(s) 105. Entities that have the Public Key 621 of the Clearinghouse(s)
35 105 can validate Lhe certificate and then be assured that a SC(s) with a signature that can be validated using the
public key from the certificate is a valid SC(s).



5 far a purchase trartsacrion_ the nunber of playable carries the |;
rid-USer(s) is allpwed to make. onto what kinds of nedia can (s)he make

| hase copies (e.g._ CU Reeardable (&5-R), Mnibisc, personal conputer).

t he peri o?mi%o@g& during which the purchase/rental transaction is allowed
to occur (1.e_) an 10 End-Users) can pttrchaseJrent under the terms of this
usage condition otily after the beginning availability date and before the
| ast date of availability) a pointer to tlgg countries fromwhich an

End- Users) can transact this purchase (or+“rental) the price of ttte
purchasel rentai_transactiaa under this usage condition $ painter to the

encrypt ed wat e Re Bigrtronie Pisfie! Coglam SESH’&) b5 asrféﬁegP%"s[d‘gﬂa‘&“B@ﬁﬂFﬁktabWW‘%‘y the

t ypeﬁ of gy@mgaouam)qbs hrRiCbe :reemgafytwcﬁs m:eﬁrmmgihetsbe) £ne ik idigd) etedSlabel, ildan begin
pur phase t o)

Cl eari np~ tgﬁgjé gﬁgﬁ@)ﬁ%ﬁ?ﬂ RILD 33%? b§% ﬁ}’l%eﬁé?se pr%rgm‘éblgﬁal%{g% §§r;%‘r"é1°3r§%°‘“des

addr ess camsatifizate axhtbe Aragsaciva B@@B%Maw g S(sh bsingasJhigiet Sigiabiet 6430 FseBnd-User
1ot p931 2 Dehl g 10 UK o BE BILARE DG Sl §165 Y3 CHll oBRIAH Aol 23 o e

ctfhyrig~t or maci cm e co s~uon for the sound recor
song 3p prSMEFi Digite) Sprtens FF%U)W‘F %‘"ﬁg})‘m%ﬁ“’ﬂ 400 W@’%Fli%‘?ﬂ('hf de ce"‘aﬁcﬁﬁl Fﬁ"@w’ér"f‘
the fortXtad hed uddg@haFubinoKdy 6¢ EofOhe CléariighodsefJ05 1a3Rrify the iflionalr id41% dihal certificate
for the Electronic Digital Content Store(s) 103. A digital certificate revocation list is maintained by the
Clearinghouse(s) 105. The revocation list may be included as one of the paris in a License SC(s) 660 that is
10 created by the Clearinghouse(s) 105. End-User Device(s) 109 keep a copy of the revocation list on the End-User
Device(s) 109 so they can use it as part of the Electronic Digital Content Store(s) 103 digital certificate validation,
Whenever the End-User Device(s) 109 receives a License SC(s) 660 it determines whether a new revocation list is
included and if 80, the local revocation list on the End-User Device(s) 109 is updated.

15 B. Rights Magagement Processing

Qrder SC(s) Analysis
The Clearinphouse(s) 105 reccives an Order SC(s) 650 from an End-User(s) afler the End-User(s) has

received the Transaction SC(s) 640, which include the Offer SC(s) 641, from the Electronic Digital Content
Store(s) 103. The Order SC(s) 650 consisis of paris that contain information refative o the Content 113 and its

20 use, information about the Electronic Digital Content Store(s) 103 that is sefling the Content 113, and information
about the End-User(s) that is purchasing the Content 113, Before the Clearinghouse(s) 105 begins processing Lhe
information in the Order 8C(s) 650, it first performs some processing (0 mnsure that the 8C(s) is in fact valid and
the data it contains has not been corrupted in any way.
Validation

25 The Clearinghouse(s) 105 begins the validation of Order SC(s) 650 by verifying the digital signatures,
then the Clearinghouse(s) 105 verifies the integrity of the Order SC(s) 650 parts, To validate the digital
signatures, first the Clearmghouse(s) 105 decrypts the Contents 631 of the signature itself using the Public Key
661 of the signing entity included if signed. (The signing entity could be the Content Provider(s) 101, the
Electronic Digital Content Store(s) 103, the End User Device(s) 109 or any combinaticn of them.) Then, the

30 Clearinghouse(s) 105 calculates the digest of the concatenated part digests of the SC(s) and compares it with the
digital signature’s decrypted Content 113. If the two values match, the digite! signature is valid. To verify the
iotegrity of each part, the Clearinghouse(s) 105 computes the digest of the part and compares it to the digest value
in the BOM. The Clearinghouse(s) 105 fotlows the same pracess to verify the digital signatures and part inlegrity
for the Metadata and Offer SC(s) 641 parts included within the Order SC(s) 650.

35 The process of verification of the Transaction and Offer SC(s) 641 digital signatures also indirectly
verifies that the Electropic Digital Content Store(s) 103 is authorized by the Secure Digita! Content Electronic



optional itxfa: as array of additional in~farmatian ( conposer S publisher
producer sidenen date of recording date of release 10 lyrics track name
(description) | back length list ofal bums on which this rc~:ording appears
genrc(s) ISE®BI§HOBESdata 2(src: canteat provider; acct: EMS) an array of
structures) each representing different quality levels of the same sound
retardi ng the sound recording; the quality |level of the sound recording; 20
the size (in bytes) of the (probably conprhsed) sound recardi ag; 1 netadata
3 (src: content provider; dcst; EMS, end-user) , optional talc: ~5

pronoti art I al : Qi npter to arti mpt i on materi al a URL o
the arti stﬁ 1gn % é m@a@l &‘Pﬁﬂd el &F‘ﬁ‘?ﬁ'@Qrﬁ"?‘?}m@?“sﬁﬁéoﬁ'ﬁt‘#%ﬁ‘% pf thg gertificates,
artist-r elﬁdtmtﬂyndleﬁwmu(eeb bOsgvoulid thin atl eto mmmywﬁy thadigitay bn@d&tu{@ ofhe TramXdidn
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ta poi gt er side(s) 1031BasPIREDLP dmelga&awueﬁmmcﬁﬁax% Sk %armh&s dehad (ARG 4 1hGi
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andl or thé égag%ggli?élmg\% P“% ﬁ%m%g‘ﬁ'ém%gyg tle S 05‘;*5?@%?"} q‘ﬁ@“é?ﬁ‘!ff‘ E‘&“b’g"*’t‘hﬁg“
al bum et dhe Transavtion $0(9)164¢ Gffen £6d) G4 public/kegss (along with fom-at of the
intervicvu (e. grh)an tt%&mﬁ%géu%g&h%%%é of Re rCSXL!:I:ﬁVﬁ.‘l (,vﬁilcpr]ﬂ ﬁdtherIs? Esn[‘)%\'f-chaslnbtarr]ee

reviews (e.g.) text
validated by the Clearinghouse(s) 105 to insure that they fail within the restrictions that were set in the Metadala

10 SC(s) 620. Recall that the Mctadata SC(s) 620 is included within the Order SC(s) 650.
Key Processing
Processiog of the encrypted Symmueiric Keys 623 and of the watermarking instructions are done by the
Clearinghouse(s) 105 afler authenticity and the integrity check of (he¢ Order SC(%) 650, the validation of the
Electronic Digital Content Store(s) 103, and the validation of th¢ Srore Usage Conditions 519 have been cotnpleted

15 successfully. The Metadata SC(s) 620 porion of the Order SC(s) 650 (ypically bas several Symunetric Keys 623
located in the Key Description part (hal were encrypted using the Public Key 621 of the Clearinghouse(s) 105.
Encryption of the Symmerric Keys 623 are done by the Content Provider(s) 10! when the Metadata SC(s) 620 was
created,

One Symmetric Key 623 are used for_decrypting the watermarking instructions and the others for

20 decrypling the Content 113 and any encrypted metadata. Since Content 113 can represent a single song or e
entire collect of songs on a CD, a differeat Symmetric Key 623 may be used for cach song. The walermarking
instructions are included within the Metadata SC(s) 620 portion in the Qrder SC(s) 650. The Content 113 and
encrypted metadata are in the Content SC(s) 630 at a Content Hosting Site(s) 111. The URL and part names of the
encrypted Content 113 and metadata parts, within the Content SC(s) 630, are included in the Key Description part

25 of the Metadata SC(s) 620 portion of the Order SC(s) 650. The Clearinghouse(s) 105 uses its private key to
decrypt the Symmetric Keys 623 and then encrypts cach of them using the Public Key 661 of the End-User
Device(s) 109. The Public Key 661 of the End-User Device(s) 109 Is rcirieved from the Order SC(s) 650, The
new encrypied Symmetric Keys 623 are included in the Key Description part of the License SC(s) 660 that the
Clearinghouse(s) 105 rewurns to the End-User Device(s) 109,

30 During the lime of procegsing (he Symmetric Keys 623, the Clearinghouse(s) 105 may want to make
modifications (0 the watermarking instructions. If (his is the case, then after the Clearinghouse(s) 105 decrypts the
Symmetric Keys 623, the watermarking instructions are modified and re-encrypled. The new watermarking
instructions are included ag one of the parts within the License SC(s) 660 that gets returned to the End-User
Device(s) 109.
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can becone | engthy and sonetinmes prohibitive oa




standard 2%, g00 bps nodens. S~9-9%-009 79 The Content Providers) 101 may)
therefore, choose to offer a variety of digital content qualities far
downl oad to appease both the inpatient and | ow bandw dth custonmers who don

't want to WH-V8-RE%rs far a downl oad and the audioptaile or high bandwi dth

. re
‘frequenci és or PEEHERES

mu

custoners who eithrr only buys high quality Content 113 or ha_a a higher
speed connection. 5 Conpression algorithns vary in their techniques to
generate |l ower bit rate reproductions of g:gntent | 13. The techniques vary
bash by algorithm (i.e MPEG AC3) ATItAC) “sand by | evels of conpression. To
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encodi ng teal s, ,30. Turni ow to. FLG 12 i own a flow diagram of one
enbodi nent for Iqeﬂtéw ti?f‘(?h@?!ﬁl%c"%f éﬁﬁi‘é‘“}&%‘&ﬁ?fgﬁg}@gn Tool of FIG 8 according
to tB%® present Identifeationofthe Biddlspishcess starts with reading an idealificr

tiomthe nedi aghfig@UAR LardnRIhME] S) 10L is examining. t7ne exanple of
content idt an audio CD eznbadi nextt. In an audi o CD enbadirne~at, the

f ol | owi ng " codeSLURETZABR nyYber Feseived froj thg sleargriof e fredit ceidde (~C)) I nteruati ona!
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Mi>). This tdentifler.dggread in the appropriate 35 player for the
cont est) F%‘P%é‘;(g?r%?%rééﬁma@d@% CD (layer far audio Cb, DVp player for DYD
novi 89 bAT r ecdrtend iorof haTeauascor di ng and equi val ent, step 1201. Next this
ldtatifter is usfehi®of e veindtaese 160 for tkae Content SE9- 9%- 009 80
Pravi der (s) 10%%%5%0%@&%%2. car ne gr all of the ixtfettnatian required by
the Work Flew & patProydedd il ibed in FiG 8 is retrieved in
Dat abase 160 andagardynditiohesi7rel ated sawces, step 1203. This iaforrrtation
can itxcluyde t : t el ta relate it. In step
1204, the addi {}? ag%%%ﬁ%%%sr%% %3%51!?3 Irﬂ?g{\?ée%mfé%a%g;amfnégtgf%?E(ﬁt he rlVork Flow
Manadér 154 f ofdeatificalion qftheFleonioRisial ComeeStore@1®3 i 't shoul d be under st ood,
that several b5 &gliRetdneNEes BAfuspRsli a, such as stveral audio CIIS, can be
gueued up so as to enable the Automatic Metadata Acquigitiari Tool to
create a series of Content 113 for electronic distribution, Fpr exanple,
all the Cpo,tent 113 could be created ftortt a series of CI~S or even
sel ected tracks froth one or nore CDs exam ned by the C-ontctn Providers)
101. In an alternate Cnbodi nent) the preprocessing paraneters can be
retrieve Pramthe | fyatabase | 60 of the 10 Content Pravider(s)
automatically. Referring hawto FIG 13 is a flow diagam of a mahod to
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SE9- 98- 009 81 The )rucryption Tool provides a nets the ability to inplenent
the >~acryptian Process 81l as described above. Content enrryptivn is the
final step of the Content Processing Tools 155. Each of the versions of the
content that>awewe created by the Encoding Tool is now encrypted The
encryption tool is a functiao of the SC(s) Pscka. The SC(s) Packer is
called to encrypt the song and returns the generated encryption key used.
This key is 5 late passed iota the SC(s) sfacker for use in creation of the
Met adata SC(s) 620. E. CAntent SC(s) Creation Tool Olce all netadata bas
been gat hered f . . i T t he rnetadata iota
cat egories bagégﬁgéa?%ﬁfob“ﬁug‘&é%gaﬁ 3@%@%‘2‘%%&\%@8&@ adata are
witten into &etegndtimanftheseques in to the SC(s) Packer x 0 Toal as Metadata
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and the fargetTY?fégf"P?fh‘ﬁ‘“éﬁeq(‘ , of Content Hosting Sites) 111 ) has been
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exam ned) and the sudia pl d. Any. probl
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be it |11 zEmeto SABRES Ta T e P Pl ahd w B L TR k%
qual 23y apesisb aey e be immpeditely et orbaeairefiusst is/magejverht Tos doraof & Aata ingludeg 4 e report is
ref aeuces  bet meen Jf Dol fils daqaesi ated with t6~is sang. if problenms are
found, the assure can enter a problemdescription to be attached to the
song and have it re-queued to the appropriate processi ng queue for
reprocessigng. Bhddphnd paymiaeedradacppropriately iu fl oe Work Fl ow Manager 154
to S~9-98-009 82 indicate the status of all related conponents of floe
song. if no problens are discovered, the Content 113 is marked or tflagged
as ready for release. G Catatetnt Dtsper$enxent Toul $ The C. outent

Di spersemnmeut Tool provides a user the ability to inplatrtent the Content

Di spersenment Process 814 as descri bed above. Once the Coatertt 113 bas been
approved for release) the SC(s) for the Coateut 113 are placed in the queue
of the Co~oteat D snersenent process. The Content Di spersenent Tool
nonitors the queue and perforns inmediate transfer of tbc SC{s) filet or
batch transfer of a group of SC(s) files based on the ccxif guration
settings provided by the Content |>rovider(s) 10 i . The Content Providers)
1 (11 can also optionally configure the 10 Canteat D sperseneat Taol to
automatically bald alt SC(s) in thin queue until they are nanually flagged
far reteace. This allows the Content Providers) ! 41 to prepare content in
advance of their schedul ed rel ease date and huld themuntil they wish to
rel ease thertt e.g., a new scng) novie or gane. The SC(s) can al so oontro
access to Cnntenl |13 based on a defined reit;8se date ao there is na

rCqui renent far the Content Providers) 10t td actually hold up delivery of
the SC(s) but this manual release aptien can shill be used for this purpose
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, . S~9-98409 83 Ta npst e~ecavely disperse infartnatic>n on what the
Content Pravider(g) | ot is rrta3tldng available trn sale via digital
downl oad, and to get the necessary files to the Electronic >aigitat Content
St or es) 1§§9§g @gabl e it to mke this Content 113 avail able for download to
its custoner each Content Providers) 101 should have a secure web site
housing this information. This is simlar to the nmethod used today by sane
Content Pronrider(s) 10l to $ nake prorrtotlanal carttent available to
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information. O hers nay have a sinple brawer interface with lists of
titles, performers or new rel eases to select Stem All sites include the
selectlon of N@tadata SC(s) 620 contalnlng aII the pronDtlonaI and

s o Al 2+ - [



The Content Acqui Sitio~a Toal 171 is a web braw er hel per application which
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Content Ei ¢ | Prcetl B sodos o B BRIk DRabas
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91 Conditiaos 517 defined by the C. oatent Providers) 101 and is set in the
Ofer SC(s) 641 if there are no discrepancies. Once the Ofer SC(s) 641 is
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Di gi t al H e g, 10y arpragted o Blesysten preessible g heqydio rocessingipols. (Ingecthe filesiage

e ]rrb ?ﬁi mex tabcessibtwt‘hc Workciiaw igangd Usd Irmerﬁeﬁet_[i ttsb?ﬁ(r &?Spﬁ%%ﬂ&hh@ﬁatﬁ e ﬁt&ﬁﬁeﬁ}&%w
(I%I ect r60n| c gap& ca%'i;‘é‘ggé % ({%%%or es"?n %ce%% ag%)’i%g ]EW b“ﬁ“ﬁ?‘t?&é?&tﬂgw I\‘?Bmﬁ"é‘“

-175 El ect rbeﬂﬁli?b@s#@mflsﬂ Content Stores) !03 directs billing to

Cl ear gnp~t ouse( s) 105 Alternatively) flee Eltxtror~ic Digital Content

St ores) 18?3 may re t i nangi al _clearance direct fromthe C earinghouses)
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Thi s rrethodalows the El ectronic Digital Content ores) 103 to Integrate
sal e of dfMFdMIYH e Content t 13 with other nerchandise of~rrad for sate
at h2§ site, allows batch processi ng of purchase requests with only one
consol i dated Chanae Ht,g,lrey Qrpgr (via a shopping cart netaphor) instead

of i ndividual char e or each downl oad request, and allows the Electronic
Di gi tal Cont esthSMF“ééf)"“i@B Bgsy BiopasscOp provifles @imendsforcan SPEHE e cibs WHsTgE RETmaions
and after [Sae60 dtbenBéndieR i OubRS! r&firad 1dfodlalibh i9 Bediftid Sihe jbBlis itk & BrUdidelcRh BN Process
the offer SQ% dowal oadabl e Content 113 is included is t~i s shopping pages
whi ch get ded to a shopping cart when sr~eCted by the End-Usa(s) and get
procéfsed and financially settled as is  SEA-9%-0U9 9~ done in the

El ectronig D g't}s@ec{;{ﬂmoﬁﬁwc%‘ﬂpse(s) 103 current shoppi ng nodel. Once the
financial settlenent I's ca<ttpleted, thG cattltnerGC handling process of
tile Electronic riigital Content States) 100 then calls the Transaction
Processor Mddule 175 to conplete the transaction. 5 Transaction Processor
Madui e 175 The role of the Tracasaction Processor Mdule 175 is to put
toget her the infatrnnati on needod by the hnd-User Devices) 109 to initiate
and process the downl oad of the Content i |3 purchased. This infartnalion

i s packaged into a Transaction SC(s) 640 which is sent back to the End-User
Devicc(s) 109 by the Web Server as the response to the purchase subm ssion.
The Transaction Proeessor Mdule 175 rerluires I hrc~ pieces of information
fromthe L O comrerce handling process of the Electronic Digital Content
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settlenent. The Product IDis the value provided to the Irlectronic; Dy~tal
Contcrtt Store (s) 1U3 in the Metadata SC(s) 620 assocr ated to t he Content
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cite 2, ~i gﬁbodnhi‘mttxhefeielaﬁoﬂvmmhanmemm|fcala preﬂﬁemfned:;mmbofﬂnﬁdsnmm attultte a hbe

web, and t P:? 1Jac1 p%{ml&l avﬁp ratneﬁfyél(g% %owlylﬁ%MnlWﬁ&é %‘gc‘&qﬂm&h Woh@@ltl%

the digital co~Tt "B‘t Ser Vi ge I'S
| nt er net i eeeded idfepw P flengibeofiOigijal Georens anceded ¥ (praoUTo timpl siep 1198, t@eﬁ‘ﬂm@hék}es enpiled

user can sgliqfd enEHdQlQ sﬁk@is'dfsMaﬂEusYﬂ'l&W@@iﬁaimé @R aclor hup.w ,Steb 10! mau‘é&hng rate

| heae sel ecti ons,

| ntornot | ABHHOREY G0 I e o8B LAoF 1 B B Fng s et cepdby o, AL

SC(s)3610) seteeied dlgdmhnh hgharevivesiychaicdirbd rave GaidcBsiken.istep €H08.aTke Cofitrel NS I3 es«@dedlaudetbe

can indi Cah@ H qﬁgyaa 9{}"{; lﬂféﬁeomauy Qanéaﬁwava@e #a@(ma@w&s) lo éﬁwl apgle h«@ant m S current
on t I oa

nmanner bas ast schedul e err br oadcast
streans batiefaiest Brepeyjs @lowateg iy &is é@@tﬂ’d é&%vl&rmndfs I “1%3‘3’ S-S TR raffagiQf Reseoris
all ow a vvébse@ﬁﬁ@ahtddhlhb@dj rafeCiti o8 Rizw semjmeam (maaﬁormtjmwi)lihpal%r aneln@aive update

facility to.deliv ua -Co nt ers e ped th the
proper equff ‘ﬁfeﬁ‘f ﬁﬁ% %’lﬁql?ei #W"éﬁa“%%&rm &gl#ﬁ "Eo"h%e}r‘{@ 'ﬁ%%ng‘ga‘@?”‘r"“ cach
s0~xg35 or Giheed)enansa fdr alphrécudia iedopdingalgonibs: amd bihae. Jhelngwhrate Rndwiis Sercuared forfuture use,
available far dowxload in lower quality via the web interface. O her
broadcast nodel s can be dei gned where these is no web interface to the

End- Uca Devices) 109. In 2~ this nodel) pronotiotaal contest is packaged in
specially formatted digital streans for broadcast delivery to the End-User
Devices) 109 (i.e. IR)5) where special praeessing is perfornmed to decode
the streanms and present the End-Users) with the pronoliottal cotalent from
whi . eb purchase sel ections eau be made. The actual purchase sel ections

woul d stl | be | n| tiated via backchannel eo~t~t~rt un| catl ons from t he

~ " A NS 2 o Y~ I A A - o - ~r~7 _ \ v

..




deferring nO~w to FIG 10, shown is the major conponents and processes and
End- User Devices) 109 Functional Flaw. The appli Cationc designed to support
a PC based web interface Content 113 service consists of two executable
sof tware $ppi-PeMPons: the SC(s) Processor 192 azxd the Player Application
195. The SC(s) 1 'rocessar 192 is an executable application which is
configured ss a I-lelpec AppliCatiott into the Lttd-Llser(s) Wb 1 S

| 3rowser 191 to hatxdle SC(s) Filel MIvIEg§ypes. This application is

| aunched by the Browser wktenever SGs) arc recei ved fromthe Electronic

Di gi t al . o {
Hogt| gg gﬁ%iiﬁﬁ%%ﬁﬁ%g |3 gﬁtmeﬂgg‘g)h% %Ed (r)]f? ﬁ%g?%or m ng gﬁ""tél'qgleutl L‘ﬂég t%‘?ﬂk piblfousty

processi ng] "‘g&"@)ﬁ”&ﬁﬂg‘é%?‘ﬁgﬁ%q”? %tﬂ'dl ng Content t 13 to the pigital
Cont ent Li br ar yrht@@pley oftuneentoding siakae tah Shen be Itamﬁt ayRrendddinh koad angﬁumlggng »ﬁm%e

20" Cont entir et SRAE EPRASH 68 Rrolihlile 19 Tay B P Fegued B Sorprrpt pr b
Cont cR~t |dalrecenepding Gitepnd tbe tateh eagtl ofihecfie fof the Gente@of o The dnt@lingfstafue caniatsd @clude the
Both the RinRyehaifiDin H&diksdhgl P tﬁ'ﬂa&%ﬁ% foxpﬁé)&a&ﬁﬁﬂ Eanlb%%atﬁa&%'b?@hwg% &A0sie

witten itx Jav ngGC++o any edui val ectt software

embodi mentrate fAla WiHE toal fengh ot e Badetrot HdnThesasding F‘NFWBFUTGGWMWS
such as wahethdr eprogHmvetiemay Divile rthcﬁ&llliny QFtesie TRR s H’dp aﬁlﬁrvﬁbri} Qrdéﬁﬁﬁ it keRoBMC b

as bei ng d Q a dj as_di skett S 25
The sear chi nS’\é‘ﬁ‘[e% r %T\%s%wg: 8? “f‘ﬁ" *’aﬁﬁhgftcﬁ‘at’rf’%ﬁmgp?‘%’\‘?l @W’Wé diyshoyd e
exangle, sladrgsl@ﬂupyﬂ)alietndlvseh@dmemghﬂmvgdminm ipcindehizstwp phwadrharkisnd| od vi a t he
Bnd- Users) Wb | 3rawse~r 191. Electronic Digital Contenl Stores) 103

provi des the sho n ience in the same way that is offered today by
many Cont et 11C3"f1 @PIF‘YE@"&HW%?H’S The difference to the Ead,|Jser(s)

over today's welhelgagfes QLint Eiirol Plodess SO R inSfudchiditto 'EHB‘SVpMMd m&ée%dc&%% It

the. B ot noM BRNP Mk PEHE: agiBs FepBOREe Selml B nire R B b
for déle im @mdﬂtﬂwaﬁotb@ thdvecodhplmmnoefclad Meteatflén@ Brpcessh#)SEand -hds excgdine mitay dfighee
a conbi natFrQ;FbcE&imﬂh\dsdoﬁﬁlessﬁ)ﬂq’r&&s@@w Qipofs mmm@bé&teme@ﬁhgr&mﬁwo&ﬂ@ the
shoppi ng ¢ Secur e gits) Contest Electronic Distribution End-

Devi ces) f@g’wéﬂgé""H’B’t”H"\%&P\?ed until after the End-Users) check..a out and
submts hi-s fi nhd;utpmuch‘aaﬁaeseaartdmme&mt Eroryption Ptdaess Eliect roni ¢ Di gi taI Caot eat
Shores) 105, Pk Cabli sy@RUhy ol it G100 PR5hS APHURERL S Ehogp
on tRE8 ~ 5 End-Rwes 8%7av| ce(s) 109. ' This includes preview of rJarnple

Di gital Contor t'me llasiPgpeionDregliirebhal Nk BRbded datbrRSric@d RvsR lof B3 Cd@ GRAerhdiM Hailible Suhtil
but i nsteaag l lglt gg};&tneg B ALy @he web service of the Electronle D gital
t s°)‘°‘t 4 Ao i ]

Content S bte files or fed froma stream ng server.
The format of the Content 113 clip is eat dictated by the system

architectyne. |gc3hRhBREesesTpOdi ment) the Player Appl ication 195 could
i nteract di rectl wth the JEl ectraaic D gital OntetlL Siore(s) 103 ar

C earPnghouse( sﬁhefeewgm Botess t’éea‘tﬁétcﬁgpraxﬁWMq ‘?)‘ﬁ‘!ﬂ Comept Elsctrpnic Diggsibtioa Fightsn
>G stal i atmma’ghnefitlﬁﬁrﬂudm eyt RN of Gitvia@imardreraid bdag fitdhk. et‘tp«aprmlhhc:aatdqaﬁdewal
are packa t el f tal l.ing exec which s

for downl g’gbg"' {h?n of anglEer auclto pr%ﬁssxn&l H%o?tll%o glﬂ%t%e (19{%%8%1100 P oce:zéle gﬁ é)rcvcess.ehe
central IUWSH\GM\KMC&MMS%BCWQGM@H dawnl aad page at a pubI ic web site.
I L contai ns links to the locations froth w xich the installation package
can VYEL' oad(%% The installati on package is available at all Content
Hostl es) Gantent S Cesation Brppeged! &eographl c dispersal of the downl oad

req uest s. Each TmarCoheit |$ats) CntegtoEIwa&sf xml PEocksD ir@y feqlireGad @Aidadtias (o 1R )inchAd i6 @2

| k d f { Bi, t t i t
o ovi Go- 5 GRERRRISBAE PHRL b o W3loo NI CRE T beShE e dlnira S hd o iR
Cl ear nghollsesgss )s calis Lo grgale ammsc,(st &p fmh pmrets@onpqu the Sotteaivhi3 del a lsing) created.
Content | thdn c&%ato@eﬂ&eamcm rncmtdmt&a' ﬁoo@ﬁ%?qgﬁ(so@"i‘s elmqttawaottemﬁmtsgtgtny

eoatglnod in this downl oadab %ppg I't unpacks and’i nst al

Hel pe® Aphswsases %H“ﬂ:“s?”.t@ié:“a‘ﬁ‘ﬁ Dishes yefwsa&ibmeaeta?e o fefied yorkflos rales.
configure the Hel per Application 198 to the installed Wb Browser(s). As
part of the instatlatioa, a Publie/ltrivate Key 661 pair is created for the
End- User | ~evice(s) 109 for use in proee..~ssing Order and License SC(s)
6b0. A random Symmetric Key (Secret User Key) is also generated for use in
protecting Song Cncryption keys in the License Database |97. The Sexret
Uaer Key (not shown) is protected by breakting the key into multiple harts
and staring piGes of the key in multiple |ocaiions throughout the

End- Usec(s) 20 connputer ThIS area of the coda |s protected mnth Tarrt pes

—~ o,

o o s o o L,



20 along with the projected dowload tinmes are extracted fromthem step
14U1. A new window is then displayed with this information and the

End- Users) ~s presented with options to schedul e the downlvad(s) of tkte
Cont ent 11SB988e)09f or nusic) songs or entire al buns)) step 1442. The

End- Users) can sel ect immedi ate downl oad or can schedul e the downl oad to
occur at a later tinme. if alater tine is selected) the daw x|l oad schedul e
information is saved in a tog and the dowypad is initiated at the
scheduled tine if the End-User Dev;ce(s) 109 is powertxl on at 25 that
tirrte. If the N j,ye at the scheduitd downl oad tine or the
conmmuni cat Ptjn IFW‘%@%&%{?F\?@%*% | end-User (sl is pronpted to

reschedul e the Hioalr{tuality AstiespcetPrasess 813de brogptipng) siep,that pliaps B &epsy fferenqe clispk berpeeen the
schedul ed goualed Mhislihtd BadOCHRIASIRE) 680 miumg@liaathey AV hOfE a9 Snd B8 LA SABehatidaiBd

S O Eoal 1 S o ot P b 1y e e

fi nd- Wser sjuegeferGohent Digpersensbtcfirdcess Bie If dlinobienGr thend, BEjub)in B&Dcases hasambe reiqeeued

1-ITTP re i i
105 et ur e ARipeis, Kol o & Bple ERRUTRY S fauy e UFBIG NG (RERIMRHINRR ang
t 0 processrepirking incadgiien \GihesgeresBEng repw ed 1p cererdies podler 1gig bizhly recommpindsd ehable erive
the URL of aé@ﬁ:&@ﬁ%&%ﬁbﬁ&ai RreSint efBly 3lihe i Con@A(t 113G AeduFe@yTadd QuripRiekdse BC B
order 5C(s) 650, The Lic;cxtse SC(s) 660 is then sent to the spociffed

Cont est El 6’§°t'"?’?'i5’“'8i te 111) via beep request through the Braw er, requesting
downl pad of the Content SC(s) 630. When the Conteztt SC(s) 630 cones rack
to the | 3r er iggation 198 is re-invoked 35 again. 'X he
SC(s) pr ocg‘\ggor %‘39‘?8?@4‘_ a&s‘ﬁgﬁ%ﬁgm of the Content 1%% bei n% dt ruunl oeded
along with a doThuFepsat FrsurmasaisPricess 4] 4Tageass ISAFrRongiple &6 1rprritirivg eSS o dfie apprapriate
conpl et i ONhostingsites. AfterQRd sultBssiSicdnkia oCthke S0s), Ibeljdh codipl@iob BEws Blliogadesd hy jdbhedeleted

SC(s) processqr 192, s ads the Cont.eu. t 3 into ry. buffers. for
decr ypt| a0t s s e prb il Faylrdr Bkt sory et AobdlfPE IPIe¥y e o bt
encr ypd i onirahgWoikfidwMenagkr Tral éF4mahdving dpiledaidng oiity thy ert® Bncgunterdds t he i ni num

Ssi ze possi ble to reduce the anobunt of uncacrypted Caateat 113 exposed to
haclter cede. As a buyer is fflled, it is deexypted using the Key 623
(correspondtng Mk H¥ Rt i c Key 5 661) of the End-Users) extracted romthe
Li cense SC(s) 666 wukiFiv Rutes ok FIGL Sopkiatesd ind@adjypisechs wsibigvst he 1?2rivate Key.
The decrypted buffer is then passed to the watermarleing function. The
wma2ttertttarkitlg 193 extracts the watert: natking instructions fromthe

Li cend@ SCps) 68@rkfie Newggdooltisfe i nstructions using the Pxivate Key of the

End- UStr (s}, ThRewahfinRikésBodatsge i S then extracted fromthe | Jcease SC(s)
660 whi ch includes transaction_i.nfor rr?ti on such as the purchaser's nane as

regi st er ed?wi t h PEOAetsgwaiieg Afffon/oformpgon Frocgss 8L i et Stares) 103 rom whi ch
this Content 1l Binwamality Asshmaoce®deag8ideri ved fromthe credit card
registratign in i i ] I.GC. o gital Contort Stores) 103
does nttt g'r ovi e&gﬁpgg%s#%éW%Hﬂﬁggri]%@?goﬁ&Nqsu tnciuded in the watermrk
i s t héS pur 8hase Metadua Agsinilatins amt By Feal 19n i b S35 a- SSi gned by t he

| rlectrani @ D gisuRhmafeaWbagh A&fuliiesdrock@I0f 0 reference the sneGfic records

| ogged for _this tran accﬁaiﬁgél, he@#re Usage CGonditiona 519 arc al so

i ncl uded t& be %ﬂé‘&'g\?‘a t‘l‘bg ° rol of the Player Application 195. 1 S
The Wt er mar Ki nGuieBBed Belgsedrecst 88 Wi t h Tanper | Zesi stvnt Cede tu~chnal ogy
so as not {40 di WuledRa §AH MREGTMRELKEMO i nstructiocts thus preventing a
hacker from di scovering the |ocation and techni que of the watermark. This
preveﬁ?s remount or nodification of the watermark by a hacker. After
inscribi ngcany rRajed PREessiTROE®ISK to this content buffer. the buffer is
passed to the s¢ranbli.ng functiob for 1Ze- ryption 194. A processor
etftcient éECUI‘ &’%’é’@?bﬁgﬁ”gﬁ%ﬁ @e P'f?ﬁWé@E‘ﬁa s 1?3M's SEAL 20 encryption

t echnol ogy 2i s udPegrotessingaradGanpyestion MaeesCBIRt ent | 13 using a raadoxn Symetric
Key. Once tyhe d 4 EPE,;% ihaa and Re-Eztcryption |94 process is
conpl et e, t3he e%&%ﬁ' 3‘?%“ 2 %gglgd by the Content Providers) 10l to

ori gi Al | y4e4cr>ﬁ|§§“¥ﬂ“ﬁ%“&#ﬁ%ht 113 is now destroyed and the never SEAL |cey
is itself @ncry@osent8Cs)CedtibePrars sl User Key Created and hi dden at
installation time. This new encrypted 5eal Key is now stared in the License
Dat abase 107. 25 Unlike sotuce perforned at the t.,oatedt Providers) 101
and user waterttnsrking perfornmed at the Etad Usa Devict(s) i09 may treed
to becone art industry standard to be effective. These standards are still
evol ving. The technology is available to allow control information to be
enbedded in the nusic: and updated a nttinbex of tinmes. Until such tune as
the copy control standards are nort stable, alternative nethods of copy

g, - ~ L | ~ 1 a ~—~ i



hackers. Once the song has been rc-ennrypted) ii is stored in the Digital
Cuntc.~~t Library 196. Al netadata required 2% for use by the Player
Application 195) is extracted fromthe associated Ofer SC(s) 641 and al so
stored inmﬁgg,glg_ajgt al Consent Library 196) step 14t13. Any parts of the
nmet adat a Ich are encrypted, such as the song |vriac, arc decrypted and
rrrenCrypted in the same mat xner ax descri bed above fur the other content.

The sane SEAL key urut!l lu unrrylri tltc Cuttleitt I 1;1is u~~:~ fi>r
ruty t~xs-x:iiita<t ntal ~rdul ~t wording tt%8 he utycryhtul. 30 D, the
1'l ayet; Application 195 1. Overview ~|:~~y~~00~ 10l The Secure | ~igii al

Col atent El ectrotuc I?isttibution Player Application 195 (referred to here
&s the Pl aygs Ayl i cation 195) is anal ogous to both a CD, DVD or ot her
Digital Conten p@?/er ?nq to a CD, . DVla, or other di gi t al cgpt est storage
maaagt st t ent si}'%‘t enlpf1d isglection oRFRIRE npuly § Desirpaspt ARd BSIRIR AT a4epe oalq,a, (New Content
pl ayi ng songs Réquest Pess80Bt anotb,er level, ii provides the End- Users) a

t ool for agy i r 0 Qi t e ' ' ;
mpor tang | G0 1 P B TSk 11} e, crRlltspd B B ol Boy GRS T 15 B i e
such as songs, auexadionp B dthe Hutproatic Metadan ApquisifiontProress 832 Pl ayer Application 195

I s assenbl gd, &afn{i&ge&ng%ltng@héhmxmtm&&mﬁaﬁ&%&&%oss@y be individually

sel ected and custom zed the requirenments of the Cattectt Providers) 101
and El ectronic | & B Meaw MepdagEgirplpeessd84). A ganeric version of the

pl ayer is descri kgglep B3 BugetifbdfdlddePalodsOss) S possible. 10 Referring now to
F1G i there is shown a bl o%k gjeﬂgradm gé )ltf'Jr:%e:' | or ﬁ7 anpaoents and
pretré@seq of t he™ B Wandp st Balore fhe Mjadye 5CG ‘r'?f‘?f&g SEM. User bevice(s) 1t)9
of F1G 11). Ther[aeds e sempticalkexgsdponer n-sets that make up the subsystens
t~f the Playr |.ec X =k S face Conponents 15WU9
2. Capyl Pl ay tgg%goﬁn%%%@%%hgﬁk{agéﬂlﬁ%H%%%é’g?@%ti an 1505,

DCCat | 7pr eS51at 7 e 150Gy tPleilitp ack ASdstTingk Ruaityl Smyrmmeg Repceid$ 13 e [s1gpeAd (the Content
rtxording. 4. Data WRARAREERMPlocckofldy and Library Access Conponents |5(13 5.

I nt er-gppl ication Com muttication Conponents 1508 6. Other m scel |l aneous

(InstaPlation, etl@FedEBrpEREREES28%: - or nponents fromwi thin each ofthese
sets may be sel@dgekhm dpIBdihoWateharkirgPuicesed®ht s of : t he pl atform (W ndows.

Ut ux, or equival ent. ' [ LG | k) cable) etc)
Content Providers '%ﬁﬁé?t@'gﬁe@er aﬁ%@%ﬁéﬁ‘{%mg&%ﬁ@eﬁ{é%}@? es) 103 Hardware
(CD) J~VD, etc) dZ-acedsibeawiafanfhdligasssingmd CopmsitrolyreddtPlmar e. The sections
bel ow detai | t igniNfdnOUH QNP eAPMionTPic8es s1MRE final section details ttow

t hese_cotnponteats are put toge:#er iE t@e _geﬂeriné#ﬁl ayer, and discusfies
how t R& conponent® I8 Ay BaR G £ foney SCishCraiat ewss@Bodi rttent, the
conponent s of t hef idkdayhe medyiynd forErniear$Cls) @B Pankidgf.he SC(s) Processor 192 are
34 available a of ' t atkit. This tool kit

enabl es predef ?%e%%ﬂl)’l set?pfa%sg(ehg%’g tﬁ?@%‘%ﬁ%‘oﬁﬁgﬁgh& t he: %enr 5ric player
application |istew ighwaelo cithes S Adcthst Fintb Qualipp Afaaws Pageess B3 ¢igtep gyindilis Content
APl s ar Application d?gbgmdagskm{ erfaces. A devel oper using these APIs

can inpl ement any, of , the, fyncil jty of the conmponents frc>na a high
| evel rigppl icati on["ﬁFddé]:i‘S'Fﬁ‘“ %?/%@32 iﬂi ng Arls to thewae canpaneats, a
{)Logr arrge{ Aar mm?wsylﬁdsmwilmmmmmm ayer Ap]LoI i c?ti gnSIQfS }[Niht hout
e need to re-cr e e es of azty 0 ese
SRS Rl DA GIBS! 8RR Y FESRY5H:

conmponent s. ~lr
or place onto queue BI (Supervised Release Process 806),

ar place im0 queue as required by the quality assurance operator.
30 Ad:  After step A4 (Content Dispersement Process §14),
the Wotk Flow Manager Tool 154 is done for this product.

B1: Afier step Bl (the Aulomatic Metadata Acquisition Process 803),
if the metadata needed for step C1 (the Walermarking Process 808) is present, then place an entry
35 representing this product onto queue C1.
(da be following logic alsa)



102 z. End-User Interface Conpontnts |509 Conpontuts fromthis set conbine
to provide the on-screen rrtactifestati oo of the Player Application |95.
Not e that the design establishes no definitive |ayout of these conponents.
One such | &youdg-0e9 provided is the gaoerie player. $ased 4n rextuirenentR
from Content Frovider(s) it?l andlor Electronic Digital Content Stores) 5
and other requirendtts, alternate |ayouts are possible, '"lIbis set is gouged
i nto subgroups, starting with the conponents used to present End-User
Qsplay | S 10 and handl e controls called d-User Controls 511 usod for
suott |owlevel functions as audi o playback , acrd pxesentatiora of

met adat a. Next, th@thE]aeaydenices agadasis oissing 96 fritheaegrecomamnents dirdied todheviauadl migtydata

speci al function gr plpitegthef fMkodyact beprddublodio Githe BPMIRM Mefabidd] Bty Procit &), t hen
obj ect - cont ai ner u9ed for of those

onponent roupi ng and 10 pl acin
| ower - | evel corrpo“?fgg{)?pu\”/\f?slhrielﬁasf yas fﬁﬁeﬁ%&g‘ﬁt‘g‘s Prgestny B‘éqecfgﬁ PIOFVSL ORIp dpup BB
to creating CDS or ¢lupyvisedRefasroretstiefdt 1 t3 to a CD or other recordabl e
medi ungonly appl ig&eif L&aF o I . i .95 h such
furteglsonal ity enabl g&% soz&%ol&g t aiﬁlt g“‘@é?%nﬁ%bﬁgﬁ%%&lggsﬁt{%ﬂloﬁgerﬁq“w"d
generic vne) that caitylevsls, by ritcethe gt onie auqu dBeforsy (terr MethdatacC4n) direajon Process
devi ces, such as Mg#hisCor DVvb. ) 5 ~IG_16 is an exanple user interface

screeds of the ~I X plication 195 of P 1G 15 according to the present
i nvention. Funct ieg%%f%@eﬂ’wgu% Ph 808 BF cespmtiongicy fad; Rlage joq pigduct onlo queue’ A2 (Products
(ecxre’ cpcexi di ng scAweiis Adiowinfobmaiod Bremssl8ntier f ace are shrnw 1b01-1b05):

Contrehs feh. pg,["fh&rs{g%%gﬁﬂggﬂiﬁﬁg&;ﬁ%;%‘uﬁg)Q)‘~ Pl ayl St op buuon Ftay button

St op button Pause “bu orwar on 25 ~ Skip backward button
Vol ume control if aeCIp@si Watesmarkiog Proests E9R)es By bewa dins andiin metadagohaded for sl Ll is

di splay and more. 3frefeBbiae iy Rfreihinp bAiIG: URS Aal@. associ ated wi th
the Content 113 Covgr Picture button Cover Picture abject Artist Picturt

button Artist Pi dfQpefolnudlpeiealso) Track List button Track List Infotxnatioa
obj ect SE9~9%- GDRAenhda nbedad for ktpsC2 B Feaptwessingdjnd Compredsion Prdeas POSRYM beenlfréided,
Nane ?g)j ect Track | fﬂﬁ;mation object Track Lyrics buttozt 5 - Track Lyrics
obj ect™ Track Artis me object Track Credits button Track Credits object
CD Name obj ect [(dqthefoliywimylegit#so) button C17 Credits object Generic

(Configurable) Matacdé Meddalal B cad RGeS byth MRS A QRIS oh R ELUTOIR- 161 is present,
then
if supervised release was requested for this product, then place the product onlo queue B3
20 (Supervised Release Process 806)
else
if all the information from step C4 (the Encryption Process §11) of the Content Processing
Tools 155 is present, then place this product onwo queuc Before (the Metadata SC(s)
Creation Pracess 807)
25 else flag the product as needs the encryption keys and place this product onto queue A2
(Products Awaiting Actiow/Information Process 801).
else
if the metadata provider requested a forced supervised release, then place the product onto
queve B (Supervised Release Process 806)
30 ¢lse do nothing (keep the product on queue B2 (Manual Metadata Entry Process 804)).
B3: During siep B3 (Supervised Release Process §06),
if this operator is sending the product back to step B2 (Manual Metadata Entry Process 804), then place
the product on queue B2.
else if this operator released the product, then



15 function for the End-User Display 1510 include (correspondi ng screCns of
an end-USer Interface are shown t601 - 1605): Play-list of display
container Playlist Managenent button Pl ay-list Managcntnt w ndow 20 ~

Di gi tal Copgemg-gpwarch buuon Digital Coal eat search pefimion object

Digital Content search Submt button Digital Content search Results object
Copy Seler~led Search Result Item To play-list buuort 25 play-list object
(editable) Play~li St Save button Play-list_Play button Play-list Pause
button Play-list Restart button 30 Creat e/ fromPlay-list buttota and
nore. |Jisplay of Digiw Contest Library 196 Di stal Content |ibrary button
Digital Content Iib‘lfgi fhs fpfrmatig fromstep. G (i EngryptiemBreqsss 83 Btof ghe Gortent Brocesgimg Tools

Digital aocattnt categass GSprjte@tn placethis Tedd@ oanth qaéie BoRife bt Mefaddid! EEQ) Crefddbn
genre button Hy-Ilabel, button |3y~ategory button 5 Delete button

Add-to-Pl ay-list butt n“esﬁopy to CO button Song List object Song List
di spl ay cnntai uer agisd flapthe pra@uecGo rreads therescryptich Keyssand plak thig roduet setoyeG:Rt(Piodiess

‘Audi 0 gontrol s cont ai 'l%itin%&%@ﬁk E'HOPJSSS%O?PM ainer 15 Metadata display
0 t Stunple

cont ai ner Tool bar cont ai ne | ec p utton Downl oad button
t'u~tt:hese but t &% hopodurideming op ayensB3 (Shuepvised Relpase Peropse BAG)-
J. . abel / Pr gyhiler /agkiied BO@Vehk MRS C(O 04 B5dn pdeabgOfpr ovi deri Store URL button
Artist URC. Butt ?\Qgt ngdrawgtrﬁdgdgm .sbge%r;%/c/kleda‘\] ay Managenent Conponents 1 SW4
if all the (product/quality level) tuples have been packed, then
10 if the Content Provider(s)' 101 configuration specifies Quality Assure the SC(s), then place this
product onto queue A3 (the Final Quality Assurance Process 813}
¢lse place this product onto queue A4 (the Content Dispersement Process 814).
¢lse flag the product as needs the Content 113 SC(s) and place this product onto queue A2 (Products
Awaiting Action/Information Process 801).
)
Cl: Aflersicp C1 (the Walermarking Process 808),
if the metadala needed for step C2 (the Preprocessing and Compression Process 809) is present. then
create an entry for cach (product/quality level) wuple and place them onto queue C2,
else flag the product as necds the metadata for Preprocessing/Compression and place this product ooto
20 queue A2 (Products Awailing Action/Information Process 801).
C2: Afler step C2 (the Preprocessing and Compréssion Process 809),
if the Cotitent Provider(s)' 10! configuration specifies Contem Quality Control Process 810 , then
place this (product/quality level) tuple onto queue C3 (the Content Quality Control Process 810),
else place this (product/quality level) wiple onto queue C4 (the Encryption Process 811).
25 C3: Afler step C3 (the Content Quality Control Process $10), then place this (product/quality level) tuple onto
queue C4 (the Encryption Process 811).
C4: After step C4 (the Encryption Process 811),
provide the needed information (i.e., the Symmetric Key 623 generated by the Process and used to
encipher the Content 113) to the Metadata Assimilation and Entry Too! 161,
30 if all the metadata that's required for the Content SC(s) 630 is present, then place this (product/quality
level) tuple onto queuc C5 (the Content SC(s) Creation Process 812),
else flag the product as needs the metadata for Contenl SC(s) 630 Packing and place this
(product/quality level) tuple onto A2 (Products Awaiting Action/Information Process 801).
C5:  Afler step €5 (the Content SC(s) Creation Praocess §12),
35 flag the quality level the Content 113 at this quality level has been packed .
if all the (product/quality level) tuples have been packed, then



These conponents handl e set up of encryption keys) Watermark pracesstng,
Copy managenent, and mare. Interfaces also exist for conmunication with the
Cl eari ngbouse(s) 1 U5, transm ssion of purchase requests, apd nare, for
speci al ser§E¢08-089ch as pay per listen or cases where each access to the
Content 113 is accouqted for. 30 Currently, the comunications to the
Cleari nghause(s) |U5 functions are handl ed by the SC(s) Processor 192. The
use of floe Content 113 by the Player Appligations L 95 on End User
Devices) 1 W is logged into a database sucl as the License | 7at abase 197.
The tracking of each,use of _Cﬁ)c~tent 113 by the | sJayer Application 195
curl be transmtted ‘f’geﬂ'ﬂ‘g’md? s Metadary has §eca packed .8eeh as the O earing

Houses) 105 ar Cont ent iflder ContedeProdder(t)Ul01vontiguaG ' aitfes DRIY Akhre BRYCEH then place

Stort(s) 1B or any site i d an I .0 Transni ssi on
IrliastruCtures 1Q7. 35 "g;ﬁrﬁg‘g‘a‘%"g’éﬁg‘&g@g@%ﬁ“ﬁ&%‘%e‘s%ﬁ@&w&%35’9
predeterni ned tines t ocltpAlasadisproductigammeieiiéqhertsniarDitrersendnOBeeq8]gi t €. One

predet grm ned tine i i in en .Transm ssi 0>a
e astruct ures 107 meqet e 8By oE@ Ny d ScilBEA Bk MO it RS it A2
traffic. The (layer Apé’qdé‘éﬁwmﬁ%“@@ﬁﬁ@ﬂmmws&Q:!hni ques, wakes-up at a
schedul ed tine, aa &I @egidductlqidin 18VeD Pkt WRQ nglrbggpﬂa&@d)ld_g(ﬁ%mg%&h&l%wduc:/quamy
dat abase to the lOgg‘l"’Pg‘“ﬁll"}!}u el_?y revi ew ng the | ogging site
iafattnatipn,1llie Contén E8YT ¢ '(°b“' 10l can measure the popularity of
their Content | 13. In another enbodinent) the instead of |ogging the usage
of Conoent d.13 MeMdataHs@imustithQRdEmsy 412 | 099ing site. 5 the use of the
Content | 13 is, uploaded to the logging site during every use of t>ae
Content a 13. adas conftnof thlay d&?&’%’q GoRgmdi3 boexginpleintthusic itk fthe redot@ng, artisl,
stored at taborfnpdsis eprodies a6 leaigth d08ordRR. the Mo ddSchAlon KAk GnchUEdheAS) 1 DYl
1 ni, D ui val ent readrwrl teabl e

Disc, digi - ) VA ni Sc or e i

renovabl e TTrr’g] fggtptﬁﬁ%&!ﬁ%%gg g%ga‘{yet O5F S‘dlgﬁé“ {08 ‘ﬂﬂ ep gontent; iypes jeg.. oo, Henggams,
precot t dui anultimsdiacmayien-and ecpival@rarecwithioktie3rue sopdrad meaane oty Héstdt R /6 t hat

i s tragsm ttedrilSulshtnCoite o & BGha o Thi the . . .
C4rttent Prgavi g%r %%\é&‘r U canmgg%?:d}%a({agl lgyt récEﬁgﬁ%ﬁ@gﬁzé’gﬁg@éﬁq?%gﬁ”mm Pigital
Cdat ent 11370 ﬁ’g‘ ‘°éF’&9‘i°ﬁ‘@tF HeaHe PICBAFoEFt (e Bor isvsic. sarnlomins byybis attiktehistory of
Content 113bis armistaliitipflaltoms oo ivhiel thisntardingtapart, gad@lbsotiftel eV hA RhislebdoCABILDE he

iy e ok B CAgR P&&%"%‘é;& o1 RS YAMR ESa-liio iR e pofFEesteprbui, 4 avifraducer,
per f ar mad; 2{PEmeerer. tenkdedth). ind de differery pachaghopliong Gliedfage Conditfpine®) 7 te @bhtent Provider(s)
aut hoppzed 18xtarNab of@\heBhdedy). 2Phelmy R ReiSEed ifth ?Me?ahaz& §ﬁ9@ @P gfﬂéﬁi& R afiSe b the

cases where,there are nmultiple distinct users of a sin 2

Appl i cat i o%‘?%‘cg)dg‘fﬂ'ﬁ%‘mffﬂ‘tﬁl @193, cToseromplist fhisy hefollewirg{odtarenrevided:ent manba' s
of a fam |y, tAetomateMdtdlate atquishiss Ddol t he user of the Content 113 is
transmtted al gReaMbihalatE e information to tixe logging site. Ey
review ng the usagae it?\t}aor rrlar*]?% upl oaded to the logging site, the Conttnt
Provi der s) ~101Y¥anCopdiiensTeolt he popul arity of the Content 113 base on the
act uakSusage) SiperviseicReieadeimeait i on of t he user and the nunber of times the

Content 113 ha . e NG |, usage rncasure~ttent nmakes thin
syst em nor e; fZ%?ﬁgﬁsﬁﬁﬁ%ﬁ?ﬁﬁnggmgﬁiﬁ@H@h?gaﬂgﬁHa!E%ﬁ%ﬁ#ﬁb“%@fﬁﬁaé?‘%%%ﬁww
as a 20 N dpeear it i J6ols deserihed thge areR dodlidi basssl, onadave @ dpphmeferes ambadiment Wi bR
only a | i MplogdminiigHaglag@suc SECR+ AR5 FBIMUNG huRbicbdne 08 11 M sad the
results extrapolated. In this present enbodi nent, tﬁe actual usage can be
measures fpr the users |ogging back oath a desigtiatat web site such as the
El ect Boni c 1Di ghttahatiCMutednd AGueiie Bjot 103 ar Content Prttvidcr(s) 1UL. ~5 4.
Decryption 150S, pecanpresston 1506 and Pl ayback Conponents 1 SU6 These
eunponents use the keys acquired by the Copyl flay Managenent conptxtents to
unl ock the audi o dace acquired fromthe Data Mauagtxrieat and f,ibrary
Access conponents, apply the appropriate deconpression to prepare it for

pl ayback) sad use system audio services to play it. ~ as alternate

enbodi nment) the audio data acquired fromthe Data Managenent and Library
Access conponents may be copied to renovable ntdi$ such as 30 CDS

di skettes, tapes or tvLiniD sks 5. beta Managenent 1502 and Li brary Access
Conmponents | 503 These conponents are used to store and retrieve song data
on various storage devices an the End-Ustf(s)' system as well as handle
requests for information about the stared songs. 35 6. Inter-applicat'iou
Commruni cati on Conponents 1508 ~~,y-yl 3-00Q 106 These Corrtpaneuts are
used for caordinatioet between site Secure Digital Content $lectronic
?:listributio~ )Player and other applicatirns {e.g., Browser, hel per-app
andl ar plug-in, etc) that may invoke the Player Application 195) or that

- -~ o - A~ o o v




i ndi vi dual components that dont fall into the Categories above (e.g.,
installation) are grouped here. 8. The Gettertc Player L Oln | hiC Section
Lhe conbi ning of the comoncnts above into a varsion of the player
Applicati ] 250%5 di scussed. Thin is just ot~e of many diffuent exanple
posai bte) Si 8 the Player Applicauort 195 i5 designed for custatttiratiun
by being based an software objects. The Player (Object ManagCx ISU is a

sof tware franmework hol ding dl ( the other eonpon4 nts together. As di scussed
tn the sections above, the blocks bl ow t hé’2pl ayer Object Manager 15Ul ice
this diagramare required far any player) but may be ret,|aeed by

speci al i zed v élihgAvtamatitdyiciadata doquisttion Tpol provides amuser thy ability tofplemest the AdlompsiciMatadaga

scrambl i Ngadeikifich pioRe 80i d@&%%edeaovéUﬂieQ\uﬁﬂHﬁHm@ Reg uaamm ¥Rt afkace&sqmc DafSase

Content 113 1i brar e the f na r 15 ar.c
Vo ot o ot ke WaiteteS oL SR G [t ish ‘%b R A
with the Clmﬁgmttmﬁi:ﬁthbdmmvﬁlauyerhummts dmmdmm THeGnntent \Providait(d) ¢01Giap exdlorshedefauit

‘mad | _
0 spl 3y 1 o edia plalio KR P s PUI S Blesch Bl ¥ el D irolBflo ERE e o
obj ect s ar@mpuser prgduceradidemen, gy ltnb'é) dod s topes obpromtionat datt te Fentent Brpdder(s) 101 provides
cust om zabj 6. BBGaRe Brgéltﬁ CostedRhorddS 107 @R m %ﬁgeﬂaﬂp!gsﬂmﬂlé' chp!; ' ﬁxs%uslamﬂmory of

equi val ent progranm n anguat ¢, Using | ayer I catl on

(al | owi ng WiseE fedist P%awua\s % hish é‘?‘\b’f"%‘”%‘ﬂ’&”ﬁhé"“ﬁ Q%@fﬂ%amh. %'w“a‘h I@ﬂsm““
runni ng OnmEitﬂtaltB'l&ﬂateﬁﬁclm/damef(eﬂl) whittare squired Byutblé Endglserylevice(s) ¢0% ddGoftelds which cab Be
is music. r Lhen

t ypes of 'f’éanfﬂo‘qd%)écan e&g}?&m& lwﬁgﬂﬁléle+§pd§$ameﬁgﬁr at |°E)‘E?§Ll9§ gital
t ypi cal au@onteneFiernaki03dhat Pra@f’tamleiﬂ'bf’tea*%ﬁ%ﬁﬂd’@[ﬁ“ﬂfol ding songs. Al of t hese

are avail abl e ¥ &Bhd lﬁeh&npfﬂ?&ﬂﬂiaeﬁ&sgi‘ohathe ﬁﬁiﬂaﬁﬂ% &t @Gtﬁrﬂ&i Plovilk Gl [Olbhﬂl Afidinatic
System 100. The set of SOP)!SSS @t have hased from El ectr

D gi tal  Calfratiia Asayisiien Top ¢ g o PR P32 (B fogtPosels AOAE P PRPaRDY o195
an his ar fra) 19 yetieation Wmin-the dupisagserahe damgs bd foadl. fach ofitha Cogent Brotider(s) 101 help
physi ﬁ%,'w%qh% %Sp&i}a‘ﬁfe?&tlﬁﬁf@:r@ﬁ'ﬂn sts. In sone cages a Play-Iist

exact tracks of a Commercially avail able G has
beets pur chaseEhef4unamatin Nﬁa@@t AesmisioDl gt hsst @ EwRTaEnemelply pRipg fFonteny Broyider(gh, 101 and

0f1| i Ee \(/:g; ﬁxh;%mngiblct;b mmctvér%ardﬁfdvmde Bom &eﬂaawdslleaofmwouahuemwm)udnat'n:c
of the

songs th eys H exgzg c;’Foélﬁm syupgah hlléﬂt rgﬂiuﬁ o} {BQE t{nﬁ{t Mﬁg‘igadﬁ.&%ﬁggi&g %}m&‘% ﬁg ORQwoducl
. ryst cxns. whicwe wassiog any rpqqecdrﬁmamegd tof Mpml lgwggp Fogrirecess 384, ghgwisgif ’W&WP for

of "a gyist o RRERotdsdatBoisps2psed when the terma Play- list is
rtaen%qjane .C 3% When the Ettd-Uses{s) states the Player Application 195
explicitly) tather than having it start up via invacatiara fromthe SC(s)
fr OCe350r 292 Wipjki MeidamEury Toopr e- 1 oads to the last Playlist that was

accessed: 11 0 So8 GBS0 TRl £ B8l Dl Rt (ERE Yoy

Li brary 19b, startod aut omat |c unl ess t usef
has t ur nedProkdst §H Slwﬂfm ghoee. TheMaoupl Meadpta Eptey Toph silewsgny P"S!—?é" riged gRAEAMGF é"cpm"‘d‘"

bel owy§ or {ydrhibiely dat ki op&ht%r Rhdoimes irnhd ﬁaéxmg)ahmlﬁﬁum*}abaj 6 of:Eatdr o ke

WlthaSpECIfItCS ment i a ; n

Song- pl ay [oyRs &)‘E? %ﬁg‘ﬁ {pd regs %F%ﬁ&mr%{aeﬁ%e fhr°e6°3t?'§ VJ rngqm @‘éﬂex‘m% &f&u%my
action by udeatdze Iresuﬂs.manlsz)erGf\md@gomumMNw %EEISMQ“MY&WM%'&IPWf @nd if
more on thi 7 l 63 RATMble picilng B tetatfaa ROGy d2dBer

I nterface f%&gg&&wsg%ﬁg%d&qﬁglﬁS“%thgggﬁtﬁvoked tehe pPI zgjg/ i stetf unct?gn
these are the available functions: * Open Play-list 14 * Digital Canteat

Li bragpan iss |Uy@gggﬂdjugmd10§lpl ay a Ilst of stored pl ay lists for selection,

Al Digit

| n\S/ gkz :'et hegIP| ggg 6?% 8?'19& oo( Igrgwgdeg élu(e)%)the “F?F'%Dr}égmbmp'?‘ﬂf {hﬁedz%guicroncldtfao\és 'Proc?e%s 805
Pl ay-1i st idésciiné abims mneprodmaxﬂeﬂermg 1Cemtety .1 1 XOoheatevdr sent (Imeitee died, asing electrowits dedivery.,
enpty Pi ay"(l\)oﬁ& t&.éto%&sm\ééstd&.sl# m%uamﬁ’l @é/v:da‘(«? tun dé@@s)%g%@lﬂ wﬁy&de@m the

at a time starting sel ected song (or e‘? oﬂp %

pl ay-1ist, W‘“ﬁd"‘s'&ﬁlﬁdq”é"‘@B‘Fe@ie@&y cachAmP YFrStoR & 1Bt g&“?’} Hp 9 g ppre usase
af f ecjst he c&mme fgcifidd. tEieh yigayhidtisn ddfassaheaiphts bethe EhdsUexds)t and sy rayrisitibaslvh ¢he
here to ov hee n ay of the Play-tier * Play sang
20 ' Only 151 T) sélénlge réﬁ;et%omtéllgjy list is played. See Sang Pl ay
bel ow for rmre |nfo * Play-list Info * bisplay information about the
Play-list. * Song Info * Display normation about the selected sang within
the Play-list. 2% * Visit web site



Load web cite aSCdciatad with this Play-list into brawier. * Librarian *
Open the Digital Content Librarian wi ndow. Also gee pigital Content

Li brarian below for nore iafo. The Play-list Editor (correspondi ng screen
of an End-ggg_r 8:_5653erface 1b03): 30 When invoking the Flay-list editor,

t hese are e9 nd- User(s)' options' * View Loadl Delete play-lists *

Digital Content Librarian is invoked to display a list of Stared Play-lists
for selectipu of one to load or delete. Also see Digital Conttnt Librarian
bel ow for mare info. "° Save Play-list 35 7% Current version of Play-list
Is saved in the Digital Content Library 196. * Delete Song SE9- 98. . 009
108 "' G-rrent A,yp@tedfehma:ﬂ Peosaging ToolddbS had of usapeoadjtiochs @End-Uler(§-rights o\ @stiictions) is
| 7i gi tal Oﬁ’t d’%lﬁ‘m{é&' an is invoked in song-search anode, fpr selection
of song to a lay-list. Also see Digital Contept Librarian bel ow
for nore info. 5 * Set Soag h>armatioa * |7isplay add show changes to

i nformati onuﬁg@wndﬁ,meﬁﬁysxt ed song wi t hin the pI ay [ist. This information

is stored thin the fla 0 infortttatiotl about
tEte song i\ftor'éﬁl"%‘pﬁm% ¥‘f1°dﬁdsc‘ff"s'°“ tﬁ(’j%gtﬁ?‘ Whﬁ s““f@'f)(’"dl “ag%hmf hi ngs can.
be changed2. * @#B'pddy@dccsqﬂﬁgbymiill@mer@ﬁdﬁwy(emdblsm(m)fatmwmerabout t he song *
Lead-In dehay @%M ﬁ%'ﬂgg%’\ﬁgﬂ§&rmowq fErqbépqwm@orCiﬁérawax affda@ém&hm ng the .ong *

Start-point within son6 playi ng * End-point within song when playing |
5 * Wi ghting FoRrsh@sfciR¥de * Vol une at (justrrtent far this song and

more. Set Pl ay-| ijsdmeautdrieRuhiewhictls 592l Rimanick (&l b e Fhat (g e&yd, plagshe

attributes of this The attrib Lo Play-1ist
title 20 * Pl ay- Iu?‘?’snf"mﬁ%aghﬁtbﬁ ngelggptenlgﬁy‘y'ﬁm é@%re%?y i rtode (play
pace, restart Wivepurdost tranatgn: " End Users) notes abput this Play-List
Librarian (Corfe%&%ﬁb&%fﬁ&ﬁﬁ@&pﬂim@ﬁhdﬁﬂ%béﬁlﬁoﬁve&m@l’cé ace 1601 ): "~ Qpen

bl ow for mor o | PR A Blairs ke iy SHIR (et DRPEARL A BF Wriye

ei ther by invoki rrgrsbdaecdmpageer Appl ication 195 with the song as an ar gurrent

or by selegting a s fQ Jedied iy
Cont ent Li BT ar ﬂgﬁmo? g;srrée dgxl;ugg \9%%1 l% %B c?\X tl'nhé&t 08 s &Wb e?é OOC%Je? e%t daUSe.r(s) can
screen of an Epacbasgent undertht G qmysageggmd&uopl_dy ﬂﬁ‘ﬂ‘ F’&M%ﬁal'abﬂlty dﬁte and before
the last date of availability).

the countries from which an End-User(s) can transact thig purchase (or rental).

the price of the purchase/rental transaction under this usage condition

the watermarkiog paramelers.

 d
BN oW

the types of events which require notification of the Clearinghouse(s) 105.

An Example of a Set of Usage Conditions

The Conlent Provider(s) 101 may decide 1o test the North American market’s acceptance 1o the re-release of the
children’s song by a popular childrea's vocalist during the fourth quarter 1997. The test will make the song
available in two different compression encoding versions: 384Kbps and 56Kbps.  The 384Kbps version can be
bought (and one copy made omo MiniDisc) or rented (for two weeks), while the 56Kbps version can only be
bought (and no copies made). The watermarking instructions is the same for any purchase/rental, and the Content
Provider(s) 101 wans the Clearinghouse(s) 105 o count every copy made. This would create Usage Condilions as

follaws:
Usage Condition 1 Usage Condition 2 Usage Condition 3
compressed encoded IR4Kbps 384Kbs 56Kbps
version
type of user private consumer _private consumer private consumer
type of trangaction purchase rental purchase
availability dates 1 0ct 1997 - 31 Dex 1 Oct 1997 - 31 Dec 1 0ct 1997 - 31 Dec
1997 1997 1997
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kward """ 5ltip Forward 35 * Adjust Yohune * Adjust'l~aclc
SE9- 9%- 009 109 view J~yrics '" View Credits '~ View Cb Cover *
t Picture 5 * View Track Information * View other rnetadata Vigil
SED®DR-000st * Libra~riarr arid nore. 10 Digital Content Librarian
Content Libranan can be invoked inplicitly when sel ecting songs
sts (see above) or nay be opened in its own w ndow for nanagenent
g Li brary on the Irnd-User(s)' S.Z%tem ha that case, these are
er(s)' options: 15 Wrking with ngs: Sprt Ali by Artist,
Label) ather Select Sgngs by ALL St CatEQQLy abel . ot her Add
YnAs 1~ Qurrent |Mis ond i f |Gooditi@@ Dt
mr%ﬁWCateééﬁbpﬁztd nor n. Wl{ksvmth Pl ay-||56Bbs: Sort by
rd}l Search hy lnclilded Song T~Ue
prpatsconsymer] | ot hpivatesonserpay | i ol privaly sonsumeny)
¢ od) _and ohEstl ALt hoigh 3 Base j ¢
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AR s cover
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Bt departis
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hin the 35
iMipiDisc 110 (| Acknef epplicaiieni + 5| yapplicatlieyt o
jreptal | oaippplisableyar o st hi4dVhn o st or oddotapplic
uB‘!Pﬁp_| nformatiod P8 bt od t ot hel RESS2t a1 cont ent

Figth renqnt e
_Ewﬂtﬂesnj ayer cony 54 "iﬂﬁcmﬁ‘i‘i‘ i nt of PS4 andrGapada nnpe S@rﬁnmqadm
marking”~ std. std.

sid,
notifylng events copy action none none
number of copies 1 0 0
onlo what media MiniDistc nal applicable not applicable
term of reatal nt applicable 14 days

not applicable
price Price | Price 2 Price 3

4. Parts of the Metadata SC(s) 620

Below are some of the kinds of data that the Metadata Assimilation and Entry Tool 161 gathers for
inclysion into the Meladala SC(s) 620. An anempt has been made Lo group the data into SC(s) paris by function
and destination,

product ID [src:content provider;]

{dest: everybody;]
[dest: EMS; end-uscr;]
{dest: EMS; end-user;}
(dest: everybody:)

licensor label company
licensec label company
source (publisher) of this object (sublicensee label company)
type of abject (i.e., a single object or an array of objects)
object ID
Interational Standard Recording Code (ISRC)
International Standard Music Number (ISMN)

{dest: everybody;]

usage condiions  (sr¢: content provider; dest: EMS, end-user, Clearinghouse(s) 105)
purchased usage condilions (src: EMS; dest: end-user, Clearinghouse(s) 105)
the set of usage conditions (consumer restrictions and rights) for the use of the object (sound recording)
an individual eatry in the array of usage conditions

the compression encoded version of the Content 113 10 which this usage condition applies



a receiver for recexrr~ing previously encrypted digital content data which
has beezx encrypted with a first encrypting key, and the receiver receiving
a froma clearing hawse an encrypted first decrypting key which has been
encrypt ed gﬁg‘;bé_)bogl" encrypting key fromthe digital content player; a
tanper resistant environnment for decrypting the first decrypting key with a
decrypting key fromthe digital content player, wherein the tanper

resi stant environment form ng reencrypted digital content data by
reencrypting the digxta.l content data w t/d a local | y generated digital
content player encrypting key, wherein, the previously encrypted digital
content has been deteihpitisusagercopditiqualiow for the pusehassior thgrekiehof the Gdntedt &13t anper
resi stant environment gsh ebhial deagctdole reencrypted digital content on the
storage device; a player, caapled to, tPe interface for decrypting and

pl ayi ng the stored reené'i‘%"t"g‘é“’tﬂ“g‘f“f‘é{ 'GIEBH*F%WI“”'HQ’(‘%‘”E&&‘“@é’ﬂglr(&ﬁ days nlewye
information describing tdwnumee ofihy/dbeanich sf brtvaich e KThaed: 1 1 3wt nalohgeaplazr Xi t t er
for twansmtting the ?b?%ﬁﬁchia{lftr%s%gl:on to a xenn,ate |logging site, the
usage information informMng the renote |logging site of at | east one of a

pl ayi ng a~ the xeenCryptlehutsbeyof niavatianapieribe EndiUseris)is allvwveploaale: and a copyi ng
of at least part of the cgh@eral XiRdsed nbd@ichiks)e ARike MosdghRs {0 ntd-Reoihudd lézm)em.

device to an external nmnedi g@bz. rhaz data pl ayer as defined in claim
wherein the receiver recei FHETBPREIBYEY encrypted digital content data
froma digital contilenperiodsf {im8 duriigaehidiamhe pptlayéentd sradetion e ailowed t@ioturl(ie., an
whet '@l n the storage /i [ ' . | as.
mem)r@ , and an opti caﬁgaétlj%ﬁ?) c%l. p(?l['ll:'ﬁlaesg’lf al?' ggethgflegrb?&gém%'é%é%%ﬂ%&# %ﬁmi{"ig‘““‘gg
wherein the external #vidbility daw apdiefossthedar npoiewailadiling. a DYD disc, a
mni-disc, # ash nerganler o omurtts §ork Fuch AMRA-USer(s) auSiddcani havfke @Gefiff | ned

in. claimx, wherein the previousl ncrypte I.gital content data includes
digital nusic dat a.uq'5 Pr@i‘lfl?%e.p"‘fﬁﬁéﬁéyiuﬁf’%@%‘f[ﬂ%{g’“ EEGAWNOR ¢ ai m 1, wherein
t he usage i nf or mat iaquointenwithecto@ymedvastmatkinganstringons@eh@ragptessd di gi t al cont ent
has fgen played. 7, phlig: eyl gt idh dfictiRhi Gslnbdlof bl CichrindtDRL! 105 ¢ e
usage i zxformation includes an identification of the user playing the
reencrypted digital content on the data player. $. A systemfor renotely
tricking Umag®eaia db@ivhbal; ofibail @Es; s@NEME Wed ahd-GoNCRiHngu P X05) Sai d system
co;nnprising: a plurality of electronic stores for gxanting |icenses to
play digital d’BﬁF‘éﬁ?atcdata to usexs, each electronic store being coupled to
.a network; a phumhatpricy of content players for playing content data, each

di gi tag~1 cont gf)f o BLAYAE addsd Udi Ng; a z~eceiwer for receiving firom- the
network previously encrypted digital oazttent data |licensed by one of the
users, wher ei ﬁ“?ﬂ’é“ﬁ?‘@?/%/"gﬁ‘éq’?sencrypt ed digital content data which has been
encrypted wi t lvoatdy iof teé coesacwen(pdsi gnggs)key, the receiver receiving a from a.

cl earing house an ~ctypted first decrypting key which has been encrypted

w th an encrypting key fromthe digital content player; a tanper z-~esistant
envi r onnernmetidsie | (e capisny IrRyidet desy ng{eﬂﬁb@r’ypti ng key with a decrypting key
brom4she di gi taglmwaent pl ayer, wherein the tanper resistant environnent

form ng reencrypted . digital. content data by reencrypting the digital
content data w t f*P¥" 6@£ﬂrq’§5“"§1ener ated digital cozttent player encryptiag

| ~ey, wherein the pabes@mebsoencrypted digital content has been decrypted
with the first decryphi ddhdB¥rdi@nd a remote |ogging site coupled to the
network for tracki ngf playing of the reencrypted digital content data,
wherein the renotd®¥§¥§i xl g site receives, fromthe network, play

i nfor3tati on com easipabdriidd(fde di gi tal content players, the play inforrmatiori
for each di git}al content player including a nunber of tinmes that the
reencrypted digital content data has been played by the digital content

pl ayer. 9. Theapjtertont as defined iu claim$, wherein tlae previously
encrypted digi ta'mﬁﬂ&)&ﬁﬂ-lg.,qmrﬂcév@r%' udes digital music data. 10. ~'he system

as defined in olairn 8, further cogﬂ__rl sing a digital ~R ~. u~~~o0oss~. ac~as~
the format of the artwork (e.g., GIF, JPEGS}
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112 corKtertt site coupled to the network, the digital content sits sending
the previously encrypted digital content data to the to the digital content
pl ayers. 11. The system as defined in claxm 8, r~rhereiun the play
i nfar n~at amo_gg-g¢v | ncl udes a last tine the reencrypted digital content has
been played. 1 ~. ~ he systemas defined in claim8, wherein the play
information al so includes an, identification of the user playing the
reencrypted digital content oz~ the cont eg% pl ayer. 13. The system as
defined in claim8, wherein each tinme one’of the digital content players
pl ays the reencrypted digital content data, the |logging site receives the
pl ay i nfor nat PRSEH i t he one di gital content player. 14. A nethod fox
renotely tracking usage of digital content on digital content players, said
met hod conprising t teps.of . nting a license to play digital content
data to a usef® Yap"gﬁ‘g? al content pl ayer; accepting under the teznxs of
the license, prewmpwserdy encrypted digital caz~tent data, wherein the
previ qusly encryﬁsﬁsqerdi gital content has been encrypted with a first
encrypting key; receiving froma clearing house an enczypted first
decrypti Uag key RPAUe® has been encrypted with an ancrypti ~ng key ~rozn the -
digital content giem@er; decrypting, in a tanper resistant environnent, the
first decrypting Ece?¥ vvié.h a decrypting key fromthe digital content player;
form ng reenerypP&d GFETPEI content data by reencrypting tb.e digital
content data wi tdaeftelzesal |y geztexated digital cantertt player encryptixag
key, IWner ein theypreviously encrypted digital content has been decrypted
with the first décryptixrg key; arid transmtting information to a renote
| oggi ng site eac‘l‘?‘cl‘w({’%mi@éh‘@wm% digital content data is at |east one
of played by t hejislofitumb orov@tidhaiis rekdingappeand copied fromthe digital content
pl ayer to a~z~. ec~%§§r nal nmeditunl so that usage of the reencxypted digital
content data, caf De tracked. 15. The method as defined in claim 14,
further conpritsing the steps Z13 of decryptxz~g and playing the
reengxypted digital content data on the digital content player. 15. The
met hod as def ned Irt claim 14, _%ﬁ{,ther contp~ising the step of granting a
| i cense td’“’ﬂﬁﬁ‘é‘“ag‘é}x““ﬁx‘?"‘ﬁf?vg}'e t®Wc com aaerce host. 17. The nethod as
deed i n cl ai mat drrayfofistutreres, eohepiesiing diffarent spaify leykls of thy samesouhdresoedingdr ypt ed
digital content gat mcoggmgl east one of a hard disk, flash nenory, a
renovabl e di sk, and an optical disk. 18 The nethod as defined in claim17,
further conprisi Rgaehy levelopye wradE9A™8y t he reencrypted digital content
dat a %90 an ext et X abe (HBAHes) BT the BRLBK cOMrEwdd) wadirestnding ng one of a conpact
disc, a |l 7Vp disc, a mni-disc, hash nenory, and a digital tape; and
transmtting i‘'nformation to the | oggi ~o~g site each tinme the reencrypted
digital content data is copied fromthe digital content player to the
ext ezxt al ARG H sk cotent PRRidERELOEMESndl@EH Ned i n clainn~ x 4, wherein the
previously digital content data iztC udes digital nusic data. 20. The
met hod as’ dei -9@H¥@ M8 ¢l ai m 14, wherein the transmitted information
inclyhes a last tine the reencrypted digital content b,as been played. 21,
The met hod as cljoer{lgﬁneaqm't%,.cl aim 14, wherein, tlxe transmtted information
i ncludes an i dentiricatron of the user pl ayi ng the reencrypted digital
content on the capsieterip arhist asppptionppteritd { et hod for renotely tracking usage
of digital content OFrCictHelarikrsGRbsileeut players, said nethod conprising the
steps of accepting gl CelaSbhafl dhedhflh2 content data an a digital

30 artist-related interviews (along with formal of the interview {e.g., (ext, audio, video));

reviews (along with format of the reviews (e.g., text, audio, video));
sample clips (and its format and compression level);
recent and upcoming concerts/appearances/events - their dates and locations;
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receiving the licensed previously encrypted digital content data to a
digital Content player for the user, wherein the pxew ously encrypted
digital content has been encrypted with a first encryptizig key; receiving
froma cl egngog.gpguse an encrypted first decrypting key which has been
encrypted with an encrypting key fromthe digital content player;

~~. . U.~0~t ~0s9s, ao~a~r 114 decrypting, in $ tanper resistant environnent,
the first decrypting key with a decryptin %<ey ranr~ the digital content

pl ayer, formng reencrypted digital content’ data by reencrypting the
digital content data with a |ocally generated digital content player
encrypting key, whe®Bppclipdandie fomme and comerpseionlsyeadd di gi t al content has been
decrypted witlX theaékgfotdd diefijaats) sTthelpRyticen Bikt/ce @ GaniDsep lnay/or thethvie/Phub/icdd) addor
the digital content plba%hneafc&hbti rr&c_t he reencxypted digital content data.
is played by the digi - (o) i |5T"ayefr; and sendi ng the | ogged play
information to a rewoeeistrelged ingrvisive Gloag with formathd theirtterviere (3-gt kereaudio, wdeo));

pr edetgrrcdzted i ntegval itwagki f the reencrypted
di gi ta5Ie cont ent datrg{lé‘%ééon%ﬁg&@ﬁ%&g@%ﬁ%gﬁﬁiaﬁﬁ%Iugia)r)r)?zz, wherein the
license i s granted §¥the user by an el ectronic commerce halt. 24. The

nmet hod as defined in claim?22, further conprising the step of storing the
reencrypted di gi?al content data on at |east one of a hard disk, a

renovabl e disk, flash axtenory, and an optical dish. 2~ The nethod as
defined in cl ai msipge promelionr conprising the steps of copying the

reexl qupt e](cj' di ﬁi tagmggmpqmgiggiggmmclgﬁ, B le@conmpact di sc, f a DvD disc, a
m ni - di sc, ash menory, and a.digital tape; ]aqging copy,infozzpation in
the digital content™ d@é‘&‘l‘f’“@??fé“ﬁ‘ﬁ@“&%é‘#@f %f@g’(‘iﬁ@?{fyﬁﬂh%‘m@ eqsta pad/or
i s copied; and sendi ngpetriakink efglpesthglepsy | nformation to the | aggung site at

t he predetexxnined tj. ; . ] Lzt e s. 26. The nethod
as defined in clai nﬁ%gﬁ(%n S@Ptﬁ%g@g‘gﬁg\&%?g%éﬁdg?g content data

i ncludes digital xzxusic data. 27. The nethod as defined iz~ claim?22,
where{q thg pl Qyedifdira@aaté®n i ncludes a | ast tune the reencrypted digital
content |eas beers played._ 2%$. ~' he nethod.as defined jn_.clajmZ22, erei
the play inf or‘ﬂ’ﬁ?’?"‘éﬁ l?*%ﬂ;%f{ﬁz]‘egm\g#s iadﬁﬁttFef? Iy i‘°oﬁ“pi)€'1‘"“ltﬁ ¢ fpgyisey g‘%‘?&ﬁgﬂ% 36
reencr ypt edesdivei dbade. @nritdividualatesiguaed byoht emtenpRrewder(s) 1@0as hdvimgstupeosed cetease authority,
remotely tr i o [ o] t I i | e 1 .

| LI BF] 7059’&‘3’5’%@ I pricete i‘%‘n@g%dt;e{aﬁ%d %@%@ e 9@%‘?5&%%8‘[5 o ¢ Synervised Relgase Process
steps of gRWheramindifsComes! 13 endir aspompagyisepompient edeiteat a to a plurality of
user s0 f ox eackhnidédils Cotit@nigli D @ndreiaist B frbdhcEoGhikiz @b diughdaalscapaiiegt data to

a digital content player for the user erein the previ I C ted
digital cont en‘f‘aﬂﬁ’lé‘g’ rﬁéﬁéﬁf)/é:ﬂﬁsg}%ﬂ[sgﬁrgﬁ% f r?dzli“él?mg?]cg'? 515‘?’ ianhgé@ae[jx/?sseégé?rvi ng
from a cl eari ngldhcusmes mpeifiineyip wedive sstionge eake prdi rerybriibpe wigiyehtokasMaswal Metadata
encrypted wt hE@gpgg&gy@ti ng key fromthe digital ea~xtent player;
decrypting, in a‘tart~per resistant e~w z-onngnt, t.he furst d cr}/.&ti ng ke
with a decrypt PragoReyembodipsot flerdhe preadion SR 8heh tﬂ“&;}%?nf’mi"‘b?ﬂ’ff’?‘?gq'?i s
di gi t 2§ comnheaihe Gadia b3 of e BCs)qah bagedeth endckikanited Ifor cawmtlesantss ekaltagcureicy, Andaat that time,
| ocal |y ge L Otal : " NPk RQ; 4 Wherein the

previ ousl yﬂgaplc 5%?’3%’% ofizg/ie? grlca@%%%réﬂ{'ﬁ%gé 5%2%‘5\“‘3@%:%%?@%“% th the first
decrypting key; and sending to a renote | ogging site, play ixxformation
frotr~ eaalp, of chdiéut Brddishiag Téolnt ent pl ayers, the play information including
tl ~e nunber of tines that the reencrypted digital content data has been

pl ayed by each user fox enabling the ticking of usage of the reencrypted
digital content data. 30. The nethod as defined in claim?29, further
conprising the step of sending the play infornmation to the logging site at
a predetermned tinme yr at predeterm ned internals.



31. The nethod as defined in claim34, wherein the |icenses are graztted by
el ectronic commerce halts. 32. The nethod as defined in claim30) further
conprising the step of storing the reencrypted digital contextt data an at
Xesst one BE9D8HMd di sk, a renovabl e disk, and an optical disk. 33. T he
met hod as defined in claiz~n 30, further caznprising the step of sending to
a renote logging site that receives the play information, the play
information further includes sending the nygrxber of tinmes that the
reencrypted digital content data has been copied to an external nediusn by

each uSer . 34, Gl Hafs 1461 A8 uldf | luBaPor aFShale whlPaR LR LRI e

encrypted digi taI con ent ta 1nclu nusi ¢ dat a

met hod as digital genteat file ¢q cieatn wermatked; eaded. @Flwﬁq capigr ok theicentent. nEhe iopissmagkes yge of
time the r ﬁﬁﬁb@w:mcm itgll doﬁtkm%ﬂﬁ&ﬁtﬂé tobl2f aN&EPlugdhtly/ RflacedBit of \afer B kiDL dn@Fing and

defined in cIa|m3 ere |nfq tro c
Cent 71 G e eRRloRTS o e cxolyen I i elefestidieyisSocon b lopqed via & G i vpi ol
cozttehnt ptu‘t?aiedre and passed, pafaﬁmautoe providadabdlidt nnehmmmantcan bé ageqonogmmtmaface. the

IC?)?]E reﬁtCt |p|0 g@l& Pjrocgs%%fg@el% 4 jtor?}arc:t'et{t? 9011?8(%%8& g fl'OCl.jll gtldta%[hc&gt'{]}o eaﬁth too?ﬂumg tltxe aBProp&nate
di gi tal conteenin toCantenbPrecessingTooln 136 foki ¢ vexl avelbblpnquwm oy eqquircd dides pnd pagpmeters

previ ousl y ,@NGa)pluede ﬁl.u&try aknm%&&t prstﬁtsfag 10816 héhorin thmqme@%ané | YR Rk i 6k
digital cortter~t has been encry i rst encr t| n Hégs recei vi ng

froma cl &4l ”}%‘ﬁk'@d“a‘ﬁt"é‘ﬁd}"ﬁ“ﬁ b?"l‘?“é‘?‘p&@& loghsiosspgt £ %‘i" e been
encrypped wit hAaganeﬁl@érytﬁt bihgje Kenrent Preasingt Toale 168 igidesadibed.dut ontbmizhtiy de possible. The
decrypting t

wth 5 deorsif Ry BB tools 154 b BEbnRY WAL RS or kb SoleiiooRed v Clfe Bbesing
di gi tal cofp@ntss d@tb& dﬁiyvmeew:r ytmnungetdhlé« TG 'twéudméé#teétit CRfar anagi Wk sige.

| oeai ly generated digital content player encrypting key, wherein the

previ ousl y encr gt ed dlﬁ’gt al content has been decrypted with the first
decrypting key, HERriNET P00 ¢t t i ng information to a renote |ogging site each
time the reencrypvadratirigng abo! porvident wekatiee atdlitate mpdgkoiache Vhfephvalywl Piygesg BR8 as
digital coy med%@yehm HARL g&tgénpmotmoﬁiafgt.é@dmcnom SWber &) @Y Rhg £ uBllg sudio

external medium sa that usage o he reencx d digital Cor\i“ﬁg}:‘ gta can
be tracked Wagnarkingteghaniogn dibe F‘é%%&f?t’é""ﬁ‘eﬂlbﬁﬂ‘f"i“?‘i oy 15, depprmined; iy R SHBES BY
t he instrughd @espetifg wdaﬁﬁﬂkmsn&gao&iaﬁsepbzwl Thif ibfoenatiean evaijqdtead the ifrghitead Wammiackirg

data on th i gi.tal content d

¢l ai m 37, M)fg Ml it fﬁeorcfper&y setﬁilx én ormémfx 10 tﬂ? wﬁ%ﬁg&hg [ﬁmEteo’ﬁl %RL E\Tpggt%i? g)%‘hﬂr&uzahon

comei20e hoespirento on'lhﬁe!\dgmmwtssmﬂarhemmmney ot} &1 40 45$\lf‘tlh4§il##un“%thtsh@t’fmmﬂn prior

COMPIT S1 NG (J, (4 3R, Mbwidl e bibfls il MERBESHRLEH Teis Glok A1t (oPRaGLI IR e Prodising
0

| east one nenor%gmg renovabl e di sk, and an opti cal
117 di sk, &E"l‘hﬁm@%%‘f‘@t‘“ar“@%‘&éﬂ?@@ v~min claima40, further

conpri si ng i nstrh¢lwhterman i§ agpliedcaaplys firg stehén sudie powcasgidpesiheel it gd ¢ominor Grellesmtodibas of the
to an external i%;m el be ho fvatd e esiieSEont
x DVD di sc sm& c,n%QE&j I ch[aquagﬁtaﬁﬁemr nm ELJJR%MRFlMOIQQPl Jivzz‘atn(r:llﬁt lrﬁggg&m tte?dr:t% Y
i nf or 28t i oreceuponchest FBggi ng site each t| me t he redz ~crypt ed di gital content
data is copi ed Vg valtnasled tb@holegwtaen&m\m ey Comrficidllp @valatile rTha lfrofresdldl Wanermdidking
The conputer readabl e umi.n cl reviously encrypted
digital contogfhou 'F&“pf‘ﬂeﬁﬂjdmm&q Y4 Y°ﬁ?f§?‘%%aﬂ&'%hlem£f he conmput er

reada$le nediumin clains 37, wherein the transmtted i nfonnativn incl udes

a last ti rrezthe,m:aroges %ange&%ﬁ&gmﬁﬁﬁl been played_ 44. The cozt ~puter

readabl e nmedi um erein the transmtted xnformati oz~
incl udds an i ddihe Preprsesssingriog Comprassign ool proviges Agsy s agilily; (P Apniemspi s Pregspressing and

content pl ayffpression Process 809 as described above. Audio encoding involves two processes. Encoding is basically the

application of a lossy compression algorithm against, for a music content example, a PCM audio stream. The
encoder can usually be tuned to generate various playback bit siream rates based on the level of audio quality
required. Higher quality results in larger file sizes and since the file sizes can become quite large for high quality

35 Content 113, download times for high quality Content 113 can become lengthy and sometimes prohibitive on
standard 28,800 bps modems.
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ca] cd0 certaxn frequencies or adjustments to the dynamics of the recording. The content preprocessing requirements are
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Ouce all metadata has been gathered the Cootent SC(s) Creation Tool groups the metadata into categories
based oo their intended use. These groups of metadata are written into files to be passed in to the SC(s) Packer

10 Tool as Metadata parts for the Metadata SC(s) 620. Each part (file) has unique processing requirements. Once the
associated songs have been processed and encrypted and the target destination (URL of Content Hosting Site(s)
111) has been determined, the Content SC(s) 630 for the Content 113 are ready (o be created. The Content 113
which have completed processing and have met all the requirements described above, are queued for packing in the
packer queue of the Work Flow Manager 154.

15 The Content SC(8) Creation Tool now retrieves all the required files crealed by the previous steps of the
Metadata Assimilation aud Entry Tool 161 and calls the SC(s) Packer functions to create the Metadara SC(s) 620
and Content SC(s) 630. This process creates a single Metadata SC(s) 620 and multiple Content SC(s) 630 for each
song. For example, if the content is music. each of the audio files created during audio processing for the various
quality levels of the full song is packed into separate Content SC(s) 630. The audio file created for the sample clip

20 is passed as a rmetadata file to be included in the Metadawa SC(s) 620.

F. Final Quallty Assurance Tool

The Final Qualily Assurance Tool provides a user the ability 1o implement the Final Quality Assurance

Process 8[3 as described above, Once all the SC(s) have been built for a content file, the content is available for a
25 final quality assurance check. Quality assurance can be perfarmed at various stages of the Content 113 preparation

process. The Content Provider(s) 101 can choose to perform quality assurance as each major step is completed to

prevent excessive rework later or may choose (o wait until all audio preparalion processes are complete and

perform quality assurance on everyibing at once. If the latter is chosen, quality assurance is performed at this

point upon completion of the creation of the SC(s). This tool allows each SC(s) for the song to be opened,
30 examined, and the audio played.

Any problemn discovered, even minor text changes requires that the SC(s) be rebuilt due 10 internal security
featureg of SC(s). To avoid unnecessary re-processing time, it is highly recommended that the interim quality
assurance steps be utilized to assure accuracy of the metadata and that this specific quality assurance step be
reserved for validating appropriate cross references between the SC(s) associated with this song. If problems are

35 found, the assurer can enter a problem description to be attached to the song and bave it re-queved to the
appropriate processing queue for reprocessing. Status is updated appropriately in the Work Flow Manager 154 to
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G. Content Dispersement Taol
5 The Coutent Dispersement Tool provides a user the ability to implement the Content Dispersement Process
814 as described above. Once the Content 113 has been approved for release, the SC(s) for the Content 113 are
placed in the queue of the Content Dispersement Process. The Content Dispersement Tool manitors the queue and
performs immediate wansfer of the SC(s) files or batch transfer of a group of 8C(s) files based on the configuration
seltings provided by the Content Provider(s) 101. The Content Provider(s) 101 can also optionally configure the
10 Content Dispersement Tool 10 automatically hold all SC(s) in this queue until they are manually flagged for
release. This allows the Conlent Provider(s) 101 Lo prepare content in advance of their scheduled release date and
hold them until they wish to release them e.g.. a hew song, movie or game. The SC(s) can also control access 10
Content 113 based an a defined release date so there is no requirement for the Content Provider(s) 101 to actually
hold up delivery of the SC(s) but this manual release option can till be used for this purpose or used to manage
15 network bandwidib required (o transfer these large files.
When flagged for release, the Contenl SC(s) 630 for the Content 113 are transferred via FTP to the
designated Conlent Hosting Site(s) 111. The Metadata SC(s) 620 is ransferred via FTP to the Content Promotions
Web Site 156, Here the SC(s) are staged to a new Content 113 directory until they can be processed and integrated
into the Content Promotions Web Site 156. ’

20 FIG. 17 is a flow diagram of an alternate embodiment to automatically retrieve additional information for
the Automatic Metadata Acquisition Too! of FIG. 8 according to the present invention. The process is similar for
that described in FIG. B above, However, the quality checks of Supervised Release 806 and Content Quality
Control 809 are combined into one quality check called Quality Contrel 1704, Performing quality checks prior to
Meradata SC Creation 807 and Content SC Creation 812. Performing quality check prior to SC creation,

25 eliminates the steps of unpacking the Content 113 and the associated Metadata SC(s) 620. In addition, in this
embodiment, the queue of Products Awaiting Action/Information 801 have been eliminated, The jobs are placed
on the specific process queues depending on what action is being requested. For example, if the job requires
Manua) Metadata, i.e. additional Metadata to be entered, the job is place on the Manual Metadata entry queue.
Also the Automatic Metadata Acquisitioa 803 has been merged with New Content Request o occur up front prior

30 to the Metadata Assimilation and Entry Tool 161 and the Content Processing Tool 155. Finally, it is impoctant (o
point out that (he Usage Conditions 804 are entered both at the Automatic Metadala Acquisition 803 and during
the Manua! Meladata Entry 803. Since, many of the usage conditions can be automatically filled-in during the
Automatic Metadata Acquisition 803 step.

H. Content Promotions Web Site
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using the toolkit for the Secure Digital Content Electronic Distribution System 100, The selection process and

what information is shown is the discretion of the Content Provider(s) 101,
Metadata SC(s) 620 received into a hew content directory via FTP from the Conten( Disperserent Tool is
15 processed by the Content Promotions Web Site 156. These containers can be opened with the SC(s) Preview Tool
10 display or extract information from the container. This information can then be used 10 update HTML Web
pages and/or add information t0 a searchable database maintained by this service. The 8C(s) Preview Tool is
actually a subset of the Content Acquisition Tool used by the Electronic Digital Content Store(s) 103 to open and
process Metadata $C(s) 620. Sce the Content Acquisition Tool section for more details. The Metadata SC(s) 620
20 file should then be moved 1o a permanent directory maintained by the Content Promotions Web Site 156.
Once the Metadata SC(s) 620 has been integrated into the Content Promotions Web Site 156, its availability
is publicized. The Content Provider(s) 101 can send a notification to all subscribing Electronic Digital Content
Store(s) 103 as each new Metadata SC(s) 620 is added to the site or can perform a single noiification daily (or any
defined periodicity) of all Metadata SC(s) 620 added that day (or period). This notification is performed via a
25 standard HTTP exchange with the Electronic Digital Cotent Store(s) 103 Web Server by sending a defined CGI
string containing parameters referencing the Metadata SC(s) 620 added. This message is haudled by the
Notification Interface Module of the Electronic Digital Content Store(s) 103 which is described later.

1. Content Hosting
30 The Entertainment Industry produces thousands of content titles, such as CDS, movies and games every
year, adding to the tens of thousands of content titles that are currently available. The Secure Digital Content
Electronic Distribution System 100 is designed 1o support all of the content tiles available in stores today.
The numbers of content titles thal the Secure Digital Content Electronic Distribution System 100 may
eventually download to customers on a daily basis is in the thousands or tens of thousands. For a large number of
35 titles, this requires a large amount of bandwidth. The computer disk space and bandwidth needs call for a
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distributed, scalable implementation with multiple Content Hosting Site(s) 111. The system also supports
cugtomers all over the world. This requires overseas sites to speed delivery to the global customers.

Content hosting on the Secure Digital Content Electronic Distribution System 100 is designed to allow the
Content Provider(s) 10! to either host their own Content 113 or share a cotmrnon facility or a set of facilities.

Content hosting on the Secure Digital Conlent Electronic Distribution System 100 consists of multiple
Content Hosting Site(s) 111 that collectivaly contain all of the Content 113 offered by the Secure Digital Content
Electronic Distribution System 100 and several Secondary Content Sites (hot shown) that contain the cutrent hot
hits offered by the Content Provider(s) 101. The number of Content Hosting Site(s) 111 changes depending on the
number of End-User(s) using the system. The Secondary Content sites host a limited number of songs, but they
wiil represent a large percentage of the bandwidth used on the system. The secondary sites are brought on line as
the volume on the primary sites increases to the point of maximum capacity. The secondary sites can be located
close to Network Access Points (NAPs) which helps speed up download times. They may also be placed in
different geographic areas around the world to speed up download times.

Should the Content Provider(s) 101 choose to host all of their Content 113 in their own system, they can act
as 4 single Content Hosting Site 111 with or without additional Secondary Content Sites, This allows them to
build their own scalable distributed system. In another embodiment, Electronic Digital Content Store(s) 103 can
also act as Content Hosting Site(s) 111 for certain Couateat 113, This embodiment requires a special financial
agreement between the Electronic Digltal Content Store(s) 103 and the Conter Provider(s) 101.

1, Conlent Hosting Sites

Coatent 113 is added (o the Content Hosting Site(s) 111 via FTP or HTTP by the Coatent Disbursement
Taol described it the Content Provider(s) Section of this specification or via offline meaus such as content delivery
on tape, CD Rom, flash, or other computer readable media, The Metadata SC(s) 620 created by the Content
Provider(s) 101 contain a field that indicates the URL locating the Content $C(s) 630 for this Content 113. This
URL correspands to a Content Hosting Site(s) 111. Electronic Digital Content Store{s) 103 can override this URL
if allowed by the Content Provider(s) 101 in the Offer SC(s) 641. The End-User Device(s) 109 communicates 10
this Content Hosting Site(s) 111 when it wants to download the Content SC(s) 630.

The End-User Device(s) 109 initiates the request for a Content SC(s) 630 by sending the License SC(s) 660
10 the Content Hosting Site(s) 111. This is the same License SC(s) 660 returned by the Clearinghouse(s) 105. The
Digital Signature of the License SC(s) 660 can be verified to determine if it is a valid License SC(s) 660. If1itisa
valid License SC(s) 660 either the download is initiated, or the download request may be redirected to another
Content Hosting Site(s) 111.

2, Content Hosting Site(s) 111 provided by the Secure Digital Content Electronic Distribution System 100
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For the Secure Digital Content Electronic Distribution System 100 the decision of which site should be used
to download the Content 113 is made by the primary content site that received the initial request for 8 Content
SC(s) 630. This site uges the following information to make this decision:

Are there secondary content sites that host the Content 113 requested? (The majority of Content 113 offered

by the Secure Digital Content Electronic Distribution System 100 is only located at pritnary sites);

Where is the End-User Device(s) 109 geographically located? (This information can be obtained from the

End-User Device(s) 109 when the request is initiated at the End-User Device(s) 109, this is passed up to the

Clearinghouse(s) 105 in the Order SC(s) 650:

s the appropriale secondary site up and operational? (Sornetimes the secondary sites may be off-line);

What is the load of the secondary sites? (In some cases where a secondary site is swamped with activity

another gite that is less busy may be selecled,

Before transmitting the Content SC(s) 630 10 the End-User Device(s) (09, analysis and verifications are
performed on the End-User’s request. A database is kept of all of the License SC IDs that have been used (o
download Content J13. This database can be checked 10 ensure 1hat the End-User Device(s) 109 only makes one
requesl for each piece of Content |13 purchased. This prevenls malicious users from repeatedly accessing Lhe
Content Hosting Site(s) 111 in hopes of slowing down the Contem Hosting Site(s) 111 and prevents unauthorized
download of the Content SC(s) 630.

The promotion and demotion of Content 113 to the Secondary Content sites is done periodically based on
customer demand for the individual pieces of Content 113.

Content Hosting Router

The Content Hostigg Router (not shown) resides in the Content Hosting Site(s) 111 and receives all requests
from End-User(s) wanting to download Content 113. It performs validation checks on the End-User(s) request 1o
eénsure they indeed bought the Content 113. A database is maintained on the status of the Secondary Content Sites
that includes what Content 113 is on them and (heir current status. This current status includes the amount of
actvity on the sites and whether a site is down for maintenance.

The only interface to the Content Hosting Router is the License SC(s) 660 thay is sent by the End-User
Device(s) 109 when Content 113 is required to be downloaded. The License SC(s) 660 includes information (hat
indicates the user is allowed to download the Content 113.

Secondary Conlent Sites

The Secondary Content Sites (not shown) host (be popular Content 113 of the Secure Digital Contenl
Distribution Sysiem 100. These sites are geographically dispersed across the world and are located near Network
Access Points (NAPs) to improve download times. These siles are added o the sysiem as demand on the primary
Content Hosting Site(s) 111 nears maximum capacity
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handle the aclmr:w edg,ment ot‘ the sale a d inmatmn of the d@vuload by creating and sending Transaction
SC(s) 640 10 the End-User Device(s) 109
manage a transaction log of sales of downloadable Content 113 and the status of each download
haudle status notifications and transaction authentication requesis
20 ' perform account reconciliation
The tools are designed to allow flexibility in how the Electronic Digital Content Store(s) 103 wishes 1o
integrate sale of downloadable electronic Content 113 into its service. The taols can be used in such a way as 10
request that all financial settlements for downloadable Content 113 purchased be handled by the Clearinghouse(s)
105 although this is nol required. These Lo0lg also enable Electronic Digital Content Store(s) 103 to complelely

25 service their customers and handle the financial transactions themselves, including providing promotions and
special offers. The 100ls enable the Elecironic Digital Content Siore(s) 103 to quickly integrate (he sale of
downloadable Content 113 into ils existing services. In addition, the Electronic Digital Content Store(s) 103 is not
required 10 bost the downloadable Content 113 and does not bave lo manage its dispersement. This function is
performed by the Conteat Hosting Site(s) 111 selected by the Content Provider(s) 101.

30 The tools for the Electronic Digital Content Stores(s) 103 are implemenied 1n Java in the preferred
embodiment but other programming languages such as C/C++, Assembler and equivalent can be used. Tt should
be understoad that the tools described below for the Electronic Digital Content Stores(s) 103 can run on a variety
of hardware and software platforms. The Electronic Digital Content Stores(s) 103 as a complete system or as any
of it's constitwte components may be distributed as an application program in a computer readable medium

35 including but not limited to electronic distnbution such as the web or oo floppy diskettes, CD ROMS and
rerdovable hard disk drives.



1098&' ()- ys$1098& ()-@t|\<A 10' p5#10%& () - pp5#10%& ()-p Y1 $10%& ()- @
0s! 10%& ()- +s$10%& ()- s*!109%& ()-(9: ?BF_?A/ 10'

PS#LOYBE () - pp5S#10%8& () - pp5#109B& () - p- #3p#p5#1098& () - ppS#10%B& () - pFNOSV
Y _?AN 10" SE9-98-009

p5#109%8& () - pp5#10%8&' () - ppS#L0YBE () - ppS#L0YB&' () - p#3p#p5#10%B& () - p- abcde
ps{yX810' 3V#10% & ()- Y10% & ()-"

10% & () - 10$10$10$p541098& () - p#3p#{ { _2yX8L0' 3V#10% & () - 3VH#10% & () - #3\ #3V
#10% & () - 3V#10% & () - 3V#10% & () - _’>yX810 V#lO% & ()-3V#10% & () - 3VH#10% &

o2 S b a8 il e et 0
yﬁ,q\géoo/?)&&( ﬁr))gm# tbow.u' "I’.m%-)&kx ynabl@ ﬂredmi&d(n)wfdas l&]:ﬁ)é’/m&ie@l)s -of the geagic
3% $10% & %‘f‘ﬁ‘%%% )S‘°?§‘§%és &F‘W‘%ﬁ[ @%@%ﬁ%ﬁ%ﬁ ertiogs g5c o
3771 10% & ¢ form ofAIf[g)%Aggp cption Proglapuging (u)e:facms mlctgv)@c&er(u;mg thesg PPy e implement any of the
#10% & () - jhdidihic O?Iblgﬁﬂeﬁg‘ﬁ@% 2@ 'f&el:h%ﬂ)ﬁt grofram Chy drdW@ka s {olhese components, a

1000052 (e Aol S & PSRRI rﬂﬁcﬁm@d&?ﬁ‘é it the oced 1

Fs' 10%8K) Sit'c{chte@hes: Gintibaant 09@Y @AY ) ﬂmmmw) S10Sk) S 3L0" 10%8k) S& ()

T 3# ' 10%8k) S&
al L0%Q0) @L) 0 - él%b%l &Qﬁ |§ %) @3 1%.2 té%@&;s%é /g%)exz\c E@#ﬂlqg Is pr
109@X) @&' (4 ggqi@\m@g;trg{\q@o@() C@nieqy) Stor, (@gh@ tp )sel t(gnc nu:m 113

ZE }_8;@; @‘r %ﬁr A B @0 Gsibn mfrm‘ﬂf&t’&)@ AbdE QYN @Biver) this ThdGH@ BBEdd)User(s).

a{ 10%@X) @LB'("} m‘é{ﬁ‘&%&% éﬂj Saleﬁsf &/@kﬁ &gg{g&g T‘%ﬂ%bﬁ%ﬁ%@% ag:amre package, and

< +*10988& (rdek electrohit @ratent'1 (3 saled, TiielpOa@ta(ign of clectiodid Medhanjiise for sale and the method in which

3—’(*)12( ‘g f_LO ((V%S %?% (éx%? Mﬁé&%@ﬁgfﬁ@é& ?ﬁ(@ré{ is @é %VEJ)’_’ ﬁ%&\&%%& &%acfcasl % ?d| service oﬁ‘mn%and

&' 1098 &ib¢ poinyho-giint IROASEE Yo sw&sme WRE () -M 9, 1098( & (
T+ &@510% 8(.& ()-y " &@10%8(& ()-y</|[: NA41010 + &% 0%‘8("&'()-

* 89 1098( & + 806 100P8( P& ( 896 100 &% 109AS( A& () -
b&% 10% <§L(%) %‘b‘d& g‘ﬂﬁﬁi‘%“’ﬁ”")“f&?“““' /q" “)f{%“?"@bcym*n&' ()-(10%(*3&'(

F109%6 & () - 108 ( B¢t prigddily G {s&d Qu)e-u[aﬁqe[mtwmy@ ser @ betwegn/shg, Elepirgiic Digial Content
g '10% &
* % 109X& &S%Se(s& é\ég%éﬁfﬁﬂsfb [f%v%f%)fﬂfg)mm tylixlc;l%%/%aﬁ lnternet we@soﬁd servn:tl:_e pravided via
telephone or cable modemn connection. Networks other than the [nternel are qupporl 2 hxs model as well, as
20 long as they conform 1o the Web Server/Client Browser model. FIG. 9 is & block diagram illustraling the major
tools, components and processes of an Electronic Digital Content Store(s) 103.

L. Integration Requiremnents
The Secure Digital Content Electronic Distribution System 100 not only creates new online businesses but
25 provides a method for existing businesses to integrate the sale of downloadable electronic Content 113 to their
curtent inventory. The suite of tools provided to the Electronic Digital Content Store(s) 103 simplify this
integration ¢ffort. The Conlent Acquisition Tool 171 and SC(s) Packer Tool 153 provides a method for the
Electronic Digital Content Store(s) 103 to acquire information from the participating Content Provider(s) 101 on
what they have available for sale and to create the files required to reference these downloadable objects as items in
30 their own inventory. This process is baich driven and can be largely automated and is executed only lo integrate

new Content 113 into the site.

The w00ls for the Secute Digital Content Electronic Distribution have been designed to allow integration of
sale of electronic downloadable Content 113 into typical implementations of web based Electronic Digital Conient
Store(s) 103 (i.e. Columbia House online, Music Boulevard, @Tower) and equivalent with minimal chaoge to their
a5 current Content 113 relziling paradigm. Several methods of iniegration are possible and in the prefered
" embodiment, the Electronic Digital Content Store(s) 103 provides support for all product searches, previews,
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(' 10% ﬁad(l)anc’ﬁmg functions Lo process the physical merchandise purchased, the commerce handling funclion of the
Electronic Digital Content Store(s) 103 then calls the Transaction Processor Module 175 to handle all electronic
10 downloads. It simply passes the required information and all processing from that point on is handled by the
toolset for the Secure Digital Content Electronic Distribution System 100, [n another embodiment, other methads
of wansaction handling are also possible using 10ols for the Secure Digital Content Electronic Distribution Systemn
100 to handle the financial settlement should the Electronic Digital Coatent Store(s) 103 wish to sell downloadable
merchandise only or to segregate the financial settlement of physical and downloadable merchandise.
15 To handle the downloading of merchandise, the Electronic Digital Content Store(s) 103 is given a Product
ID (ot shown) for each downloadable product that it acquires from the Content Promotions Web Site 156 for the
Content Provides(s) 101, This Product ID is associated to a customer’s purchase selection to the downloadable
product. The Product ID is what the Electronic Digital Content Store(s) 103 passes to the Transaction Processor
Module 175 1o identify the product that the user has purchased. The SC(s) (Offer SC(s) 641) that were created 10
20 describe the products, are isolated from the Electronic Digital Courent Store(s) 103 and kept in an Offer Database
181 in an effort Lo simplify management of these objects and make their existence transparent to the Electronic
Digital Content Store(s) 103.
The Trausaction Processor Module 175 and other additional funclions are provided as web server side
executables (i.e. CGI and NSAPI, ISAPI callable functions) or simply APIs into a DLL or C object library. These
25 functions bandle run time processing for End-User(s) imteractions and optiomal interactions with the
Clearinghouse(s) 105. These functions interact with the web server's commerce services 10 create and download to
the End-User Device(s) 109 the files necessary to iniliate the Content 113 download process. They also handle
optional interactions to provide authorizations and accept netifications of completion of activities.
An Accounting Reconciliation Tool 179 is also provided (o asgist the Electronic Digital Content Store(s) 103
30 in contacting the Clearinghouse(s) 105 to reconcile accounts based on its own and the Iransaction logs of the
Clearinghouse(s) 105.

2.  Content Acquisition Tool 171
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&0 *ZQotyo-)l&dxggla.yed as@ ‘strled) 061 joRed( HTML pages in the browser window. Purchasable Content 113 such as the song
and the lyrics and whatever other metadata (he Content Provider(s) 101 wishes (o protect, is not accessible 10 the
Retail Content Web Site 180. .
In another embodiment, the Content Provider(s) 101 provides optional promotional content for a fee. In this
embodiment such promotional content i3 encrypted in the Metadata SC(s) 620. Financial settlement to open this
25 data can be handled via the Clearinghouse(s) 105 with the account for the Electronic Digital Content Store(s) 103
being charged the designated fee.

Extracting Metadata
Besides the preview capabilities, this (ool provides two additional features; metadata extraction and
30 preparation of an Offer SC(s) 641. Selection of the metadata extraction option prompts the Electronic Digital
Contenl Store(s) 103 10 enter the path and filenames to where the metadata is 1o be stored. Binary metadata such as
graphics and the audio preview clip is stored as separate files. Text metadata is stored in an ASCII delimited text
file which the Retail Content Web Site 180 can then import into its database. A table describing the layout of the
ASCII delimited file is also be created in a separate TOC file. Additional options is available to allow extraction
35 into other National Language Support (NLS) supported formars
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pre-assigned in the Metadala SC(s) 620. This Produst ID is used later by the Electronic Digital Content Store(s)
103 to identify the downloadable Coptent 113 being purchased by a customer when interfacing with the Offer
Database 181 to retrieve the Offer SC(s) 641 for packaging and transmittal to the End-User(s). See the
Transaction Processor Module 175 section for more details.

In another embodiment, the Electronic Digital Content Store(s) 103 hosts (he Content SC(s) 641 at his site,
This embodiment requires changes 10 the Offer SC(s) 641 such as the replacement of the URL of the Content
Hosting Site(s) 111 with the URL of the Elecronic Digital Content Store(s) 103.

3. Transaction Processing Module 175

Electronic Digital Content Store(s) 103 directs billing (0 Clearinghouse(s) 105. Alternatively, the
Electronic Digital Content Store(s) 103 may request financial clearance direct from the Clearinghouse(s) 105.
There are Iwo basic modes for processing End-User(s) purchase requests for downloadable Content 113. If the
Electronic Digital Content Store(s) 103 does not wish to handle the financial settlernent of the purchase and has no
special promotions or incentives governing the sale of the merchandise and does not use a shopping cart metaphor
for beiching the purchase requests, it may opt to provide links on its Content 113 download pages directly to the
Offer 5C(s) 641 files. These Offer SC(s) 641 would bave to have been built with retail pricing information
included in the metadata. Also included in the Offer SC(3) 641 is a special HTML. offer page presenting the
purchase options with terms and conditions of (he sale. Thia page is built from a template created when the Offer
SC(s) 641 was built. When the End- User(s) clicks on the direct link 10 the Offer SC(s) 641, the Offer SC(s) 641 is
downloaded 10 (he browser End-User Device(s) 109 launching a helper application which opens the container and
preseat the offer page included in the Offer SC(s) 641. This page contains a form o collect customer information
including credit card information and purchase option selection. The form then gets submitted directly to the
Clearinghouse(s) 105 for financial settlernent and processing. Oplionally, this form may contain the fields needed
to use the End-User(s)" credit information or industry standard local transaction handler.

An embodiment where the Elecironic Digital Content Store(s) 103 handles billing is now described. The
more typical mode of handling purchasc requests is (0 allow the Electronic Digital Content Store(s) 103 to process
the financial settiement and then submit the download authorization to the End-User(s). This method allows the
Electronic Digital Content Store(s) 103 to integrate sale of downloadable Content 113 with other merchandise
offered far sale at his site, allows batch processing of purchase requests with only one consolidated charge to the
customner (via a shopping cart metaphor) instead of individual charges for each download request, and allows the
Electronic Digital Content Store(s) 103 to directly track his customers buying patterns and offer special promotions
and club options. In this environment, the offer of downloadable Content 113 is included in his shopping pages
which get added to a shopping cart when selected by the End-User(s) and get processed and financially setted as is
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The role of the Transaction Processor Module 175 is to pul together the information needed by the End-User
Device(s) 109 to initiate and process (he download of the Content 113 purchased. This information is packaged
into a Transaction SC(s) 640 which is sent back (o the End-User Device(s) 109 by the Web Server as the response
{0 the purchase submission. The Transaction Processor Module 175 requires three pieces of information from the

10 commerce handling process of the Electronic Digital Content Store(s) 103: the ‘Product IDs for the Content 113
purcbased, Transaction Data 642, and an HTML page or CGl URL acknowledging the purchase settlement.

The Product ID is the value provided 10 e Elecironic Digual Content Store(s) 103 in the Metadata SC(s)
620 associated to the Content 113 just sold. This Product 1D s used to retrieve the associated Offer SC(s) 641
from the Offer Database 181.

15 The Transaction Data 642 is a structure of information provided by the transaction processing function of
the Electronic Digital Content Store(s) 103 which is later used 10 correlate the Clearinghouse(s) 105 processing
with the financia! settlernent transaction performed by the Electronic Digital Content Store(s) 103 and to provide
user identity information to be included in the watermark of the Conlent 113 downloaded to the End-User
Device(s) 109. When the Clearinghouse(s) 105 receives a valid Order SC(s) 650, it logs a transaction indicaling

20 the Content 113 that was sold, which Electronic Digital Content Store(s) 103 sold it and the associated Transachon
Data 642 including the End-User's Name and a Transaction ID 535, The Transaction ID 535 provides a reference
to the financial settlement transaction, This information is fater returned by the Clearinghouse(s) 105 1o the
Electronic Digital Coutent Stare(s) 103 for use in reconciling its accounts with Lhe billing statements received from
the Content Provider(s) 101 (or his agent). The Clearinghouse Transaction Log 178 can be used by the Content

25 Provider(s) 101 to determine what Content 113 of his has been sold and enables him to create a bill 10 each
Electronic Digital Content Store(s) 103 for royalties owed him. Other electronic means besides billing can
aliernatively be used 10 settle accounts between the Content Provides(s) 101 2nd Electronic Digital Content Store(s)
103.

The information provided in the Trapsaction SC(s) 640 and the security and inlegrity of the Transaclion

30 SC(s) 640 provide sufficienl authenticity Lo the Cleaninghouse(s) 105 that the purchage transaction is valid and
thus ao further validation s required prior 10 the logging of this sale by the Clearinghouse(s) 105, The Electronic
Digital Content Store(s) 103, however, has the option o request authentication before its accounts are charged
(transaction logged at the Clearinghouse(s) 105 indicating to the Content Provider(s) 101 that this Electronic
Digital Content Store(s) 103 has collected mouey for the sale of this Content 113). This request for

35 authenticatioco/notification is indicated by a flag in the Transaction Data 642. In this scenario, the
Cleatinghouse(s) 105 contacts the Electronic Digital Content Stare(s) 103 and receive authorization from the
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The applications in the End-User Device(s) 109 for the Secure Digital Content Electronic Distribution
System 100 perform two main fuoctions: firgt the 8C(s) processing and copy control; and second playback of
encrypted Content 113. Whether the End-User Device(s) 109 is a Personal Computer or a specialized electronic
consumer device, it bas 10 be capable of performing these base functions. The End-User Device(s) 109 also
provides a variety of additional features and functions like creating play lists, managing the digital content library,
displaying information and images during contemt playback, and recording to exiernal media devices. These
functions vary based on the services these applications are supporting and the type of devices the applications are
designed for.

A, Overview

Referring now to FIG. 10, shown is the major components and processes end End-User Device(s) 109
Functional Flow. The applications designed to support a PC based web interface Content 113 service consists of
two executable software applications: the SC(s) Processor 192 and the Player Application 195. The SC(s)
Processor 192 is an executable application which is configured as a Helper Application into the End-User(s) Web
Brawser 191 to handle SC(s) File/MIME Types. This application is launched by the Browser whenever SC(s) are
received from the Electronic Digital Content Store(s) 103, the Clearinghouse(s) 105, and the Content Hosting
Site(s) 111. It is responsible for performing all required processing of the SC(s) and eventually adding Content
113 to the Digital Content Library 196 of the End-User(s).

The Player Application 195 is a stand alone executable application which the End-User(s) loads to perform
Content 113 in his Digital Content Library 196, manage his Digital Content Library 196 and create copies of the
Content 113 if permitted. Both the Player Application 195 and SC(s) Processor 192 applicatians can be wriiten in
Java, C/C++ or any equivalent software. ln the preferred embodiment, the applications can be downloaded from
computer readable means such as website. However, other delivery mechanisms are also possible such as being
delivered on computer readable media such as diskettes or CDS.

The searching and browsing of Content 113 information, previewing of, for example, song clips, and
selecting songs for purchase is all handled via the End-User(s) Web Browser 191, Electronic Digital Content
Store(s) 103 provides the shopping experience in the same way thal is offered loday by many Content 113 retailing
web sites. The difference to the End-User(s) over today's web based Content 113 shopping is that they may now
select downloadable Content 113 objects to be added to their shopping cart. If the Electranic Digital Content
Store(s) 103 has other merchandise available for sale in addition 10 the downloadable abjects, the End-User(s) may
have a combination of physical and electronic downloadable merchandise in his shopping cart. The Secure Digital
Content Electronic Distribution End-User Device(s) 109 are not involved until after the End-User(s) checks out
and submits his final purchase authorization to the Electronic Digital Content Store(s) 103, Priot to this point, all
interaction is between the Web Server for the Electronic Digital Content Store(s) 103 and the Browser 191 on the
End-User Device(s) 109, This includes preview of sample Digital Content clips. Digital Content clips are not
packaged into SC(s) but instead are integrated into the web service of the Electronic Digital Content Store(s) 103
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ag downloadable files or fed from a streaming server. The format of the Content 113 clip is not dictated by the
system archilecture. It another embodiment, the Player Application 195 could iateract directly with the Electronic
Digital Content Store(s) 103 or Clearinghouse(s) 105 or offline using & promotional CD.

B.  Application Installation

The Player Application 195 and the Helper Application 1981 are packaged into a self installing executable
program which is available for download from many web sites. The Clearinghouse(s) 105 acts as a central
location which hosts the master download page ar a public web site. [t contains links to the locations frorn which
the installation package can be downloaded. The installation package is available at all Content Hosting Site(s)
1 to provide geographic dispersal of the download requests, Each participating Electronic Digital Content
Store(s) 103 can also make the package available for downtoad from their site or may just provide a link o the
master download page a1 the public web site of the Cleannghouse(s) 105.

Any End-User(s) wishing 1o purchase downloadable Content |13, downloads and install this package. The
installation iy self conained in 1his downloadable package. It unpacks and installs both the Helper Application
198 and the Player Application 195 and also configure the Helper Application 198 1o the instalied Web Browser(s).

As part of (he installation, a Public/Private Key 661 pair is created for the End-User Device(s) 109 for use in
processing Order and License SC(s) 660. A randorn Symmetric Key (Secre( User Key) is also generated for use in
protecting sang cncryption keys in the License Database 197. The Secret User Key (not shown) is protected by
breaking the key into multiple parts and storing picces of the key in multiple locations throughout the End-User(s)*
computer. This area of the code is protected with Tamper Resistant Software technology 5o as not to divulge how
the key is segmented and where it i§ stored. Preventing access to this key by even the End-Usex(s) helps to preveat
piracy or sharing of the Content 113 with other computers, See the SC(s) Processor 192 section for more details
on how these keys are used.

Tamper-resistant software technology is & method 10 deter unauthorized entry into a computer sofiware
application by a hacker. Typically a hacker wants to understand and/or modify the software to remove the
restrictions on the usage. In practicality, no computer program exists that cannoi be hacked: that is why
tamper-fesistant software is not called “tamper-proof. But the amount of effort required to hack a
tamper-resistance protect application usually deters most hackers because the effort iz nat worth the possible gain,
Here the effort would be (0 gain access 1o a key to one piece of Content 113, perhaps a single song on a CI).

One type of tamper-resisiant software 1echnology is from [BM. One product this code was 1otroduced is in
the [BM ThinkPad 770 laptop computer. Here, the tamper-resistan( soflware was used 10 protect (the DVD movie
player in the computer. Digital Content Provider(s) such as Hollywood studios, concerned about (he advent of
digital movies and the ease at which perfect coptes can be made, have ipsisted that movies on DVD disc(s) comain
copy proteciion mechanisms. [BM's tamper-resistant software made il difficult to circumveat these copy protection
tmechagisms. This is a very typical application for tamper-resistant sofiware; the software is used (o enforce rules
on the usage of some protecied type of Content 113.
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IBM's tamper-resistant sofiware puts several types of obstacles in the path of the attacker. First, it contains
techniques to defeat, or at least reduce the effectiveness of, the standard software tools that the hacker uses:
debuggers and disassemblers. Second it contains self- integrity checking, so thal single modifications, or even
small handfuls of modifications, will be detected and ¢ause incarrect operation. Finally, it contains obfiscations to
mislead hackers regardiag its true operation. The latter technique is largely ad hoc, but the first two build upon
well-known tools in cryptography: encryption and digital signatures.

C.  Secure Container Processor 192

When the End-User(s) submits the final purchase authorization to the Elecironic Digiwal Content Store(s)
103 for the merchandise he bas collected in his shopping cart, his Web Browser remains aclive waiting for a
response from the Web Server. The Web Server at the Electronic Digital Content Store(s) 103 processes the
purchase and performs the financial settlement and then returns & Transaction SC(s) 640 to the End-User
Device(s) 109. The SC(s) Processor 192 (Helper Application 198) is taunched by the Web Browser 10 process the
SC(s) mime type associated with the Transaction SC(s) 640.  FIG. 14 is an example of user interface screens of
the Player Application 195 downloading content to a local library as described in FIG. 10 according to the present
invention,

The SC(s) Processor 192 opens the Transaction $C(s) 640 and extract the Responsc HTML page and Offer
SC(s) 641 contained within. The Response HTML page is displayed in the Browser window acknowledging the
End-User(s)’ purchase. The Offer SC(s) 641 are then opened and the Content 113 (e.g. song or album) names
along with the projected download umes are extracted from them, siep 1401. A new window is then displayed
with this information and the End-User(s) 1s presenied with options to schedule the download(s) of the Content
113 (e.p. for music, soags or entire albums), siep 1402, The End-User(s) can select immediate download or can
schedule the download to occur at a later time. If a later time is selected, the download schedule information 1s
saved in a log and the download ig iitiated at the scheduled time if the End-User Device(s) 109 is powered on al
that time. If the computer is not active at the scheduled download time or the communication link is not active,
the End-User(s) is prompted to reschedule the download when the computer is next powered up.

When the scheduled download time occurs or if immediate download was requested, the SC(s) Processor
192 creates Order SC(s) 650 from information in the Transaction SC(s) 640, Offer SC(s) 641, and the Public Key
661 of the End-User(s) generated at install time. This Order SC(s) 650 is sent via HTTP request to the
Clearinghouse(s) 105. When the Clearinghouse(s) 105 returns the License SC(g) 660, the Helper Application 198
is re-invoked 1o process the License SC(s) 660. The License SC(s) 660 is then opened and the URL of the Content
Hasting Site(s) 111 is extracted from the referenced Order SC(5) 650. The License SC(s) 660 is then sent to the
specified Content Hosting Site 111, via http request through the Browser, requesting download of the Content
SC(s) 630. When the Content SC(s) 630 comes back to the Browser, the Helper Application 198 is re-invoked
again. The SC(s) Processor 192 displays the name of the Content 113 being downloaded along with a download

progress indicator and an estimaled time to completion,
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exposed to hacker code. As a buffer is filled, it is decrypted using the Key 623 (corresponding to the Public Key
661) of the End-User(s) extracted from the License SC(s) 660, which itself is first decrypted using the Private Key.
The decrypted buffer 15 then passed to the watermarking function.

The watermarking 193 extracts the watermarking instructions from the License SC(s) 660 and decrypt the
instructions using the Private Key of the End-User(s). The watermarking data is then extracted from the License
$C(s) 660 which includes transaction information such as the purchaser’s name as regisiered with the Electronic
Digna! Contept Store(s) 103 from which this Content 113 was purchased or derived from the credit card
registration information if the Elecironic Digital Content Store(s) 103 does not provide a regisiration function.
Also included in the watermark is the purchase date and the Transaciion 1D $35 assigned by the Electranic Digital
Content Store(s) 103 1o reference the specific records logged for this transaction, The Store Usage Conditions 519
are also included 1o be used by the Copy Contcol of the Player Application 195.

The Watertnarking 193 is protecied with Tamper Resistant Code technology so as not to divulge the
watermarking instructions thus preventing a hacker from discovering the location and technrque of the watermark.
This prevents removal or modification of the watermark by a hacker.

Afler inscribing any required walermark 0 this content buffer, the buffer is passed to the scrambling
function for Re-Encryption 194. A processor efficient secure encryption algorithm such as IBM's SEAL
encryption technology is used 10 re-encrypt the Content 113 using a random Symmetric Key. Ooce the download
and Decryption and Re-Encryption 194 process is complete, the encryplion Key 623 used by the Content
Provider(s) 101 to originally encrypt the Content 113 is now destroyed and the new SEAL key is itself encrypted
using the Secret User Key created and hidden at installation time. This new encrypted Seal Key is now stored in
the License Database 107.

Unlike source performed at the Content Provider(s) 101 and user watermarking performed at the End User
Devica(s) 109 may need to become an industry standard to be effective. These standards are still evolving. The
technology is available to allow control information to be embedded in the music and updated a number of times.
Until such time as the copy control standards are more stable, alternative methods of copy control have been
provided in the Secure Digitai Cotent Elecironic Distribution System 100 so that it does not rely on the copy
control watermark in order to provide rights management in the consurmer device. Storage and p lay/record usage
conditions security is implemented wilizing encrypted DC Library Colleciions 196 that are fied to the End User
Device(s) 109 and protected via the Tamper Resistant Environment. Software hooks are in place 1o support copy
control watermarking when standards bave been adopted. Support exists loday for watermarking AAC and other
encoded audio streams at a variety of compression levels but this technology is still somewhat immature a1 this

tirne 10 be put to use as a sole method of copy control,

o
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The Decryption and Re-Encryplion 194 process is another area of the code that is protected with Tamper
Registant Code technology so as not to divulge the original Content 113 encryption key, the new SEAL key, the
Secret User Key, and where the Secret User Key segments are stored and how the key is segmented.

The process of Decryption and Re-Encryption 194 serves (wo purposes. Storing the Content 113 encrypted
with an algorithm like SEAL enables faster than real-time decryplion and requires much less processor utilization
to perform the decryption than does 8 more indusiry standard type algorithm like DES. This enables the Player
Application 195 (o perform a real-time concurrent decryption-decode-playback of the Content 113 without the need
to first decrypt the entire file for the Content 113 prior to decode and playback, The efficiency of the SEAL
algorithm and a highly efficient decode algorithm, allows not only concutrent aperation (streaming playback from
the encrypted file) but also allows this process to occur on 8 much lower powered system processar.  Thus this
application can be supported on a End-User Device(s) 109 as low end as a 60MHz Pentium systern and perhaps
Jower. Separating the encryption format in which the Conteat 113 is finally stored from the original encryption
forinat, allows for greater flexibility in the selection of the original content encryption algarithm. Thus use of
widely accepted and proven industry staodard algorithms can be used thus further cahancing Digital Contem
Industry acceptance of the Secure Digital Contemt Electronic Distribution System 100.

The second purpose of this Decryption and Re-Encryption 194 process is to remove the requirement that the
original master eucryption Key 623, used by the Content Provider(s) 101 to encrypt this Coatent | 13, be stored en
every End-User Device(s) 109 which has licensed this Content 113. The encrypted master Key 623, as part of the
License SC(s) 660, is only cached on the hard disk of the End-User Device(s) 109 for a very short time and is in
the clear only in mermnory and for a very short time. During (his execution phase, the Key 623 is protecled via
Tamper Resistant Code technology. Not having to retain this Key 623 in any form on the End- User Device(s) 109
once this Decryption and Re-Encryption 194 phase has cornpleted, greatly lessens the possibility of piracy from
hackers.

Once the song has been re-encrypted, it is stored in the Digial Content Library 196. All metadata required
for use by the Player Application 195, is extracled from (he associated Offer SC(s) 64} and also stored in the
Digial Content Library 196, step 1403, Any parts of (he metadata which are encrypted, such as the song byrics.
ar¢ decrypted and re-enctypted in the same manner as described above for the other content. The same SEAL key

used (o encrypt the Content 111 ix used for any wxsociated metadati needing o e encrypuxl,

D.  The Player Application 195

1. Overvicw
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e Secure Digital Content Blectronic Distribution Player Application 195 (referred to here ag the Player
Application 195) is analogous to both a CD, DVD or other Digital Content player and 10 2 CD, DVD, or other
digital content storage management systemn. At its simplest, it performs Content 113, such as playing songs or
videos. At another level, it provides the End- User(s) a tool for managing his/her Digital Content Library 196.
5 And just as importantly, it provides for editing and playing of collections of content, such as songs, (referred to
here as Play-lists).
The Player Application 195 is assembled from a collection of components that may be individually selected
and custormized to the requirerments of the Content Provider(s) 101 and Electronic Digital Content Store(s) 103. A
genetic version of the player is described, bul cuslomization is possible,
10 Referring now to FIG. 15 there is shown a block diagram of the major components and processes of the
Player Application 198 running on End-User Device(s) 109 of FIG. 10.
There are several component-sets that make up the subsystemns of the Player Objeet Manager 1501:
End-User Interface Components 1509
Copy/Play Managemem Components 1504
15 Decryption 1505, Decompression 1506, Playback Components 1507 and may include recording.
Data Management } 502 and Library Access Components 1503

Inter-application Cornmunication Components 1508

< R Y s o

Other miscellaneous (Installation, etc) Componets

20 Components from within each of these sets may be selected, based on the requirements of:
the platforrn (Windows, Unix, or equivaient)
communications protocols (network, cable, etc)
Conteat Provider(s) 101 or Electronic Digital Content Store(s) 103
Hardware (CD, DVD, etc)
25 : Clearinghouse(s) 105 technology and more.

The sections below detail the various component seis. The final section details how these componeats are
put together in the generic player, and discusses how the components can be customized,
In another embodiment, the components of the Player Application 195 and the SC(s) Processor 192 are
30 available ag part of a programmet’s software tootkil. This 1oolkit enables predefined interfaces to the companents
of the generic player application listed above. These predefined interfaces are in the form of APIs ar Application
Programming Interfaces. A developer using these APIs can implement any of the functionality of the components
from a high level application program. By prowiding APIs (o these compotients, a programmer can quickly
develop a customized Player Application 195 without (he need (o re<created these functions and resaurces of any
35 of these componeats.
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Within the component listings below, any reference to creating CDS or copying of Content (13 toa CDor
olber recordable medium only applies to the case where the Player Application 195 has such functionality enabled.
Also note that the teem CD  in that context is a generic one, that can also represent various other external
recording devices, such as MiniDisc or DVD.
15 FIG. 16 is an example user interface screens of the Player Application 193 of FIG. 15 according to the
present invention. Function for the End-User Controls 1511 include (corresponding screens of an End-User
Interface are shown 1601-1605):

Controls for performing the Content 113:
20 - Day/Stop button
Play bution
Stop bution
Pause button
Skip forward button
25 < Skip backward button
Volume control
Track position control/display
Audio channel volume level display and more,

30 Controls for the displaying metadata associated with the Content 113
Cover Picture button
Cover Picture object
Artist Picture button
Artist Picture object
35 « Track List button
Track List Information object
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Track Artist Name object
Track Credits button
Track Credits object
CD Name object
10 + CD Credits button
CD Credits object
Generic (Configurable) Metadata button

Generic Metadata object and more.

15 Function for the End-User Display 1510 include (corresponding screens of an End-User Interface are shown
1601 - 1605):
Play-list of display contamner

Play-list Management button

Play-list Management window
20 - Digilal Content search bution

Digital Coulent search Deflrution object

Digital Content search Submit bution

Digital Contenl search Results object

Copy Selecled Search Resulf iem To Play-list bution
25 < Play-list object (ediable)

Play-list Save bution

Play-list Play button

Play-list Pause button

Play-list Restart button
30 - Create CD from Play-list button and more.

Display of Digital Content Library 196
Digital content library button
Digital content librarian window
35 « Digital content categories button
Digital content categories object
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Song List object
Song Lis. display comainer and more
10
Conainers and Misc.
Player window container
Audio controls container
Metadata coatrols container
15 © Metadata display container
Taolbar comainer object
Sample button
Download button
Purchase button
20 - Record button
Player Name object
Label/Provider/Store Advertisement object
Label/Provider/Store URL button
Artist URL Button and mote
25
3. Copy/Play Management Components 1504
These components handle set up of eacryption keys, Watermark processing, Copy management, aud more.
Interfaces also exist for communication with the Clearinghouse(s) 108, traasmission of purchase requests, and
more, for special services such as pay per lisien or cases where each access to the Content 113 is accounted for,
30 Currenily, the communications (o the Clearinghouse(s) 105 functions are handled by the SC(s) Processor 192.
The use of the Content 113 by the Player Applications 195 on End User Device(s) 109 ig logged inw a
database such as the License Database 197. The tracking of each use of Cootent 113 by the Player Application 195
can be transmitied 10 one or more logging sites such as the Clearing House(s) 105 or Content Provider(s) 101 or
Electromic Digital Content Store(s) 103 or any site designated and coupled to Transmission Infrastructures 107,
35 This transmission can be scheduled at predetermined times to upload the usage information to a logging site. One
predetermined time contemplated is early in the marning when Transmission [nfrastructures 107 may not be as
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110%" & 16 time RS AAPHANIG) Fe Chatent HBAUPpeflorkned; how many times the Content 113 was performed; if
tbe Content 113 has been duplicated or copied 10 an authorized external device such as DVD Dise, digital tape or
mini-Disc. In cases where there are multiple distinet users of a single Player Application 195 oo the End User

15 Device(s) 109, such as differeat members of a family, the identifications of the user of the Coutent [13 is
transmitted aloag with the usage information to the logging site. By reviewing the usage information uploaded to
the logging site, the Content Provider(s) 101 can measure the popularity of the Content 113 base on the actual
usage, the identification of the user and the number of 1imes the Content 113 has been performed. The actual
usege measurement makes this system more faciual driven over systems using sampling methods, such as a

20 Nielsen Rating scheme for televisions, or telephone surveys, where only & limited number of users are sampled at
any one (ime and the results extrapolated. In this present embodiment, the actual usage can be rmeasures for the
users logging back onto a designated web site such as the Electronic Digital Content Store(s) 103 or Content
Provider(s) 101.

25 4,  Decryption 1505, Decompression 1506 and Playback Components 1506
These components use the keys acquired by the Copy/Play Management components to unlock the audio
data acquired from the Data Management and Library Access components, apply the appropriate decompression to
prepare it for playback, and use system audio services to play it. In an alternate etnbodiment, the audio data
acquired from the Data Management and Library Access components may be copied to removable media such as
30 CDS, diskettes, tapes or MiniDisks.

5. Data Management 1502 and Library Access Componeats 1503
These comnponents are used to store and retrieve song data on various storage devices on the End-Uset(s)’
system, as well as handle requests for information about the stored songs.
35
6. Inter-application Communication Components 1508
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when 2 URL control is activated, it invokes the appropriate browser and instruct it to load the appropriate page.

7.  Other Miscellaneous Components
Individual components that don t fall into the categories above (e.g., Instalfation) are grouped here.

8.  The Genenc Player
10 In this section the combining of the components above imo a version of the Player Application 195 is
discussed. This 15 just one of many different examples possible, since the Player Applicauon 195 is desipned for
cusiomizalion by being based on soflware objecty. The Player Object Manager 150! is a soflware framework
holding all the other components together. As discussed tn the sections above, the blocks below the Player Object
Manager 1501 in this diagram are required for any player, but may be replaced by specialized versions depending
15 on such things as formn of encryptiop or scrambling being used, 1ypes of audio compression, access methods for
the Content 113 library, and more.
Above the Player Object Manager 1501 are Variable Objects 1512, which are mostly derived from the
metadata associated with the Content 113 being played or searched. These Variable Objects are made available o
the End-User Device(s) 109 by way of the End-User Display 1510 and received input from the End-User Controls
20 1511, All objects are configurable, and the layouts of all containers are customizable, These objects may be

implemented in C/C++, Java or any equivalent programming language.

Using the Player Application 195
The following embodiment is for an example where the Player Application 195 running on End-User
25 Device(s) 109 is an audio player where Content 113 is music. Tt should be understood to those skilled in the art
that other types of Contenl 113 can be supported by the Player Application 195, A typical audio enthusiast has 2
library of CDS holding songs. All of these are available within the Secure Digital Content Electronic Distribution
Sysiem 100. The set of songs that have been purchased from Electronic Digital Content Store(s) 103 are stored
within a Digilal Content Library 196 on his or her system, The groupings of songs thai are analopous to physical
30 CDS are stored as Play-lists. In sormne cases a Play-list exacity emulates a CD (e.g., all tracks of a commercially
available CD has been purchased from an Electronic Digital Coment Store(s) 103 as an on-line versiot of the CD
and is defined by a Play-list equivalent to that of the CD). But most Play-lists is put together by End-User(s) to
group songs they have stored in the Digilal Content Libraries on their systems. However for the purposes of the
ensuing discussions, an example of a custom made music CD is used when the lerm & Play- list is mentiaoed.
35 When the End-User(s) starts the Player Application 195 explicitly, rather than having it start up via
invocation from the SC(s) Processor 192 Application, it pre-loads to the last Play-list that was accessed. If no
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10 * Digital Content Librarian is invoked to display a list of stored Play-lists for selection, Also see Digital

& ()- 1 @o%

Content Librarian below for more info.
- Edit Play-list
* Invokes the Play-list Bditor {see below), primed with the curreat Play-list if one has been loaded already.
Otherwise the edilor creates an empty Play-list to start with,
15 * Run Play-list
* Songs are played one at a time starting with the selected song (or the beginning of the play-list, if no song is
selected), Options set in the Play-list Editor affect the sequencing of the playback. However there is
controls available here (o override those options for this play of (he Play-list.
* Play song
20 " Only the selecied song from the Play-list is played. See Song Play below for more info,
* Play-list Info
* Display information about the Play-list.
* Song Info
" Display mformation about (he selected song within the Play-list.
25 * Visit web site
" Load web sile assaciated wilh this Play-list into browser,
* Librarian
" Open the Digital Content Librarian window. Also see Digital Content Librarian below for more info.
The Play-list Editor (corresponding screen of an End-User [nterface 1603):
30 When invoking the Play-list editor, these are the End-User(s)" oplions:
- View/Load/Delete Play-lists
* Digital Content Librarian is invoked to display a list of stored Play-lists for selection of one 10 load or
delete. Also see Digital Content Librarian below for more info.
* Save Play-list
35 * Current version of Play-list is saved in the Digital Content Library 196.
* Delete Song
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20 Dclele Song,
Add Song to Category and more.

Work with Play-lists:

Sort by Name
Sotl by Category
25 Search by Keyword
Search by Included Song Title
Load Selected Play-list
Rename Play-list
Delete Play-list
30 Create CD from Selected Play-list (if enabled) and more.

Although a specific embodiment of the invention has been disclosed., it will be undersiood by those having
skill in the art that changes can be made to this specific embodiment without departing from the spitit and scope of
the wvention. The scope of the invention is not 10 be restricted, therefore, 10 the specific embodiment, and it is
inlended that the appended claims cover any and all such applicalions, modifications, and embodiments within the

35 scope of the present invention.
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310% & () d%t‘a ykzi g the digital content data with a locally generated
digital content player encrypting key, wherein the previously
encrypted digital content has been decrypted with the first
decrypting key, and the tamper resistant environment storing the
reencrypted digital content on the storage device;

a player coupled to the interface for decrypting and playing the
stored reencrypted digital content data and generating usage
information describing the reencrypted digital content; and

a transmitter for transmitting the usage information to a remote

logging site, the usage information informing the remote logging site of
at least one of a playing of the reencrypted digital content data by

the player and a copying of at least part of the reencrypted digital
content data from the storage device to an external medium.

2. The data player as defined in claim 1, wherein the receiver
receives the previously encrypted digital content data from a digital
content host.

3. The data player as defined in claim 1, wherein the storage device
is one of a hard disk, a removable disk, flash memory, and an optical
disk.

4, The data player as defined in claim 1, wherein the external medium
is one of a compact disc, a DVD disc, a mini-disc, flash memory, and
a digital tape.

5. The data player as defined in claim 1, wherein the previously
encrypted digital content data includes digital music data.
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a plurality of electronic stores for granting licenses to play digital
content data to users, each electronic store being coupled to a
network;

a plurality of content players for playing content data, each digital
content player including;

a receiver for receiving from the network previously encrypted digital
content data licensed by one of the users, wherein the previously
encrypted digital content data which has been encrypted with a first
encrypting key, the receiver receiving a from a ¢learing house an
encrypted first decrypting key which has been encrypted with an
encrypting key from the digital content player;

a tamper resistant environment for decrypting the first decrypting

key with a decrypting key from the digital content player, wherein the
tamper resistant environment forming reencrypted digital content
data by reencrypting the digital content data with a locally generated
digital content player encrypting key, wherein the previously
encrypted digital content has been decrypted with the first

decrypting key; and

a remote logging site coupled to the network for tracking playing of
the reencrypted digital content data,

wherein the remote logging site receives, from the network, play
information from each of the digital content players, the play
information for each digital content player including a number of
times that the reencrypted digital content data has been played by
the digital content player.

9. The system as defined in claim 8, wherein the previously encrypted
digital content data includes digital music data.

10. The system as defined in claim 8, further comprising a digital
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content data, wherein the previously encrypted digital content has
been encrypted with a first encrypting key;

receiving from a clearing house an encrypted first decrypting key
which has been encrypted with an encrypting key from the digital
content player;

decrypting, in a tamper resistant environment, the first decrypting
key with a decrypting key from the digital content player;

forming reencrypted digital content data by reencrypting the digital
content data with a locally generated digital content player
encrypting key, wherein the previously encrypted digital content hag
been decrypted with the first decrypting key; and

transmitting information to a remote logging site each time the
reencrypted digital content data is at least one of played by the
digital content player and copied from the digital content player to
an external medium so that usage of the reencrypted digital content
data can be tracked.

15. The method as defined in claim 14, further comprising the steps
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of decrypting and playing the reencrypted digital content data on the

digital content player.

16. The method as defined in claim 14, further comprising the step of
granting = license to the user by an electronic commerce host.

17. The method as defined in claim 14, further comprising the step of
storing the reencrypted digital content data on at least one of a hard
disk, flash memory, a removable disk, and an optical disk.

18. The method as defined in claim 17, further comprising the steps
of:

copying the reencrypted digital content data to an external medium,
the external medium being one of a compact disc, a DVD disc, a
mini-dise, flash memory, and a digital tape; and

transmitting information to the logging site each time the
reencrypted digital content data is copied from the digital content
player to the external medium.

19. The method as defined in claim 14, wherein the previously digital
content data includes digital music data.

20. The method as defined in claim 14, wherein the transmitted
information includes a last time the reencrypted digital content has
been played.

21, The method as defined in ¢laim 14, wherein the transmitted
information includes an identification of the user playing the
reencrypted digital content on the content player.

22. A method for remotely tracking usage of digital content on digital
content players, said method comprising the steps of:

accepting a license to play digital content data on a digital content
player;

receiving the licensed previously encrypted digital content data to a
digital content player for the user, wherein the previously encrypted
digital content has been encrypted with a first encrypting key;

receiving from a clearing house an encrypted first decrypting key

which has been encrypted with an encrypting key from the digital
content player;
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25. The method as defined in ¢laim 23, further comprising the steps
of:

p

copying the reencrypted digital content data to one of a compact
dise, a DVD disc, a mini-disc, flash memory, and a digital tape;

logging copy information in the digital content player ¢ach time the
reencrypted digital content data is copied; and

sending the logged copy information to the logging site at the
predetenmined time or at the predetermined intervals.

26. The method as defined in claim 22, wherein the reencrypted
digital content data includes digital music data.

27. The method as defined in ¢laim 22, wherein the play information
includes a last time the reencrypted digital content has been played.

28. The method as defined in claim 22, wherein the play information
includes an identification of the user playing the reencrypted digital
content on the content player.

29. A method for remotely tracking usage of digital content on digital
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sending the play information to the logging site at a predetermined
time or at predetermined intervals.

31. The method as defined in claim 30, wherein the licenses are
granted by electronic commerce hosts.

32. The method as defined in claim 30, further comprising the step of
storing the reencrypted digital content data on at least one of a hard
disk, a removable disk, and an optical disk.

33. The method as defined in claim 30, further comprising the step of
sending to a remote logging site that receives the play information,
the play information further includes sending the number of times
that the reencrypted digital content data has been copied to an
external medium by each user.

34, The method as defined in claim 30, wherein the previously
encrypted digital content data includes digital music data.
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35. The method as defined in claim 30, wherein the play information
includes a last time the reencrypted digital content has been played.

36. The method as defined in claim 30, wherein the play information
includes an identification of the user playing the reencrypted digital
content on the content player.

37. A computer readable medium containing program instructions for
remotely tracking usage of digital content on digital content players,
comprising instructions for:

granting a license to play digital content data to a user on a digital
content player;

accepting previously encrypted digital content data, wherein the
previously encrypted digital content has been encrypted with a first
encrypting key;

receiving from a clearing house an encrypted first decrypting key
which bas been encrypted with an encrypting key from the digital
content player;

decrypting, in a tamper resistant environment, the first decrypting
key with a decrypting key from the digital content player;

forming reencrypted digital content data by reencrypting the digital
content data with a locally generated digital content player
encrypting key, wherein the previously encrypted digital content has
been decrypted with the first deerypting key; and

transmitting information to a remote logging site ¢ach time the
reencrypted digital content data is at least one of played by the
digital content player and copied from the digital content player to
an external medium so that usage of the reeticrypted digital content
data can be tracked.

38. The computer readable medium in claim 37 further comprising the
instructions for decrypting and playing the reencrypted digital
content data on the digital content player.

39. The computer readable medium in claim 37, wherein the license is
granted to the user by an electronic commerce host.

40. The computer readable mediwm in claim 37, further comprising
the step of storing the reencrypted digital content data on at least
one of a hard disk, flash memory, a removable disk, and an optical
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disk.

41. The computer readable medium in claim 40, further comprising
instructions for:

copying the reencrypted digital content data to an external medium,
the external medium being one of a compact disc, a DVD disc, a
mini-disc, flash memory, and a digital tape; and

transmitting information to the logging site each time the
reencrypted digital content data is copied from the digital content
player to the external medium.

42. The computer readable medium in claim 37, wherein the
previously encrypted digital content data includes digital music data.

43, The computer readable medium in claim 37, wherein the
transmitted information includes a last time the digital content has
been played.

44. The computer readable medium in claim 37, wherein the

transmitted information includes an identification of the user playing
the digital content on the content player.
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