
;e3e|hhiTpr^r6(T|=  ~ ~ SXSTEM FOR TRACKING END-USER ELECTRONIC CONTENT
USAGE  BACKGRUND OF THE INVENTION 1.. Field of the Invention the invention
disclosed broadly relates to the field of electronic commerce and more
particularly to a systc~tt and related fools for the secure delivery and
rights management of digital as:tets, such as print media, films) games,
and music over global communications networks such as~the Inten~et and ihu
Woi Id Wide Web. 10 z. Description of the Related Art The use of global
distribution qystems such as the laternct for ditaributi<rn a>f digital
assets such as music, 81m, Computer programs, pictures, games and other
content continues to grow. At the came time owners and publishCrs of
valuablt digital enztt~nt bane been slow to embrace the use of the lnternet
for distributionof digital I S assets for several reasons. One reason is
that owners are afraid of unauthorized copying or pirating of digital
content. The electronic delivery of digital consent removes several
barriers to pirating. One barrier that is removed with electronic
distribution is the requirement of the tangible recordable mcdiurn itself
(e.g., diskettes or CL7 ROMs). !t Costs money to copy digital cortlezlt oo
to tangible media, albeit, in many casee lesq than a dollar for a blank
tape or recordable CD. However. in the case of electronic; distribution,
the tangible rncdiurn is no longer 20 needed. The cost of the tangible
medium i5 not a factor because content is distributed electronically. A
second barrier, is the format of the content itself i.e. is thG content
stored in an analog format versus a digital format. Content stored in an
analog format, for example, a printed picture, whey reproduced by
photocopying, the copy is of le~sa quality than the original Each
subsequent copy of a copy, sometimes called a gereratian, is of l quality
than the original. This degradation in quality is not present when a
picture is stored digitally. Each copy, 25 and every generation of copies
can be as clear sad crisp as the original. The aggregate effect of perfect
digital copies combined with the very tow cost to distribute content
electronically and to distribute content widely over the internet makers it
relatively easy to pirate and distribute unauthorized copies. With a course
of keystrokes, a pirate can send hundreds or even of thousands of perfect
copies of digital Content over floe Internet. Therefore a need exists to
ensure the protection and security of digital assets distributed
electronically. 30 Providers of digital content desire to establiih a
secure, global distributicx~ syste~rt for digital content that protects the
rights of content owners. The problems with establishing s digital cotUent
distribution system include;; dcvclulung syct~ms for digital ctxncnt elec;
tnmic distribution, rights managamE:nt) and reset protection. Digital
content that is disuibuted electronically irxCludes Conleril such as print
media, films, games, programs, television, multimedia, and music. The
deployment of au electronic distribution system provides the digital
consent providers the ability to achieve fast seulement of paymd~t through
immtxliate sales reputing and electronic reconciliation ere well as gdin
9-98-009 2 secondary sources of revenue through redistribution of content,
Sinet: the electrtmic digital content distributiaa~ system is not affeetdd
by physical inventory outage or returns, the digital content providers and
retailers rosy realize reduced casts arid improved margins. Digital cooteut
providers could facilitate new) or augment existing, distribution channels
for better timed-release of inventory. The transactional dais from the
electronic distribution 5 system could be used to obtain ia~ormation
regarding consumer buying patterns as well afi to provide immediate
feedback on electronic marketing programs and promotions, In order to meet
these goals, a need exists for digital content providers to use an
electronic distribution model to make digital cpnteat available W a wide
range of users and busiztesses while ensuring protection and metering of
digital assets. Other' commercially available elvxtrc~iC distribution
systems for digital content, such as real audio. A213 10 from AT~~', Liquid
Audio Pro from Liquid Audio Pro Corp.) City Music Network from Audio Soft
and ethers offer transmission of digital data over secured and unsecured
eldetronic networks. The nee of Secured electronic networks greatly reduces
the requirement of digital context nroviderq of distributing digital to a
wide audience. 'The use of unsecured rretworkR such as the Internet and Web
allows the digital content to arrive to an end. user sOCUrely ALtch as
through tbd use of encrypiion. Hpwev~, once the encrypted digital Content
is de-et7Crypted on the end-user's machine, the digital content is readily
available to the end-user for unauthorized re-distribwion. Therefore a need
exists for a secure digital content electronic distribution system that
provides praecticxt of digital assets and ensures that the Content
Provider' rights are protected avert after the digital content is delivered
to consumers and businesses, A need lhus exists for rights management to
allow for secure delivery, licensing authorization, and comrol of the usage
of digital a4sets. 20 Another reason owners of digital content have heart
~Ittw to cmbracc electronic distribution is their desire 



to maintain and foster existing channels of distribution. Most content
owners set) through retailers. In the music market these U.S. retailers
include Tower records. Peaches) blockbuster, Circuti City and others. Many
of these retailers have Web Sites that allow Internet users to make
selection over the Internet and have selections mailed to the end-user.
Example music Web sites include ~,a7tawer, Music Boulevard and Columbia
I-louse. The use of 25 electrpnic distribution can remove the ability of
the retail stores front differentiating themselves from each other and
differentiate themaelvea from the content owners, specially on the Web.
Therefore a need exists tn provide retailers of electronic contest suc>a es
pictures) games, music, prograxna and videos a way to differentiate
themselves from each otter and the content owners when setting music
through electronic distribution. Content owners prepare theft' digital
cottiet~t for electrcmic distributitm through distribution sites such as 30
electronic stores. Electronic stores on the Internee, or through other
online services, want to diEl;'ereatiatc themselve frcxtt each otkter by
their product offerings and product promotions. A traditional store, i.e. -
the non-electronic, aon~nline analogs to electronic stares - use product
promotions, product sales, product samplt~s, liberal return policies and
Other promotional programs to differentiate themselves front their
rotnpetitors. Hdwevd', in the online world where the content providers
impose usage conditions oa the digital content) the 35 ability of
electronic stoves to differentiate themselves rosy be severely limited.
Moreover, even if the usage conditions can be changed, eleetroaic stores
are faced with the dif~teult task of processing the matadors associated
SE9-9$-009 3 with the digital content ffam the content providers to
prexnote ad sell products ~tectrouically. )Electronic stares need to
tttaCtage Several requirements when processing the metadata. )First) the
cle~aranic stone is required to receive the met$data associated with the
digital cpnteat from the content providers. Many times, parts of this
meradata truly bC seat encrypted, so the content provider must create a
mechanism to decrypt lhe~ encrypted Cactttnt. 5 Second, the electronic
store may wish to preview metadata from the caut~l provider either before
the content is received from the content provider or after the contest is
received by the electronic store, in order to assist with prt~duel
marketing, product pcxsitioning and othrr promotianai cansidexatiaas for
the eorstcnt. Third, the electronic store is roquired to extract certain
muadata usai for promotional tttatcrials such as graphics and artist
information. Oftco) thin protnotiunal material is wuti dircrc;tly by thn
elecaronie store is its online promotions. Fourth. the 10 electronic sture;
s may wish to dit~'ercnnatc thennselvC,r from one another by modifying
5otne of the permitted usage c:c~nditions to create dit~'erent ttffexings
of the digital content, fifth, lhc clectnmic stcyrc may have to insert or
ahcr certain address, such as UIZL.s, in the metadata uy direct payment
teenciliaticm to an account rec;onciiiation house automatically by the
purchaser without the need to go through the elec;trtuwic stare far
fsayment clearance. Sixth, the Ciee;tronic store rnay need to create
IiCense$ far the permitted u9e of the c:ohyrighted digital content that
match usage conditions. For example;, the license may grant the permission
to make a lirnitod number of cupit;;t of the digital content. A license is
needed to reflect the leans and canditiotxs ofthe pernussion granted. In
IIght of all tb~e requirements, to process the metadata relater! la the
digital content, many clextrttnic stares write cuslamixed Software programs
to handle these requirements. The time, cost and resting needad to create
these custottxized software programs can be large. AeGOrdingly, a neexi
exists to nrnvide a solution to these 20 requirements. Still, another
reason owners of digital ccmtent have becxt slow to embrace eltxtrcmic
distribution is the difficulty in preparing content fbr electronic
distribution. 'Coday) many providers of content have thousands dr even tens
of thousands of titles in their portfolio. in a music example, it is not
unusual far a content owner ttf have a single master sound recording
available on several different formats simultaneously (e.g. CD, tape and 25
MiniDise). In addition, a single format Can have a roaster sound recording
re-mastered ar re-mixed for a specific distributicm channel. As an example,
the mixing for brrsadeast radio may be different than the mixing for a
dance club sund track) which may be dtffert~nl than a generally available
consumer CD. Iztvcntexyir~g and keeping track of these different mixes can
be burdensome. Moreover, many owners of master recordings often limes
re-issue old rex<trdings in various subsequent Colle~aions, wch as "The
Best Of', or in wmpilations for musical sound tracks 30 to movies and other
collectios or compilations. A5 more content iy offered dig<tally, the need
to re-mix and encode the content for electronic distributie>n graves. Many
times providers need to use old recording formats as guides to select the
correct master sound recordings and have these sound recordings reprocessed
and encoded for release for electronic distribution. This mey be especially
true for cocttent providers that wish to use their old formats to assist
them iu re releasing the old sound recording far electronic distribution.
Providers will look 35 through databases to match up titles, artists a~ad
sound recordings to Set the encoding parameters. This process of manually
searching databases for recording portfolios is not without its
shortcomings. One shortcoming is the   S9-98-Obg 4 need to have an operator
manually search a database and set the processing parameters appropriately.
Another shortcoming is the possibility of oprxatar transcription error in
seleetiug data from a database, Accordingly) a need exists to provide
content providers a mahnd to automatically retrieve associated data attd
master recordings for content sucks as audio. 



5 Content owners prepare their digital content for electronic diQtribution
through a process known as rneoding. Encoding involves taking the content)
digitizing it, if the content 15 presented in an analog format, and
compressing it. The process of compressing allows the digital content to be
transferred aver networks and stored cm recordable medium more efftcianly
because the amount of data transmitted ctr stared is reduced. However,
compression is ot without its shortocmingR. Moll camprecsitxt involves the
losfi of same information) and is 10 called lpasy compression. Content
providErs must make decisions an what compression algorithm to use and the
cttmpre.~sian level required. far examPlc, in music, the dibital content or
ncmg may have very different characteristics depending an the genre of the
mwic. The compression algtxilhm and compression level selected for one
genre may not be the optimal choice for another genre of music. Ctuttettt
providers may find certain combinations of compression algorithms and
ctmtprescion levels work very well for one genre of music. say 15
classical, but provide unsatisfactory results for another gcrtrc of music
~uCh xs heavy meal. Moreover, audio engineers trust oflt.~n equalize the
music, ptxform dynamic range adjustments and perform atber preproCecsittg
and rirtx~sing st;ttings to ensure the genre of music rnt;t~dc~d prtxiuccs
the desired r~,~;ult:;. the requirement la always havo to manually set
thGCe cnctxiing parxmaers such as selling the equalization levels and the
dynamic range settings for each digital content ran be burda~same.
Returning tt~ the music cxarnhle. a content provider ft~r music 20 with a
colltxtion eoverin~ a variety of musical benrc would have to manually
~eleca for each song or set of songs sty be encoded, the desired
combination of encoding parameters. Acc:prdingly, a need exists to
uverctune the nrxd for manually selection ofprae~s parameters fdr enepding.
The nrtx;ecs to ctymnr~s content can require a large amttunl of dedicated
computaticutal r~txtre~. especially for larger Content items such as
full-length feature rnoviec. Providers of comprCSSicm algorithtnS offer 25
various tradeoffs and advantages associated with their compression
techniques- These tradeoffs include: the amount of time and ccxnputational
resources needod to compress the c;onteot; the amount of compression
achieved $orrt the original Coatert; the desired bit rate for playback; the
performancd qualify of the compressed contest; and other factors. Using an
erteading program which take as input a multimedia fife and generate an
encoded output file with no interim indication of prugr~s ur status is a
problem. Moreover) in marry ci;rGUmstances) other 34 programs are used to
call or to manage an encoding program with no inlerint indication of
progress. This lezves the calling application with na way to gauge the
amount of conceal that has betxt encoded ac a percentage of tree ettlire
selection of designated to be encoded. In circumstances where the calling
program is trying to schedule several different programs to run at once
this can be s problem. Fyrrthermore) this can be especially burdessaane in
Gases where belches of contest have beers selected for encoding and the
contest provider wants to determine the 35 progress of the encoding
process. Accordingly, s need exists to overcame these problems.
SEg-98-009 5 Yet, still asxotbid' reason digital content providers hetve
btxn slow to adopt electrottie distribution fns` their content is lack of
standards for creating digital players oa end-uses devices for
electronically delivered caatteat. Content providers, electronic star, or
others In the electronic distribution chain may want to offer customized
players cm a variety of devices such as 1'CS) set-tap boxes) hand-held
devices and more. A set of teals that can 5 handle the decryption of tbc
digital content in a tamper resistant environment) that is, an environmeaat
to deter the unautborizad access to the ctrzatent during playing by a third
party is needed. Moreover. a set of tools is needed to stable an aid user
to manage of a le~cal library of digital content without allowing the cad
user to have access to the cttntent far uses other than what was purchased.
Further information on the background of prottxling digital content can be
found frcxn the following three 10 sourer. "Music on the Internet and the
Intellectual Prorerty Protection Problem" by Jack Lacy, lames Snyder) David
Maher, of AT&T f.,ab.S, Florham Park, N.l, available onlitxc UItL
httn:/lwww.a2bmuaie.comlaboutlpanerslmu~ieipr.htm. Cryntugraphically
prtytected ccmtaiilcr, called Digil3ox, in the article "Securing the
Content, Not the Wirc for Information Cortvnerce" by Olin Sibert) David
l3ernsteirt and l5avid Van Wie, lnter"frust Tcy:hnolabi~e Core. Sunnyvate.
CA available online URL 15 hilp:Ilwww.intertrust.comlarchitecturelste.html.
Attd "Cryptolope Container Ta:hnolop~", an IBM White Paper, available
online Ulti, hop:Illcynmlore.ibm.comlwhite.hlm. SUMMARY OF THE INVENTION It
is an object of the pr~sertt invention to remove the above-mea~tiontd
drawbacks and to provide a system 0 ftx tracking usage of content data One
embodiment of the present inventicm pravidea a System fix tracking usage of
digital content oo user devices. Electronic stores coupled to a network
sell licenses to play digital content data to users. Content playtxs, which
receive from the network the licensed content data) are used to play the
licensed content data. Additionally) a logging site that is coupled to the
network tracks the playing of the eoatetxt data. In particular, the logging
rile receive<~ play information from the network, and the play information
iucludec the 25 number of times that the content data has been played by
the associated content player. A further embodiment ctf the present
inventitm prnvidea a methcx! for tracking usage of digital ccmtwt an user
devices. Accardilag to the method, a license to play digital Content data
is said to a user, and the licensed content data is transmitted to a
contamt player for the user. Further) information is trartemittcd to a
logging site whenever the content data is played by the content player or
copied from the content player to an external medium 30 so that usage of
the licensed eootent data can be tracked. BRxt;t= DESCR1pT10N OF THE
DRAWINGS FIG. 1 I$ a block diagram illustrating an over view of a Secure
Digital Consent Electronic Distribution System according to the present
invention. 35 FIG. 2 is a block diagram illusttating an example Secure
Container (SC) and the associated graphical representations according to
the present invea~tion.   S E9-98-009 



6 FaG. 3 Is a block diagam illustrating an overview of the ertcryptia~n
praces,~ for a Seeu~te Container (SC) according to the preseQl invention.
FIG. 4 is a block diagram illustrating an overview Qf the de-encryption
process for a Secure Container (SCE according to the presd~t inventiota. S
FIG. 5 is a bk~k diagram illustrating an overview of the layers for the
Rights Management Architecture of the Secure Digital Content Distribution
"system of FIG. l according to the present invention. FIG. 6 is a blook
diagram illustrating au overview of the Contcrtt Distribution and Licensing
Control x5 it applies to the License Gonuol Layer of FIG. S. FIG. 7 is an
illustratit~ of an examplC user interface for the laNark Flow Manager Taol
of FIG. l according to the present inver~don. FIG- 8 is a bltxk diagram of
the major tool, components and prpcesses of the Work Flow Manager
currespandin~ to the user interface in FIG. 7 according to the pre,5ertt
invention. F1G. 9 is a block diagram illustrating the major foals,
campcxtents and proCes,Reg of an Electronic Digital Content Store of F1G. t
according to the present invention. FI(:r, 11) is a blckk diagram
illustrtlting the majtW compcin~ts and nrex:~.~es of an End- tJser
aevice(S) of FIG. 1 according to the present tnventian. F1G. 11 is a flew
diagam of a metht>d ttr calculate an enctxting rate facl<x for the Content
freprocecsing and Compressia7n tool of FiG. 3 according uy the precept
invention. F1G. 12 is a flow diagram of a method to autarnatically retrieve
addititmal lnfafrnatiV7 fc~r the Automatic 20 Metadata Acquisition Taol of
FIG. 8 according to the present invemian. F1G. 13 is a flow diagram of a
method to automatically set the Preprtx;esci.ag and Compression parameters
of the (reprocessing 8nd CompresSiatt Toul of FIG. $ according to the
present invention. FIG. 14 is an example of user interface Screens of the
Player AppliCatiort downloading content to a local library as described in
11G. 15 according to the present invention. 25 FIG. 15 is a black diagram
ihuvtrating the major compotteots and proce$ses of a 1'layrr Applicstiott
running hn End-User Device of FIG. 9 according to the precept invention.
FIG, 16 is an example user interface screens of the Player Application of
FIG. 15 accarding to the present invention. FIG. 17 is a flow diagram of an
alternate embodtmeat la autcxrtatically retrieve additional infutmatic~ti
for 30 the Automatic Metadata Acquisition Toot of FIG 8 according to the
present invention. DTA1LBD DF~.SCI~IfTION OF AN EMBODIMEriIT 



A Table of Coutcrtts is provided far this present invention to acsi~t the
reader in quickly locating different sactioas in this embodiment. 35 1.
SECURE DIGITAL CONTENT ELBCTROMC dISTRIBUTION SYSTEM   SE9-98-009 7 A.
System Overview 1. Rights Management Metering 3. open Architecture 5 B.
System Functional Elements 1. Content Provider(s) 2, Electronic; Digital
Content Store(s) 3. Intertmediate Market Partners 4. Clearinghousc(s) 10 5.
End-User Devices) 6. transmisciun Infrastructure system u:.Q II.
CRYPTOGRAPHY CONCEPTS AND THEIR. AI'PLICAT10N T4 THE SECURE DIGITAL CONTENT
15 ELEC fTtONIC pISTRlBUTION SYS'fLMA.Symmetric AlgorithmsE,Publie Key
AlgorithmsC.Digital SignatureD.Digital C~xtificates2~ E.Guide To The SC(s)
Graphical RepresentationF.Example of a Secure Container Encryption IIX.
SECUI~ I~IG1TAL CONTENT ELECTRONIC DISTRII3UTlON SYSTEM FLOW 25 IV. FIGHTS
MANAGEMENT ARCHITECTURE MODEL A. Architecture Layer Functions B. Function
Partitioning and Flow; 1. Cnnterst Formatting Layer 2. Contc,~stt Usage
Ccmtrol Layer 3. Content Identification Layer 4. License Control Layer C.
Content Distribution and Licensing Control V. SECURE CONTAINER STRUCTIJPtE
35 A. general Structure B. Rights Management Language Syntax and Semantics
S E9-9$-009 $ C. Overview of Secure Container Flow and Processing 



D. E. F. S H. !. Mctsdara Secure Container 620 Format Offer Secure
Contaia,er b41 Format Transactiota Secure Container 640 Format Order Secure
Container 650 Format ~..icense Secure Container 660 Format Content Secure
Container Format Vt. SECURE CONTAINER PAGK1NG AND UNPACKING 10 A. Overview
B. Bill c~flviaterials (BOIvi) fart C. Key l~escriptipa Part VTI.
Ci,)yARINGHOUS'E(S?5A.OverviewB.Rights Maraagcment Prac:ecsingC.Country
Specific Parameters17.Audit hags at~d TrackingE,Re~rting of
Rcault520F.Billing and Payment VertficatiunG.RetransmissiansVIII, CONTENT
PItaVtbER~1.avcrviewZS)3..Work Flaw Manager1. Prcyducts Awaiting
Aciiortllnformation Prctcass2. New Cat~ttut Request Process3. Autpmatic
Meladata Acquisition Proctss4, Manus~l Metadata Entry Process305. Usage
Conditions Process6. Supervised Release Prpcess7. Metadata SC(s) Creation
Process$. Watem~arking Process9. Preprocessing and Compression Process3S10.
Content Quality Control Prac~sII. Encryption Process   SE9-98-009 9 lZ,
Content SC(s) Creation Pracesq 13. Final Quality Assurance PracFSs 14.
Content t~ispexstrrtcnt Process 15. Work Flow Rules5 C.Metadale
Assimiialion and Entry Tootl . Automatic Metadata Acquisition Taal2. Manual
Metadata Erury ~'cxy!3. Ucage Canditian4 Tau!4. Farts of the Metadata
SC(s)10S. Supervis4d Release Tadlp.Content PraceSSing Tcx~l1. Watermarkio~
TailZ. Preprocessing and Compression Tool3. Conttnt Quality Control
Tanl154. Encryption ToolE.Content SC(5) G~eation Too!F.Final Quality
Assurance Too!G.Content Dispersemeet Tao!I-I.Content Promotions Web Site20
I.Canteztt HaltingL . Content Hosting Sites2. Canteril Hosting Sites) 1 I 1
provided by the Secure DtptalContent Electronic Distribution System 2S IX.
ELECTRONIC DiGITAI. CONTENT ST4RE(S) A. Overview- Svrpart t'or Multiple
IectroniC I~igitai Content Slare(s) L3. Paint-ta-Paint Eieeuunic Digital
Cantenl Distribution Service 1. Jntegation Requirements z. Content
Ac:quislticrn Tool 30 3. Transaction Processing Module 4) Notiflcatian
tuterface Module 5. Account Reconciliation Tool C. Broadcast Electronic
Digital Canlent Distribution Service 35 X. I~ND-USER DEVICES) A) Overview
SE9-98-009 10 B. Application Installation C. Secure Gpntainer Processor D.
The Player Application 1. Uvetvicw 5 2.Lnd-User itlterface
Corrtponents3.CopylPlay Managemect CQmpaisents4.Deetyplioa 1505,
Decompression 1506 and Playback Components5.Data Ntanagement 1502 and
Library Aecer~~ Components6.Inter-application Communication Comppnents10
7.Other Miscellaneous Gamponenta8,The Generic Player 1. SECURE DIGITAL
GaNTI:NT tE~.EC~'ROiVIC DI~~"RIIi'U1'ION SYSTEM 15 A. System Overview The
Secure Digital Content Eloctronic i~iytribution System is a tcc:hnical
piatftyrm that encompasses the txhnology, spc~:ificatlons, nxUs, and
software needed for the secure delivery and rights management of Digital
Content and digital content-related content td an end-user, client device.
1"he end-User Devices) include PCs, set top boxes (Ili.Ds), and Internet
appliance.5. These devices may copy the cont4nt to external media or
portable, 



z0 consumer devices as permitted by the content proprietors. The term
Digital Content or simply Content) refers to i,t~formatioo and data stored
in a digital format including; pictures, movies, videos. music, programs)
multimedia and games. The technical platform strecifiec how 1?igital
t.,cuitent is prepared, securely distributed through point-to-point and
broadcast iafrastruetures (such as cable, Internal) satellite, and
v~nreless) licensed to End-User ' 25 Device(q), and protected against
unautExorized copying ar playitag_ In addition) the arelxiteeture of the
tCChnical platfcirm allour!; for the integration and mi~ation of various
technologies ouch ac watermatkiag, cdmpr~sianleaeoding, eneryptivn, and
other security algorithms as they evolve over time. The base components of
ttte Secure Dig'stel Conte~i Electronic bistribulian Syvtem are: (1) rights
rnanagemettt fOr the proteLtion of ownership rights of the t:orttent
proprietor; (2) transaction metering fot' 30 immediate and accurate
competisatian; and (3) an open and well-documented architecture that
enables Contertl Providers) to prepare content and permit its secure
delivery over multiple network infrastructures for playback cm any standard
compliant Irlaycr. 1. Rights Manggement   SE9.-98-00~ Rights management in
the Secure bigital Canteal !Electronic Distribution System is implemented
;hrough a eel of functions distributed among the opcratirig components of
the system. Its primary functions iadude: lipensing authorization and
control so Ihai content is unlocked only by authorized Intermediate ar
End-User(8) that have sexured a license; and tonne! and enforcanent of
content usage according to the conditions of purchase or liCCnCe, SllGh aF
permitted number of copies) numlxr of plays, and the time interval ar term
the lirensr; may be valid. A goeondary function of rights management is to
ert8ble a means to identify the origin of unauthorized copies of content to
Combat piracy. Licensing authorization and control are implemented through
the use of a Cle2riaghouse(s) entity and Secure Container (SC) te<:bnolngy.
The Clearinghouses) providtwt licensing authorizaticxt by enabling 10
itltermediate Or End-Users) to unlock content after verification of a
suCCCasful completion of a liee~nsing transaction. Secure Contaitaers are
used to distribute encrypted contest and information among the system
components. A SC is a eryptogaphic carrier of information or content that
uses encryptiozt, digitat signa.turec, and digital certificates to provide
protection against unauthorized interception or moditCatlan of electronic
information and Content. It also allrnvs fur the verit~Catiou of the
authenticity and integrity of the Digital Content. The 15 advantage of
these rights management functions is that the electronic l7igtal Content
distribution infrastructure does not have to be aecttre or trusted.
'Iherefo~te allowing transrnis.~ion over network infrastructures such as
the Web and Internet. This is due to the fact that the Content is encrypted
within Secure Cpntainers attd its storage and distribution are separate
from the control of its unlocking and u5~e_ Only users who Gave decryption
keys can . unlock the encrypted Content, and the Clearinghouses) releases
de~'yption keys only for authorized attd 20 appropriate usage rexlue5ts_
The Clearinghouse(5) will not clear bogus requests from unimown or
unauthorized parties or requests that do not comply with the content's
usage caaditions as set by the ccantent proprietors, In addition, if the SC
is tampered with during its transmission, the software in the
Clearing#touse(s) determines that the Content in a SC is corrupted ar fal:;
ifeed and repudiate the transaction. The cotltrol of Ccmtent usage is
enabttxt through the End-U`u Player Application l95 running em an 25
End-User bcvice(s). The application embeds a digital code in every copy of
the Gonteal that defines the allowable number of 5cx:andary copies and play
backs. Digital watermarking technology is used to geaterate the digital
code, ' to keep it hidden iz'om other End- User Player Application l95, and
to makt: it resistant to alteration attempts. Irt an alternate embodiment,
the digital code is just kept as part of the usage conditions associated
with the Content I13. Wheh the Digital Content l13 is accessed in a
eonnplianl End-User Device(s), the End-User Player 30 Application I95 reads
the watermark to check the use restrictions and updates the watermark aR
required. If the retlupsted use of the content does ntX comply with the
usage cauditions, e.g., the number of copies has been exhausted, the
End-User Devices) wilt not perform the request. Digital v~rdtertnarking
also provides the means to identify the origin of authacized or
unauthori7xd copies of Content. An initial waterrrsartc in the Content is
embedded by the contort proprietor to identify the content p~roprietCV,
specify capyrighl information, define geographic distribittipn areas, and
add other perti0ent information. A Second watermark is erttboddad is the
Contest at the Feud-User Devices) to idettttfy the content   Slr9-98-009 12
purchaser (or licmsee) and End-User Device(s)) specify the purchase or
license coo~ditions and date, and add a~ovy other perttneat information.
5(nee watermarks became an integral part of the Content) they are carried
i~ the copies independent of whether the copies were authorized or not.
Thus the Digital Content always contains inforntatian regarding its 5
saurrx and its permitted use regardless of where the content reside ar
where it comes from. 'fhsc information mey be used to combat illegal use of
floc Content. 



2. Metering As part of its right~c management functions, the
Clearinghouses) keeps a recau<d of all transactions where 10 a key exchange
is cleared thrttugh the Clearinghouse(s). This record allows for the
metering of licensing authorization and the original conditions of uce. The
transaction rc~ord can be reported to responsible partie.5, ouch a:;)
content proprietors or Consent Pruvider(s), rclailcrt, and othorw, t>n an
immediate or periodic basis to facilitate electronic recanCiliation of
transattian payments and other use;;. l 5 3. Open Architecture The Se4urc
Digital Coat~l hlectronit Distribution System (System) is an open
architecture with published specifications and intafae;es to facilitate
broad implementation and acceptance of the System in the market place while
maintaining rights protoetion for the content proprietors. The flexibility
and openness of the System architecture also et~abte the Sy~~tem to evolve
ovEx time as various technologic, tran.~nission 2d infrastructures, and
devices are delivered tp the marketplace. The architecture is open
regarding the nature of the Content and its format. Distribution of audio)
programs) multimedia) video, ar other type of Content is supported by the
architecture. The Coiatcttt could be in a native formal , such as linear
PCM for digital music) or a format achieved by tiddatianal preprocessiztg
ar encoding, such a.9 filtering, compression, ar prelde- emphasis, and
more. The architecture is open to various encryption and 25 watetmarkiag
techniques. It shows far the selection of specific techniques to
accommodate diil;ereat Co~o~tent types and formats and to allr~w the
introduction or edoptitm of new technologies ac they evolve. This
flexibility allows Content Provida'(s) to pick and evolve the technologies
they use far data ccxnpreseivn) encryption, attd formatting within the
5ecurt; Digital trOrttCnt Electronic Distribution System. The archtteeture
is also open to different distribution networks and distribution models.
The architecture 30 supports Coalent distribution over low-src~d Internet
cotanectians or high-speed satellite and cable networks and can be used
with paint-to-point cx broadcast models. In addition, the architecwre is
dGSigtted sit that the funeuons in the End-User bevice(s) can be
impletnenlcd an a wide variety of devices, including law cost consumer
devices. This flexibility allawa tJontent Pravider(s) and retailexti to
afFer Content ld intermediate or )rnd-Users) through a variety of service
offerings and enables the userrt to purchase or licen4c Content, play it
back, end record it on 35 various eprrtpliant player devices.   sE9-~s-oo~
13 B. System Faurdonal Elements Turning now to FIG. 1, there is shown a
block diagram illustrating a~a overview of a Secure )digital Content
Electronic Distribution System lpp according to the present invention. The
Secure Digital Content Electronic Distribution System 100 encompasses
several business elements that comprise as and-to-end solution, 5
including: Content Providers) 10i or the prpprietprs of the Digital
Content, Electronic Digital Content Stores) 103) lntermediace Market
partners (not shown), Clearinghouses) 105) Content Hosting Site t 11,
Transmission lnfrastrucwres 107, and End-User Devices) 109. Each of these
business elements use various components of the Secure Digital Content
Electronic Distribution System 100. A high level description of these
business elements and system components) as they pertain speGificatly to
electronic Content 113 distribution, follows. 10 1. Coatent Providers) l01
Contrnt 1'rovider(s) 101 or ctmtent proprietors) are owners of original
Cantczrt 113 aadlor distributarx authorized to package independent Content
113 for further distribution. Content Providers) 101 may exploit their
rights directly or license Content 113 to the Electronic Digital Content
Stores) 103) or Intermediate Market 15 t~srtners (not shown), usually in
return fur Content usage payments related to electronic commerce revenues.
Examples of Contest Providers) 10l include Sony, Time-Warner) MTV, IBM,
Microsoft, Turner, Fox and others. Content Provider{s) 101 use tools
provided as part of the Secure Digital Co~xt~l Eleciroztic Distribution
System 100 in order to propane their Conieot 113 and related data for
distribution. A Work Flaw Manager Tool 154 se;hedul~ C~xttent 113 to be
proee.~sed and tracks the GarAtcnt 113 as it flows thrttugb the various
steps of 20 Contort 113 preparation and packaging to maintain high quality
assurance. The tart metadata is used throughout this document to mean dale
related to the Content 113 and in this embodiment does not include the
Contest 113 itself. As an example, metadata for a sang may be a song title
or song credits but not the soured recording of the song- The Content 113
would contain the sound rvCOrding. A Metsdata Assimilation and Entry Tool
161 is used to extract metadata tom the Content frovider(sl' Database 160
or data provided by the Content providers) in a 25 prescribed forcmat (for
a music example the Consent 113 information such as CD title, artist name,
song title) CD artwprk, and more) and tea package it fern clt~tconiC
distributinn. The Metadxt8 Assimilaticnt and Entry Tcx~l 1 f,1 is also used
to enter the Usage Conditions for the Contest i 13. The data in Usage
Conditions cad include cppy restriction rules, the wholesale price, and any
business rules deemed neeesgary. A Watermarking Tooi is used to hide data
in the Content l 13 that identifies the content owner, the processing date,
arid other relevant data. For an 30 Embodiment where the Contest 113 is
audio, an audio preprocessor tool is used to adjust the dynamics andlor 



equalize the Conitatt 113 a other audio for optimum compression quality,
compress the Content 113 to the desired compression levels, and eaorypt the
Contest 113. These can be adapted to follow tCChaieal advances in digits!
content connpressionleneoding, escryptioa, and formatting methods, allowing
the Conical Provtder(s) IUl to utilize best t0019 a8 they evolve over time
in tbC marketplace. 35 'lie enetypted Content 113, digital content-related
data or m~,adata) and encrypted keys are packed in SCs (described below) by
the SC Packer Tool and stored in a content hosting site andlor promotional
web site for   SE9-98009 14 edcatroaic distribution. The coQtent hosting
site can re8ide at the CatZtent I~rovider(s) 1U1 ar i~ multiple laratiaas)
including Electric bigital Content Stores) 1U3 and Intermediate Market
Partners (not sl~tnvtt) facilities. Since bot>~ tlxe Content 113 and the
Keys (described below) are encrypted and packed in SCs, Electronic Digital
Content Stores) 1U3 or any other hpsting agent can not directly access
decrypted Content 113 without clearance from the 5 Clearinghause(s) and
notification to the Content 1'rovider(s) 1U1. 2, Electronic l5igital
Caateat Stares) 183 Electronic Digital Content Stores) 1U3 are tkte
etrtities who market the control l I3 thrattg)t a wide variety of services
or applications, such as Content 113 theme programming or electronic
merchandising of 10 Coute~at 113. ElactraniC Digital Content Stores) 1U3
manage the dtr9ign, development, busine~ operations, settlemeatt5)
merchandising) marketing) and salt of their servieea. Example online
Electronic bigital Content Stores) l03 are Web sites that provide elecupnic
dawnlaRds of software. Within their services, >rlectrorxie Digital Cottlent
Stores) 103 implement certain functions of the Secure Digital Content
Electronic Distribution System 10Q. Electronic Dibital Cimtent Stares) 1i13
a~egatn 15 information from the Cantc.~nt Prctvide~r(s) Inl) Puck cootrxo
and metadata in additional SCs, and deliver (hose SCs to consumers or
businesses a:. part of a service or application. Electronic Digital Content
Skue(s) 1(13 Use tools provided by the: Secure Lligital Canlent Elexaranic
Distribution System l00 to assi.~t with: metedata extraction, Secondary
usage conditions, SC packaging) and tracking of eleotretnie eontcxo
tranbaetians. The secondary usage ccmditions data can include retail
business u!1`crc such as Content l 13 purchase price;. pay-per-li~~ten
price. copy 20 autktori~,ation and target device types, ar
timed-availability restrictions, Once an Electronic Digital Content
Slore(s) ! 03 completes a valid request for electronic Content l 13 from an
End-XJser(s), the Electronic bigital Content $tore(s) 1 Q3 is responsible
1!ar aulllorizing the Clearingbouse(s) 105 tp release the decryption key
far the Content 1 I3 to the customer. The Electronic bigital Coutettt
Stares) also sutharizes the download of the SC containing the Carttent 113.
The Electronic Digital ConteQt Stores) may elect 25 to host the SCs
captaining the )digital Car~tent at its local site tstteilor utilize the
hosting and distribution facilities of another Content hosting site. The
Eleclroaie Digital Cot)tent Stores) can provide custtxrter service fix any
questions or problems that an End-Users) may have using the Saeure bigital
Content Electrcmie Dictributiaa System 100) or the Electronic Digital
Content Stores) l03 may contract their customer service support to the
Clearinghouses) 1U5. 30 3. lnlermediate Market partners (not shown)
SE9-98-009 15 



In an altet`nate embodiment, the Secure lDigilal Gotatettt Electronic
Taistribution System 100 can be used to provide Conteu! 113 securely to
other' businesses called Intermediate Market Partners. These partners may
include digital Content-related companies ofFering a non-electronic
service) such as televisions statiotls or video clubs, radio stations or
retard clubs, that distribute Content 113. These Partners may also include
other trusted parties 5 who handle material as part of making or marketing
sound recordings, such as record studios, rcplicators, and praducets. These
Intermediate Market Partners reqmres clearance from the Clearingltouce(F) 1
t)5 in order to decrypt the Content 113. 4. Clearinghouse(s) 1D5 10 the
Clearinghause(s) 105 provide, the licensing autharioation and record
keeping for e11 transactions that t'elate to the sale and/or permitted use
of the Content 113 encrypted i a SC. When the Cle~arint,,houre(s) l05
receives a request for a decryption key for the Content 113 from an
intermediate ar End-U.ser(s), the Clearinghouses) t05 validates the
integrity and authestticity of the information in the request; Verifies
that the request was authorized by an Electronic I7igitei Content Stares)
or Content Prdvider(s) 101; and verifies that the 1 S reauesttd usage
complies with the content Usage Conditions as defined by the Content
1'ravider(s) l01. Once these verifieatipns are Satisfied) the
Cleariaghouse(s? 105 sends the decryption key for the Content 113 to the
requesting End-LJser(s) paclted in a License SC. The key is encrypted in a
manner so that only the authorized user Can retrieve it. If the End~User's
request is not verifiable, complete, of authdriz~ed, the Clearinghouses)
105 repudiates the request for the decryption key. 20 The Clearitxghouse(s)
105 keeps a record of all transactions and cart report them to responsible
parties, such as Electronic Digital Cont~at Stores) 103 and Content
Providers) 101, on an immediate, periodic, or restricted basis. This
reporting is a means by which ~ Content Providers) 101 can be in~Fortned of
the sale of Content 113 and the Electrotric Digital Content Storc(s) 103
eut~ obtain an audit trail df electronic delivtry to their customers. The
Clearittgltouse(s) l05 eau also notify the Content Pravidcx(s) l01 and/or
Ela;tronic t~igital 25 Content Stores) 103 if it detects that information
in a SC hss been compromised or doev not comply with the Contatl's Usage
Conditions. The trantartinn recording and rercv:itory cahabilitio.~ of the
Clearinghauee(s) 105 database is structured for data mining end report
generation. In anathcr embodiment, the Ctearinghouse(c) 105 can provide
customer support and exception proces,~iag for transactions Such as
refunds, transmission failure, and purchase disputes. The Clc~ringhouse(s)
l05 can be 30 operated as an indepestdent entity) providing a trusted
custodian for rights management and metering. h provides billing and
settiemertl as required. Examples of elet~trcxtic Cleannghause(s) include
Secure-)3ank.c<mt and Set;ure Electronic Trattsaction {SET) from
VisaIMactercard. In one embodim~t, tkte Ciearinghause(s) IUS are Web sites
accessible to the End-User Device(c) t 09. In another embodiment, rite
Clearinghouses) 105 is part of the Elcctrotuc Digital Content Stores) 103.
35 5. End-User Devices) 109   SE9-98-049 1b The End-Usetr Devices) 1p9 Cgn
be arty player device khat coatatns su End-User player Application 195
(described later) compliant with the Secure Digital Contest Eltxlranic
Disuibutiotx System 100 Sptci$calions. These devices may include IaCS) set
top boxes (IIZbs), and Internet appliances. The End-user Player Application
195 could be implemented in so$ware and/or consumer electronics hardware.
Io addition to performing play. 5 record) and library management functions,
tfte End-User Player Application 195 performs SC proc~,cing to enable
rights management in the End-User Devices) 109. The End-User l3evice(s) 109
manage the doumlc~ad arid storage of the SCS Cantainittg the Digital
Cottlent; requests and ttt8nages receipt of the encrypted Digital Content
keys from the Cloaringhou9e~s) 105; processes the watermarks) every time
the Digital Contet't is copied or played; manages the number of copie$ made
(or deletion of the copy) in accordance with the ,Digital Content's Usage
10 Conditions; and performs the ropy tp an external media or portable
consumer device if permitted. The portable consumer device can perform a
subset c~f the End-User Player Application l95 futxctiexts in order to
prtxGCC the Content's Usege Cotxditions embedded in the watxmark. The terms
End-Users) and Ead-User Player Applicatitm I 95 arc used throughout this to
mean through the use or running-on an End-Ucer Devicc(s) 1 U9. f~.
Tr$r151Y11SSipn InfraStrUCtures:,~ l t)7 The S~~eure I?iigital Ctmtent
El~~tronic Distribution Syst~n I Utl is independent of the transmission
network connecting the Electronic Digital Content Stores) 1 t)3 and
Er,d-User Devire(s) 1 ()9. It supports both polar-ta-point such as the
Internet and broadcast distribution models such t,,~ digital broadcast
television. Even though the same tools and applications arc used to
acquire, package, and track Cantenl 1l3 Iransactiuns Over various
Transrrnssit>Ct lnfraStruClur~ 1 Q7) the pr~.~et~t2tion and method in which
Services are delivered to the customer may vary depending on the
infrastructure and distribution model selected. The quality of the Content
l 13 being uansferred may also vary since high bazidwidth ilafrastructure.a
can deliver high-quality digital content at more acceptable response times
than lower bandwidth infrastrut;tures. A service application designed for a
point-to-point distribution model cart be adapted to support s broadcast
distribution model as well. 25 C, System Uses The SeCure Digital Content
ElectroniC distribution System 100 enables the secure delivery of
high-quality, electronic copies of Content 113 to end-User Devices) 109,
whether consumer or busintca, and to regulate and track usage of the
Co>'tent I 13. 30 The Secure Digital Content Electronic pi5tributiota
System 100 could be deployed in a variety of c:ansumer and
business-to-bucinec.~ services wing both new and existing distribution
channels. Each particular service could use a different financial model
that can be enforced through the rights management features of the Secure
bigital Cvntenl Electronic Distribution Syqtem 100. Models qttrh as
wholesale or retail purchase) pay-per-listen usage, subscription services,
tdpylno-copy restrictions, or t'odtstribution could be impltmeated 35
througlx the rights management of the Clearinghouses) 1Q5 and the End-User
Player Application 195 Capy protection features. 



~? a:.7-?'o-V V~ i7 The Secure Digital Carttent Blearcxtic bistributiaa
System 100 allpws Electronic bigital Cobteat Stores) I U3 attd Intermediate
Market 1'arttters a gt:at deal of flexibility in creating Services that
sell Content 113. At the same time it provides Content I'rovider(s) 101 a 1
evel of assurance that their digital arsels are prptected and metered so
that they can receive appropriate enmpensatipn for the licensing of Content
113. II. CRYPTOGRAPHY CONCEPTS AND THEIR AFP14ICAT10N TD TILE SECIJ~ItE
bIGITAL CONTENT ELECTRONIC bISTItI)BUTIiON S~'ST14M License Controt in the
Secure Digital Gonte~t Elecaronic Distribution System 10t1 is based on the
use of cryptagraphy. This section introducGS basic eryptpgraphy
technologies of the present invention. The use of public key encryption,
symmetric kty encryption, digital signatures, digital watermarks and
digital Certificates is known. A. Symmetric A,Igorithms In tae Secure
digital Content Electronic Distributicxt System 1 t10 the Ctuttetrt
f'rovidert(sy 101 encrypts the content using symmetric algorithms. They are
called symmetric algoritlams bpCause the same key is used to encrypt and
decrypt data. The data leader and the ma,~sage recipient must share the
key. The shared key is referred to here as the symmetric key, T$e Secure
Digital Content Electronic Distribution System L00 architecture is
independent of the specific symmetric algorithm selecaed for a particular
implemenialit5a. Common symmexric algorithms are DES, RC2 and RC4. Both
15ES and RC2 are block cipher, A block cipher encrypts the data using a
block of data bit l at a time. DES is an pfbcial US government encryption
standard, has a 64-bit block size, and uses a ~6-bit key. Triple-DES is
commptlly used to increase the security achieved with simple DES_ RSA Data
Security designed RC2. RC2 uses a variable-key-size cipher and has a block
size pf 64 bits. itC4, also designed by ItSA Data Security, is a
variable-key-size stream cipher. A stream cipher oprrat~ on a single data
bit at a time. RSA Dala Security claims that eight tc~ sixteen machine
operations arc required for RCd per output byte. 1$M designed a fkst
algorithm called SEAL. Sr;AL is a stream algorithm that uses a
variable-Length key and that has been optimized fpr 32-big procc.9ccrr5.
SERI, requires abnw five elementary machine instructions per data byte, A
50 ME1:Z) 486-based computer runs the SEAL code at 7.2 megabytcwlseCond if
the l60-bit key uSCd has already been preprocessed info internal tables.
Microsoft reports results of encryption performance benchmark in its
t3verview of CryptoAl?t document. Tittle results were obtained by an
applicatipn using Microsoft's CryptoAfl, running otl a 120-MH.Z,
Pentium-based corttputet' with VVittdows NT 4.0. CipherKey SireKey Schtp
rfmeEacryptloa Speed11E556460II3B319RC240402i6888   s~9-9a-oo9 I8
CiptierKey SizeKey Setup Time~neryptian
SeedIFS56460I138519RC2404(I286888RC440I5l23T77~~RCS4ot s t23777Z B. Public
Key Algorithms In the Secure Digital Content Electrotzie Distribution
System 100, symmetric keys and other stttall data pieGec are encrypted
using public keys. Public key algorithms uce two keys. The two keys are
r~thematiCally related so that data encrypted with one key can cx~ly be
decrypted with the other kcy. 'The owner of ttte keys keeps c~nc key
private (private key) and publicly di4lribute.` the second key (public
key). To secure the transmission of a ccutfidential m~sagc using a public
kcy algorithm, one must use the recipient's public key to eneryltt the
me,SSage, Only the recipient. who has Ihc asscxiated private key, can
decrypt 10 the message. Public key algorithms are oleo used to generate
digital signatures. The private key is usod for that purpose. The following
section provides inforrnation on digital signatures. 



The most common used public-key algorithm is the RSA public-key cipher. It
has become the de-facto Public key standard in the industry. Other
algorithms that also work well for enoryptic~o and digital sigttatur~ are
EIGamal and Robin. RSA is a variable-key length cipher. 15 Symmetric key
algorithms are much fastca~ than the public: key algorithms. !n software,
DES is generally at least 10t) tinnes as fast as RSA. Hecause of this, RSA
is not used to er~er~t bulk data. itSA Data Security repprts that ot7 a 90
MhIZ Pentium machine, RSA Data Security's toolkit I3SAFE 3.0 bas a
throughput for private-key operations (encryption or decryption) using the
private key) of 21.6 kilabitslsecond with a 5l2-bit modulus and 7.4
kilobits/cecond with a 1024-bit modulus. 20 C. Digital Sicnature In tbc
Socure Digital Content Electronic Distribution System 100, the i~uer of
SC(s) protects the integrity df SC(s) by digitally signing it. In general,
to create a digits! signature of a massage, a m~cage owner first computes
the message dige;,t (defined below) and then encrypt the message digest
using the owner's private key. 25 The message is distributed with its
sigttaturc. Any recipient of the message can verify the digital signature
first by decrypting the sigualure using the nubfiv key of the message
owtler to recover the I'ttessage digest. Then, tire reeipiertt computes the
digest of the received message and compares it with the recovered otte. If
the message has not being altered during distribution, the calculated
digest and recovered digest must be equal. In the Secure Digital Content
Electronic Distribution' System 100, since SC(s) contain several data
parts, a 3o digest is calculated for each pan azxd a surnrrlery digest is
calculated for rice concatenated part digests. The summary digest is
encrypted using the private key of tile issuer of the SG(s). The encrypted
surtunary digest is the   ~E9-98-009 19 issuer's digital signature for the
SC(s). The part digests and the digital signature are included in the body
of the SC(s). The recipients of SC(s) Can verify the integrity of the SC(s)
and its parts by means of the received digital signature and part digests.
A one-way hash algorithm is used to caiGUlate a message digest. A hash
algot'ithm takes a 5 variable-length-input message and converts it id~to a
fixed length Mring, the message digest. A one-way hash algorithm ttpetates
curly in one direction. That i5, it is easy to calculate the digit far an
input message) but it is very di~cult (computationally infeasible) to
generate the input message from itr dige`ct. $ecause of the propertiev of
the one-way hash functions, one can think of a message digest as a
fingerprint of the message. The more common one-way hash functions are MD5
from 1~SA l7ata Security and 5HA designed by tho 10 US National Institute
of Technology and Standards (1VITS). >d- Digital Certificates A digittil
certificate is used to authcntic;ttte or verify the ide~ttity cyf a person
or entity that has sr,ttt a digitally signed message. A certificate is a
digital documeat issued by a certification authority that bin4c a public 15
key to a person ur entity. The certificate ineludu.~ the public key, the
name of the person or entity, an expiration date, the name of the
certifieatioa authority, and other inftxmation. The certificate also
contains the digital signature of the certification authority. 'When an
cttlity (dr persoa) sends a mecsagc signed with its private key and
accompanied with its digital certi#iratc:, the recipient of the message
noes the entity's name rom tho certificate to docide whether tx not to 20
aeeept the messabe. In the Secure Digital Contest )rlatronic DistribuWm
System 1 t)t), every SC(s)) except those Issued by the End-User Devices)
1A9, includes the certificate of the creator of the SC(s). The End-User
Devict(s) 1t)9 do not need to include t:erti:Ocates in their SC(s) bocaurte
many End- Users) de nut bother to acquire a certificate or have
certificates fssued by non bona-fide Certification Authorities. In the
Secure Digital Contact lrleetronic Distribution 25 SySlem 100, the
Clearing~touse(s) 105 has the option of issuing certificates to the
Electrod,ic Digital Content Sttuc(s) 1t13. This allow,, the Bnd-Uscr
bcvice(s) lt~l to indenendcrttly vtrify that the Electronic Digital Content
Stmc(s) 1 t)3 have been authorized by the Secure Digital Content
1~lectronic Distrilxutiot~ System 100. !E. Guide To T'he SC(s) Craphlcal
Representation  



SE9-98-8U9 24 This doCumeut uses a drawing to graphiCally represeo~t SC(s)
tta$t shows encrypted parts, nan~nCrypted parts, the eacrypti:on keys, and
cutificates. Relating now io FIG. 2 is an example drawing of SC(s) 200. The
following symbols ere used in the SC(s) $gttres_ Key 201 is a public or
private key, The teeth of the key e.g. CLItNGH for Cltaringttouse indicate
the key owner. kB inside the handle iudirates that it is a public key thus
5 key 2p1 is a. Clearinghouse public key, PV inside the handle indicately
that it is a private key. Diamond shape is an End- UsCt' Digital Signature
202. The initials indicate which private key was used to create the
signature thus in )rU is the End-Users) digital signature from table below.
Symmetric key 203 is used to encrypt content. An encxypttd symmetric key
object 204 corttprising a symmetric key 2U3 encrypted with a PB of
C~.RNGt-L The key tm the top border of the rectangle is the key used in the
encryption of the object. The symbol ar text inside the 10 rectangle
indicates the enCtyptad object (a symmetric key in this case). Another
ertcryptad object, in this example a Transaetic~n II) encryritod ctbjecl
205 is shcywn, And Usage Conditions 2t16 fc~r content Licensing management
as described below, The SC(s) 20U comprises Usage tooditiuns 2U6,
Transactitm ID encrypted object 205, an Application ID encrypted object
2()7, and encrypted symmetric key objcxt 204. all signui with an End-User
Digital Signature 202, 15 The table below shows the initials that identify
the signer of SG(.r). llnltialComponentCPContent Providers)
1t)1MSElectronic pigital Content Stare(a) 1 U3HSContent Hosting Sites) I !
IEUEnd-User bevice(s) 109CSTClearinghouse(s) 105CAcertifitattion
authority(ies) (net shown) ' F. Example of a Secure Container Encryption 2G
'flte tables sad diagams below provide are overview of the encryption and
decryption prnccss used to create and recover information from SC(s). The
SC(s) that is created and decrypted in this process overview is a general
SC(v). Il doeS not represent any of the specific SC(s) types usc~ For
rilthts management in the Secure Digital Content Electronic Distribution
System 10U, The process consists of the steps described in F'IG- 3 fur
enCryptiVn prcxess. 25 Process Flow fen Encryption proces of I:IG. 3 S~
Process 301 Sender generates a random symrnctric key and uses it to encrypt
the content. 3Q2 Sender runs the eacrypted Content through a hash algorithm
to produce the consent digest.   S~9-98-009 ' 21 303 Seader encrypts the
symmetric key using tire recipietxt's public key, PB R)~t~PNT refers to the
reeipieat's public key. 3U4 Sender runs the encrypted symmetric key
th,roup,~ the same hash algorithm used in step 2 tn produce the symmetric
key digest. 5 305 Sandal' runs the Concatenation of the content digest and
symmetric key digeet through the same hasb algorithm used in step 2 to
produce the 5C(s) digest. 3p6 Sender encrypts the SC(s) digest with the
sender's private key to produce the digital ,signature for the SC(s). PV
SENbER refers to the Sender's private key. 3078 Sender creates a SC(s) file
that includes the encrypted contao) encrypted symmetric key, content
digest. 10 symmetric key digest, sender's certificate, and SC(s) signature.
307A Sender must have obtained the certificate from a certificatitxt
authority prices to initiating soGUre communicatians. "'(1~e certification
authority includes iu the ceniftcate the ttc~der's public key) the Sender's
name and ~gns it. PV CAIff~R refers to the cCrtiftc8tions authority's
private key. Sender transmits the SG(s) to the recipient. 15 PraCtss Flow
for b~ryption.Process of F'IG. 4 SIeD Pr(tc~.CS 408 Recipient receives the
SC(s) and separates its parts, 409 Recipient verifies the digital signature
in the sender'a certificate by decrypting it with the public key of the 21~
certification authority. if the certificate's digital Sigrtalure is valid,
recipient acquires the sender's public key from the ceriificat~. 410
Recipient decrypts the SC.(s) digital signatttte using the sender's public
key: This recovers the SG(s) digest. Pl3 SENDER refers to the canon's
public key. 



41 ! Recipient rums the concatenelion of the received content digest and
encrypted key digest through the same 25 hash algorithm used by the sender
to compute the SC(s) digest. 412 Ptecipi~7l c:<xnpareR the computed SC(c)
digext with the one rrxovered from the sender's digital signature. tf they
are the same, rGCipient confirms that the received digests have not been
altered and c~tinu~ with the decryption process. If they are not the same)
recipient discards the 5C(s) and notifies the sender. 413 Recipient runs
the eneryptod symmetric key through the same hash algorithm used in step 41
I to compute 30 the symmetric key digest. 414 Recipient compares the
computed symmetric key digest with the one received in the SC(s). If it is
the same, recipient larows that the e~xcrypted symmetric key has not been
altered. Recipient continues with the deetyptioa process. If not valid)
recipient discards the SC(s) and notifies the sender. 415 RecipIeut t~ the
eaorypted content through the same hash algorithm used in step 4i 1 to
caanpute the 35 content digest,   ~~x-~~-uuy zz 41G Recipient comperes the
computed content digest with the oae received in the SC(s). If it is the
same, recipient knows that the encrypted content bag not been altered.
Recipient they continue with the decryption process. If not valid,
recipient discards the SC(s) and notifie<a the sender. 417 Itvecipieat
decrypts the encrypted symmetric key using the recipient's private key.
This recovers the S symmetric key. PV RECPNT refers to the recipient's
private key. 418 Recipient uses the symmetric key to decrypt the encrypted
c(mtent. This recovers the convent. )CII. SECUIttE >aIGI':fAL CONT)~NT
ELECTiRUIYIC >aISTR.)C)~UTION SYS'T~M FLOW The Secure EIeCtrotric 4igital
Cotite<tl Distribution System IOU, consists of several ecsmponents that are
1 Q used by the diffeteut participants of the system. These pat'ticipants
include the Cantertt Providers) L01, Electronic Digital t"ontent Stores) 1
U3, ~od~User(s) via End-User Devices) 109 and the CI eartnghouse(s) l ()5.
A hi gh level .ystem flow is used as an overview of the Secure Digits!
Content Elec(rcuric l~is~ribuvicm Sysvem 1()(l. This flow outlined below
tracks Convent ac it Flaws throu~out the System t 0(?. Additionally it
outlines the steps usod by she participants t<> utnduct the transationv fnr
the purchase) unlcx;king and use of the Ccnuene 113. Same: cif the 1 S
assumptions made in the system flow include: Thl9 is a system flow for a
Digital Content service (Point-to-Point lnlerface to a PC). ~'Ontent
Pravider(s) ltll submOS audio Digital Cante:vtt in fCM uncompressul fixmat
(ac a music audio exempt e). 2Q ~ Content Qrovider(s) 1 U1 has rn~adata in
an OD~C compliant database cu Content Providers) 1 U 1 will enter the data
directly invo the Contest information Prao~sing Subsystem, or will have
provided data in prescribed ASCII file format(s)_ Financial settlement is
done by the Electronic Digital Content 5tore(s). Content 113 is ,hosted at
a single Content I-Iosting Sites) 1 I I . 25 It ahauld be understood by
vhave skillod in the art that these assumptions can be altered to
accommodate the exact nature of the Digital Content e.g, music, video ttnd
pro~am and electro>aiC distribution systems broadcast. 30 T6e following
process flaw in illustrated is FIG. 1. Sten Proc~.e 121 A ut7COtnptessed
PCM audio file is provided as Content 113 by the Gontervt Providers) l01.
Its filename is input into the Work Flow iVlanager l54 Tool slang with the
Content Pravider(s)' 10l unique identifier 35 for the Content I 13.
S~9-98-009 23 122 Metadata is captured from the Cotttent Pravider(s)'
batabase 160 by the Content >lnfarmation Processing Subsystem using the
Contest Provider(s)' l01 unique identifier for the Content 113 and
information provided by the Database Mapping Ttmptate. 123 The Work Flow
Manager Tonl 154 is used to direct the content flaw through the acquisition
and 5 preparation process at the Content Providers) l41. It can t<lso be
used to track the statug of any pieCt of content in the system at atyy
time. 



124 The Usage Conditions for the Cont~tt l t~ are en tered into tke
Ctxttent lnfortnation Processing Subsystem) this can be done eithc;r
t,tanually or automatically. This dole include copy restriction rules and
arty other business rulC,~ deemed ne<:essary. All of the mctadata entry can
<x:cur in parallel with the ) Q Audio Processing far the data. I25 The
Watetrrtarking Tool is uses! to hide dale itx the Content 113 that the
Content rrovider(s) Il)1 deems ner,~ssary to identify the content. This
could include wkten it was captured. where it calnc from (this Content
Providers) 101), or any other information specified by the Content
Pravider(s) 10i.  The Content Processing Tool 125 performs equalizatipn,
dynamics adjustments and re-satttpling 15 to the tJontetxt 113 as necessary
for the different compression levels supported.  The Content 113 is
Compressed using the Content Processing Tao1 l25 to the de.~ired
compressiotx levels. The Content 113 can then be played back to verify that
the Compressicut produces the required level of Content I I3 quality. If
necessary the equalizatiaa) dynamics adjustments, ecm~pre~sion and playbaok
quality cheeks can be performed as many times as 2D desired.  The Content l
13 and a subset of its rnetadata is encrypted with a Symmetric Key by the
SC Packer. This tool then encrypts the key using the Pubtie ICey of the
Clearipg)tause(s) 105 to produce an Encrypted Symmetric Key. This key can
be transmitted anywhere without comprising the security of the Coatenl 1l3
since the only entity that can decrypt it is lb~e Z5 Clearinghouses) I05, I
zfi The Encrypted Symmetric Key. mctadata and othcx infctrmation about the
Ctmtcnt f 13 is then necked into a Metadala SC by the SC Packer Tout 152.
l27 The encrypted Content 113 sad metadata are then packed into a Canteut
SG. At this point the praeercsing on the Content 113 and metadata is
complete. 30 128 Tho Metadttta SC(s) is than stet to the Content Promotions
Web Site 156 using the C.patettt Disbursement Toot (not shown). 129 The
Content Disbursement Too1 sends the Content SC(s) to the Content Hosting
Sues) I 1 I. The Content Hosting Sites) can reside at the Content
Provida'(s) l01, the Clearinghousa(s) 10S ar a special location dedicated
for Contact Hosting. The LTRI, far this site is part of the metadata that
was added to the 35 Metadata SC.   8 E9-98-009 24 130 The Content
Promotions Web Site 15b notifies Electronic Digital Conteu,t Stores) 103 of
new Content 113 ;hat is added to the System 100. 131 Using the Con;ant
Acquisition Tool) BlectrortiC ltigital Content Stores) 103 then download
the Metedata SCQ tkaat correspond to the ~teut 113 they wish to sell. 5 132
The Electronic Digital Content Stores) 103 will uFe the Ctmtent
AcquiBitiosx Taol to pull out any data fiarn the Metadata SC(s) that they
want to use to promote the Content 113 cm their Web Site, Access to
portions of thi9 metadata can be secured and Charged for if desired. 133
The Usage Con~ditiotts for the Content 113, specific to this Electronic
Digital Content Stores) 1U3, are entadd using the Consent Acquisition Tool.
These Usage Cuttditions include the retail price.a and 10 eopy/play
restrictions for the different compression heels of the Content 113. 134
The Electronic Digital Content Storv(s) 1t13 specific '(.)sage Cttnditiuns
and the original Metadata SC(s) are packed into aft Offer SC by the SC
fackcr Tctdl. 135 After the Electronic Dibital Cttnlent Stores) l U3 Web
Site is updated, the Cctnt~u 1 i 3 is available to End-USer(S) surfing the
Wch. 1 S 13d When an End-Users) finds Content 113 chat they want to buy,
they click on a content icon) such as a - music icon, and the item is added
to blather shopping cart which is maintained by the Electronic Digital
Content Stores) 1 U3. When the End-USer(s) can,ltlctes ahappmg Ihey submit
the purchase request to the Electronic Digital C~onlent Sutre(s) 103 for
pfoecssing. t 137 The Electronic pigital Ccnteot Slore(s) LU3 then
interacts with credit card clearinb organizations ttt place 2p a hold on
the funds in the same way they da business today. 138 Once the Electronic
Digj,lal t:,antent Stores) 1U3 receives the credit Card authorization
number back from the credit card clearing organization, it stores this into
a database and invokes the SC Packer Tool to build a Transaction SC. This
Trensacliaa SC includes all of the Offa~ SC,a for the Content 1l3 chat the
lend-Users) has purchased, s Transaction ID that can be tracked back la the
Electronic Digital Content 25 Stpre(s) 103) i>xl;'ormatia>a that identifies
the End-User(s), campre~sion levels) Usage Conditions and the price list
for the songs purchased. 



139 This Transaction SC is then transmitted to the End-User Devices) 109.
140 When the Transaction SC arrive, on the End-User tievice(Q) i09, it
kicks off the End- r"ISer Player Application 195 which opens tbc
Transaction SC and acknowledges the Irad- User's purchase. The 30 End-User
Player Application 195 then upt~ns the individual Offer SCs and in an
alternate embodiment, may inform the user unth an ~timale of the download
time. II then asks the user to specify when they want to download the
Content 1 I 3. l41 Hosed on the time the End-Users) requested the download,
the End-lJser Player Application '195 will wake up and initiate the start
of the download process by building a Order SC that contains among other ~5
things the Encrypted Symmetric Key for the Content 113) the Transaction 1D)
and End-~IJser(s) infomnatian.   ~~~-~~-oo~ 25 142 This Order SG is then
sent to the Clearinghouses) I OS for processing. 143 The Clearinghouses)
l05 receives the Order SC, opens it end verifies that none of the data has
been tampered with. The Clearinghouses) L05 validates the Usage Conditions
purchased by the End-User(s). These Usage Conditions must comply with those
specified by the Content Provtder(s) 10I. This $ information is logged in a
databave. 144 Once all the checks are complete, the l;nerypted Symmetric
Key is decrypted using the private key of the Clearingklouse(s) 105. The
Sytnmelric Key is then encrypted using the public key of the End-User(s).
This new Encrypted Synvrtetric Key is then paekabed into a License SC by
the SC Packer. 145 The License SC is then transmitted to the >ind-Ucer(s).
10 146 Vllhen the Licenso SC is received at the Snd-User Devices) l09 ii is
stored in memory until the Content SC is downloaded. 147 The End-User
Device{s) 109 request from the Content Hosting Facility 111, sending the
corresponding License SC for the purchased Content 113. 148 Content 113 is
sent to the End-User Devices) 109. Upon the receipt the Contest 113 is
de-encrypted by 15 the End-User Device(c) 10g using the Symmetric Key. IV.
RIGHTS MANAGEMENT ARCII1T>&CTUItE MO>QIEI. A. Architecture Layer )Functions
20 FIG. 5 is a block diagam of the Rights Management ArChitectur4 of the
Secure Digital Content Eleotranie Distribution System 100. Architecturally)
four layers represent the Secure Digital Content Electronic Distribution
System 100: the License Control Layer 501, the Content Idebtifieation Layer
503, Content Usage Control Layer 505, and the Contest Formatting Layer S07.
The overall functional vbjeative of each layer and the ittdivtdual key
functions for each layer are described in this section. The functions in
each of the layers are fairly 25 independent of the functions in the other
layers. Within broad limitations, fut~ctiao,s izt a layer cart be
substituted with similar functions without affecting the tttnctionality of
the other layer:;. Obviously, it iq required that the output from one layer
satisfies fortxtat axed semantics acceptable to the adjacent layer. The
License Control Layer ~O1 ensures that; tho Digital Content is protected
during distribution against illegal interception and tamperiztg; 30 ~ the
Content 113 origioatec from a rightful content owner and is distributed by
a licensed distributor) e.g. Electronic Digital Content Store{s) 1 U3;  the
Digital Content purchaser has a properly licensed application;  the
distributor is paid by the purchaser before a copy of the Content 1 L 3 is
made available to the purchaser r or End-User(s); and ~ 5  a record of the
transaction is kept far reporting purposes.  



s~9-9a-oar 26 The Content fddltiBCatioa Layer 503 allows for the
verification of the copyright and the identity oaf the oanteut purchaser.
The content's copyright information and id~tity of the eouterlt purchaser
enables tf~e source tracking of any, authorized or txot, ropy of the
Context 113. Thus, the Content IdGotifcation )<,ayer S03 provides g means
to combat piracy. 5 The Contest Usage Contml Layer SOS ensures that the
copy of the Corxtent 113 is used i>x the purchaser's device according to
the Store Usage Conditions S 19. The Stare Usage Canditiatts 519 may
specify the number of plays and local Copies allowed for the Cotlt~l 113,
and whether tx not the Cotateat 113 may be recorded to an external portable
device. The functions in the Conttnt Usage Control Layer 505 keep track of
the eontent'F copylplay usage and update the copy/play statue. 10 The
Contrast Formatting Layer 507 allows for the format cphversion of the
Content 113 rodm its native rclresentation in the content owner's
facilities into a form that is Consistent with the service feature and
distribution means of the Secure l7igital Content Electronic Distributicm
Syst~n 100. The convc5rsion processing may include compression encoding and
itq associated preprocessing, such as frequency equalization and amplitude
dynamte adjustment. Foe Coateol 113 which i:; audio, at the purchaser's
cide) the received Coolest I 13 also needs 15 to be processed to achieve a
format appropriate f<r playback or tr~nsf~K tea a portable device. S.
Function Part'tloning and Flows The Rights Management Architcctura! Ivkadct
is shown in FIG. 5 and this illustrate the mapping of the architectural
layers to the operating carrtponatts making up the Srxure 1?igital Contest
Electronic Distribution System l t)0 and the key functions in each layer.
20 1. Content Formatting Layer 507 The gen~at functions associated with the
Content Formatting r.ayer 507 are Content Preprocessing 502 and Compression
S l 1 at the Contest Providers) 101, and Content De- scrambling 513 and
Decompression 515 at the Ead-User Devices) 109. The need for preprocessing
and the exampLe,S of specific fu~notions were mentioned 25 above. Content
Comprtasion 511 is used to reduce the tle size of the Content 113 and its
transmission time. Any compression algorithm appropriate far the type of
Content 1 l3 and trancmission mediutri can be used in the Sectue Digital
Content ~leceroniC Distribution System I00. For music, MPEG '/~I4) Dolby
AC-2 and AC-3, Sony Adaptive Transform Coding (ATItAC), atad low-bit rate
algorithms are some of the typically used compression algorithms. The
Carttent 113 is stored in the End-Usa Devices) 109 irt compressed form to
reduce the storage 30 size requirement. It is decompressed during active
playback. De-scrambling is also performed during active playback. The
purpose and type of scrambling will be described later during the
discussion of the Content Usage Control layer 5U5. 2. Content Usage Control
Layer 50S   SE9..98-009 27 The Contest Usage Control layer 50S permits the
specification and enforcement of the Conditions or restrictions imposed on
the use of Cante~t 113 use at the End-User Devices) 109. The conditions may
specify the number of plays allowed for the Content i 13, whether or not a
secondary copy of the Content 113 is allowed) the number of secondary
copies, 8nd whether or not the Contest 113 may be copied to an external
portable device. 5 The Conteul Providers) 101 sets the allowable Usage
Conditions 517 and transmits them to the Electronic Digital Content Stores)
l03 in a SC (see the License Control Layer 50l section). the Electronic
Digital Contest Stores) 1U3 cau add to or narrow the Usage Conditions S17
as long as it dae5tz't invalidate the original conditions set by the
Content frovider(s) 1U1. The Electronic Digital Content Store(5) 103 than
transmits all Store Usape Conditions 519 (in a SC) to the lrzld-User
bevice(s) )U9 and the Clearitsghouse(s) 1U5. The Clearinghouses) 1(l5 j 0
perfarrtt Usage Conditions Validation 521 before authorizing the Contest
113 rele~.~e to an Lnd-Usa Devices) 109. The enforcement of the content
Usage Conditions 517 is performed by the Contest Usage Control Layer 505 in
the End-User Devices) 109, First, upon reception of the Contest 113 copy
from the Content identification llayes 503 in the end-User Devices) 109
marks the Contest 113 with a CopyIPlay Code S23 representing the 15 initial
eopy/play permission. Second, the Player Application 195 cryptographiCally
scrarnbles the Content 113 before storing it is the End-User Devices) 109.
The Player ,Application 19S generates a scrambling key for each Content
item, sad the key is encrypted and hidden in the End-User Deviee(s) 109.
Then, every time the End- User Devices) 109 accesses the Content 113 for
copy ar play, the lend-User Devices) I Oy verifies the copy/play code
before allowing the dc-scrambling of the Content 113 and the execution of
the play or copy. The End-User 



20 Devices) 109 also appropriately updates the capyJpfay code in the
original cony of the Contest l l3 and oa any oew secondary eopy_ The
copy/play Coding is performed ot1 Content 1 i 3 that has been compressed.
That is, there is no need to decompress the Content 113 before the
ennbedding of the copylplay code, The End-User Devices) Il)y use a License
Watermark 527 to embed the copylplay cede within thc; Cotttcnt 113. only
the End-User Playcx Application 195 that is knowledbeablc of the embedding
algorithm and 25 the associated scrambling key is able to read or modify
the embedded data. The data is invisible or inaudible to a human observer;
that is, the data introducn5 nn perceivable degradation to the Cc~nlent I
13. Since the watermark survives several steps of content processing, data
compression, D-lo-A and A-to-D conversion, and signal degradation
introduced by normal content batsdling, the watermark stays with the
Contesxl 113 in any representation form, including analog representation.
In as alternate embodiment, instead of using a License 30 Watermark 527 to
embed the copy/play code within the Content l 13, the End- User Player
Application 195 uses securely stared Usage Conditions 5l9. 3. Content
Identification Layer 5U3   SE9-98-009 28 As part of the Content
identification Layer 503) the Contest ProvidPr(s) 101 also uses a License
Watermark 527 to embed data its floe Content 113 such as to the content
identifier, content owner and other information, such as publication date
and geographic distribution region. 'Ibis watermark is referred to here as
the Copyright Wat~'mark 529. Upon reception) the End-User Devices) 109
wate~'m~rks ttie copy of the Content 113 $ with the content purchaser's
name asld the Transaetiop ID 535 (see the License Control Layer 501 sestina
below), and with other information such as date of license and Usage
Conditions 517. This wata'mai'k is referred to here as the license
watermark. A~0.y copy of Content 113, obtained in an authorized manner or
not, and subject to audio processing that preserves the content quality)
carries the copyright and license watermarks. The Content ldentificalion
l.aycr Q03 deters piracy. as 4. License Control Layer 501 The License
Control Layer 50l protects the Content 113 against unautharizul
iatercePtton and ensures that the Content is only released on an individual
basis to an End User{s) that has properly licensed End-User Deviee(s) 1 U9
and suoCC.csfully compl ales a license purchase tran;,action with an
authorised Electronic Digital 1 S Content Store(q) 103. The Lic~ynfie
Control Layer S01 protects the Content 113 by double EncryFrtton 531. The
Content 113 is encrypted using an encryption symmetric key generated by the
Content Providers) l b l , and the syrntnetrie key i5 encrypted using the
public key 621 of the Clearinghouse(s). Only the Clearinghouses) 1U5 can
initially recover the syinmettic key. C,ieen5e control is desisted with the
Clearingtiouse(S) I05 as the '`trusted party". Before releasing 20
pe=mission for the License Request 537. {i.e. the Symmetric Key 623 fur the
Ccmttnt 113 to an End-User Devices) 109), the Ctcaringhouse(s) l05 verifies
that the Transaction 541 and the License Authorization 543 are complete and
auth~xtie, that the Eleotrooie Digital Contest Stores) I03 has
authorization from the Secure )digital Conte4t Electronic Distribution
System 100 for the solo of electronic Content 1 l3, and that the End-Users)
has a properly licensed application. Audit/Reporting S45 allows the
generation of reporha and the sharing of licensing transaction . 25
itaformation with other authorized parties in the Secure Electronic Digital
Content Distribution System 100 License control i~ implemented througkt SC
Processing 533. SC(s) are used to distribute encrypted Consent 1 l3 and
information among the system operation components (more about the SC(s)
detailed structure secticms below). A SC is cryptographic carrier of
information that u-r~ cryptographic encryption, digital signatures and
digital certificates to provide protection against unauthorized
interception and modification of the 30 electronic information or Content
113. h also allows for the authenticity verification of the electronic
data. License control requires that the Content Providers) t01, the
Electronic Digital Contest Stores) 1U3, arid the Cle~lrittghouse(s) 105
have bona-fide crypwgi'aphic digital certificates from reputable
Certificate Authorities that are used to authenticate those components. The
End-User Devicc(s) 1U9 are not required to have digital certtficateF. 3$ C.
Content Dlstrlbutlon siad I~lceaslag Co>dtrol 



SE9-9$-009 29 F1G. 6 is a black diagram illustrating an overview of the
Content Distribution and Licensing Control as it applies to the Lietn9e
Canuol Layer of F1C. 5. The figure depicts the case in which the Electronic
Digital Cp>ateul Slore(s) I03, End-User Device(s) 109 and the
Clearittgltouse(s) 105 are interconnected via the Interact, and unicast
(point-to-point) transmission is used arttang those components. The
communication between the Content 5 Providers) 141 and the lrlectronic
Digital Content Stores) 103 could also be over the Internet ax other
network. It is assumed that the Content-purchase commercial tratasactioa
between the End-User Devices) 109 and the Electronic Digital Content
Stores) 103 is based ono standard Internet Web protocols. As part of the
Web-based ittleractlan) the End,User(s) makes the eeloction of the Content
113 to putchagt, provides nerttoonal and financial informatioia) and agrees
to the conditions of purchase. The Electronic Digital Content Storv(s) 103
could obtain 10 payment authorizalian from an acquirer institution using a
protocol such as SET. It is also assumed in FICr. 6 that the Eletarorlic
pigital Content Scares) 103 has dawnloadod the Bnd-User (layer Application
195 to an lEnd-User Devices) 109 based otl standard Web protocols. The
architecture requires that the Electronic Digtal Carttent Stares) 103
assigns a unique application ID to the downloaded Player Application l95
Grad that the End- User Devices) 109 slor~ it for later application lieenso
verification (sec below). 15 The overall licensing flow starts al the
Content provida(s) 101. The Content Pravider(s) 101 encrypts the Content L
13 using an encryption symmetric key locally gerteraled, and encrypts the
Symmetric Key 623 using the Clearinghouse's 105 public key 62i. Cn au
ahernate embodi~neot, the symmetric lcey instead of being locally generated
ty be sent to the Content Pravidex(c) 1U1 from the Cleariughouse(s) I05.
The Content lirovider(s) 10l creates a Content 5C(s) b30 around the
encrypted Content 113, and a Metadata SC(s) 620 around the encrypted 2Q
Symmetric tCey 623, Stare Usage Conditions 519, and other Content 113
associated information. 'there is one Metadata SC(s) 620 and one Content
SC(s) b30 for every Content 113 object. The Content l 13 object tray be a
compression level one same song or the Content I 13 object may be each song
on the album ar the Content 113 abject may be the entire album Fdr each
Content 113 object, the Metadata SC(s) 62U also carries the Store Usage
Conditions 5l9 associated with the Content Usage Control payer 505. 25 Tlae
Content Providers) 101 distributes the Metadata SC(s) 620 to one or more
lrlectronic Digital Content St~re(s) I t13 (step 601 ) and the: Ccmtexit
SC(c) 630 la one or more Content Hosting Sites (step 602). Each Electrauic
Digital Content Stores) 103, in turn creates an Offer SC(s) 641. The (7ffer
SC(s) 64Z typically carries much of the same information as the Metadata
SC(s) 6Z0, including the Digital Signature 624 of the Co4tcnt Pravider(s)
101 and the Certificate (cot Shown of the Content ProvidC~t'(s) LOI. As
mentioned above) the Electronic 30 Digital Content Stores) 103 can add to
or narrow the Store Usage Conditions 5l9 (handled by the Control Usage
Control Layer) initially defined by the Content Providers) 101. Optionally,
the Content SC(s) 1i30 artdlor the Metadats SC(s) 620 is signed with a
Digital Signature 624 of the Content Providers) I01. Ailer the completion
of the Coptent-purchase transaction between the Lnd-User l7evict(s) 109 and
the Electronic Digital Cotttetat Stores) 103 (step 603)) the Eleetrauic
Digital Content Stores) 103 creates and 35 transfers to the End-User
Devices) 109 a ')transaction SC(s) 640 (step 604). The Transaction SC(s)
640 includts a unique Transaction ID 535, the purelaaser's name (i.e.
End-Usa(s)') (not shown), the Fublie Key 661 of the   s~~~~s-ao~ ~o
End-User device(s) 109, and the dfFer 5C(s) 641 associated with the
purchased Content 113. Transactipta Data 642 in P'iG. 6 represents both the
Transaction ID 535 and the Etpd-Users) name (not shtywn). The Transaction
Data 642 is dacrypted with the Public Key 621 of the Clesrit~ghouse(s) !
05. Optionally, the Transaction SC(s) 640 ' is signed with a Digital
Signature 643 of the Electronic Digital Content Stores) 103. 5 Upon
receptio>a of the 'Transaction SC(s) 640 (and the t7ffer SC(s) 641 included
in it)) the End-Uses Player Application l95 rtttxtaing on Bnd-User Devices)
l09 solicits licaase authorization from the Clearinghouses) 105 by means of
an Order SC(s) 650 (step 605). The Order SC(s) 650 includes the encrypted
Symmetric Key 623 and Store Usage Conditionq S l9 frrnn the Offer SC(s)
b41, the encrypted Transaction Rata 64z tom the Transaction SC(s) 640, and
the encrypted Application !D 551 from the End-User beviee(s) 109. In 1 d
another A,~er the completion of the Content-purchase transaction between
the Ertd-Usex Devices) 109 and the Eloctrortic Digital Content Stores) l03
(step 603), the Electronic Digital Ccxttent Stores) 1U3 creates and
transfers to the End-User ncvice(s) I09 a Transaction SC(s) 64U (step
612.4.). 1"he Transactic>o SC(c) 640 includes a unique Tra~nsa4tiott ID
535, the purchaser's name (i.e. End-Usa'(s)') (not shown), the Public Key
661 of the End-User l~Cvica(s) 109) and the Offer SC(s) 641 associated with
the purchased Convent ! ! 3. Transaction Data 15 642 in FIG. 6 represents
both the Traosactiao ID 535 and the End-Users) name (cot shown). The
Tratxsaction Data 642 is encrypted with the Public Key 62l of the
Clearinghouses) 1 l)5. Optionally, the Transaction $C(fi) 64U is signed
with a Digital Signature 643 of the Electronic Digital C~tntent Stores)
1()3. Upon reception of the Transaction SC(s) 64U (and the Offer SC(s) 641
included in !t), the End-User Player Application I95 running on End-User
Devico(s) 1U9 solicits license authorization from the 20 Clearinghause(s)
105 by means of an Order SC(q) 65U (step 605). The Order SC(s) 65t1
includes the encrypted Symmetric Key 623 and Store Usage Conditions 519
from the Offer SC(s) 641, the e~tcrypted Transactiam Data 642 from the
Transaction SC(s) 640, and the encrypted Application LD 551 rom the
End-User Deviee(s) 109. in another embodiment, the Order SC(s) 6S0 is
signed with a Digital Signature 652 of the End-User Devlce(s) 1 U9. Upara
r~eplian of the Order SC(s) 65U from the End-User Devices) l09, the
Ctearinghotlse(s) !05 ' 25 verifies: 



1. that the Electronic Di~itat Content Stares) 103 has authoriz~tiva frarn
the Sectue Digital Content Electronic Distribution System 100 (exists in
the Database 160 of the Clearinghouses) 105); Z. that the t7rder SC(s) 650
has not been altered; 30 3, that the Transaction Data 642 and Symmetric Key
623 are Complete and authentic; 4. that the electronic Store Usage
Conditions 519 purchased by the End-User Devices) 1 U9 arc consistent with
those Usage t~onditiona 517 set by the Content frovider(s) t () l; and 5.
that the Application ID 55 t has a valid structure and that it was provided
by an aulbarixed Electronic Digital Content Stores) 103. 35 If the
verifications are successful, the Clearinghouses) 105 decrypts the
Symmetric Key 623 a~ad the Transaction Date 642 and builds and transfers
the Incense SC(s) 660 to the End-User bevice(s) 109 (step 606).
SE9-98-009 31 Tlae License SC(a) 660 rarties the Symmetric Key 623 and the
Transaetipn beta 642, bath encrypted using the Public Key 66l of the
r~rtd-User bevice(s) 109, if any verification is nal successful, the
Cltaringhouse(s) l05 deeitc the license to the End-User Devices) 109 and
informs the End-User Devices) 109. The G'learinghouse(s) 145 also
immediately informs the Electronic Digital Content Stores) 103 of this
verification failure. In an 5 alternate embodiment, the Clearinghause(s)
105 signs the License SC(s) 660 with its Digital Signature 663. ARer
receiving the License SC(s) 660, the End-User ~Deviee(s) 109 decrypts the
Symmetric lCey 623 and the Transaction Data 642 previously received from
the Cleeringhouse(s) 105 attd requests the Content SC(s) 830 (step 60'i)
from a Content Hosting Sites) 111. Upon arrival of the Content SC(s) 630
(step 60$)) the End-User Devices) 109 decrypts the Content 113 using the
Symmetric Key 623 (step 609)) and naues the Content 113 and 10 the
Trattsaetion Data 642 to the other layers far license watartt~arkittg,
copylplay coding, scrambling, and further Content i 13 prtxessing as
described previously for FIG. S, Finally, the Clearinghouses) l05 on a
periodic basis transmits summary tranQaction reports to the Cc~mtent
Providers) 10L and the Electronic Digital Content Stores) 103 for euditig
and tracking purpose (step 6l4). 15 'V. SECURE CONTAINER STI,tTJCTtiJRE A.
General Structure A Secure Container (SC) is a structure that consir~ta of
several parts which together define a unit of 20 Content 113 or a portion
of a transaction. and which also define related informati<xt such as Usage
Conditions, metadata, and encryption methods. SC(s) are designed in such a
way that the integrity) completeness) and authenticity of the information
can be verified. $ame of the ittformalian in SC(s) may be encrypted so that
it can only be accessed after proper authorization has been obtained. SC(s)
include at least one bill of materials (t30M) part which has records of
information about the SC(s) 25 and about each of the parts included in the
SC(s). A message digeqt is calculated, using a hashing 8lgorithm such at
MD-5) for each part and then included in the F30M record far the part. The
digaats of the parts are concatenated together and another digest is
computed from them ahd then encrypted using the private key of the entity
creating the SC(s) to Create a digital sigztature. Forties receiving tht
SC(s) can u!~e the digital signature to verify all of the digests and thus
validate the integrity and completeness of the SC(s) and ail of its parts.
30 The fallawing irifarmatian may be included as records in the 130M along
with the retards for each part. The SC(s) type determines which records
need to be lneluded: SC(s) version - SC(s) ID - Type of SC(s) (e.g. GPfer,
Order, Transaction, Content, Metadata or promotional and License-) 3~
Publisher of the SC(s)  Date that the SC(s) was created 



SE9-98-009 3~  Expiration date of the SC(s) Cleariaghouse(s) URL
Description of the digest algorithm used for the included parts (default is
MD-5)  Description of the algorithm used for the digital sig:tature
encryption (default is RS,A) 5  Digital signature (encrypted digest pf all
of the concatenated digests of the included parts) S~(s) may include more
than one Bt7M, For example, an OPfex SC(s) 641 consists of the original
Metadata SC(s) 620 parts, including its BOM, as well as addttiona!
information added by the Electronic J~i~tal Content Stores) 103 and a new
B~OIvI. A record for the Metadata SC(s) 6z0 BaM is included in the offer
SC(s) 64l HdM. This record includes a digest for the Metadata SC(s) 620 BOM
which can be used to validate its 10 integrity and therefore) the integrity
of the parts included $am the Metadata SC(s) 620 can also be validated
using tht: part digit values stored in Metadata SC(s) 620 BOM. None of the
parts from the Metadata SC(s) 620 have records in the new 1~OM that was
created for the Offer SC(s) 641. Only pans added by the hlectranic Digital
Consent Stores) 103 and the Metadata SC(a) 620 gOM have records in ihG new
130M. SC(s) may also include; a Key Description part. Key bescriplion parts
include records that contain the 15 following information about encryptCd
parts in the SC(s): 'floc name of the.encrypted purl. The name to use for
the part when it is decrypted. The encryptiotr algorithm used to encrypt
the part.  Either a Key Identifier to indicate the public encryption key
that wac used to encrypt the part or ara 20 encrypted symmetric key that)
when decrypted, ~5 used to decrypt the encrypted part. The encryption
algorithm used to encrypt the symmetric key. This field is only present
when the retard in the Key Description part includes an encrypted symmetric
key that was used to encrypt the encrypted pan.  A Key Identifier of the
public encryption key that was used to encrypt the symmetric key. This Geld
is only present when the record in the Key Description part includes an
encrypted symmetric key and the 25 encryption algotithrn identifier of the
symmetric key that was used to encrypt the encrypted part. if the SC(s)
daea not contain any encrypted parts, then thera is no Key b~scrihtion pan.
B. fights Management language Sytutax and Semantics   SE9-98-009 33 The
Rights Management Lataguage consists of parameters that can be assigned
values to define restriclians on the use of the Conceal 113 by an
End-Users) aflcr the Content 113 purchase. The re5trietions on the use of
the Content 113 is the Usage Conditions 517. Each Content Providers) 141
speci6ts the Usagt Conditions 517 for each of its Content l 13 items.
Llectronic Digital Content Slore(s) 103 interpret the Usage 5 Conditions
517 in Metadata $C(s) 620 and use the information to provide select options
they wick to afftr their custam~s as well as add retail purchase
information for the Content 1 l3. .4.ftd' an End-Users) has selected a
C~ttmt 1 t3 item for purchase) tba irnd-User Devices) 109 requests
authorization for the Content 113 based on Store Usage Cottditiatts S 19.
Before the Clearittghouse{s) 105 sends s License SC(s) 560 to the
End-User(s), the Clearin$ltouse(s) 105 verifies that the Stare Usage
Conditions 519 being requested are in agreement with the ) ~ allowable
Usage Canditian~s S 17 that were specified by the Content Providers) 1 t) 1
in the Metadata SC(s) 62t). When au End-User Devices) 109 reeeivGC the
Content 113 that d~as purchased, t6~e StdrC Urge Conditions 5I9 are encoded
into ttxat Content 113 using the Watertnarkiag Tool or encadod in the
securely stored Usage Ccmdilions 519. Tbt End-User Player Application I 9S
running on End-User Devices) 1 ()9 insures that the Stare Usage Conditions
5 i 9 that uvere ~scoded iota the Content 113 are enforced. 15 1`he
following arc examples of Store Usage Conditions S19 for an embodimtat
where the Content 1 i3 !s muSiC: 



Sung is recordable. Song can be played a number of time.. 20 C. Overview of
Secure Container Flow and ft'ocessing Metadaca SC(s) 620 are built by
Content Providers) 141 and are used to define Content 113 hems such as
so~ng~. The Contest 113 itself is not included iu these SC(s) because the
size of the Content 1 L3 is typically too large for Electronic Digital
Content Stores) 103 and End- Users) to efficictttly download the ccmlainexs
just for the purpose of accessing the descriptive metadala. Instead) the
SC(s) ineludec an external URL (Uniforrrt Resource 25 i,acators) to point
to the Content 113. The SC(s) also includes metadata Ihal provides
descriptive information about the Content l 13 and any othCr aseoeiated
data) such ac for music, the CI? server art andlor digital audio clip in
the case of sang Content 113. Electronic >Digital Content 5lore(s) 103
download the Metadata SC(s) 620, for which they are authorized, and build
4ffir SC(s) 641. In chart) an Offer SC(s) 641 consists of some of the parts
and the BOM from the 30 Metadata SC(s) 62Q along with additipual
information ittCiuded by the ElectraniC Digital Content Stores) 103. A new
BOM for the Offer $t~(s) 641 is created what the Offer SC(s) 64l is built.
Electronic Digital Contexxt Stores) 103 also use the Metadata SC(s) 620 by
extracting metadata information fivm them to build I-fr'1~. pages an their
web sites that present descriptions of Content 113 to End-User(s), usually
so they can purchase the Content I 13. The information in the tiger SC(s)
641 that is added by the Electronic Digital Content Stores) 103 is r.: 35
typically to aarso~w the selection of Usage Conditions S 17 that are
specified in the Ivletadata SC(s) 620 and prornocional data such as a
graphic image file of the store's logo and a URL to the store's web site.
An Offer SC(s)   SE9-98-009 34 641 template in t>~e Metedata SC(s) 620
ipdicates which information can be overridden by the Llectrpnic Digital
Cpncerit Stores) 103 in the O~er SC(t:) 641 and what, if any additional
information is required by the Electronic Digital Content Stores) 103 and
what parts are retained in the embedded Metadata SC(s) 620. OE'er SC(s) 641
are included in a Transaction SC(s) 640 when an End-Users) decides tp
purchase 5 Couteat 113 $om en EleCtrat;lic l7igitai Content Stares) 103,
'1"he Electronic Digital Content Stores) 103 builds a Transaction SC(s) 640
and includes Offer SC(s) 641 for each Content l 13 item being purchased and
transmits il to the ~vd-User Y)eviceLs) 109. '1"he End-User Devices) 109
reccaves the Tratlsaction SC(s) 640 and validates the integrity of the
Transaction SC(s) 640 and the included Offer SC(s) fi4l . An Order SC(s)
65U is built by the End-User Devit;e{s) ! U9 far each Ctmlent 113 heart
being purchased. 10 Infortnalian is it(eluded tram the Offer SC(s) 641,
ffom the Transaction SC(s) 640, and fronn the e4nflguration tiles of the
tend-User DeviCe(s) 1 U9. Order SC(s) 650 are sent to lhc Clearingttouse(c)
1 US one at a tittle. The Clearinghouses) 105 URG where the Order SC(s) 650
is included d,c ant of the rEx;cirds in the BOM for the Meiadata SC(s) 620
and included again in the Offer SC(s) 641. The Clcaringhouse(a) 1t15
validateq and prooess~5 Order SC(tr) 65U to prcwidc the End- Ustx Devices)
15 109 with everything that is required to a License Watermark 529 and
access purchased Corttcnt ! 13. One of the functions of the Clearinghouses)
105 is to decrypt the Symmetric Keys 5z3 that are needed to dectynt the
watermarking i~ustructions from the Offer SC(s) b41 arid the Content 113
from the Content 5C(s) 630. An encrypted Symtnetrie tCey 623 record
actually eo,<atains more than the actual encrypted Symmetric Key 623.
before executing tk~e encryption, the Content Prpvider(s) 10l may
optionally append its name to the actual Symmetric Key 20 6z3. Having the
Cprttent Provider(S)' IOt name encrypted together wiltt the Symmetric Key
623 provide security against a pirate Cpateat )E'rpvider(s) 10i that has
built its own Metadata SC(s) 62t) and Coateat SC(s) 630 from legal SC(s).
The Cleatin~ouse{s) 105 veri5es that the name of the Cpttcent Providex(s)
101 encrypted together with the Symmetric Keys 623 matches the nxmt of the
Content Providers) !0! in the SC(s) certificate. if there are any changes
required to be made to the watermarking insttuctipns by the:
Clearinghouses) 23 l05, then the Clesringhouse(s) 105 decrypts the
Symmetric i?Cey 623 and then modifies the watermarldQg instructipns and
tncrypts them again using a new Symmetric Key 623. The Symmetric Key 623 is
then re-encrypted using the Public Key 66l of the End-User Devices) 109.
The Cleariaghnuse(s) 105 also decrypts the other SNnmetrie Keys 623 in the
SC(s) and encrypts them again with the Pubhe Key 6b1 of the End-User
Devices) l09. The Clearinghouses} 105 builds a License SG(s) 66U that
includes the newly encrypted Symrnctric 30 Keys 623 and updated
watermarking instructions and sends it la the l:nd-User Devices) 109 in
response to the Qrder SC(s) 65U. if the processing of the Order SC(s) 6St)
dog not complete sutcessfulty) then the Clearinglwuse(s) 105 returns to the
dad-User DeviCe(c) l09 an HTML page or equivalent reporting the failure of
the authorization process. A License SC(s) 660 prpvides an End~User
Devices) 109 with everything that is needed to access a 35 Cputent t 13
item. The Snd-User Devices) l09 requests the appropriate Content SC(s) 630
ffottt the Conteac )floating Sites) 111. Cpntent SC(s) 634 are built by
Content Providers) 101 and include encrypted Content 11'3   SL4-9$-004 35
and mttsdata parts. The End-User Player Applieatiop l95 uses the Symmetric
Keys 623 from the i,icense SC(s) 660 to decrypt the Content 1 I3, metadata,
and watermarking insttvcuons, The watermarking instructions are then afExed
into the Canteot 1 t 3 and the Content 113 is scrambled arid stored on the
land-User Devices) 1p9. 



5 D. Metsidata Secure Container 620 Format 'Tb~t following table shows the
parts that are included in a Mrxadata SC(s) 620. each box ip the Parts
column is a separate object included in the SC(s) along with the 1317M
(with the exception of pan names that are surrotttaded by [] characters).
The BOM captains a xecord for each part includeG in the SC(s). The Part
Exists coltu~w indicates whether the part itself is actually included in
the SC(s) and the Digest column indicates whether 1 d a message digest is
connputed for the part. Some parts may not be propagated when a SC(s) is
included in other SC(s) (as determined by the associated template),
although the entire original EOM is propagated. Thiq is done because tlae
entire BaM is required by the Clearinghause(s) 10S to veriFy the digital
signature in the original SC(s) The Key Description Part columns of the
following table define the retards that are included in the Key 15
pescriptiot~ part of the SC(s). Records ip the Key Description part define
infbrtrsation about the encryption keys and aigarithms that wens used to
encrypt part.5 within the SC(s) or parts within another SC(s). Each record
includes the encrypted part name and. if ns~;essary, a URI,.. that points
to another SC(s) that includes the cttcrypted part. The Re.SUh Name
calurrut defines the name shat i~ assipc~d to the part after it is
decrypted. The Encrypt Alg colunvA defines the encryption algurithm that
was used to encrypt the hart. The Key Id~Enc Key s:ulumrt defint;.s 24
either an identifscation o;f the encryption key that was used to errerypt
the part or a basc64 encodipg of the etxcryptetl Symmetric Key 623 bit
string that was used to crypt the part. The Sym Key Aig column is an
optional parameter that del=ancs the cneryptiun algorithm that was u;;cd to
encrypt the Syrnmetrtc Key 623 wktm the prtvious column is an encrypted
Symmetric Key 623. The Sym Key 1D column is ao ~daftificatiotr of the
encryption key that was used to etat:rypt the Symmetric Key 623 when the
Key Id/Ene Key calurru~ is an encrypted 25 Symmetric Key 6Z3.   sag-98~~a9
36  Farts B4M part Exists DigestKey rGesCr'Fptton Part Result Encrypt Key
rdl Sym Key S,y~ Key Name A!g E>!c fCey Alg ID[Content URL]Output
PartRC4Eno Sym KeyRSACH Pub ICey[Metadata U~tI,]Output PanItC4E>,xc Sytn
KeyRSACH I'ub Key$C versionSC IDSC T a_$C PublisherDate ~~-- -.Expiration
riateClearinghouses) URLIaigt,St Algorithm IDDigital Signature Alg
IDCtmtent IDYc~YesMet~dataYesYesUsage C~onditiot~sYesYesSC Tem
talesYesYesWatermarking InstructionsY~YesOutput PartRC4Enc Sym KeyFtSACEI
Pub IC.eyICey Description PartYesY~Cleacinghause(s)
Certi>ticate(s)YesNoCettificate(s)YesNo~~ bi8ital Sig~tature 



'I'txC following describes the terms that are used in tlae above Metadata
SC(s) table:  (Content lIRI,] - A parameter is a record in the Key
Description part. This is a URX. that points to the encrypted Content 113
in the Content SC(s) 630 that ig associated with this Metadata SC(s) b20.
The Metadata SC(s) 620 itself does not contain the encrypted Content ! 13.
[Meeadata URL] - A paratnaer in a record in the ICey Descrtption part. This
is a IJItI. that points to the encrypted metadata in the Content SC(s) 630
that is associated with this Mettulata SC(s) 62c). The Metadsta SC(s) 620
itself does not contain the encrypted metadata. IO  content ID - A part
that defines a unique iii assigned to a Content l13 item- There is more
than one Contest ID included in this part if the Metadala SC(s) b20
references more than one Content 113 item. Metadata - Parts that contain
information related to a Content 113 item such as the a.Ctist name and CD
cover art in the case of a song. 'Chere may be multiple metadata parts,
sa<rte of which tray be encrypted. The intetaa! stntcture of the metadata
parts is dependetlt on the type of metadata contained therein.   SE9-9$-009
37  Usage Conditions - A part that contains information that describes
usage options, rules, and restrictions to be imposed on an End-Users) for
use of the Content I 13.  SC(s) Templates - parts that define tetttplates
that describe the required and optional i~ouf`onmation for building the
Offer, Order, and license SC(s) 660. ' ~ - Waterrrtarkiug instructions - A
part tktat contains the encrypted iristruttions and parameters for
implematting watermarking in the Content 113. 'floe watermarking
instructions may be modified by the Gearingltause(s) 10S and returned back
to the End- User Devices) 109 within the I,icertse SG(s) 660. There is a
record in the Key Description part that defines the encryption algorithm
that was used to encrypt the watermarking instructions, the output part
name to use when the watermarking instructions 14 are decrypted, a baseb4
encoding o the encrypted Symmetric Kt~y 623 bit string tktat is was used to
encrypt the watermarking ingtructioos, tire encryption algorithm that was
used to encrypt the Sy~tmetric Key 623, and the identification of the
public key that is required to decrypt the Symmetriv Key 6Z3.
Clearirtghouse(s) Cerriftcate(s) - A eertifrcate from a certi~teation
authority of from the Clearinghouses) 1U5 that contains the signed Public
I~ey 621 of the Ctearinghouse(s) 105. There may be more than one 15
certificate, in which case a hierarchical lwel structure is used with the
highest level certi$cate containing the public key to open the next lowest
Ievel certificate is reached which contains the Public Key 62t of the
Clearinghouses) 105. CcctittCate(s) - A certifCate from a certification
authority ur from the Ctc~ringhauce(s) tU5 that contains the signed Public
Kcy 621 of the entity that created she SC(s). There way he more than one
certiheate) in II za which case a hierarchit:al Ievel structurC is used
with the highest love! ccrti0cate ctmtaining the public key to apes the
next level crxtificatc) and so on) until the lowest level certificate is
reached which contains the public key of the SC(s) creator.  5C V ersion -
A version aumaer assigned to the SC(s) by the SC Packer Tool. SC 1tD - A
unique In assigned to the SC~(s) by the cx~tity that created the SC(s). 25
SC Type - )Indicates the typo of SC(s) (e.g. Metadata, Offer, Order, etc.)
SC Publisher - Indicates the entity that created the SC(s). Creati0tl Date
- Date that the SC(S) waS Created. expiration Date - Date rbe St:(s)
expires and is ao longer valid. Clearinghouses) ~fRL - Address of the
Clearinghouses) 10~ that the End-User Player Applieatipn 195 34 should
interact with to obtain the proper authorizatiott t4 access the Cotltenl
113.  Digest Algorithm ID - An identifcer of the algorithm used to compute
the digefitF of the parts.  Digital Signature Alg ID - An identifier of the
algorithm used to encrypt the digit of the concatenated pari digests. This
encrypted value is the digital signature. Digital $ig~ature - A digest of
the canoatetlated part digests encrypted with the public key of the entity
35 that created the SC(s). Dutput Part - The name to assign to the output
part when ad encrypted part is decrypted.   SE9-98-009 



38 - RSA and RC4 - Default encryption algorithms used to encrypt tht
$ytnmetric YCeys 6x3 atad data parts. Wac Sym Key - A base64 encoding of an
enet~pted key bitstring that, wbcra decrypted) is used to decrypt a SC(s)
part. CH Pub Key - An identifier tkrat eradicates that the Clearinghouse's
105 Public Key 621 was used to encrypt the data. E. Offer Secure Container
641 k'ormat The following table shows the harts that are included in thu
dffer SC.(s) 641. The earls, with the exception of some of the metadata
nartg, and BOM from thc; MCtadata SG(S) 62i) are also included in the Offer
SC(s) b41.  Par~c BOM Part Exist<c DigestKey hesrriprion Pa~~c Resuh Encypr
~IrCey lDl Sym ,Kev Synr Key IVarne .41g Eric Kev .41 ID- ~w._~~______._..~
"_ - Metadata SC Parts -_____ ~-__-~-~______ -__-_[Content URL]Output
partRC4Enc Sym KeyRSACH Pub TCGy[Metadata URL]Output PareRC4Enc Sym
KeyRSACH Pub ECeySC VersionSC 1DSC TSC PublisherbateExpirati0u
DataCiearinghouse(s) U~,Digest Algorithm I17Digital Signature Alg IDContent
1DYesYesIvlctadataSomeYesUsage CouditioasYtisYesSC
TemplatesYesYe5Watermarking InstructionsY~YesOutpul PartRCsII~oc Sym
KeyR5AGH Pub KeyKey aeseription fanYesYesClearinghouses)
Certiftcate(s)YesNoCe~tifcate(s)YesNaDigital Si~ature
_~___________~____~.,.~._.._....-.... p ff~ 5C Parts ---- _____ __~,~_____
~ ,__. [   SE9-9$~00~ 39 



5C VersionSC IDSC'I`ypeSC Publisl~aDateExpiration DatcDigest Algorithm
I>aDigital Signature Alg IDMetadata SC QOMYesYesAdditional and Overridden
FieldsYesYesElectronic Digital Content Stares)
CertificateYesNaCertificates)YeaNoDigital Signature - ~~ . The following
describes the terms that are used in the shave tJffer SC(s) 641 that were
not previously described far another SC(s): 5  Metadata SC(s) 130M - 'ire
EClM from the origitaal Metadata SC(s) 620. The record in the Offer SC(s)
64l )QOM iuaCludes the digest of the Metadata SC(s) 620 BOM. Additiaaal
atsd Overridden Fields - Usage conditions informatiatt that was averriddeu
by the Electronic Digital Content Stores) 103. This iofarmation is
validated by the Clearinghause(s) 105) by means of the received SC(s)
tdnplatrs, to retake sure that anything that the Electronic Digital Content
Sto~re.(s) 103 10 override is within the scoot of its authorization.
Electronic Digital Content Store:(s) Certificate - A certificate provided
to the Electronic Digital Content Stores) 1t)3 by the Clearinghouses) 105
and sipued by the Glearinghouse(s) l05 using its private key. This
certificate is used by the End-Use Playa Application 19S to verify that the
Electronic Digital Content Stares) 103 is a valid distributor of Content
113. The End-User Player Application 195 sad 1 S Clcaringhouse(s) 105 can
verify that the Electraeic bigital Contest Stores) l03 is an authorized
distribwor by docrypting the certificate's signature with the
Clearinghouse's 1U5 Public Key 6Z1. The End-User Playcx Ahhlication l95
keep, a local copy of the Clearinghouse'. iU5 Public Key fi21 that is
receives as part of its initialiratiUrt during installation. 20 k'.
Trausactfau Secure Container 640 Format The following table shaves the
parts that are included in the ~'raosaetion SC(s) 640 as well as its 134M
and Key Description parts.   SE9-98-009 40  l:'aru BOM "t"art E~cists
Dtges!Key DesCrIptlprt Parc Result E'~crypt Key IDI Sym Key Sym Key Name
Alg Enc X Alg IDSC VersionSC IDSC'I'ypeSC PublisherDateExpiraticrra
OateDigest AL orittvm IDDigital Signature Alg LOTransaction IDYesYesOutput
PartItSACH Pub ICeyEnd-User(S) IDYesYesOutput PartRSACH 1'ub
Keyfind-Usex(s)' Public 



~YYesYesOffer SC(s)YesYesSetectioasafConteQt U5eYesYesHTMI., to
DisplayYesYesKey >~escription PartYesYes);lectranic f?igital Content
Stores) CertificateYeaNo _l5igitai Signature The following describes the
terms that are used in the above Transaction SC(s) b40 that were nut
previously described for another SG(s) 5  Transaction ID 535 - An ID
assigned by the Eleclranic Digital Content Stores) 1Q3 to uniquely identify
the t>'tattsaction. End-Users) ID - An identification of the End-User{s)
obtainCd by the Electronic Digital Content Store(c) i U3 at the time the
End-Users) makes the buying selectiaa and provides the credit card
information.  l;nd-User(s)' Public Key - The End-LJser(s)' Public lCey 6b1
that is used by the Clearin~ghouse(s) 105 to 10 re-encrypt tha
Sytr~trietric Keys 6~3- The End-User(s)' Public Key 66L is transmitted to
the lrlactronic Digital Content Stares) 103 during the purchase
transaction. OfFer SC(s) - Offer SC(s) 641 far the Content 1 I3 items lhat
were purchased. Sela;tions of Content Use - An array of Usage Ccmditions
for each Contem 113 item being purchased by the End-User(s). There is an
entry for each Offer SC(s) 641. 15 ~ HTM1... to Display - One pr mote HTML
pages that the EndUser Player Application I ~5 displays in the Internet
browser window upoa receipt of the Transaction SC(s) 640 or during the
iateraciian between the End-Usa~ Devices) 109 and the Clearinghouses) l05.
SBA-9~-009 41 llVhea the End~User Devices) t 09 receives a Transaction
SC(s) b40, the f~ollowin~ steps may be pccfocrned to verify the integrity
atad authenticity of the SC(s): 1. Verify the iiltegity of the Electronic
Digital Content Stores) 10~ certificate using the Public iCey 621 of 5 the
Clearinghouses) 105. The Public Key 621 of the Clearinghduse(s) 145 was
stored at the ~~d-User Devices) 109 after it was received as part of the
initialization c~f the End-User Plays Application 195 during its
installation prcxess. 2. Verify the Digital Signature 643 of the SC(s)
using the public ftey frcym the Electronic Digital Content Storc(s) 143
certificate. Z 0 3_ Verify the hashes of the SC(s) parts. 4. Verify the
itategity and authenticity of each Offer SC(s) 641 included in
the'Fransaelion SC(s) 64U. G. Order Secure Container GSO format The
following tabl a Shows the purls that are included in the Ordcr SC(s) 65~
as wel l as its 1~DM xnd Key 15 Description parts. These parts either
provide lafarmation to the Clesringtiouse{s) 1A$ foc dectyptir~n and
verification purposes or is validated by tlxe Clearingbouce(s) 105. ThE
parts arid BOM frcym the Offer SC(s) 641 are also included in the order
SC(s) 650. The Some string in t6t Part Exists Coiumn of the Metttdata SC(s)
BOM 



indicates that the some of those parts are not included in the Order SC(s)
654. The BOM from the Metadata SC(s) b20 is also included without any
change so that the Cicaringhnuse(S) l (15 can validatethe integity of tire
Metadata 2~ SG(s) 620 and its parts.   sE~-9$-ao~ 80M Parts " Part ESrists
,Diges~ _." ___,~__.__..r _.._.___._.. __ Metadatg [Co~atent t,fRL,]
[Metadata URr.] SC(s) Version 42 Key Descriprian Part .Result EncryptXey
IDlSSnt KeySynt KeyName Alg.Enc Key.41gJD;) Parts
..._.~___~~.._~_.__~-.~..~._~____._______^~OutputRC4Enc 5ymRSACH
PubPastlCeyKeyOutputRC4 ~Enc Sym ~RSAGH PubPanICey~Y SC(s) IDSC(s)
'1'~peSC(s) PublisherDateEx iratian DateClearinghouses) URLDigest Algarlthm
IDDigital Si Iuatwe Alg DContent IDYesYesMctadataSomeYesUsage
ConditionsYesYes_5C(s) TemplatesYesYesWatermarking lnstrucliaasYesYesDutpul
PartRCS!Esc Sytn KcyRSACI1 Pub KeyKey Description
PartYesYesClearinp~ause(s) CCftl ~ Cate(.S')YesNvCertificates)Ye`sNoDigits!
Signature.._." ____...__.______.__._~_ ___ O~er Sts) parts .._...
_____._......~ _______~._~__._,_____~.._.~...SC(s) versionSC(s) ID _SC(s)
TypeSG s) PublisherDateExpiration DateDigest Algorithm IDDigital Sig Iuatwe
Alg DMetadata SC(s) EOMYesYesAdditional and Overridden
FieldsYes'YesEleetrotvc Digital Coiattnt Stores) CertificateYesNo Yes i No 



sE~-9s-oo9 43 Digital Signature'__.~_. T,.~sactianSC(s)
Parts__-._.._~.~~.-_~_~._~~_..._.fC(9) VCiS100SC(s) LD -SC(B) Ty pC_ . _
,SC(s) PublisherDateExpiration DaleDigest Algorithm II?Digital Sigx
iD~alurc AlgTransaction IDY~YGCOutput PartitSACH Pub Ke~,End-Users)
IDYecY~Output PartRSACH Pub KeyEn~d_Use~r(s)' Public KeyYesY~Offer SG(s)One
Offer SC(s)YecSeieCtions of ContCnt UseYesYesHTtuIL to Display in Browser
WdwYesYevICey l~escriptioa PartYesY~Electronic laigital Gantent Stores)
CertificateYesNoDigital Signature~...._. ______ Qrder SC s) Parts ._._...
_~-~_....__~.~~--__S s VersionSC{s) IDSC(s) TypeSC s Publisher",r,DateEx
iratlon DareDigest Algorithm IDDigital Signature Alg IpOffer SC(s)
BOMY~YesTransaction 5C(s) 1~OMYesYesEneryrted Credit Card InfoYesYesOulput
PartRSACH Pub KeyKey Description PartYesYesDi 'tal5i azure   SE9-98409 44
'T'he following desoribes the terms that are used in the above Order $C(s)
6S0 that were not previously described for aroother SC(s): Transaction
SC(s) BOM - The eQM in the original Transaction SC(s) fi40. The record in
the Order SC(s) 650 BOM izacludes the digest of the Transactian SC(s) 64U
BOM. 



S ~ Encrypted Gredit Card lnfa.- Clpiianal encrypted informaliart Pram the
End-Users) that is used to charge the purchase to a credit card or debit
efird. This information is required when the Electronic Cligital Cantcnt
Stores) 103 that created the Offer SG(a) fi41 does not handle the customer
billing, is which cage the Ciearinghouse(s) 105 may handle the billing 10
I~. License Secure CantaineK 660 Format The following table shows the carts
that are included in the License SC(s) 66U as well as its BOM. As shown in
the I~ey Description part) the Sytnmetrie Keys 623 that xre required for
decrypting the waterrnarlting instructions, Content 113, and Content 113
metadata have bee>a re-entxypled by the Clearinghouses) ! OS using the
End-Use~r(s)' Public Key 66l . When the End-User Devices) 1 U9 receives the
I~ieance SC(s) 660 it decrypts the 15 SyrnmetriC Keys 123 and use them to
acces.~ the encrypted parts from the License SC~s) 6fi0 and the Content
SC(s) 63U.   sE~-~$-oo~ 45  Farts BOM Part Exists DigestKey Description
Fart Resulr ,trncrypt Key 1D1 Syrn Key Sym Key Name Al Ene Key Al
Il~[Content rJI~L]Output Part~tC4Enc Sym KeyItSAELI Pub I~Cey'(Metadxta
U1RL.]Output part3<iC4Enc Sym KeykSA>rU fob Key$C(s) VersionSC(s) IDSC(s)
TypeSC(s) PublisherDateExpiration DateDigest Algorithm ID'l7igital
Signature Alg 1l7Ccmtent 10Ye.SYesUsage ConditionsYesYesTransaction
DataYeaYesWatem~tarking Inctruction3'YesYesClutput PartRC4Enc Sym KeyRSAEU
Pub ICeyKey Description PartYesYesCenificate(s)YesNoDigital Signature The
following describes the terms that ere used its the above License SC(s)
66f? that were nut previously described for anotbrr SC(s): 5 - EU Pub Key -
A~ ideadfier that indicates that the dud-User(s)' Public Key 661 was used
to encrypt the 



data. Order SC(s) 650 iID -'Itte 8C(s) ID taken rom the Order SC(s) 650
gOM. t; ertificate RGVOCation List -- An cyptioilal list of certificate IDs
which were previously issued and signed by the Clearinghouses) 105, but arc
no fongex can,idered to be valid. Any SC(s) that have a signature 10 which
can be vtrified by a certificate that is included in the revocation list
are invalid SC(s). The End-User Player Applieadcm i95 story a copy of the
Clearinghouse's 105 certificate revocation list on the End-User bevice(sl
109. Whenever a revocation list is received, the End-User Player
Application 195 rt-~laCec it4 local copy if the nWv cane is more up W date.
Revcx;atieya list;; include a version number or a time sump lot both) in
order to determine which lixt ig the moat recent. 15 Content Secure
Cantaiiner )Format The followiztg table shows the parts that are included
is the Cortteot SC(s) 630 as well as the 1701g1:   SE9-98w009 46  PartsBOM
lsarr ,C'.xists Di esrSC(s) VersionSC(s) ibsets) TypeSC(s)
PublisherbateExpiration DateCleariaghouse(s) I05 URL.Digest A! orithm
IDDiptal Signature Alg II7Content IDYesYesencrypted ContentYesYesLncrypted
MetadataYesYesMetadataYesYesCertlficate(s)YesNo~~Digital Signature  The
following describes the ternns used in the above Convent $G(s) 630 that
were not previously described 5 for another SC(s)= ~txCrypted Content -
Content 113 that was encrypted by a Content I'rovider(s) 14I using a
Symmetric Key 6z3. ~ncrypied Metadata - Metadata associated with the
Convent 113 ~hs~ was encrypted by a Content Providers) 10t uv~ng a
Symmetric Key 623. 1 ~ There is no Key D~Cription part included in the
Content SC(s) 63n since the keys required to decryp~ the encryptat parts
are in the Liccn.9t SC(s) 660 that is built at tl~e Clearinghout:e(s) 105.
VI. SECUI~ CUNTAINR PACKING AND UNPACIC>(NG 15 A. Uverview   SE9-9$-009 



47 The SC(s) Packer is a 32-bit Windows' program with an API {Application
Programming lnlerface) that Can be Called in esther a nnultiple or single
step process to create a SC(s) with all of the specified parts. The SC(s)
Packer 15l, 15z, 1S3 variety of hardware platfartns supporting Windows'
program at the Coatent Providers) 101, Clearinghouses) 105, Elccttonic
Digital Conteatt Stores) 103 aad other sites requiring $C(s) Packing, A BOM
5 aud, if necessary, a Key Description part are ereatdd and included in the
SC(s). A. set of packer APIs allows the caller to specify the informatioa
required to generate the rdcords in the BOM and Key D~ription parts and to
include parts in the SC(s). Encryption of palls and Sytrtmetric Keys 623 as
well as Computing the digests and the digital signature is also be
performed by tlxe packer. Encryption and digest algorithms that are
supported by the packer are included is the packer code or they are called
through an external interface. 10 The interface to the packer for building
a SC(s) is dare by an Aril il~at accepts the following parameters as input:
A pointer to a buffer of concatenated structures. Each structure in the
buffer is a command to the packer with the information that is required to
execute the eammarid. Parker commands include adding a part to the SC(s)
with an associated 130M record) adding a record to the i~Olvl, a~ad adding
records to the Key 15 Description part. A value indieatipg the number of
et>ncatenated structures contained in the above described buffer. Name and
location of the 80M Part. A value with each bit being a defined flag or a
rc.5erved tlag f<u future wc. The following flags are currently defined: 20
- Indication as to whether all of the parts of the SC(s) Sbould be bundled
together Into a single file after all of tlxe structure,5 in the buffer
have been processed. Bundling the parts iota a single object is the Ia`at
step that is performed when building a SC(s). - indication as to whether
the digital signature is omitted from the BOM part. If this flag is not
set, then the digital signature is computed right before the SC(s) is
bundled into a single obj act. 25 In an alternate embodiment, the interface
to the packex for building a SC(s) is done by APIs that accept t>~e
following parameters as input: - First, an API is caked to create a Bili of
Materials (80M) part by passing in pointer to a structure that consists of
infartnation that is used to initialize SC(s) settings that are denoted as
IP records in the SC(s) 130M part, the battle to use fc~r the BOM part) a
default location to look for parts that will be added, and a 30 flags
value. 'this API returns a SC(s) handle that is used it1 subsequent Packer
APIs. The Packer has an API that is used whenever a part is added to a
SC{s). This API accepts a SC(s) handle, which was previously returtled by a
previous Packer API) a points to a structure that consists of itxformatiao
about the part that is being added, and a flags value. Information about
the part being added includes the name and location of the part, tbt name
to use in the BOM for the part, the type of part that 35 is being added, a
b~asb value for the pan, flags, etc.   S~9-98-009 48 Agar all of the parts
have been added to the SC(s) a Packer A,lal: is called to pack a11 of the
parts, including the QOM part, into a single SG(s) object, which is
typically a file. This ~R.PI accepts a SG(s) bandIe, which was previously
returned by a previous Packer API, tkte name to use for the packed SC(s), a
pointer to a swcture with information for signing the SC(s), and a flags
value. 5 Either the packer ar the entity calling the packer can use a SC(s)
template to build a SC(s). SC(s) torrtplates have information that define
parts and records that are roquirad in the SC(s) that is being built.
Templates coo also define urypttun methods and key refcrettcea to use for
encrypting Symmetric Keys 623 aed anetypted earls. ld The packer has an API
shat is used to unpack a SC(s). Unpacking a SC(s) iq the process of faking
a $G{s) and separating it into its individual parts. The packer can then be
called to decrypt eny of the encrypted parts than were unpacked from the
SC(s). l~. dill of Materials (1~OM) part 15 The 134M part is created by the
packer when a SC(s) is being built. The OM is a text file that contains
recou<ds of infom~atio~n about the SC(c) and about the parts that are
itacluded in the SC(s). Each record in the 13OM is on a single line with a
new line indicating the start of a new record. The 1~OM usually includes
digests for each part and a digital signature that can be used to validate
the authenticity and itategrity of the SC(s). 1 . 



2Q The racord types within a St7M are as follows: IP An IP record contains
a set of Name=Vatue pairs hertalning to the SG(s). The following Name are
reserved for specific properties of SC(s): 25 V major.minor.fix The V
property sltecificc Ihc verrian of the SC(s). This i5 the version number of
the SC(s) Spcxifieation that the SC(s) was created under. The string that
follows should be of itte form major.minor.fix) where major, minor, and fix
are the major release number) minor release number, and fire ltvcl,
respectively. 30 ID value The l~ property is a unique value that is
assigned to this specific SC(s) by the entity that is creating this SC(s).
The format of the value is defined in a later version of this document. T'
value 35 The T property specifies the type of the SC(s), which should be
one of: OItD - An Order SC(s) 650.   S 1;9-98-009 49 OFF - An Offer SC(s)
6d 1. Llt.". - A License SC(s). TR.A - A Transaction SC(s) 64U. MET - A
Metadata SC(s) 620. 5 CON - A Content SC(s) 63U. A value The A property
identifie_c the author or publisher of the SC(s). Authorlpublicher
ldentitiec should be unambiguous andlor registered with the Clearinghouses)
1U5. 10 p value The D property identifies the date, and optionally) the
time that the SC($) wav created, The value sb~ould be of the form
yyyylmmldd[~a hh:mm[as[.fseejj[(TZ)]] representin,~ yearlmoratbJday
a~hour:minuteaecond.drx;imal-fraction-of second 1 S (time-zone). Optiatxal
pans of the value are enclQSed in (] cktaractets. E value The E property
identifies the date, and optionally, the time that the SC(s) expire:,. The
value should be the same form used in the D property that was hrcviously
defined. The expiration datehimc should be ?0 COmpart~, wttencv<.r
po,stble, wish the datt;ltimc at the Claaringhouse(s) 105. CCUItI.. value
The CCURL property identifies the URL of the Clearinglrouse(s) I i15. The
value should be of the form of a valid external UR.L. ZS H value The H
property identifies the algorithm that was used to calculate the message
digests fcx the parts ipcluded itr the SC(s). An example digest algorithm
is MDS. 30 b A ri record is a data ar part entry record that contains
information that idcrttifiES ttie type of part, the name of the part, the
(optional) digest of the part, and an (optional) indication that the part
is not iracludtd in the SC(S). A - sign immediately after the type
identifier i5 used to indicate that the part is nal included in the SC(s).
The following are reserved types of data or part records: 



3 S K partJname [digest] Specifies the Key Degcription part.   SE9-98-009
SO 1~ part~ame (digests SllecifiCS the watermarking instructions part. ' S
C part...~ame [digest] Specifies the certificates) used to validate the
digital signature. T part~tame [digest] Specifies the Usage Conditions
pare, 10 Yk' part_aame [dlgESt] $pC.CIfiCF 111E Template pan Far the Cff'er
SC(s) fi41. YO part_name [dtgect] l 5 Specifies the Template riart for the
prder SC(s) 650. YL part"~name [digest] Specifies the Template part far the
License SC(s) 66U. 20 >(D parename (digest] Specifies the ID(s) of the
Content 113 of the items) of Content I 13 being refereneed_ CR part~aroe
[digest] Specifies the Clearinghouses) 105 certificate part. 25 S>Ef
part_name [digest] Specifies the Electronic Digital Content Stores) 103
certificate part. B part atinne [digest] 0 Speciiwes a EOM hart for another
SC(s) that has its pans or a tubsel of its pans included in this SC(s). EP
part,_namo sc~ar~nsme [digest] 



Specifies a BOM part for anatha SC(s) that is included as a single pan in
this SC(s). The sc,~tarfrname parameter is the name of the SC(s) part that
is included in tktis SC(s) and that this BQ1H part deFnes. A 35 Bt7M that
is ideetieal to this one is also included in the SC(s) that is defi~aed by
the sc,~art aamt parameter.   S~9-98-009 51 D part~tame [digest] Specifies
a data {or metadata) pert. 5 S An S record is a signature record the is
used to define the digital signature of the SC{s). The digital 4igttature
is specif od as follows: S key~dentifer siguature~tring
cignature_algaritl~m 'fhe S record contains the key_idertifier to indicate
the encryption key of the signature) the 0 signature string, which is the
base64 encoding of the digital signature bitstring, attd the signature
algorithm that was used to encrypt the digest to create the digilel
signature. C. lCey Description Part The Key Description part is created by
the packer to provide information about etxt;ryption keys that arc 15
needCd fhr decryption of SC(s) cnCrypted parts. The encrypted parts may be
included in the SC(s) being buih or may be in other SC(s) which are
referred tty by the SC(s) being built. The Key Dcqcr~plion part is a text
file that contains records of information about the encryption keys and the
parts for which the encrypoon keys are used. Eaeb record in the (Cey
De~cr~huon part is on a single line with a new line indicating the start
ofa new record The fotiowing record type is used within a Kcy Descripticm
part and is defined as follow,: 20 tlG encrypted,.pttrt~ame;
result~rartJname; part_eacryptiat>_,algc~rithm~dentifier;
publicJcey~dentifier key_encryption~lgorithm and encrypted~yrnmetric~ccy. A
IC record specifies 8n encrypted part that ttlay be included in this SC(s)
or may be included in another 25 SC(s) chat is referred to by this record.
The eticryptcd~art,~ame is eithex the name of a part in this SC(s) or a
L1RI, pointing to the name of the encrypted part in another SC(s). The
reRttlt~tart~ame is the name that is gaveo~ to the decrypted part. The
part~eacryptiart_8lgorithm_identiher indicates ttae encryption algorithm
that was used to encrypt the part The public,~cey identiiyer is an
identii'ter of the key that was used to encrypt the Symmetric Key 623. 30
The key encryption algorithtrudentifier indicates the encryptitxt algorithm
that was used to encrypt the Symmetric Key 623. The encrypted symmetric key
is a baseb4 eneading of the encrypted Sytnmetrie I~ey 623 bit string that
was used to encrypt the part. 35 Vlh CLEAItINGHOUSE(S) 105   S~~-98-009 sz
a~t~t~~aw The Clearinghouses) 105 is responsible for the rights
tttanagemextt functions of the Secure Digital Content Electronic
DiSIributidn System 100. Clearinghouses) 105 functions include etlabletment
of Electronic Digital Content Stores) 103, verification of rights to
Content 113, integrity and authedticity validation of tLte 5 buyid~
trgnsaction and related itxforulatiam, distribution of Cottlent encryption
keys or Symmetric Keys 623 to End~User Devices) 109, tracking the
distrlbutipn of those keys, and reporting of transaction surntnaries to
ElectxaniC Digital Content Stores) l03 and Content Prpvider(s), 101.
Content entcryption keys are used by End-User Device($) 109 t0 unlock
Content 113 far which they have pbtaitted rights, typically by a purvhase
transaction from an authorized Elec:lronic Digital Content Stores) 103.
Before a Content encryption key is sent tp 10 ax1 Ettd-User Devices) 109)
the Cltaring~ouse(s) 105 goes through a verification process to validate
the authenticity of the entity that is selling the Content 113 apd the
rights that the End-User Devices) 10~ ltas to the Content 113. This is
called the SC Analy,i~; Tcx~l 1 ~5. In some configuratitx~s the
Clearinghou;;e(s) 105 may also handle the financial settlement of Content I
13 purchases by co-locating a system at the Clearinghouses) 105 that
perfprms the Elc~xaroui4 Di~.ilal Contort Stores) 1U3 funcucms of trolls
card authorization and billins. The 



15 Clearinghouses) 10S user OEM packages Such as ICVerify and Taxware la
handle the credit card processing and Iocal sales taxcfi. >Glectroaic
DiLrital Content Stnre(s) Embodiment An Electronic Digital Content Stores)
l03 that wants to participate as a seller of Content 1l3 in the 20 Secure
bigital Cpntent EIeCtrc~dic Distribution System 100 snakes a request to one
or more of the Digital Content providers) l01 that provide C.crnteut 113 to
the Secure Digital Coaterrt )Electronic Distribution System 100. There is
no definitive process for making the request so long as the two parlirs
come to an agreement. After the digital content label such as a Music Label
e,g, Soby, xirne-Warner, etc. decides to allow the EI eetronie Digital
Content Stores) 103 to sell its Content 113, the Clearinghouses) 105 is
contacted, usually via E-mail, with a roquest that ~5 the lrleCtrottiC
Cligikal Content Stores) 103 be added to the Secure lhigital Content
Electronic Disuibution System 100. The digital content label provides the
name of the Electronic Digital Content Stores) 103 and any other
information that may be required for the Cleari~agbouse(s) l05 to create a
digital certifi~;ate for the Electronic Digital Content Stores) 103. The
digital certificate is sent to the digital content label in a sectue
fashion, and that forwarded by the digital content label tn the Electronic
Digital Contact Stores) 1U3. The Clearinghttuse(s) l05 maintains a dalaba5e
of digital Certificates that it has assigned. Each certificate includes a
version numbt;r, a unique serial number, the signing algorithm, the name of
the issuer (o.g., the name of Clearingtaause(s) 105), a range of dates for
which the certificate is considered to be valid) the name Electronic
Digital Content Stores) 103) the public key of the Electronic Digital
Content Stores) 103, and a hash code of all of the other information signed
using the private key of the Clearinghouses) 105. Lntities that have the
Public Key 621 of the Clearinghouses) 35 105 can validate the certificate
and then be assured that a SC{s) with a signature that can be validated
using the public key from the certificate is a valid SC(s).   S~~-98-009 53
After the Electronic Digital Codtent Sttue(s) l03 has received its digital
certificate that was created by the Clearinghouses) 105 and tl~e necessto'y
tools for ptocessirag the SC(s) from the digital content label, it Can
begin affertng Content 113 that can be purchased by End-User(s). The
Electronic bigital Content Stares) t 03 includes its certificate and the
Transaction SC(s) 640 and signs the SC(s) using its Digits! Signature 643.
The End~User Llevice(s) 109 verifies that the Electronic Digital Canteot
Stores) !03 is a valid distributor of Content 113 on the Secure Digital
Content >:.leetroaie Distribution System 100 by first checking the digital
certificate revocation fist and then using the public Key bbl of the
Cfearinghouse(s) lOS to verify the information in the digital certificate
for the Electraaxie Digital Content Stares) 103. A digital certificate
revocation list is maitllained by the Clearinghouses) 105. Tlae revtxatiatt
list may be included as one of the parts in a License SC(s) (~6U that is 10
created by the Clearfaghouse(s) 105. 1~rtd-User ,f~evice(s) 109 keep a copy
of the revocation list an the End-User Devices) 109 so thCy can use it as
part of the Electrartie Digital Content Stores) 103 digital certificate
validation. Whenever the End-User Deviee(s) 109 receives a License SC(s)
660 it dexennine5 whether a new rwocatitm list i5 included and if so, the
local xCvtxatian list an ttte Etad-User l3evice(s) 109 is updated. I S 1~.
Rights Mgttagement Prtoctssing Order SC(s) Analysis ThC Clearinghause(s)
l05 receives an Order SC(s) 65U from an End-Users) a fler the Ez~d-Uscr(a)
has roceived the Transaction SC(s) 64U, which include the Offer SC(s) (r41,
from the Electr<xyic Dyital Content Stares) 103. 'ChC Order SC(s) 65U
consists of parts that Contain information relative ttt the Content 113 and
its 20 use, information about fife Electronic Digital Content Store(c) 1U3
that is sC11in6 the C~mtent 113, and inftmnatian about the Ettd-Uscr(&)
that is purchasing the Coottnt t l 3, t3efocc the CLearinghouW(s) 1 US
bCgins praCCSSing the information in the Order SC(s) fi50) it fret performs
some processing to insure that the SC(s) is in fact valid grad the data it
contains hoc not been corrupttxl in any way. Validation 25 The
Glearingbause(s) 105 begins the validation of Order SC(s) G50 by verifying
tlxc digital aigttatures) them the Clearinghause(s) I05 verifies the
integrity of the Order SC(s) 650 harts. Ta validate the digital signattues,
first the Cteartngltouse(s) l05 decrypts the GantCrtts 631 of tkle
siptature itself using the 1'ubliC ICey 661 of the signing eatity iaefuded
if signed. (ThC signing ~tity Could be ttte Content Frpvider(s) lUl, the
Electronic Digital Content Stores) 1U3) the End User ):'levice(s) 109 or
any combination of them.) Them, the 30 Ciearinghouse(s) 105 calculates the
digest of the cancate>aated part digests of the $C(s) and Ccxnparec il with
the digital signature's decrypted Content 113. if the two values mateb, the
digital stgrtature is valid. Ta verify the integrity of each part) the
Clearinghouses) 1Q5 computes the digest of the part and compares it to the
dige.ct value in the BOM. The Clearinghoase(s) 105 follows the same process
to verify the digital sig~aturCS and part integrity far the Metadata and
Qffer SC(s) b41 parts included within the Order SC(s) 650. 35 The proctss
of verification of the Transaction and Offer SC(s) 64l digital sig~.tature~
also indirectly verifies that the Electroiaic Digital Contest $tore(s) 103
is authorized by the Secure Digital Content Electronic   SE9-98009 54
Distribution System 100. This is based on the fact that the
Gleariaghouse(s) 105 is the issuer of the certificates. Alttxnately, the
Clearingb,ouse(s) 105 would be able to successfully verify the digital
signatures of the Transaction SC(s) 640 and Offer SC(s) 64I using the
public key from the Efectranie bigital Content Stares) 1U3) but only if the
entity signing the SC(s) has awners>aip of the associated private key. Only
the Electronic Digital Content 5 Stores) 103 has ownership of the private
key. Notice that the Clearingltouse(s) 105 does not need to have a locxtl
database of the Electroa,ie Digital Content Stares) 103. SittCe the Stare
uses the Clearinghouse Public Key to sign the 'i~ansaction SC(s) 640 Offer
SC(s) 64l public keys. 



Tite~n) the Store Usage Conditions 5l9 of the Content 1 L3 which the
End~User(s) is purchasinb are validated by the Cieari>~tghouse(S) lU5 to
int;ure chat they fail within the restriGtionc that were set in the
Metadala I O SC(s) G20. Recall that the Metadata SC(s) 62U is included
within the Order SC(s) 65(1. Key Processing ProcesHing of the encrypted
Syrrunctric Kc;ys b23 and of the walcrmarking Illslruca~ons arc done by the
Cleariaghouse(c) tU5 after authenticity and the integrity chock a>f the
Order SC(S) 65U) the validation cyf the Elt~tronic Digital Content Sturc(s)
I (13, and the validation of th4 Store Usage Conditions 519 have been
completed 15 successfully. The Metadata SC(s) 62t) ponion ctf the Order
SC(s) 65f1 typically has sevcxal Symrttetric Keys 623 located in the Key
Description Part that were encrypted using the Public Key 62l of the
C'learinghouse(s) 1t)5. Encryption of the Symmetric Keys 623 are done by
the Content Providers) 101 whets the Metadata SC(s) 62U was created. One
Symmetric lCey 623 are used for decrypting the watermarking instructions
and the others for 0 decrypting the t^,pt~tettt 113 arid any a~crypted
metadaca. Since Content 113 can represent a single song or an entire
collect of songs on a CD, a dlffettat Symmetric Key 623 may be used for
Cash song. The watermarking instructions are included within the Metadata
SC(s) 620 portion in the Order SC(s) 650. The Contest 113 and encrypted
metadata are in the tyottteaxt SC(s) 630 tit a Content l;ioating Sites) I I
1. The URL and part names of the e~ocrypted Content 113 and metadata parts,
within the Cantmt 5C(s) 630, are inoluded in the Key Description part 25 of
sloe Metadata SC(s) 620 portion of tble Order SC(s) 650. The
Clearinghouses) 1 U5 uses its private key to decrypt the Symmetric Keys (23
and then encrypts each of them using the Public Key b61 of the End-User
Dcvice(s) 109. The Public lCey 66l of the End-User Devices) 109 Is
retrieved from the Order SC(s) 65U. The new encrypted Symmetric Keys 623
are included in the Key Description part of the License SC(s) 660 that the
Clearinghause(s) 1U5 returns to the Bon-User Devices) 1U9. 30 During the
time of processing the Symmetric Keys 623) the Clearingbouse(s) 10S may
want to make modifications to the watermarking instructions. If this is the
case, then after tho Clearingbouse(s) 105 decrypts the Symmetric Keys 623,
the wati~rmacking instructions are modified and re-encrypted. The new
watertxtarking instruCtiotls are included as one of the carts within the
License 5C(s) 660 that gets returned to the >rnd-User Devices) l09.
S~9-98-009 55 If a11 of the processing of the Order SC(s) 650 i5
SuGCe~sful, them the Clearinghouses) 105 returns a License SC(s) 660 to the
End-User Devices) 109. The End-User Deviee(s) l09 uses the t,iee~nse SC(s)
b60 information to download the Content SC(s) 630 and access the encrypted
Content 113 and metadata. 71e watertrtarking instructions are also executed
by the End-User Devices) I49. 5 If the Clearinglaouse(s) 105 is not able to
successfully procrsc the t7rder SC(s) 650, then an hfTML page is returned
to the End-User Devices) 149 and displayed in an Internet browser window.
The HTMG page ittdicates the reason that the Clearinghouses) 105 was unable
to process the transaction. In an alternate embodiment, if the user has
purchased a copy of the Content ( l3 prig to the release date set for the
sale, the LiCe~se(s) SC 66U is returned without the Symmetric Keys 623.
Tlte Licenses) 5C fib0 is 14 returned to the Clearinghouses) 145 on or
after the release date to receive the Symmetric Keys 623. As an exgmple,
the Cantettt 1?rovider(~) 10 t allow users to download a new tong prior to
the release date for the song to enable customers to download the song and
be prepared to play the song before a date set by the Content Frovider(s)
101. This allows immediate opening of the Content 113 on the release date
without having to content for bandwidth and download time on the release
date. 15 C. Country Specific paraocteters f>ntionally) the Clearin~ouse(s)
1U5 uses the domain name of the End-User Devices) 109 and) whenever
possible, the credit card billing address to determine the country location
of the End-Utter(s). If there are any restrictions for the sale of Content
113 in the country where the End-U~er(s) rGCides, then the Clearinghoute(s)
105 20 insures that the transaetiaa being processed is not violating any of
those restrictions before transmitting License 5C(s) 660 to the End-User
Dcvice(s) l09. The Electronic Digital Content Stores) 103 is also expected
to participate in managing the distribution of Content 113 to various
countries by performing the same Checks as the Clearinghouses) 105. The
Clearinghouses) I05 dues whatever checfcing that it cep in case the
Electronic Digital Content $tore(s) 103 is ignoring the country spcCi~C
rules set by the Content frovider(s) 101. 25 D, Audit Lags snt3'IYacklng 



7`he ClCaringhouse(s) 105 maintains a Audit Logs 15f1 of information for
each operation that is performed during Content 113 purchase transactions
and report request transactions. The information can be used for a variety
of purposes such as audits of the Secure Digital Content Electronic
Distribution System l Op) generation of reports, and data mining. 3U The
Clearinghouses) L05 also maintains account balances in Billing Subsystem 1
R2 far the Electronic Digital Content Stores) 103. Pricing Structures for
the Electronic Digital Goctteal Stores) l03 is provided to the
Clearingiaouse(s) 105 by the digital content labels- This information can
include things like current specials. volume discounts, and aeeaunt deficit
limits that need to be imposed on the Electronic bigital Content Stores)
143. The Clearinghvuso(s) 105 uses the pricing information to track the
belaaces of the Electronic Digital Content ~5 Stare(s) 103 and insure that
they do not exceed their deficit litxtits set by the Content Pravidet(s)
101, The fvllawing operations ere typically logged by the Clearinghouses)
105:   ~tr~-y ri-UUy Sb End-user Devices) 109 requests far Licety$e SC(s)
6b0 Credit card authorizatitin number when the Clearingbouse(s) lUS handles
the billing Dispersement of License SC(s) f>60 to End-User Devices) 109 . ~
Requests for reports 5 ~ Notification from the Lnd-Usa(s) that the Content
SC(q) 63p and >;aicerise SC(s) 660 were received and validated 'The
following information is typically logged by the Clearinghouse($) 11)5 for
a Liceztse SC(s) 660: Date and time of the request Date and time of the
purchase trancactian 10 - Content Ib of the item being Irutehased
Identification of the Content t~rovidcr(s) 101 Storc Usage Conditions 5l9
Waterrnaricing instruction madificatic~n, - Transaction tb 535 that was
added by the l;lectronic Digital Cantcrn Storc(s) l l)3 I S ~ ldcnttFcatian
of the Electranic l7igital Cuntent Stores) 103 Identification of the
End-User T~evice(s) 109 , End-Users) credit c8rd infortttation (i1`the
Clearinghc~use(s) l(?5 is handling the billing) The fpliowing iuformatioa
is typically lagged by the Clearinghouses) 1U5 fUr an End- User's credit
card validation: r Date and time of the request Aritouai charged to the
credit card - Content ID of tt~e item being purchased - ?ransaCtion ID 535
that was added by the Electronic Digits! Content Store(S) 1U3
Xdentifieation of the Electronic Digital t:oateat Stores) 103 ZS -
Identification ofthe End-Users) End~User(s) crodil card information
Authorization number received from the plearer of the credit card The
following information is typically logged by the Clearinghouse{s) 105 when
a License SC(s) 660 is cent to an End-User Devices) 1I)9: 3Q ~ Dare and
time of the request Content ID of the item being purchased ldenttfication
of Content Providers) l01 Usage Conditions 517 ?'ransactioa ID 535 that was
added by the Electronic bigital t;,ontent Stores) 103 35 ~ Identification
of the Electronic l7igital Content 5tore(S) 103 



IdentiEcatiaa of the End-Users)   va.r7~7Q~VV~ 57 The following
iafortttation is typically lagged when a report reque.5t is made: Date
8.tid time df the request Date and tithe the report was seat out xype of
report being requested 5 ~ Parameters used to generate the report
Identifier of the entity requesting the report E. Reporting of Results
Reports are generated by the Clearittghouse(s) 105 using the infarmatian
that the Gleariu,ghouse(s) 105 10 logged during End-Us~.~r(s) purchase
trssaevions. Content Provider(g) 10l arid Electronic Digital Camteot
Slore(s) 103 can request transaction reports from the Ctearingltouse(s) 1U5
via a Paymettl Vaificalion Interface l83 so they can reconcile their own
transaction databases with the: informatic,n lagged by the Ctearin~sause(s)
105. The Clearinghouses) 105 can also provide periodic reports to the
Content Pravider(s) lOl and Eloctraaic l7igital Content Stores) 103. 15 The
Clearinghouses) i05 defines a secure electronic interface which allows
Content Pravider(s) 101 and Electronic Digital Content Stares) l03 to
reque,,t and receive reports. The Report Request SC(s) includes a
certificate that was assigned by the Clearin~rhause(s) I05 to the entity
initiating the request. 'fhe Ciearin~ouSe(s) t O5 uses the eartificate and
the SC`s di~itai sign$ture ca verify that the request originated frcml an
authorized Catity. The request alsp includes parameters, such as tirzte
duration, that defia~e the scope of the report. The 20 Clearinghouses) 1Q5
validates the request pararneterq to in`~e that requesters can only receive
information for which they are permitted to have. If the Clearinghause(s)
I05 detetmittes that the Report Request SC(s) is authentic and valid, then
the Cleari~ughouse(s) l US geoerat~ a report and pack it ittlo a Report
SC(s) to be sent to the entity that initiated the request. Same reports may
be automatically generated at defined time intervals and stored at the
Clearinghouses) ZS 105 so they can be immediately sent when a request is
received. The format of the data included iu the report is dtfined i a
later version of this d~cumen~. F, Hitting and Payment Vertt'ieation   S
E9-98-409 58 Billing of Contest 113 can be handled either by the
Clearinghouses) 105 or by the Electronic Digital Content Stores) 103, xu
the case where the Clearinghpuse(s) 105 bandies the billing of the
electronic Contest ! 13, the 8lectranie Digital C~ontetat Stores) 103
separates the Ead-Usex(s)' order into elaetronic goods and) if applicable,
physical goods. The Electrtmic Digital Coa~tent Stote(s) l03 then, notifies
the Clearit~ghausc~(s) 10S of $ the transaction, including the End-Usa(s)'
billing information) and the total amount that tweeds to be authorized. ThC
Cleatinghouse(s) 105 authorizes the End-Usa-(s)' credit card wild returns a
notit7Cation back to the Electronic Di,~aital Content Stores) 103. At the
same time the Cleariaghouse(s) 1t75 is authorizing the >xnd-User(s)' credit
card, the Electronic pigital Content Stores) 1t)3 can charge the
1=nd-User(s)' credit card for any physical goods that are being purchased.
After each electronic item is downloaded by the $nd-User Device(s> 109` the
1 D Clearingltousir{s) 105 is notified so the lend-User(s)' credit Card can
be Charged. This occurs as the last step by the End-. User Devices) 1G9
before the Content 113 is enabled for use at the End-tJ,er Devices) 109. In
the case where the Electronic pigitat t..ontent Stores) t03 handles the
billing of tho electronic Content 113) the Clearinghouses) l05 is not
notified about the transaction until the Ead-User Devices) 109 sends the
Clrder SC(s) 6S0 to tire Clearinghouses) 105, The Clearingttouse(s) 1 OS is
still notified by the End-User Devices) 15 109 aftex each electronic item
is downloaded. When the Clearinghouses) 105 is notified it seudc a
notiftcation to the Electronic Digtal Content 8tore(s) l03 ~ that the
Electronic Digital Ccmteat Store(c7 103 c~ charge the End-tlSl:r{5)` Credll
Card. G. Rctransmlsslons 20 The Secure Digital Content Eta;tronic
Distribution System l~)tl provides the ability to handle 



raransmissions of Content 113. This is typically performed by a Customer
Service interface 184. $lectt'onic Digital Content Stores) 1G3 provides a
user irtterfaee that the t~nd- Users) can step through in ordtr to initiate
a rettaastriission. 'file End-User{s) goes to the Electronic Digital
Content 5tore(s) i G3 Bile where the Cvnteat l 13 item was purchased in
order to request a retransmission of the Content 113. 25 R~raasmissions of
Coixteat 113 ate done wises alt End-User{s) requests $ new copy of a
previously purchased Ccxtteut 113 item because the Content 1 t 3 could not
be downloaded ar the Content 113 that was downloaded is riot usable. The
Electronic iDigital Content Stores) 103 deterttunes whether the Ettd-Usa(s)
is entitled to do a retranstttission of the Content 113. 1rf the
End-User{s) is cixtitled to a retratysmission) then the Electt'pt~ic
Digital Coatc~t Stares) 1G3 builds s 'I~etasactit~n SG(s) 64G that includes
the Offer SC(s) 641 of rise 3a Content 113 item(e) being retransmitted. The
Transaction SC(s) 640 is sent to the lend-User l3evice(s) 1G9 wed the
identical steps as for a purchase transactida are performed by the
End-User(s). If the End-User Devices) lG9 has a scrambled key~(s) in the
key library for the Content 113 itern(s) undergoing retranemissi~t, that
the Transaction 5C(s) 640 includes infaayttation that inswcts the Ead-Uscr
Devices) 1G9 to delete the scrambled key(s). la the case whore the
Clearinghouses) 105 handles the fiaanctal setttemeat of Content 113
purchases, the 3$ Electronic Digital Cante~nt Stores) 103 includes a flag
in the Transactipn SC(s) 640 that is carried forward to the   .a~~-yC-VVy
Ciearinghouse(a) 105 in the Order SC(a) 650. 'lbe Clearisghouse(s) 105
interprets the flag in the Order SC(s) 650 and proceed with the transaction
without charging the End-1:1$er(s) for ltte purchase of the Content 1 I3.
YIIL CONTENT )PROV)mER 5 ~1" Overview The Contest Providers) 101 izt the
Secure Digital Content 6Jc~tronic Distribution System 10U is the digital
content label or the entity who owns the rights to the Content t 13. The
rate of the Content 1'rovider(s) I01 is t0 prepare the Content 113 far
distribution and make informauoa about the Contest I 13 available to
Liectronic 10 Distal Content Stares) 103 ar retailers of the dovurtlaadabla
elecuonic versions of the Contest I 13. To provide the utmost security and
ri~tF control to the Content Pravtder(s) 1U1, a sc,~ri~ of fools arc
provided to doable the Content Providt:r(s) 141 to prepare and securely
package their Content I 13 into SC(s) at their premises so that the Content
113 is secure when it leaves the Content Provider(s)' 101 domain and never
expoced dr accessible by unautiaorized parties. This allows Guntent 113 to
be freely diStribuled lhraubktaut a non-secure network, such as 15 the
Internet, without fear of exposure to hackers or unauthorized partic"v. The
end gds! of the tools far the Content Provider{s) 101 is to prepare and
package a Content 113 such as a song or series of songs into Content SC(s)
630 and to package iafnrmation descritaing the song, appeaved uses of thie
song (content Usage Conditions 517), and promotional ittformstion for the
song into a Metadata SC(s) 620. To accomplish this, the following set of
tools are provided: 20  Wot'k Flew Manager I54 - Schedules processing
activitie,4 and manages the cequit'ed sytlchronization of processes.
Content ~t'ocessing Tools 155 - A rolleetion of tools to control Contest
113 file preparatiarl including Watermarking, Preprocessing (foe an audio
example any required equalization) dynamics adjusttttent, ar re-sampling)
encoding and compression. 2S  Metadata Assimilatiam and Entry Tool 161 - A
collection of tools used to gather Coa~tent 113 description information
from the Database 160 of the Cruttent Providers) andlor third party
database or data impart $1e9 andlor via pperatar interaetton and provides
means for specifying content Usage Candit(pns 517. Also provided is an
itrlerfaee far capturing or extracting content such as digital audio
ccmtent for CDS ar DDP files. A Quality Gantrol Tool enables to preview of
prepared content and metadata. Any corrections 30 needed to the metadata or
resubmission of the content for further prcx:essing can be conducted. SC(c)
Packer Tool 152 - Encrypts and paekagas a11 Content 113 and infarmatioa and
galls the SC(s) Packer to pack into SC(s). Content Disperserrtent 'Tool
(oat shown) - Disperses SC(s) to designated distribution centers, such as
Content Hosting 5ite(s) 111 and Electronic Digital Coatenl Stores) 103. 35
~  Content Prorrtotioa~s Web Site 156 - stores Metadata $C(s) 620 and
optionally additional promotional material for download by attthorixed
Electronic Digital Contest Stores) 103.   b0 $. Work Flow Mans$et' 15a 



The purpose of this tc~oi is tn schedule) track, arad madage Content 7I3
processing activities. This application enables mufti-user access as well
as allowing scheduling of Content 113 and status cbeckittg fiam 5 remote
locations within the Intranet or extranet of the Consent providers) 101.
This design also allows for collaborative processing where multiple
individuals cart be working on multiple pfece.c of Content 113 in parallel
and different individuals can be assigned sptxific responsibilities and
these individuals t:an be spread throughout the world. xurr~ing now la FIG,
8 is a block diagratxt of the major processes of the work Flow Manager 154
Corresponding to FIG. 7. The major processes in FiG. 8 Summarizes the
Content 113 processing functions provided by the tools described in this
section. The Work Flow Manager 154 is responsible or feeding jabs to these
processes and dira;ting jobs to the next required process upon co~opletian
of its eurrtctt process. This is aGt:orrKplisbed through a seriev of
Application Programming Interfaces (AfIs) which each processing tool calls
to:  rerrieve the next job to process 1 S ' indicate successful earnpletipn
of a process indiCete unsuccessful Completion of a process acrd reason for
the failure provide interim status of a process (to allow initiation of
luoc~ces that require only partial completion of a dependent process)  add
comments to a product which are made available to thv dexigratal prc>cessc,
2d The Work Flaw Manager 1S4 also has a user interface, an exarnpla Work
Flow Manager User Interface 700 is illustrated is FLG. 7 which provides the
following functions: a configuration panel to allow specification of
default values and conditions to be assigned and performed during various
stages of prncessiag customization of the work flow rules and autoatated
processing flows 25 - job scheduling  status Queries acrd reports add
comments err iristructians for a jab aSSOCiated to one or more prooesees
job tnartagement (i.e. suspend) release) remove, changt priority (order of
processing)) Irach proems has a queue associated with it managed by the
Work Flow Manager 154. Ail processes 30 requesting jabs from the Work Fiow
Manager 154 results it1 the Work Flaw Manager 1S4 either suspending the
process (tool) in a wait state if there ate rao jobs Currently in its
associated queue or returning to the process all inforrt>ation about the
job needed to perform its respective pracCSS. If a process is susp~tdad in
a vt~ait state, it resumes pracessid,g when a job is placeal oct its queue
by the Work Flow Mana$er 154, The Work Flow Manager i 54 also manages the
flow err order o processing based on a act of defined ruses. ~5 These rules
can be customized by the Content Provider{s) 1d1 if it has special
processing requirements or configures specific defaults rules. When a
proeesS reports completion of its assigned task, it qoti$ee the Work   -~ f
v~VV7 61 Flow Manager 154 of this status and the Work Flrnv Manager 154
decidrs what queue the job gets placed on next based oa the definer! rules.
Cotrtnrteats indicating special haodliag instructions or notices may also
be attached to the product at any of floe processing steps via either the
pregramrning Al?l w manually through the Wark 1=tow Manager User 5
Iaterfece 700 or processor interfaces. 'Ihe processes in the Work Flow
Manager 154 are implemented itt lava in the preferred embodiment but 



other pragramznittg languages Such as CIC++) Assanbler and equivalent can
be used. h Should be understood that the prUCesSes described below for the
Wtyrk Flow Manager l54 can run an a variety pf hardware; and suRware
platforms. The Work Flow Manager 154 as a complete system ur as any of it'r
canstitutv prcx:essrc may be 10 distributed as an applit;ation program m a
computer readable medium including but eat limited to electronic
distribution such as the web or an floppy diskettes) CD RAMS and removable
hard disk drives. Turning now to FIG. B is a block diagram of the major
processes of the Werrk Flow Manager 154 corresponding to FIG. 7. The
following sections summarize each prcx~ss and describes the infc~rrnation
or action reqmred by each process. 15 products Awaiting Actionllnformation
Process 801 lobs ate placed on specifte proeevses queues once all
information rt~quired by that proems is available and the job has alre2dy
successfully completed ail dvpertdent processing. A special queue exists in
the Work Flow Manager 154 which is used to hold jobs that are not currently
available for processing due to missing itaformatioo or a 20 failure that
prevent further processing. These jabs are placed in the Products Awaiting
Aetionllnfon rattan Process 80l queue. Each job in this queue has
associated status to indicate the action or information it is waiting on,
the last process that worked on this job, and the rxext procesa(es) this
job is queued to once the missing or additional informatiozx is provided or
the required action is successfully completed. Completion of any process
causes the Work Flow Madager 154 to check this queue arid dcderminc if any
25 job itt this queue was awaiting the completion of this process (action)
or information provided by this process. If so, that job is queued to the
appropriate proeesc queue. 2. New Coatent Request Process 8U2   5>J~-~~-oo~
62 x'he Cosltent Pravider(s) 101 determines those products (f~ example, a
product tnay be a soap or a collection of song) it wishes to sell anal
deliver electronically. The initial funetiota of the Work i=1ow MaDager l54
is to eaabie an operator to identify these products and to place them on
the queue of the New Content Request Process $02. The Content Providers) 1
Ql may specify through conftguratioa options, what information is 5
prompted for on the product selection interface. Enough information is
entered to uniquely identify the product. Optionally) additional fields
tray be included to request manual entry of the infortrtatiou required to
initiate the audio proerssing phase in parallel with the metadata
acquisition. if not provided manually) this information can optionally be
retrieved from default configuration settings or $am the Database 160 of
the Content Provider(s), obtained in the first stage of Metadata Processing
as in Automatic Metadata Acquisition Process li03. The makeup 10 and
capabilities of the Content 113 in the Database 16U of the Content
Frovider(s) determines the t:ontent selection process. If the required
irtfarmatiott needed to perform a query td the Database 16U of the Content
hrovidcr(s) 1 U 1 is specified, the job is processed by the Automatic
Metadata Aoquisitioo Prcxess 8U3. In a magic embodiment, to properly
schedule the product for audio processing, the praduut'S genre acid the
desirt~! crna~pression l~wcls are 15 specified as well as the audio PCM or
WAV filenarnc(s). This information may be entered as part of the product
selection process dr selecaed via a customized query interface or Web
browser furtelton. Specifeatiort of this information enables the product to
be scheduled for content prctc~sing. The product selection user interface
pruvid~ an option enablinb the operator u~ specify whether the product can
be released fur prcx:ess~ng or whether it are held Pending tiinher
information cotry. If held, thc,lob is 20 added to the queue of the New
Content Request Process SUB awaiting further action to complete data cratry
and/or release the product for processing. Once the product is released,
the Work Flaw Manager 154 evaluates the iafotmatiot~ specified and
deternunes which processes the job is ready to be passed to. tf adequate
information is provided to enable as automated query to the Database 160 of
the Content Provi;der(s)' l OL) the job is queued for Automatic Metadata
Acquisition Process 803, if the database rnapping table 2$ has not becx~
cotiEgured far the Aucacnatic Mctadata Acquisition Process 8U3, the job is
queued far Manual Metadaca Entry Process 804 (see Automatic Metadata
Acquisition Process 8U3 section for details on the Database 



Mapping 'fable). if the required general information for audio processing
and the specific irifortnation required far watermarking is specified, the
jAb is queued for Watermarking Process 808 (the first phase of content
processing). 30 If any of the required iafortnation ig missing when the job
is released, the job is queued to the queue of the Products Awaiting
Actioallnformatian Process 801 elorig with status indicating the
inforttt$tion that iR mivaing. If the status indicates that the filename of
the Ca~nteat 113) for example uuhere the Content 113 is audio and the PCM
or WAV tile is missing) this may indicate that a capture (or digital
extraction from digital medi&) is required. The audio processing functions
require that the song files be accessible via a standard file system 3$
i,aterface. If the songs are located on external media or a file system
that is not directly accessible to tape audio processing tools) the files
are first be copied to an accessible file system. if the songs are in
digital format but on   SE9-9$009 63 CD or bigital Tape, they are extracted
to a file systan accessible to the audio processing tools. Once the files
are accessible) the Work haw lvtanager User interface 704 is used to
specify or select the path and filename far tJ~e job so that it oan be
released to the watermarking process, assuming al! other information
required for watermarking bas also been Specified. 5 3. Automatic Metadata
Acquisition Process 8U3 The Automatic Metadata Acquisition Prac~c 803
performa v serie,9 of queries to the batabase 160 of the Content Providers)
101 or a staging database where data hoc been imported, in an altt,rnpt to
obtain as mucb of the product information as possible in an automated
fashion. The Autcunatic; Metadata Acquisition Process 8U3 10 requires the
following information prior to allowing items to be placed on its queue:
database mapping table with adequate informatityn to gaieratt queries to
the DaLabasC I60 of the Content Prcwider(s) I01 product information
required to perforn~ queric~ adequate product inuformatic>n to uniquely
define product 15 An automated query is perfortued to the Database 164 of
the Content Providers) 101 to obtain the information necessary to, process
this Content 1 i~. For example, if the Content 113 is music) the
information neaded to perform this query could be the album name or may be
a UDC or a specific album or selectictt~ ID as defined by the Content
Pravider(s) lU ( _ Of the iraformation to be obtained, some is designated
as rs~uired (see the section on Automatic Metadata Acquisi titxt Prtxesc
8p~ for details). if all required infot~rnatian is obtained, the job 20 is
next queued far Usage Conditions ?rc~ess 8p5. If any required inforrttation
is missing, the song is queued for Manual Metadata 1~ntry Process 804. If
any jobs in the Products Awaiting Aetionllnformation Process 8U1 queue are
vt~iting for any of the information obtained in this step, the jobs status
is updated to indicate that it is no laager waiting for this information.
If that job no longer has any outstanding requirements, it i~ queued tn the
next defined queue. zs 4. Manual Metadaca >~ntry Pttxress RU4 The Manual
Metadata Entry Prcxess 8U4 provides a means for an operattx to eater
missing information. It has no dependencies. Once all required information
is specified, the job is queued for Usage Conditions Process 805. 30 5.
Usage Cand~tions Process 8U5   



S~9-9$-0q9 64 The Usage conditions Process 80S allows specification of
product uses and testrietions. The Usage Conditions Proc~,a 8t)5 may
require soave metadata. Upon completion of Usage Conditions
speeiftcatictns, the job is Gligsblc; to be queuod for Metadata SG(s)
Creation hraccss 8U7 unless the Supervised Release Process $06 option has
been requested as is coa8gured as the default in the Work Flow Manager 154
rules- In that case, the job is 5 queued for Supervised ttelease Process
$06. )9eforc queuing to Metadata SC(s) Creation 1;'rtxess 807, the Work
Flow Manages 154 will first a9sure that all dependencie.Q for tlxat process
have been met (see below). If not, the job is queued to the Products
blwaiting Action/Infonnation Process 80I, 6. Supervised Release Process 806
1. ~ The Supervised Release Process $06 al laws a quality check and
validation of information spec:ifiod for the digitat content product. It
does not have any dependencit~. Comments previously attached to the job at
any stage c~f the processing for this prptluct can be reviewed by the
Supervisor and appropriate action taken. After rEviewiug all information
and Comments) the Supervisor has the following options: approve release and
queue ttte product for Metadata SC(s) Creation Process 8t)7 15  modify
andlor add information and queue the product for Metadata SC(s) Creation
Process $07 - add comments to the job and re-queue for Manual Metadata
En~ry rrcxesc 804 add t:amttients and queue the job to the queue fc~r
Products Awaiting A,ctiorJlnformation Process 801 7, Metadata SC(s)
Creation Process BU7 2d The Metadata SC(c) Crca~ion Prcxnss 8t17 gathers
together all tho infcrnnaticm collected above as well as tuber information
roqutred fur the Metadata SC(s1 62t1 and calls the SC(s) PacSccr froc;evs
to create the Metadata SC(s) 62U. This tool requires tEae following a.5
input:  the required metadata the usage conditions 25  the encryption keys
used in the encryption stage of all quality levels for this product This
last dGpender~cy requirec that the associated audio objects completed the
audio prc~ecsing phase before the Metadata SC(s) 624 cyan be created. Upon
completion of the Metadata SG(s) Creation Process 807, the job is queued to
either the queue for Final Quality A,~curance Prods 813 or Content
Dispersemeut Prods 8i4 boson nn defined work flaw rules. 30 8.
Vrlatertnarking ~'rot:ess 8Q8 The Watd'marking Process 8U8 adds copyright
and other information to the Content 113. For an embodiment where the
Content 1 l3 ie a song, dais tool requires the following as input:  song
fileaame(s) (multiple filenames if album) 35 ~ watemtarkiag instructiops
watermarldag parameters (information to be included is the watemtark)
5E9-9$-OUP 65 Upon completion of the Watermarking process 808, the job i$
queued for Preprocessing and Compression Process 809 if its required input
is available or otherwise queued to the Products Awaiting
Actioallnforntation Process 801. 5 4. preprocessing and Compression Process
809 



The freproc~sing and Comprccsion Process 809 encodes the Content t l3 to
the specified cotnpresslan lcwel performing any required hrepr<xessing
fret. Queuing a jab to (his queue actually create multiple queue entries, A
job is created far each c:owprassic~a level of the product desired, T'he
encoding processes caa be performed in parallel on multiple system.. This
tool requires the following input: i 0  ~ watermarked content filenames)
(multiple filenames if Content 113 is an albtun) quality levels far product
(could be preconfigured) compression algonthm (could b4 precont`tgured)
product gears (if required t5y preprocessor) Upcm completion of the
encoding process, the jabs are queued to the Content Quality Central
process 81U l 5 if configured by the work flaw rules, if not, the jobs are
queued for Encryption Process 81 l . If third patty providers of encoding
tools do not provide a method to display the percentage of the Content 113)
such as audio, that has been processed ar a method to indicate the amount
of Contea~,t 113 that has been eWOded as a percentage of the entire
selection of Content 113 selected, in F1G. L i there is shov~rt a flow
difygram 1100 of a method to determine the encoding rate of Digital Content
far the Content Preprocessing and 20 Compression tool of FIG. $. The method
begins with the selectioat of the desired encoding algorithm avd a bit
rate, step 1101. Next, a query is made to detesnvnt if this alpatithm and
ulCOding rate has a previously CalculatOd rate ~etar, step 1102. The rats
factor is the factor used to determine the rate of eampressiau for a
specific eaeadiu~g algarithrrt and a specife bit rate. If no previously
calculated rate factor is stared, a sample of the Cauteat 1 i 3 is encoded
for a predetermitaed amount of time. The predetermined period of time in
the preferred 25 embodiment is a few seconds. This rate of encoding far a
predetermined period of time is used to calculate a near rate factor
R~,Et,~. Calculating a new rate factor l~vrw knoming the amt~unl of time
and the amount of Content 113 encoded is Ftt,,ew = (length of pigital
Content encaded)/(amount pf tithe)) Step 1108. The CanlL`Itl 11 J is
encoded and the encoding status is displayed using the previously calculate
rate factor Rr,Ew, step I 109. This trtCOding rate cwr ItNEw is then
stcrred. `(ep I I U7, far future use for this encoding algorithm and
cnc4ding bit rate. if the 0 selected algorithm HAS a previously calculated
rate factor RsroaFn, step I IU3. The Content 113 is encoded and the
progression displayed using the previtru.ly Calculated rate facu~r R~TU,un.
step 1 I t?4. in the meantime, a current raft factor, 11~"".~" is
calculated for this selected algorithm attd bit rate, step 1105- This
current rate factor R~,~~" is used to update the stared rate factor Rh,Ew =
AVERAGE 0f (R~TO~e + lt~uw~,e~rr), step 11U6. The iterative update of the
rate factor enables the determination of the encoding rate to become more
and more accurate with each 35 subsequent use far a particular encoding
algorithm and bit rate. The new rate ltr,ew is then stored for future use,
lv~r-lri-009 fib step 1107. The updating of R~o,e~n may not be made if the
current rate factor R~~"r" is out range for the previously stored rate
factor o~n by a even range or threshold. The display of the encoding status
can then be presented. The encoding status includes along with the Current
encoding rate, the display of the percentage of the tpcal Content 113
displayed as a progression bar based ari the eatcoding taste and the total
lea~gth of the file for the Content 113. The encoding status can also
include the time ret't'klining for the ericodittg. Tae time temaiping for
the encoding can be calculated by dividing the encoding rate calculated
Iicu~M by the total length of the file far Content 113. The encoding status
can be transferred to another progsm that may invoke the calling process,
This can help supervisory progamc to ancoditig or eo-dependent programs on
encoding be operated and be hatched for prcx~sing mare efficiently. It
should be 10 understood, in an alternative embodiment) that encoding can
include the slap of waterrru~rking. '10. Content Quality Control process
810 The Content Quality Control Process 810 is similar in function to the
Supervised Release Process 80b. It is ao optional step allowing Someone to
validate the quality of the content processing performed thus far. This has
15 !lo dependencies other than camplerion of the Watermarking Process $08
and the Cncodirig ptution of the Preprocessing and Campregsiun Process 809.
U~o completicm of the Content Quality Control Process 810 the following
options are available: the jobs Can be released and queued for Encryption
Proc~;,~s 811. conunt,'ntS can be auaehed and cute or more of Ibe: jubs
re-queued fur Prcrircx:msing and Cotttpreasion 20 tirucGSS 809. The la,t
option toquiraw that the unenu>ded watermarked versicm of the song file
remain available until after Content Quality Caotrol Prc~ess 810. 11.
EttCt'yptiop Process $11 25 The >ruCryptiots Process 811 Calls the
approptiate SoCure Digital Content Electronic Distribution ltigixts
Management function to encrypt each of the watermarkedlencodvd song film.
This process has no dependencies other than completion of all other audio
prpe~sing. Upon completion of the Encryption fraceras $11 prOCevss, the job
is queued for Content SC(s) Creation Process 812. 30 )2. Content SC(s)
Creation Process 812 



The Conttttt SC(s) Creaticm Process $ l2 Process may require same rnetadata
files to be included in the Content SC(s) 630. If files other than the
C~nteat 113 are required, the files are gathered and the SC(s) Packer
Process is called to create a Content SC(s) 630 for each campresvion level
of the Content 1 l3 (e.g. a song) creatal. Upon completion of the Content
SC(s) Creation Process 812, the song is queued to either the Final Quality
~ 5 Assurance Process 813 or Content Dispetsement Process 814 queue bastd
on defwned work flow rules.   S~9-9$-009 b7 13. Finial Quality Assurance
Process B13 Final Quality Assurance Process $13 is an optional step that
allows a cross reference check between the asspciated lvletadata and
Goritent SC(s) 630 to verify that they match up correctly and that alt
inforrnatipn and Content 113 contained therein are correct. Upon completion
of Final Quality Assurance Process 813, the jobs are 5 queued for Content
Dispersement Process 814. If a problem is found, the job in mast cases has
to be re-queued to the failing stage. Rework at this stage is much ntore
costly since tht product has to gd through re-encryption and repackin,~; in
addition to the reprtxessing required to cttrrtxt the problem, h is highly
reCOmmended that the prior assurance stages be used to assure the qualtly
of the Content 115 and accuracy and completent;ss of the information. to
14. Content Dispersemertt process $14 The Content Disperscmenl pruc;ess 814
Process is responsible for transferring the SC(s) to the appropriate
hosting sites. After the successful transfer of the SG(s), the job
eorripletioo status is logged and the job i$ dtleted from tb,e queue. 1f a
problem occurs in transferring the SC(s)) after a defined number of
retrie.5, the jab is flagged 15 inn the WorJcflow Manager Tool 154 as
having failed along with the error encountcrod. 15. Work Plow Rules The
Work flow Rules for SIG. 8 operate in three major sysKerns as follows: 2a
A;Work Ftow Manager Tool 1541.New Content Request Process 8022.Pcoducts
Awaiting Actionllraforrnation Process $O13.Final Quality Assurance Proees.s
$134.Contt~t Dispersement (and NotiF~cation) Process 81425 B:Metadata
Assimilation and F_ntry Tool 1611.Automatic Matadata At:qui~ition Procacs
iStl32.Manual Metad&ta Entry Process 6U43.Supervised Release Process
8I764.Mclada.la SC(s) Creation Pr(1~:LSi 8t)7 3U C: Coolant Processing
Tools l55 1. Watermarking Process 8U8 (requires copyright data) 2,
Preprocessing and Compression Process 809 3, Content Quality Control
Process 810 4. Encryption Proctss 811 5. CaAtent SC(s) Creation Process $12
SE9-98-009 68 Work Flow Tht Corttetxt 113 selection operator inputs a new
product and it starts out queued onto A1 (New t"ontent Request Process
802). $ A1: When tics Coatcnt 113 selection operator releases it to the
Work Flow Manager Toll 154) then it gets queued ants S1 (the Automatic
Ivletadata Acquisition Process 803). A2; coming from step 101 (the
Automatic Metadata Acquisition Proce.QS 803), or step )g2 (Manual Metadata
Entry Prac~s 804), 



yr step B3 (Supervised Release process 806) 10 an its way to step Before
(the Metadata SC(s) Creation hrocesa 8()7) [ needs the encryption keys ),
corning from step Before (the Metadata SC(s) Crealian ProceSS 807) on its
'way to either step A3 (the Final Quality Assurance Prcxcs, 813) ar Step A4
(the Content Dispcrsement Process 8I4) 1$ [ needs the Ct7nLLn1 SC(s) 63i)].
cotrranl; from step C1 (the Waletmarking Proce,SS $OR) an its way to step
C2 (the preprocessing and Cumpre~aion Process 809) [ needs the mctadata for
Preprcvc~sing and ComprGSSion Process 8091. corning From step C4 (the
Bnctyntion Process 811 ) 20 un its way to step C5 (the Content SC(s)
Creation ProceSS 8l2) [ needs the ntetadata far C~pntent SC(s) 630 Paekiag
J. coming from step t~5 (the Content SC(s) Creation Ptocesc 812) on its way
to either step A3 (the Final Quality Assurance Prae~s 813) or step A,4 (the
Ccotent Dispersement Process $14) 25 [ needs the Metadala SC(s) 620 ]. A3.
After stop A3 (the lrinal Quality Assurance Prt~c;ess 813), p~laCe onto
queue lg2 (Manual Metadata Entry Process 804), or place onto queue B3
(Supervised Release Process 806), ~r place irno queue as required by the
quality assurartce operator. ~U A4: After step AA (Content Dispersement
Process 814), the Work Flow Manager Toui l54 is done for this product. >Bl;
After step B>< (the Aulatnatic Metadata Acquisition Process $03), if the
metedata needed for step Cl (the Walern~arkictg Process 80$) is present)
theat place au entry 35 representizrg this product onto queue Cl. (do tlae
following logic also)   S~9-98-009 6g if either 1- atay required metadata
is missing, or 2- there ate cocn~meatS directed to thte matlual metadata
providers, then also place the product unto queue B2 (Manual Metadara Entry
Process 8b4), else if supervised release was roquestod for this product,
then place the product onto queue 83 (Supervised Release Process 806). else
if the product Gas all the infc~rmaticu~ from the Content Processing Tools
155 for a!1 of the requested quality levels, then place the product onto
queue Bet'orc (the Metadata St:(s) GYeation Process 807). el5c flag the
product as needs the encryption kcyfi and place the product onlo queue A2
(Products Awaiting Actiort/lnformaticyn Process 8U l ). 



10 B2: puring step 82 (Manual Metadaut Entry Process 8tlA), if step C1 (the
Watermarking Process 80$) has not been done and the metadata needed fcv
step CI is present) then place an entry representing this product onto
queue Cl. (do the following logic also) if mctadata needed for step C2
(tht: Preprpcessing and Compression Process $U9) just beeaa provided, 15
then (do the following logic also) if 11l the metadata that can be gathered
by the Metadala Assitxtilation and Jrtttry 7"00l 161 is present) theta if
supervised release was requested for thin product, then place the product
onto queue H3 2~ (Supervisod Release Prods 806) else if all the information
from step G4 (the Encrypticm L'rocess 811) of the Content Processing Toolq
t55 is present, then place this product onto queue Before (the Metadttta
SC(9) Creation Process 8U7) 25 else flag the product as needs the
encryption keys and place this product onto queue A2 (Products Awaiting
ACtiott/lnfprmatictn Proccs~ 801 ). else if the metadata provider requested
a forced suhervisod release, then place the prcxluct onto queue H~
(Supervised Release Process 8t)H) 3~ else do nothing (keep the product on
queue Z (Manual Metadata l;ntry Prncecs 804)). B3: During step B3
(Supervised l;Ielease Process $06), if this operator is sending the product
back to step B2 (Manual Metadata Entry Process 804), then place the product
an queue g2. else if this operator released the product, then   s~9-9$-oag
70 if a11 the inttormatian from step C4 (the Encryption Process 811) of the
Content Processing Tools 1S5 is present) then place this product onto queue
Hefore (the Mdadate SC(s) Creation Process) else flag the product as needs
the encryption keys and place tb,is product auto queue A2 (Products 5
Awaiting Actiou/Inforrrtation Process B01 ). else the product retttains on
queue B3 (Supervised Release Process 8O6). Before: After step Befoxe (the
Metadat~ SC{s) Creation Process 807), 



flag the product Metadata has been packed . if a11 the {productlquality
level) tuples have been packed, then la if the Content Providtx(s)' 10I
configuration specifics C)uality Assort the SC(s), then place this product
auto queue A3 (the Final Quality Assurance Process $13} else place this
praduet ootp queue A4 (the Content Disper:,ement Process 814). else flag
the product as needs the Content 113 SG(s) and place this product onto
queue A2 (Products Awaiting AetionlInfomnation Process 80l). IS C><: After
step C1 (the Watermarking Proeecs 808), if the metadala needed far step C2
(the Preprocessing and Campreasion Process $09) is present, tb,en create an
entry for cash (praduct/quality level) tuple and place them onto queue CZ,
elce flag the produtt as needs the mctadata for PrepracessinglCampression
and place this product ante 20 queue AZ (Products Awailirlg
Aclion/Informaiion Process 8()1). C2: After step Cz (the Preprocessing and
Compression Process 809), if the Content Provider(s)' l01 conflguratian
specifies Content Quality Catttrai Process $10 , then place tkt,is
(produetlquality level) tuple onto queue C3 (tbe Content Quality Control
Process 810)) else place this (produedquality level) tuple onto queue C4
(the Encryption Process 811). 25 C3: After step C3 (the Content Quality
Control Process 810), then place this (productlquality level) tuple onto
queue C4 (the l~tcryption Process 811 ). C4: After step C4 {the Encryption
Process $11), provide the needed information (i,e., the Symmetric lCey b23
generated by the Procesfi and used to encipher the Content 113) to the
Metadata Assimilation and Entry Tool 161. 30 iF all the rnetadata that's
required for the Conteet SC(s) 630 is precept, then place this
(producrJquality level) tuple onto queue CS (the Content SC(s) Creation
Process 812), else flag the product as needs the metadata for content SC(s)
630 Packing and place this (produetlquality level) taple onto A2 (Products
Awaiting Aelionllnformation process 80l ). C5: After step C5 (the Content
SC(4) Creation Process S l2)) 35 flag the quality level the Got~tent 1 i3
at this quality level has been packed . if all the (praductlquality level}
tuples have been packed, then   



SE9-98-009 71 if the pradua is Nagged Metadata has been packed , then if
the C~lte~t Provider(s)' 10I configuration species Quality A9stue the
SC(s), then pl$ce tbas product onto queue A3 (the Final Qualify Assurance
Process 813) else place this product onto queue A4 (the Content
Dispersement Process 814) 5 else flag the product as needs the Metadata
SC(s) 620 and place this product onto queue AZ (Frdducts Awaiting
Actidn/Infotmatiaa Process 801 ) else (all the (productlquality level)
tuples have not been packed) do nothing (another (productJquality level)
tuplC triggers an action). 10 C. l~etadata AssRmilaHdn and Entry'>('ddl
Metadata cotasists df the data describing the Gvnlent 113 far example in
music) title of the recording) artist, authorlcomposer, producer 2~td
length of recording. The fallowi~og description is based upon Content 113
being music hut it slaoutd be understand by those skilled in the art that
other content types e.g.) video, pragams, tnuitimedia, movies, and
equivalent, are within the true scope afro meaning of the present
invention. 15 This Subsystem brings tagaher the data the Coz~tetat
Frovider(s) 101 provide; to the Electronip pigital Conttnt Stares) 103 to
help promote ttte sale of the product (e.g., for music, sample clips by
this artist, history of this artist, List of albums oa which this recording
appears, genres associated with this artist and/or product), the data the
Content Providers) 1(11 provides to the End-Users) with the purchased
product (e.g., artist, producer) album cover, track length), and the
different purchase options (the Usage Conditionv ,~ 17) the Content
Providers) 20 1p1 wants to offer the End-User(s). The data is packaged into
a Metadata SC(s) 620 and made available to the Electronic Digital Caotetnt
Stores) 103. Tn accomplish this, the following tools are providdid:
Automatic Metadata Acquisition Tool Ivlartual Metadata Entry Tool - Usage
Conditions Toal 25 ~ Supervised Release Tool These tcx~ls enable Cnnicnt
rrav~de:r(s) I t11 to implement the prcx:~,~sses described above far Work
Flaw Manager l54. Tools described here are a toolkit based on Java in the
preferred erttbodiment hut other programming languages such as GC++)
Asvembler and equivalent can be used. 30 1. Automatic Metadata Acquisition
Tool   SE9-98-009 72 The Automatic Metadata Acquisition Tool provides a
user the ability to implement the Automatic Metadata Acquisition PCOCGSS
803 dCSCribed abo~re. The Autoarratic l~etadata Acquisition 'fool is used
to access the Database 160 of the Content Etovider(s) 101 end to retrieve
as much data as possible without operator assistance, Coif guratian methods
are available to automate this process. The Content Providea(s) 101 can
tailor the default 5 metadata template to identify the types of data this
Content Providers) 101 waluts to provide to Ettd- Users) (e.g., cott~poser,
producer) sidemctl, track length) and tf~e types taf p~,COtriotianal data
dxe Content Providers) 101 provides to the Electrotlic Digital Content
Stores) 103 (e.g., for a music example, sample clips by this artist, a
hinory of this artist, ttae list of albums on which this regarding appears,
genres associated with this artist)- '!C'he default metadata ttmplate
includes data fields which are required by the End-Ustr DeviCE(s) 109, data
fields which can be 10 optionally provided to the End-User Devices) 109 and
a sample set of data fields, targeted to the Electronic Digital Content
Stores) 103, that promote the artist, album, andlor single, To extract the
template data fields from the Database l60 of the Content Provida~(s) 101
the Automatic Metadata Acquisition Tpol uses a table that maps the type of
data (e.g., eOtripacer) producer, a biography of the artist) to the
location vuithin the database where the data can be found. Each of the
Content Provider(q) l01 heap 15 specify that mappitag table for their
environmctat. The Automatic Metadata Acquisition Ttxrl uses a metadata
template of the Content Providers) 10I and mapping table to acquire
whatever data is available Eom the i~atabases 160 of the Content Providers)
101. 1"lre status of each product is updattd with the result of the
Automatic Metadata Acquisition hroeess 803. A product which is missing any
required data is queued for Manual Metadata Entry Process 804, otherwise it
is available for 2D packing into a Metadata SC(s) 620. 2. Manual Metadata
Exttry Tool The Manual Metadata Entry Took provides a user the ability to
implement the Manual Maadata Entry Process 804 des4ribod above. The Manual
Metadata Entry Tool allows any proptrly authorized operator to provide 



~5 the missing data. If the operator determines that the missiAg data is
unavailable, the operator can attach a comment to the product arjd request
supervised release. The Content Providerfs) L01 may require) foe quality
assurance reasons) that the product undergo supervised release. Orate all
the required data is present, and if supervised release ha.R not been
requested, then the product is available for packitxg into a Metadata SC(s)
b20. 30 3. Usage Conditions Tool The Usage Conditions Tool provides a user
the ability to implement the Usage Conditions Process 805 described abpve.
The process of offeritrg Content 113 for sale or rent (limited use), using
electronic delivery, involves a series of business decisions. 'I3re Content
Isrovider(s) 1U1 decides at which c;4rtlpression levels) the Contest 113 is
made available. Then for each compressed encoded version of the Content
113, one or more usage ~5 Conditions are specified. Etch usage coudttion
defines the rights of the End-IJser(s), acrd any restrictions on the Eud-
User(s), with regard to the use of the Content 113.   s~~-~~-oa9 As part of
Cotatent Processing Tools 15S, a set of usage conditions (End-Users) rtgbcs
and restrictions) is attached to the product. A usage condition defines: 1.
the compressia>a encodad version of the Content 113 to which this usage
condition aprilics. 2, the type of user covered by this usage condition
(e.g., business, private Consumer) 3. whether this usage condition allows
for the purchase or the renttil of the Cfintent 113. For a rental
transaction: the measurement unit which is used to limit the term of the
rental (e.g.) days, plays). the number of the above units after which the
Content I 13 will na longer play. trot a purchase transaction:  the
nttrn,ber of playable copies 111e End-Users) is allowed to make.  onto what
kinds of media can helshe make those copies (e.g., CD-R.ecordablc (CD-R),
MiniDisc. Personal Computer). 4. the period of time during which the
purchaselrtntal transaction is allowed to occur (i.e.) au End-Users) can
purcharelrent udder the terms of this usage condition ~ after the
begitxtxing availability date and before the last date of availability). S,
the countries from which an End-Users) can transact this purchase (or
rental). 6. the price of the purehase/rental transaction under this usage
condition 7. the watem~arking parerrtelers. 8, the types of events which
require notification of the Clearinghouses) 1 U5. An Example of a Set of
Usage Conditions The Content Provider{s) t O1 may decide to test the North
American market's acceptance to the re-release of the children's song by s
popular children's vocalist during the fourth quarter 1997. The test will
make the soap available in two differt~t eompressipn encoding versions:
3ti4Kbps end 56Kbps. The 384Kbps version can be bought (and one copy made
onto MinlDisc) or rented (for two weelc~), while the 56Kbps version Can
only be bought (and ao copies made). The watermarking instructions is the
same for any purchaseJrartal, and the Content Providers) 101 wants the
Clearinghouses) 1 U5 to wunt every copy made. This would create Usage
Conditions as fpitdws: ~L.Tsa a Condition 1Usa a Condition 2Usa a Condition
3compressed encoded version384tCbps3&lKbs56Kbpsof userrivate consumer'vote
consumerrivate consumert a of traasactionurchaserentalurchase__
availability dates1 Oct 1997 - 31 Dec 19971 Oct 1997 - 31 Dec 



19971 OCt 199'1- 31 Dec 1997   SEA-98-Q09 74 Usa Condition 1Usa a Condition
2Us ~e Condition 3Compressed encbded Yer9i0tt3$4Kbps38aKbsS6Kbpsa of
userrivate Consumerrivate catzsumerrivate consumert P,
OftT$n$aCtlQnpWCb89Crectalurt:baSCavailability dates1 t'Sct 1997 - 31 Dec
19971 Oct 1997 - 31 Dec 199'71 pct 1997 - 31 Tlec 1997countriesUSA and
CBnetdaUSA and CanadaUSA and Canadawatermarlunstd.std.std.not' ' g eventsc
actionnonenaaentttxtber of Copies100onto what medi$MictiDiscnot a
livablenot a liCableterm afreatalnot alivable14 danot a liCablerice>ariee
1Price 2price ~CountriesUSA and CanadaCl'SA and CanadaUSA and
Canadawatertnarkinstd.Std.std.noti tt eventsea ~ actionnonenonenumber of
copies100onlo what mediaMiniDi$C:not a licab~enot ap livableterm of
rentalnot a ticable14 da snot a livablepricefric;t 1Price 2Price 3 4. Parts
of the Metadata SC(s) 620 Sclow are some of the kinds of data that the
Metadata Assimilaticm and Entry Tool 161 gathers for 5 inclusion into the
Metadata SC(s) 62t1_ An autznpt has been mada to group the data into SC(s)
parts by function and destination. product ID [src:COnteat provider;]
[dest: evc~ybody;] 1 d liCensor label company (dent: EMS; end-usCr;]
licensetr label company (dest: EMS; end-user;) source (publisher) of this
object (sublieensee label company) (dent: everybody;] type of object (i.e.,
a single object ar an array Of objects) object ID (dest: everybody;3 15
International Standard Recording Gode (ISRC) International Standard Music
Number (IStl~1) usage conditions (srC: contcttt provider; dest: )rMS,
end-user) Glearinghouse(s) lU5) purchased usage Conditions (src: EMS; dent:
end-user, Clearinghouses) 105) 20 the set of usage conditions (COnsutrtcr
restrictions and rights) for the ttse of the object (sound retarding) an
individual entry in the array of usage conditions the compressiau encoded
version of the Content 113 to wbich this usage Conditiaa applies
SE9-98-009 75 whether this usage condition allows far the purchase or the
rental of the Content 113 for a rental tran$aCtion: the measurement unit
which is used to limit the term of the rental (e.g., days) plays). the
number of the above units efier which the Content 113 will no longer play_ 



5 far a purchase trartsacrion_ the number of playable carries the l;
rid-USer(s) is allpwed to make. onto what kinds of media can (s)he make
lhase copies (e.g._ CU-Reeardable (Gt5-R), Minibisc, personal computer).
the period of time during which the purchase/rental transaction is allowed
to occur (i.e_) an 10 End-Users) can pttrchaseJrent under the terms of this
usage condition otily after the beginning availability date and before the
last date of availability) a pointer to the countries from which an
End-Users) can transact this purchase (or rental) the price of ttte
purchaselrentai transactiaa under this usage condition $ painter to the
encrypted watermarking instructions and parameters [ 5 a p0ittter to the
types of events which tequire notification of the Clearinghouses) 1 US
purphase data (encrypted; optional info; arc: EMS; dart: end-user)
Clearinp~tpuse(s) 1Q5) purchase dare purchase price 2p bill to name and
address consumer name and address country of the consumer (best guess)
metadala 1 (arc: content provider; dent: EMS, end-user) 25 an array of
ctfhyrig~t informacicm for the comp4s~uon for the sound recording title of
song 3p principal srtist(s) f a pointer to the artwork (e_g_, album cover);
the fortxtat of the arhvork (e_g., GIF, JPEG); 35 )   SEA-98-449 76 



optional itxfa: as array of additional in~farmatian ( composer S publisher
producer sidemen date of recording date of release 10 lyrics track name
(description) I back length list ofalbums on which this rc~:ording appears
genrc(s) 1 15 ns.KSdata 2(src: canteat provider; acct: EMS) an array of
structures) each representing different quality levels of the same sound
retarding the sound recording; the quality level of the sound recording; 20
the size (in bytes) of the (probably comprised) sound recardiag; 1 metadata
3 (src: content provider; dcst; EMS, end-user) , optional talc: ~5
promotiartal material: a pointer to artist promotion material ( a URL Go
the artist's weh site; backgaund descriptic~n(s) of the artist(s); 34
artist-related interviews (along with format of the interview {e.g_, text)
audio, video)); reviews (along with format of the reviews (e.g" text)
audio, video)); sample clips (and its format and compression level); recent
and upcoming coneertslappearanceslevents - their dates end locations; 35 1
a pointer to album promotion material   SE9-98-009 77 sample clip (and its
format and compression level); backgraund descrtptian(s} of the producer)
andlor the eamposer, aadlor the movielplaylcast, andlor the making of the
album, etc.; non-artist-related interviews (along with fom~at of the
intervicvu (e.g.) text, audio, video)); 5 reviews (along with format of the
reviews (e.g.) text, audio, video)); 



geztre(s); single promotions: 10 sample clip (and its format and
compression level) background dtscriptiaa(s) of the producer, andlor the
compaaer) and/or the movielplay/casi, andlor the making of the single, etc.
reviews (along with format of the reviews (e.g.) text, audio, vidoo)) 15 5_
Supcxvisod Release Tool Supervised Release Tool provides a user the ability
to implement the Supervised l~eleaso Process $O6 described above, An
individual desigbated by the Content Providers) l01 a.,~ leaving supervised
release authority, may call up a product awaiting supervised release (i.e.,
a product on the queue of the Supervised Release Process R06), examine its
Contents l 13 and it,~ accompanying comments, and either 20 approve its
Conten~s 1 i 3 and release the product for packing inw a Metadata SC(s)
620, or make any necessary Correctiany aztd release the product for packing
into a Metadats $C(s) 62Q or add a comment specifying the corrective action
to take mnd re,QUbmit the product to the Manual Metadata Sutry Process '704
In another embodiment, after the creation of the 5C(s), there is another
optional Ruality assurance step 25 where the Content 113 of the SC(s) can
ht opened and examined for completeness and accuracy) and, at that time,
fins! approval can be given or denied far the product's release to she
retail channel, D. Content proceasiug '>fvols   SE9-9$009 7$ The Content
Processing Tolls 155 is actually a collection of software tools which are
used to prot;ess the digital contest tle to create wateamarked, encoded,
and encrypted copies of the epntent. The tools makes use of industry
standard digital content processing tools to show pluggable replacement of
watermarking, encoding and encryption tecbnalogies as they evolve. If the
selected industry tool ran be loadod via a command line system call S
inter><'ace and passed parameters or provides a toolldt wherein tunctio~ns
can be felled via a 1'~LL interface, the content processing Can be
automated to some degte. A ,front end ap~plicatioo to each tool querie<a
the appropriate queue in tire Content processing Tools 1.55 for the next
available job, r~,rieves the required tles and paratnexeas and then loads
the industry standard content processing tool to perform the required
function. Upon complaion of the task, manual update to the queue may be
required if tkte tool does not report terrniuating status. 10 A generic
version of the Content Practssing Tools L 55 i~ described, but
customisation is possible. The Content Prtxessing Tools 155 can be wriuert
in Java, CIC++ or any equivalent software. The Content ~rcxessirtg 'fools
l55 cart be delivered by arty computer readable; means including diskettes,
CDS or vta a Web qite. i . watermarlting Tool 1$ The Warermarking Tool
provides a user the ability to implement the Watermarking Process 808 as
described above. This tool applies copyright information of the Content !
l3 owner to the sang file using audio Watermarking technology. The actual
ittforrnation to be written out is determined by the Contest >xrovider(s)
101 at~d the specific watermarking technology selected. This information is
available to the ffant ettd Watermarking Toot so that it can property pass
this information to the watermarking function- This imposes a
synchrartization 20 rcquiremeut on the Metadata Assimilation and Entry Tool
1b1 to assure that it has acquired this inforrnatiaa prior ta, for example)
allowing the song's audio Erie to be processed. This song wih not be
available for audit processing until the watermarking information has been
obtained. The watermark is applied as the first slep in audio processing
since it is~ common to all atcodings of the song created. As long as the
watermark can survive the encoding tcxhnalogy) the watermarking process
seed only 2~ occur aztce per song. Various watermarking technologies are
known and commercially available The front end Watermarking Tool though is
capable of supporting a variety of industry Watermarking Tools. 2.
preprocessing and t,^,otnpressiott Tool 30 The Preprocessing and
Compression Tool provides a user the ability to implement tht Preprocessing
oral Compr~;sion I'roe~s $09 as described shave. Audio encoding ivalves two
processes. lrncodiag is basically the app(iCatiort of a lossy corrtpressian
algorithm against) for a music content example. a PCM audio Stream. The
encoder caa usually be tuned to generate various playback bit stream rates
based on the level of audio quality requiked. Higher quality results in
larger file sizes and since the file sixes can beeortte quite larige for
high Quality 35 Content 113) download times for high quality Content 113
can become lengthy and sometimes prohibitive oa 



standard 2$,g00 bps modems.   S~9-9$-009 79 The Content Providers) 101 may)
therefore, choose to offer a variety of digital content qualities far
download to appease both the impatient and low bandwidth customers who don
t want to wail hours far a download and the audioptaile or high bandwidth
customers who eithrr only buys high quality Content 113 or ha_a a higher
speed connection. 5 Compression algorithms vary in their techniques to
generate lower bit rate reproductions of Content l 13. The techniques vary
bash by algorithm (i.e MPEG, AC3) ATItAC) sand by levels of compression. To
achieve higher levels of compression, typically the data is re~ampled at
lower sampling rates prior to being delivered to the compression algorithm.
To show for mare efficient compression with Less loss of fidelity ar to
prevent drastic dropout of some frequency ranges, the digital content may
sometimes require adjustments to equalization levels of I 0 certain
frequencies or adjustments to the dynaxttics of the recorditag. The content
preprocessing roquir~rrents are directly related to the compression
algorithm and the Ievel of compression required. In same cascc, the style
of Content 113 (e.g. musical genre) can be successfully used as a base for
determining preprocessing requirements since songs from the same glue
typically have similar dynamics. With same compression tools) these
preprocessing functions ire part of the encoding process. Vlrith others)
the desired preprocessing i5 performed prior 15 to the compression. Besides
the downloadable audio file for sale, each song also has a x.ow Bit Rate
(LBIt) encoded clip to allow the song to be sampled via a LHR strraating
protocol. This LHR encoding is also the responsibility of the Content
Processing Trials 155. This clip is either provided by the Content
Pravider(s) l01 as a separate pCM file ar as parameters of o~'set and
length. 20 As will. watermarking, it is hoped that the encoding tools can
be loaded via a DLL or eammaad line systc.`nz call interthCe and passed al!
the required parameters for preprocessing and compression. The front end
Encoding Tool may have a synchronization requirement with the Metadata
Assirttilatian and Entry Tao1 161, far example if the canteat is music,
sari if it is determined that the song's genre is acquired from tile
Database 160 of the Content frovider(s) prior to performing any audio
preprocessing. This depends an the encoding tools selcx;ted and txow 25
indeterminate the genre for the song is. If the Content Providers) 10l
varies the choice of encoded quality levels per song, this infartnation is
also be provided prior to the encoding ctrl and agrc~ with the metadata
being generated by the Metadata Assimilation and Entry Tool 161. A variety
of high quality encoding algorithms and tools arc known today. The front
end Etrcddisg Toot though is capable of supporting a variety of industry
encoding teals. 30 Turning flow to FIG. 12 is shown a flow diagram of one
embodiment for the Automatic Metadata Acquisition Tool of FIG. 8 according
to the present invention. The process starts with reading an idealificr
tiom the media the Contest Providers) 10L is examining. t7ne example of
content idt an audio CD eznbadimextt. In an audio CD embadirne~at, the
following codes may be available Universal hriee Code (~C)) Interuationa!
Standard Recording Code (ISRC)) IZtternatioa~al Standard Ivlusic Number
(lSMri>). This identifier is read in the appropriate 35 player for the
contest) fbr example an audio CD (layer far audio Cb, DVp player for DYD
movie) bAT recorder for DAT recording and equivalent, step 1201. Next this
Idtatifter is used to index a Database 160 for tkae Content   SE9-9$-009 80
Pravider(s) 101 ) step 1202. carne or all of the ixtfettnatian required by
the Work Flew Mapager Process as described in FiG. 8 is retrieved in
Database 160 and any other related sawces, step 1203. This iaforrrtation
can itxclude the Cvntcttt l 13 and the rttetadata related to it. In step
1204, the additional information retrieved is used to start the rlVork Flow
Manager 154 for creating electronic Content 113. i't should be understood,
that several 5 selections oaf media, such as stveral audio CIIS, can be
queued up so as to enable the Automatic Metadata Acquigitiari Tool to
create a series of Content 113 for electronic distribution, Fpr example,
all the Cpo,tent 113 could be created ftortt a series of CI~S or even
selected tracks froth one or more CDs examined by the C~ontctn Providers)
101. In an alternate Cmbodiment) the preprocessing parameters can be
retrieve Pram the lfyatabase l60 of the 10 Content Pravider(s)
automatically. Referring haw to FIG. 13 is a flow diagam of a mahod to
automatically Set the Preprocessing and Compr~.cion parameters of the
Preprocessing and ComPre,~sion Textl of FIG. 8 according ca the presetat
invention. lu this embodiment. the Content 113 is music. In step i3ol,
music (Content 113) is Selected to be encoded in Conttnt Proce.5cing Teals
153. the genre of the masie selected is determined, ctep i302. This ca.n be
entered manually or by using Mher mcta data available, such w the
additional data retrieved from the 15 prcess described in F1G. 12. The
audia campression level and audio compression algorithms selected are than
examintd) step 1303. Next, a lookup is made by gture, compression settings
and campressioa algoritturts of what camprerssion parameters should be used
in the Propracessing and Compre.5sion Pracess 809, 1304. 3. Content Quality
Control Todl 20 The Content Quality Control Top! provides a user the
ability to implement the Contact Quality Control Process $ I O as described
above_ This is an optional Cpntent Processing Tool and provides an
opportu>xity for a quality control technician to review the encoded and
watermarked content files and approve or reject the content fills based on
duality judgments. Ht Can ra-encode tl~t Content making manual
preprocessing adjustme~tts until the quality is adequate or Can flag the
song far reprocessing and attach a note describing the problem, 25 T)ais
process step can be eotafigured by the Content )Provider(s) 101 as an
optional or required step of the content processing work flow. An
additional optional Final Quality Assurance Process 813 step is provided
after packaging of a11 the SC(s) for this content (e.g. each St,",(s) for
spngs oo tt CD) at which time the quality of the coxttant encoding can be
tested but catching a problem early prior to encryption and packagitxg
allows for more e#~cient content processing. h is, therefore) highly
desirable that the content quality be assured at this step as 30 opposed to
waiting until 1<u,al completion of ell processing. 4. Encryption Tooi 



SE9-98-009 81 The )rucryption Tool provides a nets the ability to implement
the >~acryptian Process 81l as described above. Content enrryptivn is the
final step of the Content Processing Tools 155. Each of the versions of the
content that were created by the Encoding Tool is now encrypted The
encryption tool is a functiao of the SC(s) Pscka. The SC(s) Packer is
called to encrypt the song and returns the generated encryption key used.
This key is 5 late passed iota the SC(s) Packer for use in creation of the
Metadata SC(s) 620. E. C4ntent SC(s) Creation Tool Otlce a11 metadata bas
been gathered the Caotertt SC(s) Creation Taa1 groups the rnetadata iota
categories based oo their intended use. These groups of metadata are
written into alas to be passed in to the SC(s) Packer x 0 Toal as Metadata
parts for the Metadata SC(s) 620. Each part (file) has unique processing
requirements, Once the a550Ctated so~ags have been processed and encrypted
and the target destination (URr, of Content Hosting Sites) 111 ) has been
determirlod, the Content $C(s) 630 far the Content 113 are ready to be
seated. The Content 113 which have completed processing end have met all
the require~tnents described above, are queued far packing in the packer
queue of the Work Flaw Manager 154. 15 The Cotateat SC(s) Crt~.tion Tool
now retrieves ~tl the requicad files created by the previous steps of the
Metadata Assirrailation and Entry Toot 161 and calls the SC(s) Packer
functions to create the Metadata SC(s) 62D and Content SC(s) 630. This
process creates a single Metadata SC(s) 620 and multiple Content SC(s) 630
for etch sozlg. Far example, if the content i5 music. each of the audio f
les created during audio prexessing for the various quality levels of the
full song is packed iota separate Content SC(s) 630. Tlye audio file
created for the sample Clip 20 is passed as a metadata tile to be included
in the Metadata SC(s) 62U. F. P'ina! Quality Assurance Tvol The 1?inal
Quality Assurance Tool provides a user the ability to implattent the Final
f~uality ,Assurance Process 813 as described above. Once all the 5C(s) have
been built for a content file, the content is available for a ~asl quality
assurance chock. Quality assurance ten be perfo~mod at various stages of
the Content 113 preparation prods. The Content Providers) 101 can choose to
perform quality assurance as each major step is completed to prevent
excessive rework later or tray choose to wait until all audio preparation
procevges are complete sun perform quality assurance on everything at ogee.
if the lattex is chosen, quality assurance is p~fortned at this point upon
completion of the creation of the SC(s). This tool allows each SC(s) for
the song to be opened, 30 examined) and the sudia played. Any problem
discovered, even minor text changes requires that the SC(s) be rebuilt due
to internal security features of SC(s). Ta avoid unnecessary re-prxesaiag
tixcxe, it is highly recommended that the interim quality assurance steps
be utilized to assure accuracy of the metadata attd that this specific
quality assurattee step be reserved for validating appropriate cross
refaeuces between the SC(s) associated with t6~is sang. if problems are
found, the assure can enter a problem description to be attached to the
song and have it re-queued to the appropriate processing queue for
reprocessing. Status is updated appropriately iu floe Work Flow Manager 154
to   S~9-98-009 82 indicate the status of all related components of floe
song. if no problems are discovered, the Content 113 is marked or tflagged
as ready for release. G. Catatetnt Dtsper$enxent Toul $ The C.outent
Dispersemeut Tool provides a user the ability to implatrtent the Content
Dispersement Process 814 as described above. Once the Coatertt 113 bas been
approved for release) the SC(s) for the Coateut 113 are placed in the queue
of the Co~oteat Disnersement process. The Content Dispersement Tool
monitors the queue and performs immediate transfer of tbc SC{s) filet or
batch transfer of a group of SC(s) files based on the ccxif guration
settings provided by the Content l>rovider(s) 10 i . The Content Providers)
1 (11 can also optionally configure the 10 Canteat Dispersemeat Taol to
automatically bald alt SC(s) in thin queue until they are manually flagged
far reteace. This allows the Content Providers) ! 41 to prepare content in
advance of their scheduled release date and huld them until they wish to
release thertt e.g., a new scmg) movie or game. The SC(s) can also oontrol
access to Cnntenl l13 based on a defined reit;8se date ao there is na
rCquirement far the Content Providers) 10t td actually hold up delivery of
the SC(s) but this manual release aptien can shill be used for this purpose
car uSed to manage I 5 network bandwidtb required to trattcfer theac large
file.;. When flagged for release, the rrcxttent SC(s) 630 far the Content
113 are transferred via ?r'ff to the designated Content hosting Sites) 111.
The Metadata SC(s) 620 is transferred via F"fP to the Content Promotions
Web Site 156. Here the SG(s) are staged to a new Content 1 l3 directory
until they can be processed and integaled into the Content Promotions Web
Site 156. 20 )~IC. 17 is a flow diagram of a1~ alternate embodiment to
automatically retrieve additional information for the Automatic Metadata
Acquisition Tool of ;FICi. 8 according to the present invention. The
process is similar for th8t described iz~ FIiG. B above, Flowever, the
quality checks of Supervised Relea9e 806 and Gontedt Quality Contr4l 809
are eocnbindd into one quality check called t~uality Control 1704.
!performing quality e4ecks prior to Metadata SC Creations 807 and Contt~ot
SC Creation B l2. Perfocmistg quality check prior to SC creation, 25
eliminates the steps of unpaeloiag the Ccmteut 113 and the associated
Metadata SC{s) 620, In addition, in this embodiment) the aueue of Products
Awaiting Actionllaforrnation R01 have been eliminated. The jobs are placed
on the specific process queues depending on what action is being requested.
For example, if the job requires Msnual Metadata) i.e. additional Metadata
to be exttered, the job is place on the Manna! Metadata entry queue. Also
the Automatic Motadata Acquisition B03 has been merged with New Content
Request to occur up frost prior 30 to the Metadata Assimilation and Entry
Tool till and the Content Processing Too! 155. Finally, it is important to
point out that the Usage Condltiorta 804 are Cntered bath at the Automatic
Metadata ACguisition 803 and during the Manual Meladata Entry R03. Since,
many of the usage conditions can be automatically Titled-in during the
Automatic Metadata Acquisition 803 step. H. Costcat promotions Web Stte  



,. S~9-98409 83 Ta most e~ecavely disperse infartnatic>n on what the
Content Pravider(g) l o t is rrta3tldng available trn sale via digital
download, and to get the necessary files to the Electronic >aigitat Content
Stores) 103 to enable it to make this Content 113 available for download to
its customers, each Content Providers) 101 should have a secure web site
housing this information. This is similar to the method used today by same
Content Pronrider(s) 10I to $ make prorrtotlanal carttent available to
their retailers and others with a treed for this information. In the case
where this type of servict already exists, an additional section can be
added to the vveb site where Electronic Digital Content Stores) l03 can go
to gee a list of the content available far sale via download. 'Che G.mttot
providers) 101 ha:t complete control over the dCsi,gn and layout of this
site or can choose to use a turnkey web server solution provided as part of
the toolkit for Secure Digital Conte>al Electronic Distribution ) 0 System
100. To implement their own design for this service, the Content providers)
141 need only provide links to the Mstadata SC(S) 620 for Electronic
Digital Content Stares) 103 w10 access their site. This is aceomplisbed
usibg the toalkit for the Secure Digital Content Electronic Distribution
System 100. 'fhe selection process and what information is shaven is the
discretion of the Content Providers) 101. Metadata SG(s) 620 received into
a new content directory via F'fp from the Content llisperserrtent Tool is
15 processed by the Content Promotions Web Site l56. These cantainecs can
be opened with the SC(s) Preview Toal to display or extract infartnation
rom the container. This information can then be used to update HTML Vlreb
pages andlor add iufotmation to a searchable database tnaitttainad by this
service. The SC(s) Preview Tool is actually a subs of the Content
Acquisition Tool uqed by the Electronic Digital Content Stores) 103 to open
and process Metadata SC(s) b20. Sce the Content Acquisition Taol section
for more details. The Metadata SC(s) b20 20 file should then be moved to a
permanent directory maintained by the Cuate~~t Promotions Web Site 156.
Once the Mtxadat$ SC(s) 620 has begirt integrated into the t~anterat
Promptioas Web Site 156, its availability is publicized. The Content
Providers) 101 can send a notification to a11 subscribing Ltectronic
Digital Content Stores) 103 as each new Metadata SC(s) 620 is added to the
site or can perform a single notification daily (pr any defined
periodicity) of all Maadata 5C(s) 62D added that day (ar periody. This
notification is performed via a 25 standard 1-1TTP exchange with the
Electronic Digital Content 5tare(s) 103 Web Server by sending a drSme~d
CCsI string etmtainittg parameters referencing the Metadata SC(s) 52(l
addui. Thic me,.s~ge is handled by the NatiEeation Interface Module of the
Electronic Digital Content 5torc(s) l 03 which is described Inter. 1.
Co~atcnt lE><ostid~ 30 The Entertaiartteat Lxduslry produces thousands of
ecuttent titles, such as CbS, movies and games every year, adding to the
tens of ihausar~ds of content titles that are Currently available. Tht~
Secure l7igital Content Electronic Distribution System 100 is designed to
support all of the content titles available in stores today. The numbers of
content titles that the Secure Digital Content Electronic Distribution
System 1Q0 may eventually download to eust~tters on a daily basis is ire
the thousands or teas of thousands. For a large number of 35 titles, this
requires a lame amottat of bandwidth. The computer disk space and bandwidth
needs call for a   SE9-98-009 84 distributed, scalable implementation with
multiple Content Hosting Sites) 111. The system also supports eustotxters
a11 over the world. This requires overseas sites to speed delivery to the
global customers. Gottleut hosting on the Secure Digital Content
)electronic Distribution System I00 is designed to allow the Content
Providers) t 0 t to either heal their own Content 113 or share a cotttmon
foci l ity or a set of facilities. 5 Content hosting an the Secure Digital
Content Electronic Distribution System 100 consists of multiple Content
~-Iostsag Sites) 111 that colloctive~y contain a11 of the Content 113
offered by the Secure Digital Content Electronic Distribution System 100
and several Secondary Caatent Sites {not shown) that contain the current
hot hits offered by the Content Providers) 101. The number of Content
>I~osting Sites) 1 l 1 changes depending on the ~nunnbcx of End-User{s)
using the system, The Secondary Content sites host a limited number of
songs, but they 10 will represent a large percentage of the bandwidth used
as the system. The secondary sites are brought on line as the volunne cm
the primary sites increases to the point of maximum capacity. The secondary
sites can be located close to Network Access Points (NAhs) which helps
speed up download times. They may also be placed in different geographic
areas around the world to speed up download times. Should the Content
Frovider(s) 101 choose to ktost all of their Content I I3 in their own
System, they can act 15 as a single Content Hosting Site 111 with err
without additional SpCOndary Content Sits. This allows them to build their
own scalable distributed system. In another ernbodirrtent, Electronic
Digital Content Stores) 103 can also act as Contr~t Hosting Sites) I 11 for
certain Content I 13. This embodim~t requires a special financial agreement
between the Electronic Digital Content Stores) 103 and the Content
Providers) I O 1. 20 1. Cuntet~t Hosting Sites Content 113 is added to the
Content Hosting Sites) 1 I t via F'fP or FflTP by the Content Disbursement
Tool described in the Content 1?rovider(s) Section of this speei~eation or
via ofliine means such as content delivery an tape, CD S,om, flash, or
other computer readable media. The Metadata SC(s) d20 created by the
Content Providers) 101 contain a field that indicates the UIZL locating the
Content SC(s) 630 for this Content 113. This 25 URL corresponds to a
Content Hostitag Sites) 111. Electronic Digital Content Stores) 103 Gan
override this UEL if allowed by the Content Providers) 1t)1 in the Offer
SC(s) 641. The Et)d-User Deviee(5) 109 communicates to this Content I-l;
osting Sites) l l 1 when it wants to download the Content SC(s) b30. The
Eod-User' Devices) 109 initiates the request for a Content SC(s) 630 by
seeding the License SC(s) 6G0 tp the Content Hosting Site{s) 1 I 1. This is
the same License SC(s) 660 returned by the Clearingaouse(s) 105. The 30
Digital Signature of the License SC(s) 6d0 catx be veriRed to determine if
it is a valid License SC(s) 660. If tt is a 



valid License SC(s) 660 either the download is initiated) or the download
request may be redirected to another Coa,tent Hosting Sites) 111. 2.
Content Hosting 5ite(s) 11 L provided by the Secure Digital Content
Electronic Distribution System 1 U0   SE9~9$-009 $5 Fot the Secure l7igital
Contest ElectratuC Distributiota $ystern 10p the decision of wltieh site
should be used to download the Content 113 is made by the pritttary content
site that received tlae initial rerxuest for a Content SC(s) 630. This site
uses the following infom>ettion to make this decision; Arc there secondary
content sites that host the Coptent 113 requested? (fhe majority of Content
1 I3 offered 5 by the Secure Digital Ganxetat Electronic Distribution
System Ipp is only located at pritttary sites); Where is the End-User
Devices) 109 geag~aplaically located? (this information can be obtainod
from the End-User peviCe(s) 109 when the request is initiated at the
End-User l7evicc(s) 109, this is passed up to the Clearinghouses) 105 in
the Order SC(s) 650; Is the appropriate secondary cite uh and operational?
(Somatimrs the secondary rites may be off line); 10 ~ What is the load of
the seccmdary silos? (In same casc.~s where a secondary cite is swampai
wish activity annthcr ;~ito that i5 lcsc busy may be ~olcctcd. Before
transmitting the Content SC(s) 63U to the End-User pevice(s) I09, analysis
and vriiftcations are performed on the End.t..lser's reque.~t. A database
is kept of all of the License SC IDs that have been used to download
Content 113. This database can be checked to ensure that the End-User
Devices) 1U9 only makes one 15 request for each piece pf Caritcot 113
purchased. This preveols malicious users from repeatedly accessing the
Content Hosting Sites) 111 in hopes of slowing down the Content Hosting
Site(:,) 111 and prcvcnls unaulhorixai download of the Contcot SC(s) 630.
The promotion and demotion of Content 113 to the Secondary Content sites is
done periodically based on customer demand for the individual pieces of
Content 113. 20 Co>atent Hosting Routes The Content liosciug )looter (not
shown) resides in the Content Hosting Sites) 111 and receives a11 requests
frpm End-Users) wa~ating to download Content 113. It performs validation
checks cm the End~User(s) request to ensure they indeed bought the Contest
1 t 3. A database is maintained on the status of ttte Secondary Content
Sites 25 that includes what Content 113 is on them sled their current
status. 'this euxreui status includes the amount of actwity on the sites
and whether a cite is dawn for maintenance. The curly interface to the
Content Hosting R,outer is t>xe License SC(s) 660 that is seal by the
End-llscx Deviee(s) 109 when Content 113 is requirod to be downloaded. The
License SC(s) 66b includes information that indicates the user is allowed
to download the Content 113. 30 Sevondary Content Sites The Secondary
Content Sites (not shown) host lbe popular Consent 113 of the Secure
Digitet Content Distribution System 100. These sites are gcagraphically
dispersed across the warld and are located near Network Access Points
(NAPs) to improve download times. These sires are added to the system as
demand on the primary 3 5 Content Hosting Sites) 11 I nears tnaximutxt
capacity   SE9-98-449 86 IX, IELECTR4NXC DIGITA3r CON'>t'ENT STpRE(S) A,
Overview - Support foK Multiple 1~lectronlc bigital Content Stares) 103 



Electronic Digital Content Stores) 103 are esseatialty the retailers. Tktey
are the entities who market the 5 Content l 13 to be distributed to the
customer. For distribution pf content 113, this would include l7igital
Content E,ttailing Web Silts, Digital C~cmtCnt Retail Stoles, or any
business who wishes to get involved in marketing electronic CuntCOt 113 to
consumers. Theca businesses can market the sale of electronic Cotttent I 13
only or can choose to just add the sale of electronic goods to whatever
other merchandise they currently ofFvx for salt. Introduction of
downloadable electronic goods into the Service offering of the Electronic
Digital Content Store(S) 10 t03 is accomplished via a set of tools
developed for the Electronic Digital Content Stares) 103 as part of the
Secure Digital Content Electronic Distribution System 1Q0. Thcst tools are
used by the Electronic Digital Content Stores) L03 to:  acquire the
Metadata SC(s) 620 packaged by the Content Providcr(s) 1 O1 - extract
Content 113 from these SC(s) to be used as input to buildiztg their service
offering 15  create Offer SC(s) 641 describing the downloadable Content l
13 they ate offering for sale handle the acknowledgment of the sale and
initiation of the dowtyload by creating and sending Transaction SC(s) 640
to tktt End-User Devices) 109  manage a transaction log of sales of
downloadable Content 113 atad the crocus of each download lraudle status
notifications and trancactioa authentication requests 20 ~ perform account
reconciliation The tools are designed to allow flexibility itt how the
Electronic Digital Conceal Stores) 103 wishes to integrate sale of
dowaloadable elchctronic Content 113 into its service. The tools can be
used in such a way as to request that a11 finaztcial settlements for
downloadable Content 1 l3 riurchased be handled by the Clearinghouses) 105
although this is not reqwrtd. These tools also etaabte J;lectroniG Digital
C~cyntenl Stares) 103 to completely 25 service their customers sod handle
the financial transactions themselves, iraCluding providing promotions and
special offers. The tools enable the Eltcuonic Digital Gdntent Slore(s) l03
to quickly integrate the sale of downtoadable Content 113 into its existing
services. tn addition) the Electronic bigital Content Stores) l03 is not
required to host the downloadable Content 113 and does not have to manage
its dispersement. This function is performed by the Cpnttnt Hosting Sites)
11 I selected by the Co:jtent Providers) 101. 30 The tools for the
Electronic Digital Content Stores(s) I03 art implemented tn Java in the
preferred embaditttenl but other programming languages such as GC-~+,
Assembler and equivalent Gap be used. It should bt understood that floe
tools described below for the Electronic Digital Content Stores(s) 103 can
ruts on a variety of hardware and softwpre platforms. The lrleCtronic
Digital Content Stores(s) 103 as a complete system or as any Of it's
constitute cbmpoamis may be distributed as an application program ixa a
computer readable medium 35 inclitdia~ but not limited to electronic
distrtbutioa such as the web ar on floppy diskettes, Cb RUMS and removable
hard disk drives.   SE9-98-009 87 In another embodiment) the ctxnpone:its
of the Electronic Digitr3l C~otent Stores(s) 103 is part of a progratnmet's
software taollcit. This toalldt enables prGde6ned interfaces to the
carrtponents of the generic Eiectrot~ic Digital Content Stores(s) l03
components and tools discussed below. These predefined itttesfaces are in
the form of APIs of Application Programming Interfaces. A developer' using
these APIs can implement a,ny of the 5 functionality of the components from
a higkt level application program. ~y providing APIs to these components) a
progxattutse~ can quickly develop a customized Electronic Digital Contact
Stores(s) 103 without the need to re-created these functions and resources
of aay of these components. Electronic Digital Content Stares) I03 are not
limited to Web based service offerings. "she tools provided are used by all
Electronic Digital Content Stores) 103 wishitag to sell downlaadable
electronic Content 113 10 regardless of the tra~zstnission infrastructure
err delivery rraade used to deliver this Content 113 to End-User(s).
Broadcast services of~'ered over satellite and cable irtfrastructurec also
use these same tools to acquire, package, and track ~l~ctronic CoUtent 113
sales. The pr~eatation of elec;lronic merchandise for tale and the method
in wGich these offers are delivered to the End-Users) is the main variant
between the broadca.~t based acrvice offering and the paint-to-point
interactive web service type pffcr~ng. i5 B. Point-to-Point Electrpnlc
Digital Content Distribution Service Point-to-Point primarily means a
one-ta-one interactive service betwetn the Electrexlic Digital Contcal
Storc(s) l03 and the End-User bevice(s) 109. This typically represents an
Internet web based service provldc~ via telephone or cable modem
Cot~uaection. Networks other than the Internet are supported in this model
ax well) as 20 long as they conform to the Web ServerlClient Browser model.
FIG. 9 is a block diagram illustrating the major tools) components and
processes of an Electronic Digital l;ontent Stores) 103. ltltegratioa
Requirements The Secure Digital Content )rlectranic Distribution System 100
not only creates new oaline businesses but 25 provides a method for
existing busintsses to integrate the Bale of dawnlaadablt electronic
Contest 113 to their current inventory. The suite of tcxUs provided to the
Electronic )Digital Canteat Stares) 103 simplify this inte~atiaa cfFart.
The Content Acquisition Tool i71 and SC(s) Packer Tool l53 provides a
method for the ELeGtronic Digital Content Storets) 103 to acquire
informatia~n from the participating Content Ptovider(s) 101 on what they
have available for sale and to create tbE files required to reference these
downloadable objects as items in 



30 their own inventory. This proctss is batch driven and can be largely
automated and is executed only to Integrate new Content 113 into the site.
The tools far the Secure Digital Content Electronic Distributiad have been
designed to altow itxtegration of sale of eleGtroaic dawnloadabie Content
113 into typical implementations of web booed Electronic Digital Coatea~t
Stores) 103 (i,e. Cohunbia I-pause onlint) Music Boulevard, (a~Towa) and
equivalent with miaimal chaage to their 35 current Contest 113 retailing
paradigm. Several methods of integation are possible and in the preferred
embodiment, the Electxanic Digital Content Stares) 103 provides support for
all product searches, previews,   S~9-98-009 88 stlxtions (shopping cart),
and purchases. Each Electronic Digital Content Stora(s) I03 establishes
custvrner loyalty with i;ls customers and continues to offer its own
incetytives and market its products as it dots today. In the Secure Digital
Conical Jrlectranic 1?istribution System 100) it would simply need to
indicate whickt products in its inventory are also available for eleeeraaic
download and atiow its customers to select the el~etronie download 5 option
when malting a purchase selection. In another embodiment, the customer's
shopping cart could cartain a mixture of electronic (t~nt~t 113) cod
physical media selections. After the customer checks out, axtd the
Electronic Digital Content St~re(s) l03 has completed the financial
settlement and logbed ar notified its shipping and ltaAdling functions to
process the physical merchandise purchased) the commerce handling function
of the Electronic Digital Content Stores) 103 then calls the Transaction
Proc~sar Module l75 to handle all electronic 10 downloads. It simply passes
the required information and all processing ftam that point on is handl~Q
by the toolset for the Secure Digital Content Elrxtranic Distribution
System 1 (i0, In anothCt emhodiment, other methtvdc of transaction handling
are also possible using tools for the Secure bigital Content Elecaonic
Distribution Syste~rn 100 to handle the financial sttelemeat should t4e
Electronic Digital Content Storc(s) 103 wiskt to sell downloadable
merchandise only or tp segregate the financial settlcmeot of physical and
downloadahle merchandise. ~ S To handle the downl4ading of merchandise) the
Fleceronic bigital Content Stores) 103 is given a Product ID (not shown)
for each downloadabte prpduct that it acquir~S from the Content Promotions
Web Site 156 for the Content Providers) l01. This Product ID is associated
to a customer's purchase selection to the downloadable product. 'The
Product ID is what the Electronic l7i~ta1 Content Stores) 103 passes to the
Transaction Processor fvlodule 175 to identify the product that the user
has purchased. The SC(5) (offer SC(s) 64!) that were created to 20 describt
the products, arc isolated fi om the Electronic Digital Convent 5tore(s)
103 and kept in an Offer Database 1 g 1 io an effort to simplify management
of chest objects and makt their existence transparent to the Electronic
igital Content Stores) 103. The Transaction Prcxessor Module 175 and other
additional tunetion~ are provided as web server side executables (i.e. CGl
and NSAfI, ISAPt callable functions) or simply APIs into a DLL or C object
library. 'these 25 functions handle run time processing far End-Users)
interactions and optional interactions with the Clearirtghouse(s) 1Q5.
These funetipns interact with the web server's commerce cervices to create
and download to the End-User Devices) I09 the files necessary to initiatt
the Content i 13 download process. 'flaey also handle optiorlat
interactiaxes to provide authorizations and accept notifications of
completion of aCtivihes. An Accounting Rocanciliatian Toot 179 is also
provided to assist the Elcxtronip Digital Content Stores) 103 30 in
contacting the Clearingktouse(s) l05 to reconcile accounts based an its own
and the lransaetian logs of the C1earinghouse(s) 105. 2. Gontc~nt
Acquisition Tool 1?1   S~9-98-009 8~ The Content Acquisition Tool I71 is
resporfsible for interfacing with the Content Promotions Web Site 156 to
preview and download Metadata SC(s) fi2Q. Since the Content Promotions site
is a standaxd web sire) a web browser is used by the Electronic Digital
Content Stores) l03 to navigate this site. The navigation features varies
based on the sire design of the Contest Providers) t 01. Same sites may
provide exter~.sive search capabilities with 5 many screens of promotional
information. Others may have a simple brawler interface with lists of
titles, performers or new releases to select Stem. A11 sites include the
selection of Metadata SC(s) 620 containing all the promotional and
descnptive information of a sang or album. Alternatively, the Electranie
Stores) 103 may subscribe to content updates and receive updates
automatically via 1?xl'. 10 Viewing Metadata 



The Content AcquiSitio~a Toal 17l is a web brawler helper application which
latuzche,~ whenever a Metadata SC(s) 620 link is selected at the Cpntent
Promotions Web Site 156. Selection of the SC(s) causes it to be downloaded
to the Electronic Digital Content Stores) 1U3, and launch the helper
application. The Content 15 A,Cquisition Tao1 171 opens the Metadata SC(s)
620 and display the non-encrypted information Contained therein. Displayed
information includes Extraeled Metadata 173, fix a music example, the
graphic irnage(s) asvpciated with the sting and the information describing
the song) a preview clip of the long can also be listened to if included in
the Metadata SC(s) 624. In en example where the Content 113 is music,
promotional inFarmation about the song or album, tht album title, and the
artist is also shown if nrovidaf by the Content Providers) 101. This
information 20 is displayed as a series of linked HTML pages in the browser
window. Purchasable Content 113 such as the song and the lyrics and
whatever other metadata the Cantezyt Providers) 101 wishes to protect, is
pat aectssible to the Retail Content Web Site 1$0. In another embodiment,
the Content Providers) l01 provides optional promotional content for a fee.
In this embodiment such protrtotional content is encrypted in the Metadata
SC(s) 62Q, Financial seltletnent to open this 25 data can be handled via
the Clearinghouses) l05 with the account far the Electronic Digital Content
Stores) l03 being ehargcd the designated fee. Extracting Me~tadata Besides
the preview capabilities, ibis fool provides two additional features:
metadata extraction and 30 preparation of an Offer SC(s) 64l. Selection of
the metadata extraction option prompts the Electronic Digital Conteel
Stares) 103 to enter the path and filenames to where the metadata is to be
stored. Binary metadata such as graphics axad the audio preview clip is
stored as separate files. Text metadata is stored in an ASCII delitruted
text file which the Retail Content Web Site 180 can then import into its
database. A table describing the layout of the ASCII delimited file Is also
be created is a Separate TOG file. Additional options is available to allow
extraction 35 intp athtr National Language Support (NLS) supported
fot~rnats   sE~-~a-oa9 90 One irttpaxtant piece of information provided is
the extracted data is the Prpduct ID. This Product III is what the
co~tttmerce handling function for the Electrot5ic Digital Content Stott(s)
103 steeds to ideati~r to lb,e Transaction Praeessor Module 17S (far more
iofortttati.au refer to 'ltausaction Processing Section), the Content 113
that the user has purchased. The Transaction Processor Module 175 uses this
Product ID to properly retrieve the 5 appropriate Offer SC(s) 641 from the
Offer Database 181 far subsequent download to the EtAd-Usri Deviee(s) 109.
The Electro~niC Digital C~tetlt Stores) l03 has full control over how it
presents the offer of downloadable Cou~tent 1.13 on its site. It only needs
to retain a cross reference of the Content 113 being offered to this
Product Ib to properly interface with the tools for the Secure pigilal
Content Eieetrox~ie Distribution System l00, providing this information
here, allows the Electronic Digital Content Stores) 103 to imegate this
product or Content t 13 into 10 its inventory and sales pages (da.tabase)
in parallel with the Offer SC(s) d41 creation process since both processes
uses the same Prntluct 1D to reference the product. This is described
further bclc~w, Offer SC(s) Creation !sacker 153 'the Electronic bigital
Content Stores) 1U3 is required to create an Offer SC(s) 641 describing the
15 downloadable Content 113 that is for sale. Most of the information that
goes info the Offer SC(s) 641 is derived from the Metadata SC(s) 620. The
Content Acquisition Tool 171 creates the Offer SC(s) 641 by: removing parts
Pram the Metadata SC(s) 620 shat are not required to be included its the
Offer SC(s) 641 as defined by the Dffer SC(s) Template in the Metadata
SC(s) 620 adding additional required parts as definod by defaults specified
by the configuration optics in this tool for za the Electronic Digital
Content Stores) 103 - prompting for additional required inputs or SdeCtions
as defined try the Offer SC(s) Tercxplate in ttae Metadata SC(s) 620 ' -
Calling the SC(s) Packer 153 to pack !his information into the SC(s) formal
Mttadate to be displayed by the Playet Application 195 (further described
later) on the End-User l7evice(s) ~5 1d9 is kept in the Metadata SC(s) 620.
Other promotional metadata that was only used by the Electronic Digital
Content Stcxc(q) 143 as input to his web service database is removed from
the M~adata SC(s) 620. Rights management intbrmatian provided by tht
Contest Providers) 141) such as watermarking instructions, encrypted
Symmetric Keys 623, and Usage Cond~tidas 5 i 7 defining the permitted uses
of the object, are also retained. This stripped down Metadata SC(s) 62U is
then included in the Ofl~er SG(s) 64t. The Electronic digital ~0 Goritenl
Stares) 1U3 also attaches its own Usage Coaduions calitd Store Usage
Conditions 519 or purchase optiotas la the OfFer SC(s) 641. This can be
accanplished interactively or automatically through a set of defaults. If
configured to be processed interactively, the Electronic Digital Content
Stores) 103 is pranpted with the set of pa'mitted object Usage Conditions
517 as defi4ed by the Content Providers) ZUI. He then selects the options)
he wishes la offer to his customers. These now become the new i~)sage
Conditions or Store Usage Conditions 519. To 35 process automatically, the
hlectronic Digital Content Stora(s) 103 canfi~ttrea a set ofdefault
pure6ase options to be of1`ered for all Content 113. These default options
are automatically checked against the permitted Usage   S~9-98-009 



91 Conditiaos 517 defined by the C.oatent Providers) 101 and is set in the
Offer SC(s) 641 if there are no discrepancies. Once the Offer SC(s) 641 is
created, il is stored in an CII~'er Database 181 and is indexed with the
product 11J pre-assigned is the Metadala SC(s) 620. This Product I is used
later by the Electronic bigital Contest Stores) S 103 to identify flue
downloadable Content 113 being purchased by a customer whey interfacing
with the Offer Database t81 is retrieve the Offer SC(s) 641 far packaging
and transmittal to the End-U'ser(s). Sae the Transaction Processor Module
t75 section for more details. In another errtbodiment, the Electronic
Digital Content StOre(s) 103 hosts the Content 5C(s) 64t at his sitC. This
embodimextt re~usres changes to the Offer SC(s) 641 such as the replacement
of the 'UIZL of the Content 10 Hosting Sites) I 11 with the URL of the
Electronic Digital Content Stores) 103. 3. Transaction Processing Module
175 Electronic LSigital Content Stores) !03 directs billing to
Clearinp~touse(s) 105. Alternatively) flee Eltxtror~ic Digital Content
Stores) 103 may request financial clearance direct from the Clearinghouses)
1U5. 15 There are lwo basic modes for processing End-Users) purchase
requests for downloadable Contest t 13. If the Electronic Digital Content
Stores) 103 does not wish to handle the financial settlement of the
purchase and has no special promotions olr incentives governing the pale of
the merchandise and does riot use a shopping cart metaphor for hatching the
purchase requests, it may opt to provide links on its Cpntent J 13 download
pages directly to the Off4r 5C(s) 641 film. TheaE Offer SC(s) tr,~0.1 would
have to have been built with retail pricing information 20 irtcJuded in the
metadata. Also included in the Offer SC(s) 641 is a special HTM~. offer
page presenting the purchase options with terms and conditions of the sale.
This page is built from a terrtplate created when the offer SC(s) 641 was
built. When the End- Users) click& on the direct link to the Offer SC(s)
641) the Offer SC(s) 641 is downloaded to the browser End-User Devices) l09
iaunehir~g a helper application which opens the containa~ and present the
of'f'er page included in the Offer SC(c) 641. This page contai~as a form to
collect customer information 25 including credit card information and
purchase option selection. The farm then gets submitted directly to the
Clearinghouses) l05 for fisaneiat sc;tttement and proeevsing. dptionally,
this form may contain the fields needed to use the End-t,lser(s)' credit
information or industry standard local transaction handler. Azt embodiment
where the Electronic l7igital Content Stores) 103 handles billing is nowr
described. The more typical mode of handling purchase requests is to allow
the Electronic Digital Content Stores) 103 to process 30 the fsnancial
settiemeat and then submit the download authorization to the End-User(s).
This method allows the Electronic Digital Content Stores) 103 to integrate
sale of downloadable Content t 13 with other merchandise of~rrad for sate
at his site, allows batch processing of purchase requests with only one
consolidated Charge to the eustorner (via a shopping cart metaphor) instead
of individual charges for each download request, and allows the Electronic
Digital Contest Stores) 103 to directly track his customers buying patterns
and after special pramaiioas 35 and club options. In this c>Uvitotunent,
the offer of dowaloadable Content 113 is included is t~is shopping pages
which get added to a shopping cart when sr~eCted by the End-Usa(s) and get
processed and financially settled as is   SEA-9$-0U9 9~ done in the
Electronic Digital Content Store(s)' 103 current shopping model. Once the
financial settlement is ca<ttpleted, thG cattltnerGC handling process of
tile Electronic riigital Content States) 100 then calls the Transaction
Processor Module 175 to complete the transaction. 5 Transaction Processor
Maduie 175 The role of the Tracasaction Processor Module 175 is to put
together the infatrnnation needod by the hnd-User Devices) 109 to initiate
and process the download of the Content i l3 purchased. This infartnalion
is packaged into a Transaction SC(s) 640 which is sent back to the End-User
Devicc(s) I09 by the Web Server as the response to the purchase submission.
The Transaction Proeessor Module 175 rerluires Ihrc~ pieces of information
from the L O commerce handling process of the Electronic Digital Content
Stores) 1U3: the'froducl IDs for the Content 113 purchased, Transaction
Data 642, and an HTMI. page or CCl URL acknowledging the purchase
settlement. The Product ID is the value provided to the lrlectronic; Dy~tal
Contcrtt Store.(s) 1U3 in the Metadata SC(s) 620 associated to the Content
I 13 just sold. This Product Il7 is used to retrieve the associated Offer
SC(s) 641 from the after Database 181. 15 The Transactiozt Data 642 is a
structure of information provided by the transaction proce45ing function of
the Electra>aic Digital Content Stoxe(s) 103 which is later used to
correlate the Glearin~tause(s) 105 processing with the financial settlement
transaction performed by the Blectrontc Digital Ccxttettt Starc(s) 103 and
to provide user identity information to be included in the watermark of the
Content 113 downloaded la the: End-User Devices) 109. When the
Clearinghouses) IOS receives a valid Order SC(s) 650, it logs a transaction
indiealing 20 Ihc Content I I i thttl was uyld. which EIc,~:Ucmic Digital
Ct>nlcnt Sunt,~(s) I 113 salt( it and the ttsux;iatcxi Tran~tcutm Bata 642
including the End-User's Name and a Transaction ID 535. The Transaetiatt ID
S35 provides a reference to the financial settlement transaction) Tlxis
information is later returned by the Clearinghouses) 105 to the Electronic
bigital Content Stores) 103 fat use in reeaneilittg its accounts with the
billing statements reeeivtd frarrt th,e Content Providers) I01 (ar his
agent). The Clearinghouse Transacticm J..og 178 can be usad by the Content 



25 Pravider(s) 10l to determine what Content 113 of his has been sold and
enables him to create a bill to each Electronic pigital Content Stores) 103
far royalties awed him. Other electronic rttearts besides billing can
alieroativelybe used to settle accounts between the Content frovider(s) 101
and lrlectronie Digital Content $t0~e(s) 1 a3. The information provided in
the Transaction SC(s) 640 and the sec:urily and integrity of the
Transaction 3~ SC(s) 640 provide sufficient authenticity Lo Lhe
Cleartnghouse(s) lU5 that the purchase transactiacl is valid and thus na
further validation is required prior to the logging of this sale by the
Clearin~ouse(s) 10S. The Electronic Digital Cant~t Stores) 1U3, however,
has the: option to requtst authezltication before its accauuts are charged
(transaction togged at the Clearinghottse(s) 105 indicating to the
Gatttettt Providers) 101 that this Electronic Digital Content Stares) i03
has collected money for the sale of this Contecet L L3). This request for
35 authentieatiob/notificatipn is indicated by a flag in tb,e Transaction
Data 642. In this scenario, the Gic~ingltouse(s) lOS Contacts the
Electronic Digital Content Stores) 103 and receive authai~atiou from the
~~~-its-UU~ 9~ Electronic Digital Content Stores) 103 before the charge to
lair account and the release of the encryption Key 623. The Transaction xD
535 !s passed to the Electronic Digital Content Stores) 103 8om tl~e
Clraringhouse(s) 105 a5 part o this authentication request to enable the
Elecaonic Digital Content Stores) 103 to associate tlus request to a prior
transaction performed with the End-User(s). This Transaction Ilk 535 can be
any unique value the 5 lrlectrotvc Digital Content Stares) 103 wishes to
use and is solely for its benefit. The Transaction Data 542 also Contains a
Customer name. This name can be from the user name field of tt~e purchase
firm filled out by the user when making his purchase, or from ittfarmatioo
tagged previously durlctg some uxer rc:gistratlon process wnh the
Electronic l7igital Content Store(e) 1U3, or the official name obtained
from t;redit card information associatc;d with the card used in this
transaction. This name is later included in the 1 O Llceo~se Watermark S27.
The Transaction Uata 642 also contains the Store Usage Conditions 519
rurehaSed by the End-User(s). This information is included in the License
Watermark 527 and used by the Bnd- User Devices) 109 in Copy and Play
Control. The final parameter required by the Transaction Processor Module
175 is the IiTML. page or CGl ULt(. 15 aelmowledging the pure>aase
settlemont_ The purpose of this is to allow the Electronic Digital Content
Stores) I 03 to respond to tho End-Users) with an ac>,aowledgtneat of the
financial settlemeia! and whatever other information he wishes to include
in the response. This I3'1`ML page or CGI URl_, is included in the
Transaction SC(s) 640 and is displayed itt the browser window of the
End-User Deviee(s) I09 when the Transacticm SC(s) 640 is received and
processed. 20 The Transaction SC(s) 640 is the H'C'fP response to the
End-Users) from the Electronic laigital Contmi Stores) i03 after processing
the purchase submission. Sending a SC(s) as the direct li'1TP response
forces the automatic Loading on the End-User l7evlce(s) 109 of a SC(s)
Processor Helper Application thus allQwirxg automatic completiad of the
transaction without depending alt further End-Users) initiated actions_
This process is described in more detail itt the >rnd-User Devlce(s) I09
and Player Application 195 section Later. Z5 When the Transaction Processor
Module ! 75 is salted with the required parameters, ii builds a Transaction
SC(c) lvttl containing the Trsnsactinn Data Ct42, the transaction
ackztowtedgment HTML page or reference URL other required seCUrlty features
of the SC(s), and retrieves and imbeds the Offer SC(s) 64i associated with
tlae purchase. It also logs information about this transaction for later
use by the Notificaliatz lunterface Module 176 and the Account
FtoCOnciliatlon Toof l 79. 30 4. Notification lrtterface Module 17b The
Notification Interface Module l76 is a Web Server side executable iautine
(CGI or function callable by NSAPI) ISAL'I or equivalent), It handles
optlotaal requests alto notifications from the Clearitaghpuse(s) 105, the
End-User Devices) 109, the Couteslc ~ost3ag Sites) 1l l, and the Content
providers) 101. The events that the 35 Elecuoaic Digital Cat~ttnt Stores)
103 can aptiodally request Aotification for are:   ~ C~J-xtf~UU'~ 94
Notificallon from the Clcaringhouse(s) 10S that the En,d-User Devices) 109
requested ao encryption Key 623 and the Clearlng6ouse(s) 105 is releasing
the encryption Key b23 ;For the specified Content 113. This notiftcatioGt
can optionally be configured to require authentication from the Electronic
Digital Content Storc(s) 103 prior to the encryption; Key 623 being sent to
the Fnd-User laevice{s) 109. 5 ~ Notification from the Content ~iosting
Sites) I I 1 that the Content SC(s) 630 has been sent to the End-User
l7evice(s) 109. Notification from the End-User Devices) 109 that the
Content SC(s) 630 and the ~,icen.Se SC(s) 6~0 have been received and
successfully used to process the Content 113 or was found to be corrupt. 



Notification from the Content Providers) 10I that new Contort 113 has been
placed in the Content i ~ Promotions Web SitC 156. None of these
notifications arc a required step in the Secure Digital Content Electronic
Distribution System flows i 0t7 but are provided as options to allow the
Electronic Digital Content Stores) 1 U3 the opportunity to close its
records on the satisfaction of completion of the sale) It alco provides
information that may be needed to handle customer service requests by
letting the Electronic Digital Content Store(S) 103 know what functions
have 15 transpired since financial settlement of the eransacUon or what
errors occurred during an attempt la eprrtplete the sale. Alrerrtatively)
much of this status call be obtained from the Clearioghause(s) 105 tkuough
the Customer Service Interface 184 as aeedc:d. Frequency of notification of
new Content l13 available at the Cowcnt Promotions Web Site l56 is
determined by the Content Promder(s) 14i. Notification may be provided as
each new Metadata SC(s) 620 is 20 added or just daily with all new Metadata
SC(s) 620 added that day. All of these notifications result in entries
being made to the Transaction t,og 178, if the Electronic Digital Cotltent
Stores) 103 wishes to perform his own processing cm these notifications, he
can idtercept the CGI Call) perform his unique function and then optionally
pass the request on to the Notification Interface Module 17b_ 25 5. Account
Iteconciliatiatr Tool 173 This Account Reconciliation Toot 17y Contacts the
Clearinghouce(s) lO5 to compare the Transaction 1'..og 178 with the log of
the Clearinghouses) I OS. This is as optiozxal process which is available
to help the Electrow5ic bigital Content Stores) 103 feel comfortable with
the accounting for the Secure Digital Content Electronic pistribution
System I00. 3d In another embodiment, this tool can be updated to provide
electrotaic funds tratlsfers for auttxnated periodic paymtnts to the
Content Ptovidex(s) 101 and the Clearitxghouse(s) IOS. It can also be
designed tp automatically proeCSS payments upon reception of an electronic
bill from the Clearinghouses) 105 after reconciling the bill against the
Tradsaction Log 17$. 35 C. Eroadcast Electronic Digitsl Content DistHbutioa
Service   ~~9-98-009 95 $r0adcaSt pritZtarily rCfexs to a One i0 many
Van&mission ttlethOd where thFfe iS np personal interaction between the
End-User Devices) 109 and the Electronic Digital Content Stores) 1Q3 to
customize on-demand viewing at~d listening. This is typitally provided over
a digital satellite or cable infrastructure where the Content 113 IS
preprogramimed so that all Ead-User peviee(s) 109 receive the same stream.
S A hybrid model can also be defined such that an Electronic Digital
Content Stores) 103 provides a digital contest service prganized in Such a
way that it can offer bcxh a tweb distribution interface via an Internet
connection as well as a higher bandwidth satellite or cable distribution
interface via a broadcast service, with a great deal of Commonality to the
cite de,~ign. If the 1RD backchannel serial interface were 4onnected to the
web, and the IRD cuppcrrted web navigation, the End.User(s) could navigate
the digital co~rteot service is the usual way 10 via the backchannel
Internet interface, previewing and selecting Content 1 l3 to purchase. The
user can select high quality dc~wnlc>adable Content I I,~, Iturt:ha.5e
lheae selections, and receive the requirc.~d License SC(s) 664 all via an
Internet 4onnection arid then request delivery of the Content i 13 (Content
SC(s) 610) over the higher bandwidth broadcast interface. The Web service
can indicate which Content 113 would be available for download in this
manner based on the broadcast schedule err could build the broadcast
streams based totally ores purchased Content 15 113_ This method would
allow a Web based digttsl content service to contract with a brasdcast
facility to deliver high quality ~Coatent 113 to users equipped with the
proper equipment making a limited number of specific Content 113 (e.g.
so~xgs or CIaS) available daily in this manner and the entire catalog
available far dowrxload in lower quality via the web interface. Other
broadcast models can be deigned where these is no web interface to the
End-Uca Devices) 109. In 2~ this model) promotiotaal contest is packaged in
specially formatted digital streams for broadcast delivery to the End-User
Devices) 109 (i.e. IR)5) where special praeessing is performed to decode
the streams and present the End-Users) with the promoliottal cotalent from
whi.eb purchase selections eau be made. The actual purchase selections
would still be initiated via backchannel eo~t~t~rtunications from the
End-User Devices) 109 to the Clearinghouses) 145 and would utilize SC(s) to
perform all data exchange. The toolset 2$ provided to the Electronic
Digital Content Stora(s) l03 has been architected and developed in sucb~ a
way that most of the tools apply to both a point-to-point Internet Service
offering as well as a broadcast satellite or cable offering. The tools used
by a bigital Content Web Site Electronic bigital Content Stores) 103 to
acquire and trtanage Con~te~tt 113 as well as prepare SC(s) is also used by
a satellite based l~lectronic Digital Content Stores) l03 to managtr and
prepare Content 113 far distribution on a broadcast infrastructure. The
SC(s) distributed over a Web 30 service are the same as those distributed
over a broadcast service. X. ENp-~lSEIt DEVICES) 109   96 The applications
iu the Eud-User DGVice(s) I09 for the Secure Digital Content Electronic
Distribution System 100 perform two main functionsv Tirst the SC(s)
processing and copy eoutral; and second playback of encrypted Content 113.
VVitether the End-User DevicC(s) 109 is a 1~'ersa~aal Computer or a
specialixed electrattic consumer devit:e) it has to be capable of
performing th~C base funclipns. The End-User Devices) 109 also provides a
variety of additional features and functions like creating play lists,
managing the digital content Library, displayririg information and images
during content playback, and retarding to external media devices. These
funetians vary based on the services theca applications are supporting and
the type of devices the applications are designed for. 10 A, Overview 



deferring n0~w to FIG. 10, shown is the major components and processes and
End-User Devices) 109 Functional Flaw. The appliCationc designed to support
a PC based web interface Content 113 service consists of two executable
software $pplications: the SC(s) Processor 192 azxd the Player Application
195. The SC(s) 1`'rocessar 192 is an executable application which is
configured ss a I-Ielpec AppliCatiott into the Lttd-Llser(s) Web 1 S
l3row5er 19I to hatxdle SC(s) FilelMIIvIE Types. This application is
launched by the Browser wktenever SG(s) arc received from the Electronic
Digital Content Stores) 103, the Clea.ringhouse(s) 105, and ttxe Content
Hosting Site{s) 111. It is responsible for performing alt required
processing of the SC(s) and eventually adding Content t 13 to the pigital
Content Library 196 of the lend-User{s). 'Tbe Player Application 195 is a
stand alone executable application which the; End-Users) loads to perform
20 Content t 13 in his bigital Content Library 19G, manage his Digital
Contcx~t Library 196 and create copies of the Content 113 if permitted.
Both the Player Application 195 and SC(s) Processor 192 applications can be
written itx Java) GC++ or any eduivalectt software. In the preferred
embodiment, lbe applieatians can be downloaded from computer readable means
such as websile. However, other delivery mechanisms are also possible such
as being delivered au computer readable media such as diskettes tyr CDS. 25
The searching need browsing of Content 113 information, previewing of, for
example, song clips) and selecting sang for purchaso is al! handlod via the
Bnd-Users) Web l3rawse~r 191. Electronic Digital C.ontenl Stores) 103
provides the shopping experience in the same way that is offered today by
many Content 113 retailing web sites. The difference to the Ead,lJser(s)
over today's web based Content 113 shopping is that they may new select
dowttloadable Content 113 objects to be added to their shopping cart. if
the Electronic Digital Content Stores) l03 has ot)aer merchandise available
for sale in additiaa to the downloadable abjeCts) the End-User(s) stay have
a combination of physical and electronic downlaadable merchandise in his
shopping cart. The Secure Digits) Contest Electronic Distribution End-User
Devices) 1p9 are not izwalved until after the End-Users) check..a out and
submits his final purchase authorization to the Electronic Digital Caoteat
Stores) 103. Friar to this point) ail iztteraction is between the Web
Server for the Electronic Digital Content Stores) 103 and the Browser 191
on the ~ 5 End-User l7avice(s) 109. 'This includes preview of rJarnple
Digital Contort clips, bigital Contest c1 ips are not packaged into SC(s)
but instead are integrated into the web service of the EIectronle Digital
Content Stares) t03   as dowuloadabte files or fed from a streaming server.
The format of the Content 113 clip is eat dictated by the system
architecture. In another embodiment) the Player Application I95 could
interact directly with the JElectraaic Digital (,`OntetlL Siore(s) 103 ar
Clearinghouse(s) 105 ar oftlirae using a promotional C>a. 5 )s. Application
>Gtstaliatio>a 'fkte Player Application l95 and the Hlelpa Application 1981
are packaged iota a self installing executable program which is available
for download from many web sites. The Clearinghou9e(s) 105 acts as a
central ltxaiion which hosts the master dawnlaad page at a public web site.
IL contains links to the locations froth wlxich the installation package
can be downloaded. The installation package is available at all Content
Hosting Sites) 10 1 ll to provide geographic dispersal of the download
requests. Each partieipatittg Electronic l5igital Content StorC(s) 143 can
also make the package available far download from tkteir Bite or tray just
provide a link io the ma5~ter download page at the public web site of tht:
Clearmghouse(s) 105. Any End-USCr(s) wishinb to purchase dawnlaadabie
Content I I3, downloads and inytatl this package. The iustahaiion is self
eoatainod in this downloadable package. It unpacks and installs both the
Helper Application 15 198 and the Player Application I95 arid also
configure the Helper Application 198 to the installed Web Browser(s). As
part of the instatlatioa, a Publie/Itrivate Key 661 pair is created for the
End-User I~evice(s) I09 for use in proee..~ssing Order and License SC(s)
6b0. A random Symmetric Key (Secret User Key) is also generated for use in
protecting Song Cncryption keys in the License Database l97. The Sexret
Uaer Key (not shown) is protected by breakting the key into multiple harts
and staring piGOes of the key in multiple locaiions throughout the
End-Usec(s)' 20 connputer. This area of the coda is protected with Tarrtpes
Resistant Saflware teclinaiogy so as not to divulge haw the key is
segmented and where it i5 stored. Preventing access to this key by even the
End-Uaer(s) helps to prevent piracy yr sharing of the Content I 13 with
other eofrtputers. See the SG(s) processor 19Z seetiauo for more details on
haw these keys are used. Taxrtper-resistant software technology is a
metb,od to deter unautktorixed entry into a computer software 25
appliG~tion by a hacker. Typically a hacker watats to understand audlor
tnadify the software to remove the r~trietions an the usage. In
prxctieatity, no computer program exists that cannot be hacked; that is why
tamper-resistant software is not called "tamper-proof', But the tttnount of
e!~'ort required to hack a tamper-resistance protect application. usually
deters most hackers because the effort is not worth the possible din. Here
the effort would be to gain aCCCSS to a key to one piece of Cameaat 113)
perhaps a single song ou a CD, 30 One type of tamper-resistant software
technology is from lI3M. one product this code was tntraduced is in the iBM
ThinkPad 770 laptop computer. Here, ttte tamper-resistartl software was
used to proteCl the DVD movie player in the computer. Digital Content
providers) such as Hollywood studios, ronceraed about the advent of digital
movies and the ease at which perfoct copses can be made) have insisted that
movies an DVb discs) contain copy protection mechanisms. IBM's
tamper-resistant software made il difficult to cirCttmvent these copy
protection 35 mechatxisms, This is a very typical application for
tamper-resistaxat software; the software is used to enforce rules on the
usage of some protected type of Content 113.   3r,y-5r~-UU~ IBM's
tatxtper-resistant software puts several types of obstacles in the path of
the attacker. First, it contains techniques to defeat) ar at least reduce
the effectiveness of, the standard software tools that the hacker uses.
debuggers and disassemblers. Second it contains self integrity checking) so
that single modifications, or even small handfuls of modifications, will be
detected and Cause incorrect operation. k'inally, it contains abfiuscations
to S mislead hackers regarding its true operation. The latter technique is
largely ad hoc) but the first two build upon well-luaown toots in
cryptography: encryption and digital sigtatures. C. Secure C4~nrxiner
Processor 192 When t>~e End~User(s) submits the final purchase
authorization to the t?lExarootc Digital Content Stores) 10 103 far the
merchandise ho has collected in his shopping cart, his Web Browser remains
active: waiting far a response from the Web Server. The Web Server at the
Llectronic bigital Content Stores) 1U3 processe<c the purchase and performs
the &rtancial settlement and then returns a Transaction 5C(s) 640 to the
End-User bewice(s) 109. The SC(s) Processor 192 (Helper Application 19$) is
launched by the Web growser to process the SC(s) mime type associated with
the Transaction SC(s) 640. FIG. 14 is as example of user interface screens
of 1 S the Player Application l95 dovvttloadiag content to a local library
as described in FIG. 10 according to the present invention. The SC(s)
Processor l92 opens the Transaction SC(s) b40 atzd extract the Response
I-ffIvIL page arid OfFer SC(s) 641 contained within. The Response I-1TM1.
page is displayed in the Browser window acknowledging the End-User(s)'
purchase. The Offer SC(s) 641 are then opened and the content 1 ! 3 (e.g.
song or album) names 



20 along with the projected download times are extracted from them, step
14U1. A new window is then displayed with this information and the
End-Users) ~s presented with options to schedule the downlvad(s) of tkte
Content 113 (e.g_ for music) songs or entire albums)) step 1442. The
End-Users) can select immediate download or can schedule the download to
occur at a later time. if a later time is selected) the dawrxload schedule
information is saved in a tog and the download is initiated at the
scheduled time if the End-User Dev;ce(s) 109 is powertxl on at 25 that
tirrte. If the computer is not active at the scheduitd download time or the
communication link is not active) the lend-User(sl is prompted to
reschedule the download when the computer is next powered up. Wlten the
scheduled download time occurs or if immediate download was requested, the
SC(s) Processor 192 Creates Order SC(s) 650 from information in the
Transaction SC(s) 640) Offer SC(s) 641, and the Public Key 66l of the
find-Users) generated at install time. This Order SC(s) 650 is sent via
1-IT'TP request to the 30 Cteariughouse(s) 105. When the Clearinghouses)
105 returns the License SC(s) 660) the Helper Application 19$ is re-invoked
to process the License SG(s) 660. The: License SC(s) 660 is then opened and
the URL of the Contest Hosting $ite(s) 111 is extracted from the referenced
order 5C(s) 650, The Lic;cxtse SC(s) 660 is then sent to the spociffed
Contest Elosting Site 111) via beep request through the Brawler, requesting
download of the Content SC(s) 630. When the Conteztt SC(s) 630 comes rack
to the l3rowser, the Helper Application 198 is re-invoked 35 again. 'X'he
SC(s) processor 192 displays the name of the Content 113 being dtruunloeded
along with a do~wdload progress it~dicatar and an estimated time to
completion.   ~~~-~~-oat 99 As the C~tent 1 I3 is bring retxived by the
SC(s) processor 192, is loads the Conteu,t 113 data into memory buffers for
decryptiao. The size of the buyers depends on the requirements of the
encryption algorithm and wxtermatking technology 193 and is the minimum
size possible to reduce the amount of uncacrypted Caateat 113 exposed to
haclter cede. As a buyer is fflled, it is deexypted using the Key 623
(corresponding to the Rtblic Key 5 661) of the End-Users) extracted rom the
License SC(s) 660, which itself is first decrypted using the 1?rivate Key.
The decrypted buffer is then passed to the watermarleing function. The
ua2ttertttarkitlg 193 extracts the watert:natking instructions from the
License SC(s) 660 and decrypt the instructions using the Pxivate Key of the
End-U5tr(s), The watermarking data is then extracted from the lJcease SC(s)
660 which includes transaction information such as the purchaser's name as
registered with the $lectronie 10 Digital Content Stares) 103 rom which
this Content 1l3 was lureha.~ed or derived from the credit card
registration information if the Elcxtronic: Digital Contort Stores) 103
does nttt provide a registration function. Alsu tnciuded in the watermark
is the purchase date and the Transaction ib S35 a-SSigned by the
lrlectranie Digital Contact Stores) 103 to reference the sneCific records
logged for this transaction, The Store Usage Gonditiona 519 arc also
included to be used by the Copy CQnlrol of the Player Application l95. 1 S
The Watermarking 193 iS protected with Tamper lZesistvnt Cede tu~chnalogy
so as not to divulge the watermarking instructiocts thus preventing a
hacker from discovering the location and technique of the watermark. This
prevents remount or modification of the watermark by a hacker. After
inscribing any required watermark to this content buffer. the buffer is
passed to the scrambling functiob for 1Ze-Encryption 194. A processor
etftcient secure eacryp~tion atgorithm such as I?3M's SEAL 20 encryption
technology is used to re-encrypt the Content l 13 using a raadoxn Symmetric
Key. Once the download srtd Dtxzyptiaa and Re-Eztcryption l94 process is
complete, the encryption Key 623 used by the Content Providers) 10l to
originally e4crypt the Content 113 is now destroyed and the never SEAL Icey
is itself encrypted using the Secret User Key Created and hidden at
installation time. This new encrypted 5ea1 Key is now stared in the License
Database 107. 25 Unlike sotuce performed at the t.,oatedt Providers) 101
and user waterttnsrking performed at the Etad Usa Devict(s) i09 may treed
to become art industry standard to be effective. These standards are still
evolving. The technology is available to allow control information to be
embedded in the music: and updated a nttinbex of times. Until such tune as
the copy control standards are mort stable, alternative methods of copy
Conuol have beast provided in the Secure Digital Canteat .Electronic
pistribution System l00 so that it dues not rely on the copy 30 control
watermfuk in order to provide rights management in the consumer device.
Storage and p laylret;ord usage conditions security is implemtxated
utilizing encrypted DC Library Collectiozts 196 that arc lied to the End
User Devices) l09 end protected via the Tamper Itesistattt Environment.
Software hooks are in place to support copy c:otttrol waterrrtarkin$ when
standards Eiave been adopted. Support exists today far watermarking AAC and
aches encoded audio streams at a variety of compressioe levels but this
txhnology is still sarrtewhst immature at tktis 3$ time to be put to use as
a sale method of copy control,   aJux-~ ax~UU J 100 The Decryption and
lZe-Encryption 194 process is another area of tlae code that is protected
with Tamper Resistant Cads technology so as cot to diw(ge the arigin,a!
C.ronteot ! 13 encryption key, the new SEAJ<, key, the Secret User Key, and
where the Secret User Key segments are stared and how the key is segmcntad.
The process of lrtecryption and lie-1?acrypttan ! 94 serves two purposes.
Staring the Content 113 encrypted 5 with an algorithm likt SEAL disables
faster than real-time deGryplian and requires much less processor
utilization to perform the decryptioCt than does a mare industry standard
type algorithm like DES. This enables the player Application i 95 to
perform a real-time concurxeat decryption-decode-playback of the Content
113 without the need to first decrypt the entire file for the Content l 13
prior to decode and playback. The ~~ciency of the SEAL algorithm and a
highly e~cient decode algorithm, allows not only concurrent operation
(streaming playback from ] 0 the eaGrypted ale) but also allavus this
process to occur oa a much lower powered systdn processor. Thus this
appliCatiata can be supported an a irnd-User DevicC(s) 109 a& low end as a
60N1Hz Pentium system and perhaps lower. Separating the etxcryption format
in which the Content 113 is finally stared txom the arigiaal encryption
format) allows far Beater flexibility in the selection of the original
content encryption algorithm. Thus use of widely acc~ted and proven
irxdustry standard algorithms can be used thus further enhancing Digital
COntem ] $ Industry acceptance of the Secure Digital Ctxttent Electron'sc
l3istributivtt System 100. The second purpose of this Decryption and
Re-Encryption l94 process is to remove the requirement that the original
master encryption Key 623) used by the Contest Providers) 10I to e~acrypt
this Content 113, be stored en every End-lJsar Devices) 109 which has
licensed this Content 1 i 3. The encrypted master lCey 623, as part of the
License 5C(s) 66t7, is only cached an the hard dak of the End-User
pcvice(s) 109 for a very short time and is in 20 the clear only in memory
and for a very short time. Uurinl; this execution phase) the Key 623 is
protected via Tamper ltesistat~t Code technology. Not having to retain this
Key 623 in any form on the End- User Devices) l09 once this Decryption and
Re~~neryption 194 phase has completed, gently lessens the possibility of
piracy from 



hackers. Once the song has been rc-ennrypted) ii is stored in the Digital
Cuntc.~~t Library 196. All metadata required 2$ for use by the Player
Application 195) is extracted from the associated Offer SC(s) 641 and also
stored in the Digital Consent Library 196) step 14t13. Any parts of the
metadata which are encrypted, such as the song lvriac, arc decrypted and
rrrenCrypted in the same matxner ax described above fur the other content.
The same SEAL key urutl lu unrrylri tltc C'uttleitt I I;1 is u~~:~l fi>r
ruty t~xs~x:iiita<t ntal~rdul~t wording ttr he utycryhtul. 30 D, the
1'layet; Application 195 1. Overview   ~l:~~y~~00~ 10l The Secure l~igiial
Colatent Electrotuc I?isttibution Player Application 195 (referred to here
&s the Player Application l95) is analogous to both a CD, DVD or other
Digital Content player and to a CD, DVIa, or other digital contest storage
maaagtsttent system. At its simplest, it performs Content 113, such as
playing songs or videos. At anotb,er level, ii provides the End- Users) a
tool for managing hislher Digital Cantetat Library 19b. 5 And just as
importantly, it provides far editing and playing of collections of content,
such as songs, (xeferred to here as Play-lists). The Player Application 195
is assembled &orrt a ColleCtiora of t:amponeztts that may be individually
selected and customized to the requirements of the Cattectt Providers) 101
and Electronic laigital Content Stores) 103. A ganeric version of the
player is described, but cuslatrtization is possible. 10 Referring now to
F1G. 15 there is shown a block diagram of Ihe: major c:ampaoents and
prctresseq of the Player Arplication 195 running on End-User bevice(s) lt)9
of F1G. 1I). There are several componern-sets that make up the subsystems
t~f the Playr Object Manager 15U1: 1, >Jnd-User Interface Components 15U9
2. CapylPlay t~lanagemem Cvmpanents 15U4 15 3. Dectyptian 1505,
DCCatl7preS51at7 t 506, Playback Compttnents 15S)7 and may include
rtxording. 4. Data Management 1502 and Library Access Components l5(13 5.
Inter-application Comimuttication Components 1508 6. Other miscellaneous
(Installation, etc) Components 20 t:ornponents from within each ofthese
sets may be selected, based on the requirements of: the platform (Windows.
Utux, or equivalent) cat'nmttzlications protocols {network) cable) etc)
Content Providers) 101 or Etectranic Digital Content Stares) l03 Hardware
(CD) J~VD, etc) 2~ ~ Clearinghouses) 10S technology and mare. The sections
below detail the various component sets. The final section details ttow
these cotnponteats are put together in the generic player, and discusfies
how the components can be customized. in another embodirttent, the
components of the Player Application ! 95 and the SC(s) Processor l92 are
34 available as part of a programmer's software toatkit. This toolkit
enables predefined interfaces to thtr components of the: genr5ric player
application listed above. These predefined imerfaces are in the form of
APIs ar Application Programming Interfaces. A developer using these APIs
can implement any of the functionality of the components frc>na a high
level application program, By pravtding Arls to thewae campaneats, a
programmer cart quickly develop a customized Player Application 195 without
the need to re-created these functions and resources of azty 3 S of these
components.   ~lr~-yh-1)U9 



102 z. End-User Interface Compontnts l509 Compontuts from this set combine
to provide the on-screen rrtactifestatioo of the Player Application l95.
Note that the design establishes no definitive layout of these components.
One such layout is provided is the gaoerie player. $ased 4n rextuirementR
from Content Frovider(s) it?l andlor Electronic Digital Content Stores) 5
and other requiremdtts, alternate layouts are possible, 'Ibis set is gouged
into subgroups, starting with the components used to present End-User
Qisplay l S 10 and handle controls called Ead-User Controls l511 usod for
suott low-level functions as audio playback , acrd pxesentatiora of
metadata. Next, the End-User Display Component 1S10 is further dividod by
special function groupings (Flay list) Digital Content >ribrary), attd then
object-container components u9ed for grouping and 10 placing of those
lower-level components. Within the ramponectt listings below, any reference
to creating CDS or copying of Cc~cttent 1 t3 to a CD or other recordable
medium only applie., to the case where the Player ApptiGation l95 has such
furtetionality enabled. Also note that the term CD in that context is a
generic vne) that can alto represent various other external tecarding
devices, such as MiniDisC or DVb. ) 5 ~IG_ I6 is an example user interface
screeds of the ~layex Application 195 of P`IG. 15 according to the present
invention. Function for the irnd-User Controls 1511 include
(ecxre`cpcxiding screens of an End~User Interface are shrnw 1b01-Ib05):
Controls for pcrforniiag the Content 113: 20 ~ PlaylStop buuon  Ftay button
Stop button Pause button Skip forward button 25 ~ Skip backward button
Volume control  'lack position controlldisplay Audio channel volume Icvel
display and more. 30 Controls for the displaying metadata associated with
the Content 113 Cover Picture button Cover Picture abject Artist Picturt
button Artist Picture object 35  Track List button Track List Infotxnatioa
object   SE9~9$-009 l03 Track List Selector object (click to play) - Traek
Name object Track Information object Track Lyrics buttozt 5 - Track Lyrics
object  Track Artist Name object Track Credits button  Track Credits object
CD Name obj ect I 0 ~ CD Credits button  C17 Credits object Generic
(Configurable) Metadata button  GenCric Iv(etadata objcCt and morn. 



15 function for the End-User Display 1510 include (corresponding screCns of
an end-USer Interface are shown t601 - 1605): Play-list of display
container  Playlist Management button Play-list Managcmcnt window 20 ~
Digital Convent search buuon Digital Coaleat search pefimlion object
Digital Content search Submit button  Digital Content search Results object
Copy Seler~led Search Result Item To play-list buuort 25  play-list object
(editable) Play~liSt Save button Play-list Play button  Play-list Pause
button Play-list Restart button 30  Create CD from Play-list buttota and
more. lJisplay of Digiwl Contest Library 196 Distal Content library button
Digital Content libratian window 35 ~ Digital content categories button
Digital aoattnt categories object   s~~-~g.aa~ 1 a4 , By-artist button  Hy
genre button  Hy-label button  l3y~ategory button 5  Delete button
Add-to-Play-list button  Copy to CO button Song List object Song List
display cnntaiuer and more ~0 Containers and Misc.  Player window container
Audio controls container  Metadata controls container 15  Metadata display
container Toolbar container object Stunple button Download button
t'u~tt:hese button 20 - Record button player Name object
J..abeI/Provider/Store Advertisement object  LabeVprovideriStore URL button
Artist URC. Button and mare 25 3. Cony/IaJay Management Components 1 SU4 



These components handle set up of encryption keys) Watermark pracesstng,
Copy management, and mare. Interfaces also exist for communication with the
Clearingbouse(s) 1 U5, transmission of purchase requests, apd mare, for
special services Such as pay per listen or cases where each access to the
Content 113 is accouqted for. 30 Currently, the communications to the
CJearinghause(s) lU5 functions are handled by the SC(s) Processor 192. The
use of floe Content 113 by the Player Applications L 95 on End User
Devices) 1 U9 is logged into a database such as the License l7atabase 197.
The tracking of each use of Coc~tent 113 by the lsJayer Application 195
curl be transmitted to one or more logging sites such as the Clearing
Houses) l05 ar Content lrrovider(s) lUl or ElectroatC l5igital Content
Stort(s) 1Q3 or any site desigoatod and coupled to Transmission
lrliastruCtures 1Q7. 35 'J;'his transmission can be scheduled at
predetermined times to upload the usage information to a logging site. One
predetermined time contemplated is early is the marring when Transmissio>a
In.~astructures 1U7 msy not be as   SE9-9$-Q09 i05 Congested with network
traffic. The (layer Application 195 using known techniques, wakes-up at a
scheduled time, and transmit the information from the local logging
database to the logging situ By reviewing the logging site
iafattnatipn,1lie Content Providcr(5) 10l can measure the popularity of
their Content I 13. In another embodiment) the instead of logging the usage
of Content 113 far later uploading to a logging site. 5 the use of the
Content I 13 is uploaded to the logging site during every use of t>ae
Content a 13. For example, when duplicating of copying the Content 113
stored at the End User DeviCe(s) 109, on to an external device such as DVT1
Disc, digital tape) flash memory, mini Disc or equivalent readlwriteable
removable media, the use is updates to the tagging site. '1'h,is may be a
precottduian to aapyin~a the Content 113 in the usage conditions 2U6 that
is transmitted why the Content 1 I3 is purchased. 'This ensures the
C4rttent Pravider(s) 1 U1 can accurately track the 10 usage of their
Cdatent 113 during Weir playing, duplicating or other actions upon the
Content 113. In addition, other informatio~t about the Content 113 can be
uploaded to the lagging site. For example the last time (e.g., hour and
day) the Content 113 was perfumed; how txtany times the Contest 113 was
perfarmad; if the Content 1 t3 has been duplicated or copied to an
authorized extaval device such as 1~VD Disc, digital tape or nuni-Disc. Iu
cases where there are multiple distinct users of a single Player
Application l95 0o the End User 15 Devices) 109, such a9 different mamba's
of a family, the identifications of the user of the Content 113 is
transmitted along with the usage information to tixe logging site. Ey
reviewing the usage information uploaded to the logging site, the Conttnt
Providers) 101 can measure the popularity of the Content 113 base on the
actual usage) the identification of the user and the number of times the
Content 113 has beat performed. The actual usage rncasure~ttent makes thin
system more: faCtua! dfiv4fi auCr SySLc.~n7S using sampling methods, such
as a 20 Nietsen Rating scheme for televisions, ar telephone surveys, where
only a limited taumber of users are sampled at arty one time sad the
results extrapolated. In this present embodiment, the actual usage can be
measures fpr the users logging back oath a desigtiatat web site such as the
Electronic Digital Content Slore(s) 103 ar Content Prttvidcr(s) 1U1. ~5 4.
Decryption 150S, pecampresston 1506 and Playback Components 1 SU6 These
eumponents use the keys acquired by the Copylflay Management comptxtents to
unlock the audio dace acquired from the Data Mauagtxrieat and f,ibrary
Access components, apply the appropriate decompression to prepare it for
playback) sad use system audio services to play it. ~ as alternate
embodiment) the audio data acquired from the Data Management and Library
Access components may be copied to removable mcdi$ such as 30 CDS,
diskettes, tapes or tvLiniDisks 5. beta Management 1502 and Library Access
Components l503 These components are used to store and retrieve song data
on various storage devices an the End-Ustf(s)' system, as well as handle
requests for information about the stared songs. 35 6. Inter-applicat'iou
Communication Components 1508   ~~,y-yl3-ooQ 106 These Corrtpaneuts are
used for caordinatioet between site Secure Digital Content $lectronic
?:listributio~ )Player and other applicatirms {e.g., Browser, helper-app
andlar plug-in, etc) that may invoke the Player Application 195) or that
the Player Application 195 rxeeds to use when eartying Out its functions.
1~or example, when a URL control is activated, ii i>ivOlCes the appropriate
brawser and instruct it to load the appropriate page. 5 7. Other
Miscellaneous Components 



individual components that don t fall into the Categories above (e.g.,
installation) are grouped here. 8. The Gettertc Player L O In lhiC Section
Lhe combining of the comnoncnts above into a varsion of the player
Application l 95 is discussed. Thin is just ot~e of many diffuent example
posaibte) since the Player Applicauort l95 i5 designed for custatttiratiun
by being based an software objects. The Player Object ManagCx lSUI is a
software framework holding dl( the other eompon4~nts together. As discussed
tn the sections above, the blocks blow the Player Object Manager 15U1 ice
this diagram are required far any player) but may be ret,laeed by
specialized versions depending 1$ cxi~ such things as Form of encryption or
scrambling being used, types of audio compression, access methods for the
Content 113 library) and more. Above the flay:r Object Manager 15(1l arc
Variable Objects l512, which are mostly derived from the metadata assxiated
with the Content 113 being played or searched. Thc~e Variable Objects are
made available t0 the Gad-U,aer Deviee(s) 109 by way of the End-User
Display 151 tl and received input from the End-User Controls 20 l51 i. All
objects are configttrablc, and the layouts of all containers arc
customizable. These objects may be irnplemtnted in C/f:++, lava or any
equivalent programming; languatc. Using the Player Application 195 The
(allowing embodiment is far an example where the (layer Application 195
running on End-User 25 Devtce(s) 109 is an audio player where Content I 13
is music. It should lx understood to those skilled in the art that other
types of Content i i3 can be supported by the Player Application 195. A
typical audio enthusiast has a library of CDs holding songs. All of these
are available within the Secure Digital Content Electrattic Distribution
System 100. The set of songs that have been purchased from Electronic
Digital Canlent Stores) 1t)3 are stored within a Di~lal Content Library 19b
an his ar her system. The ~rraupings of songs that are analogous to
physical 3a CfaS are stored as Play-lists. In some cages a Play-list
exactly emulates a CD (e.g., a11 tracks of a Commercially available GD has
beets purchased from an Electronic Dtgitat content Slpre(s) 1(13 as an
Online version of the CD and is defined by a Play-list equivalent to that
of the Cb). But most Play-lists is put together by End-Usez(s) to group
songs they have stored in the Digital t.",ontcttt Libraries on their
.rystcxns. However for the purposes of the ensuing discussions, an example
of a custom made music CD is used when the term a Play- list is
rtaentianed. 35 When the Ettd-Uses{s) states the Player Application 195
explicitly) tather than having it start up via invacatiara from the SC(s)
frOCe35or 192 Application, it pre-loads to the last Playlist that was
accessed. If no   S~9-98-009 107 Play-lists exist in t)ae Digital Content
Library 19b, the Play-list editor is startod automatically (unless the user
has turned offthis feature via a preference seuic,g}. See The flay-list,
below for further details. The Player Application 195 may also be invoked
with a specifitc sang as an argument, in which case it immediately enters
Song-play mode. Optionally, the song may be prepared for play but await
action by the 5 lend-Users) iyefore proceeditxg. See Sang Flay, below for
more on this situation. The Play-list (corresponding screen of an hnd-User
Interface l603): When the End-Users) has invoked the Play-list function,
these are the available functions: * Open Play-list 14 * Digital Canteat
Librarian is invoked to display a list of stored play-lists for selection,
Also see Digital Coatent Librarian below for more info. * Edit flay-list *
Invokes the Play-list )?ditar (see below), primed with the curredt
Play-list if one has been loaded already. Otherwise the editor creates an
empty Piay-list to start wits. 15 * Run Play-list * Sotxgs are played one
at a time starting with the selected song (or the beginning of the
play-list, if no song is selected). Options set in the Play-list Editor
affect the sequencing of the playback. However there is controls available
here to override these aptionc far this play of the Play-tier * Play sang
20 '` Only the selected sang from the flay-list is played. See Sang Play
below for more info. * Play-list Info * bisplay information about the
Play-list. * Song Info * Display mormation about the selected sang within
the Play-list. 2$ * Visit web site 



Load web cite aSCdciatad with this Play-list into brawler. * Librarian *
Open the Digital Content Librarian window. Also gee pigital Content
Librarian below for more iafo. The Play-list Editor (corresponding screen
of an End-User Interface 1b03): 30 When invoking the Flay-list editor,
these are tb,e End-User(s)' options' * ViewILoadIDelete play-lists *
Digital Content Librarian is invoked to display a list of Stared Play-lists
for selectipu of one to load or delete. Also see Digital Conttnt Librarian
below for mare info. "` Save Play-list 35 '" Current version of Play-list
is saved in the Digital Content Library 196. * Delete Song   SE9-98..009
108 "' G~rrently selected song is deleted tom Play-list. * A~td Song *
l7igital Cpateat Librarian is invoked in song-search anode, fpr selection
of song to add to the Play-list. Also see Digital Contept Librarian below
for more info. 5 * Set Soag h>armatioa * l7isplay add show changes to
information about the selxted song within the play-list. This information
is stored within the flay-list, at~d does riot sitar infortttatiotl about
tEte song stored within the Ctigital Content Library 19b. These things can
be changed: * Displayed Song Title 10 * );nd-User(s) aptes about the song *
Lead-In delay an piayng the song * Follow-on delay after playing the .ong *
Start-point within son6 when playing * End-point within song when playing j
5 * Weighting for random mode * Volume at(justrrtent far this song and
more. Set Play-list attributes: Display and allow chatages to the
attributes of this Play-list. These attributes may be sec: * Play-list
title 20 * Play-list mode (randpm, sequential, etc) * Repeat irtode (play
pace, restart when dont, etc) " End-Users) notes abput this Play-List
Librarian (corresponding screen pf an End-lJser Interface 1601 ): "~ Open
the Digital Canteat Librarian window. Also Sec Digtal Content Librarian
below for more iztfo. 25 Sang Play Wheio a song has been preparod for play,
either by invoking the Player Application 195 with the song as an argument
or by selecting a song for play from a Play-list or within the Digital
Content Librarian, these are the End-User(s)' options: (corresponding
screen of an End-User LnterfacC 16U1): 30 * Play * Pause Slop 



* Skip Backward '" 5ltip Forward 35 * Adjust Yohune * Adjust'I~aclc
pasitioa   SE9-9$-009 109 view J~yrics '" View Credits '~ View Cb Cover *
View Artist Picture 5 * View Track Information * View other rnetadata Vigil
web rile * Play-list * Libra~riarr arid more. 10 Digital Content Librarian
The Digital Content Libranan can be invoked implicitly when selecting songs
or Play-lists (see above) or may be opened in its own window for management
of the Song Library on the Irnd-User(s)' system. ha that case, these are
the End-User(s)' options: 15 Working with songs: Sprt Ali by Artist,
Category, Label) other Select Songs by Artist, Category, Label, other Add
selected st)n6s u~ Current Play-list Gotiy Soog to CD (if cnablcd) 20 Dt;
lete Sont; Add Song to Category aztd morn. Work with Play-lists: Sort by
Name Surt by Category 25 Search by Keyword Search by Included Song T~Ue
Load SGleotod Play-list Rcname >~lay-list belete Play-list 0 Create Cl~
tram Selected Play-list (if enabled) and more. Although a specific
embodiment of the invention has been disclosed, it wilt be understood by
thoce having skill in the art that changes can be made to this specific
embodiment without departing from the spirit and scope of the tztveation.
The scope of the invention is na to be restricted, therefore, to the
specific embadimeut, and it is intended that the appended claims cover any
and all Such applications, modifications) and embodiments within the 35
scope of the present invention.   110 CLASS 1. A digital content data
player for playing digital content data stored on a storage device and for
providing usage information related to the digital content to a remote
site, said data player comprising: an interface for connecting with a
storage device; 



a receiver for recexrr~ing previously encrypted digital content data which
has beezx encrypted with a first encrypting key, and the receiver receiving
a from a clearing hawse an encrypted first decrypting key which has been
encrypted wi~tlx az~ encrypting key from the digital content player; a
tamper resistant environment for decrypting the first decrypting key with a
decrypting key from the digital content player, wherein the tamper
resistant environment forming reencrypted digital content data by
reencrypting the digxta.l content data with a locally generated digital
content player encrypting key, wherein, the previously encrypted digital
content has been decrypted with the first decrypting key, and the tamper
resistant environment stdri,x~g the reencrypted digital content on the
storage device; a player caapled to the interface for decrypting and
playing the stored reenerypted digital content data and generating usage
information describing the reencrypted digital content; and a ixanszrxitter
for transmitting the usage information to a xenn,ate logging site, the
usage information informing the remote logging site of at least one of a
playing a~ the xeenCrypted digital content data by the player and a copying
of at least part of the reencrypted digital content data from the storage
device to an external medium. 2. 'rhe data player as defined in claim l )
wherein the receiver receives the previously encrypted digital content data
from a digital content host. 3. Tlae data player as defined in claim 1,
whet'ein the storage device is one of a hard disk, a removable disk, flash
memory, and an optical disk. 4. The data player as defined in claim 1,
wherein the external medium is one of a compact disc, a DYD disc, a
mini-disc, #lash memory, and a digital tape. 5. The data player as defined
in. claim x, wherein the previously encrypted digital content data includes
digital music data.   111 6. The data player as de'~ned in claim 1, wherein
the usage information includes a last time the reencrypted digital content
has been played. 7) The data player as defined in claim 1, wherein the
usage izxformation includes an identification of the user playing the
reencrypted digital content on the data player. $. A system for remotely
tricking usage of digital content on digital content playexs, said system
co;nnprising: a plurality of electronic stores for gxanting licenses to
play digital content data to usexs, each electronic store being coupled to
a network; a plurality of content players for playing content data, each
digit2~1 content player including; a z~eceiwer for receiving firom~ the
network previously encrypted digital oazttent data licensed by one of the
users, wherein the previously encrypted digital content data which has been
encrypted with a first encrypting key, the receiver receiving a from a.
clearing house an ~ctypted first decrypting key which has been encrypted
with an encrypting key from the digital content player; a tamper z~esistant
environment for deczypting the first decrypting key with a decrypting key
brom the digital content player, wherein the tamper resistant environment
forming reencrypted digital content data by reencrypting the digital
content data with a locally generated digital cozttent player encryptiag
l~ey, wherein the previously encrypted digital content has been decrypted
with the first decrypting key; and a remote logging site coupled to the
network for tracking playing of the reencrypted digital content data,
wherein the remote loggixlg site receives, from the network, play
information com each of the digital content players, the play inforrmatiori
for each digital content player including a number of times that the
reencrypted digital content data has been played by the digital content
player. 9. The system as defined iu claim $, wherein tlae previously
encrypted digital content data includes digital music data. 10. ~'he system
as defined in olairn 8, further comprising a digital ~R;~.u~~~oss~.ac~as~ 



112 corKtertt site coupled to the network, the digital content sits sending
the previously encrypted digital content data to the to the digital content
players. 11. The system as defined in claxm~ 8, r~rhereiun the play
infarn~ataan also includes a last time the reencrypted digital content has
been played. 1 ~. ~`he system as defined in claim 8, wherein the play
information also includes an, identification of the user playing the
reencrypted digital content oz~ the content player. 13. The system as
defined in claim 8, wherein each time one of the digital content players
plays the reencrypted digital content data, the logging site receives the
play information from the one digital content player. 14. A method fox
remotely tracking usage of digital content on digital content players, said
method comprising the steps of granting a license to play digital content
data to a user on a digital content player; accepting under the teznxs of
the license, previously encrypted digital caz~tent data, wherein the
previously encrypted digital content has been encrypted with a first
encrypting key; receiving from a clearing house an enczypted first
decryptiUag key which has been encrypted with an ancrypti~ng key ~rozn the
digital content player; decrypting, in a tamper resistant environment, the
first decrypting key with a decrypting key from the digital content player;
forming reenerypted digital content data by reencrypting tb.e digital
content data with a locally geztexated digital cantertt player encryptixag
key, wherein the previously encrypted digital content has been decrypted
with the first decryptixrg key; arid transmitting information to a remote
logging site each time the reencrypted digital content data is at least one
of played by the digital content player and copied from the digital content
player to a~z~. e~cternal meditunl so that usage of the reencxypted digital
content data, can be tracked. 15. The method as defined in claim 14,
further comprising the steps   Z13 of decryptxz~g and playing the
reenCxypted digital content data on the digital content player. 15. The
method as def ned lrt claim 14, further contp~ising the step of granting a
license to the usex by an electronic com;aaerce host. 17. The method as
deed in claim 14, further comprising the step of staring the reenerypted
digital content data on at least one of a hard disk, flash memory, a
removable disk, and an optical disk. 18_ The method as defined in claim 17,
further comprising the steps of copying the reencrypted digital content
data to an extetxxal medium, the extenrtal medium being one of a compact
disc, a l7Vp disc, a mini-disc, hash memory, and a digital tape; and
transmitting information to the loggi~o~g site each time the reencrypted
digital content data is copied from the digital content player to the
extezxtal medium. I 9. The method as defined in clainn~ x 4, wherein the
previously digital content data iztCludes digital music data. 20. The
method as dei-xned in claim 14, wherein the transmitted information
includes a last time the reencrypted digital content b,as been played. 21,
The method as defined iua claim 14, wherein, tlxe transmitted information
includes an identification of the user playing the reencrypted digital
content on the cazxtent player. 22. A, method for remotely tracking usage
of digital content on digital cot~teut players, said method comprising the
steps of accepting a license to play digital content data an a digital
content player, 



receiving the licensed previously encrypted digital content data to a
digital Content player for the user, wherein the pxewiously encrypted
digital content has been encrypted with a first encryptizig key; receiving
from a clearing house an encrypted first decrypting key which has been
encrypted with an encrypting key from the digital content player;
~~.:u.~o~t~os9s,ao~a~r   114 decrypting, in $ tamper resistant environment,
the first decrypting key with a decrypting key ranr~ the digital content
player, forming reencrypted digital content data by reencrypting the
digital content data with a locally generated digital content player
encrypting key, whexein the previously encrypted digital content has been
decrypted witlx the first decrypting key; and logging play' information in
the digital content player eacb~ time the reencxypted digital content data.
is played by the digital content player; and sending the logged play
information to a remote logging site at a predetertnimed time or at
predeterrcdzted intervals to enable the tracking a~ use of the reencrypted
digital content data. 23. The method as defined in claim 22, wherein the
license is granted to the user by an electronic commerce halt. 24. The
method as defined in claim 22, further comprising the step of storing the
reencrypted digital content data on at least one of a hard disk, a
removable disk, flash axtemory, and an optical dish. 2~. The method as
defined in claim 23, further comprising the steps of copying the
reexlcrypted digital content data to orAe of a compact disc, a DVD disc, a
mini-disc, flash memory, and a digital tape; lagging copy infozznation in
the digital content player each time the reencrypted digital content data
is copied; and sending the lagged copy information to the laggung site at
the predetexxnined time or at the predetermined iz~texvals. 26. The method
as defined in claim 22, wherein the reencrypted digital content data
includes digital xzxusic data. 27. The method as defined iz~ claim 22,
wherein the play infanaaation includes a last tune the reencrypted digital
content leas beers played. 2$. ~'he method as defined in claim 22, wherein
the play information ix~eludes an identification of the user playing the
reencrypted digital content an the content player. 29. A method for
remotely tracking usage of digital content on digital [Ii;
ILIBF]7059G.doc:Sal~   115 content players, said method comprising the
steps of granting licenses to play digital content data to a plurality of
users; fox each user, sending previously encrypted digital content data to
a digital content player for the user, wherein the previously encrypted
digital content has been encrypted with a fast encrypting key; receiving
from a clearing house an encrypted first decrypting key which has been
encrypted with an encrypting key from the digital ea~xtent player;
decrypting, in a tart~per resistant e~wiz-onment, the furst decrypting key
with a decrypting key from the digital content player; forming z~eencrypted
digital content data by reencrypting the digital content data with a
locally generated digital content player encrypting key, wherein the
previously encrypted digital content has been decrypted with the first
decrypting key; and sending to a remote logging site, play ixxformation
frotr~ eaah of the digital content players, the play information including
tl~e number of times that the reencrypted digital content data has been
played by each user fox enabling the ticking of usage of the reencrypted
digital content data. 30. The method as defined in claim 29, further
comprising the step of sending the play information to the logging site at
a predetermined time yr at predetermined internals. 



31. The method as defined in claim 34, wherein the licenses are graztted by
electronic commerce halts. 32. The method as defined in claim 30) further
comprising the step of storing the reencrypted digital contextt data an at
Xesst one of a hard disk, a removable disk, and an optical disk. 33. T'he
method as defined in claiz~n 30, further caznprising the step of sending to
a remote logging site that receives the play information, the play
information further includes sending the nurrxber of times that the
reencrypted digital content data has been copied to an external mediusn by
each user. 34, The method as defined in claim 30, whereix, the previously
encrypted digital content data includes digital music data.   116 35. The
method as defined in claim 30, wherein the play information includes a last
time the reencrypted digital content has been played, 36. The method as
defined in claim 30, wherein the play information includes aax
identification of the user playing the reencrypted digital content on the
cozttent player. 37. A, computer readable medium containing program
instructions for remotely tracking usage of digital content on digital
content players, comprising instructions for: granting a. license to play
digital content data to a user on a digital corrte~at player; accepting
previously encrypted digital content data, wherein the previously encrypted
digital cortter~t has been encrypted with a first encrypting key; receiving
from a clearing house an encrypted first decrypting key which has been
encrypted with an encrypting key frorax tlae digital content player;
decrypting, in a tamper resistant environment, the first decrypting key
with a decrypting key from the digital content player; forming reen~cxypted
digital content data by reencrypting the digital content data with a
loeaily generated digital content player encrypting key, wherein the
previously encrypted digital content has been decrypted with the first
decrypting key; and transmitting information to a remote logging site each
time the reencrypted digital content data is at feast one afplayed by the
digital content player and copied from the digital content player to an
external medium sa that usage of the reencxypted digital content data can
be tracked. 3$. The computer readable medium in claim 37 further comprising
the instructions for decrypting and playing the reencrypted digital content
data on the digital content playex. 39. The computer readable medium in
claim 37, whexein, the license is granted to the user by an electronic
commerce host. 40. The computer readable medit~ in claim 37, further
comprising the step of storing the reenerypted digital content data an at
least one of a bard disk, flash memory, a removable disk, and an optical
117 disk, 41. Tl~e computer readable mediv~m in claim 40, further
comprising instructions for: capying the reencrypted digital content data
to an external medium, the external medictrn, being ane of a compact disc,
x DVD disc, a mini-disc, dash memory, and a digital tape; and transmitting
information to the lagging site each time the redz~crypted digital content
data is copied from the digital content playex to the external medium. 42.
The computer readable medium in claim 37, wherein the previously encrypted
digital content data includes digital music data. 43. `fhe computer
reada$1e medium in claims 37, wherein the transmitted infonnativn includes
a last time the digital content has been played_ 44. The cozt~puter
readable medium in claitta 37, wherein the transmitted xnformatioz~
includes an identification of the user playing the digital content on the
content player. 
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