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Extract first target vulnerability information from the first basic 

vulnerability information according to the key information of the NODE.JS 

component

S100

Parse a package.json file to obtain key information of a NODE.JS 

component

Collect first basic vulnerability information from a NODE.JS vulnerability 

database

S200

S300
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Match the key information of the NODE.JS component with the CPE 

information according to the key information priority to generate first target 

vulnerability information

S310

Acquire CVE information so as to collect CPE information

Set a key information priority according to the relevancy of the key 

information

S320

S330
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Fig. 6 

S410

Match the sha1 coded hash value of the NODE.JS component with the first 

target vulnerability information to generate third target vulnerability 

information

Calculate a sha1 coded hash value of the NODE.JS component

S420

Fig. 7 
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S350

Match the name information of the NODE.JS component and the edition 

information of the NODE.JS component with the second basic vulnerability 

information to generate third target vulnerability information

Arrange npm vulnerability information by using retire.js to obtain second 

basic vulnerability information

S360

Fig. 8 
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Collection module 100

Parsing module 200

Detection module 300

System for detecting 

vulnerabilities of NODE.JS 

components

 

Fig. 11 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


