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Collect first basic vulnerability information from a NODE.JS vulnerability
database

S5200

" o

Parse a package.json file to obtain key information of a NODE.JS
component

S300

,, -

Extract first target vulnerability information from the first basic
vulnerability information according to the key information of the NODE.JS
component
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Set a key information priority according to the relevancy of the key
information

Acquire CVE information so as to collect CPE information

h 4

information according to the key information priority to generate first target

Match the key information of the NODE.JS component with the CPE

vulnerability information

Fig. 2

Known Affected Software Configurations switchto cPe2.2

Configuration 1 ( hide )

1k cpe:2.3:a:iredhat:jboss_enterprise_application_platform:7.2.0:** > * o *
Show Matching CPE(s) ¥

Running on/with

cpe:2.3:0:redhat:enterprise_linux:6,0:*:** ¥ > >
Show Matching CPE(s) v

cpe:2.3:0iredhat:ienterprise_linux:7.0:** > ¥k
Show Matching CPE(s) ¥

cpe:2.3:0:redhat:enterprise_linux:8,0:** ¥ ¥ > >
Show Matching CPE(s) *

Fig. 3
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cpe:2.3:0iredhat:enterprise_linux:6,0:*:*1** %% >
Show Matching CPE(s).*

Fig. 4

shal cve number cpe vender | product | version |priority

7eba06fed3f032493f3e55b6c5b323f7737¢78b0 CVE-2014-1850 cpe:2 3:amarked:marked.0.3 marked marked 035 High

7eba06fed3f032493f3e55b6c5b3237737c¢78b0 CVE-2014-3743 cpe:2.3:amarked:marked.1 2:+:+ * marked marked 1.2[High

e05ac5bed48caacbcb7e35003f746fa224e73c07 CVE-2013-4660 cpe:2 3ajs-yamljs-yaml:2.0:++ s-yaml js-yaml 2| High

7eba06fed3f032493f3e55b6c5b3237737¢78b0 CVE-2019-004 cpe:2.3:amarked:marked 0.35: marked marked 1035 High

7eba06fed3f03249313e55b6¢c5b323f7737c78b0 marked_content-injection

Fig. 5
[ Component name shal cve number cpe [ vender [ product | version [priority
marked-0.3.5 7eba06fed3f032493f3e55b6c5b323f7737c78b0 CVE-2014-1850 cpe:2. 3amarked:marked.0.3 54 xxinin d marked |0.35 High
s-yaml-2.0 e05ac5be948caacbcb7e35003f746fa224e73c07 CVE-2013-4660 - - s-yaml 2| High
marked-0.3.5 7eba06fed3f032493f3e55b6c5b323f7737¢78b0 CVE-2019-004 cpe:2.3:amarked:marked.0.3.5:+ marked marked |0.35 High
marked-0.3.5 7eba06fed3f032493f3e55b6c5b323f7737¢78b0 marked_content-injection
[
Fig. 6
Calculate a shal coded hash value of the NODE.JS component

h 4

Match the shal coded hash value of the NODE.JS component with the first
target vulnerability information to generate third target vulnerability
information

Fig. 7
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Arrange npm vulnerability information by using retire.js to obtain second

basic vulnerability information

\ 4

Match the name information of the NODE.JS component and the edition
information of the NODE.JS component with the second basic vulnerability

information to generate third target vulnerability information

Fig. 8

attribute usemap can be used as a security ex

/github.com/angular/a

Fig. 9

S350

S360

Component name shal cve number cpe vender product | version |priorit;
marked-035 7eba06fed3f0324933e55b6c5b323f7737¢78b0 CVE-2014-1850 cpe:2 3:amarked:marked.0.3.5 marked marked |0.35 High
is-yaml-2.0 e05ac5be948caacbcb7e35003f746fa224e73c07 CVE-2013-4660 cpe:2.3:ajs-yamljs-yaml:2.0:+:+ is-yaml is-yaml 2| High
marked-0.35 7eba06fed3f032493f3e55b6c5b323f7737¢78b0 CVE-2019-004 cpe:2.3:amarked:marked 0.3.5 marked marked 035 High
marked-0.3.5 7eba06fed3f032493f3e55b6c5b323f7737¢78b0 marked_content-injection
marked-035 7eba06fed3f0324933e55b6c5b323f7737c78b0 CVE-2020-001 cpe:2. 3:amarked:marked 0.3 5:xexxcacs marked marked  [0.35 High

Fig. 10

4/5



System for detecting
vulnerabilities of NODE.JS
components

Collection module 100

Parsing module 200

Detection module 300

Fig. 11
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