1 Synchronizing Server and Device Data using Device Data Schema [0001]
The present invention relates to databases and nore particularly to
synchroni zing data stored on a device 5 (e.g. a handheld w rel ess device)
and data stored on a server using a device data schema. [0002] Wreless
conmmuni cation devices including cellular telephones, personal digital
assistants (PDAs) and the |like often storke data on the wirel ess devices
for applications 10 provided by the device. The data may assist users with
oper at i on ofS¥HEhRGH G Regws andr RedeporRalt e usiior Ravige Nate
data may indyde an address book, appointnent calendar, task list, nenps
and a dictionary to assist with text entry using the device, anong other

data. 15 O t@odly s datiee | pralsotst ahedntermpt ekby1brem t he Wid©diesses demige
such as on an enterprise server, a personal conputer or other renote
storage devi&e FFLekanpPelyaddr e85 Hook 1 Akl cdpéadart ddca Py abelsshared

bet ween applications | L rel . devi n i,m
appl i cat ?ons( ep'%}f)'vi edﬁlgﬁagglgmin%%f%\%lése(?%iln?%)xt %q@t gj[ai%éa t%’x%?’é%ﬁ yo%t ot ed
in a databasevwonpraising tdabliess databdedm g. for an address book) may

store a plurality of records (e.g. where a record defines a contact with
address and | &?ﬁﬁni cat Jd:r?lepgasrt?g]ﬂ]linﬁ%?aﬁéi??ndjeovrﬂé:%? MBFeUFiBEdSF o tar

storing dataedeph@r@s Figstshaie, aMyddhe nanm.s+SHaNeppALf | gnaCorRaNY: ke
Addr ess, Busi ness Tel ephone Nunber, Fax, Hone Nunber, Email address,

etc.). [0003ftRE: ashayeciaige h dhearierglesswalpyigkmehor ecomrd 1 ardyi does
added Oﬁoanp%ivﬁtdie'aig E?Coﬁlqede(!iee\;le e, Dalth% V\’idtaqian %Q$ assist wusers with
operation of the wireless devices or provide portable
information. Such data may include an address book,
appointment calendar, task list, memos and a dictionary to
assist with text entry using the device, among other data.
I5 Often this data is also stored remotely from the wireless
device such as on an enterprise server, a personal computer
or other remote storage device. For example, address book
and calendar data may be shared between applications on the
mebile wireless device and similar applications provided in
200 an enterprise context. Data is typically stored in a
database comprising tables. A table (e.g. for an address
book) may store a plurality of records (e.g. where a record
defines 2 contact with address and communication
particulars) having one or more fields for storing data
25 {e.g. First name, Middle name, Surname, Title, Company,
Address, Business Telephone Number, Fax, Home Number, Email
address, etc.).
[0003] Data may change in a variety of ways. A new record
may be added or an existing record deleted. Data within one
30 or more fields may be changed. Occasionally, a new field may
be added or an existing field deleted. Fields in a record
may be used to define a key useful for identifying the

record within the database table. Changes to the key may



30 or nore fields may be changed. Cccasionally, a new field nmay be added or
an existing field deleted. Fields in a record nmay be used to define a key
useful for identifying the record within the database table. Changes to
the key may 2 also be desired. [0004] Oten changes to the data on one or
nmore of the wreless device and the renotge storage device need to be
synchroni zed to reflect the desired state of the data on all 5 of the

devi ces. Syn nization of the data may occur by communi cating changes
made to the %g%g %%té%gﬁr?%é wirel ess device and renote storage device and

resol ving anyooeanfli costeSyoehnoat zabi pRemaYhecperhar pedwi-celesshy (i.e.
over the air) or_in a wired manner if the wireless device 10 nmay be coupl ed
to the renpte 5¢btageleeifecridi Hye arewetal storagehdeviiceenbadedo be

connecti on. NG ' [ ' ically erformed._in _accprdance with
pr ot ocol fofggsta ?@%%%%5990%%%%%?%a |%ngegé ﬁee%E?Es ﬁ?rgﬁgsgagﬁdopeﬁ&?e
storage Sdewi Teshandetorecontunticadh ngat hencbangrs. abehi RbRgoach® prOt 0CO
which is flexible and permts a wireless device to nake changes to record

fields and KeJE"WE GestiAntrrnogHomads Us2boa 92hs70eareenosks Hireless
synchroni zatd s Serwed rdiie SYNhr an Z&@@i@edéﬁébﬁégoh%ﬁgh@?kl e wreless
(6] |

device with a database in a communication networ e 20 nobile
devi ce is wiGBlfesistys ¢ oitifedtenh 1 Hashorf umey i oaspar Borpedf oi nedleat Livhéinmebi | e

devi ce and t wor.k rt .upon nobile device_and network copi es of
dat abase in?%?%ﬁpﬁg%f“lag%ﬁéﬁ:yﬁ1%ﬁr %émﬁ%%%rih?o?%ﬁtVbﬁeiﬁﬁﬁe SV heFef rom

provi ded0 arpnelderiawamldddication afowhed hieradbeidat abasesngrg k8r251mtch
with one another. |If a determnation is nmade that the

or other wire-based connection. Synchronization is typically
performed in accordance with a protocol for establishing
communications between the wireless and remote storage
devices and for communicating the changes. Defining a

15 protocol which is flexible and permits a wireless device to
make changes to record fields and keys is desirable.
[0004a] US2004/224672 discloses a synchronization server
for synchronizing a database in a mobile wireless device
with a database in a communicaticn network to which the

20 mobile device is wirelessly connected. Hash functions are
performed at the mobile device and at a network part upocn
mobile device and network copies of database information.
Compariscn of the hash information formed therefrom provides
a preliminary indication of whether the databases are in

25 match with one another. If a determination is made that the
databases are out of match, the data is compared, and the
data is placed in match with one another responsive to such
additioconal comparisons. US2004/224672 describes a hash
generator for retrieving contents from such databases and

30 for hashing the data into short-digest form. The hash
information is then routed to the synchronization server for
the comparison of hash information step.

[0004b] US6272545 discloses a synchronization manager that



dat abases are out of match, the data is conpared, and the data is placed
in mtch with one another responsive to such additional conparisons.
US2004/ 224672 descri bes a hash generator for retrieving contents from such
dat abases and 30 for hashing the data into short-digest form The hash
information is then routed to the synchrog%zation server for the

conpari son of hash information step. [0004D] US6272545 di scl oses a
synchroni zatjion nmanager th ntains a reference store that provides

t 2a ngj
a mappi ng belIweh s?a5%€§r%?c%bf gte shdkeBrPHidRSoBj BePPsREr B6HEED

mobi l e deviesadie-0b) @€t Sp$L0F €dstHran Ohi SR -BEREE OP-A:d88KEORpi e
conmputer. The synchroni zation nanager determ nes” whether 5 any of the

obj ects stor@lViee tded delske ©ps cohput@dr inbiecobjstbr ethavecheendrpicbped at
t he desktop si e | hroni zation. If handles corresponding to
the same oﬁ?ﬁ@§%§%€Eaﬁﬁ§% %g%ﬁﬁ%%ﬁh%? theé BeikYop g%ﬁ%ﬁ?é?e6b§§8ghegtore
and the sef exrencer stioy esbbatttd heyoas@ Dotthdentireby dO0mphekri pPheates that

the object in the desktop conputer object store has been nodified since
the last syHcHOMTE iRFED THeASetrvni ot | ops kapagetnag sbheddesEni nes

whet her any dhe,pbiget s, stored, i j | ce_object re have
been added éﬁkhndified si nce theqT%ﬁ?%gg g@ﬁ%%%%%?@%%?o%& #@gdggégnine
whet her an ofijjectt Ragedieem duvsd o] det etled, d4 hlet sy nebmpnt 2at boneaanager

conpares the list o bjects in the reference store with a |ist of
obj ects on t%wéjrr’?nbaﬂc{e tgé%/i TPt S Mt ht BiReP Dy TRk Ldentical,

synchr ond zatdien meaagerte 20 {0004e] WOMLBE9A35: 1k Seb o8es, acPrOGess Wher eby,
upon initiation of a synchronization process, a client device
object store has been modified since the last
synchronization. The synchronization manager also
determines whether any of the objects stored in the mobile
device object store have been added or modified since the

I5 last synchronization. To determine whether an object has
been added or deleted, the synchronization manager compares
the list of objects in the reference store with a list of
objects on the mobile device object store maintained by the
synchronization manager.

20 [0004c] WO01/69435 discloses a process whereby, upon
initiation of a synchronization process, a client device
containing a first version of a database transmits a first
synchronization message to a server containing a second
version of the database. The first synchronization message

25 includes MAPITEM records from a previous synchronization
preocess of the databases, UPDATES to be performed at the
second database, a current time and a time of the last
synchronization process. The second version of the database
at the server is updated responsive to the synchronization

30 message from the client device. The MAPITEM records are
records of a previous synchronization process. The UPDATES
are a list of changes made to the data at the client device.

[0005] Methods and apparatus for the synchronization of



containing a first version of a database transmits a first synchronization
nmessage to a server containing a second version of the database. The first
synchroni zati on nessage 25 includes MAPI TEM records from a previ ous
synchroni zation process of the databases, UPDATES to be perforned at the
second dat abase, a current tinme and a ting of the last synchronization
process. The second version of the databa g at the server is updated
responsive to the nchroni zati on 30 nmessage fromthe client device. The
MAPI TEM r ec H%S%r%g£§e%%ﬁ%%do?ea?pVéQ?%@%SSQﬁEh?@nﬁﬁétﬁ@ﬁobﬁo@é§§. The
UPDATES ar i sty Of 5 chapnge, o] e - t Lien Lce.
[ 0005] thh§§§n§%§1§gﬁzratus ?o@yfﬁ%és@%%h?gﬁ%gégégnﬂgfg£%' %Fggﬁédata
stored to a ddselessngericeland secondsgathrost peedisomainesbheddeyi egeare

descri bed heegin. Schema %gescribin%ﬁthg ga%a to be synchronized is |
mai nt ai ned by tHe CERSR STHehRY1<ePriovi Hed ByViRe deviddleh u€sbhst

with 5 tihe synchieiimadd Ot Langesalge devd Cofata EheMB-IBYaP8ay be
transparently handl ed by a synchroni zation server. In one 3 enbodinent, a
met hod for SyifHsHIeA g fliandlaphtiay s2 orwechvonazabbiheseevéce Bndosecond
data stored to a renpte storage device conprises receiving a schema from
the nobile device describing the first data; matching respective instances
of 5 the first and second data using the schema; determining differences
between the first and second data in response to the matching; and
updating at |least a one of the first and second data in response to the

di fferences. [0006] These and ot her aspects including one or nore 10
conmput er program product aspects will be apparent to those



of ordinary skill in the art. BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0007] In
order that the invention nmay be readily understood, enbodi nents of the
invention are illustrated by 15 way of exanples in the acconpanying

drawi ngs, in which: [0008] Fig. 1 is a block diagramwhich illustrates
perti nent conponents of a wireless communication network configured to
facilitate synchronization of data between 3 nobile wirel ess device and a

renot e storag b 0 co Sin t i.se seryer in.accordanc i th
an enbodi nen?m%?éﬂ%ﬁ%mﬁ\/%ﬂﬁ@%h%ﬁ %@%S]S%Cg{lpé{%zsmageb ekt d?%é?a?thFeg Yo
preferred wrel esbileonmviiceatdran sevbee adapt edoirerd ivml £neshbng 8Borage
enbodi nent of the invention; 25 [0010] Fig. 3 is a flow chart of .
operations foPSbvef CREPIAFESsyTT oHiT%hatd oRChANAcdgdandte wiehithedevice

invention; [0QdddrFbong4rhs @iRSeUAQ Cader]d ke descripti Fs
initialization selési on’i nci udilng schema gnaaltﬂa&ﬁﬁ%é%%%?%% lggwgge?noé{n
over the air Eotmifiredt i enddisected teta SyatngSeriver satheliag. detandih0AL2]
Fig. 5isar sentatio f an anpl.e o nmessage traffic between a

Wi rel ess devi%ﬁfg%ﬁe%c%s’er\%gwlegp e@%yﬁ&ﬁ?%niaﬂcﬁgs a3 fa&ecotiahEaPRPER

t he operati onso othéheatbhawgghaid ofip&h@ing. 2003 s:Thg oughowr the: appended
drawi ngs, like features are identified by |Iike reference nunerals.

DESCRI PTI ON G PREFERRES H#vVBO MENTS 118e [ Do18je Filgf ferpscashl ock di agram of
a communi cation system 100 which includes a nobile device 102 which

[6006] These and other aspects including one or more
10 computer program product aspects will be apparent to those

of ordinary skill in the art.
BRIEF DESCRIPTION OF THE DRAWINGS

[0007] In order that the invention may be readily
understood, embodiments of the invention are illustrated by

15 way of examples in the accompanying drawings, in which:

[0008] Fig. 1 is a block diagram which illustrates
pertinent components of a wireless communication network
configured to facilitate synchronization of data between a
mobile wireless device and a remote storage device
20  comprising an enterprise server in accordance with an

embodiment of the invention.

[0009] Fig. 2 1s a block diagram of a preferred wireless
communication device adapted for implementing an embodiment

of the invention;

25 [0010] Fig. 3 is a flow chart of operations for over the

air synchronization in accordance with the invention;

[0011] Fig. 4 is a pseudo code-like description of an

initialization session including schema data from a mobile



comuni cates through a wrel ess conmuni cation network 104. Fig. 2 is a
schematic diagramof a preferred nobile device 102 adapted in accordance
wi th an enbodi nent of the 15 invention. Mbile device 102 preferably

i ncludes a visual display 122, a keyboard 132, and optionally one or nore
auxiliary input/output (1/0O interfaces 128, each of which is coupled to a
controller. The controller is also coupled 4to radi o frequency (RF)
transcei ver clLGuiLry.e. o] ni,gation subsyst.em 111 including a

ant enna ( not Héﬁ%&%)xn[égﬁéfgﬁ§p?gglFE? fﬁgmg&ﬁ%g§ﬁ%ﬁ %r%%%%gita 3s%§nc
central proceSskngrunit FQGPUL;omnal croprocessor 138 which runs operating
system and application software stored to 25 the station 102 in a nenory

conmponent suar ﬁf Elash nenorg 124, other ROM (not shown) and RAM 126. The
control |l er PYLAbr mal FyScontr ol S over al9Popertd ool dbbidte dewde 102

wher eas si gnake PEQSES$i-AG rARENAIQANS, assQei-at ed Widh ; commni cation, . LEPT

functions are typically performed in the RF 5 transceiver circuitry
The contral | epyipheefhidebsgwieha tihe adicspidand? 2 tich dilspl agerecébuedof the

i nformation, re info tion, user inputs, and the like. The keyboard
132, which ni%g eg%§¥€ %%Egﬁ%'tgpe keypad or full al phanuneric 5 keyboard,

is normally provided for entering data for storage in nobile device,

i nformation fpro13Rnsmi Bstengkout neivdr kob@hdea tglephage, nunber teaplaee a
tel ephone call, commapds to be executed on nobile device 102, and possibly
other or diff¥rentdcitetiapuby. 12k, referepgenayreneilsde a 10 wheel or

ot her device for navigating and selecting options in a graphical user
interface (Gugsprovrded Oy PREFERRED EMBODIMENTS

10 [o0014] Fig. 1 1is a block diagram of a communication
system 100 which includes a mobile device 102 which
cormmunicates through a wireless communication network 104.
Fig. 2 is a schematic diagram of a preferred mobile device
102 adapted in accordance with an embodiment of the

15 invention. Mcbile device 102 preferably includes a wvisual
display 122, a keyboard 132, and optionally one or more
auxiliary input/output (I/C}) interfaces 128, each of which

is coupled to a controller. The controller is also coupled

to radio frequency (RF) transceiver circultry e.g.
20  communication subsystem 111 including an antenna (not

shown) .

[0015] Typically, the controller is embodied as a

central processing unit (CPU) or microprocessor 138 which
runs operating system and application software stored to
25 the station 102 in a memory component such as flash memory
124, other ROM (not shown) and RAM 126. The contrcller
will normally control overall operation of mobile device
102, whereas signal processing operations associated with

communication functions are typically performed in the RF



software. [0001] M croprocessor 138 also interacts with additional device
subsystens such as a display 122, a flash nenory 124 15 or ot her
persistent store, a random access nenory (RAM 126, auxiliary input/output
(11O subsystens 128, a serial port 130, a keyboard 132, a speaker 134, a
m crophone 136, a short-range conmuni cati ons subsystem 140, and any ot her
devi ce subsystens generally designated at 142. Some of the 20 subsyst ens

shown in Fig. 2_perfarm.communication;related functions, whereas other,
subsyst ens may pr %\C/:ie gné'.'rr esi genj’f&}; o?lii)h-dei\?}ecec %%E?ﬁ;%%_ lN§F5%Ia§fass8ﬁeth
subsystens, sutk adiskéwboarik 132 andsgiapl ayed@2vedl Ors eXsih € oAy e msed
for both comruEi catign-rel ated functions, such as entering a 25 text

message for tra SMTESi-OR oIS Ta Wk cabflofihfetiidide, Ehe devbeerdesitent
functions sucahgghan%lcyéataorteqreﬁ H/éé' X %%@tl&g fxﬁergl?)cgat%\z@[{eeﬂc

used by m croprocessor 138 is preferably stored in a persistent store such
as flash hemseybeas4d, whiich meyrvedltler nationel gede Bor eadnoakyngemakya30 for

(ROM or simlLar_storage element (nat shown). Those skilled in the art
will appreci afsgofﬁgfe tlﬁ}e IBB@?@ i W&Vlﬁ?st eﬁ?%%ﬁé‘éw?’& d&¥ cerapprieatPondo
or parts thergetwory 184 ,bey teapgsisid ynhapded tontn Ay ok atkbhgpgbake Ssuah

as RAM 126. [0002] M croprocessor 138, in addition to its operating
syst em f unct | 6ABTEPREES Erafley eHabiexd execpidn eofdestifaanal @2, 5aappviceatibdns

on device 102, A.predetardn S | L cati,ons i ntrol .basic
( ot AP 8d neq, 5 .?h .
devi ce operations, including at e;'fseegrfst%I%)dgltl{'itgan “Goi élocglr%%nlfl%ﬁt ipRude a
appl i catildns, whiél par nelHer béevinsd akbednewideviiee 121 selecting options
in a graphical user interface (GUI) provided by the

software.

[0001] Microprocessor 138 also interacts with additional
device subsystems such as a display 122, a flash memory 124
15 or other persistent store, & random access memory (RAM)
126, auxiliary input/cutput (I/0) subsystems 128, a serial
port 130, a keyboard 132, a speaker 134, a microphone 136,
a short-range communications subsystem 140, and any other
device subsystems generally designated at 142. Scme of the
20 subsystems shown in Fig. 2 perform communication-related
functions, whereas other subsystems may provide “resident”
or on-device functions. Notably, some subsystems, such as
keyboard 132 and display 122, for example, may be used for
both communication-related functions, such as entering a
25 text message for transmission over a communication network,
and device-resident functions such as a calculator or task
list. Operating system software used by microprocessor 138
is preferably stored in a persistent store such as flash
memory 124, which may alternatively be a read-only memory
30 (ROM) or similar storage element (not shown). Those
skilled in the art will appreciate that the operating

system, specific device applications, or parts thereof, may



during its manufacture. A preferred application that may 10 be | oaded onto
device 102 may be a personal information nmanager (PIM application having
the ability to organize and manage data itens relating to the user such
as, but not limted to, instant nmessaging (IM, e-mail, calendar events,
voi ce mails, appointnments, and task itenms. 15 Naturally, one or nore nenory
stores are available on device 102 and SIM 162 to facilitate st orage of

PIMdata ite and .4.nfar i,0Nn 003] ..The,_PI M appl.icatio
preferably haggt he éﬁclg}{}ﬁjyi o(ioggitr?g a%%ur;ecaei v Iﬂﬁté% i t%r%i guf:ﬁe i r &78s
network. In al220 preferred enbodinent, PIMdata itens are seamnl essly

i ntegrated, synchronized, and updated via the wireless netwrk, with the

nobi | e devi ce g{ s.corresponding data itens stored and/or associ ated
with a host c@:@ ef* SYSPEATEBR.F eby 2By eating2ddit L PBr edChodt Scorpairat 1o

devi ce 102 255yktbnr @spegt JHQ SUShe £4 £057 TR Sph 8 <eSReC A4 Vv S
where the hos?y%orrputer s;}gterh iI's t%e m)]b%ll ghggg\%isce u?ﬁls%ofggcggﬁggr{%%%er
system Addi t&ppalcanpphecationslenayeal sidbe | oadledp oatiet demiced102ethr adgh

network 100, an auxiliary 1/Q subsystem 128, serial port 30 130, ,
short-range ¢ N e f‘%%s s Js%j%terﬁ‘?fhtor,‘%or I§t heFeVe(ict abPEeEabdgafem

142, and instahtBddbyga user i ncBAM 1263444 or PHeferably-a neppyohatibkecon
store (not shown) for execution by mcroprocessor 138. Such flexibility in

appl i cation i #e®alfationsi nciebsesiated Finctiondnistaldfed devi celevdZzeand ORay
ot . For oxane b8 SEELFEIERINES: | off SRR TeER b dnerhey St S st Ra

10 be loaded onto device 102 may be a personal information

manager (PIM) application having the ability to organize

and manage data items relating to the user such as, but not

limited to, instant messaging {IM), e-mail, calendar

events, voice mails, appeintments, and task items.

15 Naturally, one or more memory stores are available on

device 102 and SIM 162 to facilitate storage of PIM data

items and other information.

[0003] The PIM application preferably has the ability to
send and receive data items via the wireless network. In a
20 preferred embodiment, PIM data items are seamlessly
integrated, synchronized, and updated via the wireless
network, with the mcobile device user’s corresponding data
items stored and/or associated with a host computer system
thereby creating a mirrored host computer on device 102
25 with respect to such items. This is especially
advantageous where the host computer system is the mobile
device user’s office computer system. Additional
applications may also be loaded onto device 102 through
network 100, an auxiliary I/O subsystem 128, serial port
30 130, short-range communications subsystem 140, or any other

suitable subsystem 142, and installed by a user in RAM 126



commer ce functions and other such financial transactions to be perforned
usi ng device 102. [0004] In a data conmuni cation node, a received signal
such 10 as a text nessage, an e-mail nessage, or web page download wll
be processed by conmunicati on subsystem 111 and input to m croprocessor
138. M croprocessor 138 will preferably further process the signal for
output to display 122 and/or to auxiliary T/O device 128. A user of device

102 may al so 15 caonpose ta itens, suc s, e-mai | messages, for exanple,
usi ng keyboar8r13éﬁ¥ﬂ§%ﬁﬂi nct?onQHQTyékéﬁﬂ%®'1§Eoﬁﬁd i bFyOduki | it&y
I/ 0 device 128xefhesencoRposhdci-bescRBYorbe 13pansn Led Ov8l:@3pility in

comuni cation network through comunication subsystem 111 or short range
communi cat i on2PPd1sabigst e 34611 p000B] Eocresises comeunifcaritdosality of

overal | operafiLon_of Vi i S.substantiall imlar, except that the
recei ved signg%gyﬁguﬂéggeagﬁté%%{tgggi%f%reﬁginéﬁg:ﬁ?ﬁéﬁ%lc?o unctions,
transni ssijon somhdnbeageorratedtby ntchephens, 136r 2541 er natdve e%einga «or

audio 1/0O sub%%stens, such as a voice nessage recording subsystem nmay

al so be inpl eRERTEE oRCTHBULERTIOR. APPROGERIPOISCeMaY aG@Rdlsi gRakcoTOpIC

is preferably,ascoapl i | BE| I ugh.;sp 134, hSp! 2. may
al so be used t% provideﬁgﬁgﬁﬁgFggﬁﬁbﬁﬁ% lgo tiz ? e%%?%gfoFrghgg ?%ﬁég &
party, duratiloh pfrbovoedeusahly, depicet A6E.voice call related information,

as sone exanples. 8 [0006] Serial port 130 is normally inplemented in a
persona 3 ghok, 257151208 Rl YR oL SRl a0 doul e oL M £
optional ,J0conponentexbericdso@,t a80e-mail message, or web page download
will be processed by communication subsystem 111 and input
to microprocessor 138. Microprocessor 138 will preferably
further process the signal for output to display 122 and/or
to auxiliary I/0 device 128. A user of device 102 may also

15 compose data items, such as e-mail messages, for example,
using keyboard 132 in conjunction with display 122 and
possibly auxiliary I/0 device 128. These composed items may
be transmitted over a communication network through
communication subsystem 111 or short range communication

20 subsystem 140.

[0005] For voice communications, the overall operation of
device 102 is substantially similar, except that the
received signals would be output to speaker 134 and signals
for transmission would be generated by microphone 136.
25 Alternative voice or audio I/0 subsystems, such as a voice
message recording subsystem, may also be implemented on
device 102. Although voice or audic signal output is
preferably accomplished primarily through speaker 134,
display 122 may also be used to provide an indication of
30 the identity of a calling party, duration of a volce call,

or other voice call related information, as some examples.



5 enables a user to set preferences through an external device or software
application and extends the capabilities of device 102 by providing for
information or software downl oads to device 102 other than through a

wi rel ess comunication network. The alternate downl oad path may, 10 for
exanpl e, be used to | oad an encryption key onto device 102 through a
direct and thus reliable and trusted conne€tion to t hereby provi de secure

devi ce conmuni { O .00 S -range co ni cati ons_suybsystem 140 of
e D e OB o o Ty ehTBL O aEed 3F° Fe ety
comruni cat i ondhetiwaen adeMisee nk02( mrdh i fier eatmSNSESABoRN dedeVbCes,r WHIH

need not necessarily he simlar devices. For exanple, subsystem 140 nmay
i ncl ude an i nFY3FBICREFAEE ONand’iddsoct at B@e&T Fcuides dimd conpopents, o5 a a

Bl uet oot hTM gaumunjeat i on; godul e, L0, vide, faor ¢ nication,wth 20
simlarly-enabled systéns and deJﬁ%%g%j he?ﬁb QFéH?E a g%%@?%té¥€&? 130
trademar k of 8hakleet haSlGetncto[ 0O7] Prbbfidierteyd cecHiR:1gTRY 60NSixdte rofs 1A
single unit, .such as a data communication device, a cellular tel ephone, a

mul ti pl e-f unctf OhCEoRfuRCEAtiadh FRACECaG1I dait@ anbeDgsybhee Copmtiilddticon

capabi lities,on pessoral i b3l passiatant £HPA); 20 507 W rel8Sare
communi cation, or_a conputer incorporatifng an internal nodem
Al ternati vel ydownbpafia devi céeldee nelddbe ctimit titplan moidudeegini & cenprilsisng

a plurality o : onent i ncl,uding.,but in ng way 3Q limted to a
conput er or o%%@fggég%gégggﬁﬁgiﬁﬁ to gih%ﬂ gﬂﬁ?ﬁ“ﬁﬁﬂeﬁPwpxoﬁgrﬁﬁgﬂfap?yﬁor
exanpl e, 10n tfer rebikpld, devicedloskldiaguamaefclitidh Byt HARSCEEVEe
circuitry anP fnteﬂna may be inplenented as a radio nodem unit that

0 through® a direct and thus reliable and trusted

connection to thereby provide secure device communication.

[0016] Short-range communications subsystem 140 of Pig.
1 1is an additional optional component which provides for
15  communication between device 102 and different systems or
devices, which need not necessarily be similar devices.
For example, subsystem 140 may include an infrared device
and associated circuits and components, or a Bluetooth™
communication module to provide for communication with
20 similarly-enabled systems and devices. Bluetooth™ is a

registered trademark of Bluetooth SIG, Inc.

[0017] Mobile device 102 may consist of a single unit,
such as a data communication device, a cellular telephone,
a multiple-function communication device with data and
25  voice communication capabilities, a personal digital
assistant ({(PDA) enabled for wireless communication, or a
computer incorporating an internal modem. Alternatively,
mobile device 102 may be a multiple-module unit comprising
a plurality of separate components, including but in no way
30 limited to a computer or other device connected to a

wireless modem. In particular, for example, in the mobile



may be inserted into a port on a |aptop conputer. In this case, the |aptop
conputer would include a display, 5 keyboard, and one or nore auxiliary
Us, and controller may remain within the radi o nodemunit that

comuni cates with the conputer's CPU or be enbodied as the conputer's CPU
It is also contenplated that a conputer or other equipnment not normally
capabl e of wireless connunication may be 109adapted to connect to and

effectively a £ tra iver_cirguitry and,antenna of
gt euni 1 ontae e LRk Hiadrar [ ABSESaec bt abbuBEtEaBYs) e €y
device 102 coemudnixrate@sd mapdbehrioydiemardt ess oY Cahbaannehwer k. HOd

and Relay 106 to a Sync 15 Server 108. Persons of ordinary skill in the
art will undeméyam?t%ﬂﬁeﬁﬁﬁﬂ/%@?%Iés@oéﬁrﬁme@[ﬁ@ﬁ%ﬁ@l§0m§u§apporﬂn this

comuni cat i ong aRy be.wsed; gl udi gﬁM work access

associ at ed mntﬁ a subscrlberBorHusg%D dgfﬁggu 82 angg% eref%re#;ap%ﬁy
102 requires aeSbbacdhb@md2©makﬂnimqrémwwkelbar SUbE, cand Loathelher may
inserted in a SIM, 4 in order to operate in the netmork Device 102 is

a battery- poﬁEP@&nd€V1 ottt ZPSHO HriRRsuaibatigtly FRmABRicppps with
recei ving onetpe Mym UM geabl %rbaﬁéere'nﬁ‘o%da%% Suchpa lern#)lg{:ééra‘é(SICPU

provi des electrical power to nost if not all 25 electrical curtr
devi ce 102, ah# &ﬁt&%%pI¢D@§ﬁmpkﬁtﬁdd99at0ﬁa£GMﬂﬁEEHcar ahdeel@@umpmﬁnt

connection fo t t 154 is coupled to a ul at,or (not
st)mmm%%w%$£%8¢% <ol PLor Ve RE R Fou PR oG Hp Ty be
wi r el ess 10 nkasaowadi nocemmiriccatti ®NasysteMec3@vE09 ofshig: dorepPsESERt R
one or nore d{fferent channels, typically different radio frequency (RF)
channel s, and Fynscelver circuitry and antenna of a single~unit device

such as one of those described above.

[0018] Mobile device 102 communicates in and through
wireless communication network 104 and Relay 106 to a Sync
15 Server 108. Persons of ordinary skill in the art will
understand that many wireless carrier protocols to support
comuunications may be used including GSM, GPRS, etc.
Network access is associated with a subscriber or user of
device 102 and therefore device 102 requires a Subscriber
20 Identity Module or “SIM” card 162 to be inserted in a SIM
IF 164 in order to operate in the network. Device 102 is a
battery-powered device so it also includes a battery IF 154
for receiving one or more rechargeable batteries 156. Such
a battery 156 provides electrical power to most if not all
25 electrical circuitry in device 102, and battery IF 154
provides for a mechanical and electrical connection for it.
The battery IF 154 is coupled to a regulator {not shown)

which provides power V+ to all of the circuitry.

[0019] The wireless link shown in communication systen
30 100 of Fig. 1 represents one or more different channels,

typically different radio frequency (RF) channels, and



associ ated protocols used between wirel ess network 104 and nobile device
102. An RF channel is a limted resource that nust be conserved, typically
due to limts in overall bandwidth and a limted battery power of nobile
device 102. 5 Those skilled in art will appreciate that a wireless network
in actual practice may include hundreds of cells depending upon desired
overal |l expanse of network coverage. All & tinent conponents may be

COTTee) o B HUSRsR oo M AN Lo B, (AIDas SONLEREL 308 ang

multiple 10 network contro ergi ] MobiTe dévitce i hC

appl i cation sobbidee dentcelatlé2t her ahorkF 1@haswel ass am aviihessdbaelsodmsk
list and nengg %tc. Q%ta 105 may be synchronized with application data
mai nt ai ned i n-3A CeMETpri%eCdRtEXES, 15 YPEEdildingluer dro ekafpie, 1Bmgiverall
cal endar and giheliS@HVIze@S 5 11N Al t i rket : ile dew-ce
102. Sync _Agent 103 provides an'?ﬁﬁgﬁ%gggéigt é%Pa§£|ﬁ%%??%ggnggeoﬁXt?he
devi ce and SyRboser vekildgdcoondi pati ngidynchpomiezatiten taftdata WOFedictds

Sync Server 1 c Agent . 103 receives 20 notjfications of record changes
fromthose apg%‘g%igonlsrg fﬁg?agorﬁfeaﬁtsl?%emﬁéftalQ%l‘é ¢ oPHRETEGE © cellt

comuni cat i ngdépehbigngSyupenSelciaret0& bk forab Al &5 ar SyBewbeauesSke g d he
Sync Server._ln the opposite direction, the Sync Agent processes comands

fromthe SyncA§%ryE?r§ﬁHeabplF@@Paﬁ?néﬁan@és t 8¢ 25onhecappl i bat i o lddd e
stored on thes@fﬁbﬁ@z %%SQ;L83@E§¥ 1a§o€f?¥kgﬁﬁéa ?%gggﬁgggﬁwqu the iple

wireless netwrk 10 ata networ such ‘as ernet, cougllng
Sync SerViér 108tvorkheomtrelésssnetwork. Relay 106 provides a variety of
services including protocol 30 conversion and routing.

[0020] Mobile device 102 includes application software
and data therefore 105 such as an address book, task list
and memos etc. Data 105 may be synchronized with
application data maintained in an enterprise context,
15  providing, for example, email, calendar and other services
in an enterprise network to the mobile device 102. Sync
Agent 103 provides an interface between applications 105 on
the device and Sync Server 108 coordinating synchronization
of data 105 with Sync Server 108. Sync Agent 103 receives
20 notifications of record changes from those applications
105, converts the data to a format for communicating to the
Sync Server 108 and formulates a sync requests to the Sync
Server. In the opposite direction, the Sync Agent processes
commands from the Sync Server and applies any changes to

25 the application data stored on the device.

[0021] Relay 106 provides a bridge between the wireless
network 104 and a data network, such as the Internet,
coupling Sync Sexrver 108 to the wireless network. Relay 106
provides a variety of services including protocol

30 conversion and routing.



11 [0022] Sync Server 108 provides an interface between application
connectors 110 and Sync Agent 103. For exanple, Sync Server 108 accepts
sync requests fromthe application connectors 110, filters any change data
and converts the 5 filtered data to format for sending to the device 102.
This formatted data along with associ ated header information is

comuni cated to the Sync Agent 103 in accordance with definitions provi ded

by devi ce con r 112 i.m pe iQ erfor f
connunicationgggﬁgghe oSB§§it§gﬁﬁegir%géid§§?€$§%§né”}e§§§§F§E%§%eP$$&eFFbm
t he device 102pplE0623pnDevincecConediidr di? Tont ahgenspeoifi eori ahammaE 0N
about a nnbilg devi ce 102. main responsibility of device connector 112
is to convert~YFEcHFdYEN A FYER RS xR PCt & ealvesriPat T 1 dat theveepligatisn

under stands angnbeeovsr sa.o DeYE ERocaNNAR) Obnllgel Sz GESEARCL LR, SUPPOLL.

different versions of device software as we s other device types, based
on an XM Moctithered[ do2a] tBntferpwits & Adndaridtnat f ont Ser devida8lpeovirdes
an interface t,e .and i ntain, Uer Confiquration, 20 information 120
stored to a da g%%égg%cggggi%ﬁéﬂF% %&ﬁ% a§§P§éP%f§8ﬁﬁ§ﬂ%ﬁpﬁ?g%rmatlon 1s
Adni ni strati opofiennecadd8 proviges dfncondaw atigen fier sekbi-B@nkie! ¢ith
mappi ng, enabling/disabling of sync databases and other related sync

confi gur ati onSS LRt Slens or FAEVERCE20bYs pEvich catdyngotoed 252by Symélar
Server 108 fos.any: changes.a ndi he. nc Agent. and/or .
associ at ed connect or 8. [OO%S?Q£E§FP%§t?gﬁgé%%#gﬂﬁﬁ% ﬁﬁ?ﬁr%%p%@?i@ngslte

i nterfacd0 bediveert robatkes enghsouegeesesveecildedsiebmashM eeosekt 102.

Exchange(r) or Lotus Notes(r), to the Sync Server. \Wen record

[0023] Device Connector 112 contains specific
information about a mobile device 10zZ. A main
responsibility of device connector 112 is to convert
records, typically in XML, to a format that device 102
15  understands and vice-versa. Device connector 112 is
designed to support different versions of device software

as well as other device types, based on an XML document.

[0024] Enterprise Administration Server 118 provides an
interface to <c¢reate and maintain User Configuraticn
200 information 120 stored to a database accessible to Sync
Server 108. Enterprise Administration Server 118 provides
Ul configuration for setting fieid mapping,
enabling/disabling of sync databases and other related sync
configurations. This information 120 is periodically polled
25 by 8ync Server 108 for any changes and for sending to the

Sync Agent and/or associated connectors.

[0025] Application Connectors 110 respectively interface
between a back-end source server 114, such as Microsoft
Exchange® or Lotus Notes®, to the Sync Server. When record

30 changes occur within the server’s database 114, the



30 changes occur within the server's database 114, the 12 associ ated
application connector 110 detects the record changes, fornulates a sync
request and sends this request to the Sync Server. Application connectors
110 may provide an XM docunment that contains database schema/ mapping 5
information for a particul ar database on the device 102. Sync Server 108
processes this XML docunent to transform ddy data fromthe Application

Connector 110 Vi .As described furthe el ow in accqordance with
an enbodinentaggpkgﬁgggreggﬁglFﬁ5éﬁpioﬁ?n889£8§ 1g§8na DY ovF detucH e ra
schema to SynchSepeer, Q& nsucdtas dp ﬂd“fé?%é@@tbﬂa(geﬁﬁsskﬁﬁg request

synchroni zati on process. [00261 Fig. is a ow cart of operations 0 for
synchroni zi ngt8att&on @ Feress - déppdd cstidlnas atretd tonr 10210 and ya psecdat:

renote storaggnhdevige S 0 se 15_dat,abase 114 in accordance
with an enbodi neni of ?ﬁ%tm?%vénggﬁﬁﬁ Aéggﬁ%hg§02§gg§%éS?onﬁ?&? (G Faf19
devi ce 102 i sinfndertaken.fdipon dederctdowhaof dsetviaees ot fnsyngbyopd zatizon

needs, Sync Agent 03 chec&a whet her sync configuration information is
present on deVy¢& V9% LHPs ROGMIG SR Bt £BA 520N Inf BPRuEIesH | 8O nérapsdoem |

ync Agent 10dngeadsad £rGa cnEORELOYEALEON ERAIRAACLO SNC, SeEKET olQf
Sync Server 108 responds by sending configuration information to the
device 102. *rhi degshtbgdr duirdheimfrorimat iion dcemtddies vheh avaiehbbliemdata

sources (i.e..¢ nge' connector 110 25, dat abases (e.g. "Address Book")

to synchroni 22E ik E@( %j.eregscer?—l@%mﬁes%l%%/’nc dsee"flﬁ%gi%(% r SN2 Adca S¥hes

of initidl fichemamppi Bgntags Bsrvadsablhen The u?ﬁj’ril gﬁnpéiiifwti@agsof a
ie

all ows the syqfhronization,operations to performfi
slow synchronization process.

[0026] Fig. 3 is a flow cart of operations 300 for
synchronizing data on a wireless device such as station 102
and a second remote storage device such as source server
15 database 114 in accordance with an embodiment of the
invention. At step 302, sync configuration of device 102 is
undertaken. Upon detection of services with synchronization
needs, Sync Agent 103 checks whether sync configuration
information is present on device 102. If this configuration
20 information is not present, Sync Agent 103 sends a ‘Get’
configuration command to Sync Server 108. Sync Server 108
responds by sending configuration information to the device
102. This configuration information identifies the
available data sources (i.e. “Exchange” connector 110),
25 databases (e.g. “Address Book”) to synchronize with (i.e.
114), user sync settings (from 120) and a series of initial
field mapping tags as available. The series of field tags
allows the synchronization operations to perform field
deltas (i.e. comparisons at the field level +to determine
30 differences in data) to minimize over the air traffic

during eventual synchronization.



deltas (i.e. conparisons at the field level to determne 30 differences in
data) to mnimze over the air traffic during eventual synchronization. 13
[0027] In accordance with the present enbodi nent of the invention,
synchroni zation is divided into two phases: the slow sync phase and the
synchroni zati on phase. The slow sync phase is initiated before
synchroni zati on occurs. 5 Foll ow ng configdﬁation, at step 304, Sync Agent

103 initializggothe slg i gns, f each of the . enable
dat abases in g squentiaw %ﬁﬁ%ﬁ&éiﬁé ﬁgﬁ?iggﬁnﬁm‘ tA@%ﬁ?giﬁ§ngeﬁés§£?
“Initialize' conmandohe therchmiSeriver 108dte@iieid i@t t PRoShaWss¥RC the
process indic%éing the 10 database to be used. This slow sync process

attenpts to Pﬁe_%Y%?lé?“?%to?H@_b%@%@é%”ﬁﬁ@xgﬁﬁﬁﬁéISErp ASE14 B tHew
devi ce 102, r§§gEV|ﬁgaggcogg cgﬂgkﬁggﬁdlfb%Q% eexggﬁggrgﬁﬁg&ggigﬁzzkgﬂgﬁﬁn

only one side are reflected on the corresponding in
sync process, Fpééoridsglscand inotradeloet,ed.atRatdtesp t @04 psubynef Bhieats! Qw3

sync process.Srggggs a nagging Eistor§ so the S¥nc Server 108 can

uni quel y identi'ty Fetbris betwe8nthe>¢BFvePPand thes déice 538y usiing the

mappi ng hi st oeyabagy updalitsseaddint | HNse Perdalal | QRELRE T 6£0L dS fikam.one,

side will cause the 20 corresponding record on the other side to be updatied

during the eV&REudi9esnch? dniszadisomphddeit[iedlgle’| ncaddanioro ablye uSemc

configuration gp@ﬁgelgg tgnggnehi Adm n Server 118 and its_store.120

be detected %y the Sync ervérlf%%’§%§|%§ %xﬁ%QFt%r?ﬁgsﬁe%Pgécagén@0§%%¥d

connect orld 1192t 410029] tAs nentised Fhave,slde oM SpREcPEECESStempts to
merge similar records between the Source Server 114 and the
device 102, resolving record conflicts if they exist.
Records existing on only one side are reflected on the
corresponding side. During this slow sync process, records

15 are not deleted. Rather the result of this slow sSync

process creates a mapping history so the Sync Server 108
can uniquely identify records between the server and the
device. By using a mapping history, any updates, additions
or deletions of records from one side will cause the

20 corresponding record on the other side to be updated during

the eventual synchronization phase.

[0028] In addition, any user configuration change by

Enterprise Admin Server 118 and its store 120 may be

detected by the Sync Server 108 and reflected to the device
25 102 and cennectors 110.

[0029] As mentioned above, the slow  sSync process
attempts to merge similar records between the server 114
and device 102. In order to compare records stored in
different data stores (e.g. one on device 102 and another
30 on source server database 114) the schema for the database

is reguired. Database schema may be described in a variety



attenpts to nerge simlar records between the server 114 and device 102.
In order to conpare records stored in different data stores (e.g. one on
devi ce 102 and another 30 on source server database 114) the schema for the
dat abase is required. Database schena may be described in a variety 14 of
ways such as Extensible Markup Language (XM.) documents and other coding.
Server 108 may obtain the schema in differént ways. For exanple, in

accordance w resen di nme of the vention, device 102 may
provi de the SBgchgﬁﬁ urlnga?hgb%ﬁPfﬁ |25Fﬁgﬂl %%9%%%%rgFW6 t&OFW@entS
synchroni zati endpretees! .cMigg natdamales  tihe aﬂ@&'C@Ekglnap@ﬁécxgdﬂﬁha in
connectors 110 nay provi de the schema for the correspondi ng database to

gi ve server 168f fﬁéeﬁéqﬁﬁ§gteanuﬁm&ﬁﬂﬁﬁd(ﬂ&kﬁ@@@rd@n©edeabe@hﬁapchmmt
I'n cases wherg,10,sghepm is EE\ﬁ%hl @Rl,gnéfs}m ”Déee\biehgg&gﬁe 'OCaﬁrovldae the

mechani smto determ ne which o"use’'ma
confi gur ati onsskehanglaniier @dni nhstenedzseeuhi t yhpobi cycciByile usef uhd o
govern such a _decjsion. [0030] To reduce the nunber of records fetched from

the 15 devi c@16276R1ERNECR0 PHEEERi e f@?ﬁﬁﬂ4?ﬁﬁQh%rslﬁhﬁsyﬁ@Plaﬁé§éEfa

recor d- gr oupi @@pPP@éQ%H IS riheed Jyid V\ﬁ@hmgygr Eﬁgo néa for. the
represented by a hash value of a content o he recor Fash val e Sof

a group repreSentesppndvey dialbmsh dfo t béveecsedsein Tt gﬂmupre@uﬁsﬂge
t he sl ow sync S serv 108 nmat ches not) .the group data sent
from device 1 %QWP%%S? h%oco regégndﬁeﬁﬁr& @ﬁ&e&gtrﬁ 2gehdrdt e% u%‘%%stw ere
schema atl0seryeiendd8 to detverimang enhihodf 4H8e d@Vage BLROr dSokit Eonfrom
data 105) need not be fetched to server 108, which of server 114 recor ds
need to be sdMichgpism to determine which schema to use may be regquired.
A configuration setting and/or administered security policy

may be useful to govern such a decision.

[0030] To reduce the number of records fetched from the
15 device 102 or sent to the device 102 during the slow sync
phase, a record-grouping approach is used in which a group
of records 1is represented by a hash value of a content of
the records. The hash value of a group represents an over
all hash of the records in the group. During the slow sync
20  process, server 108 matches (or not) the group data sent
from device 102 with the corresponding group data generated
using the schema at server 108 to determine which of the
device records (i.e. from data 105) need not be fetched to
server 108, which of server 114 records need to be sent to
25 device 102 and which of the records between the two are

conflicted and need to be resolved.

{00313 In accerdance with an embodiment of the
invention, every group is given an ID. The group ID ranges
from 0 to Number of Groups - 1. Each record within a table
30 has a wunique RecordID within its database. Individual

records are assigned to a group in response to the record’s



25 device 102 and which of the records between the two are conflicted and
need to be resolved. [0031] In accordance with an enbodi nent of the
invention, every group is given an ID. The group ID ranges fromO to
Nunmber of G oups - 1. Each record within a table 30 has a uni que Recordl D
within its database. Individual records arg assigned to a group in
response to the record's 15 Recordl D, for ! xanple, as follows: Goup ID =

Recordl D MOD giepberrmof s@roups),[1Q03 rnefare if a Recordl D is known,
then the G oup the record bel or[i{:]s "t gd]si :s@gkir%(;%v\w%r'as wel | . Persons of ordinary

5 skill in the art will appreciate that using the nodul o operation (MOD)
does not guarant ee a ‘goweb bal anckecard 2P nEOD of Ntuhiee nuabeGrofips ecor ds per
group but is easy to conpute. [0033] Generating a group data val ue from

t he records of roup e determned in variety of S. wever, to
10 nmake the d 98?%19nati gn%%fal%f)ﬁs dT%u?) gﬁ?arggpuésa gt \\I/\@%{?“ gg?yeroup
process, the thtl ewcngdassudplysons are Eansh des ede11 ReeerdopEdelr @0@s gty

matter vvit;ﬂ n the group. Thus no record sorting is required to calculate
the group? daf4iVal u? afdrenoawht t ekl hownmsssrids car thngedusd pai s tesiulo

group, the grgyp,.data,v S t w_th ever rrangenent; and
The record (orHi ]rf1stan1(~:le)et gt)a v%sﬂeﬁﬁ%rnggﬁ%ﬁﬁdiavigc?uoa lf\r{"stlajgl&(ljrrlCdei %nbggéfglson
the hash of th& tkeeondmbéirebdsreAnddsoprat gebubowuteder dafsivelds cgaipu2@ .

arranged, the record data value should be the sane as is nmade possible
since all the[égggfd figéggrggggg %rgfgyﬁmggégléggdgﬂ ng'the records of
a group may be determined in a variety of ways. However, to
10 make the determination of the group data value a relatively

easy process, the following assumptions are considered:

Record order does not matter within the group. Thus
no recerd sorting is required to calculate the group
data value and no matter how records arranged within
15 the group, the group data value should be the same

with every arrangement; and

The record {or dnstance) data wvalue for each
individual record is based on the hash of the record
fields. And no matter how record fields get
20 arranged, the record data wvalue should be the same
as is made possible since all the record fields tags

are unique by definition.

[0034] Thus regardless of how a record’'s fields appear
in & record and the records appear in the group, the group
25 data value is the same. In the present embodiment, a hash
function defined on the record fields is “exclusive or”
{(XOR) for generating the record data. And the hash function
defined on the records to determine the group data wvalue

from the record hash values is XOR as well.



[ 0034] Thus regardl ess of how a record's fields appear in a record and the
records appear in the group, the group 25 data value is the sane. In the
present enbodi nent, a hash function defined on the record fields is
"exclusive or" (XOR) for generating the record data. And the hash function
defined on the records to determne the group data value fromthe record
hash values is XOR as well. 16 [0035] The lffechni que enpl oys hashes to

identify siml necord.informati on. Two. hashes are used.to descrihe the
record: ' Key &?@Péd hasﬁhgnéxﬁzIE%%ﬁ?demﬂ$8H$ %ﬁ@g%ﬁbf“DF?@?Hglﬁﬁsﬁﬁngéf”%y
the device's sebems isnfonuAeLog. valie Bablecdessrébecartabn ddotds wi thin

a record while ‘Record: hash is,a val ue describing all the mapped fields
wWithin a recébPECTAS anfexarpledd’suppese andort acRewappi nghish . colig gukeds
on the devicerplQ2 where, " FEilst ?bgﬁ', ) L, '_.and. - Conpan '.fielgs
makeup the " Key' hashawﬁflee%iéa 0 ﬁeggkgiehggﬁgggﬁ%afﬁ% of BP%r%ﬁeV ed
fields w thintbheleseddred f¢otgomt ddklde. gviAddi ess fde)ds, wennk| ‘RaeB g’

page, varioug gEone nunbeLi, etc.). [0036] As noted, in the present
enbodi ment, dafabadé chendei §epréviPded bl lsyhbe AgempefoXiqidhevithin a

initializati opecdbgcomgand 5¢;St e ) iflﬁﬁﬁﬁgple t Q-8 t - sync
phase. The schena.indicateg to Sf%%ﬁégrvé? 08 théidev?c%g§£ cﬁngggg ¥
dat abase strueptifégupedatabasbecattienave il i pheretabl Bsrsandiaach t dbketi s

associated w its bl.e. | D_and C , ich scrj pes the record format
with field |[§5£*5% f?‘é?d ?;‘P;Bﬂé’a(‘wé’ey %rehlﬁ%%@%@wppgés 4 5% a udet Edfe Hhicke
descri ptilén 40Rcobranh hakhi aonzatinen SEss$i ONtAR2 ra@ad Jevd Les 102-hinakhe
over the air communication directed to

record fro contact (e.g. Address fields, email, web page,

variocus phone numbers, etc.).

[0036] As noted, 1in the present embodiment, databasé
schema is provided by Sync Agent 103 in the initialization
15 command (step 304), if possible, to start the slow sync
phase. The schema indicates to Sync Server 108 the device’s
current database structure. A database can have multiple
tables, and each table is associated with its table ID and
schema, which describes the record format with field 1ID,
20 field type (key or non-key). Fig. 4 is a pseudo code-like
description 400 of an dinitialization session 402 from
device 102 in an over the air communication directed to
Sync Server 108 including schema data. For each database to
be synchronized (i.e. Database 1, Database 2 .. Database N,
25 database configuration schema information (e.g. 402 for
Database 1) is provided. Database configuration information
402 includes a unique ID 404 for the database and, for each
table (object) thereof, a unigue Table 1ID 406 for the
table, a table default indicator 408 and table schema 410
30 comprising one or more FieldID and Key attribute indicator

pairs.



Sync Server 108 including schema data. For each database to be
synchroni zed (i.e. Database 1, Database 2 ... Database N), 25 database
configuration schema information (e.g. 402 for Database 1) is provided.
Dat abase configuration information 402 includes a unique ID 404 for the
dat abase and, for each table (object) thereof, a unique Table ID 406 for
the table, a table default indicator 408 ddd table schema 410 30

conpri sing on re Fi D _and Key attribute indicatar irs. 17
[ 0037] Cbnnun$8§?? ns bgPﬁégﬁlas ﬁ@@%ﬂf?%ﬂﬁ?%e§9¥FCTOglﬁér%£$yBFE¥?Fy108
encoded in a basdwhgtikasayi nghdmwer i sUehrasavd diag 4entid EasedingutiLB):

format. Device connector 112 nmay assist with appropriate data conversion
or 5 transforfati®xhsla8Iplek inged@liEbedf of10938] Dafvéredevdrre 102r sdrids

an Initializeygommand tiq. seryer, 108_incl uding _group .hash val ues_and
opt i onal datgbgse Schera (ste£¥%04)?b9%8gsé9vgr sfpéfiin F88ponde " st &t s
t he sl ow sSynctphaséoroapachsonsppeeessubd ynakek i®eecords creating a

mappi ng for future synchronizations (Step 306) . Server 108 first starts
with a conpari f oup hashes t tch records. [0039] If device 102
does not s_endt?Qge at agggﬁgséf?é’nﬁfe 3Q%§6W?Ii%slﬁht§(ﬁ/ﬂlﬁﬁpﬁ?%@w e
correspondi ngsedde flat abase javaidBhle f@g@&én ﬁggw(ﬂﬁgfhé§pléﬁ§tlg%§iogal

connector 110 to cal cul ate group hash val ues. However, if device 1 oes
send the dat bl aehesaneng. 4oepséfdeér 108 sakvakatsdsieaecondrkepohashes

and record hqﬁggﬁtQaqﬁl on .the ei yed_schema fromdevice 102 and then
the group has valugg %&Pwélﬁ§§% t%@aF%chHEP%¥l%%% ppieEb &¢ match
10  records creating a mapping for future synchronizations
(Step 306). Server 108 first starts with a comparison of

group hashes to match records.

[0039] If device 102 does not send the database schema,
server utilizes an XML mapping for the corresponding
15 database available from an applicable application connector
110 to calculate group hash ‘values. However, if device 102
does send the database schema e.g. 402, server 108
calculates record key hashes and record hashes based on the
received schema from device 102 and then the group hash
20 values for all of the records of the applicable

corresponding source server database 114.

[0040] Server 108 them compares respective generated
group hashes and received group hashes from device 102.
Server 108 matches respective groups and group hash values
25 based on the Group ID. If two respective hashes match then
server 108 considers that the corresponding records from
that group match. Persons of ordinary skill in the art will
appreciate that an XOR operation to generate a hash will
not guarantee unique hash values for every set of records.

30 There is a chance, though generally remote, that two groups



correspondi ng source server database 114. [0040] Server 108 them conpares
respective generated group hashes and received group hashes from device
102. Server 108 matches respective groups and group hash val ues 25 based
on the Goup ID. If two respective hashes match then server 108 considers

that the correspondi ng records from that iroup mat ch. Persons of ordinary
skill in the art will appreciate that an 8RrR operation to generate a hash

will not guarante i ash v fo very set of .records. 30 There
is a chance, f gugﬁogg%gggfﬁyggénnaggﬁﬁhgﬁeﬁmol%rdﬁﬁgz1§O%§reg8oﬁ§WﬂeFEH“?o
mat ch when iniflactibefh decoetishavan isentitahal econgsky An addidicnalr ghack
to reduce false . positive matches may include a conparison of the count of
records in t hBPEohpEPeddrdilfiss. Ma8 dGERLIge\A ceonpar fagns ofenthe FewdEd of

count with thesgredp hashyyal h@w@h Al fer lve h va
be generated or a second ﬁgghuggg %%e%sing gmﬁif%grg%%hXUnggﬁéﬁ%nﬁy%%egﬁyy
gener at ed ‘andsepénpared:ofd0ALint fwiwb tRspectiuye lgroupvhash (abueshdamnot
match, 10 thgptéheggigre one or re differences anong the records of

each respective groap: ' TnPedhofsEicSelfdr Progd Rt sd @&viteSeH9N¢ohash

provide keys aatuéi ehdibhgshes dorreaahe reqdidd 0F 0uRs sl 4ees) Nolhg
mat ch. Records nay be matched based on the Key Hashes of the records. The
Record Field 4%Pastdmay be used to deternine whether a particular record
conflicts with another record provided the two records nmatch and share the

fﬁgen;?gﬂ?ﬁglE?%%g%:?a;ggngoigggp%%¥ivgaﬁgdﬂ% Y& s 09FAL L NqL eRRPNSS ,
10~ then there are one or more differences among the records of

each respective group. In response, server 108 queries

device 102 to provide keys and field hashes for each record

in a groups that does not match. Records may be matched

based on the Key Hashes of the records. The Record Field

15 Hash may be used to determine whether a particular record
conflicts with another record provided the two records

match and share the same unique ID and share the same key

hash wvalue.

[0042] In response to the matching process, server 108

20 determines which records may be:

¢ Added to device 102 if the records exist only on
server 108;
¢ Updated on device 102 if they exist on both server
108 and device 102 sides but the conflict is
25 resoclved in favor of the server 108 (i.e. server
records win) over the device records; and
* Fetched if either the records exist only on device
102 or exist on both device 102 and server 108 but
the conflict is resolved in favor of the device 102

30 such that device records win over server records.



20 determ nes which records may be: Added to device 102 if the records
exist only on server 108; Updated on device 102 if they exist on both
server 108 and device 102 sides but the conflict is 25 resolved in favor
of the server 108 (i.e. server records win) over the device records; and
Fetched if either the records exist only on device 102 or exist on both
device 102 and server 108 but the conflict!®% s resolved in favor of the

device 102 30 t hat iC cqQr, i r server records., 19 QQ43]
Thi s sIOM/synéggggéess gﬂ2§te§l%§h?§?%ﬁ$$??$éss ﬁﬁﬁ%ﬁﬁﬁsrgcoﬂ%ﬁg?ﬁﬁ SGhe
server and thatppongaimesbons bhewdevi cthe Asetrhies poidit thbhe scosdsear en
consi der ed sggchr nized. 5 £0044] Fig. 5 illustrates a nessagi ng exchange
500 between HBGi c&®{B5Cand®kynkh er 108 ifhustiednsy t Ree skensdyieeed
initializatiog,phasenasckell as server session and device session for
mer gi ng mapped records conpleting the slow sync phase. At 502, Device 102
sends an initialize 10 nessage with optional database schenma and group

hashes. I® r&8péhte t oFagdet &r middnissmradfesshixh e ospy haghesxreariwed 500
108 usin he . dat abase schenm,

mat ch the gr hashes, det er m.ned by server ,

at 504, ser vg}%lgi‘éggréendfsV1acegetl%?ec%¥gi masi PEqUES ?Qﬁ% GRS | ithe

of groups thatidaveyie NhehialdzE004R] MNaR06zsdeyd ce 102 sends-t heske¢0y d

hashes. Initialization is conpleted with a response fromserver 108 (508)
At 510, ther%@dr W&V isyi ASedrpl cted FrREchagpi hgrand deterdd nedrirfiedh ngew

records to sefkto1Pega% BRasM G] 502, Device 102 sends an initialize
10 message with optional database schema and group hashes. In
response to a determination of which group hashes received

match the group hashes determined by server 108 using the

database schema, at 504, server 108 sends a get record hash

request for a particular list of groups that have no match.

15 [0045] At 506, device 102 sends the record hashes.
Initialization is completed with a response from server 108
(508). At 510, the server having completed the mapping and
determined which new records to send to the device, which
records to request from the device and which changes to

20 make to device records, appropriate commands are sent to
the device and a response received (512). At 514, device
102 sends the appropriate records and receives a response

(516) completing the initialization and record updating.

[0046] With reference again to Fig. 3, after the
25 databases are initialized, future changes may be
synchronized using the map, sending the changes in the form
of commands, for example, over the air in a session-
oriented protocel (step 312). Preferably over the air
transmissions are minimized and field level changes sent

30 with appropriate commands to amend a respective record to



records to request fromthe device and which changes to 20 nmake to device
records, appropriate commands are sent to the device and a response
received (512) . At 514, device 102 sends the appropriate records and
receives a response (516) conpleting the initialization and record
updating. [0046] Wth reference again to ﬁ%ﬁ' 3, after the 25 dat abases
are initialized, future changes may be sy roni zed using the map, sending

the changes i ndmlediorm v Comumadssndigfe exaplier O¥eELLNe Alivd 08 or
session- oriented protocol (step 312). Preferably over the air

t ransni ssi ons 98V &6 ni ¥ Yedaahd 1niiél dtkevelcle hahgesesensnd0 maist hsend sync
appropriate c t respective record,to 20, refl ect a new

field change. Eﬁﬁ%%?spgr y‘?%%%?é? 08 dreTgauFEBIIo2 /Gy M tieARe iR i ©
changes and neyaserd synccol eguestsiel narediqie! ¥nli R PragesshVvenhanda),d A

response t changes or collect the changes and send themto the other 5
sync party’inS¥ GatRh-noden IndpPetabamogigt-abadasivagusd dvrdhapgedrnpor be

progressive 0509§H%Qrggd%or[%%%gkégéygéiqgagigéﬂfﬁéﬁaIion for a database

may be commenced when: the dat'abase i's I'ed"but not initialized,
10 the database is OTA disabl ed and beconmes OTA enabl ed; t he dat abase
Sync Type has[@R4idded; Sthe dirabaseisdhldnesgetsn clianged; damewasehenayi He

added to the v and_the sync server 108 forces initialization by
sending 15 aggﬁﬁgﬁggpi§§680nnand. [0048] Re-initialization for one or

anot her of the above-noted reasons is illustrated as step 314. Persons of
¢ the database is OTA enabled but not initialized;

10 * the database is OTA disabled and becomes OTA enabled;
* the database Sync Type has changed;
* the database schema gets changed;
¢ new schema is added to the database; and

¢ the sync server 108 forces initialization by sending

15 an initiazlize command.

[0048] Re-initialization for one or another of the
above-noted reasons is illustrated as step 314. Persons of
ordinary skill in the art will appreciate that such step
may occur at other points in the illustrated operations as
20  these events may occur asynchroncusly. Though not shown
explicitly, device 102 may be operated to add a database or
change the schema of an existing database. Such events may
initiate slow sync phase operations (Step 304~310) and any

necessary configuration requirements (step 302).

25 [0049] Advantageously, over the air (OTA)
synchronization as described may effectively synchronize
various databases including contacts, tasks and memos using
different sources such as Lotus Notes or Microsoft

Exchange. Additional application data such as *Email



ordinary skill in the art will appreciate that such step nay occur at
other points in the illustrated operations as 20 these events nmay occur
asynchronously. Though not shown explicitly, device 102 may be operated to
add a database or change the schenma of an existing database. Such events
may initiate slow sync phase operations t ep 304-310) and any necessary
configuration requirenents (step 302). 25 [0049] Advantageously, over the

air (OTA) s i zatjon, described rmay effectively synchronize

vari ous dat5%£§£££$%cl%%?ngﬁé%ﬁgaﬁﬁ%?efﬁsk a&n&% tﬁﬁﬁ%ﬁrQﬂ#?%ﬁentTh@

sour ces sucho®s p@bﬂSCMtejssOébMacrtQ:S%%nc_Eli@H@BQe-a Addit Eppal, ranpld HaL s on
mai e

data such as Emmil 21 Settings' and Filters' may also b
synchr oni zedOTrhd U IGIAL R dt 0cBING s SaBIven o LPnchrefiezebayvaeietyyef field

dat abase confjguratiens. n v referably enploys.field |evel
deltas for each recordQ?nf§¥dg?§?% %%%%%?zgn06§¥ﬁ?het%n§ﬁpxpﬁéﬁfﬂ&er che
Furt her, Soptdint zedaFécor d thandidng aggisgates rdadtd phanehanges@frafhtes

i ndi vidual recard .such that nultiple changes within a batch are nerged or
filtered ton?b%ﬂ§@fiﬁgﬁﬂﬁﬁiﬁtOéhéﬁgéé“%ﬂ@ﬁgﬁébp¥¢%%5@e?u¢ﬁeUbﬁ&[ﬁ%ﬁﬁkﬂﬂe

supports si mHdraneous:syAshr onizatdion ot nybtiphe dat ahases 10 Wthin a..
gi ven sync request or session. The protocol ~3upports batch or progréessive
sync, confi g&amicerdn gGhmiiasYuarhetat abasesitebignchr ofihee C&E0r dsrotocol

fol lowing aslow .sync;inifialization. . Each database can.be confjgured to
support : 2-Vﬂ§£%§nc,nﬁyb@y %@%%u oS§8F§§Pnéﬁ&%fﬁﬁa¢1§yﬂ81F6p§§ d§%%R§S%%nc
Agent 103 omitthéndew ceyicam suppert mubtépte oser vegeSonDevirge CAGIQN
112 can support nEItipée dﬁvices and software versions, using an XM
field-nappiﬁ&pg85 ﬁent.atc or progressive SYNc, coenfigurable on
individual databases to synchronize records fellowing a slow
sync initialization. Fach database can be configured to
support: 2-Way Sync, 1-Way Sync to Server and 1-Way Sync to
16 Device. Sync Agent 103 on the device can support multiple
services. Device connector 112 can support multiple devices

and software versions, using an XML field-mapping document.

The protocol and operations can support 3% party developers.

[00B0] The above-described embodiments of the present
20 application are intended to be examples only. Those of
skill in the art may effect alterations, modifications and
variations to the particular embodiments within the scope of
the appended claims. The invention described herein in the
recited claims intends to cover and embrace all suitable

25 changes in technology.



The protocol and operations can support 3'd party devel opers. [0050] The
above- descri bed enbodi nents of the present 20 application are intended to
be exanples only. Those of skill in the art may effect alterations,

nodi fications and variations to the particular enbodinents within the
scope of the appended clains. The invention described herein in the
recited clains intends to cover and enbrace all suitable 25 changes in
technology. 22 dCdainms: 1. A nmethod perfornmed by a server (108) for
synchroni zing first data stored to a mobile device (102) and second data
stored to a renote storage device (114) conprising: 5 receiving a schem
t hat conpriS&émgroup- mat chi ng data representative of groups of instances
of the first data; generating correspondi ng group-matching data for groups
of instances of the second data using the schena; determ ning group-|evel
di fferences betweenl.rasped par@ngédibipr SRLENIOBDfor Hhchidhink @it e sboiddss and
second dat a; aggcgalch%g respective instances of the first and second data
i n response® PgPUedqEichf 8‘"-“1de"'9‘"é3|ndélf“f‘ﬁ@f’eélﬁ%ééﬁmq}i‘?)@}%%ée‘%’@(Héﬁé?mﬁﬁélgéf t he

first arg second dat gctfid:@SPRRSEh: Qoﬁlgﬁ%e;groqgj-fnfa?crhﬁﬁccﬁﬁure L&kive dehe
group-matching data for the first data and™ group-matching data for the
second data conpri segiceppddnsiapecsted gis fidsitdatanf  correspondi ng groups of the

first data and the s . : wel | as record counts conprising a
number of records fo§£%£®ﬁ£§%%ﬂ3%8 °ﬁk§?§%%§§m%‘H%(%g”¥?%§?£§ﬁ Ssogcond
data, respectively. @6s&ondtea nmididesabbme] ai m | conprising requesting
instance matching data for the first data in response to the group-Ievel
di fferences; generat qi@‘m&napgf ey éi?lﬁlgf ferences between respective group-matching

10 data for the first and
second data; and
matching respective instances of the first and second data in response to
the group-level differences;
updating at Jeast one of the first and second data in response to the
15 - differences, wherein the group-matching data for the first data and
- group-maiching data for the second data comprise respective hash data of
corresponding groups of the first data and the second data as well as record
counts comprising a number of records for each group of instances of the
first and second data, respectively.
20
2. The method of claim | comprising requesting instance matching data
for the first data in response to the group-level differences; generating corresponding
instance matching data for the second data using the schema; determining instance-level
differences between respective instance matching data for the first date and the second
25  data and wherein matching the respective instances of the first and second data is

responsive to the instance-level differences.

3. The method of claim 1 or 2 wherein the instance matching data for the first
data and instance matching data for the second data comprises respective hash data of
30 1instances of the first data and second data from corresponding groups of the first data and

second data.



i nstance matching data for the second data using the schema; determ ning

i nstance-level differences between respective instance matching data for
the first data and the second 25 data and wherein matching the respective
i nstances of the first and second data is responsive to the instance-|evel
differences. 3. The nethod of claiml| or 2 wherein the instance matching
data for the first data and instance matching data for the second data
conprises respective hash data of 30 instances of the first data and second
data from correspondi ng groups of the first data and second data. 23 4.
The met hod of any o laims 1. to 3 wherein the first and second data are
stored to correspon Fﬁ%“’?%ﬁBﬁ’ 8%3“51”0%?‘]&%%%[&9% ]edt’d'ﬂéb&ig%él?(?&eé?‘&* Héfra
defining a @atalassespsihRIBLEOH 1SFebiveaEREAEE V8 ddal-RrRAS e AN g BAkd
respective instances of the first and second data conprising records of
sai d respecthap (@ateabisestiveglagibasph andyatdistpopfveanyanses o [t first and segoad wher ei n
updating c rd in & QAL ' ol one of the differences to
updat e thqu?lrdgtﬁ]%ag?‘é in ggﬁ%ﬁd‘%ﬂggﬁ\ﬁ(ﬁﬁﬁgﬁ over the air session-oriented
protocols. 10 6. The nethod of any of clainms | to 5 wherein updating
conprises receivin t | east. sone of the differences to update the second
data in accor dance% T@%m‘étﬁoczge@ygﬁga”%i I 0 S UET IR ISP B WP B0t ocol . 7. The
met hod of cbainfiinlca®iQraldasi sDge BRINBUETRINGE: b B3y e hiF@ahid af dcos defceth@ 15
first and second data i.n response to the matching by: determ ning changes
to the secSAGVHARSM ARSI AMaE P A at | east sone of the changes to update
the first data in accordance wth an over the air session-oriented
protocol ; and receiving changes to the first data in accordance with an
over tHE air sessi &nTheoethed ermedf griotsdcols vadrdiupdiatinghepnhiecsseeonck data in
response. of claim?7 rein id transmtting IS responsive
to a pr ogrgtelseg?g%ﬂt?n%fggggﬁ%legé%é@%da&nggeefecﬁys@.m “f'ﬁ‘é“%‘i‘ ﬂﬁ%‘&’t}b ' 2 eéghﬁﬁ 7 or 8
wher ei n saiad seRpeiovicmed prsedcohi ng, det er m ni ng

7. The method of claim | comprising maintaining the synchronization of the
15 first and second data in response to the matching by
determining changes to the second data and
transmitting at least some of the changes to update the first data in accordance
with an over the air session-oriented protocol; and
receiving changes to the first data in accordance with an over the air session-

20 oriented protocol and updating the second data in response.

8. The method of claim 7 wherein said transmitting is responsive to a

progressive mode and a batch mode.

25 9. The method of claim 7 or 8 wherein said receiving, matching, determining
and updating define a slow synchronization phase and said maintaining comprises a

synchronization phase.

10. The method of claim 9 comprising performing said slow synchronization

30 phase in response to a change in the schema,



apd updating define a slow synchroni zati on phase and sai d nmaintaini ng
conprises a synchronization phase. 10. The nethod of claim9 conprising
perform ng said sl ow synchroni zation 30 phase in response to a change in
the schema. Vi 24 11. The nethod of any of clains 1 to 10 wherein the
steps of receiving and updating are perforned using a w rel ess network
coupling the server (108) and nobile device (102) for comunications. 5
12. A server (108) for synchroni zing fi%Pt data stored to a nobile device
(102) and second data stored to a renot® storage device (114) conprising: a

communi cati ons syst?p1for transmtting to and receiving nessages from the
nobi | e device (102) ! a prdbeeeded elngicbalain kB0 adsipiivine HERSO TE§igingm f or
processi ng £RGRENETE ardQ ABSSALES a%lé@ﬁé(%ﬁscotl@fn R AR s e 2
menory coupled to tthe processor "storing Instruc |§ns to configure the
processor t@viedt®) fe camgwhsationsr om t he nobil e device (102) describing the
first data, the schema conprising group-natching data representative of
groups of instances of the first 15 data; generating correspondi ng

group- et chi ng dat aif.or gnaupsr @08)ifoiSdyaseaszinf fitsheita @e@e0RMh glatik usi ng the
schema ; de ernigﬁ gropp-level di fferences between respective

gr oup- mat ¢ HTXIe 45124 G sspondplatapstored to emele sigrige datice, (| R@OPOrisieg chi ng

respective instancegscimddi@ibldhiednd BRGAMhdBLA ke EERANSEL foh hE
group-level differences; updating at |east orie of the first and second data

in responseht gob#redevitie(i&@iences, wherein the grouping -matching data for
A R R e
second dat anmsagaehid msssagec i drasatiniihg, «mdnpri si ng a nunber of records for
a memory coupled to the processor storing instructions to configure the
processor to:
receive a schema from the mobile device (102) describing the first data, the
schema comprising group-matching data representative of groups of instances of the first
15 data;
generating corresponding group-matching data for groups of instances of the
second data using the schema ;
determine group-level differences between respective group-matching data
for the first and second data; and
20 matching respective instances of the first and second data in response to the
group-level differences;
updating at least one of the first and second data in response to the
differences, wherein the grouping-matching data for the first data and group-matching
data for the second data comprise respective hash data of corresponding groups of the
25 first data and the second data as well as record counts comprising a number of records for

each group of instances of the first and second data, respectively.

13. The server (108} of claim [2 wherein the instructions configure the

processor to maintain the synchronization of the first and second data.
30



each group of instances of the first and second data, respectively. 13. The
server (108) of claim 12 wherein the instructions configure the processor
to maintain the synchroni zation of the first and second data. 30 25 14.
The server (108) of claim 13 wherein the instructions configure the
processor to request instance matching data for the first data in response
to the group-level differences; generate correspondi ng i nstance matchi ng
data for the second data using the schema; determ ne instance-| evel

di fferences between respective instance matching data 5 for the first data

and the second data and erein_éhghinstructions to match the respective
i nstances of the fil'st anH'sEEEhd Y 4% d: Prdetsonds Neegorhenfigee dce- | eve

di ff er encesyrockor theqRerineshet 0&hiQldaklral M A3 Hia 1A ORE8) helhRipiiARE ance
mat chi ng ata for the first data and instance matching data for the second

dat a conpr i &g eircsspaaaritg eorresporehingenca nefching sipadeiahe sfonddstafisingtthaat a and
second dat : rr.es] i.ng. .9k f first . second data.
6. “The ser oo 1ERTHEFRAREE 10 PLAURRR behi1fy rpplelle (RRSTINAER 0™ anc
second dat doahefist drtednd the eopmddpondiwigrdiathk ésroflionespeath me rdpdcabases,

said schema_ 15 q5w qlng ﬁ_d@t@Qase.schena for sajd‘r§§%§§}iye‘databases
and sai d r eSPHREET VMG WETHASENGFNA PRdesPPishYe LA K EUSHE B E 8% bri si ng
records of said respective databases. 17. The server (108) of any one of
clains | | to 16 wherein the instructions configure the processor to
transmt to the mobil e delfieceve109) cAelaipader Kowkereipthegpstange ngichingér ences to
update the it datRad PaRGE AN e RER 1 38, QY Pl S8SEQPe@r i ent ed
prot ocol . 18? fhé sgrver“(108y o?ﬁaﬁ§gong'6H c%%?%g [@+NW%§%§Eﬁﬁ%?§in t he
i nst r ud®i oigshoatif Af gutaceshe tiprfostes siond saongdai fremf ccomstchdinpebivpeofdbyi ce
(102) at | t .25 of the differences to update the second data in
accordance%ﬁiﬁﬁégﬂ 3§3W1£ﬁ5 air session- oriented protocol. 19, The server
(108) of claim 12 wherein the instructions to configure the processor to

mai ntain the synchﬁ?nization ponpéise instructions to configure the 30
processor to deterifne chdgEEEHEVYREIYEEHIcaaral ldAdS thasende Nat | east

some of th@nd second data are stored to corres ponding tables of respective databases, said schema
15 defining a database schema for said respective databases and said respective instances of

the first and second data comprising records of said respective databases.

7. The server (108) of any one of claims 11 to [6 wherein the
instructions configure the processor to transmit to the mobile device (102) at least some
20 of the differences to update the first data in accordance with an over the air session-

oriented protocol.

18, The server (108) of any one of claims 11 to 17 wherein the
instructions configure the processor to receive from the mobile device (102) at least some
25 of the differences to update the second data in accordance with an over the air session-

oriented protocol.

19, The server (108) of claim 12 wherein the instructions to configure
the processor to maintain the synchronization comprise instructions to configure the
30 processor to determine changes to the second data and transmit at least some of the
changes to update the first data in accordance with an over-the-air session-oriented
protocol; and receive changes to the first data in accordance with an over the air session-

oriented protocol and update the second data in response.



changes to update the first data in accordance with an over-the-air
session-oriented protocol; and receive changes to the first data in
accordance with an over the air session- oriented protocol and update the
second data in response. 26 20. The server (108) of claim19 wherein the
instructions to configure the processor to transmt are responsive to a
progressive node and a batch node. 5 21. The server (108) of claim 12, 19
or 20 wherein the instructions to confjgure the processor to receive,
generate, determ ne and match defi ne a:@IOM/ synchroni zati on phase
capability and said instructions to configure the processor to mnmaintain
define a synchronization phase capability. 10 22. A nobile device (102) for

synchroni 2 ng firstyata SLace: iBsfde mbide ekt e (R antarcond data

stored to a renote storage devi ¢ mprising: a conmuni cations
system f or thy posavbdrtte mignstndt san tesp@seiotd ngrogsssagesofe am a biteh mobe| e devi ce
(102); a processor coupled to the comuni cati on system for processing
received 15 nessages and nessages for transmitting; and a nmenory coupl ed

to the processor staring THSERGELIONS clagn ¢ONMI QR0 YhERE thdPMOLRSSH tot O:
define at the nobi | e device (102) a schema describing the first data, the
schema conﬁPFé$h@mﬁﬁﬁﬁﬁﬁﬁéﬁéﬁﬁﬁﬁc&ﬁ@é&f@ﬁ?@§éﬂ%éﬁPV@dGWKQ?%%%s of instances

of the firslnhdQidab@phdsd é’tﬂ§lm11ty a?ah@q@ ﬁﬂ@ﬂ@mﬁ?tc@ﬁ@%‘f@ﬁu (lR8koadapted to
mat ch respective I nstances of first and second data using the schema

and deternﬂm@ﬂgm@ﬁbmkev@tn@mhﬂenehbesmbéﬂmBen the first and second data in
response to the matching; and update at |east a one of the first and second
data in response to the group- 25 |level differences determ ned by the
server 10108), wherei2n t heA grobipdavipe MBI fidngndednizifofirst damestdred sitthelat a and

r oup- mat chi at.a f t he second data conprise respectjve hash. data of
Lo D e fatas 18D SRR S yiea b ke et R A S I e

record counts  COMrch&inl@icaidi P& R nhBGALAS b Afd 1B&ENN IMeURRTrohNSt ances
of the first and second data, Tespectively, "

the mobite device {102);
a processor coupled to the communication system for processing received

15 messages and messages for transmitting; and

a memory coupled to the processor storing instructions to configure the
Processor to;

define at the mobile device (102) a schema describing the first data, the
schema comprising group-matching data representative of groups of instances of the first

20 dasa:

transmit the schema to a server (108) adapted to match respective instances of
the first and second data using the schema and determine group-level differences between
the first and second data in response to the matching; and

update at least a one of the first and second data in response to the group-

25 level differences determined by the server {108), wherein the grouping-matching data for
the first data and group-matching data for the second data comprise respective hash data of
corresponding groups of the first data and the second data as well as record counts
comprising a rumber of records for each group of instances of the first and second data,

respectively,

23. The mobile device {102) of claim 22 comprising instructions to
configure the processor to maintain the synchronization of the first and second data in

response to the match of respective instances.



30 23, The nobil e device (102) of claim 22 conprising instructions to
configure the processor to maintain the synchronization of the first and
second data in response to the match of respective instances, 27 24. The
nobi | e device (102) of claim 22 or 23 conprising instructions to configure
the processor to provide group matching data representative of groups of

i nstances of the first data to the server (108), said server (108) being
adapted to generate 5 corresponding grQup matching data for groups of

i nstances of the second data using the “schemn; determ ne group-|evel

di fferences between respective group matching data for the first data and
the second data; and match respective instances of the first and second
data in responsivedo thﬁmﬂﬁ&ﬂ@ﬁk@&?hOghﬁ%ﬁ&ﬁﬁ§%§23éﬂmﬁkmglﬁﬁu&ﬁmkle
device (102) of claim 24 conprising instructions to configure the
processor tt®cpiftapiedhe piretssm depivride Biong noeahinefdot reheschiatiwtofdargs oh response
to a requ fLO « ver, (X0 2ner.at, LI i i ance

mat ohi ng dar S Por e SR e (L 85 R Ty B R PR gl

i nst ancé- | eevetspdindikegeneastchiet viee forreeape of inviencel bSthaneenda@iclvimghdat a f or
the first dq%g aad the seco d1 a anqinatch the‘respectiée 15,inséances of
the first and ¥etoHE B i5vy CUBSHEE b iR&ePRITAsEar Perdedirdar Bhces.
26. The nobirhieladevi 68 €2 Ha@fang hdthdh 1dde@lve 2B MBRIRHR Irh8nd REbANERa

mat ching data for the first data and instance matching data for the second
dat a conpr ilsESPOE Helbe pipePashlidaeecesf i nstances of the first data and
second data from correspondi ng 20 groups of the first data and second data.
27. The nobil e device (102) of any one of clains 21 to 26 wherein the
first dfid second d&fa ar eéllstobdd d¢wicedddied poimd2hgoabiesnafictiespect i ve

dat abases, td schemm defining a database schema for said respective

ot abases SHELGOSTR- 8 UL BPEs B SRRRERSANERE GatPlla "SERBRE ot o
conpri si ng régeeanids: v s@ad d 03 apeathecrepabahashsancdatching deol éedevi ce
(102) of any one of clainms 21 to 27 wherein the instructions to configure
t he process$ ”?gmﬁbﬁﬁi@CSwﬁﬁﬁF?&“WH@EWﬁ@??&ﬁcWﬁﬁ@?@§%PVWﬁ@'FW@%ﬂ@30 t he
server (108)ate he@Bhe SR e A0 £l @1 ERGES b HPHBLS tlhes kigst data in

accordance with _
15 instances of the first and second data in response to the instance-level differences,

20, The mobile device (102) of claim 24 or 25 wherein the instance
matching data for the first data and instance matching data for the second data comprises
respective hash data of instances of the first data and second data from corresponding

20 groups of the first data and second data,

27 The mobile device (102) of any one of claims 21 to 26
wherein the first and second data are stored to corresponding tables of respective
databases, said schema defining a database schema for said respective databases and said

25 respective instances of the first and second data comprising records of said respective

databases.

28. The mobile device (102) of any one of claims 21 to 27 wherein the
instructions to configure the processor to update comprise instruction for receiving from
30 the server (108) at least some of the differences to update the first data in accordance with

an over the air session-oriented protocol,



an over the air session-oriented protocol. 28 29. The nobil e device (102)
of any one of clains 21 to 28 wherein the instructions to configure the
processor to update conprise instruction to configure the processor to
transmt to the server (108) at |east sonme of the differences to the first
data to wupdate the second data in accordance with an over the air
session-oriented protocol. 5 30. The nobil e device (102) of claim 22
wherein the instructions to configure. 8the processor to maintain the
synchroni zati on conprises instructions % determ ne changes to the first
data and transmt | eas of the changes to update the second data
i n accordance mﬁth'gn ove h?ﬂgﬁﬁﬁ?vﬁ%ggfﬁﬁaﬁfP@%ﬁé%“%?o{ﬁbgﬂwwa’@E The
nobi | e deviiggrucdfr ko &fnfich i ﬁ@ce\éﬂ)‘?r{?ﬁlﬂat@%bﬂ}hQSB&HM@IM;QB%OM@LU&lf}@-nsm t are
responsive to a progressive node and a batch node. 32. The nobile device

(102) of clpiesPRLo tPYsipi (e GHedré] 4¥) nhleast 48nq afghar ditferieaass ta be Sushflityter e t he
processor t f?)d%gftﬂer@gnﬁ LARSM L i%glgcelmﬁ]a\tn%vgxet énfse"%‘ala ?V\éntesdﬁn?tjagcﬁm zation

phase capability and wherein PRE nst ruct T ons he processor
to maintai n define a synchronization phase capability. 33. The nobile

device (102) of claj,m 32 ¢o r|5|n nstr n 20 confi ure t he
processor to |n|t|g$e safﬁ SF egeﬂﬁ%aﬁhV§é‘WBn§ﬁh§§@t?h”?%%ﬁ P58 to a
change in tdefigehesprocdder thniaeilh B & eatalaomedhHRtCaNRiisisng program code
nmeans executable on the server (108) of any of clainms 12 to 21 for

i npl enent i A§ERBe AevEgdo dfe firgsiagmpd grnsaniggl s some of the chBizewompeHs the
readabl e mgéoumnelqrrp{acéudmewlmgﬁq%%cmgeu fBas. o“]%e&gﬂ%ﬂal%e on the nobile

device (102) of any of clains menting the nethod of any
of cl ail 1to 11. 30 36. A teleconnunlcatlons systen1conpr|5|ng t he server

((:Ilg.i82r50f22a'?y 3gf Clﬁ" s ll%e ob%e dg'vrllge/(cfbm or?e claim % w%elem i ]i)S(tILl (2(2113 g any of

transmit are responsive to a progressive mode and a batch mode.

32, The mobite device (102) of claim 22, 29 or 30 wherein the
15 instructions to configure the processor to define, transmit and update define a slow
synchronization phase capability and wherein the instructions to configure the processor

to maintain define a synchronization phase capability.

33. The mobile device (102) of claim 32 comprising instructions to
20 configure the processor to initiate said slow synchronization phase in response to a

change in the schema.

34, A machine readable medium comprising program code means
executable on the server (108) of any of claims 12 to 21 for implementing the method of

25  anyofclaims 1 to 11.

35. A machine readable medium comprising program code means
executabie on the mobile device (102) of any of claims 22 to 33 for implementing the
method of any of claims | to }1.

30
36. A telecommunications system comprising the server (108) of any

of claims 12 to 21 and/or the mobile device (102) of any of claims 22 to 33.



