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THE | NVENTI ON 1 Field of the Invention

The present invention relates to an electronic ticket system a collecting
termnnal, a service providing termnal, a user termnal, an electronic
ticket col lecti ng met hod andpgE pﬁqq NVE all being for use in a
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t he to- be- mgeﬂlreuglame)useofelac&rpnm%ﬁt&ms beer prapasedpr ovi di ng agency has
recei ved from t hin thesahovensystempanisstiing agency iaskes an electronid ticket tfaer t he
el ectronic tigéet and thotusensends tha electromic dickeiste,a servivevproeidjingoadenoy
reference trappanptHeIsie Dags theeleetromideickes in bider td hequest servicess efe. such an
el ectronic ti ﬁlsﬁith iR rBviaRRESddHEyS PRRSUE] blevtraRicarrer, Whid the
Fur ther mor 6 LOGE& hrovidifig BEBALPhAS Fecei fr@ﬁﬁ‘thléﬂis@?ﬁs%@ﬂé’dté& bRreoVvi di ng
agency, df or 3 @8 é@hﬁ}%&%}{ 0’ te. REhESH ﬁﬁetlbg ﬁg arggg g,ved fromthe
user an sen C C
e " g g;-f Fortann felPASEE Y 0
highly ta er alntth
i | ?eggl acr:rFl on ofn ewleyite, nﬂr%'éﬁf“éﬂ 9@5@6?'0“3 WPFﬁﬂﬁ“ iamrpp hi s
case, as r&atausenchito Bledssuipgiagency ke tarhewsed rﬂl‘eCtroﬂJ%B‘FkQ’&éﬂﬂ“ch the i || egal
copyi ng act i oservioe providing agesdy bgs seceaived;frae theiusearand to movidedher t he
| i ke. However user with sehdcesaftercthemlectratiin tickajds aytheatioateds 1 thisicase,r oni ¢
ti ckets from hodieved wrlingsefesencuitratisactioht daveng begrady each tiret the usensed
el ectroni ¢ tigkes subli RAIBEGrGRE HLkR, SROMSpREcsgingGpeed idlkge number of
el ectronic 44 55@61‘?1"@? concentrated at.the service provi di ng agency and
Furthermore, there is the possibility that any unjust service providing
agency, for example, may copy the used electronic ticket received from the
user and send its copies to the collecting agency in order to unjustly charge
a large amount of money.
35  Thereis a plan to store data in a highly tamperproof storage device as
a countermeasure against the illegal action of copying important data
without permission. In this case, as regards the electronic ticket which the
user has, the illegal copying action can be prevented by storing data in an
IC card or the like. However, since the service providing agency receives
40 electronic tickets from individual users and the collecting agency collects
used electronic tickets from the service providing agency, a huge number
of electronic tickets are concentrated at the service providing agency and
the collecting agency. Under this condition, an IC card or the like is not
sufficient to store huge data, and a highly tamperproof specific storage
45 device having a large capacity is necessary.
Not only electronic tickets having a monetary value; but also other
various tickets involve such problems. _ _
The present invention has been made in consideration of the above




the collecting agency. Under this condition, an IC card or the like is not
sufficient to store huge data, and a highly tanperproof specific storage 45
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SUMVARY OF THeeduiifid\ahpspecific hardwarer di ng to the first aspect of the
present invention having the SUMMARY OBjTE INVENTEONs provi ded an
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dependi ng on deaﬁ§ nancia aggacyin Waiss cires '?‘Qf‘ﬁ?flﬁ prused s thpdeat o o
deal i ng requelstdemﬂi@ﬂﬁom and the at | east one user term nal

i ncl udes actui ri wheneiartbefad least Qoesenice pviding teymingl iadudes serdingt

i nformati on i gayanstfor sgndingashatiemge inforarationevkich diffdretepending arededlse

provi di ng terfj thd atlaasomes asentetminahin fesponse & a dealiny requeshtherefroi ch t he
el ectronic ti ghﬁt I s deposited, generatl ng means for generating an

assi gnment whi ¢ PfefabFéné‘ﬁsénl irides uﬁ'l b8 Yor acqRifHg)L . an
el ectronic 44 g rP p%?‘% %%b@ﬁ't i tlbﬁjé cbfl hlEh‘? By 25 the
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ticket to be gemaratig amassigameghyh rﬁﬂeﬁ 1eg ?EQE‘P’F'GE'P ette, WRBEEN th t he
assi gnnent t oameunis an elestropirdticket's destination whiah i thenagegunt iggntified\b¥ or di ng
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electronic ti gkrdt tpARFUseEfor thoBBarARIISEnding Ut eleCironic ticket with tie
el ectronic  5gsignment to the at least one service providing terminal.
30 According to the above-described structure, the electronic ticket after
utilized for the deal does not have any other use than being deposited in
the account in the financial agency which the assignment affixed to the
electronic ticket specifies. Consequently, the illicit use of the electronlc
ticket is avoided.
35 According to the second aspect of the present invention, there is
provided an electronic ticket system for collecting electronic tickets in
accordance with money bag numbers serving as collection I1D information,
comprising:
user terminals which store the electronic tickets;
40 at least one service provndlng terminal for performing deals with the
user terminals; and
at least one collecting terminal for collecting the electronlc tlckets after
used for the deals; and
wherein the at least one service providing terminal includes request-
45 information sending means for sending request information to the user
terminals in response to dealing requests therefrom, the request
information containing a collecting terminal ID code which identifies the at -
least one collecting terminal, and a money bag number which serves as the



ticket is avoided. 35 According to the second aspect of the present

I nvention, there is provi ded an el ectronic ticket systemfor collecting
el ectronic tickets in accordance with noney bag nunbers serving as
collection ID information, conpri si ng: user termnals which store
the electronic tickets; 40 at | east one service providing termnal for
performng deals with the user termnals; and at | east one
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i ncl udes si gnwrmlrmlgéndzratl ng nmeans for generating a digital signature
whi ch cont ai ns tthe atdgastsene séwvicesrovidingterminal includesased tickei sending

servi ce proni fieaastfor odliedtingpofthei elécttorietickety seabfremBthbarsedftéiminalg, t he
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i dentical noné allﬁfgjlu“'esrlﬁ oné‘,ﬁacgr&mgs o‘? &c 'Pﬂa ingl r oni ¢
tickets to the egtronigticked aler usedis tode ¢r) Riiphe- Mep APHPed by
t he col | ecti nffhe enomeyabag Dusthes) to Wb@httbe @!ﬁptrqmlq ﬁ@"&y@eﬂtﬁlgssﬁifna-{hﬁ es. 15
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deal acqui restickdtoanaisends tiemelectronig ticket with itiee atqairecinfomadtionttp théri ch an

el ectronic ti §5mcea{>woung% ehgy.t Thelentlonieticiét after usée is eolleetedahl ect ed

group (t he  posteMNBE Wi Qhforinativh fkettReRt6 C Bveniifthewieotrdmd ongs, etc.
The  user t u?JB %BhediBs .ﬁag err Gy 24 e é’tibﬁéhdhf‘@s ét@atwg geed
el ectronic 20 aﬁ ét efcydcb r"ehc\é"t red
|nformat|ont aenc el ec I'OﬂICtIC et after

used is col$%8 t thee e |nfo |on afflxed ?reto
Even if the eI ec hgrﬁtéeas Oﬂec WLﬁ B" ;{Q"ﬁ@ '39 8§ gh
illegal acti oﬁuemimga@esq%lsptlmﬁgt%mm 1fode HBOF?Y aSI”P
easi [y det ect atileapgt paesesriee providing termisakat i on 25 affixed to the
el ectroni c ti ckefhe supplying means of the at least one collecting terminal may include
30 storage means for storing the money bag number which the supplying
means has sent to the at least one service providing terminal; and
the at least one collecting terminal may further include money bag
number checking means for checking, by reference to the storage means,
whether the money bag numbers, contained in the digital signatures affixed
35 to the electronic tickets collected and sent from the at least one service
providing terminal, are identical with the money bag number sent to the at
least one service providing terminal and have not been used before, and
ticket checking means for checking whether the electronic tickets collected
and sent from the at least one service providing terminal include no
40 identical electronic tickets.
According to the above structures, only the used electronic tickets
having the proper money bag number affixed thereto are collected.
Furthermore, any illegal action on the part of the service providing terminal,
such as making and using copies of the electronic tickets collected this time
45 or before then is prevented. Moreover, since it can be checked in an offline
state whether the collected electronic tickets are proper, the response of

the system is improved.
The at least one service prowdmg terminal may include a plurality of



The at |east one collecting term nal rrhy I ncl ude supplying neans for
supplying the collecting termnal |ID code and the noney bag nunber to the

at | east one service providing term nal. : The suppl yi ng nmeans of the
at least one collecting term nal nmay incldude 30 storage neans for storing
t he noney bag nunmber which the supplying means has sent to the at |east
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evel erminal money bag number after the m-th level service providing
terminals have performed deals with the user terminals, and for sending the
collected electronic tickets to the correspondlng (n-1)-th level service
providing terminal; and

35 the first level service providing terminal may further include means for
collecting from the second level service providing terminals the electronic .
tickets with digital signatures including the money bag number which the
first level service providing terminal has sent to the second level service
providing terminals, and for sending the collected electronic tickets to the at

40 least one collecting terminal which is identified by the collecting terminal ID
code contained in the digital signatures affixed to the collected electronic
tickets.

With the above structures, hierarchically arranged service providing
terminals are realized.

45 The at least one collecting terminal may mclude a plurality of collecting
terminals which are hierarchically arranged in first to m-th levels (m is-a
natural number); ' '

of the plurality of collecting terminals, the first level collecting terminal



providing term nal, together with the collecting termnal |ID code;
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30 collecting terminal; and

the first level collecting terminal may collect from the second level
collecting terminals the electronic tickets with digital signatures including
the collection money bag number which the first level collecting terminal
has sent to the second level collecting terminals.

35 With the above structures, hierarchically arranged collecting termlnals
are realized. .

According to the third aspect of the present invention, there is provided
an electronic ticket system for collecting electronic tickets in accordance
with money bag numbers serving as collection ID information, comprising:

40 user terminals which store the electronic tickets;

at least one service providing terminal for performing deals with the
user terminals; and

at least one collecting termlnal for collectlng the electromc tickets after
used for the deals;

45 wherein the at least one collecting terminal includes supplying means
for supplying a collecting terminal ID code identifying the at least one
collecting terminal to the at least one service providing terminal, and
generating means for generating a money bag number which indicates the
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35 Wth é@%oﬁé@f{ @rﬁhﬁémrﬁén lshdéﬁtﬁre@fbwmldc)bllaéﬂi geamirenlIDeodieng

term nal s 84k digital si n AgeRrding to the t |rd aspect of the
present i nvent ! 0 t ?hé)EBéfv &ﬂlct re%na%lséﬂér i élbte'fé?éeé déxstem for
col l ecting el eqcctg@fr?'gﬁn E% ﬁ? fFectlnlq%F QPT)?XN 88 aR urrbers

I i. O
Dl g ec;ﬁa s

termnal foR5 g1 BomeyPagiagb 9\5 @ Whigh the elect Xbeo
| east one col |L§@rtergmﬂalr affixes theprcauied éf(‘,fpffﬁ t'Q"h@ '@IeetEI H$ ?h%ﬁ@?@ af t er
used for the dicket anbsendsitheredecironindticket withdhe anquiced infermatipniterthe nal
i ncl udes supplsgrvige praviding tefrainak upiné glectronicdisketaftenpedds colledted i code
i denti fyi ng t hfecarddmmswitivtiee inforandtibactfiixel thereton&vendf theesledtrdréast one
servi ce provpdickat Kot colikbtbd impisReathrauyh @ legabactipprsichtang a noney
bag nunber whighaiinybecaike! i illegal action can be easily detected by reference to
6 the information affixed to the electronic ticket.
The at least one collecting terminal may further include money bag
number checking means for checking whether the money bag numbers,
35 contained in the digital signatures affixed to the electronic tickets collected
and sent from the service providing terminal, have not been used before
and are identical with the money bag number which the generating means
has generated in accordance with the predetermined rule, and ticket
checking means for checking whether the electronic tickets collected and
40 sent from the service providing terminal lnclude no identical electronic
tickets.
The at least one service providing termmal may include a plurality of
service providing terminals which are hierarchically arranged in first to m-th
levels (m is a natural number);
45 of the plurality of service providing terminals, the first level service -
providing terminal located in the first level in hierarchy may include means
for supplying, to the second level service providing terminals located in the
second level in hierarchy, the money bag number generated in accordance



collection ID information in accordance wth a predeterm ned rul e,

the at | east one service providing term nal includes request information
sendi ng nmeans for generating a noney bag nunber in accordance with a
rule identical with the predeterm ned rulze of the at | east one collecting
5 termnal and for sending request information, which contains the

gener at ed noney bag number and the collecting termnal ID code supplied
fromthe at I nals in
response to d @3@9 ife F@‘;@; ty h%‘# hed'dle é“*hﬁ%i e%;ﬁfg% S8 o
termnals i ncI cQ 31"3 Hﬁg‘a! i c9 e&é’ﬂg“% RE Befyi t al
signature con feaston nalinf or mat lon sent from the at | east one

servi ce provi di n§ag IerﬂerIleVQiﬁé“’c@Q:R@M@égﬂﬂrﬁU’?fémt?@in an ngdhileyelig t he
si gnat ur e gendiaramhydy is Ranaturghnumber gvenast2 sq FParly may include rieadsr oni ¢
ticket to be toresffiking n nitalevehigripral iR edde dderidying eachorideveldervice with
the generat ed p?d;\@amgqéﬁnml toheahondasdg ﬁ@(ﬁbéewpmiédorr@m'tﬁeng terninal, 15

ggg di ng ms . &?&ih GRE1 SRl eRﬁ&é’b vithin ?ér%ﬁél'lobét%qﬁ%ﬁ (HSf Elhgket
used termin ife p@%%g@?ﬁ?’ %ﬂ@ﬁﬁ% a{“béé qﬁ\%fﬁéﬁg t@%. R ng
i denti cal tBP eSt ﬁ ?ﬁ%s% d1) ectronic
tickets to thée&{'cq pEM 'Bguéerﬁﬁn%' fr'=‘§° YRheEfred by

the col | ecti ndh tevehiarginalmengiebag n%@h?éﬁ%ﬂ"ﬁ’qﬂq ﬂ%cri!i grt'%\fe SEBACR ur es.
Accordi ng to tphevidingierrsinalidegataer with theeeollesting tenminak 1§} eode; deal

acqui r es i nf or naieiach of omtrelenehservice providiagttemginals located, inkan nkthdéveliin

el ectroni ¢ 15 ¢iataronytrasy irchede requestiaformiation tseddingntiebhs foraffiding @n met ed
group 25 (the tipaeytdtaindlupheids uaéhtwih lRathen-gh Reicl 88hicapreRidifg! ongs, etc.

The —user tesminaltodhintGite mleaqrdﬁatth@echesé&mlﬁg pe1ysed
el ectronic 6M ?gew dv%g %gﬁ%& N arF LtHAqe 'Hﬁ‘? red
d?\ﬁ%l Qmé

i nformation t ¢ket

after used is '&?f ggp@grqtppg an ARt o Pﬁ)ébiaﬂf Oed
t hereto. EvZheaechipdh @V@M?Wiﬁecprgﬁ'dtﬂgct@@?' ANdfossupp erﬁcieélé!eﬁh'pr operly
t hrough an i | linfgehatien whichsinelidas the callesting igyminakiPecodaand thee i | | egal
action can be geasiatgd daoreyt kap bymbef torenecef the user terminalsdn mespanseddfd xed to
t he el ectroni detlingeéquest therefrdime at | east one col lecting terminal may
further include @agRy-thagvel somiodprovidieg kémidnaleaas fiirtherdhelale mgeartiefoner t he
noney bag n%ﬂa@néeu@&r@mhélcaﬁéswhdiﬁg( ;%lthivévé isBAAte! pRSvidihgi xed to the
el ectronic ti ¢kelinalfs) the@ ronlc fekéts tith ttﬁ@é\{hcﬂﬁdlﬁ aNé ﬁLtﬁg
term nal, hav?%\ne?tte ﬁ£‘l rﬂaﬁ 5 ﬂﬁFnbe aﬂ@ h%rrﬁ-thqévrél's%ﬁl I&x § m)ney bag
nunber whi ch ttc?r 5@3{{% g%e H% "Hnsaa(h V\ﬁny t he
predet er m ned t e 0 &h e t he
electronic ti &R ? ed Slectignig '%h%sm)t P8 i)r @é—! lp?%" 8 ng
terninal ind0 paevidingitaeningkandel ect roni ¢ ti cket s. The at | east
one service provihs fitgt ievehsericenprpviding teowingl pray farthey inslude meensifere
provi di ng t er moliedthrginomithaisectndlexekcserviak| provdingtgeninals ther glectronior t h
level s (mis aicketswiti digitabsighatuds includingtthe moneyabag yuatbes evhictethepr ovi di ng
termnals, theirdtiléwd] sePded pAs/idihg Eermindlhaiéi sint ¢o iRy seconid leosladerdicen the
first |evel g fbrdsmernartéhﬁmw ahBSorsEndiRAthe collet®id Sleerbiichidkefsdotthe asecond
level service | qudwndl dflebigierinal WhicH 8 dértiffedey the collecting terminal ID
code contained in the digital signatures affixed to the collected electronic
tickets.
The at least one collecting terminal may include a plurality of collecting
40 terminals which are hierarchically arranged in first to m-th levels (mis a
natural number);
of the plurality of collecting termmals the first level collecting terminal
located in the first level in hierarchy includes means for supplying, to the
second level collecting terminals located in the second level in hierarchy, a
45 collecting terminal ID code identifying the first level collecting terminal and
a collection money bag number which serves as collection ID information;
each of n-th level collecting terminals located in an n-th level in
hierarchy (n is a natural number given as 2 < n < m-1) may include means



second | evel in hierarchy, the noney bag nunber generated in accordance

7 with the rule identical with the predetermned rule of the at |east

one collecting termnal, and the collecting termnal |ID code supplied

fromthe at | east one collecting ter mdhal ; each of n-th |evel

service providing termnals located in an n-th level in 5 hierarchy (n is

a natural nunber given as 2 [err] n.Jerr] m1l) may include neans - for

af fixing an nfdrfafﬂl)GNg?bntrﬂfHﬂeWél tetinad i code ideritifying eashm-th-lekell evel servi ce
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assi gned to eterminaltoellieetion moaeyibag numbe l’oﬂé‘rs@ aﬁ aith levehet her wi th

the col | ecti ngoltestingriatmindl, dogiether with the gallectiog terminal Y epdeer vi ce

provi di ng tern ngash bbnatheldveicallecting terminals located imaemadit lewehimy i ncl ude

request infgy H'ﬁefrax@h saaginttudemeans ¢or #ffikingiarometh level terrhinal v eddé er ni nal

'ngnggdgaédﬁﬂt e)‘l'n%@n%é hrﬁ'l-ftﬁ‘lév@}/@élle‘é:ﬁﬁg*térﬁuﬁéﬁb'tﬁléfwllectldrﬂhﬁhéﬁba o the
_ service

orovi di ng ter[a?éf Eg i rB%ﬂ'?ére n%%g) lﬂ %ﬂ'i ﬁg}tﬁ v@lcolle Fn@ tleﬁﬁlsi‘ﬁ I

generating an ‘?P 413 yP H@JB glt oneélo ch mth

level servi ceNBRHer |5h§°|ﬂ%'rt‘ﬁ’f‘rfﬁpne3é ?d H hbsY rre'ﬂ errr]upﬁ mat i on

whi ch i ncl uthesod® affixedi theratagand farisyaplying thedo! ﬁﬂng Fﬁ!’m'"ald@rfé}détt@dh%ney

bag nunber t oserviceopravidingteyminali ninals in response to a deal i ng request

therefrom eaclakthrievél doflectingsterminad npayofuiriitien indudermeansikery f urt her

i ncl ude neans cbecting frarlithe corgspomding e+ ticthraadipoting tegrimel(s) then | evel

service provi didironic ficketd Rath(digitdl BRynateret isdludingithé eith leivélitetnigal al

S gﬂalt ures Jnehintiion thﬁe bhf numﬂé?‘éﬂerftt% m-ﬂﬁlbvépétﬂbécﬂﬁ@témﬂﬁélé haliger the

mth level SeFé’de(?\‘?e(POLh%vél f?%mc uck%'ﬂ&ﬁ'tﬁ Eé‘?(ﬁ’cepﬁf torfAfiRAISaNd fdt t he

cor 1 espondi ngS f collgtF o td A -“R?ff%"%'“’ the

correspondi ngggﬂgf g ?Hm%
first level s erm nal pmay furth | ude ns, for
col l ecting from thfbfl@é&iﬁ%c;%ﬁé'ﬂgsl@rﬁ&ﬂ@m y&oilae goméﬁ%Sﬁs‘P E’{@' el ectronic
tickets w t26 dbligatimg terrgmdsm@selemruqtlﬁ@etsmth@ﬁ | gagatyremBeludineh t he
first level strecolegioovndneybagnoimier which thenfirst teveheolb@bogaemundl service
35 provi di ng hasenatcstheasutondriess ndilectingterminadlgct ed el ectronic tickets to
the at  |east qme reglbsthfdttationsendingwheans bthedsricasti ek sorvicke
col | ecting t eniding'tetminaf A4 fGRAEAINBREe Meahe fotidiinerdting Bieabyuest af fi xed
to the collgeigdnf t%ﬁ b9 Apblying bh&Xlyhash functions to information which
contains the collecting terminal ID code and the money bag number.
With the above structures, the amount of request information can be
suppressed to a predetermined amount, while the contents of information
contained in the request information is prevented from being known to a
35 third party including users. '
According to the fourth aspect of the present invention, there is
provided an electronic ticket system comprising:
user terminals which store electronic tickets; and
at least one collecting terminal for collecting the electronic tickets;
40 wherein the at least one user terminal includes signature generating
means for generating a digital signature which contains a money bag
number serving as collection ID information and including time information,
and sending means for affixing the signature generated by the signature
generating means to an electronic ticket to be used for a deal and for
45 sending the electronic ticket with the generated signature to the at least
one collecting terminal, and
the at least one collecting terminal includes storage means for storing
electronic tickets which the at least one collecting terminal has received

r eby



The at |east one collecting terninal -may include a plurality of collecting
40 termnals which are hierarchically arranged in first to mth levels (m

is a nat ural nunber); of the plurality of collecting term nals,
the first |evel collecting term nal | ggated in the first level in

hi erarchy includes nmeans for supplying, to the second | evel collecting
termnals Iocated in the second IeveI I n hierarchy, a 45 col l ecting
termnal 1D cod |dent|f in e fi IeveI col ect ternlnal and a
col l ection no En Qﬁp FVK?V QﬂHW‘EE? MEPBS idt i on:

each of n-th pe%lﬂneavheéeerﬂ?gtm infernatiane inaluded in maney bﬁg |némger$n
hi erarchy (n centained indigitalsigeatupsaffixed totheelegtronic dekgts sent fremthenct ude
nmeans - user terminals, specifies time within the predetermined @eriod, anfiatoubld i xi ng
an n-th | evey userchiedRing! Meansiforichesking whegherthb etedtrorietickets senbirdract i ng
termnal to t e ot RReMirkis MR A& eldetohrtickeRNderticdl wWith thBRlectronic
correspondl ngtn&l(bé) tbied if l&éﬁﬁsg&bgg ddpg. termnal located in an . (n-1)-th
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assigned to eachahlaast ppeservice ppviding |t$f5""f‘%|r 5} Hﬁ'ffo" "'E“Bgéjﬁ@@rw the t he

col I ecting t etgEhtarminzlsoard each of mth | evel collecting termnals
located in an m Bhldasteneicollecting terminsh{oroejlecting theceleeizonic tioketataftexi ng an
mth | evel teuseddorthe deals identifying each mth | evel collecting

term nal toighe Miérémttheratrmmbnbwmce providing serpihalddciudesvéduest

cor r espondi nglr(fﬁrrﬁat)oﬁ Beh@m Imé&snd %@%éﬁ@ingQémléﬁlmformbﬁ@r@td@ﬁtalﬁm p(ml

)-th level ing tﬁ"{ fcBte WHER R@nifle j 853t ollecfiﬁ‘ger the
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col |l ection nD de
af fi xed theret o %pg i ﬁg&p ey}/mﬁallst' %gﬁ j'gi&;%tﬂﬁg to the
service proyidin S !' m _nal may
ForV1 o8 PO Qe Hital sigppluge P'H "w% et usaf PR B0
col I ecting t ef§ Ahlegst opgservice pryviqing fermingl,and tigketSemding Means f¥at ur es
i ncl udi ng t he affixing fhe /signetiraigeaeraied by the sidnaiirageasraling maanefo after t he
mth | evel colelestianigtickatio beluseddora deal ardforsending theslestomictickatket s
from t he servinith thegerdiratpdt sigmatned to thaat feast one sendce graviding dérimdnaled
el ectronic 25 @kdts to the corresponding (n-1 )-th |evel col l ecting
ternmnal; and  the at Id3@t bhé sknliey ploviting tinind incudésasedrigket gehdielg from
the second | eYﬁéarr’sSfo?%bhéﬁlb' e él@d&mm.&ewﬁec@wdtmﬂltﬁe wsea@émner%h
f" gl E a: S| lgnatt { lRekt! hé‘%olchtan frhl hﬁﬁhicﬂr?s "t‘»gd t gﬁ : |Ch the
PERETERC (i et il 8y b s S
' Bk ter?nnal further |nclud neratln t he
fg;\éggte ?)Or %ﬁ at least one cche)(/:tlng Eermlnal may Inc quE tlcr?(et cﬁeck?ng means
for checking whether the electronic tickets received from the user terminals
include no electronic tickets identical with electronic tickets which the at
least one collecting terminal has collected before.
35 In the electronic ticket system according to the second, third, fourth or
fifth aspect of the present invention, each user terminal may include an IC
card which stores at least one of an electronic ticket and a private key for
_use in generating a digital signature, and means for sending the electronic
ticket through utilization of information stored in the IC card.
40 The electronic ticket system may further comprise an issuing terminal
for issuing electronic tickets, the at least one collecting terminal may
include returning means for returning collected electronic tickets to the
issuing terminal, and the issuing terminal may include issuing storage
means for storing information pertaining to the issued electronic tickets,
45 and ticket discriminating means for discriminating whether the electronic
tickets returned from the returning means are proper. '
According to the above structures, the issuing terminal which have
issued the electronic tickets determines whether the electronic tickets as




30 information by applying one-way hash functions to information which
contains the collecting termnal 1D code and the noney bag nunber.

Wth the above structures, the anount of request information can be
suppressed to a predeterm ned anount, whilDe the contents of information
contained in the request information is prevented from being known to a 35

third party including users. ' Acc'ordl ng to the fourth aspect of the
present. 'ngvemcbﬁ@etea tﬁe'c%llen%@t% Ftt{g%zwéfehe@iffggégg em
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and sendi ng neecallecting &miralfgr collecting baed elecyonis tigkets inan aleckpyifat ur e
gener ati ng nedicket systemetleich conipeises.cket to be used for a deal and for 45
sendi ng t he el ectusenterminalkethich ttoré blectroniertizkets; ahndnature to the at | east
one col | ecting t@’c'lééb@'oneaé’éﬂwce providih§ teriinalgasperdtreniag ldealstwittgtHeer mi nal
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double 5 ue ch&iNPEG MeAREEMERt BARRKIORS mﬁ&mﬁag@gé ?FB NG cket s
sent from  términsklD cedersupplied tndh@aélemt enegepving providingtesmingdnt i cal
wi th the el ect r omiolfecting melaes Jorstallesting thetelectsanic figketaafies used for the
Accordi ng to tdeeld frofthasstdedst@netseevics providing teretinalon, there is provided
an el ectronic ti Qﬁé’ﬁeﬂdéé RACEIAAG Mednsdor dHbckingy B9 refepsmieidl infonmatibn st or e
el ectronic % SHSed; |n the storadé m bn@h?nf&rn‘é' Wﬁeﬂfe?‘ﬁh&é%é ﬁLﬁWhBéh f0r
perfor i ng e%oﬁt ital si ﬁtﬁrése fﬂ?( PostheaéT tronlc ckék%

E)é %ﬁhedt used f or
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el U R e
the deal s
e S e M N il
I nformati on, ai ni ng col l ecti term nal ode V\:hIChIdentIfI
the at | eas5 one tighkel @'%Qq meaﬂéf?ﬁ?‘i@% 'nﬂdvhﬂaeh@éré?%tf‘?ﬁ'% tickets respoﬁ:e
to dealing re@@Bectedtmeth@quﬂﬁptmg means inglydeoro identigakelectsonis HekelSi ncl udes
si gnat ure gener atAcugrding e thesevntiyaspecitof the prasegt inxentionytaergrie cont ai ni ng
t he request i nyrovidetiisocolizeting termimal for collecting used electronic tlckets in.an
electronic ticket system which comprises:
30 user terminals which store electronic tickets; and
at least one service providing terminal for performing deals with the
user terminals by using the electronic tickets;
wherein the collecting terminal includes
supplying means for supplying a collecting terminal ID code which
35 identifies the collecting termlnal to the at least one service providing
terminal,
~ generating means for generatmg, in accordance with a predetermined
rule, a money bag number which serves as collection 1D information,
storage management means for storing and managing the money bag
40 number generated by the generating means,
collecting means for collecting the electronic tickets after used for the
deals from the at least one service providing terminal,
money bag number checking means for checking, by reference to
. information stored in the storage management means, whether money bag
45 numbers contained in digital signatures affixed to the electronic tickets
collected by the collecting means are identical with the money bag number
generated by the generating means and have not been used before, and
ticket checking means for checking whether the electronic tickets




the at | east one service providing termnal, and ticket sendi ng neans for
affixing the signature generated by the signature generating neans to an
el ectronic ticket to be used for a deal and for sending the electronic

ticket with the generated signature t81the at | east one service
providing termnal, 25 and the at | east one service providing
termnal includes used ti cket sendi ng nmeans for sending the electronic

term nal whic

contained in rxeéangctﬁ %%ctro(gri?néﬂé@ é?:t&? ggi'
The at | east SeyqERPY ele
fo(ra 2hec§?ﬁg @han eiectiip dc lﬁﬁtﬁ'ﬁ’ foraca fromthe user "

termnals 5 incAggerdiagd & ﬁtﬁ@@hﬂbai’(n%k@f@el Rresentdaventiam tagreds r oni c
tickets whi chprdvided a colleeting tasminal fon eatlecting tisedreleptroninstickets BaArd before.
35 I n the elentfonimiicket isg&tem sphecomaprisesdi ng to the second, third,
fourth or fi f usepapAtialowHidtestoreskrtrohiotivketsyandeach user term nal may
include an IC  a¢Rdfdt Bhe®eniES pRIVIdIAG It@ﬁﬁhalcraer@ﬁomngldwgwnmhé i cket and
a private kgy, E@Ftermnh‘aﬁ@byrhs@rg'ﬁfeaéléélﬁorﬁcﬂbﬂét‘sa signature, and neans for

sendi ng the elec | zation of information stored
in the I C card. Wé?"ltnr%g
e

: ! ; colle g URER rise an
issuing term Bal Gt Lé}iéﬁ gﬂé@f Q) ?t ig% ﬂér rb’eas gﬁe

col lecting te Isfro atlg ? P%te Fﬁvrﬁ Fiet urn col | ect ed
el ectroni ¢ ti cketigkelrhaeking means forehesking |et ﬁ‘h e( @Clir%'%'ﬁl 'ﬁber}ger m nal may
i ncl ude i ssif wgllestedydhe colteeting means insiudmyne idasitieal eleptrpeaietiskelSng to the
i ssued el ect roni ¢n theekkows-described cadllekting mrmalmmlen@om@anketsway
di scri m nati n¢awbei menetarg valuect r oni-c tickets returned fromthe
returning means ceoRdifges the ninth aspisot of thegresent invention, dheterisprovided t he
i ssuing term %e%é%@%ﬁav@ termins$ g perfoRmingedéale With ltlsérltetrﬁmd%tlﬁf m nes
whet her the, (?'u% ggbﬁ ﬁlb‘ﬁéﬂé& ifi%an electronic tlcket system which comprlses
t he i ﬁ?l)r ﬁgi ?on cO I§Wh'id’l"93’:5?éfﬁer@ ctféric BE @lgrg% y Leter enCﬁet °
doubl e use of a”?ea gﬁﬁgﬁpﬂﬁ?@ﬁe egkﬁfai &Esugéﬁﬁﬁ{iele Sgﬁ?r’ggﬁ' ermn E'al
etc. can be ddseddenthe deals; the of ectronic have a nonetary
value. 5 Acc¥erain the atigastoneisendpR Prow '“9 %r ng%’ﬁ“ CAvention, there
i s provided2s areavesidnfongatien ﬁeﬂ@mgma%ﬁw@@w‘ﬁg regeestdniosmation.c ti cket s
in an el ect r ogootainingiacteltecting termingl IDcagsmwhichddentifies the adeast paeni nal s
whi ch store elceli¢cting erminat end;a modey bag nunsher which semessas oolisstipn 89 di ng
termnal for peofraatiomgodralusentarmirdieinl@spsnse tedealitg edugstssi ng t he
el ectroni c ti ¢k&riefrom, wherein the collecting term nal includes
30 ticket receiving means for receiving electronic tickets having digital
signatures assigned thereto from the user terminals, the digital signatures
containing the request information sent from the request information
sending means, and '
used ticket sending means for collecting, of the electronic tickets
35 received from the user terminals, electronic tickets with digital signatures
containing identical money bag numbers, and for sending the collected
electronic tickets to the at least one collecting terminal which is identified by
the collecting terminal ID code contained in the digital signatures affixed to
the collected electronic tickets. :
40 The service providing terminal may further include inhibiting control
means for inhibiting the use of the money bag numbers contained in the
electronic tickets after the used ticket sending means has sent the
electronic tickets to the at least one collecting terminal.
The service providing terminal may further include receiving means for
45 receiving from the at least one collecting terminal the collecting terminal ID
code identifying the at least one collecting terminal.
According to the tenth aspect of the present invention, there is provided
a service providing terminal for performing deals with user terminals by

tickets recel ES%Jtﬁ%tHi r{g?hghﬁé‘ rﬁ:lude hQ ideiticaf eleERSHic BRReteO! | €Cting
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supplying neans for supplying a collecting termnal |D code which
Identifies the collecting term nal and a noney bag nunber which serves as
collection IDinformation to the at | east one service providing term nal,
15 st orage managenent neans for storihgd and managi ng the coll ecting
termnal 1D code supplied to the at |east one service providing term nal
collecting neans for collecting the electronic tickets after used for the
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means are i deHSPE&P d%e money bag nunber supplied to the at | east
one service Pr odenaﬁgmttbemt Irast Qﬁ@ spafjee pEvidiee terpyedl ipeludes, and 25
ticket checking neceignganeansiorirecsiving fiom theret leastaneeoliedting terminal

col l ected by wahmlleotitg tarmigaliBausei witich itentifies demat lealst ehe collesting ti cket s.
According to tdiniggventh aspect of the present invention, there is

provided a colle bh@ﬁbtlr%rﬁbaﬁé fdrYeneratingd mttey 1R mmsérgéwmgtas:kets in an
S seiron ¢ 1 et ﬁegf@ﬁf e
: t e employe leasto |

perform ng de§ 5 eﬁgﬁ;tm H,BaELY Ete E cﬁh st?ff‘é%éf@‘ln
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col I ecting t eifPrBaAtien conaining fheseqllesting @Wﬂggg rgchlyed frqrg(gl?ﬁ Akl |

generating Hedgastiope eplipsting terginal gnddbe mrnryLad ﬂ%”@eb%ﬂ%’taé@q‘rp)‘l

rul e, a noney geagratingoseanti ch serves as collection ID information,

st or age nmanageneticketa@ssiving means forgeasitingeeiecironjc tinketsdayingdigitalo nunber

generated by isiihaugieeraisigr@dihsrsoe from the userltbedinelsy tedigital signatakdésect i ng

the el ectroni &ohtéh‘ﬁ &héfrécﬁieslﬂﬁﬁdrrﬁ@tiorw@utfronﬁlﬁeé FedueehiriGendtion east one

Sﬁrwkce prg ﬁ n§ gbﬂ@ noney bag nunber checkl ng neans for
checking, by re
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checki ng wh2i itee collrctingdetmingl 1D coda eertained in the dlglta slang 9%@ editae
col | ecti ng nedhns colledted elantronitticketsal- el ectronic tickets. Wth the
above struct ur es Aczordigg td thechbave-desaribedstrictures) infarmadionrapmcerning
the collecting terminal, by which an electronic ticket after used is to be
collected, and the to-be-collected group (the money bag number) to which
30 the electronic money belongs, etc., is supplied to the user terminal. The
electronic ticket, paid by the user terminal, is collected in accordance with
the information contained in the electronic ticket. Thus, the information
concerning the route by which the electronic ticket after used is to be
collected is contained in the electronic ticket. Therefore, even if the
35 electronic ticket should be collected by any illegal route, the-illegality can be
easily detected.

According to the eleventh aspect of the present invention, there is
provided a service providing terminal for performing deals with user
terminals by using electronic tickets in an electronic ticket system which

40 comprises:

the user terminals which store the electronic tickets; and

at least one collecting terminal for collecting the electronic tickets after
used for the deals;

wherein the at least one service providing terminal includes

45 receiving means for receiving from the at least one collecting terminal
a collecting terminal ID code which identifies the at least one collectlng
terminal,

request information sending means for sending request information to



the service providing termnal, any copy of one electronic ticket or any
copy of an electric ticket collected before can be detected. 5 .
According to the eighth aspect of the present-invention, there is

provided a collecting termnal for colled¢8ing used electronic tickets in an
el ectronic ticket system which conpri ses: user termnals which store
el ectronic tickets; and at | east one service providing termnal for
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havi ng di g| t akhe uséf@ﬂﬁﬁﬂ&@?m aneléctrioflcticket:ramad t he user terminals, the
digital si gnat ur %%reast%et ra&: feh‘?urfaﬁbr%%‘llebﬁﬁg)ﬂ@éle@t%rﬁ@ﬂbkéﬂéﬂ@rt he
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35 According to the above-described structures, the information
concerning the collecting terminal, by which an electronic ticket after used
is to be collected, and the to-be-collected group (the money bag number) to
which the electronic money belongs, etc., is contained in the electronic
ticket. Thus, the information concerning the route by which the electronic

40 ticket after used is to be collected is contained in the electronic ticket.
Therefore, even if the electronic ticket should be collected by any illegal
route, the illegality can be easily detected.

According to the thirteenth aspect of the present invention, there is
provided a user terminal for performing a deal with at least one service

45 providing terminal in an electronic ticket system which comprises:

the at least one service providing terminal for performing the deal with
the user terminal by using an electronic ticket; and
at least one collecting terminal for collecting the electronic ticket after



12 - using electronic tickets in an electronic ticket system which
conpri ses: the user termnals which store the electronic tickets;
and at | east one collecting termnpnal for collecting the electronic
tickets after used for the deals; 5 14 wherein the at |east one service
providing termnal includes recei ving nmeans for receiving fromthe
at | east one collecting term nal a collecti ng termnal 1D code which

i dentifies thased forcthetdezite col | ecti ng term nal , generating neans
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terminal and elestrep kehg ﬁﬁ Q@éﬁtfb?et ectedgener ati ng neans,

ti cket receivi ngsngsaﬁyefgﬂner@tm mieags fraenesating a digitel signaturag di gi t al

si gnat ur es aseonaining ke eequest miormationseceived ibyrthé sequést infognation si gnat ur es
cont ai ni ng toheecedjog Mteans, andat i on sent from the request information 20
sendi ng nmeans, aticket sendingiseens farkefixing fie Signarre geherate@byaréi ng, of the
el ectronic ti §. hbfure gen@PAtinghebhO B tHCelHEPoNIt BicRENB! b u%cﬁfﬁrrtl‘?é‘kié Lickets

with digital nd for
sending the c ?ggh ngt &Ql@kﬁbﬁib%kétﬂg*tﬂit@?ﬁﬁ?tﬁ ans{ﬁ one co"f‘tlaectl ng
term nal V\/(’|1IC |§ Collec Rﬂter[n al 1 D code
contained i1 the H? %gﬂﬁ %Pé%rtﬁ{ml@?éa‘? ‘| ected el ectronic
tickets. rcaarﬁ% PREES B 9@5 of edﬂ%qtmm@ Hekat anda or mat i on
concer ni ng PE'Y%ed?ﬂYIf@EPﬁ genefatag t %ngﬁﬁﬁﬁﬂn%tﬁf%laé@rom c ticket after
used is to be th%inlsef@[&@" iag he ﬁl@ctrgmsétcls@tuhmgmuwrzaupnptf information bag
nunber) to whéiohedn thedCetardt roni ¢ noney bel ongs, etc., is supplied to the
~user term 8l . TAecordirg tecthedouxdeenthlaspectsfitbe pregdnt mmmohet‘rm'r@iﬂ i's

col l ected in prvidethas eledtionic tickeheollatting mhéthed fertdlRictiag eléctrfdhﬁ: el ectronic

ticket. Thus, tigss u&é@rﬁah'él’ébtronléﬂélé‘e%%t@ﬁ'n ttl’i‘@nﬁéth‘é&c@bh : the
electronic ti cke Ijga@gt ahén an - | ftoin in ]tgeb

| ect t e
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termnal s by %9¢g[ing reouesisiTEopth&HSQrs; n an el ectronic ticket system which
40 conprises:  alicketsandingptepafieeriviogihe eequassinformatien sentryrthe ti cket s;
and at rdqeest indforenatisin sandingystep; gemerating digitall sigoaturgs chataitirgt r oni ¢
ti ckets af t3@rthe request information, affixing the generated signatures to the electronic
tickets to be used for deals, and sending the electronic tickets with the
generated signatures to the at least one service providing agency; and
a ticket collecting step of collecting, of the electronic tickets sent by the
ticket sending step, electronic tickets with digital signatures containing
35 identical money bag numbers, and sending the collected electronic tickets
to the at least one collecting agency which is identified by the collecting
agency ID code contained in the digital signatures affixed to the collected
electronic tickets.
According to the above-described structure, the information concerning
40 the collecting agency, by which an electronic ticket after used is to be
collected, and the to-be-collected group (the money bag number) to which
the electronic money belongs, etc., is affixed to the electronic ticket to be
used for a deal. The electronic ticket after used is collected in accordance
with the information affixed thereto. Even if the electronic ticket should be
45 collected by any illegal route, the illegality can be easily detected by
reference to the information affixed to the electronic ticket.
The above-described electronic ticket collecting method may further
comprise: :



used - -for the deals; wherein the at | east one service providing

termnal includes 45 recei ving nmeans for receiving fromthe at |east one
col l ecting term nal a collecting termnal 1D code which identifies the
at | east one collecting term nal, 15 request information sending
means for sending request information to ' '

13 t he ufser termnals in response to dealing requests therefrom the
request i nf or recei ved
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whi ch conpri Sé-grange in f|r ﬁ@rﬁ aé‘@ Jr? réu gf)fdl ng terninal for
perforning the débg dhe sending step H@VU‘EE'F F@ SRS by usin an eI ctronic
ticket; and supPPling thercollgsling:agenty ngh

gnd+
el ect roni ¢ 15 clusbers from adirsiderel servmaweroomhmg terminal looahteﬁén thet first ?ﬁyghe
term nal incl ddéierarchy to seeqne devel séwicesproviding: tarminalg lonaded inf e r equesting
and recei vi ng secoh€lgias in higharchgtamong therpladalitynof servick|providing teemimatsal | D
code and a m)ney nﬁ)égclﬁ'wﬁ’ﬁﬁch levdl eBNidEprividieg tdrntinglsdecated én anavhdi ng
{ ﬁrema{‘a: e orngy ﬁ r&én i Gf\awat ﬁGFanEJ rvehrasn@k d Rrorieaftan af y{ ng
after used 15%31 ﬁh%gg 'Ihlt S t 0 nctrh Ié\h s@rﬁﬁé ?%mel o
serving as colt?%‘f‘? B PAPGY glnHH] er su Eg&ﬁ ans f or
generating a dhdpvelisesiempraniding terpypa d??ﬁtﬁ “ﬂ ﬁ {J
recei ved by t rend suppigingithe oraneyibag munbercl@awng@ere éeV%itﬁ,fmlna' |D t i cket
sendi ng nmeans dode afiked thegetote the goaespendjeg énat el SgNIca@demlgnat ure
generati ng peasfninal(spcateetinram{ne-1)leietin hierarehyssdrf oith tevel temiinal  and
for sending t hRogd\ebhH AntberisisRineditd Rath d-heleeslderdiceipyovitingeetrinahe at
together with the collecting agency ID code, and
in each of m-th level service providing terminals located in an m-th
level in hierarchy, affixing an m-th level terminal ID code identifying each
30 m-th level service providing terminal to the money bag number supplied
from the corresponding (m-1)-th level service providing terminal located in
an (m-1)-th level in hierarchy, thereby generating an m-th level terminal
money bag number assigned to each m-th level service providing terminal,
and sending request information which includes the collecting agency |D
35 code and the generated money bag number to one of the users in
response to a dealing request therefrom; and
the ticket collecting step may include steps of
in each n-th level service providing terminal, collecting from the
corresponding (n+1)-th level service providing terminal(s) the electronic
40 tickets with digital signatures including the n-th level terminal money bag
number after the m-th level service providing terminals have performed
deals with the users, and supplying the collected electronic tickets to the
corresponding (n—1)-th level service providing terminal, and
in the first level service providing terminal, collecting from the
45 second level service providing terminals the electronic tickets with digital
signatures including the money bag number which the first level service
providing terminal has sent to the second level service providing terminals,
and sending the collected electronic tickets to the at least one collecting



1 east one service providing ternminal. 35 According to the

above-descri bed structures, the information concerning the collecting
termnal, by which an electronic ticket after used is to be collected,
and the to-be-collected group (the noneyl1Bag number) to whi ch the

el ectroni c noney belongs, etc., is contained in the electronic: ticket.

Thus, the information concerning the route by which the electronic 40
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means, and level colledtirig teemitiahdpoatachin dro(n-dijdth tevel in hieraschynang e gener at ed

by the si gr@applythgteeealidetion Mesey bay hivebet kavingtie nithddeed termited used
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containing a IRNRY¥ money bag number, together with the collecting terminal ID code;
and
30 the electronic ticket collecting method may further comprise steps of
in each n-th level collecting terminal, collecting the electronic tickets
with digital signatures including the n-th level terminal collection money bag
number from the corresponding (n+1)-th collecting terminal(s) after the m-th
level collecting terminals have received the electronic tickets collected by
35 the ticket collecting step, and sending the collected electronic tickets to the
corresponding (n—1)-th level collecting terminal, and
in the first level collecting terminal, collecting from the second level
collecting terminals the electronic tickets with digital signatures including
the collection money bag number which the first level collecting terminal
40 has sent to the second level collecting terminals.
According to the fifteenth aspect of the present invention, there is
provided an electronic ticket collecting method for collecting electronic
tickets after used for deals in a system which performs the deals by using
the electronic tickets, the method comprising:
45 a supplying step of supplying a collecting agency ID code identifying at
least one collecting agency to at least one service providing agency for
performing deals;
a generating step of generating a money bag number which serves as



25 bag nunber which serves as collection ID information and a collecting
agency I D code which identifies at |east one collecting agency, in response
to dealing requests fromthe users; . a ticket sending step of
receiving the request information sent by7the request information
sendi ng step, generating digital signatures containing 30 the request
information, affixing the generated signatures to the electronic tickets
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30 the sending step may include steps of
supplying, from a first level service providing terminal located in the
first level in hierarchy to second level service providing terminals located in
the second level in hierarchy among the plurality of service providing
terminals, the money bag number generated by the generating step and
35 the collecting agency ID code supplied from the at least one collecting
agency, o
in each of n-th level service providing terminals located in an n-th
level in hierarchy (n is a natural number given as 2 < n < m-1), affixing an
n-th level terminal ID code identifying each n-th level service providing
40 terminal to the money bag number supplied from the corresponding (n—1)-
th level service providing terminal located in an (n—1)-th level in hierarchy,
and supplying the money bag number having the n-th level terminal ID
code affixed thereto to the corresponding (n+1)-th service providing
terminal(s) located in an (n+1)-level in hierarchy as an n-th level terminal
45 money bag number assigned to each n-th level service providing terminal,
together with the collecting agency ID code, and
in each of m-th level service providing terminals located in an m-th
level in hierarchy, affixing an m-th level terminal ID code identifying each



in hi.erarchy to second | evel service providing termnals |ocated in the
second level in hierarchy anong the plurality of service providing

term nal s, in each of n-th |l evel service providing termnals

| ocated in an n-th level in hierarchy!®n is a natural nunber given as 2
[err] n [err] m1), affixing an 20 n-th level termnal 1D code identifying
each n-th | evel servi ce providi ng termnal to the noney bag nunber
supplied fromg Jgj Oﬂhr(q‘l’e}r}lmal tofHé neKe b%grnum@erpélmﬁnéung |
terninal I ocatg Hﬁb @&ré o]nd)nﬂ%'n ‘@‘ﬁﬁ levél sB hﬁ&?b ding teffifla IPE the
noney bag nunber tﬂ B L ts erm ﬁ thereto
to the corres I'n E%‘ie n lﬁr%rg 3 rﬂ 92%"1“%& M¥cated in

an (n+l1 )-1evdnongy Qaﬂanbﬁyaaglga 6\7@ L$gnMige provi 'H nunber
assi gned to ®acd wmwlm@mmémr@@atpndwhlsh wlw@eﬁmollecﬂng ageneeD wi t h

t he col | ect i ngodgeamndythe@enedated amehey bag number fmora ofiuseérsrinraspansel toser vi ce
provi di ng ter ra dedihg reqaestictherefm;randh | evel in hierarchy, affixing an
mth |level term pgé tlbﬁétméctiriﬁeﬂbpfmayﬁmcm@mtéﬁsbft h | evel service
providing term naI iPeh nffﬁ”@\)él Bag/ictprRRIdirsy RRhieAl, collédtlﬁ gt the

corr espond 9 cofebhohding THEY)-MA tﬁva A& hsv.ana t&HhARS h%“e?é Pome an

(m1)-th | ev ‘@ 1 nal
noney bag nu 8Fét§s g‘é gné ﬁés %Sng le@@l@r ? Iha g nal ,
and sendi ng ré%%q V’oﬁv C?RE‘?\U '8 g 52]?}41@ ID 35
code and the wit %ﬁ%r ﬁ% g s g,theggo % é’ istéCrk?t response
to a dealing ﬂ@ﬁ@é@@n@'%r@f Yoty leye] gervice P"OV["H@gtt?'EE‘R'B? @ ecting step may

i ncl ude steps of in the first leval servige providingverminal,\aolectingfroaithg t er mi nal |
col I ecting fr cecohe level senvicesproniiingptefmirialy theheleetrenicdiketscwitip digitatii ng
term nal (s) thgyrelteeisrincludingQhé inedrasysbay himbegwhith thiedist levelsservick udi ng t he
n-th | evel tergfvding fl@ﬂﬂh‘labﬁgs senﬂbﬁﬁ@ée@éﬁ@fevbh@eﬂ%dé‘pfo@ldﬁg &RMinals,

provi di ng ter 351. eoé‘dll ef. ectrorﬁ@ﬂbl?et&"té bhd B?Ie'é?s%ﬁe cél'lhfbti% ppl yi ng

the collectg eﬁﬁ\t{ i rFls 188 Ilectlﬁiéééﬁc%p Bnt% ned iff theve!
ev

service rOVI eve servi ce
provi di ng ter 'gf Is lﬂ??ﬂ%eci%d rv# .ovi di ng
termnals the el | gy In %? E gthe
noney bag nurrﬂ@'?m'\‘ﬂmsc‘ﬁh‘Ph@r$ feé"ta" Pgﬁgén Irst 40 §Yr t?JI e,y&lst fﬁ ?lal has
sent to the sdauwal neyderker vi ce pr ow d| ng termnals, and sendi ng the
col | ect ed ek&ct r ¢iné supplylngtstep onayhiaclade|séeps ofone col | ecti ng
16 agency whi clsupplyindg frioi & didsttigvel icollectingdetiingl fapated/inl thediste
contai ned in tiéglin hitrgichglto secorat Ielvelsccﬂlfebtmgtbmdnalbeombdj e thedsedomglt r oni
tickets. level g h%raﬂcﬁ?%m&({ﬁlh@cﬂlur%ﬁw STLONBENey terminalsca ekedlingl ural ity
of coll ecting tormihgl D B84 ﬁ'if%s"thé’ﬂ?ét%'\l'él l¥ctid ﬁa’i‘ﬂﬁﬂal aRdfd rst to
F;tclhuldgvglt Z 3é rHo#lécﬁ’on moRal Wad nutEiSiHich serves ad ClletHBR B if¥8rmbfidh, T8y
P in each of n-th level collecting terminals located in an n-th level in
hierarchy (n is a natural number given as 2 < n < m-1), affixing an n-th level
terminal |D code identifying each n-th level collecting terminal to the
collection money bag number supplied from the corresponding (n—1)-th
35 level collecting terminal located in an (n—1)-th level in hierarchy, and
supplying the collection money bag number having the n-th level terminal
ID code affixed thereto to the corresponding (n+1)-th collecting terminal(s)
located in an (n+1)-level in hierarchy as an n-th level terminal collection
money bag number assigned to each n-th level collecting terminal, together
40 with the collecting terminal ID code, and
in each of m-th level collecting terminals located in an m-th level in
hierarchy, affixing an m-th level terminal ID code identifying each m-th level
collecting terminal to the collection money bag number supplied from the
corresponding (m-1)-th level collecting terminal located in an (m-1)-th level
45 in hierarchy, and storing as the money bag number the collection money
bag number having the m-th level ID code affixed thereto, and supplying
the collecting terminal ID code to the at least one service providing agency;
and -



suppl.ying, froma first level collecting termnal located in the first
| evel in hierarchy to second level collecting termnals |ocated in the

second | evel in hierarchy ampng the plurality of collecting termnals, a
collecting 10 termnal ID code which idengifies the first [evel collecting
term nal and a col | ecti on noney bag nunber which serves as collection ID
I nformati on, in each of n-th level collecting term nals |ocated

n-th | evel collecti higv olqung e F? rfo éé‘

suppl i ed fronwithdligitsl signadwesraciyding the leveldopning iPA gNANaY-hag|

| ocat ed i n anngmber frommthesg@respenging th calirrting teupimal(shaftertbe daith ect i on
noney bag nunfesel belisctipgtteminatsrhavevreceived the alectronicticksde caligfotedbly t her et o
to the corresfikes cofedting dtepodndseénding ties coltedtéd plectronintivkets forthen (n+1
)-1evel in higsaeshonhdifg wﬂ-thhe\bee\&eheétﬁfgrenﬁlnatrcédoectIon 20 roney bag
number assigned to f?\atﬁ ltl v Li586hke {e?ﬁﬁﬁﬂgcél%rcﬂh%ﬂgmf §éc’,‘b‘ﬁﬁ IevelWlth

tcglel gglt : ﬁ;t It gfﬂ"’%ﬁg | nel%ﬁt -m?Hleets “f'th dightal cﬁe%{lﬁgh r[@&? Xi ng an
i ng

o 'vafe!snena%eﬁgh%ﬁ%k% ] tﬁﬁwawﬂg %r%gﬁe;}a;@@g:zm “

ﬁlerﬁr Hevg

mth | evel %l E?} I

ternmnal to tHéséﬁm@cﬁhFcﬁ?cﬁ’B cvel coll MMAR-i ed fromt he 25
correspondi ng_(nfgcording fether s étéﬁf‘@bﬁﬂ?gt oEthe presenbiayertien e 8 m 1 )-th

| evel i n hpevideshgn eleatraniptickat egliectmganethast fob goliesting used elestmnic haV| ng

the m th tiekets in B system aheimetthodooneprisings t he at | east one service
provi di ng agencya sending Steprofsendinggequestdnfortation whichi ddntaingacol | ecti ng
termnal 1D cedmscting aa;"ého?QD cddeadehﬁymgcmlleaétlmieeéoue@hhgegen@/ et hod may
further conpr h§§rs%9r€§ se to deahng requésts tRérefoni;h | evel collecting

termnal, coll | I res

i ncluding the Eti&&gf rﬁ}%ﬁf f:iv % requibtii dilhﬂ\'tlbﬁ seﬁt Wﬂ{érlom he
correspondi 5‘? n ?fg‘ Lty t I evel

col l ecti ng ag °rh % @ E 80 d by 35
the ticket coPP%@@ s%@ pY %86& | %9?88 ag?ié'[glné rgs (?ckets to
t he cor r esfinat | cgs QDQS?W['CF? P"é’\YLme: 9?%“6{| terminal, an

in the first |evaltickef celiadting step of erliectiaa, ofdhe elrptranigiickeats §eréf<mdth|9eve|

col | ecti ng t eticketadending:stepeelectranic ticketsawith Wiglﬂal siggatures spotaining es

i ncludi ng 25 idemtical ineatl bagmumalyerspand sehding\the colledtedfelecttonictickets

col I ecting t ekditHiast 1é8sh@se e6llHctihg Fgg@acymmdusl idesifietbby thet coligcting ni nal s.

According to h néy frﬁ%eaéf&oaﬁenﬁ@d bresTBfikdd Wtheldafieetet!s
provi ded an el ket coIIectlng method for collecting electronic

tlhcke]ts af ter us%g‘ sSCn'b H {H%ﬂ%l%’[%f A Bt g deal s by us:c ng
t eelectro ti cast dhe éﬁcepo
o 1 g '%%gg%% E S ﬁaé%%?ge%%ee"?cmﬁ% -

perforning deé @tlcal electronlg lgkats: at i n step of generatl ng a, noney
nunber which ser ¢&gording to the seventeent aspect of the present invention, there |s

provided a recording medium having programs recorded therein, the
35 programs being readable by a computer and maklng the computer functlon
as a collecting terminal in a system which comprises:
user terminals which store electronic tickets;
at least one service providing terminal for performing deals with the
user terminals by using the electronic tickets; and
40 the collecting terminal for collecting the electronic tickets after used for
the deals; :
wherein the programs makes the computer function as
supplying means for supplying a collecting terminal ID code whlch
identifies the collecting terminal and a money bag number which serves as
45 collection ID information to the at least one service providing terminal,
storage management means for storing and managing the money
bag number supplied from the supplying means to the at least one service
providing terminal,




17 . collection ID information in accordance with a predeternined rule;
a sending step of generating a noney bag nunber in the at |east one
service providing agency in accordance with a rule identical with the
predeterm ned rule enployed in the genera@ing step, and sending request 5
i nformati on, which contains the generated noney bag nunber and the

coll ecting agency I D code supplied by the supplying step, to users in

response to deal i ngchRAPS ReARE R oRdlting th elecf’ircin'lc.C et§§ﬂ9i BePiopP Of
receiving the H CHYSS i d[nq gpfé poﬁggéwgi rg g step, generating
digital si gna urés con '5% g t he
generated sign turegn g&‘ ??{:)tﬁ%g(ﬁl é? rél‘%?dn ég%ge@ﬁ&%gal s, and
sendi ng the el&@ Bhe at

| east one sé WB’@GﬁSW "Fﬁjj 3'951?6“ sa 'Xedatotthﬁ 'E%‘I'q step of
col l ecting, ofolientedbydbe sallect tngcrneees gemidepjcalyéth theimeney ba@na rstep,

el ectronic ti suppliedda theditdeastionsi spnvice pesvidiogtetminabandhavenol besn noney
bag nunbers, ased pefatengntihe coll ected el ectronic tickets to the at

| east one col | ecti nficlesemekingi rbansfor dhotkihg ahatvertthe eledtiomid fickgts  agency
| D code corfabpfstied byltRe %uéétmg rﬁesﬁ\@mrm 0 [dergfaltleéthéhié AkLas! ed

el ectronic tickel ol l'ecting
met hod may fu@[’ﬁ@eéﬁ &tﬁ?}u ﬁ%dlu%rrh vnn Eg% ggh{'ﬂ% lérh?%ng’ in the
at | east one % ff} ﬁg gﬁ %@% a??rgﬁg{%gﬁi %g tai ned
in the dlgltap%qrg(g% % By Q p g BHP8ct ed
fromthe at | 88& 'ag @rn&lga F‘(i/sl' whic %% $e identical with the
money bag nitber U eh@rm'@iswqm%mﬁ%e lgetrapigt tsste and have not been used
before, and whet Bkleashenesendes eaawdlngate,rmnm@rf%p@rfmm deals wid theo

i denti cal el eusenterminals bytusing the electminic tickateizand one servi ce provi ding
agency nay i ncl uttee eolfgatingltetryinaf for colteoting dke ptectiodiatickets afteralseddor ch are
hi erarchi cal | thepgeaigged in first to mth | evel s (mis a natural nunber);

30 the sexdi NQuWHePBINTAY prograniiemakedthedéomputer functionsisppl yi ng, froma
first |evel serviceg Plréﬁqnﬁ' rﬂ@aﬁ§fd?‘c8ﬂéct|n‘§;°tﬁb"e‘i’edtfbrﬁ ﬁc ets Eftélsﬁsécﬁb‘?' in

hi h d th

e e ﬁﬁeCﬁéer;o%ﬁmma%Eg g; '%%M .
i , 35

T ﬁ@%@i%% é%éffo S Ry o5 ne

agency, C° ecteqi PYéB@H’O g mepRsd1avedia) W@ £RIdMAREY
| ocated in anbﬁgﬂhlmberlseﬁﬁéYmgr@SMOQ%Hth iFP'TTha 'ﬁ’"naﬂ raI nunber given as 2
[err] n [err] m1), tigkdticheskingrmeansforie eekleg whethenthe elestiopietickedat i fyi ng
each n-th | evebller&edbqethpmﬂemtmggﬂéém incitideaho identibal etectegnid tigketsnber
suppl i ed from t haceerdieg rothd migeteenth aspect bhtHesprekestinvestiorptisereds ng
termnal | oga ﬂﬁndé‘d arre(:@rdlng nféaldrﬁﬁélnngrprbgl%rnﬁ’é fdtorded tm&nsml ying the
money bag nu *Pind'bg ﬁ by&V&m %%gé'mé%g thé‘@&ﬁpﬁefr'f iohher et o
%ﬁ hal |

to the corres termna | ocated in
an (n+l )-1I eve élys(f % Hich H%{'%e?\al 45 noney bag nunber
Idlﬁg ermmaﬁ or perrf%rrr]r%}lg deals wf!@he

assigned to each e'f {her W th
the col lecty n%sg nals by usmgt eelectronlc tickets; and '
the collecting terminal for collecting the electronic tickets after used for
the deals;
wherein the programs makes the computer function as
storage management means for generating a money bag number
40 which serves as collection ID information, and storing and managing the
generated money bag number,
collecting means for collecting the electronic tickets after used for
the deals from the at least one service providing terminal, :
money bag number checking means for checking, by reference to
45 information stored in the storage management means, whether money bag
numbers contained in digital signatures affixed to the electronic tickets
collected by the collecting means are identical with the money bag number
generated by the storage management means and have not been used




i'n each of mth level service providing termnals located in an mth
| evel in hierarchy, affixing an mth level termnal |ID code identifying

each o _ 18 mth | evel
service providing termnal to the noney Pag number supplied fromthe
corresponding (m1 )-th level service providing termnal |ocat ed in an

(m1)-th level in hierarchy, thereby generating an mth | evel term nal
noney bag nunggtq{‘é\ % @ned to each mth IeveI serV| ce providing termnal, 5
g e

and supplyin i .nfor t|o cIu ct i nc ID
code and the genera %E/Ptrﬁ;‘ﬁ ’}?EJ B F‘%ﬁgé%% ng t)c/) a
deal i ng r eque&ellegied O theco ﬁ?f'n means[ nligg 'I%‘E‘ftf% RS may
i ncl ude steps of According to the twestieth aspeaet PEV@l pregeni ipye tRETRdS t er ni nal
col | ecting 5 provitied &0recondirg predilim ayingprogramstegorded thezeinptheyi di ng
term nal (s) tpeogret beingceadalile biyet computer dndimaking thmeompeter fungdtiodi ng t he
n-th |evel teemwgéwrwmvm terminarires sgbteen whivh corhpridesvel - servi ce
providing term ngkgy mwaewf%ma@re eledgdhie tivkefs; t he users, and sending the
col lected el ectr gelt\h rto%lotl tdifinal f&%ér?o? UEQIs(vﬁtHLﬂ'De dder! evel
;e(r)x: gengr?ﬁr% c %ﬁonlc tickets? ah irst level service g

e idin
termnals the eI yﬁ@fr@ %h%g od ctogg&ﬂ{bdmlegang t@ﬁésv{:lﬁégf %ng g

nmoney bag nurrHé? QAISIF i r st Ieg ser vi ce rovi di ng term nal has
sent to the secomﬂ\areméheﬁwa@és 6% thegemBeiar fypction as and sending the

col | ected el ectroni cequastmfgrmetnm@mmg awansaﬁéseraﬂlneé%q 120 agency whi ch
i s identifi 8 ifferrmaton,ovhiok contpingye soleatingdetminab apde identifingthe atyi gi t al
si gnat ures af éastenecdbetingptdratinatdindl eeroneyibagtiurkersserving as cofleetien | east
one col | ecti ngDagfRrtioRytolthelugseeterminals,al ity of coll ecting termnal s
which are hierarchi ‘fiékéﬁ’re@éfv @ah@fdrlrééélving frobmtheaystr terinals, a

-

natural numberglgciem ct& g}tﬂ egﬁ.ﬁbnté}ﬁlhg(iﬁe$é@%tﬁﬁformatlon

suppl yi ng, %‘E%@Sﬁ 5 tT\te e ?ﬂ %ggﬁs lpet ed in the first

Lovel i i ER) H%S 3 ‘? offbolif r‘?fr*ﬁé% echiERICHeR | 12
nals, a

col lecting  reesiugd IO”F Eﬂ Sr 8 Pf"i et t%F gﬁﬁ‘@cﬁn | ecti ng

terninal and &Oﬂtﬁlﬂ'ﬂgl'@%‘?tﬁ t| on ID

i nformation, electronic tickets t@mafdﬁaﬁtqrﬁ? M@@I'nﬁéﬁﬂ’@@@h% Ché?ri‘?ie )Scat ed

in an n-th petke cotlectingtieaminat HY code centainest inrthe d'altabeigngturen a§"§<99 tperr] n
[err] m1), afthéxxbhected eledtionietickets. termnal | D code identifying each
n-th level coll eq&do@@dmgrtmmtwémyiﬁm aspeciotfithe presentimentioagthereriser
suppl i ed fromdbg deerane%efm Reeditim haliridprdgramy ebcordbd dsdrelig theer ni nal
located in an {9sbms bain abl@ tﬂl‘@& P Yer af"n'admakln qﬁ@bﬁh@térﬁ@nﬁ(ﬁd ection
nmoney bag n ggwliég& ﬁu’% s‘%f@nﬁ' hi Q 5 fese affixed thereto
to the cor r Ioond'seﬁ"’t fhiral iR o?gteHE:grohf'crﬁHk'e
the service providing terminal for performlng deals with the user
terminals by using the electronic tickets; and
at least one collecting terminal for collectlng the electronic tickets after
35 used for the deals;
wherein the programs makes the computer function as
generating means for generating a money bag number which
serves as collection ID information in accordance with a rule identical with a
predetermined rule employed in the at least one collecting terminal,
40 request information sending means for sending request
information, which contains a collecting terminal ID number identifying the
at least one collecting terminal and the money bag number generated by
the generating means, to the user termlnals in response to dealing
requests therefrom,
45 ticket receiving means for receiving, from the user terminals,
electronic tickets with digital signatures containing the request information
sent from the request information sending means, and
used ticket collecting means for collecting, of the received



l'ocatred in an (n+l )-level in hierarchy as an n-th | evel term nal

col l.ection noney bag nunber assigned to each n-th |evel collecting
termnal, together 40 with the collecting termnal 1D code, and

in each of mth level collecting term na8 |ocated in an mth |level in
hi erarchy, affixing an mth level ternminal |ID code identifying each mth

| evel col I ectl ng ter m naI to the collection noney bag nurber supplied
fromthe Iev 0 ; rb ,ftya”'wﬁmg%th%ﬁ% iy .Ie%rdan%hm °ﬁ§te ed In an
col l ection rm t"c‘? 5 ﬂﬁﬂﬂa eg ?xed

t hereto, and % OE CPEGNg ey 'E@dﬁ' e % at | east

one ser vi Ce érg ; code gpptained in't e ltal S|gnaturesa lxed to the
fani¢ fi

@"%‘Ftéétﬂl eMads. col | ecting method may further conprise
steps of According & thentwenty-seeondcaspest of the presentiavention, tkerei ng t he
el ectronic ti ¢kptovided airédordingi madius gamnglpe@gramsl redorded therein,tthel evel
ternminal col | gedgramsipeiay réadable byunmhpiite ahd meaking tes semputed flrttibn) -t h

col l ecting teramdwgéérstbrrﬁ Ha®in é@?st@hi@h‘éh'c% Yifirises! 'ecting term nals have
received thg el egy e,%'%'t‘éné's% ééPF(RJIdIﬁ ﬂwlﬁ’éﬂ for péﬁ&rﬁlh{jlﬁ%lsorg}pongé k) step,

and sendlngtigfae oni c ets to the fcorre (n-1
h | | t

)co][ I ecte Yﬁg ter me c@% E%' t&‘gra‘?%m"?h@@é?ﬂ%%‘qri@%ﬁi ect orrﬁ% '?ke%? Phgr

ternminals the §? t@ﬁl Yickets wi k o’_' gital nat ures including 10 the

col | ecti on noney h8 Progimsmalkes ¢

er%qu‘ét@é uncticnast |&g t er m nal
has sent tol&he secfﬁquévéprre@tiqrb@pawwg@eﬁnﬁésprsrequestlnga taseiing to the
si xt eent h aspeequest infaematiers evhich cortainsencolidoting temminal b cadetaad an

el ectronic ti alteydmdg rumbegserirgas toliectioh lIBdnformatior,drarhdioé ableast

tickets in a spetsemice peovigihhadrminapbeforeniie deals, the cobestingdefhial W sendi ng
request i nf or gBEE iLNtIThG thé BnfeakNenécollectil taMiihAtRERREhE RISSRic

i denti fyi “%@Eucl&é@%ﬂe?ﬁ%e&%ﬂtﬁ%tde% @:@%% cdlré d users in response to
deal i ng request Sgjhgh bt mea |S§. taie ikifingo ¢ he
request i nfor ﬂ?et ?F‘}tﬁ g e %8%§ a
signatures co uﬁg ff: 'ﬂ éﬁ%enerat ed

si gnatures t o8 ch tickets to d and sendl the electronic
Cickets wth the g&%{eﬁeaﬂw @Panafqrrafgxmsthe SIGRAIUEE JEBRGICORY taer vi co

provi di ng AfeRigpatigagenerating meang ke thecelpplsenic tigketsdp berusesifoeths ng, of the
el ectronic ti6ralssasdfer sgndingthe electsonic tisketaiwith heaqgenesatedtsignaiteresi cket s
with digital # theaatleast arenserivicterproilingderminahl noney bag nunbers, and
sendi ng the col | Eheédeal emsntioned aboek ¢3 sot limitead fohgiving drebceivirg col l ecti ng
agency Wwhi ch hforieyeitd &h agtidny, dritecorpleBehds giving 886 FeoeiViRy Feen&iuM. ai ned in
the di gi tal3si gnehyiceleddrld %P indRIesdyesShButer ifkARITIAM fndrcifet s-
agency or institution such as a bank, a post office, a credit union or the like.
BRIEF DESCRIPTION OF THE DRAWINGS
Fig. 1 is a diagram which schematically illustrates the structure of an
electronic ticket system according to the first embodiment of the present
35 invention;
Fig. 2 is a diagram for explaining a ticket issuing process carried out by
the electronic ticket system illustrated in Fig. 1;
Fig. 3 is a diagram for explaining a ticket using process carried out by
the electronic ticket system illustrated in Fig. 1; _
40 Fig. 4 is a diagram for explaining a ticket collecting process carried out
by the electronic ticket system illustrated in Fig. 1;
Fig. 5 is a diagram for explaining a ticket charge paying process carried
out by the electronic ticket system illustrated in Fig. 1;
Fig. 6 is a diagram which schematically illustrates an electronic ticket
45 system according to the second embodiment of the present invention;
Fig. 7 is a diagram for explaining the ticket using process carried out by
the electronic ticket system illustrated in Fig. 6;
Fig. 8 is a diagram for explaining the ticket collecting process carried



The above-described electronic ticket may further conprise: 30 a ticket
checking step of checking, in the at |east one collecting agency,

whet her the electronic tickets sent by the ticket sending step include no
identical electronic tickets. Accghdi ng to the seventeenth aspect of
t he present invention, there is pr ovi 2éd a recordi ng nmedi um havi ng
prograns recorded therein, the 35 prograns being readable by a conputer and
maki ng the conputer function as a collecting termnal in a system which
conpri ses: out by tise electiomictitket system HustratediinEig- 8hi ¢ ti ckets; at

| east one servi chnggarslaidragramwmlolabcmernapmllfycahmsgha@anustumtolﬁthehe user
term nals by §§$t@&1 whenahe&olletting agarioytias ahidra@hical seuctotd; ect i ng t er ni nal
for collecting’t el'(ﬁ‘i%td Qi&b@aﬁw'f@*@)ﬁ;ﬂalﬁf ndtRédmetHod for jeRerdtiag %

wher ei P the I %5 grhe conputer nct i on as : suppl yi ng
means Tor SUF’F’ y 1a1§ Pérﬂq Féi;ﬂ%uﬁ hE dieStioMs! & colle the
A A ?1 e

collecting termn tlonID
i nformation tg;;gﬁ %@ efl(lﬁel’ %Hd'fc& C%ﬁé(\r’[t%%n e

storage nena na t he non bag numnber
suppl i ed from t hE'qu isyd ﬁ}?gﬁ%’ﬁﬁgr? ?‘ﬁg‘ga a“%&é'gn%ﬁ rr?grq}?{é@' ﬁlprow di ng
ternminal, 10 utilization of an electronic IC card when the user terminal ingudes the IC

col l ecting neagaed.for collecting the electronic tickets after used for
the deal s from t BEFAILERDESGRIREION OF PHEPRERGERREDIEMBODIMENT

noney bag number Ehig6dimthtseatie presentinedntivgy witihowebe rexplaingdowith
i nformation stgfepshdditd the Sdconfmyiiyé@a . means, whether noney bag 5
nunbers contgpined in digital si gnatpipﬁqgrﬁg dmﬁgﬂt o the electronic tickets

col | ected by ”‘eT‘h SIBEHORE LR s?érﬁd esméa th‘@'ﬁr?téﬁ\ﬁo oPffp nunber
Sﬁ%r

3228' Ib:](cjof’ g t %‘E@:‘t nt lnvésntlo%qﬁglfl éﬁh@ ehl‘?\ @?’rﬁ nQ elr)eteﬂe
el ectronic ti @eq@y(ﬁ)ﬁlﬁs%’c?é@rﬂ?eg}:@" B &"Pﬂ H@s ﬁ %e
i dentical el e€eliesting agenet @gencies) ght eent h aspect of
the present20 nverthedssuingegency 1 haga 69“@&'&?"6@@@8&"&{?5@ 'ﬁﬁ'd!f‘grﬂtl RPNy
progranms recotidketstthdreeused farpayment inythenaforamenfiansdaystemp it & reguesit er and
maki ng the cofomt ¢he Usercterminal, foaexampld, the: issningt agemicydl i issuesayst em whi ch
conprises: 15 glectitiifié titlestrirtbstored)ircits owvarissuhg dhtabaise (DB) KA, &ssuing at
| east one ser Yﬂlfﬁﬁnafleﬁ ic8hB&rmirgy m&@éué@éleﬁﬁbiﬁ@fti&kéae@&hé isduel dnfisunt, user
termnals byg thﬂ%b‘dr%u‘ Td%ﬂh r%jtﬁlé%s%eoaélectromc tickéththeCterhesft i ng
term nal for % "'ectrénic tickets after used for t he deal s;
Further by reference to the issuing DB 1A, the issuing agency 1
ascertains whether a used electronic ticket returned from the collec’ung
agency 4 is one issued by the issuing agency 1. When the issuing agency
30 1 ascertains that the electronic ticket is authentic, the issuing agency 1
stores information concerning the used electronic ticket in the issuing DB
1A
Moreover, the issuing agency 1 stores a ticket issuing agency name
1dl for identifying the issuing agency 1 and a pair of keys, i.e., a pnvate key
35 Skl and a public key Pk1.
The user terminal 2 receives an issued electronlc ticket from the
issuing agency 1 and uses it. The user terminal 2 includes, for example, a
PDA (Personal Digital Assistant) and the like, and stores a pair of keys, i.e.,
a user private key SkU and a user public key PkU.
40 The service providing terminal 3 provides the user terminal 2 (user)
with services, etc., and receives the electronic ticket corresponding to the
charge for the services, etc. from the user terminal 2. Furthermore, the
service providing terminal 3 stores a service provider name |dS (including
an ID, account information, etc.) for identifying the service providing
45 terminal 3.
The collecting agency 4 includes a computer and the like for collecting
electronic tickets used for payment from the service providing terminal 3,
and for returning those electronic tickets to the issuing agency 1. The



20 - wherein the prograns nmakes the conputer function as

collecting neans for collecting the electronic tickets after used for

the deals fromthe at |east one service providing term nal

money bag nunber checking neans for checR#ng whet her noney bag nunbers,
contained in digital signatures affixed to the electronic tickets 25
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whi ch store eletettranic tickets hevig the same mioney bag nonwes 3ly affixed terieth ng

term nal for peefcolietted tdgetherwi th the 35 user termnals by using the

el ectronic ticketgmeR6d for generati) thelrhewd ﬁr@usmg hembersaGbf etc. oarbiteiryng t he
el ectronic ('J‘F*S?te?( I@rthﬁmeétﬂfg agericy® 'a%sngn naturalWﬂﬁb@ré‘tdih@ prograns
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. he S
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the deal s fromNd=IOERS ARG, mar@ﬂ

money bag nuﬁ@éfﬁaéwéﬂﬁw%ﬁéqqt@m Sg r@i'@?%@gqu?yéﬂ‘a

i nfor mati on stgenedates theeaneyr kagenumbergeGe at p mine@ tiningsnendy bag
nunmber s cont aiprevides thié gidivituali spmndce providifg teretinale 3 with $ieegenerated ti cket s
col l ected by trhenépbhgeiunitgersins are identical with the noney bag nunber

generated by the mirfHaomcBoleeRiEagen®aNstora kolectingta nasealldB

21 bef k f Ki whet h

the ot cctrom ot ERIND 1 °°'d§%ﬂt’£e§¢%'§ff&f§u' st Sﬂnﬂ%ﬁ;&etc sipge no
Lhe pr esent. efﬁ?éﬁ%éﬂ ab@ﬁ%ﬁ@"'?‘%e%a ?% ed °583 Wﬂé"t aspeCt d
programs recor3RHING PEPCHSS TqT{asuing K‘? ut er and
neki ng t he corfﬁﬂt‘%‘ﬂgftbﬂé‘iﬁu@ﬁeed %t‘ Ee gt%rp §§a|f°| n g system

whi ch conpr 8 éwllecting the uged elestranindicketane H"%"Et@kﬁt @T%’G? PENING RTPERSS s ;
t he service prfovpaying thechargs fof the ¢allettadelagireniaticketi tThospdroesseso
term nal s by uwsilimpw be explainadcini sequenéeet s; and
(1) Ticket Issuing Process:
As illustrated in Fig. 2, the user terminal 2 sends an electronic ticket
30 issuing request and its own public key PkU to the issuing agency 1 (L1).

In response, with the private key Skl of the issuing agency 1, the
issuing agency 1 digitally signs issuing information which includes the
public key PkU as received from the user, the ticket issuing agency name
Id! of the-issuing agency 1, the issued amount W, the ticket number Rc for

35 identifying an issued electronic ticket and the term of validity Ec, and
generates a digital signature C (= sign <SkI> (W, PkU, Rc, Ec, Idl)) which
contains the signed issuing information.

Next, the issuing agency 1 issues an electronic ticket {C, W, Re, Ec,
Id1} which contains the generated signature C, and sends it to the requester

40 or the user terminal 2 (L2).

The issuing agency 1 stores, in the issuing DB 1A, the issuing
information concerning the electronic ticket as issued.

For example, the user terminal 2 receives the electronic ticket from the
issuing agency 1 and stores it. Simultaneously, the user terminal 2 checks

45 and verifies the signature C contained in the electronic ticket through
utilization of the public key Pki of the i lssumg agency 1 which the user
terminal 2 has acquired beforehand.

The electronic ticket issued by the issuing agency 1 is thus supphed to .



at |l east one collecting termnal for colleeting the el ect ronic tickets

after used for the deals; wherei n the prograns nakes the conputer
function as request information sending nmeans for sending
request 15 information, which contains a28ollecting ternm nal |ID code
identifying the at | east one collecting term nal and a noney bag nunber
serving as collection ID information, to the user term nals,

ti cket receivi n e ecel VI ng, from the user term nal s,
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i nformation 20 se F?Wl‘ﬁet
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recei ved fromacheiriigdhe pablie key E’kl ‘éﬁ@@ﬁw&ag?'&%i & aihitrany; dihedpublic
signatures 5 kepmkhimaype adeuirecby aceassing, foy enamilesa pahlic key sewtii ng t he
col | ected elHich stonesthe pikaicskely Pkl hAltatnativelyt, trenissuinigl agenicyd mayni nal
which is idengkheRe Mbﬁ?&kéyﬂpkmlthecxtseﬂtemmwMOri f2quede contained in the
digital si gnay PFd?:ess the collected electronic tickets.

Accordi ng to t%,‘;AtsWﬁur@tVa éﬂ %pﬁﬁtuégrtér}fﬁnﬁl@é ?Elréé‘ﬁﬂé’l@n 8 there s

provi ded a éé@v’%?}% S8 JES

b
orogr a | se @’35%3 b o%e@ ‘Es' R et on 0
term nal s Whl@ RE&! "éQﬁ'PB hal, i |

on whlc co lg vi di ng
ternminal for @8ENeY RPN et rRoR:bag pmber@ VY{HFI%t C‘E’ gt he
el ectronic ti egensy 4as supphed lra@dvmtodh@semw%@fqvwngéermln%h ’f
col | ecti ng thé¢he marnagemeant nuoker Nogenaratsl hsthe servicepsovidimgsterminal 3,
wherei n the piopasted osikgoneheay baghufunctions ot thenlikes By virtue of the gee@fat i ng
nmeans for genefig@bheavay hastefunktions)didasertermimal 2 wisich asasceived éwd i on |1 D
i nformation i phag&ReimiethatontCiRalcdhRot sifnhiecaintents ihéreof (theeditbeting ned
rul e enpl oyed Jonblifiafle IdB2 e %‘ﬁgf% bGRimMBYEr G5 aRUAE mdthgement request

n
i nfor matlon%[g%llq ans for sen ng request  infor rratlon whi ch

C g o T WOB) %rmwaﬂw @ﬂ%ﬁﬁéﬂébﬁw@ a'a"?‘hﬂe%;ﬁe?i;?. g

neans, to the S§EE¢e PE‘?"rﬁqueﬂ g 1 é;r\%%ijpm" ef rom
45 ti ck&Vith Hrepiyatg kewand) rt@@éﬁfm\ SRk
el ectronic ti @Iga'tsspf\ﬁdﬁ'fel’ml@ﬁd imforglagiantwiviel C@@‘i@ifﬁi Werfionature edoelyded in
i nf or mat i on25 the emctmnmalqeeofmm termloalraatthf@ﬁhg@twwgfqmu@n Chal
used ticket candeheisegviceprovidarnarnd 103 8 negeivdd, tand thediekektsimonetary
22 el ect rpRduntt, el generhiesta sighatute SetSigni<Sk (X,tGyIdS| Chat)ir es
containing  Thjs signature S contains, as the signed information, the monetary amount
X, the signature C, the service provider name IdS and the challenge
30 information Chal. Then, the user terminal 2 sends the generated signature
S, its own public key PkU, the monetary amount X and the electronic ticket
{C, W, R, Ec, Idl} to the service provndlng terminal 3 (L4).
The service providing terminal 3 receives and stores the signature S,
the user public key PkU, the monetary amount X and the electronic ticket
35 {C, W, Rc, Ec, Idl}. The service providing terminal 3 checks and verifies
the signature C by using the public key Pkl of the issuing agency 1, and
checks and verifies the signature S by using of the user public key PkU.
After the verification of the signatures C and S, the service providing
terminal 3 provides the user terminal 2 with, for example, services or the
40 like. '
The user terminal 2 uses the electronic ticket in the above-described
manner.
In order to generate the same signature as the signature S affixed to
the used electronic ticket, the user private key SkU is required. Therefore,
45 it is impossible for the service providing terminal 3, for example, to forge
such a used electronic ticket and handle the forged electronic ticket as if it
were a used electronic ticket received from the user terminal 2.
Furthermore, the signature S contains the service provider name |dS



tdent.i cal noney bag nunbers, and for sending the collected electronic
tickets to the at |east one collecting termnal which is identified by the
collecting terminal 1D code contained in the digital signatures affixed to

the 5 collected electronic tickets. 26 According to the twenty-second
aspect of the present invention, there I's provided a recordi ng nmedi um
havi ng prograns recorded therein, the: prograns being readable by a
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35 For example, by sorting the used electronic tickets, the collecting
agency 4 can easily ascertain that there are no identical electronic tickets in
the group as received. '

Thus, without inquiring the issuing agency 1 or the like, the collecting
agency 4 can ascertain in an offline state whether the used electronic

40 tickets collected from the service providing terminal 3 are not copies of the
used electronic tickets which had been collected before and whether there
are no identical electronic tickets created by copying in the group of the
used electronic tickets received this time from the service providing -
terminal 3. Accordingly, a process for paying the charges for the used

45 electronic tickets as collected, for example, can be performed speedily.

Furthermore, by the above-described ascertaining procedures carried
out by the collecting agency 4, the illegal actions such as copying the used
electronic tickets on the part of the service providing terminal 3 can be



23 . out by the electronic ticket syst'-em.i |lustrated in Fig. 6;
Fig. 9 is a diagram which schenmatically shows the structure of the

system when the col | ecting agency has a hierarchical structure; Fi g.
10 is a diagramfor explaining another m®fthod for generating a 5 noney bag
nunber ; Fig. 11 is a diagramfor explaining the operations of a

col l ecti ng agency and a user term nal when the coll ecting agency

collects an el ect Lnal ; and
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user public ke t Fhmai 3T @nmrddmhpérpawbmﬂar&ﬁén@mn Setfoli des the
user term naI th services, etc., and receives the electronic
ticket corresD |n tothe

Second Embodiment
Explanatlons will now be made to the second embodiment which

30 employs, in place of the service providing terminal 3 explained in the first
embodiment, a service providing agency 5 which has such a hierarchical
structure that it includes a plurality of POS terminals installed in branch
offices, branch office control terminals for controlling the POS terminals
instalied in the branch offices, and a main office control terminal for

35 controlling the branch office control terminals.

The electronic ticket system according to the second embodiment has
the issuing agency 1, the user terminal 2, the service providing agency 5
and the collecting agency 4, as illustrated in Fig. 6.

The issuing agency 1, the user terminal 2 and the collecting agency 4

40 have the same structures as those of the first embodiment. The service
providing agency 5 includes the POS terminals 5A installed in the branch
offices, the branch office control terminals 5B for controlling the POS -
terminals 5A installed in the branch offices, and the main office control
terminal 5C for controlling the branch office control terminals 5B.

45 The POS terminals 5A store POS IDs for identifying themselves, while
the branch office control terminal 5B store branch 1Ds for identifying
themselves. The main office control terminal 5C stores the service provider
name IdS for identifying the service providing agency 5. '



charge for the services, etc. fromthe user termnal 2. Furthernore, the
service providing termnal 3 stores a service provider nanme 1dS (including
an I D, account information, etc.) for identifying the service providing 45

termnal 3. The col | ect | ng agency2& incl udes-a conputer and the |ike
for collecting eI ectronic tickets used for paynent fromthe service
prowdmgtermnal , and for returnlngthose el ectronic tlckets to the
| ssuing agency R8he mal ofﬂcec ntrolt rminal 5C ecelve mone 24
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In view of the above-described difference, the ticket using process and
30 the ticket collecting process, etc. carried by the electronic ticket system of
the second embodiment will now be described. The ticket issuing process
and the ticket charge paying process of the second embodiment are the
same as those of the first embodiment.
First of all, the ticket using process carried out by the POS termlnals 5A
35 will now be described with reference to Fig. 7.
Before using an electronic ticket, the user terminal 2 acquires the -
challenge information Chal and the service provider name |dS from one
POS terminal 5A with which the user terminal 2 intends to perform a deal
(L7). In the challenge information Chal mentioned here, information which
40 contains the collecting agency name IdB and the money bag number Gb,
both supplied in advance to the aforementioned POS terminal 5A through
the correspondmg branch office control terminal 5B, and the POS collecting
number Gb2, is hashed using one-way hash functions or the like.
Since the above-described challenge information Chal contains the
45 POS collecting number Gb2 to which the money bag number Gb, the
branch office 1D, the POS ID, etc. have been affixed, the amount of data is
larger than in the case of the money bag number used in the first
embodiment. However, by virtue of the use of the hash functions, etc. the



publ i-c key PkU as received fromthe user, the ticket issuing agency nane

I dl of the issuing agency 1, the issued anmount W the ticket- nunber Rc for

35 identifying an issued electronic ticket and the termof validity Ec, and
generates a digital signature C (= sign 28kl > (W PkU, Rc, Ec, 1dl)) WhICh

contains the signed issuing information. Next, the i ssui ng agency 1

I ssues an electronic ticket {C, W Rc, Ec, I dl} Wmch contains the

generated si &Hteof%haﬂeﬁ'géﬁﬂéﬁnaﬂoﬁ@héhscbﬁgtmter 40 or the user
termnal 2 (L ser tefr f?la'l‘é nagatagwg aajre@r»:sr kseuw(xucng DB 1A,

o L e T ?é%@B PR gl 2
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term nal 2 hdigket'sjmoredatyedrooehiabd Then, the userdemmnipat 2 sends the Rignatuseued by

t he issuing & dtscown publit keg Pkihphe ewbrietary amount X and the electronic ticket
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agency nane |ni@nbehebivmeigh ieag hmcqmtrcdrtarmlnal P8 hérber No).
The user t gfrdaradspdnsling B@& Mmamds bAn deadiPOSterminal roana sunb
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digitally  haying sent the used electronic tickets, do not reuse the POS collecting

numbers Gb2 contained therein.

30 Each branch control terminal 5B collects, of the used electronic tickets
received from the corresponding POS terminals 5A, those electronic tickets
which have the identical branch office collecting numbers Gb1 into one
group, and sends the grouped electronic tickets to the main office control
terminal 5C (L10). The branch control terminals 5B, after having sent the

35 electronic tickets, do not reuse the branch office collecting numbers Gb1
contained therein. '

The main office control terminal 5C collects, of the used electronic
tickets received from the branch office control terminals 5B, those
electronic tickets which have the identical money bag numbers Gb into one

40 group, and sends the grouped electronic tickets to the collecting agency 4
(L11). The main office control terminal 5C, after having sent the electronic
tickets, does not reuse the money bag numbers Gb contained therein.

In response, the collecting agency 4 ascertains whether the money bag
numbers Gb contained in the used electronic tickets as received are

45 proper. More specifically, the collecting agency 4 ascertains whether the
money bag numbers Gb are identical with each other and that the money
bag numbers are ones supplied to the service providing agency 3 and
which have not yet been returned to the issuing agency 1, etc. For



signs predeterm ned information which contains the signature C included in
25 the electronic ticket of the user termnal 2, the challenge information
Chal and the service provider nane 1dS as received, and the ticket's
nonet ary anmount X, and generates a sidfhature S (= Sign <SkU> (X, C, 1dS,
Chal)). Thi s si gnature S contains, as the signed information, the

nonet ary anount X, the signature C the service provider nane IdS and
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generated si E’P X@%&gﬁi% R?); hlggﬁbvéﬁ‘ﬁ'ggg?%%%l@ t X and

the el ectroni

termnal 3 (L9 )the lssumga r 9 184N FBWW ﬁmoﬁ' bﬁé @ﬁﬁéﬁ
stores the s.agﬁan%p@egsupp @U?e?e l‘PSIRrEV' W&'J‘Ct d am)unt X
and the el egtagemcy 4 detesmirss the! thgympepey bag nugm ersmag%mreaebr ovi di ng
term nal 3 checKehexoollectingfagency 4 futbes aggeartaing whetherdbenegre® publ i ¢ key
Pkl of the i 9gentival @Foinidtickets in thealeeeiwedgrdup ef used slectrenicitipketsur e S by
using of the IHSﬁﬁeWdesC the vol¥dting agefity @r asdetaitty whether tiusdd t he

S gnatures C lcttl'aﬁet%%c\,‘lbﬁé H@Jrélébt%rﬂgtlcket%@rgét@@by%dﬁymg &thet he user
term nal or exanpl e, services or the 4 The user

term nal 2 us [.0 er.

'n order to gen %ﬁcﬁ‘ ‘%é %‘i Gendy’ %‘éH?%'?sbgﬁ( gxgﬁ%fhg%iq?at Yo

the used el e@ 'E‘?é‘l?@ ‘Flt:g Wﬁ ﬁﬁl{ UI t ed.

Therefore, 45 it qrsex §sb5I38 frgrt e %‘FE@' fig 81@‘ ??H'Wal 3, for
exanpl e, to fagefsy 4 canensdy aseertain whethpritbets alesio ieat 'ﬁ%ﬂrﬁi‘? @ranie f or ged

el ect r oni c15itickets insthefreceived greump obelestrdnigitisketsoni ¢ ti cket received from
the user terni ndafhu, the electrohiu tidiet spstem whichsnguodes tiee Servimet provisirighe
service provigign 65‘ﬁa¢nﬁ§ the hierarchical structure can also carry out the ticket 26
for identi fyl.gga% Droésy, five RERMIIHp ﬂo%égs gl tt%kéﬂbcﬂiécﬂﬁé PSUedadnd

gEaos. Tog FER g Yo g e ao il s
ST ot e e M TR SN e

pretend to have
®erm nal 2

Process: the P@S; terrnm@#sa%dn%uw et e raopeysag, hy ﬁ)\ﬁ
groups toget heallecting the used elacronicda t%n&ﬂ@éh@"%ﬁw 2 peedatemeiped) m)ney
bag nunbers Gimeinterval behzeenthaitimetwhenthedP@SderminalsSAipskion deals
si gnat ur es 28 witintree 0sétetinirdl @rayel fheftimewthenrthehesledi elettratiimtickdie | dent i cal
noney bag nunigized @r the dedld agebdifedtéd® used el ectronic tickets thus grouped
together to the The BPAH&%FHBQ c@ﬁﬁﬂﬁ)érrﬂm@:ls%B and the mdiR®flidedtdntedl t he
g'ngfgron' Ct L' ki Bed %t FhaF 9o tlrF‘é‘Q % 8SanPC and @R tRe9

sing the UREH ofrd LRIt gtn'u § 4 B6IStPRHIN S Bb2,

30 etc.
Furthermore, as illustrated in Fig. 9, the collecting agency 4 may_ also
have the hierarchical structure, as well as the service providing agency 5.
In this case also, the electronic ticket system can handle the electronic
tickets in the same manner as the system of the first embodiment. For
35 example, the collecting agency 4 is divided into a plurality of organizations
whose commercial interests are different from each other, and the illegal
actions such as copying the electronic tickets can be prevented between
those organizations.
A method for generating a money bag number to be exchanged
40 between the hierarchically arranged terminals is not limited to the above
and is arbitrary. For example, as illustrated in Fig. 10, one terminal may
hash a money bag number, an ID and a management number received
from another terminal located at a hierarchically higher level, and may
supply the hash of the money bag number, the ID and the management
45 number to another terminal located at a hierarchically lower level as a
money bag number. Fig. 10 illustrates an example of the money bag
number used in the service provndmg terminal 3. The same method as that
shown in Fig. 10 can be adopted in the collecting agency 4.



15 contai ning the identical nobney bag nunbers CGb, have been affixed", for

exanpl e. In response, the collecting agency 4 ascertains whether the
noney bag nunbers Gb, contained in the used electronic tickets as
received, are proper. More specifical By, the collecting agency 4
ascertains whether the 20 noney bag nunbers Gb are identical wth each

ot her and whet her the nmoney bag nunbers are ones supplied to the service

roviding termn et b nreturnedtothelssumg
ggency 1? etc, l g?ré?ver Mﬁﬁggﬁéﬁ% %9& (?%Hg f nunbers Gb
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t he noney bag®9 SPE/IGfoRroyicking St agensy Smayiuse theovi di ng
terninal 3, fﬂcelve%monémas ‘é’gfé@fémerU%m tﬁ@Elnedeﬂfderhose noney bag
nunber s are5 i Apneihed. for updatingrine roohéy bag mymibse Gty méayfhe t her ascertai ns
whet her t her epradetermined bebmeer the edliectingagenty 4 landsedch sergice pesvidiag gr oup
of used ‘el ect teomiraltd ckagency® Imthiy tuwe, i 66llecting agehbgatdriieagency 4

tai ns whediy I ectronic
?lsgﬁret S creat ?&%ﬁ%’%ﬂ%tb&m?ﬁg@@ﬁéq&ﬁ@5%&%3%&{53@2{189%% collecting

agency 4 Chn%cks TR an%r\héyﬁfn iBA fgtfﬁgﬁhér%ngeeaiﬂ &agpp, Prl'Eg“ed

ol cctoni ¢ 11 %ﬁ{r}?ﬁ OB s o RieHEy e a1 boleaiad & ho:

there are no i t&' ckets in group as received.
Thus, wi t hout 'ﬂl?ﬁ?ﬁ’djcq H@"' §91F?f§"‘"&ﬂ«§1€5/t e %QSttﬁ@mqn,a SAmay gdkect i ng

agency 4 can t&@é@l’mé-}eraf'W%ﬁC&Pﬂta"ﬁﬁﬁ ixthe@nplectenic tisketrsceivet dom oni ¢ 40
tickets collbelbedisertemmingb2 sisrorderdtogestrictitheguseeofitheadle@ranieticiat. copi es of

t he used el ectopexamplec kisesinfanmaliohintlixing datd ard tiek, letd. @ah band whet her

t here ar e used dethe nwneylbagt number, ahdkiké 8aty insludddy tsetmieng in the
group of the lnform@nahéfﬂbé%e@ ag tﬁléﬁlfckefé’cﬂ%'cﬁﬁﬁl dhla'cﬁaté' lF?thf éh gser vice
provi ding hidleatroRic thkePseht TRy n¥ thé‘s es for

tsggegfles 4%%&%; Pl dméﬁ() ’w sciolng E Pﬁ)erfor e
procedures c arcrcle %’mgg @ 5 éﬂ% sy Ing %’%}kﬁh&ct i ons

such as copyifg @ an BH eﬁ kgl or ge servi ce
provi di ng t er m.ndhe num er sent from the collectlng agency4 may be
27 pr eveHtigee i@ ?ﬂ@@pfthﬁasm@s previdingl teymimalgB.y t anper proof specific

har dware. 25 A siurglitytaf segugnerdimensy dagatumbershyay be ensgloyéd:r m nal 2
contai ns t he this casd, the coltectigarct elochnuaid litketdisqierfotamid gerasequbgeg.ol | ecting
agency 4, it is Acdomingsdlthe above arplahatiors!d siaglenton@ebay ndniberid | egal 1y
obtain (by waysedfto collect electronic tickets once. However, a single money bag
number can be used to collect electronic tickets a number of times. In this
30 case, it is necessary to set the term of validity to the money bag number or
inform the service providing terminal 3 or agency-5 of the final collection.
Further, the collecting agency 4 needs to send collected electronic tickets
to the issuing agency 1 and to check them with other electronic tickets
having the identical money bag numbers and which have already been
35 returned to the issuing agency 1.
The signature of the collecting agency 4 may be affixed to the money
bag number.
Moreover, the collecting agency may collect electronic tickets directly
from the user terminal and deposit the charges for the electronic tickets in,
40 for example, the bank account of the service providing agency after the
collecting agency ascertains that the collected electronic tickets are proper.
The ticket using process and the ticket collecting process, etc., which are
carried out by a user terminal 2D and a collecting agency 4D of the
electronic ticket system in the above case, will now be described with
45 reference to Fig. 11.
In order to use an electronic ticket, the user inputs, to the user terminal
2D, the collecting agency name IdB of the collecting agency 4D which is
the destination of the electronic ticket, the service provider riame IdS of the



copying or the like) the used electronic tickets and handl e them as ones

coll ected properly. (4) Ticket Charge Paying Process: As
illustrated in Fig. 5 the collecting agency 4 returns the used 10
electronic tickets as collected to the |$%U|ng agency 1 (L6). By
reference to the issuing DB 1A, the issulfng agency 1 checks matters such
as whether the used electronic tickets as received are those | ssued by
the issuing agency 1 and include no identical electronic tjickets (the
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ternminals 5A SNSRI F ? ' q?gstfﬁﬁiela\?g \Bﬁ" @formﬁlﬁgebranch
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for identifyi efedonictickates the secaiverelegirarip tigket has not been used
previously. When the collecting agency 4D determines as a result of the
search that the same electronic ticket as the received electronic ticket has
not been used previously, then the collecting agency 4D stores the
35 received electronic ticket in the DB.
In the above-described manner, the user terminal 2D uses the
electronic ticket, and the collecting agency 4D collects the electronic ticket.
After storing the received electronic ticket in the DB, the collecting
agency 4D pays a predetermined amount of money to the service providing
40 agency which is specified by the service provider name IdS affixed to the
electronic ticket. Furthermore, the collecting agency 4D generates a
signature by digitally signing, with its own private key, etc., predetermined
information which contains the signature S affixed to the received electronic
ticket and so on. The collecting agency 4D. returns receipt information
45 which contains the generated signature to the user terminal 2D.
The user terminal 2D may retain the receipt information received from
the collecting agency 4D, in order to utilize it an acknowledgment for the
sending of the electronic ticket. For example, if any trouble happens as



28 . Wien the main office control term nal 5C receives a nbney bag
nunber Gb fromthe collecting agency 4, the main office control term nal
5C inforns the branch control termnals 5B, which are hierarchically bel ow
the main office control termnal 5C of gBe noney bag nunber Gb and a 5
mai n of fice collecting number Gb0. The main of fice control terminal 5C
generates the main office collecting nunber- GO by affixing |ts omn 1D and
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whi ch the noney  arendioned herein is not hmlted to glvmg and receiving
money and article, and comprehends giving and receiving information. An

35 electronic ticket, which is utilized in the electronic ticket system, is not
limited to one having a monetary value like electronic money or the like,
and may be one having no monetary value, such as an entrance ticket, a
ballot, a pari-mutual ticket or the like.

The collecting agency 4 may include any computer installed in a

40 financial agency or institution such as a bank, a post office, a credit union
or the like.

The electronic ticket system of the present invention is not limited to a
dedicated system, and can be realized using an ordinary computer system.
The user terminal, the service providing terminal, the collecting agency,

45 etc., which execute the above-described processes, can be realized by
installing programs for carrying out the above-described processes into
computers from any medium (a floppy disk, a CD-ROM, etc.) which stores
the programs. In the case where the aforementioned processes are



branch office ID, the POS ID, etc. -have been affixed, the anount of data is
| arger than in the case of the noney bag nunber used in the first
enbodi ment. However, by virtue of the use of the hash functions, etc. the

29 anount of challenge information Chal is constant. The user
termnal 2 generates the signature 'S (= Sign <SkU> (X, C, 1 dS, Chal))
trough utilization of predeterm ned i nf o¥ration and its own private key
SkU. This predeterni ned i nfornmati on contai ns the signature C5 included in
the electronic ticket of the user termnal 2, the challenge - information

Shoﬁlat ZPS ;nguéﬁédutééﬁrgbgf?\khﬁgzﬁmg'r %&Qcﬁmﬁatl&ﬂdféﬁes an@ 'aﬁket 5
own public key Ftlnh&go %‘gﬂ?%‘ﬁtm Bﬂ'f‘d]‘-ﬁ&ts td cf<er¥l

W Rc, Ec, IdI t (§ é t ? rmnal 5A
verifies i he Combnigalicas e 6‘@8 CP. BfnRer ?Jv Slafe B8 the pub i <
key Pkl of CHRMAHINSH %@&Hmﬁnlcgmw@ﬁﬂ%@mwcg by usi ng
the user privee@mMunicatian sysf &tera)- Eweex?@anw@&tnrearamsmwbﬁ @é?[] n S and
C, the POS t ethe bidletinhaard of thescammupications patwerk a@dvmaynbefsupphed txanpl e,
servi ces or tthe ¢corkputetsvia themetwerdsr terminal 2 uses the electronic ticket
i n the above- desTheglie aboverpregrams are actiaieldearad executed Uhderdtivebe made to
the ticket 1©0bd>rﬁﬁdlld1rm@08:§csasbcycmy©ht the dbtvesddscribed Provesiesgagdeiicy 5

coll ects used gbg{@t bgﬂ‘(ﬁ;{ groups them toget her and sends
Lhem to the col I'g ARG ¥o e sentl Vit Baﬂae*e(s éh&fé@f Eggggg;mgls
A (19). 10 i §°ﬁs'e?é Smf A &%ﬁ'ﬁg e e ol the
used el ectron e&"‘i'? &ang ?'PF"{?'H ﬁ%t HHeds @2
each contail® ﬁE"}? ATPHR éMEBeY Bag) fggvhic u‘?n? tr@B h each

branch cont ro belopgsi ‘PFQI 4V8 G0 termip ?lﬁf@P(Q%th?r?@QEKeédﬂfP@g t%f@ePOS
term nal s 5A. elegtraniedickebiobe tsed angraangds the electroniq ticket imthe servicet s
t oget her, andprwidisg teroingl; es expladiedqreviouslyt iByken doing, thecelectramicr espondi ng
branch controlncl«te&lalftenabeéﬁi?s cdlleetgddn dceordange with'thedhfoemation affikeddosent t he
used el ect raanihe dlestkenis tickét. r@éns’equéﬁtly reR@hedléstedric ticket shollehs Gb2
contai ned theg &lé&tei Bmpéﬂ hre el apmrohelsubﬁrd@swééx F@th‘@ 6 5rt s of the

d el ect I
s those el o2 PRpEPLoaey .CW'%Z%% SERRrAH et Grdbce ©

collecting nu to one group, and sends t he grouped el ectronic

tickets to the main offlce cont rol ~termnal 5C (L10). The branch control
termnals 5B, after having sent the 35 electronic tickets, do not reuse the
branch office collecting nunbers Gol  contained therein.



The main office control termnal 5C coll ects, of the used electronic
tickets e branch office control terminals 5B, those

el ectro”m'm"nmm; ﬂﬂ”’n have the identical noney bag nunbers Gb into one
40 group; ahd 'sefds st he grouped el ectronB8 tickets to the collecting agency

4 (L11). The main office control terminal 5C after having sent the

el ectronic ti ckets, does not reuse the noney bag nunbers Gb contai ned

t herei n. C@E{g response, the collecting agency 4 ascertains whether the
r

ascertains wheth one uﬁﬁ % é'r"eef"ﬁ PRICdigketyi t h each
other and that tf Ieﬁﬁ gpe se Py tergyinal {3Ltor pesiorming a deahwitter vi ce
provi di ng a@ﬁé@@'ﬁ?ﬁone yiardermingleandt yet been returned to the issuing
agency 1, etc. Farfinancial agency (4)in which the electronic money after used for @
exanpl e, in tHdeakiasiepokited: t he noney bag nunbers Gb are those - assigned

to a group of el eharactdrizetiin tivitsakhatibasoorfe SeRRRM Qﬁggﬁﬁﬁ ed - to the

S SR e

i ssui ng agencincluded sdridind'means ¢3)¥orsendin dﬁ%ﬂéb{ 49 ﬁ pare not,
ones suppl 'ﬁﬂdéﬁeﬁdlﬁ %Wd’éé?@td’ééw'a@lé&gﬂ rl‘l%lér m{l | qut?e agency
det er m nes th 5@

t
ti ng agenc 5 her there are n i denti cal
LRI I e st e e
ot her words, frmation dertifing amacepymy which
el ectronic t i §@' ‘F %nﬁeser% @|P&wq’laalt%rmlnakléa%0@¢@%d withisaidtipgnaigl or t he
101 i ke. agwaﬁye@%m whiea the lelesironiegicket iscyeppsitedc generating enedrises t he
si gnat ures S (2) ferhgler@ratmg e assignnent sthicmspedifiek ah electronetichet'd.
For ex arrpl e, hpnstaryiantpuricanekdirohiedicket's destiretidnswhichés & Acstuntd
agency 4 can igestified by ties hequirethaddoant Irif@*nﬁatﬂfrﬁaﬁﬁ d deAlingCid) cedegctronic 15
tickets in thgcheff) HeocHHIRHEe Q{foﬁ*ﬁ@tf&rf t4o shidk8 [Bast one ser'tBHAingl e
el ectroni c Joi 5#&%10!&%*9%] ntfnelns (914 Eﬁ' hé e‘He? eBr tto thSNCY S
having the hig ﬁ'ib‘ii%ketsttorﬁlé:ﬁ% fo‘fi’ﬁba BIC icgeg | ssuing
process, the Mtﬁ é b g% 8 0L I% ?# i nd t he
ticket charge pay rg q %g ?Oﬂggﬁ!ﬁgpm pgdgrningl. ¢ 20
embodi ment . a%l“r'c f'B F SYBeH Gelestrpaie ticketsdRet s whi ch
remai n uncol I%‘ictoé gance with ngney hag RYmRes sprvingyas grllaction R informgtiong
numbers, et®. chaspefesized by somqisingy t he used el ectronic tickets, and there
may be a predet ewserieaninalst(2ywhich sioresthetelecteanic tioketsj ne when t he POS
term nal s 5A perdtdeastawrs sereisewirovidingdermiaal (3;5)onplerRraimg dduls Withe when
t he used el ecdaiduiser termliredls; and utilized for the deals are coll ected.
The branch of fi st |6@stton@ cdlebﬁhg\tarm:@(mrbaﬁe&mglheféléaﬁorﬁeﬂéﬁéié
30 after used for the deals; and
characterized in that said at least one service providing terminal
includes request information sendmg means (3,5) for sending request
information to said user terminals in response to dealing requests
therefrom, said request information containing a collecting terminal ID code
35 which identifies said at least one collecting terminal, and a money bag
number which serves as the collection ID information,
each of said user terminals includes signature generating means (2) for
generating a digital signature which contains the request information sent
from said at least one service providing terminal, and ticket sending means
40 (2) for affixing the signature generated by said signature generating means
to an electronic ticket to be used for.a deal and for sending the electronic
ticket with the generated signature to said at least one service providing
terminal, and
said at least one service providing termlnal includes used ticket
45 sending means (3,5) for collecting, of the electronic tickets sent from said
used terminals, electronic tickets with digital signatures which contain
identical money bag numbers, and for sending the collected electronic
tickets to said at least one collecting terminal which is identified by the




termnal 5C, etc. may also verify the signatures S and C and check the
branch (I“I nunbers @l, the PGS coll ecting nunbers Gb2, 30
etc. | “ﬂmtlmeum'u as illustrated in Fig. 9, the collecting agency 4
may al so* ¢ haverthe h1 erarchl cal structgge, as well- as the service

provi di ng agency 5. In this case also, the electronic ticket system can
handl e the el ectronic tickets in the sarre manner as the system of the

Dursl 1o oor "gRhe ?#For PR ?‘%ﬁﬁ thgwﬁ‘rico @‘%ﬁ?@ tibeko G Vi ooant "t rom
each ot her, and %h P"'Ct'°§8 $ %mﬁfé:ﬂr » Charagter efgﬂi c

tickets can béh ﬁf lﬁﬁ’%@ﬂ%@“\eamgttﬁ@'@a inglue PE@PPB ing means (4) IR et hod
for generati nguapkymgaweda@leﬁmﬂ)amu@l e codetansibe monekbagsgmbes to

hi er ar chi cal3 gaint atdegstione seivical providingoterminglt ed to t he above and i s
arbitrary. For exarfheelegtrohiclticket sstemiatcbrding idclaime, thardaberizetdn hash

a noney bag nymdger, an I D and a nanagenent nunber received from anot her
termnal |ocat edsa IR rrﬁéﬁrfs%ﬂééld‘bﬂié%t bi% Bbllectin téﬁﬁmal ingiRlsy the
hash of the %‘H fHon %ag‘mﬁﬂﬁ hicf 3aft8h5p '}’Thﬁ

anot her ter;rd "F gg ec &@ﬁ i :lnlr?ﬁ ey bag
nunber. Fig. ang Hg ﬂrr‘% sed in
the service pr wsal ﬂ%’ ekl c pney @918 Fig.
10 can be adoghesking i feﬁence to saldsorage means,

31 vihetberihe mﬁeescbag agm iped inthe digital signrtyren 3ffi &%m y a
plurality of totelestonintinkets czgilectedemﬁwswrfmmwpi atleastone senviagal 3 or
agency 5, amgl peavitingderinal,aredetiticg! with thenerlon@ydagagenber Sentdg saikatt he
recei ved noneyedm®newsrgice provitingaemiadband have dobbden used beforefama:t hod f or
updating the HpREYcHARKINYMeBhs @r dRRCKIG whethBF Biéedlectibmiedicketsvsafiactele

col | ecting ag%aysé}uwn SaRILIEA 1078 irfes Proliding tefB] eludd iR5 agency 5.
In this case, l& IC%P %hPJQI servi ce pr ovi di ng

t erm nal agen The
s Pcif%%z%@%m e
service provi ermnal 3 to fhe user term 2, are not dtothe
hash funcl?t i ons ﬁ%é%da?teleﬁﬁmrﬁ §‘?’9"Ce provi lng t?H@"?Zﬁ/ Yipeludes & I?JF'f?df rm nal 3
or the POS t esArviee prayidipgfernisale (SA.95eC) Mﬁfbara/laer afrhigalicarghged Ked in
the an el ect r figtdommdkéevelebaiiy adafurehnumbene user terninal 2, in order to
restrict thes useofsaidyludlifcof servicetproviding terminals, afust lexehsgreicet i me
i nf ormati on i pedvidingdtedainal BC) lbcated irthe fishleviebin hierarskyl irfuddsemeangy bag
nunber, and t fer slagptying clousidntinetdl eetvice providing tarmimalsdocatey ibtheused as
the ticket colgkgghd vliehiddrenhy, thelddlisctistermiiay ID code and the money
bag number supplied from said at least one collecting terminal;
30 each of n-th level service providing terminals (5B) located in an n-th
level in hierarchy (n is a natural number given as 2 < n < m-1) includes
means for affixing an n-th level terminal ID code identifying each said n-th
level service providing terminal to the money bag number supplied from a
corresponding (n-1)-th level service providing terminal located in an (n—1)-
35 th level in hierarchy, and supplying the money bag number having the n-th
level terminal ID code assigned thereto to a corresponding (n+1)-th level
service providing terminal located in an (n+1)-level in hierarchy as an n-th
level terminal money bag number assigned to each said n-th level service
providing terminal, together with the collecting terminal ID code;
40 each of m-th level service providing terminals (5A) located in an m-th
level in hierarchy includes request information sending means for affixing
an m-th level terminal ID code identifying each said m-th level service -
providing terminal to the money bag number supplied from a corresponding
(m-1)-th level service providing terminal located in an (m-1)-th level in
45 hierarchy, thereby generating an m-th level terminal money bag number
assigned to each said m-th level service providing terminal, and for
supplying request information containing the collecting terminal ID code
and the generated money bag number to one of said user terminals in



used el Wcﬁﬁk&ﬁent fromthe service providing terminal 3 or the 20
service 5 after the aforenenti oned due date may not be
accept ed mm Em a ney bag nunber may be a conbi nation of the

time inforna |aI nunber, or 3fay be any synbol or the like.

The noney bag nunber sent fromthe collecting agency 4 may be ‘uni que to
each of the service providi ng termnals 3. 25 A plurality of sequenced
nmoney bag nu ep‘ori%%\‘tobéed Qestltﬂerefr i s case, the collection of
electronic tic t he above
oxpl anati ons. b%ch%afbeﬁ Br‘?/fc fligtermin ( B glr[bﬂgie%ct fonio

tickets once. k Q?‘g(?@%ﬂ g)o lﬁ,#ondl !aer’( 8 to coll ect
el ectronic tleﬂ%‘f' mg eleptroniC ti Nyit 9' %'acé%n feﬁ'EcH tethgry to
set the term Srthlgyeldeiryingpbmoney hsgdiy id gy th levelgesyiget he service
provi di ng ter RIading t@ﬁn@g@nwesp@forme@i eai&wlfbcﬂaldeUsebﬁermlnals:landlfer t he
col I ecting ageanging thesdlected sieniranid licketetb saidcorespondingKett)-th level. t he

i ssui ng agencgeﬁvmmﬂrdembe@dmmhlleanw th other electronic tickets havi ng
the identical nogayfiltevelsbeice BrodidiMy imitmre5o) f&%lmb%eéﬁé\"dr”ed to
the |ssul noyAgsfecting from the sei%‘ﬁd ﬁa'v@f‘é’éch@ d?Bqu el {Hele 4 may

be affixed to r‘rﬁ f’f I ng
agency nay cohfs?g‘eﬁ 'taIP tn%@%’“g h?lng fﬁgg%ﬁl € V@;ie ﬁ"%rm nal
and deposit t i Eq %q L&% ?"?10 Y NGB e, the
bank account BfPY$#AY %rr'\}” epigonic '@B‘? fsdesaly agency
ascertains t héf leagtopg (co %(ftgtg t@f'@tﬂal‘ Wﬁi il {@dﬁéhﬁﬁ@ﬂ@‘ﬁtmg terminalt i cket
usi ng procets lAgadeentaineein thel digitalisianatures efixedsiodhe oafieetrd slectronicar ri ed
out by a usertigketai nal 2D and a col |l ecting agency 4D of the el ectronic
ticket system in6t fiheatlevkoniadickelsystem accomlintetoociaine 8, ehartactdrizedfier ence to
Fig. 11. thatin order to use an electronic ticket, the user inputs, to
the user term naaid at38hstidie Nkt terird SFCIBE 4 SlBrality bholleglihgct i ng
agency 4D vy gt lﬁal (4Ah$ @@?Wh“lﬁér@%é’ffaréméalﬁ) SFAndEY i firsCFhath SIS er Vi ce

provi der nane numb 32

service provi e f he, e ronlc ticket is
to beppai d 8\ Qb?‘f/fa &(Ta fﬁ\{% ?ﬁgﬁ ﬁ)rskltevel IFec T L& nse, the
user term nal (4}% quq%'hmﬁa“s fq{osfmp YiRGttPat ed
timer, and eﬁ%‘?%ﬁ %0 @‘\%ﬂ"g ginglsepated inthecgroondyevel impiargichy, @he
one-way ha ﬂ@llﬁs:ttlnsﬁgrm@al ¥ 5@%%&&1 ldﬁnttﬂﬁscfbﬁtf&$ﬂ§v¢|rwllectﬂfm erminal
i nf or mat i on Tendmdcallestienmansyibag pisheswhigheserdes #colrationrdd, the user
term nal 2D gimfennaaties;t he signature S (= Sign <SkU> (X, C, 1dS, Chal))
through utilizatéach of nithéewas colledting terminbisn@B) lodatedrin awn-tehebel it he
ticket's NRiReARAY (AP HHatufal hikbeH §Rah ¥R £ncoR-A) Wedudéds fid@ngk&ct roni c
ticket and gy affixing an n-th level terminal ID code identifying each said n-th level
collecting terminal to the collection money bag number supplied froma |
corresponding (n—1)-th level collecting terminal located in an (n—1)-th level
in hierarchy, and for supplying the collection money bag number having the
n-th level terminal ID code affixed thereto to a corresponding (n+1)-th
35 collecting terminal located in an (n+1)-level in hierarchy as an n-th level
terminal collection money bag number assigned to each said n-th level.
collecting terminal, together the collecting terminal ID code;
each of m-th level collecting terminals (4A) located in an m-th level in
hierarchy includes means for affixing an m-th level terminal ID code
40 identifying each said m-th level collecting terminal to the collection money
bag number supplied from a corresponding (m—1)-th level collecting
terminal located in an (m-1)-th level in hierarchy, and for supplying as the
money bag number the collection money bag number having the m-th level
terminal ID code affixed thereto to said at least one service providing
45 terminal, together with the collecting terminal ID code;
each said n-th level collecting terminal (4B) further includes means for
collecting from said corresponding (n+1)-th collecting terminal the
electronic tickets with digital signatures including the n-th level terminal




10 the service provider nane |dS. Then, the user terninal 2D sends the
generatﬁ"'ﬂ“ﬂnﬂwumﬂm ts own public key PkU, the ticket's nonetary
anount ticket {C, W Rc, Ec, 1dl}, the collecting agency
name IdB and t'he"sefvite provi der nane IGS I nput by the user, and the

time information Ts to the collecting agency 4D. 15 When the col | ecting
agency 4D receives the electronic ticket, etc. from the user term nal

2D, the col | eghjigi@ichARBRY Sldsthgtﬁ%%l%oﬁe&ingten HENES r?gl_c
oo e TR Wgﬁ%} e 02 g T

col l ecting ag xﬁl ss with 20
respect to thEOFEER? Bgt(“ tﬁ e\r! erileginortermingliiand checkl ng process, the
col | ecting aﬁgencthemS&Iﬁy@kgollemjngée(rampale(4ﬁmetle@s feprol the seconddelelt ween

the time speccollenlingytetminals the éledtoonimtickets Withadigitalsignataresdnelsding n t he
col I ecti ng agtecgolidetion money bag nombehwhich thelst lavel eslletaidgidtafndlengt h of
time (e.g. onpabeen) to thesserehtiesid] RelléamatErminaltas a dat abase DB which 25

stores all el ect vows:erécﬁbﬁfc%kef:@ysv&ﬂ & Ie'&tl eriod (e. g

e PSSR =
I i ' c: h t f or mat

Col Pt 0, A s e v?lweﬁz%ore!brﬁs y ah Eartﬂﬁs'?hirg‘élﬁ“

order 30 to checR H‘T‘é BP%§§W¢‘@B’I§’§’ rm%ﬁiu%aerfermngﬁieawn @At her t he
same el ect Hof terminale{3.85 a¥e received el ectronic ticket has not been
used pr éld ousal/leaphene caledtiogterninab(4d demeoflediingitheeelectrenicaicketsr esul t - of
t he sear chaftemusadfordbedealsect ronic ticket as the received el ectronic

ti cket has nochéxeeterlzeﬂdnma\eawad least drencolieeting te@sinbNgcradescy 4D
stores the 35gy ?inb&ﬁeéh@@)rf@ﬂs@pﬁlwﬁb%tcdll@cﬁﬁ?té?ﬁnnal ID codeJ IHan in

above- descr | besdENBRtord ll%éﬁﬁi é?Fn"Hé? %éﬁ@ést , sery fReSirb 6.8 ti cket,

and the coI efetrhﬂ%lagﬁ éBtﬁ 4 t?& Aft er
e hvg&xéﬁgsﬁ it e R aoenc,

4D pays a pre .
which is spec €ervi ce rovi, der nane, | dS affixed to the
B“&‘W'F@é?" migakigelides rendrstcr at es a

el ectronic ti cke a'd r'? ﬂ?ﬁrs@w'?’ﬁ
si gnature by Weymatiansefiding meansi(8:) fergenaratitg @ smeneyebag sumber in
pr edet er m @&daccordanes withi omleddesticalowitthespretetesmimed wrle ofsaitifatteastt o t he
recei ved el ecom@rolecting teokisal and farsendingTteguest infarmatipnawbichycotizingt ur ns
recei pt i nf orthetgenerdtedinonby bagtnaimiseridng theeliettid tnmirkil Deotie t he user
term nal 2D. supplied fidtA daibat lb@é%ri@boll@éﬂﬁ@!er‘fﬁhé\l' fo 5818 UsRP terftinalgfier mati on
recei ved fronpe Pohggt@gbg% *é’@leggem in order to utilize it an .
acknow edgrgnt T @hqd Bfsaid USBPtErRfnAS |r{§lfdéas'| SGh&AR Gehb iRl méMs (925?590' e if
any trouble h find3 digital signature containing said request information sent from
said at least one service providing terminal, and ticket sending means (2)
for affixing the signature generated by said signature generating means to
an electronic ticket to be used for a deal and for sending the electronic
35 ticket with the generated signature to said at least one service providing
terminal, and _
said at least one service providing terminal includes used ticket
sending means (3,5) for collecting, of the electronic tickets sent from said
used terminals, electronic tickets with digital signatures containing identical
40 money bag numbers, and for sending the collected electronic tickets to said
at least one collecting terminal which is identified by the collecting terminal
ID code contained in said digital signatures.
8. The electronic ticket system according to claim 7, charactenzed in
that said at least one collecting terminal further includes money bag
45 number checking means (4) for checking whether the money bag numbers,
contained in the digital signatures affixed to the electronic tickets collected
and sent from said at least one service providing terminal, have not been
used before and are identical with the money bag number which said



r-ega—rdsﬂ—he-senm—ng’ef the electronic ticket, the user term nal 2D can
utili | nformation for search The user termnal 2D
may |} Immjgilllgﬁﬂi 7, in which information such as the electronic
ticke private key SkU, etc39have been - 5 stored, and may have

a card handling function and a communi cations function. In this case, as
illustrated in Fig. 12, the IC card 7 may perform processes which
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i ke.
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reali zed usi ngssignedde @éﬁb sgishpuihdevelsordge PTOV'C"HG tﬁ%‘lnal ﬁ%ll t he
servi ce provi dupplying reiquest informationvdyeh inpludgsiibe, coﬂgctyng;termmﬁl ) execut e
t he above- d35 codéendthe geneeated soondyebag:alinbed thgne of it Ldar itergnipalsdn ans
for carrying esdpdrise tekpdealihgsrequbsithprefesses into conputers from any
medi um (a f | oppy edichlsaicen @PiévalVeride providinditerininat{5B) further inckglesns. | n the
case where t he,aff BreshieQngdrdth arPEGFesionding (n+1)-th level service
providing terminal the electronic tickets with digital signatures including the
40 n-th level terminal money bag number after said m-th level service
providing terminals have performed deals with said user terminals, and for
sending the collected electronic tickets to said corresponding (n—1)-th level
service providing terminal; and
the first level service providing terminal (5C) further includes means for
45 collecting from the second level service providing terminals the electronic
tickets with digital signatures including the money bag number which the
first level service providing terminal has sent to the second level service
providing terminals, and for sending the collected electronic tickets to said



executed through utilization of any OS or a conbination of an OS
and mlm”ﬂliﬂ software other than the OS may only be stored in the
medi u "’W'ﬁ”jl um for supplying the prograns to conputers may be a
comuni cat i dns*nedi um (a nedi um which tedporarily retains the 5 prograns,

| i ke a communications |ine, a comunications network an a conmuni cati on
systen). For exanple, the prograns may be presented on the bulletin
board of the i.cat nput ers
via the net vvo% [ggé'f'oﬁ@ éoﬁﬁ,ﬁ eﬁg%%&gﬁéi% thggp& 1-eﬂﬁﬁl"%gxecut ed
under the 10 ﬁg’gﬁ&c%‘ﬁa'{‘ﬁ i sen e glegtiopicy
processes, ast as ot her aRpI i.cation prograns. Thus, according
to the present i fAPentheeleckenistic a§$y$gerara0§p@¢m9tm¢lalm7 ehayreterizedin user
termi nal acduthals informati on concerning the collecting terminal for

col l ecting the ekaitkatdeast aneéatectihg éesrmisald4) incfudies plaralipeof coliecting 15 to a
t 0- be- col | ect estngnals(4AMBI4L) vkdch are hibrarbhitalty afrasdadini st toatieh levels

bel ongs, etc. (fhhe ahssturdl piumpe); af fixes the acquired i nf or mation to the

el ectronic t'Cke fEQld DStuts f&ﬂi@ s‘%ﬁr%ﬂe% ier ahe -
service Béﬁ'\’éa?\ sf P’su : oing, the

el ectronic &%r g
i nformation a]s \% %&?@8 ?@{ ﬁ‘g’L gﬁ(ﬁ i? rﬁ%b&aal f the
electronic ti€ l??p actions
such as steal ?rFQ ep mansyfag numg ?FW ich sehvesas Oﬂ
reference to t heepahef pdhileyvel sollesting tesminals (4B)docated bhar ntthd&\éﬂl in
d ai s 15 hierarchi(nds emnatoral autribek givesyast 2 ek a-dq tirsludesimeans forpr i si ng:
at | east one uaffixing anm-thabvéiZprminatiD sbde ifentifyire) eadh salt a-thilevelt ;
at | east one ggNadtirg termmaqitdlmet &l nlohbybag Menber stipplledfidfph With 5
said at |east 8H§s§éﬁd g 'levé%%ée ting te mﬁaai loeatsd :ﬁ'arﬁ@xe‘if-ﬁw 1 1 N
whi ch the el egfranl apiohey ste%lrlﬂftﬁ f cﬁcfhemoney bag number having the
-20 n-th level termmal ID code affixed thereto to a corresponding (n+1)-th
collécting terminal located in an (n+1)-level in hierarchy as an n-th level
terminal collection money bag number assigned to each said n-th level
collecting terminal, together with the collecting terminal ID code;
each of m-th level collecting terminals (4A) located in an m-th level in
25 hierarchy includes means for affixing an m-th level terminal ID code
identifying each said m-th level collecting terminal to the collection money
bag number supplied from a corresponding (m—1)-th level collecting
terminal located in an (m-1)-th level in hierarchy, and for storing as the
money bag number the collection money bag number having the m-th level
30 terminal ID code affixed thereto, and for supplying the coliecting terminal ID
code to said at least one service providing terminal;
each said n-th level collecting terminal (4B) further includes means for
collecting from said corresponding (n+1)-th collecting terminal the
electronic tickets with digital signatures including the n-th level terminal
35 collection money bag number after said m-th level collecting terminals have
received the electronic tickets from said at least one service providing
terminal, and for sending the collected electronic tickets to said
corresponding (n—1)-th level collecting terminal; and
the first level collecting terminal (4C) collects from the second level
40 collecting terminals the electronic tickets with digital signatures including -
the collection money bag number which the first level collectlng terminal
has sent to the second level collecting terminals.
11. The electronic ticket system according to claim 5, characterized in
that said request information sending means (3) of said at least one service
45 providing terminal further includes means for generating the request
information by applying one-way hash functions to information which
contains the collecting terminal ID code and the money bag humber.
12. The electronic ticket system according to claim 6, characterized in
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col l ecting, omddis @)fotdHuekingtwitdthesthedite infomationg includseih mensy nal s,
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electronic tickets sent from said user terminals include no electronic tickets
identical with the electronic tickets stored in said storage means.
16. An electronic ticket system characterized by comprising:
35 user terminals (2) which store electronic tickets;
at least one service prowdmg terminal (3) for performing deals with said
user terminals; and
at least one collecting terminal (4) for collecting the electronic tlckets
after used for the deals;
40 characterized in that said at least one service providing termlnal
includes request information sending means (3) for sending request |
information, containing a coliecting terminal ID code which identifies said at
least one collecting terminal, to said user terminals in response to deahng
requests therefrom,
45 each of said user terminals includes signature generating means (2) for
generating a digital signature containing the request information sent from
said at least one service providing terminal, and ticket sending means (2)
for affixing the signature generated by said signature generating means to
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36 collecting termnal |1D code cont ained in said d| g| tal signatures.
3. The electronic ticket system according to claim 2,
that said at |east one collecting term nal includes s ”"ﬂ) for
b

supplying the collecting termnal ID codqgand t he m)ney g 'nurtbers te
said at |east one service providing term nal. 4. The electronic
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provi di ng t er seitedtdeagigressdecting teminaldas eolliectad kefore. arranged in

first to mth | ed8l sThewelestranicdicketsystemizecprdingto claimh 2 shergetenzediiny of
service prows thatedohrofisaid asertetringls (220) inskidesce provi ding term nal
(50 located i n Tahele ¢dra(7) @nih storeki n@dstione afein dlestrorigiticket afida
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froma cor ipevptenkeHigr use in penearatisg & dlgéa‘\ﬁlﬁ@atyf%\ﬁﬂﬂi ng termnal | ocated
in an (n-1)- 35 nhedrsv(@,2D)fonisendingtthe elaatronigiicket tirough utilizationefy nurber
havi ng the 6 tikformati@y storé¢dimsaidllCldard.ode .assi gned thereto to a
correspondi ng (ngb) -THe élegtbnic ticker systemptcewrding ¢o talmid) ehatanterized inn an
(n+ 1)-level iggthierarchy as an n-th | evel term nal noney bag nunber

assi gned to eachqgy é’leEfr&ﬁ'ic' Eﬂ ﬁﬁﬁ'fﬁﬁher cAthPisel 9 idsBiify ©amind fsret her

each of mth [fevel service

vmthtjhe c?llﬁﬁcsyé@ ©
rovidin oca ncl udes
Pequest |gnf (Fmat |38Pf’ %é;hﬁ %‘Q Badé?\‘%rwgﬂﬁ? }tfoe'Jr m nal 1D
code identifyiely "é'ﬁel?o %‘F rqrg\(\:, Q/?%’ ssugg 15 r m. naI to the
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21. The electronic ticket system accordlng to claim 7, charactenzed in
that:
said electronic ticket system further compnses an lssumg terminal for
issuing electronic tickets;
40 said at least one collecting terminal includes returning means (4) for
returning collected electronic tickets to said issuing terminal; and
said issuing terminal includes issuing storage means (1) for storing
information pertaining to the issued electronic tickets, and ticket
discriminating means (1) for discriminating whether the electronic tickets
45 returned from said returning means are proper.
22. The electronic ticket system according to claim 2, characterized in
that the electronic tickets have a monetary value. :
23. The electronic ticket system according to claim 7, characterized in
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money bag nunber 28ugbCPBRCting gmginal ( g Nge r?'q_"t')onf‘h
col l ecting teﬁlﬁcﬁlﬁﬂnm tiekatsystam mlqlhcqmpuws | evel in hi erarchy, and f or
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| D code affixed tahbyast oneseavice prexdgiogdeminah(®) for perksming dealsiwith saidni nal
| ocat ed in anugsrfermihaledly usingtter electyniasicketsp-th | evel t er m nal
col | ection noney chathdleiRal inrthat Salddollectrctermial intiuded evel col l ecting
termnal, toget hgipbiYhdg RidaRsi(4briSBpPNIRY a bHISEHG terminal ID code which
30 identifies said collecting terminal to said at least one service provndmg
terminal,
generating means (4) for generatmg, in accordance with a
predetermined rule, a money bag number which serves as collection 1D
information, _
35 storage management means (4) for storing and managing the money
bag number generated by said generating means,
collecting means (4) for collecting the electronic tickets after used for
the deals from said at least one service providing terminal (3), '
money bag number checking means (4) for checking, by reference to
40 information stored in said storage management means, whether money
bag numbers contained in digital signatures affixed to the electronic tickets
collected by said collecting means are identical with the money bag number
generated by said generating means and have not been used before, and
ticket checking means (4) for checking whether the electronic tickets
45 collected by said collecting means include no identical electronic tickets.
26. A collecting terminal (4) for collecting used electronic tickets in an
electronic ticket system which comprises:
user terminals (2) which store electronic tickets; and

_E).
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30 received from said user terminals, electronic tickets with digital signatures
containing identical money bag numbers, and for sending the collected
electronic tickets to said at least one collecting terminal which is identified
by the collecting terminal ID code contained in the digital signatures affixed
to the collected electronic tickets.

35 30. The service providing terminal according to claim 29, further
including receiving means (3) for receiving from said at least one collecting
terminal the collecting terminal ID code identifying said at leastone -
collecting terminal.

31. A service providing terminal (3) for performing deals with user’

40 terminals by using electronic tickets in an electronic ticket system which

comprises: _

said user terminals (2) which store the electronic tickets; and

at least one collecting terminal (4) for collecting the electronic tickets
after used for the deals;

45 characterized in that said at least one service providing terminal
includes

receiving means (3) for receiving from said at least one collecting
terminal a collecting terminal ID code which identifies said at least one
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col | ecting tewws% des noney bag 45 nunber checki ng nmeans (4)
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rule, and ticket ueaéénzkatgsmﬁ:;me@m&a)afﬂwn@em ﬁéthﬂéctﬂ)@@ﬁ'P@iﬁc tickets
col | ect ed atfdresmived from said disar téroanals,celectsenic ticketsrwith digitgl signatures!

i ncl ude _ contaiiting dderiticabimosleg tagaminsberscard or sending the collgctethe
el ectroni c ti gleRitronustickstats sdidi=n fedst ohbaolledting-teamired] evhicteid identified
that: by the cofedlingf tehfital IDREdE ebMishfedindthedigital sjraturak affixed

includes a plylg &Ml ed electronic tRREN. ce providing term nals (5A, 5B, 50)

whi ch are Oerarg ﬁl@éﬁ%@ t |nal for pkl &318 Withqigks (mis a
nat ur al nugéo cf? P rr%;od ! S‘g&
ter m'hnal S, Firpg??lg Siag e Cé'@ Cr[ﬂ ipri %\?8 ﬁ%tdggﬁsgt&ﬁ I ocat ed
in the first hi erarc des uppl yin
second | evel ser $akkU 59;r€irnﬁ f@”@&%‘@@t"?wcttwsegs and " Zecg’ndt °
| evel in hierarchyleashe nﬁ@ﬁﬂWﬂ'&ﬂj%ﬂ!ﬁ?éH)d@ﬁ@@“ﬂ@ﬂQﬂ%mpﬂme s
with the ru2&aftdaeused for thetdealsie predeternmined rule of said at |east one
15 col | ecti ng t echarssterizetdntthat saitl laé lsaishgne sendica pravitling dermingpl i ed from
said at -~ include®st one coI | ecting term nal; each of n-th
l'evel service preyddiiRg rhgamd (B)lfer r@'éBMrig)ﬁv@mEébld at Rasbohd collecting | evel in
hierarchy (n k§r@nsrbWdibofi fmr%l‘!@'l:oﬂé it identifiel 8afd atTedst drec! udes
means for a:j’J 'céil&glr@nteﬂn ,.E“ I"evel termnal 1D code i1dentifying each said
-th request information sending means (3) for sending request information

to said user terminals in response to dealing requests therefrom, said

request information containing the collecting termmal ID code received from

said at least one collecting terminal,

35 ticket receiving means (3) for receiving electronic tickets having dlgltal
signatures assigned thereto from said user terminals, said digital signatures
containing the request information sent from said request information

. sending means, and
used ticket sending means (3) for sending the electronic tickets

40 received from said user terminals to said at least one collecting terminal
which is identified by the collecting terminal ID code contained in the digital
signatures affixed to the received electronic tickets.

33. The service providing terminal according to claim 29, characterized
in that the electronic tickets have a monetary value.

45 34. The service providing terminal according to claim 31, characterized
in that the electronic tickets have a monetary value.

35. A user terminal (2) for performing a deal with at least one service
providing terminal in an electronic ticket system which comprises:



20 | evel service provi di ng term nal to the money bag n vt oma
corresponding (n-1 )-th level service providing term n$ Bumr.”m &gi

(n-1)- th level in hierarchy, and for supplying t

nunber having the n- ~ th level teé6nminal ID code affixed thereto to
a corresponding (n+l)-th service ~  providing termnal located in an
(n+l )-level in hierarchy as an n- th | evel 25 ternmi nal noney bag
number assigned to@ag a%%ﬁe%e mtdl féfhﬂ’f?al( for erfoﬁﬁiﬁg'tﬁéaaan
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an mth IeveI q =|dejat|f¥| n?m e‘ch said mth | evel service

30 providingdterrf actpazg B" 3! GRS ed from a correspondi ng

(m1)-th level srgque%tdnfﬂrmatlanmgcwnmm%ans (@2 fargequesting and receiMing | evel in
hi erarchy, thaeqbgstjaformationgcentaiminga collegtingderminal IDheeds/ andig momsyer

assi gned to edsdy swinbemftom Iseicat lsastoreesgivice iptovidingderminal befaredthieor

suppl yi ng r equfs, $4idl ebh@dtingtenhinah|D sode itmtifyiey sailllat tddstonk eohédting | D

35 code and1éfténawa¢b VRHICHTHE ¥ e BReNiB HitkeY afte? USBA oI theaied] Isx8bel erminal s in
response to a e'algahﬁ ?ds @?rb% rﬂmlbe as colleERNIDPRFSHnAtibA, | evel
service pr OVI fﬁ% g a digital s@ﬁﬁtﬂ?e or

ot i o fe??ﬁ ammet%aréﬁ{?% "av@% ﬁ Shiadgaiad THRETRIR | net udi ng

t he - 40 n-"ef nunber after sai ] evel
service 15 ﬁksmncﬁ gmaﬁ%%ﬁ%n g?q ﬂgﬂé@'rﬂgﬁﬂ§rﬁgﬁﬁy§ﬁpd user
termnals, andigngture generatmgéma otthe e&eqtnwaweét%beuéﬁd forithedeal to

sai d cor r esporatidipr sending-the elwmmc ticket with the geneeated signaturg to saidiatal ; and
the first | evdeastans servipegrodiding teeminahal (5C) further includes neans for
45 col | ecting fr @B.t Raisee earntindlq2forpeiformingn dealdvitipat least oved service

el ectronic o9 provudnndte@ﬂfﬁ’ieﬂ iV h blsbt@niciickelt SPStbhT Which tomfsHised: t he money bag
nunber whi ch the g d at Ieast Bhé%br\}lé‘é/ﬁlo %i éfrﬁurpeﬂg?) fég}%@rfbﬁgl%riﬁé dege sent

to the second v{" for sending

si
col et ng Sr i %E i ’W%’ﬁ8"e°<§ﬁ"9é"8?%i%&'t%g‘§’rﬁ°2§f D

code containe ture afflxe o the collected
el ectronic gcten ed in thaigal Zﬁrgﬁ'ﬂ? d’Pﬁ’E % cket s dst em accor di ng
to claim 7, char d@ﬂb!%tz@ﬁ)rm@t'oa reegiving means (2) &gfirgquest !rkga%ﬁ/ WeENVEY | ecting
termnal (4) irequestdsfarmationgontaining acenliesting tegminal doedadrom said atB, 40)
whi ch ar e hi erleasttoreaséryicerpranigiing ienmirial befare the déeal aaldlaollectnr(mhermlrml
natural nunbenp;code identifyingssaid atletstbhé Yoléctingl terninahpy Wwhichi thel s, a first
level col | eghidlectiéHiBtioRbt dbrueeatisithenidafs fol bestolleeer, i n hi erarchy
includes nmeans f Qligs4ORd YeAdratih§ means (2) for generating a digital signature -
contammg the request information received by said request information
receiving means, and
ticket sending means (2) for affixing the signature generated by said
35 signature generating means to the electronic ticket to be used for the deal,
and for sending the electronic ticket with the generated signature to said at
least one service providing terminal.
37. The user terminal (2,2D) according to claim 35, further including:
an IC card (7) which stores at least one of the electronic ticket and a
40 private key for use in generating the digital signature; and’
means (2,2D) for sending the electronlc ticket through utlllzatlon of-
information stored in said |IC card.
38. The user terminal (2,2D) according to claim 36, further including: -
an IC card (7) which stores at least one of the electronic ticket and a
45 private key for use in generating the digital signature; and
means (2,2D) for sending the electronic ticket through utilization of
information stored in said IC card.
39. An electronic ticket collecting method for collecting electronic
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term nal 35 celéatoniotickatsiey bag nunber after ‘said mth |evel collecting

term hal s have 40 €k gledtrohie ticketdalleofimg miethaxt acdardimgdaiothiont39,east one

servi ce pr oy ¢hBeacterizery By further @ofhprisingsendi ng the col [ ected el ect ronic

tickets to said asurpwuﬁgléfétﬂw)@fémpﬂym tthe beN&iting@ldenieyilDEoteramdtak; and

the first level ggu%&m&a&émé&é@ n Yeiig providiiy daenspberfe | evel 40
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11. The el e€? €S8R q{n?q Ek ﬁg;} 8 ? nlq: g%qt 9ed in
that said reqdaigdat ﬁﬁ%‘r?ﬂﬁ £ %‘Bﬂd”ﬂﬁ ch@é

one
service 45 pr oUmheTGUPBHiad hwsafdﬁtmpéymg ﬁtﬁnﬁf& ﬂ\é%ﬂ@ % g the
request | nfeodreneckingbyhetppr thergleetreniodigketa sant taaid @hb&sbonﬂf ormat i on
whi ch cont abhectingeagendydocludg noddentical electronigdickats. t he noney bag nunber.
12. The el egg r oni4d. t Thiedectsosticticket colletiting methot @iccosling taaclaim 86j zed i n
41 =~ that <shbfhdtessin thaf:or mati on sending nmeans (3) of said at |east
one service said at least one service providing agency (5) includes a plurality of
service providing terminals (5A,5B,5C) which are hierarchically arranged in
first to m-th levels (m is a natural number); .
35 said sending step (5) includes steps of -
supplying the collectlng agency ID code and the money bag
number, from a first level service providing terminal located in the first level
in hierarchy to second level service providing terminals located in the
second level in hierarchy among said plurality of service providing
40 terminals,
in each of n-th Ievel service provndlng terminals located in an n-th
level in hierarchy (nis a natural number given as 2 < n < m-1), affixing an
n-th level terminal ID code identifying each said n-th level service providing
terminal to the money bag number supplied from a corresponding (n—1)-th -
45 level service providing terminal located in an (n—1)-th level in hierarchy, and
supplying the money bag number having the n-th level terminal ID code
affixed thereto to a corresponding (n+1)-th service providing terminal
located in an (n+1)-level in hierarchy as an n-th level terminal money bag

col l ecting term
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whet her the tICH'E%SRéﬁ%Hg —Fyt gg?lr% F qgrmlgaf@ﬂe (?Jﬁ“fsth ontained in
digital signatures 3 he & eye ?@’V@P@J?Y t‘? 5' g sai d user
ternminals, 3p&scenddeval servigq prayiding gnict dgi?a doubl e
use checking reignaiures)inelydingHbenong W\Wﬁﬁﬁ%mbﬁﬁé’hlc @Ieé"!f "i"SM?'csecrY'EQets sent
from sai d useprowddingiersinahbassenhio t866@§®m’1|€t}/eﬂ pewigesprovidingterminals.ni t h

t he el ectroni andi sereling theocalltctad alactionic tickefs tansaitkat least one adllecting

el ectroni c ti cigehcywtiiehriscidentifiedeby theccdilectimgrpgescntd céde contained indhei nal s
(2) which sporggifd 8fjrizhives dffiedteiothe collected @ledtrimid tickets.ser vi ce provi di ng

termnal (3) for gger ﬁ)é@le@&oﬁ%étlcke%dliécﬁﬁg thethod 8Eordirigrio@hi 3end
at | east one G (4) for collectlng the electronic tickets

after used for collsthfg & teﬁ{: bilabYatpigadifl Sfcdigdig one
e oo g éﬁ%&@ o “e%“e?eo R L g

code whi ch Qi 1S4 E@t”é%hr&' mber), | ¢ st one collecting termnal, to said
user terminals isaitgwRplviagster ) inclydes stepg st s therefrom 45 each of
said user termnals aun@lm§rom gritistuevel gollesting tegminal lacated irrthe first
generating a dewlimhiesatahyttarsecondhievehcollpcting tersgjnalstlocated iniha sgrosdnt from
said at | east loval iis dierahymmoengisaid plunalityraficolleeting tetwinals,encoliegtingans (2)
for affixi ngstigeninabiBtode whicteidehtfibsitheSastdeselguiieating teeminalanda@ neans to
collection money bag number which serves as collection 1D information,
in each of n-th level collecting terminals located in an n-th level in
hierarchy (n is a natural number given as 2 < n < m-1), affixing an n-th level
terminal ID code identifying each said n-th level collecting terminal to the
40 collection money bag number supplied from a corresponding (n-1)-th level
collecting terminal located in an (n—1)-th level in hierarchy, and supplying
the collection money bag number having the n-th level terminal ID code
affixed thereto to a corresponding (n+1)-th collecting terminal located in an
(n+1)-level in hierarchy as an n-th level terminal collection money bag
45 number assigned to each said n-th level collecting terminal, together with
the collecting terminal ID code, and
in each of m-th level collecting terminals located in an m-th level in
hierarchy, affixing an m-th level terminal ID code identifying each said m-th
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according to cl aisaidelectraniadicket callgciing methadfurihes kooprises stapsddt) okr ni nal s
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tsnhgnat Ere i ba Hﬁﬁib%r? §a|dfdafre§ iRG (AP0 LMY Rerinirdiet .
ol regtjgon:ﬂc' t: +h Ievé] c% E | J&e%él\/éd'tﬁe%?éc@ron?@tlcketsl9t The
each of said C ésqﬁfé ga 5% n%cl? Q d serl ﬂ{]‘ﬁ%é@ éfé{:t/[?m\%hach
stores at Ieaé‘f’ %tﬁetoéra' poree veg‘ﬁlegtmg g for use in
generating a mgl t alin heyhat lavel © Iﬁgtmg termingjy 5@! % é It he

el ectroni c 15 colecting teaminals the elaetrenic Yekets witky digitalst tEEQ?r'BgU RWIdsaid I C

card. e cohectisnemoney bag nuotber vdhich the firstlevel eallecting tasminal
charact eri zed has senttdittie second levelaotleatingcterroimats.t i cket system f urt her .
conprises an i ssu3gAh elgttronic ticket collectingimathed éartcollecting elektropic 30 sai d
at | east one GRkb&CAftdtlisedI o 88als 'lrﬂé'syél%‘ﬁn mtdwmﬁwmmemda@ by asing
returning cgj 'tﬁéte?éi:t i léé‘i'écchfa\- Zod 15y &@hgrisipgui ng termnal ; and

sai d i ssui ng terrg ot Pl PEeeg Spnt )Dt;eaemﬂ.wg

f
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35 returned fr 2lsy

ans a
ticket system acc,%g%n?f tipg SEqpa@%”gge%Wé f“emg _4PPg "umt{q{é{‘fh'crpge'%egcgglogl :
el ectronic 29 cﬁ§e¢0l§9§9@mﬂmf9[rﬁéﬁ'°'b'6 cgvith 8 predeterpined.
i ssui ng el ect roniasendirgstep @) of ge@%mtjnata meagy bag aumler de i g? tl%ﬁ% nal
i ncl udes r et uroriengemvizarproyiding agency in eccerdange withi aaile idestisahwighihe ti cket s
to said i ssui ngetietemnirdd rubmemployed in said generating step, and sending request
_ information, which contains the generated money bag number and the
30 collecting agency ID code supplied by said supplying step, to users in
response to dealing requests therefrom; .
a ticket sending step (2) of receiving the request information sent by
said sending step, generating digital signatures containing thé request
information, affixing the generated signatures to the electronic tickets to be
35 used for deals, and sending the electronic tickets with the generated
signatures to said at least one service providing agency; and
a ticket collecting step (3) of collecting, of the electronic tickets sent by
said ticket sending step, electronic tickets with digital signatures containing
identical money bag numbers, and sending the collected electronic tickets
40 to said at least one collecting agency which is identified by the collecting
agency ID code contained in the dlgltal signatures affixed to the collected
electronic tickets.
44, The electronic ticket collectmg method according to claim 43
characterized by further comprising:
45 a-checking step (4) of checking, in said at least one collecting agency,
whether the money bag numbers contained in the digital sugnatures affixed
to the electronic tickets collected from said at least one service providing
agency are identical with the money bag number generated by said
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terminal (3) frumper assignedytodeashssaid nihdevel serviegprovidin igalpy u5| ng the
el ectroni ¢ ti clogether with the collecting agencydDicedehandsai d coI | ecting term nal
includes 25 supphygach ofeadtisleyd) sdrvice pupyidipgrigrrainats logatedrig anenithnal 1D
code whi ch 30 jederihiHierasctqifixig arent-ihigveldeminal ID codaidendifyingeach one
service provi difl§ m-th le¥elsé&@lce providing teafiabtd the meneys bag hutbergener at'i ng,
In accordance ¥ddiiel from a corresponding (m—1)-th level service providing terminal
' located in an (m-1)-th level in hierarchy, thereby generating an m-th level
30 terminal money bag number assigned to each said m-th level service
providing terminal, and supplying request information which includes the _
collectlng agency ID code and the generated money bag number to one of
users in response to a dealing request therefrom; and
said ticket collecting step (5) includes steps of
35 in each said n-th level service providing terminal, collecting from
said corresponding (n+1)-th level service providing terminal the electronic
tickets with digital signatures including the n-th level terminal money bag
number after said m-th level service providing terminals have performed
deals with the users, and sending the collected electronic tickets to said
40 corresponding (n—1)-th level service providing terminal, and
in the first level service providing terminal, collecting from the
second level service providing terminals the electronic tickets with digital .
signatures including the money bag number which the first level service
providing terminal has sent to the second level service providing terminals,
45 and sending the collected electronic tickets to said at least one collecting
agency which. is identified by the collecting agency ID code contained in the
digital signatures affixed to the collected electronic tickets.
46. The electronic ticket collecting method accordlng to claim 43,



predeterm ned rule, a noney bag number which serves as ion 1D
I nformati on, 35 st orage nmanagenent neans (4) for st m&n k”,"’ﬂm
t he nmoney bag nunber generated by said generating nea "H"F

col l ecting means (4) for collecting the @l ectronic tickets af t er™ used *f or
the deals fromsaid at | east one service providing termnal (3),

money bag nunber checking neans (4) for checking, by reference to 40

i nformation sém,ggtérﬁeaqhmgtorage managenment neans, whether noney bag
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Y o ck ethe the electronic tickets 45
col | ected by sa|§? (ﬁu et‘?e‘gﬁ 954%5\3{] {;l dent i tickets.

ectro
26. A col | ecting teSYRRENY( 9"?%?55&\1‘%5‘9‘% ngd %H"'QPE@’F %ﬁil @ ﬁ(@it in an
el ectroni c tilevetindyierasahytn secanshigye g@yectlng terminala joqateqrinthesecond whi ch
store el ectr olivel ini ikrrehy ambng said plurality of collectingteemsinals, @ eolecting:
provi di ng t er grmialfiDregder whichiidentifiesitise Virst evedicdllectingsterminat andhal s by

;JZ 'r %gn; |he| ﬁ'é)leéélféb'ﬁbﬁ rhbl&Ebag number whidtRs@wes rdszsafietction IDinfermationp! | ect i ng

' h 604 ﬁfévbﬂ@olfé‘%ﬂﬁétérf‘rhnél%ﬂo@éibb%bhﬂﬂthﬂb@el&heCtronl c
Ito'rgbieéisngf:g:h%gr%hc%ﬁl ér{'atfﬁra |5l 8 < 'n‘?—"?‘ﬂt Hltﬁﬁavel |
whet her the e{gé rl’%H co[qe lggpgfyng %} rlgvésig,?)gé {irﬁﬁna@

i ncl ude no i dePHactian rapReY PagnuMbersupplie rorr a coiyes

accordi ng t16 coligatingderroinat lesatad inan (nritatevel 'Q'HG’%FQY:-tarQS}rﬁLtPPM e'? ;mhgsle
a nonetary vathescolls@tion nadneyTbag ouimbet haviggitbe m-thdpveldetniorhly eede| ai m 25,
char act er i zedaffixetilthéreto té beostespondingdn1 sthecallecting terminaldocated imane.

29. A ser Vi ce(proMb@bIng higrardHieds & nh-thdevelteinmipaliesllestion hioneydrag
termnals by H§iiheraksigheatb@ach@aft f-th Iév%'l‘c@lléi*ﬁhb%trﬁmbl edgdthemwitiem whi ch

conpri ses: élost iHa 86 ém‘d@é@e “which store the el ectronl c tickets;
SO, i s T

that said at ? Q{g use ﬁ@ . RQF 'dent\fwf%%%ems r?"ecﬂrleguest
i nformation slavel rellerling e(rgy'la{

r} "8¥t from
cont ai ni ng a 8soreEsSPPAginddinhah ‘P\@' @SUI%C 2] t@H“lr@é ‘?‘EE‘ Y 'B'thhl east one
col | ecti ng 25teviehinl hierarchy nandbgtorning asitheenongy kag sumbes thescaligcliert i on 1D
i nformation, hwrsy bhgirembee havinglthe mth Myabtﬁ)seode)aﬁe@mthgretm@mg S
supplying the collecting terminal ID code to said at least one service
providing agency; and
said electronic ticket collecting method further comprises steps (4) of

30 in each said n-th level collecting terminal, collecting the electronic
tickets with digital signatures including the n-th level terminal collection
money bag number from said corresponding (n+1)-th collecting terminal
after said m-th level collecting terminals have received the electronic tickets
collected by said ticket collecting step, and sending the collected electronic

35 tickets to said corresponding (n—1)-th level collecting terminal, and

in the first level collecting terminal, collecting from the second level
collecting terminals the electronic tickets with digital signatures including
the collection money bag number which the first level collecting terminal
has sent to the second level collecting terminals.

40 47. An electronic ticket collecting method for collecting used electronic
tickets in a system, characterized by comprising:

- a sending step (3) of sending request information, which contains a
collectlng agency |D code identifying at least one collecting agency, to
_users in response to dealing requests therefrom;

45 a ticket sending step (2) of receiving the request information sent by
said sending step, generating digital signatures containing the request
information, affixing the generated signatures to electronic tickets to be
used, and sending the electronic tickets with the generated signatures to



t‘here’fro'm 25 ticket receiving neans (3) for receivingetectronmT

tickets having digital signatures assigned thereto from sai

termnals, said digital signatures - containing the rtm‘mmmm’ﬁﬂﬁﬁ“uﬂn
sent fromsaid request information  segging nmeans, a ity cket
sendi ng neans (3) for collecting, of the electronic tickets 30 received

.fromsaid user termnals, electronic tickets with digital signatures

cont ai ning identical noney bag nunbers, and for sending the collected

el ectronic ti §R@t%t|963%%%3%'qeé§§¥'dmgeaﬂﬁf]°yé€?¢ ng termnal which is

i dentified by attieket ovllestingisien 63)f sallegtinge etitheipetronietickets saBt by gi t al
si gnat ur es af Saidditket sendingestep)| ¢lectranic ticksts withidigital signaturessontairiog The
servi ce provi {{endicaemonegibaganmmbiersgand sehdingti?® colleotedh electronicrticketsi ng
recei vi ng mepgps shid atli@ast'dieceolicdting bgshepwHichtis iderified by the coketingg

term nal the cabhecimRedbontdiféd INthefigitd! SRyMakdrss B9l td thé cbiRfiéd one

collecting tet service providing termnal (3) for

perform ng deals \é/lnéﬂi%ket?' 3'1itﬁ€g? | |IP nié?h&? LS a8 ity £KEL S in an
el ectronic tic e#i%r eeﬁfﬁ“ﬁ'@[&f’ c%‘%fkéf;%s: a .sa.9§ JSer férrri nals (2)

whi ch store t RBAEAGEH pﬁpr? * . at, lLeast one collectin
termnal (410 f or adigketeheeling stenddd of phpgking, i"&ﬁ@'@?t?ea%'ﬂn&rFoﬁggH‘q or '? he
‘deal s; 45 egeney.iwhethenthemeleptionis dicketsisent Ry saig-icket gnding stapyi di ng
t er mi nal i indludiepo identical elestroniciligketsans (3) for receiving fromsaid at
| east one col | ec¥ONE recdrding madiuan bavihg progrgmiseendnded thereimdaidvhi ch
i dentifies saipfogramsbsingregadable by a computer and making said computer _
45 ~col {£¢linddnt £ HicBRécting terminal BN séteROWRRADNBHsekor generating a
nmoney bag number aB} tdiminals HHES sife eRictBhicitRRetd? i nformation, in _
accordance Wi th g jdief ohdeiied broVidifg ternﬂn&%?béﬁ?ﬁﬁrr}g‘&eﬁls“wm gygd in said
at least one gq [als .bY; ﬂit e el ctroni&ﬁgktﬂglaﬁd‘ ormation sending means
(3) for sendi Hae %ﬁl. f% t‘| {a sal g K a% | ggponse
to dealing requeSPE SRIGCUNG darmingyigr colle;c@aggg? eté%ﬁ@p@c?‘gﬁs fger{t%eﬁi ﬁg the .
col l ecting 203?'9@ H8RISi D code received from  said at |east one. collecting
termnal and t he cherasfenzef inthptsaigd regramsymakes,said compiiaeiuaction@seans, 10
ti cket receiving nesbpplyBlg means é4)fousupplying& eQllecting teningl IRLAdRy di gi t al
si gnat ur es assihicke ilaritifies said callectiag termimal andrarinoaiey baganumbrrgvhieh
signatures  sepfgsagitolipdtioa |Ddafoesiatiomtosaidtat deast ene service peovidingquest
i nf or mati ongs tem@iRdl, Ny Means, and used ticket sending neans (3) for
col I ecting, .of the %i&‘abé%éﬁa driéitrfiedis (49561 t6find BATMANAbInGEHe t er minal s,
el ectronic tigkelsy Bhd Aufibdr'sibpféPREMmAis supplying means to said at least
one service providing terminal, : '
collecting means (4) for collecting the electronic tickets after used
30 for the deals from said at least one service providing terminal,
‘'money bag number checking means (4) for checking, by reference -
to information stored in said storage management means, whether money
bag numbers contained in digital signatures affixed to the electronic tickets
collected by said collecting means are identical with the money bag number
35 supplied to said at least one service providing terminal and have not been
used before, and . '
ticket checking means (4) for checking whether the electronic
‘tickets collected by said collecting means include no identical electronic
tickets. _ : :
40 50. A recording medium having programs recorded therein, said
programs being readable by a computer and making said computer
function as a collecting terminal in a system which comprises:
user terminals which store electronic tickets; '
at least one service providing terminal for performing deals with said
45 user terminals by using the electronic tickets; and
said collecting terminal for collecting the electronic tickets after used for
the deals; _ '
characterized in that said programs makes said computer function as
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provi di ng terthendgalaccording to claim?29, characterized in that the
el ectronic ti ckethafagterizedinieatsaid psdgrrams4’5akes 8did coineputer functiompasvi di ng
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receiving  collected by said collecting means are |dent|cal with the money bag number

generated by said storage management means and have not been used

before, and

30 ticket checking means (4) for checking whether the electronic
tickets collected by said coilectlng means include no identical electronic
tickets.

52. A recording medium having programs recorded therein, said
programs being readable by a computer and making said computer
35 function as a service providing terminal in a system which comprises:
user terminals which store electronic tickets; '
said service providing terminal for performing deals with said user
terminals by using the electronic tickets; and
at least one collecting terminal for collecting the electronic tickets after
40 used for the deals;
characterized in that said programs makes said computer functron as
request information sending means (3) for sending request
information, which contains a collecting terminal ID code identifying said at
least one collecting terminal and a money bag number serving as collection -
45 1D information, to said user terminals,
ticket receiving means (3) for receiving, from said user terminals,
electronic tickets with digital signatures containing the request information
sent from said request information sending means, and
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54. A recording medium having programs recorded therein, said
programs being readable by a computer and making said computer
35 function as a user terminal in a system which comprises:
at least one service providing terminal for performing deals by using the
electronic tickets; and
at least one collecting terminal for collecting the electronic tickets after
used for the deals;
40 characterized in that said programs makes said computer function as
request information receiving means (2) for requesting and
receiving request information, which contains a collecting terminal ID code
- and money bag number serving as collection ID information, from said at
least one service providing terminal before the deals, the collecting terminal
" 45 D code identifying said at least one collecting terminal by which the
electronic tickets after used for the deals are to be collected,
signature generating means (2) for generating digital signatures
containing the request information received by said request information



47 " tickets used in an electronic ticket system characterized
conpri si ng: a request information sending step (3) I“ﬂmml q‘i “‘n
at | east one service providing agency to users, reque “

contai ning a noney bag nunmber which serves as cot I ecti oh IT)lnfornatlon

and a collecting 5 agency ID code which identifies at '1east one collecting
agency, in response to dealing requesss fromthe users; a ticket

sending step (2) of receiving the request information sent by sai d

request .informati on sendi ng step, generating digital signatures
‘cont ai ni ng the r.eguest inf tion, aff|X|ng t he generated S|gnatures to
the 10 el ect FSﬁ?'X‘?\ﬂ%‘E@ é)'ﬁ)ém aI s apd sendl ect ronic

tickets wi t h ticke Eri re| Q?fag Oq{@f ice
provi di ng ag&igiature gawatmg mear@ tPltBR e‘&'@”l"'e@@ tabgys €col | ecti ng,
of the el ect dwals; andfosisendiagttheglectropig tickets with tb%léﬂﬁ@"%@ sjgnatyrest r oni ¢
tickets wi th tdisgid at legsboné sepsceprovidimg teymdrtali dent i cal noney bag nunbers,
and sending the collected electronic tickets to said at | east one
col l ecting agency which is identified by the collecting: agency | D code
contained in the digital signatures affixed to the collected el ectronic
tickets. 40. The electronic ticket collecting nmethod according to
claim39, 20 characterized by further conpri sing: a supplying step
(4) of supplying the collecting agency ID code and the noney bag nunber
to said at | east one service providing agency before sai d request

i nformati on sendi ng step; a checking step (4) of checking whet her

t he noney bag numbers, 25 contained in the digital signatures affixed to
the electronic tickets sent to said at |east one collecting agency, are
i dentical with the noney bag nunber supplied by said supplying step and
have not been used before, and checki ng whether the electronic tickets
sent to said at | east one col | ecting agency include no identical

el ectronic tickets. 30 41. The electronic ticket collecting nethod
according to claim 39, characterized in that: said at | east one
service providing agency (5) includes a plurality of servi ce providing
term nal s (5A 5B,5C which are hierarchically arranged in first to mth
|l evel s (mis a natural nunber); 35 . said sending step (5) includes steps
of supplying the collecting agency ID code and the noney bag
nunber, froma first |evel service providing termnal |ocated in the first
| evel in hierarchy to second | evel service providing term nals |ocated
in the second 1l evel in hierarchy anong said plurality of service

provi ding 40 term nal s, in each of n-th |evel service providing
termnals located in an n-th | evel in hierarchy (n is a natural nunber
given as 2 [err] n [err] m1l), affixing an n-th level termnal |D code
identifying each said n-th | evel service providing termnal to the noney
bag nunber supplied froma corresponding (n-1)-th 45 | evel service
providing termnal located in an (n-1)-th level in hierarchy, and

suppl ying the noney bag nunber having the n-th level termnal |ID code



affixed thereto to a corresponding (n+l )-th service providing term nal

| ocated in an (n+l )-level in hierarchy as an n-th | evel term nal noney bag
48 nunber assigned.to each said n-th |level service providing termnal,
together with the collecting agency ID code, and : in each of mth
| evel service providing termnals located in an mth | evel in hierarchy,
affixing an mth level termnal |D code Q%entlfyl ng each 5 said mth | evel
service providing termnal to the noney bag nunber supplied froma

corresponding (m1 )-th | evel ABSTRACTEOP THRIDISCIDIURE nal | ocated in an
(m1)-th level in hierarchy, thereby generating an mth | evel term nal
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(n+1 )-th | ewsmbes s wiservicp providing weminelr (3). nial respoasectoedesling requedts frioinadset s wi t h
digital si gnéfrrﬁh% (2)Nthe eeiviee pﬁdViGln@1érin|nhle(8)9éent1§rt@‘theajseﬂmyalbéf&) nunber
af ter sai dyddimbeKaihich oHt'afﬁ?tH%r&lféc%gn ehéV fEnf(ld) AR R eg F‘hﬂmber deal s

with the use

cor respond né r?gt}i & tﬁlagc | n§8 Tﬁé ﬁgetrrt Eﬂin%ls c‘r'?glt%f’" d-
the first |evayd grgs?'gq %"' @9. Eeﬁ 8'88 g e ] phplurest second
| evel servi cBlegd; Hl“ﬁ@t"c fse a? F?'B"n ‘i';‘ ttsl"‘ﬂ hesigh ql;esdp % al

si gnat ures | Aevioel pieyiding dermiBA). bEYS ﬁ?D’l‘?@é}fWﬂ*ﬂgéﬂmﬂﬂ%ﬁ)ﬂ whigh has\regeigd, vi ce
provi di ng tetheiusad elealsonicdickets, wolldais thase @legtronis tiskets avhigh dnclude dhe sameg
termnals, moagybaemstibegsuppleddom the celldcting eagency rid)dntoi acgroups (at moneyibdglat | east

one col | ecti gy sendd Yup/bTl eltroric ficlststd fhe edlidetingt dyeneyold).ect i ng agency 1D
code contained | n the 25 digital signatures affixed to the collected

el ectronic tIF@ 42. The electronic ticket collecting nethod
according to Cl ai m 39, characterized.in that: said at | east one

- col lecting agency (4) includes a plurality of collecting termnals
(4A, 4B, 4C) which are hierarchically arranged in first to mth levels 30 (m
is a natural nunber); said supplying step (4) includes steps of

supplying, froma first level collecting termnal located in the first

| evel in hierarchy to second | evel collecting termnals |located in the
second | evel in hierarchy anong said plurality of collecting term nals,
a collecting 35 termnal ID code which identifies the first |evel
collecting termnal and a col | ecti on noney bag nunber which serves as
collection ID information, - in each of n-th level collecting
termnals located in an n-th level in



hierarchy (n is a natural nunber given as 2 [err] n [err] m1l), affixing an
n-th | evel termnal I D code identifying each said n-th |evel collecting
terminal to the 40 collection noney bag. nunber supplied froma
corresponding (n-1)-th | evel collecting termnal ‘located in an (n-1 )-th
| evel in hierarchy, and supplying 1€ &ol | ecti on noney bag nunber having
the n-th level termnal ID code . affixed thereto to a corresponding (n+1
)-th collecting terminal located in an . (n+l )-level in hierarchy as an
n-th level termnal collection noney bag 45 nunber assigned to each said
n-th level collecting termnal, together with the collecting termnal ID
code, and in each of mth level cqllecting termnals |located in
an mth level in hi erarchy, affixing an m | evel term nalzl D code
identifying each said mth | evel 888l | ecting terni@al to the
col l ection money bag nunber supplieldrom g Qorrespondi ng Gn1l)-th

| evel collecting termnal |ocated i n (m1l P—E-t'h | evel m@cr:erarchy

and suppl yi ng the col |l ecti on noney nunber Vi mAk] | evel |ID
code affixed thereto to said at | eas¥@one ser e ncy as the
noney bag nunber, together wit% theS:EI l.ectin er e; and

said electronic ticket collect®Hng nethod furt (4) of
in each said n-th level coll i Ng t-ermdnal,
tickets with digital signatu#s ingluding t ' rmna

coll ection 10 noney bag nunbﬁitﬁro11said (of¢ ' ntl)-th collecting
term nal after said mth ol lpact i1 i A\s hg@ve received the
el ectronic tickets - collec ylsail tig i ng
the collected electronic E? ket, to saiq corresponding (n-1)-th |evel
collecting term nal ? inthelfirst levgl c¢llecting term nal,
collecting fromthggsg 15Toftecting term pal s|the el ectronic
tickets with digital \p i ncl udi ng t he c%slection noney bag
nunber which the firs ol I ecting terninal lhas ¢ent to the second
| evel collecting ' 43. An electroni@lticket collecting

nmet hod for coll ec sE~pni C tickets after ¢d f ﬁB deals in a
system whi ch perf 5 the defls by using 20 the el roni{® tickets,
characterized by pri si ng: : a supplying s (4) |f supplying a

ronic

col l ecting agencygl O &identifying at | east colf¥iecti ng agency to
at | east one servgeel prowdi agency fog per f itng gleal s; a
generating -step (g {ng a noneg bag nu whi ¢h serves 25 as

or danc th a pr ined rul e; a

ney nunber injsai ¢ at ast one
arule identijcal .whth the

i ng step, |and sendl g request

sending step (3) of generatr My
service providing agency in ac
predeterm ned rule enmployed in

FIG. 1
REQUEST FOR
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i'nformation, which contains the generated noney bag nunber and the 30

col l ecting agency | D code supplied by said supplying step, to users in
response to dealing requests therefrom a ticket sending step (2) of
recei ving the request information sent by sai d sending step, generating
digital signatures containing the requgg}/ information, affixing the
generated signatures to the electronic™tickets to be 35 used for deals, and
sending the electronic tickets with the generated signatures to said at

| east one seggqgﬁ;pro di ng agency; and a ticket collecting step (3)
of collecting; t*he4®| ectronic tickets sent by said ticket sending
step, electronic tickets with digit si gnatures contai ning i denti cal

noney bag nunbers, and sendipeg—tRe“~eettqcted el ectronic tickets 40 to said
at | east one collecting agerjcy which is |iGENERATEINDOF SIGNATURE! i ng

agency | D code contained in thésﬁ%gﬂial signatu ixed 4 o.the.collected
el ectronic tickets. 44 AGENCY) ect¢6§ﬁ{§§@a&bﬁﬁf€%ﬂaﬁggﬂet hod

according to claim43, characteri zed {by further conprising: 45 a

checki ng Ste%ﬁ% f %pecking, iln s d at |east one collecting agency,
whet her the %ﬁgﬂ@g cqnt aijned_in [Wol! signatures affixed
to the el ect E‘P edted H;;’QT é@‘?@gl t one service

provi di ng agERW R BeildEnt | cgl  wift g nunber generated by
sai d ' generating stdp arjq HELe &ot been used before, and :
whet her the collected el k@&t dnic {tickets include no identical electronic
‘tickets. 45. The el ectrofgic t?%{gn coll ecting nethod according to
claim 43, characteri zed ig—tHat—l5 said at | east one service
provi di ng agency5 includes 4 plurality df service providing term nals
(5A, 5B,5C) which are hierardhi@HRy arrdnged in first to mth levels (m
is a natural nunber); §3ﬂ§ﬂéﬁﬁhirtgggep (5) includes steps of
supplying, froma first |levgl service providing termnal |ocated in the 10
first level in hierarchy to second level service providing termnals

| ocated in the second level in hierarchy anong said plurality of service
provi di ng term nals, the noney bag nunber generated by said generating
step and the collecting agency ID code supplied fromsaid at | east one
col | ecting agency, 15 in each of n-th | evel service providing
termnals located in an n-th | evel in hierarchy (n is a natural nunber
given as 2 [EFIK:E [e®] m1), affixing an n-th level termnal .ID code

i dentifying €a ai d~h-th | evel service providing termnal to the noney
bag nunber supplied froma corresponding (n-1 )-th | evel service

providing termnal |ocated in an (n-1 ﬁ&th | evel in hierarchy, and
: SENDING OF o
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20 suppl yi ng the nmoney bag nunber having the n-th level termnal |D code
affixed thereto to a corresponding (n+l )-th service providing term nal

| ocated in an (n+l )-level in hierarchy as an n-th | evel term nal noney bag
nunber assigned to each said n-th |evel service providing termnal,

together with the collecting agency ID co and 25 in each of mth.
| evel service providing term nals |ocat 9n an mth | evel in hierarchy,
affixing an mth level terninal ID code identifying each =~ said mth |eve
service providing terminal to the noney bag nunber supplied froma
corresponding (m1l )-th level service providing termnnal | ocated in an
(m1)-th level in chy, thereby generating an mth |level 30 term nal
noney bag nunber fiiiké}i ach said myth | evel service provi di ng

term nal, and supplying request informtion which includes the

coIIecting agency | D code and t hgp—gemeréated—yoney bag nunber to one of
users in response to a dealing rpquest therefrom and said ticket
coll ecting step (5) includes stea% ING in each said n-th | eve
service providing term nal, col | p&G rom said corresponding (n+l )-th
| evel service providing term nal e electrohic tickets with digital
signatures including the n-th | evel té& nCOALB@MGN OFJUSEDnunber after said
mth | evel service providing terninal hEhEC$8£mHCMH£KETdeaIs with the
users, and sending the collected el ectjrg :

corresponding (n-1)-th | evel service in
the first level service providing ter X PEU @ WQ& T3 second

| evel service providing termnal sk SHoRd—t-ckats—u dijgi t al _
signatures including the noney bag nu service
providing termnal has sent to t el service providing
termnals, 45 and sending the coj | lecfronic tickets to said at |east
one col |l ecting agency which if p d the collecting agency ID
code contained in the di gi tal| strrainAes Effi xed to the coll ected

el ectronic tickets. 46. The_el ectronifp ticket collecting nethod
according to claim43, 51
characterized in that: said at |east one collecting agency (4)
includes a plurality of collecting ‘term nals which are hierarchically
arranged in first to mth levels (mis a natural nunber); 5 said
supplying step (4) includes steps of supplying, froma first

| evel collecting t i pal lgcated in the first | evel in hierarchy to
second | evel colle 'dgiter ynal s located in the second | evel in

hi erarchy anong said pluralTty of collegting termnals, a collecting

termnal I D code which identifies the fArst |evel cpAlecting termnal and a

10 coll ection noney bag nunber i ch serves jJas col¥ection ID information,
<N T
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i'n each of n-th level collecting terninals located in an n-th level in
hierarchy (n is a natural nunber given as 2 [err] n [err] m1), affixing an
n-th | evel termnal 1D code identifying each said n-th |Ievel collecting
termnal to the col l ecti on noney bag nunber supplied froma _
corresponding (n-1 )-th level 15 collecting termnnal located in an (n-1)-th
| evel in hierarchy, and supplying t e/C8l | ection noney bag nunber having

the n-th level terminal ID code affi xed thereto to a correspondi ng (n+1
)-th collecting termnal |ocated in an (n+tl )-level in hierarchy as an
n-th level termnal collection noney bag nunber assigned to each said
n-th I evel collecting termnal, together with 20 the collecting termnal ID
code, and : in each of mth | evelnacollecting termnals |located in
an mth level in hi erarchy, afdixing ar@ th level termnal .1D code
identifying each said mth |l el colleé@yhg fermnal to the bct i on
noney bag nunber supplied from SE corre%) dipg (m
collecting termnal |ocated in a gml)-t level i
storing as the noney bag nhunber g colle n ) &y ng
the mth level 1D code affixed tiPeto, afgig Jsufdlying g
termnal 1D code to said at | east yone ser ﬁe [ I gnigregeney; %d
said- el ectronic ticket collecti, tj;gt her of 30
in each said n-th level collectfing ter | | ohi c
tickets with digital signatured includijn - t
col l ection noney bag nunber |frog saifd corredqpond o|l ecting
term nal after said mth | efel &oll [ rm nal s el t he
el ectronic tickets collecteq by said ticket |collecti 2 d ndi ng
the collected ele { C 35 tjAqgkets to jsaid corfrespondi B hj Kevel
col l ecting ternkpngliZ and ‘ T the fir]st _//
termnal, collecty ‘BAjom Yhe second | evel * ol I ectggng term 8 [ he
el ectronic ticketq/pat gital signatures inclodrmg tyre—cofrtecty on
nmoney bag nunber e first level collecting termn has Ft to
the second | evel coll ing termnals. 40 47. An ectfronic tic
col l ecting meghofl for coljl ecting used electronic E ckets in as%tem
characterized by{ conpri si|ng: a sending step ) sendi ng @equest
i nformation, whi :h.__cco_ﬂt ailns a col l ecting agency I’} codés i denti f@ng at
| east one col | ecji g @gern to usexrs in respons o] %I i ng request S
therefrom 45 Ja ticket ndi ng steg (2) of recei@ing t requestz
i nformation sent{ by S ndi ng , generat iR&(di gi[ghl si gnBi@res
cont ai ni ng the request i 8? ffixing t enerlat ed si g8&ures to
el ectronic tickets to be ndingthegl ctr nictickﬁ wth
t he generated signatures to “mE N @»
52 said at |east one servic vi di ng agency; and -i
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a ticket collecting step (3) of collecting, of the electronic tickets sent
by said ticket sending step, electronic tickets with digital signatures
containing . identical noney bag nunbers, and sending the collected
electronic tickets 5 to said at |east one collecting agency which is
identified by the collecting agency I D gode contained in the digital
signatures affixed to the collected P 9ron|c tickets. 48. The
el ectronic ticket collecting nethod according to claim 47, characteri zed
by further conprising: 10 a ticket checking step (4) of checking, in
said at | east oneJEEL ti agency, whether the electronic tickets sent
by said ticket seddi tegy "include no identical electronic tickets.

49. A recordi ng nmedi um having prograns recorded therein, said  prograns
bei ng readabl e by a conputer and naf USﬁl@FcogPuter 15 function as a
collecting terminal in a systen1mh|€k user termnals

whi ch store electronic tickets; ix]mrast| one s ce providing
term.nal for perform ng deals ma:b saild i t he
el ectronic tickets; and sai d {cd Y REpEc, Il for collecting the

el ectronic tickets after usqoisger 2Q t he deal s;

that said prograns nakes SFERMINADUer function as TERMINALpPQ yi ng
~nmeans (4) for supplyingla coIIectlnc ternlnal | D _cade which idegntifies

sai d collectl bag number wHi §h SErves as
col lection 1D W& f? %%\égi;el east [onenggervil c €hptoHahkiE 65, Gb2)
term nal, §g nt megnsidd) |f o storing and nmanagi ng

t he noney bag number supplied from said jsuppl yiind Feans to said at |east
one service providing term nal, 'ing means (4) for
collecting the electronic tickets after used 30 for the deals fromsaid at

champgsg eri zied in

| east one service providing termnal, noney bag nunber checking
means (4) for checking, by reference to information stored in said

st orage managenent neans, whet her noney bag nunbers contained in digital
signatures affixed to the electronic tickets collected by said
collecting neans are identical with the noney bag nunber 35 supplied to
said at | east one service providing term nal and have not been used
before, and ti cket checking means (4) for checking whether the
el ectronic tickets collected by said collecting nmeans include no

i denti cal étﬁtiégni tickets. 50 A recordi ng nmedi um havi ng
prograns re € ,tﬁé}ein, sai LbE TB bei ng readabl e by a conputer
and maki ng sai d conputer f uje® @l collecting terminal in a system

whi ch conpri ses: user t¢r AFENSYwh|ch store electronic tickets;

at | east one service prOVIdlnﬁbeL+c or performng deals with said 45
user termnals by us!ng thele nic tickets; and sald coIIectlng

termnal fer bUIICbLIIIg the—eteetrqrie—t+eket cymmey
characterifed in that said pr mm{;ﬁgﬁ %li %)};i g{d@g‘

,_n.
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53 collecting nmeans (4) for collecting the electronic tickets

after used for the deals fromsaid at | east one service providing

term nal, : noney bag nunber checki ng neans (4) for checking

whet her. noney bag nunbers, contained in digital signatures affixed to

the electronic 5 tickets collected by‘éﬁjd col I ecti ng nmeans, have not been

used before, said noney bag nunber & edving as collection ID

i nformation, and ticket checki ng neans (4) for checking whet her

the electronic tickets collected by said collecting neans include no

identical electronic ti ckefsedl0 Sl —A-rgcogdi ng nedi um havi ng

prograns recorded therein, said pr ogr ans | readabl e by a conputer

and nmaking said conputer o fjunction as a cqy$ctling termnal in a system

whi ch conpri ses: uger germnals which e gl ectronic tickets;

at |east one service provifing ternina qr na—@ deals with sgid 15

user termnals by using tﬁ% € eCtronIEﬂéll ét%ﬂ ndo sai d colRecting

termnal for collecting the e ectronlzz e fer.Ysed for thg deals;

characterized in that sai &pripgranms g grdayc ey functlon asQ

st orage managenent mneans ) for gend 0 20—mome ﬂﬁhgh

serves as collection ID ingjorpation, 3 tca managi ngj t he -

generated noney bag nunbers col | EEZ (4) for "ols?«%ti ng

the electronic tickets aftcer seﬁ - for thg sai B2 at g one
chetki ng| meRig (4)

service providing term nal®
for checking, by reference 2 éﬁg* formati o ai d storpge
managenent neans, whet her nonjg 945 bag numnbg in digifal

si gnat ur es affixed to the el-!tﬁan|-‘t|cket aid
collecting neans are identicA wth ner at ed by
sai d storage nmanagenent neaps} and ha , and 30
ti cket checking nmeans (4) f{or} checki tickets
coll ected by said collecti/ng jeans i oni c
tickets. 52. A recprdijng nedi d therein,
sai d -progranms being rgadabj e by a TOMpuUt € conputer 35
function as a service pregvidijpg termnal in prises:
user termnals which stofe elfectronic ticket ce
providing term nal for perforj 'ng deal s witFh tnal s by
using the electronic tidgkets;—and at 'E? term na
for collecting thke electronlc tickets after 40 used forO
characteri zed |ngghat sgi d progranms nakes sall)d conmput era nctilon as
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f equest

whi ch contains a collecting term nal.

one coll ecting term nal
i nfornmation,
for receiving,

si gnatures containing the request

to said user term nals,
fromsaid user terninals,
i nf o?vﬁtg on

i nformati on sendi ng neans (3) for sending request
I D code identifying said at
and a noney ‘bag nunber serving as collection 45 ID

i nformati on,
| east

ti cket receiving neans (3)
electronic tickets wth digital
sent from said request

i nformati on sendi ng neans, and used ticket sending
means (3) for collecting, of tlhe—elesttonis tGlot-Si-ac-0i-vad—f+rom-sai d
user termnals, electronic tidkgts wth qi giyql ST gnat ures cont ai ni hg
i dentical noney bag nunbers, enmf'g)@ segdi ng |l ected el ectron]c
tickets to said at |east one do] &8 nd&tjer is 5identifiefd by
the collecting terninal |D code] dohthi n&q i al si gnat ur es
affixed to the cg rorﬁ;'@gi.@ets. . A recording nmefi um
havi ng prograns f ¢ in s d g1 pr bgl ng readable by a
conmput er and mal tler]~ = fungti c 5! vi ce providing
termnal in as ﬁag} 1@ ‘ @ilnal s which storef -
el ectronic ticks g)E c%;rov OChE nal for perfornjng
deals with said RVE oY Jo) th=_eJ_e.c.t_20n|c tickets; and
at | east one col Bp cakliecti pg the\ lectronic tickets
after used for the deal S; -%.%arg(teri 7ed ingtlhat said prograns
makes sai d conpu on < <| geheratifAg neans (3) for
generating a nong¢y bag nujpber 2 2rvesjas cabljection ID infor i on
in accordance wifth a rulejidefgtical with a pred@erm’ ned_rul e enpl dyed
in said at | east{one collfcting ferm nall, =] i mat ijon
sendi ng neans (3 or senging{repuest 2(q i nfofmati ¢, I s 3
collecting term ma | D nupber jidentifyiggrsai g | {ectling -
term nal and the|nBney b nufrbef gen tLSQ bl ca i mearfs, to
said user term nalﬁﬂln regpghse | de%in;{&. E}aqu t '
ti cket receiving E(3 Bol re&piving, [&r ai g)é-t 29
el ectronic ticke sOm't L gl BE ér ingg
i nformation seny skrompal djregae for '&pn N nd
used ticket coll ac g ns |3)]| EoR dll ecti of? ¢
el ectronic tickelsgtRl ectfoni¢ GetEWith i talg gi .airji ng
i dentical noney pag<@unbers, hnd Ror ge di'ng \(/:vél oni c |30
tickets to said pt | east jone :oIIecti& termjn whi ¢h is ildentifijd Qy the
collecting termihal 1D cdde cpntlained i § the |[digit& |signajures Sffixdd to
t he col 'ected| el ectronjic t O | ___©
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B4. A recordi ng medi um having prograns recorded therein, said progr anms
bei ng readabl e by a conputer and nmaki ng said conputer 35 function as a user
terminal in a system which conprises: at | east one.service providing
terminal for perforning deals by using the el ectronic tickets; and

at least one collecting termnal for collecting the electronic tickets
after used for the deals; 40 chaf%égeriZEd in that said prograns
makes said conputer function as - request information receiving
means (2) for requesting and recei ving request information, which

contains a collect} QW—WQ as
collection ID inf 0% ion, fromsaid at " | east one serp c& providi fg

term nal before th pal s, the collecting termnal 45 Iproge i denti{ying
said at | east one | fecting term nal by which theg, el gct Ebnig tickets
after used for the @eil's are to be collected, 2 -siggat@re Genergting
means (2) for gener@tfng digital signatures c abning t Baarigques
information recei Vel by sai d request information UE" A = ' :

55 recei vi ng nk, and ticket sending %‘usaﬂ) Pc% Qffix{ng. the
si gnature generategby said signhature generati a@§cﬁo%§ gZel ec{ronic
tickets to be used o[ the deals, and for send h@@l eEtZ qui ¢ t{ckets
W th the generated=ipnatures 5 to said at |east S c vi di hg
term nal . 8 -
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