Description |Information Processing System and
I nformati on Processing Method Technical Field The
present invention relates to an information processing
system and an informati on processing nmethod which
i nclude plural devices of which each executes
processi ng i ndependently, and particularly to an
i nformati on processing system and an i nfornation
processi ng nethod whi gh_pave hjgh reliability.
Background Art A plan? Eoﬁ%rohhgysten1has been known,
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system Refer to JP-A-08-006673 as related art
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system recogni zes the safety of the.glant regardl ess
procsfsgeperatheh Wi cnbaueyhighrreliabitheY syst em sends
erroneous information nust be avoi ded as nuch as
BackyoeoshBl &rt Furt her, in case that the abnorma

possibility is indicated, processing on the safe side
Mt merdelmotedl $ystem has been known, which manages and

controls field equipments arranged in a plant. Further, such the
plant installs a safety system for realizing safety of plant. The
safety system is a system which, in case that an anomaly is recognized
in the field equipment, sends an alarm and executes the required
processing, and the safety system is installed as a part of the plant
control system or installed independently of'the plant control
system.

Refer to JP-A-08-006673 as related art
Disclosure of the In&ention

The safety system requires very high reliability because of
itsintendedfunction. For example, such a situation that the system
reéognizesthesafetyoftheplantregardlessofgenerétionofanomaly,
or that the system sends erroneous information must be avoided as
much as possible. Further, in case that the abnormal possibility

is indicated, processing on the safe side must be selected.




An object of the invention is to provide an

i nformati on processing systemand an i nformation
processi ng net hod which have high reliability The

i nvention provides an information processing system
including a first device and a second device of which
each executes the sane processing independently, an
anomal y detector which detects anomaly of the first
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the anomaly of the first device has been detected, the second device

is reset. Therefore, without depending on diagnostic by the second
device itself, the second device can be reset. The “anomaly of the
first device” is not limited to anomaly caused by the first device,
but includes anomaly caused by the second device. Further, the
“anomaly of the first device” includes anomaly detected in the first
device and operational anomaly of the first device which is detected
outside the first device.

The above information processing system may include a first
device reset part which resets the fiist device in case that the
anomaly has been detected by the anomaly detector.

In this case, both of the first device and the second device
are reset.

In the above information processing system, the anomaly

detector may be mounted separately from the first device.




In this case, even when the anomaly is prOduced in the
first device, the anomaly of the first device can be
detected accurately. In the above information
processi ng system the anonmaly detector may be
mounted in the first device. In this case, the anomaly
caused by the second device can be detected in the
first device. In the above infornmation processing
systemhikheasdoraby wike! eat HndfRY yoEs dreatiebdlas theerirst
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The invention provides also an information processing system

including a first device and a second device of which each executes
the same processing independently, in which the first device includes
a collating part which collates data generated by the first device
with data generated by the second device and judges anomaly when these
data are in disagreement with each other, and a reset part which resets
the second device in case that the anomaly has been judged by the
collating part.

According to this information processing system, the data
generated by the first device and the data generated by the second
device are collated, and in case th>at their data are in disagreement
with each other, the second device is reset. Therefore, in case that
anomaly is produced in the second device, these data are not in
agreezﬁent with each other, so that the second device is reset.

The invention provides also an information processing system




including a first device and a second device of which
each executes the sane processing independently, in
whi ch the second device includes a second device
reset part which resets the second device in case
that the reset part has detected anomaly of the second
device, and the first device includes an anomaly
recognition part which recognizes anomaly of the
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In.this case, in case that the anomaly of the first
recogpyf @R B been detected, since the first device is
reset, malfunction caused . by the first device can
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provi des al so an information processing nethod 4
device can be prevented. Further, the anomaly of the second device

recognized by the anomaly recognition part can be informed. The
informative part may be installed in the second device.

In the above information processing system, the second device
may include a first device reset part which resets the first device
in case that the reset part has detected anomaly of the first device.

In this case, in case that the gnomaly of the first device
has been detected, since the first device is reset, malfunction caused
by the first device can be prevented.

In the above information processing system, the first device
and the second device may be separate semiconductor devices.

In the above information processing system, the first device
and the second device may be separate CPU’'s

The invention provides also an information processing method




using a first device and a second device of which each
executes the sane processing i ndependently, which
conprises a step of detecting anomaly of the first
device, and a step of resetting the second device in
case that the anomaly of the first device has been
detected. According to this information processing
nmet hod, in case that the anonmaly of the first device
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the Drawings 5
“Yanomaly of the first device” includes anomaly detected in the first

device and operational anomaly of the first device which is detected
outside the first device.

The above information processing method may include a step
of resetting the first device in case that the anomaly of the first
device has been detected.

In this case, both of the first device and the second device
are reset.

Effect of Invention
According to the above information processing system and the
above information processing method, in case that the anomaly of_
either device has been detected, the other device is reset.
Therefore,withoutdependingoncﬁagnosticbythecmherdeviceitself,
the other device can be reset.

Brief Description of the Drawings




[Figs. 1(a), 1(b), 1(c)] They are bl ock di agrans
showi ng an information processing systemof the
invention functionally. [Fig. 2] It is a block diagram
showi ng the constitution of a safety systemto which
an information processing systemin a first

enbodinent is applied. [Fig. 3] It is a .block diagram
showi ng partially the <constitution of the informtion
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embodiment.

[Fig. 4] It is a block diagram showing a reset procedure in
the information processing system in the first embodiment.

[Fig. 5] It is a block diagram showing partially the
constitution of an information processing system in .a second
embodiment.

[Fig. 6] It is a block diagram showing partially the
constitution of an information processing system in a third
embodiment.

[Fig. 7] It is a block diagram showing a reset procedure in
the informatidn processing system in a fourth embodiment.

[Fig. 8] It is a block diagram showing partially the
constitution of an information processing systém in a fifth
embodiment.

101 Anomaly detector

102 Second device reset part

103 First device reset part

111 Collating part




112 Reset part 121 Second device reset part 122
Anomaly recognition part 123 Informative part 124
First device reset part Best Mde for Carrying Qut
the Invention Figs. 1 (a) , 1 (b) , and 1 (c) are
bl ock di agranms showi ng an information processing
systemof the invention functionally. In the node
shown in Fig. 1(a), each of a first device and a

segqnd dguice gxacutes the same processing
i ndependently.” An  anonmaly detector 101 detects

anqaal y of -the dd:ie devbeepaA second device reset

part 302 resets the second device in case that the
anqusl y fstecs or .has Acted the anomaly.
Furt er,Aa %%r t ?ﬁgﬁﬁée r%gg% part 103 resets the
fir deyice . ca hat the anomaly detector 101
ha§§getec?gﬁrT g“%%%%ﬁly. In the node shown in Fig
1(h),,, each_o first deyi nd a second device
exgéétes%%ﬁ%Lséﬁﬁf?ﬁwﬁgsgéié%r?ndependentIy. A
collatin art .111_col | at t he.data generated by the
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Fig. 1(c), each of a first device and _a second device
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devi ce reset part 121 resets the second device in _case
a secgafl Hevihge e¥ecutes the same processing independently. An

anomaly detector 101 detects anomaly of the first device. A second
device reset part 102 resets the second device in case that the anomaly
detector 101 has detected the anomaly.

Further, a first device reset part 103 resets the first device
in case that the anomaly detector 101 has detected the anomaly.

In the mode shown in Fig. 1(b), each of a first device and
a second_device executes the same processing independently. A
collating part 111 collates the data generated by the first device
with the data generated by the second device, and judges anomaly in
case that these data are in disagreement with each other. A reset
part 112 resets the second device in case that the collating part
111 has judged the enomaly.

In the mode shown in Fig. 1(c), each of a first device and
a second device executes the same processing independently. A second

device reset part 121 resets the second device in case that it has




detected the anomaly of the second device. An anomaly
recognition part 122 recogni zes the anomaly of the
second device in the first device. An informative
part 123 inforns the anomaly of the second device
recogni zed by the anomaly recognition part 122. A
first device reset part 124 resets the first device in
case that it has detected the anomaly of the first
deted¥l Céhd Qngltﬂgl3?%9‘o€ge sde_%%hgedexg@cee.r rArm_%ntoﬁaﬂ/%co%ntigion
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processi ng between the field 8
Embodiment 1

Fig. 2 is a block diagram showing the constitution of a safety
system to which an information processing systemina first embodiment
is applied. This safety system is configured as a part of a plant
control system.

As shown in Fig. 2, the plant control system includes a
controller 2 which manages and controls unificly field equipments
i, 1, . such as electromagnetic valves or sensors which are arranged
in respective portion of the plant, and input/output devices 3, 3, ...
interposed between the controller 2 and the field equipment 1. The
input/output devicés 3, 3, ... are connected through a network to
the controller 2. Further, the field equipments 1, 1, ... are
connécted through a terminal board 5 to the input/output device 3.

As shown in Fig. 2, on the input/output device 3, input/output

units 3a, 3b, ... which execute interface processing between the field




equi pnent 1 and the controller 2 are nounted. As
described |ater, each of these input/output units 3a,
3b, ... , for purpose of inprovenment in reliability,
executes the sanme processing independently. Fig. 3 1is
a bl ock diagram showi ng a part of the constitution of
the input/output unit 3a. Fig. 3 shows an exanple of a
unit which processes an input value inputted fromthe
equlfah@rlltd 1894 prN ot sb0Rr angrowioputsd datra beyaribeat hasdr,
system (controller 2 side system. As shown in Fig. 3,
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21 which operate y separate operation clocks.
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each predeterm ned processi ng phase by neans of the
Wﬁrmlog clocks. Each of the master CPU 11 and the slave

c%e syslgem)

CPU 21 executes the same processing independently. Further, on the
first system 10 and the second system 20, a peripheral circuit 12
and a peripheral circuit 22 are mounted respectively. -

As shown in Fig. 3, the input value from the field equipment
1 is inputted into the master CPU 1l. Thé master CPU 11 executes
arithmetic processing on the basis of the input value, and generates
data of data format which is usable in the host system. The master
CPU 11 is in charge of communication with the host system, and the
data generated by the master CPU 11 is outpﬁt toward the host'system.

Each of the master CPU li and the slave CPU 21 executes
communication by asynchronous communication (UART). Themaster CPU
11 and the slave CPU 21 exchange a command and a response for each

predetermined processing phase by means of the asynchronous
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conmuni cati on, whereby their operations are
synchroni zed with each other. Further, through the
asynchronous comuni cation, the input value fromthe
field equipnent 1 is transnmtted to the slave CPU 21
and the slave CPU 21 executes the sanme arithnetic
processing as the arithnetic processing by the naster
CPU 11. Further, between the master CPU 11 and 't he
commith AV (Y \%& Ayethgﬂ 3paener 3 ed bys C%Mrronm&%sahngach
are exchange and the respective s collates
othe hese dat a. In case that disagreenent between the
ata has been detected, it is judged that anomaly is
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unit shown in Fig shown in Fig
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timer clear signal fromthe master CPU 11. |n cas
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fixed tinme, that is, in case that operational anonalz
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operational anomaly of the naster CPU 11 has been
procéesecqfﬂﬁd@yptheesqipg described later is executed. The data

collating will be described in detail also in a fifth embodiment.

As shown in Fig. 3, the first system 10 installs a watchdog
timer (WDT) 14 which monitors the master CPU 11, and the second system
20 installs a watchdog timer (WDT) 24 which monitors the slave CPU
21.

Fig. 4 is a block diagram showing a reset procedure in the
unit shown in Fig. 3.

As shown in Figs. 3 and 4, the watchdog timer 14 counts a
reception interval of a timer clear signal from the master CPU 11.
In case that the.timer clear signal is not received for a fixed time,
that is, in case that operational anomaly of the master CPU 11 has
been detected, the watchdog timer 14 resets the master CPU 11 and
the peripheral circuit 12. Further, in this unit, in case that the

operational anomaly of the master CPU 11 has been detected by the
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wat chdog tiner 14, a reset signal R outputted from
the watchdog tiner 14 is given to the watchdog tiner
24 in the second system 20. Therefore, by the contro
of the watchdog tinmer 24, the slave CPU 21 and the
peripheral circuit 22 are reset. The watchdog tinmer 24
counts a reception interval of a tiner clear signha
fromthe slave CPU 21. In case that the tiner clear
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wat chdog tiner 24, the slave CPU 21 and the
22. p@mr@m,ann@a&mrchaizzdm epergrnalgRanaly phéhsesbiee CFU
' system 20 enters the reset state. Further, by the
21 heesbeen sigfrrd ta byuthet wag-hidognt et v@eﬁrcﬁdégsﬂ nekgnal R2
24, the first system 10 itself also enters the reset
Outpfsvttatee.fr'lametlaﬁo'naé;lca}'lddet1e3'(;ﬂte€fd2f1 rist fgveri ko the watchdog timer
14 in the first system 10. Therefore, by the control of the watchdog
timer 14, the master CPU 11 and the peripheral circuit 12 are reset.

Thus, in case that the watchdog timer 14 or the watchdog timer
24 has detected the anomaly in either CPU, not only its own system
(first system or second system) but also the other system is reset,
so that the entire systems are reset.

Further, in case that the anomaly has been detected in the
master CPU 11, the master CPU 11 outputs a KILL signal Kl to the
watchdog timer 24. 1In this case, by the control of the watchdog timer
24, the slave CPU 21 and the peripheral circuit 22 are reset. Namely,
the second system 20 enters the reset state. Further, by the reset

signal R2 outputted from the watchdog timer 24, the first system 10

itself also enters the reset state. The anomaly detected in the
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master CPU 11 includes anonaly of the asynchronous
comruni cation between the CPU s and processing
anomal y detected since the data generated by the both
CPU s are in disagreenent with each other. The
detected anomaly is not limted to anonmaly caused by
the first system 10 but includes al so anomaly caused
by the second system 20. In case that the anomaly has
mastBeerpidetiechrdubBs t gorsligverCohk sknchitenshaveontRidiZzdtion
outputs a KILL signal K2 to the watchdog tinmer 14. In
bethQh Stk ERU’ BY ahBep £ IsahgOhnb el WaleeBE0ga tiitRfe the data
he master CPU 11 and the peripheral circuit 12 are

genef:g’@&ﬁ byl\@‘[@el!ja/th £be £ iak-8tin SYSILMABneRi®hSeddiEofRSEt The
state. Further, by the reset signal R outputted from

deteEng %EQQQQQSt rﬁcﬂ:eﬁ_lrlr wed P a%%ﬁgﬁ.‘g C§M§E§rﬂy2191é E$eLE system

SO0 enters the reset state. The anonaly detected in

10 bhP8; SLAYE LR aQSOZJ,wnbﬁgigd@a%saeaoggl YnhOf s 5 Asyaehr080US

onnunlcatlon bet ween and processing

(L}],nsl X d%:t q:t %gesérl;]ocfnea yqﬁagar?]e%nggﬁgé% 1hy’ﬁhé I'Ee_l_ab?%t BPU

are in di sagr eene eac

21, get & tggf% dﬁg%qaoé{t%b nOt Kiﬂ m Itiggaf %2398%Jw£f%§o%1QX%er

f yst em inc €s al So anonmm

e first systeml Th t.hat I

s i e retay ot B Cﬁng’r’? oF tep(req 2’%‘% s L sysfaﬁg paster

i rst systen1 cond Th t

cru égf THl £hp B ﬁll&%@%tsﬁﬁw%r% SR oarery (e First
etected by the watchdog t 14 t chdoy

SystePrEl Deranike RREECTTY . PrHarsaY it ?’%aggnﬁgﬁm R1
is not detected after the reset rel ease, the fi

outp¥{EP@mETRY &RE VRECRINGDOHIMEY stemtDe FEEUh Sﬁfﬁt?‘ﬁezo Yeserr

normal state sinultaneously. As described above,
alsot peteis sheeifisdh RERtS - | AReAErPAddgtRetegoln the s1ave cry

21 includes anomaly of the asynchronous communication between the
CPU’s and processing anomaly detected since the data generated by
the both CPU’s are in disagreement with each other. The detected
anomaly is not limited to anomaly caused by. the second system 20 but
includes also anomaly caused by the first system 10.

Thus, in case that any anomaly has been detected in either
CPU, the other system (first system or second system) is reset. The
reset by this procedure, in case that the anomaly is not detected
by the watchdog timer 14 or the watchdog timer 24, works effectively.

In case that the anomaly is not detected aftef thé reset release,
the first system 10 and the second system 20 return to the normal
state simultaneously.

As described above, in the first embodiment, in case that the
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anomaly has been detected in either of the first
system 10 and the second system 20, the entire
systens are reset, and there is no fear that the
erroneous information is output to the host system
Therefore, precise failsafe can be executed in the
entire systens. Further, since the entire systens are
released fromthe reset state t he nor nal
anomaﬂgt géé& é’lceq;tte%r 1;1 hee.l.tﬁlghre@isech%f fifsc’@t y%@@mbﬁ and the
l'ize nerally, there 1's no guaranteé that the
secogguse;sttseﬁllt 580 gﬁo%%ryiggtr%fc%%%%ﬁg%g?r %qllécﬁ%xcea s no fear
thatcgb%dl enIE%tneOLelaCh oymd to%Ctjiﬁ |t hs.?ﬁg\ﬂ:on? tgé %\ sg}g{:em.

reset refore

éndl stlc |ts | . ch
Ther{eﬁgrﬁhéﬂ%lcﬁs?s ag@%@%ﬁt & th%xe%uglér ati OiF Sfl@lre r?ﬁ/IStems'

can be sur det ect ed Accordl eli b|||t
rurtfEn . SR RG IS TR T SV LTI a AT IBE gt %(*ﬁsFate'

si nce the constitution in which the two s ste ect
the RHEIAL HETOAIIPRELES EAeEAPE A I8aga G BES SRR Ca1TEed.

addi ng a special constitution for anonal detectlonh

acGAPEEg LY. AR6HEI S aetBBEReRee ctélﬁtb@%?émtéﬁéé in which

greatly at low cost. Further, since the asynchronous
the gperRl eamwuea&ma)n Peterled tF ARG SHECERY be tHREN ST/
~ the CPU s, even in case that insulation between the
in topUfinst smbedimenid, caph RS deber et hBeakVILYg Bf deheapther

| ow cost. Second enbodi nent Fig. 5 shows a bl ock
CPU,dizagr arsshowilrg ethsar CPEF  t Beexadiosei t Witent ofepgmding on

i nput/output unit to which an information processing
diaggpstémby hha G bhee Bhboditmerit the aqepkilgdis Senerafddy the

to the first enbodiment, the second enbodi nent shows
geneaatémanplfe aforsmlyni tamhibeh Pproedessdsteafedl3 Accordingly,
reliability of processing in the fail time can be improved.

Further., since the constitution inwhich the two systems detect
their abnormalities mutually is adopted, without adding a special
constitution for anomaly detection, accuracy of anomaly detection
can be heightened greatly at low cost. Further, since the
asynchronous communication (UART) is used in communication between
the CPU’ s, even in case that insulation between the CPU’' s is required,
the system can be configured at low cost.
Second embodiment
Fig. 5 shows a block diagram showing a part of the constitution

of an input/output unit to which an information processing system

in a second embodiment is applied. Simiiarly to the first embodiment,

the second embodiment shows an example of a unit which processes an
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i nput value inputted froma field equipnent 1 side and
outputs data toward a host system (controller 2 side
systenm). In the exanple of second enbodi nent, the KILL
signal K1 and the reset signal R2 described in the
first enbodinent are omtted. Such the constitution
is applied to a case where it is thought that: when a
first system 10 which is a master side system detects

inpu%n\(?%ﬂé/ 191{3u9t<§'§(‘f9gg %3&%?8‘ 1%%919 §18e544h%1vgu§ lg‘% data

enou wi t ho resetti ng e ent
that t stem O not ify a host
towasys en1o¥ e gﬁh %§¥ éfség%n sy§?en120 In the

h:glonggpgg%)%%ﬂp E)f ;econeclis mfahg:fmﬁ%tmf: ?dl&%ﬂ Isuﬁraaf%(l and

Scur rence of “anona he "se€o
stem .20,

ne FE3E LA Bre Tt ?%é‘gpgyffr%ﬁe%ﬁ%c? n%?%e%so 1%'5

using the first, system 10 c ge cont i nued and
noti¥GcHts GARFBHE ‘Hé’“hb%tap@%‘? i % CPET HEFEdt 7 tthﬁPght
case, in a mster CPU 10, as a result of data

thatsophep iA1byt magtsTof 0 "HE;FFPCEF chIBStebnThfls EYFFYR detects
between the CPU s, disagreenent of the data between

anomERy phtsh SSognd F%s‘kﬁ‘r‘bﬁl?clé@lc}%olst Raflafre Sidst eYsepy 16 is
can recogni ze the anomaly of the slave CPU 20.

enougy t Wigthouthee ﬁﬁmﬂgyth%fen{:hée sivaemophag Wﬁ/ fhest system
recogni zed by other nethods than the data collating

10 captidifyTherardscErt@PUilthempomaévgrfi zbetdreoanonns semof 0.
the slave CPU 20 by neans of the asynchronous
conirurrheat e ornd embedyneaequin easaf tratata vatchded tthiger 24
sl ave CPU 20 is abnormal through another path than

has tiaee@sythohewnous:ecofmamemsdy icdnthAlssoond stylsgemefiondnly the
enbodi ment, in case that the anomaly is produced in

secdnlde skstat 3Yysisemeb@t bhe dnentdystdetyetemono bis tdye: reset..
wat chdog 14

Therefore, processing using the first system 10 can be continued,

and the notification for the host system is permitted. In this case,

"4n a master CPU 10, as a result of data collation by means of

asynchronous communication between the CPU’s, disagreement of the

data between the both CPU’s is produced, so that the master CPU 10

can recognize the anomaly of the slave CPU 20. Further, the anomaly

of the slave CPU 20 may be recognized by other methods than the data

collating method. The master CPU 10 may recognize the anomaly of

the slave CPU 20 by means of the asynchronous communication, or may

acquire information that the slave CPU 20 is abnormal through another

path than the asynchronous communication.

Also in the second embodiment, in case that the anomaly is

produced in the first system 10, the anomaly detection by the watchdog

14




timer 14 or the anomaly detection by the second system
20 works effectively. In this case, the entire
systens including the first system 10 are reset, and
there is no fear that erroneous information is output
to the host system Accordingly, simlarly to the case
in the first enbodi nent, the precise fail safe can be
executed in the entire systens. Third enbodi nent Fig.

rime@ $h0OWE @h@'g&‘;&?ﬂgﬁ%@g&@wkxw thePALLoRE ;;l;gecem 20 works

constltutlon i nput/output unit to which an

effec@ti.ge ; gg %er)sct%%géngc}ﬁeybé gﬂe'é}s@e&?'f&l%@ﬂ%p@%%rst

I ment "shows an exa

mh h f t '
SySt(ecg{rﬂ llecse Qro e 352 Ienn) a% Sc{kputgmdpa'}eg%t%oléé/osﬁng%on
nent, 1 t
u%@?ﬁdﬁ’tgm?Png %%%ﬁ%ﬁn]%%%OrﬁinggySéggﬁ'5§lunl mBEacase
f t st 10A d th ,
T P R Tl i st B L I CERUELR TR

21A which operate by separate operation clocks. Each
entige FHE HASter CPU 11A and the slave CPU 21A executes

t he sane processing i ndependently. Further, on the
Thind egpodi®e®i 10A and the second system 20A a

peripheral circuit 12A and a peripheral circuit 22A

ar € ipuheBEYF PR VI AERYHEAT PRTFicog. the, cefgFitution

master CPU 11A is in charge of communication with the
of aWoéﬂP@SﬁﬂqﬁmutaHHl¥tﬁ?'Vh#é?n%ﬁi%ﬁﬁOFW@E4Q4u?r°66ﬁf¥QﬂIﬁgﬁtem

2 side is input into the master CPU 11A. The nmaster
in =CRUird]lAmexdiaprds igr ppkerd ¢ BhocEsisihgrbadihentadioys an

of the information fromthe controller 2 side, and
exampdrepat @sunldt ashdfhdatracdsraratinfhipdtiors from a host system

(controller 2 side system) and outputs data to a field equipment 1
side.

As shown in Fig. 6, this unit includes a first system 10A and
a second system 20A. The first system 10A and the second system 20A
include respectivelya master CPU 11A and a slave CPU 21A which operate
by separate operation clocks. Each of the master CPU 1l1A and the
slave CPU 21A executes the same processing independently. Further,
on the first system 10A and the second system 203, a peripheral circuit
12A and a peripheral circuit 22A are mounted respectively.

As shown in Fig. 6, the master CPU 11A is in charge of
communication with the host system, and the information from the
controller 2 side is iﬁput into the master CPU 11A. The master CPU
11A executes arithmetic processing on the basis of the information

from the controller 2 side, and generates data of data format which
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is usable in the field equipment 1. The master CPU 11A
and the slave CPU 21A execute nutual conmunication by
asynchronous comuni cati on (UART) . The naster CPU
11A and the slave CPU 21A exchange a command and a
response for each predeterm ned processing phase by
means of the asynchronous conmunication, whereby
their operations are synchronized with each other.

is uBdbibeln ¢y QUah 4t Beuasydighrionous communi cation, the
information fromthe controller 2 side is transmtted

to ’Ithlge H%|S@¥§ CQEU;L gg:Aananghé h§l§Jé3V(ﬁ:(pP}:lp? ]é%;e@&j%%uhﬁ%ual

the sane arithmetic processing as the arithnetic

comm%gg g?i%ég% %)i‘ xh@ﬁré@tﬁ:tseéﬁrﬁlulé%élof X{J};\Q?L’e b'ﬂtlé/\ﬁggté]thU

and the sl ave U 21 dat a

11n SEISEE G PLERSRY B8 A RS0, Hienc

di.sagreepent between the data has bee tected, it
predfgefﬁﬂﬁ%gepﬁg?e%%Bﬁﬁl?h?%a %Vodﬁ%%ﬁ iﬁgagsﬁpr%%ggg%ﬁa?us

and rocess%‘ng descgl%iibeodel at er iss Lxecut eod.. Aé ‘;hc W o
commupigplylony WRRESHY FOPLEyRERTTHAS i3St BV WEEC hTod

timer (VWDT) 14A which nonitors the master CPU 11A, and
othéfhe second system 20A installs a watchdog timer (WDT

. y g _

24A which nmonitors the slave CPU 21A. As shown .in N

Fi Jurdhethe WU fog HPmepSTRARTROLS t FEHEst@T1ogpy the
. 11A and the Eeripheral circuit 12A in case that the
infogspat eh GFar thnciratyobt ot e Shattisy teptratasopdun siave

detected. Further, in case that the operational _
CPU 2Honahy the slAFe (RSt T2 CRFULEA Hitss HEeAT ettt roggssing
as the arithmetic processing by the master CPU 11A.

Further, between the master CPU 11A and the slave CPU 21A,
the data geﬁerated by their processing are exchanged, and the
respective CPU’s collate these data. 1In case that disagreement
between the data has been detected, it is judged that anomaly is
produced in any processing, and processing described later is
executed.

As shown in Fig. 6, the first system 10A installs a watchdog
timer (WDT) 14A which monitors the master CPU 11A, anhd the second
system 20A installs a watchdog timer (WDT) 24A which monitors the
slave CPU 21A.

As shown in Fig. 6, the watchdog timer 14A rests the master
CPU 11A and the peripheral circuit 12A in case that the operational

anomaly of the master CPU 11A has been detected. Further, in case

that the operational anomaly of the master CPU 11A has been detected
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by the watchdog tiner 14A, a reset signal Rl outputted
fromthe watchdog tinmer 14A is given to the watchdog

timer 24A in the second system 20A. Therefore, by the
control of the watchdog tinmer 24A, the slave CPU 21A
and the peripheral circuit 22A are reset. The watchdog
timer 24A resets the slave CPU 21A and the periphera

circuit 22A in case that operational anonmaly of the

by tﬁeaNS%cHng %lﬁe?a§4@eaﬁJgﬁkﬁcgggnafuﬁir@ﬁtpdt@e@a§§om the

hat the operational anomaly of the slave CPU 21A has

a 1 t d 1 secon
oo LT3 1D 10 L ek e

syst%a /gthhte %Pe%o%t CB9 'c%%rtr&#’%fpfth%h@af:&ﬂ&; SYSEEM4n,

ore control of the watchdog tiner

the %ggﬁetégﬁ an?hu %%rg HPG%ﬁghagl£gé%E

are rese ase ?hat t e wat chdog i1 ner

ang\ggf yalEndd tcthQn?%DL;zf”Afhes%%A DAs detectedthey ang the

9 her e en re systens are reset
Furt ,

, in.c t hat th nona has been_det ec
periphgra sF%?I%%ESfﬂ%Fa?%egﬁa§pera Hou £ fg'% {i.e
nal K1 to the watchdog tiner 24A i s case
ceu FH8 WanEr P B LTt b it RS A thQ“ ridia
gsteanOA enters the reset state. , F .
anomaLEet Shepar RESLe P PS D ALt REt T PENdsh °F ﬁ%@?oqzwer
the first sgsten110 itself also enter the res
243, ¢t geect pAIRAs R PREPYHE It ar Yy A5 et talé?’é&‘lédlsi given
the slave CPU 21A, the slave CPU 21A outputs a KILL
to thegrriichdpdt 5imee Lt ORdBEE thimst Fyptem |42 Thersderep by
the control of the watchdog tinmer 14A, the first
the gystemh DEAtbAtertchdes Femet dPat Bhe Fuastssr CPByliPhand the

reset signal R 17
peripheral circuit 12A are reset.

Thus, in case that the watchdog timer 14A or the watchdog timer
24A has detected the anomaly in either CPU, the entire systems are
reset.

Further, in case that the anomaly has been detected in the
master CPU 11A, the master CPU 11A outputs a KILL signal Kl to the
watchdog timer 24A. In this case, by the control of the watchdog
timer 24A, the second system 20A enters the reset state. Further,
by the reset signal R2 outputted from the watchdog timer 24A, the
first system 10 itself also enter the reset state.

In case that the anomaly has been detected in the slave CPU 21A,
the slave CPU 21A outputs a KILL signal K2 to the watchdog timer 14A.
In this case, by the control of the watchdog timer 14A, the first

system 10A enters the reset state. Further, by the reset signal R1
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outputted fromthe watchdog tinmer 14A, the second
system 20A itself also enters the reset state. As
descri bed above, in the third enbodinent, simlarly to
the <case in the first enbodi nent, in case that any
anomaly has been detected in either of the first
system 10A and the second system 20A, the entire
systens are rest, and there is no fear that the

outpﬁEEQ@%QUﬁ t@@%thﬁd@éjttgh{grtlQlAt h@né 's%lcgnﬁoslysl%%@oz@ itself

de. Therefore, precise failsafe can be executed in

alsotggtgp%L&§3§¥%g@n§t Eurther, since the entire systens

are rel ease romt e reset state, the nornal

i Nit | t
rodr S %%Qéﬁb%*ff%éﬁ%ﬂ%ﬁn%%% R SR
eset s aI ted. Su
Casecéﬁs%g?ugloﬁzlgmggﬁ PR 6 ézggsgg] ef e i ?néHL1 h%ﬁsh?een
I of the system
detecg B iie T S5 e Byteny et af’gat BRI
stem 10A which is the ter Sld ste
the BRI =Y oI THOAES et L TRY TORES dift 17 & &Y U et
the first system 10A can potify _t host _ s %en1of th
Gatangra Pt Lot HES e cEY ST SOATSAE. o THoFRtoGT RERBLse
__dat a outgut to the field equipnent 1 side. Inthjs
failggde, camPe BEAMEE thENRet Ay YT RS - -2 RS Tl 3 R HRe
t he occurrence of the anomaly in the second system
entiZoAsYSHPYS t RESs&cdRasedyStem S0A respesstabaut the normal
first system 10A is not reset. Therefore, processing
initjelhgathen fAfter $pst 6AaTT ©dn TBESE PR RFeFeadRdthe
notification for the host systemis permtted. In this
cade, theythprdbewsadimengt e dstianadht) apAthe pesghrsaonal

output to the field 18
R2 may be omitted.

ti'ute heI S oneous .

Such the constitution is applied to a case where it is thought
that: when the anomaly of the second system 20A which is the slave
side system is detected in the first system 10A which is the master
side system, it is enough, without resetting the entire systems, that
the first system 10A can notify the host system of the anomaly of
the second system 20A and can cut off the data output to the field
equipment 1 side.

In this case, in case that the watchdog timer 24A has detected
the occurrence of the anomaly in the second system 20A, only the second
system 20A is reset bﬁt the first system 10A is not reset. Therefore,
processing using the first system 10A can be continued, and the
notification for the host system is permitfed. In this 'case, by

processing of the master CPU 10A, the data output to the field
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equi pnent 1 side is off and the data output is
obstructed. Al so under such the constitution, in case
that the anomaly is produced in the first system 10A,
the anomaly detection by the watchdog tinmer 14A or
the anomaly detection by the second system 20A work
effectively. In this case, the entire systens
including the first system 10A are reset, and there

equlFﬁeﬁ'Q { earad hat c@kr e dahbobaBL LN d sobguaet&@ t he
ield equi pmrent 1 side. Accordingly, the precise

f aiph $8f gn&an Nenexgeut&tdiRuthen entd 1@ s8YEL&MB:he anomaly
Fourth enbodinent Fig. 7 is a bl ock di agram showi ng a

is pw&%ecpr Qcedure; iy @g}stérnfmna&hgnarwn%q@sae&gc% 8 the
in a fourth enbodi ment. The information processing

watc?ingé Q:q_}nle.rcl fzﬂ;;e Oclflret Qnmgﬂag@égtlonsb§ (Eﬁgosi-ﬁ%n%f d@stem 20A

system 30, a second system 40, athir

work X%%%crgjgr%lyj Cﬂm t%‘:‘Ll u §sé heclhgeg?pirse s@’gt%@gm%ﬂuﬁn the

t systen13 i ncl S a nas
hdo ner 34. Furthe he second 8 st
firs] nEVSt o 55 E° EJ’ 4imE g vvatscﬁaog %l n%gt4frronaous

thethlrd ten15 CP .
lnfowam%glst% PRoY Qﬁh'ﬁ”?ﬁ%fﬁ? SRR b T ?%Cor%mgl%
wat chdog_t.iner_ 34 th t t 30, out
cre FERETS A e ot R0 STRE Y SoEbE e

second system 40 and the third system 50. The wat chdo
FourFPn%?boqﬁp % the second system 40 outputs a reset )
%pal , and the reset signal R2 resets the first
ﬂéﬁ1@OlsTﬁeb%ﬁﬁkﬂﬂiﬁﬁrFWnéﬁoﬁﬁP% A Fﬁéett?ﬁQQfQ§§§téﬁ1an
. 50 outputs a reset signal , and the reset signal R3
lnfoF@@é%%ntEﬁPQQ%%H?gs§§Fgﬁ$E{P a gourth embodiment.

The information processing system in the fourth embodiment
is composed of a first system 30, a second system 40, and a third
system 50 which include their CPU’s

As shown in Fig. 7, the first system 30 includes a master CPU
31 and a watchdog timer 34. Further, the second system 40 includes
aslaveCPU41znxiawatchdogtimer44;andthethirdsystanSOincludeé
a slave CPU 51 and a watchdog timer 54.

In the fourth embodiment, the watchdog timer 34 in the first
system 30 outputs a reset signal R1l, and the reset signal Rl resets
the second system 40 and the third system 50. The watchdog timer
44 in the second system 40 outputs a reset signal R2, and the reset
signal R2 resets the first system 30. The watchdog timer 54 in the
third system 50 outputs a reset signal R3, and the reset signal R3

resets the first system 30.
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Further, the master CPU 31 in the first system 30
outputs a KILL signal K1, and the KILL signal Kl
resets the second system40 and the third system 50.
The slave CPU 41 in the second system 40 outputs a
KILL signal K2, and the KILL signal K2 resets the
first system 30. The slave CPU 51 in the third system
50 outputs a KILL signal K3, and the KILL signal K3
resglsndfe tfﬂerﬁxgsé%ﬁtc%g‘ §ﬁ'irl RrEhe; f QU e epbodiiRBhes a
tEe_ I'rs sly_stem alnI the second system 40 nonitor
t hei r apomal | nu t ' S d
KILL R Re ST RESb LR P8R Lol £ ahbrl 2o st ol oh *0
reby t he occurrence of a Ly is.surel t .
ana L0, EPe SRR ag -1 e RieTa bt oF i SerelPERLE oo
bet ween _t he. nast er. CPU and sl av U, _w thout _.
outpPEs 3 Mg S BN afld ﬁtqbeemg n° {%neaels‘ IKg\F/JEé% Is1 ?le first
anomaly in all the systens can .be accurately detecte
systeag cft-di Rigf yStaviet CFY Hodd bie r&v%ﬁtedﬁ"%’?i %‘&‘f%’csoﬁ R
. nmounting caused by the conplicated conmmunication. %61
signpgshdnsdd dhg ﬁ%éeﬂ@naﬂedﬁ’l FEFSFRIr thhe ihvorHat Pl -
processi ng system appropriately, the reset path by
t hénr BRetfogrghgmeasimeRe, (YL LT ghaYshey He28t thegecond
or the reset function may be executed by ot her
systppt4fousnify thedrsyingeAts mMuuagly s a@dhFor Eigshgivihem 30
showi ng a part of the constitution of an input/output
and ing tthiigdwhy etrema i 0i e wiredt Bl Hrocassi ey rwglﬁiw i HegsbY,
fifth enbodi nent is applied. The enbodi nent shows an
the exampleaceoff anomaly whistireprotedssésdan Thigutbw afieleting the
inputted froma field equipnment 1 side in a
mutuddwrsiiteaims tcops ahtoiarpot sweerPvhy akgeef FPHcuskeagdpslave

CPU, without performing communication between the slave CPU’'s,
anomaly in all the systems can be accurately detected. Accordingly,
it is possible to avoid difficulty on mounting caused by the
complicated communication.

In response to a property required for the information
processing system, appropriately, the reset path by the reset signal
or the IKLL signal may be omitted, or the reset function may be
executed by other methods.

Fifth embodiment

Fig. 8 is a blc;ck diagram showing a part of the constitution
of an input/output unit to which an information processing system
in a fifth embodiment is applied. The embodiment shows an example
of a unit which processes an input value inputted from a field

equipment 1 side in a downstream step and outputs a PV value (process
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value) to a controller 2 side in an upstream step. As
shown in Fig. 8, the input/output unit includes a
master CPU 10B and a slave CPU 20B, and each of them
execut es thesame processing independently. Further,
the CPU 10B and the CPU 20B execute di agnostic of
peripheral circuits nmounted around their CPU s
respectively. , As shown in Fig. 8, an input val ue
fromthe f] uip . 1S h an i nput
Valuﬁ rP%7€ %é#fﬁgil?%patgﬁﬁ%fﬁg}a?Zqup? %ﬁr%E% ter CPU 10B.
A peripheral circult t.er. '
o Aenahed oy &G gég'nc‘?g‘;éi PR de s T8 uﬁ'{’gjealf#‘?e’lsg% mafter
i.gnal .outputted, fr the input huffer 72 is i nput
CFU ﬁﬁgoaP%ea i YﬁbgFPczgg}cfﬁ? %é%ﬂ ognégfﬂee?ﬁ%giﬁﬁcE%Snaane
absence, of anoma in the. signgl i iagnosed. . T
ProcsrasehcE? &ngﬁggi%e d?“§H8ﬁ3|§h?ﬁ§?ﬂé- erd hgpﬁlggU 208
circuit 74, and the presence and absence of anonal ,
execpiic (HauaPgiaF CORTUEPEHT PRt HemP RRCRS BETTRS (79 5 BY S
input to the master CPU 10B as diagnostic information
resppEoAVERE: di agnostic circuit 75. Sinmilarly, the sane
input value fromthe field equipnment 1 is input _
t hAsughovhelt Apdt pard F2PRhI NS AP B Ferld $qunpgent
the slave CPU 20B. A peripheral circuit 76 around the
1 isgfimmet dhyorgB #1” infiudghased byprd ap akiryst PELERF cld fto the
77. Further, a signal outputted fromthe input buffer
- mast®3 ¢BU 19But A megirherall agaesit ¢/ Lidreund te magher (4Fy 108
presence and absence of anomaly in the signal is
is dthagresen, a dihgnpsebentecalrid7abs éncehef, ardwakly dutruheed
peri pheral circuit 76, and the presence and absence
fromothanomalty bufifehel Siignahpetutigurot ede fdigranoshéc| aipuguit 75,
buffer 73 are input to the slave CPU 20B as di agnostic
and PHe presence and absence of anomaly in the signal is diagnosed.

The presence and absence of anomaly in the peripheral circuit 74,
and the presence and absence of anomaly in the signal outputted from
the input buffer 72 are input to the master CPU 10B as diagnostic
information from the diagnostic circuit 75.

Similarly, the same input value from the field equipment 1
is input through the input part 71 and an input buffer 73 into the
slave CPU 20B. A peripheral circuit 76 around the slave CPU 20B is
diagnosed by a diagnostic circuit 77. Fﬁrther, a signal outputted
from the input buffer 73 is input into the diagnostic circuit 77,
and the presence and absence of anomaly in the signal is diagnosed.
The presence and absence of anomaly in th¢ peripheral circuit 76,
and the presence and absence of anomaly in the signal outputted from

the input buffer 73 are input to the slave CPU 20B as diagnostic
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information fromthe diagnostic circuit 77. As shown
in Fig. 8 the nmaster CPU 10B i ncludes a PV val ue
processing part 11B which executes arithnetic
processing for the value inputted through the input
buffer 72 and converts the input value into a PV
val ue (process value) of format which is processable
in an upstream step on the controller 2 side, and a

mfo%agmeﬁtflcorpame al2Bn¥bi ch exeeyiessdet ection and
judgment of anomaly upon reception of the diagnostic

| nfr mabLAN: £ rem .t Be ghagnesth-Cosl Il tlnziuagg a PV value
generates a status fhat is a di agnostic result.

proce%gi{g&rpartth%l%a%ngéh Cé:)}&éc]qusl in%x?eﬁ:l% %Qggé@éfkﬁ_;t 'f%? the

13B for executlng conmuni cation wth the ‘slave

= BT T R
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es a Ue processi ng par
execytes ari thnetj.c proc for the e utted
”1aPHﬁ5%ﬁFthe ot %f?e ?gi %%ﬁVer ﬁ s%“:part
ue into _a PV v roc of fornat whi
128 V8L ofF 6B6SHET GerRE RN ARy SAreet 8%10?1?1]@’ BBRP ieer Lon
2 side, and a .dia nostlc art 22B whi ch executes,
of ther dLRYRIS Fid ﬁnéagﬁ%?&orb LRRo P y AR StéEept FOH Tof > and
t he di agnostic |nfornat|on fron1the dlagnostlc
gensgptedi ¢ Y7o W [éherat s ESS TERATi s a
di agnostic result. Further, the slave CPU 20B i ncl udes
a dOHTHRE catho MasTteEakCEBE 0F dncdudetta FPTEBRHERE et PEACK
with the master CPU | OB, and a code generation part

13B faB sl iaddsommuRCat tye | it hREB fd@vey CEhadBy aBle code

and update counter to the PV value and the status. 22
generation part 14B which adds a CRC (Cyclic Redundancy Check) code

and update counter to the PV value and the status.

Further, thevslave CPU 20B includes a PV value processing part
21B which executes arithmetic processing for the value inputted
through the input buffer 73 and converts the input value into a PV
value (process value) of format which is processable in an upstream
step on the controller 2 side, and a diagnostic part 22B which executes
detection and judgment of anomaly upon reception of the diagnostic
information from the diagnbstic circuit 77 and generates a status
that is a diagnostic result.

Further, the slave CPU 20B includes a communication block 23B
for executing communication with the master CPU 10B, and a code
generation part 24B which adds a CRC (Cyclic Redundancy Check) code

and update counter to the PV value and the status.
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Next, the operation of this unit will be descri bed.
The master CPU 10B conpares the status generated by
the diagnostic part 12B with the status which is
generated by the diagnostic part 24B in the slave CPU
20 and acquired through the comunication by the
communi cation bl ock 23B and the communi cation bl ock
13B in an equalization part 15B, and equalizes their

st %g%esthe Ther89ual bzath A0 udis RELEESS| i dbea.
equali'zing the status treated in the master CPU 1i0B

an%hgh%agké£u§Pﬁr€?%egoﬁ fggaéﬂe I%? égﬁera %? b%ethe

equal i zati on part er at es tion
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Her statlis  indicates anoma anges
ot her statu nto tus ' takes its
dlagﬁﬁatﬂ%lfﬁéré ?ts d%angg'vgt§P6 aqphgcgodécgg%%FE'Pthe
14B. . As, descri bed | ater f or
comn3Ah i+ GO PYCHR CREIAF Y A Phe s Pane @Gﬁ%o@mﬂ?écatm
status treated in the master CPU 10B _and the, stat
blockrlelht &1 Fn it SPAVE" BBy 208 aPRY EGUA! 280 T T Sﬁ\? Bses.
value generated in the PV value processing part
The 'eqgphier tignt hes 868@%%%{& aPF oerfi‘ﬁ&rltzl&%%hel—ﬁ*v‘\%?/‘é? trFﬁted
case that the anomaly of status has been detected on

in thadnasdsicsCBY 14 aﬁido‘é*é’s§ AGYs i ke detudiiez at #6h i £0B-
15B, the input of the PV value into the code

The gawelirdtéRrparEt 148 OSNERELT ORpynEOMAtIOR phrihe slatus.
The code generation part 14B generates a CRC code on
Namefljie Bbhsi squatizdelammartP\topal Ue dvgst Héadt giffger status

generated by the equalization part 15B. Further,
indigueey anpmelnewhPVealthe oghdr sttatus iate 4 Apatys whheh takes
code generation part 14B updates the count nunber, and
its gesrerlat,esnd gedddersbittai peghdnd addfysy tbhichaipdde erbregahion
nunber to the CRC code. 23
part 14B. As described later, by performing the similar processing
also in the slave CPU 20B, the status treated in the master CPU 10B
and the status treated in the slave CPU 20B are equalized.

The PV value generated in the PV value processing part 11B
is given to the code generation part 14B. However, in case that the
anomaly of status has been detected on the basis of the processing
in the equalization part 15B, the input of the PV value into the code
generation part 14B is cut off by a cutoff part 16B.

The code generation part 14B generates a CRC code on the basis
of the input PV value and the status generated by the equalization
part 15B. Further, every time new PV value and status are input,

the code generation part 14B updates the count number, and generates

a code obtained by adding the updated count number to the CRC code.
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The code generation part 14B, by adding the thus
generated code to the PV value and the status,
generates a frame conposed of the PV value, the
status, the CRC code and the count nunber. The count
nunber increases every tinme the PV value and the
status are updated. The franme simlar to the frane
created by the code generation part 14B is generated

The §6J@ f%‘hle¥a@3(o@ edel geneabd@dmPant 24l igenbhgreslcave to
0B, and their franmes are acquired through

the §9%mecékﬁoﬂhe byt tehe , coomaiiceat b ofr HOekmgsseang the pv
communi cation block 13B. The frane created by the

valuE04f08081al ioa &@éoée%a Ensebhad Rt h #he cofih@RBrber
cfeated by the code generation part 24B by a
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det ect’s sagreenent etween the both franes, it
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by “per or21ng ar processi ng ave
each of the 0 0
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rocessi_ng es the disa nent
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proceSS|n e 10B and the sl 2
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results in agreenent between the ?gth fra %I
Erang, SR o BY at B0 B9t Y CoTE BeTatt Bl AL LIAEE Gt the
output to an output part 78 in an _upstream step,
framﬁo%%tred PK %éoﬁﬁaﬂerﬁ@u%n%%ﬁ 28R DA CoTRATfetodcpart
the di sagreenment between the both franes and jt is
17B.j udgedashatan ohE Foreapt s At &7§u98FFCE%r?l?Bﬂ§eement
cuts off the output- of the frane. Further, as

betugescEhdp hafErRmes n itad8doehathe HéSEeRPRII L oAPPaFTa 7S
in the slave CPU 20B detects the 24

described later, by performing the similar processing in the slave
CPU 20B, each of the master CPU 10B and the slave CPU 20B collates
its own processing result with the other processing result, and judges
the disagreement between their results abnormal. In case that all
the processing in the master CPU 10B and the slave CPU 20B are normal,
the collation by the comparison part 17B results in agreement between
the both frames.

The frame generated by the code generation part 14B is output
to an output part 78 in an upstream step. However, in case that the
comparison part 17B detects the disagreement between the both frames
and it is judged that anomaly is produced, a cutoff part 18B cuts
off the output of the frame. Further, as described later; in case

that the comparison part 27B in the slave CPU 20B detects the
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di sagreenent between the both frames, the output of
the frame is obstructed by a KILL signal K On the
ot her hand, the slave CPU 20B conpares the status
generated by the diagnostic part 22B with the status
which is generated by the diagnostic part 14B in the
master CPU 10 and acquired through the conmmunicati on
by the conmuni cation bl ock 13B and the conmunicati on

dlsaghcggllﬁegg’%é’d’dleéﬂ eAdabd @At AR PAr the? Wit paRdo LU | BBfe is
heir statuses. The equallzatlon part ESB generates OR

obst'rﬂfceg on gaf, ts'i%néﬁ.af(us Narmel 'y, the equalization
part éy In case that either status indicates

anqglal%e changes.hae gﬁé‘eﬁrla%a*c'é% bﬂﬁoc&nﬁz?etsusch@"“s‘EQtus

takes 1ts anomaly, ivers its status to the code

geneg:%reg{ia #/O@hep% gggo% ;%\{:tvaﬂz%e vg.%ﬂert%tee%tla@alg E}{lch is

al’ué processing pa iven to the co

gene%fe:\@e{i tof!:] Qartnozs :Lge]? V‘}Iﬁi/gé It{%ﬁcn?sg:et r@ﬂq‘ (?ang 1¥ed

een e S

Sis o
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of f bg, ;ﬁoff art 26B. T e code ehgglon art 24B

ComMMEBRER at TS Ca© d@ oh SHeLHERTe" f"‘rF Arnplit Pipalizes
val ue and the status, generated t he equal i zation
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i nput, the code generation part 24B updates the

of t}é‘bﬁﬁ?t%ﬂbgﬁme%\ﬁdt’@%ﬁéPé%Je%atlé’“cfb?fé‘ oftrai mEBSBY PR GHREST

t he updated count nunber to the CRC code. The code

Statg’érﬂé'ifgdcﬁéﬂs parraiuachpyaetitingthitrestatiss o patedue yhéch
to the PV value and the status, generates a frane

takego ip® st LYy han®\deliglege, l%?u?@?F&ﬁugo tilife CORE goRfration

and the count nunber. The count nunber 25
part 24B.

A PV value generated in a PV value processing part 21B is given
to the code generation part 24B. However, in case that the anomaly
of st;tus has been detected on the basis of the processing in the
equalization part 25B, the input of the PV wvalue into the code
generation part 24B is cut off by a cutoff part 26B.

The code generation part 24B generates a CRC code on the basis
of the input PV value and the status generated by the equalization
part 25B. Further, every time new PV value and status are input,
the code generation part 24B updates the count number, and generates
a code obtained by adding the updated count number to the CRC code.
The code generation part 24B, by adding the thus generated code to
the PV value and thé status, generates a frame combosed of the PV

value, the status, the CRC code and the count number. The count number
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I ncreases every tine the PV value and the status are
updated. The frame created by the code generation
part 24B is collated by a conparison part 27B with the
frame sinmlarly created by the code generation part
14B in the master CPU 10B and acquired through the
comruni cation by the communi cation bl ock 13B and the
communi cation block 23B. In case that the conparison

incrR@kbs 24 He1EGsS tileS agr e£IRNtandDehuespat e Het Rpdated.
frames, it judges the disagreenent abnormal. In case

t hatI‘hEh@ca%@TPPéalef%BE 2R getachsohadi sagksemibiteq
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h I [ . 0f
gene?crgg%n:‘%arttth§4§ Ht%'e%@ét#sc%dl%é“%niiuéé’ ired tl@f% the
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updatroni's stop refore, In upstream

step,_.of a later stage fromt out put part .78, b
betiGary CharRP i T nat COWRS fodr CAprEgignt @bndtmal.
recogni zed that output of infornmation has  _been
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in case that the conpari son part 27B has detected the
betvwgeaafie fefitt Shet WR P PREIFPAMK" 21 Re® Hadttsr 2dP 1 FRIRaL
is forcedly reset bg the KILL s%&pal K outputted from
K, apHegt¥mpdiicsshgpattto e maste FHUf LRABentdddiiehtcasen the
case that there is anomaly in Erocessin of the
masteastEl 10PUSLOBECYHY EOHAPY SOIF KFel 619781 Hotad She fatput
di sagreenent between the franes. Therefore, 26
of a new frame to the output part 78 is obstructed. Therefore, it

is possible to prevent the erroneous data from being output to the
output part 78.

In case that the output to the output part 78 is obstructed,
count number updation is stopped. Therefore, in the upstream step
of a later stage from the output part 78, by only referring to the
count number, it can be recognized that output of information has
been stopped.

As described above, in the fifth embodiment, in case that the
comparison part 27B has detected the disagreement between the frames,
the master CPU 10B is forcedly reset by the KILL signal K outputted
from the comparison part 27B. In the fifth embodiment, in case that
there is anomaly in processing of the master.CPU 10B, the comparison

part 27B detects the disagreement between the frames. Therefore,
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in the abnormal tine of the master CPU 10B, the naster
CPU 10B is reset by the KILL signal K, so that there
is no fear that the erroneous information is output
to the host system Accordingly, the system as a
whol e can execute the precise failsafe. The range to
whi ch the present invention is applied is not |imted
to the above enbodi nents. Further, the invention can

in th@ aﬂﬂ&@rlayi @@ﬁé'@fi tth‘é fﬂgét&mC\PUt D@Bsajﬁaet )ﬁa§i’§]§ QﬂatblibB is
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device. 4. The information processing system accordi ng
to Caim1, wherein the anomaly detector is nounted
in the first device. 5. The infornmation processing
system according to claim1l1l, wherein the anonaly
detector is a watchdog tiner. 6. An information
processing systemconprising: a first device and a
second devi ce of which each executes the same’
processi ng i ndependent| y; Wagrein the first device
includes a collating part which coIIates dat a

gener ahed by dia f Eshedevl ae i dala,senereat ed by

t hé 'secon evl ce Judges anona €se data
oL D2 B0t s %e %ﬁg%ho@wgeh eaa%@k S ERAL the
resets t secon evice 1 n case t
has .be d e by the collating part. 7. An
Samelﬁf%r%%ﬁl%ﬁ1ﬁﬁqgggéélﬁgﬂ%ysten1conpr|S|ng a first
' device a a secol evic of whi ch a @ xecut es t he
same %r}o é/scil%tge ﬁae‘% ectsvﬁ{]eo 3 Erh 1rs rcli vice;
devi ce includes a second deV|ce reset part mhlch
resets the second device in case that the second
device reset part has detected anomaly of the secand .
de é%co%dief’ﬁéefli’ersﬁt Bevt YBiFRdSTEES ‘\ﬁfh éﬁ&ﬁﬁiﬂyﬂe"lce in -
recognition part which recognizes anomaly of th
CasesébégdtQﬁﬂRQﬂ?alénBaanb??ﬁ(ﬂ%ﬁ%ﬂ R Béth%Mﬁneﬁaerﬁ§ﬁeﬁ§°r
the anomaly of the second device recogni zed by the
anGmalfpe +REVFRLLPENPPFSSIBI THECThiGRALIBH to Claim 1,

processi ng system according to Claim?7,
comprising:

and

a first device reset part which resets the first device in
case that the énomaly has been detected by the anomaly detector.

3. The information processing system according to Claim 1,
wherein the anomaly detector is mounted separately from the first
device.

4. The information processing system according to Claim 1,
wherein the anomaly detector is mounted in the first device.

5. The information processing system according to Claim 1,
wherein the anomaly detector is a watchdog timer.

6. An information processing system comprising:

a first device and a second device of which each executes the
same processing independently,

wherein the first device includes a collating part which
collates data generated by the first device with data generated by

the second device and Jjudges anomaly when these data are in

28




wherein the second device includes a first device
reset part which resets the first device in case that
the first device reset part has detected anomaly of

~the first device. 9. The information processing system
according to Caim1l1, wherein the first device and
the second device are separate sem conductor devices.
10. The informati on processing systemaccording to

disaGrebmh wivhereh Brhbe, Ehb st rdv S gk dh e SECOREE second
evice are separ ate semnm conductor devices. 11. The

devikOf OBL] 0N, PEALESSHAYy SHS LRIV AAERSBI MGt hO Ch @My part .
wherein the first devitce and the second device are

separ af,e; , 29 AN GoRJUEL oL i JeVIL8Sm Lmp NEing:

i nformation processing systemaccording to Caim1,

wher ei nseé ggﬁﬁ{%; %&iigsvgﬁggnlarnbgeéi%% SEGANd,deViCe Al B es the

separaf ormation processing system
Sameaccgggé%glt%n eagghghtFMerein the first device and the
sBEORG Uewd céarFe ‘separdte CPU s. 14. The information

processing systemaccording to Caim7, -wherein the
fi 'S 8&0i ce and the second device are separate CPU s.

15. An information pracessi ng net hod which uses a .
fi o€ FeVIe 2°YnGe aio%c 6fd %I%ﬁc é’go?e%‘?ecﬁeés‘éﬁart which
executes the sane processin i nde endentI%h

reselanid SERGIIASLES OF Gorethrhd MmSRarS GFVLRG 1935 Part
device; and a _step of resetting the second device in

has dgkectedia e ldnsalbye HHCNWe FVLSE’ d¥ff ce has been

detected. 16. The informati on processing nethod i
acg@pdfhﬁﬁg(ge@pgpn4q§iudes an anomaly recognition part which

recognizes anomaly of the second device, and an informative part which
informs the anomaly of the second device recognized by the anomaly
recognition part.

8. The information processing system according to Claim 7,
wherein the second device includes a first device reset part which
resets the first device in case that the first device reset part has
detected anomaly of the first device.

9. The information processing system according to Claim 1,
wherein the first device and the second device are separate
semiconductor devices.

10. The information processing system according to Claim 6,
wherein the first device and the second device are separate
semiconductorvdevices.

11. The information processing system according to Claim 7,

wherein the first device and the second device are separate
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conprising: a step of resetting the first device in
case that the anomaly of the first device has been
detected. 30

semiconductor devices.

12. The information processing system according to Claim 1,
wherein the first device and the second device are separate CPU’s.

13. The iﬁformation processing system according to Claim 86,
wherein the first device and the second device are separate CPU’s.

14. The information processing system according to Claim 7,
wherein the first device and the second device are separate CPU’'s.

15. An information processing method which uses a first device
and a second device of which each executes the same processing
independently, comprising:

a step of detecting anomaly of the first device; and

‘a step of resetting the second device in case that the anomaly
of the first device has been detected.

16. The information processing method according to Claim 15,
comprising:

a step of resetting the first device in case that the anomaly

of the first device has been detected.
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