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APPLI CATIONS 2 BACKGROUND OF THE I NVENTION 4 Field of the Invention
(Techni cawomB®sa#)3 The invention relates to datalink conmeairazmn/eassi f or
aircraft, 6 spacecraft, surface vehicles, and ground-based conmuni cations
infrastructures, and nore particularly to a nmethod and apparatus for an 8
intelligent comruni cations capability that enhances |legacy mlitary
tactical datalink systens by creating an interface between disparate civil
and mlitary 10 comrunications systenms. 12 Backgr ound Art: Each mlitary
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no provi si Oﬁggavllak syglems by creating an lnterface between disparate civil and military
10 communications systems.

12 Background Art:

Each military tactical datalink radio is an independent system and

14 was not designed with the idea of integrating with other radio systems. In
the past use of an external communications management router for military

16 tactical datalink radios had not been developed. Until recently, the military
was focused on specific tactical radio point solutions rather than an

18 integrated solution.

20 The military is in the process of eddressing requirements in order to
use civil airspace, and at the same time is developing and expanding tactical

22 radios and datalink systems to use in the digital battlefield. Unfortunately, the
Radio Frequency (RF) spectrum, communications radio equipment, and message

24 protocol requirements used in civil airspace operations [civil satellite redios, Very
High Frequency (VHF) radios, High Frequency, (HF) radios, and wireless

26 systems] are different from those used in digital battlefield operations [military
satellite radios, Ultra High Frequency (UHF) radios, and HF radios]. This is
28 further complicated by constraints on some military tactical aircraft and ground

vehicles that only have tactical datalink systems with no provisions for the
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14 Currently, the typical military aircraft is equipped with several independent
communications systems. The aircraft crew must interface directly with each

16 communications system and the integration of data link information between each
system must be manually processed by the crew. Types of communication

18 systems the crew must interact with are UHF/VHF line of sight radios, HF long-
range radios, military satellite communications equipment, civil satellite

20 communications equipment, and the JTIDS/MIDS communications equipment.
As civil telecommunications technologies evolve, data link communications will

22 continue to expand and the aircraft crew workload and efficiency make it
necessary to integrate these disparate communication systems and automate

24 more routine tasks at multiple locations using a diverse range of equipment.

26 Currently, each military tactical datalink radio system is operated
independently of other civil or military systems. Exchange of information between

28 systems is performed manually or not at all. The Civil Communications
Management Unit (CMU) specified by Aeronautical Radio, Inc. (ARINC)

30 specification number 758, integrates three civil datalink radio systems (Inmarsat



Managenment Unit (CMJ) specified by Aeronautical Radio, Inc. (ARINC) 30
specification nunber 758, integrates three civil datalink radio systens

(I nmar satwd@30330053013 PCT/ US02/ 32331 -3 SATCOM VHF, anaCHR)Sobsa33does not
interface with any mlitary datalink radio 2 systens. AR NC and Vi asat
denonstrated sending a mlitary Link-16 nessage 4 through the ACARS
ground- based comruni cations infrastructure. This was acconplished by using
a Link-16 radio in an aircraft to communigcate with a Link 6 16 radio
installed in the ground-based comuni cations infrastructure and then
routing the |Iink-16 nessage to its destination over phone lines. In
actuality, SHNCOBN!, MRFend Houbet dors lIl@MRtel‘@Cﬁé@ﬁh@éy Miltangsaialipk rRdio

dat al i,nk radl sten1 10 The Air Force Research Laboratory (AFRL) at Rone,
NY in?tallea MG different datalink radio systens in a pallet and put
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tactlcal network can not e re- oute over one of several” civil
net wor ks; messages nornally intended for transm ssion over a civil network

can not be re-ro edoer oeof ral, mjitar net
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mlitary comrmuni catlons systens as a data coll ection agents are not
12 The purpose of this demonstration was to receive multi-media information over
several different air-ground networks while airborne. They did not route
14 messages intended for one datalink system through another datalink system.

Civil and military datalink systems operated independently from one another in

16 this demonstration.

18 Each of these prior art systems are deficient because: communications
management of military tactical networks (JTIDS, MIDS, and MILSTAR) is not

20 integrated with civil networks (Inmarsat SATCOM, VHF, and HF); messages

normally intended for transmission over a military tactical network can not be re-
22 routed over one of several civil networks; messages normally intended for
transmission over a civil network can not be re-routed over one of several military
24 networks; message routing criteria based on priority, security, urgency, message
size, and transmission bandwidth is not integrated for all available civil and
26 military communications systems as a whole; data collection agents are not
implemented to compute an integrated actual communications performance
28 indicator; data collection agents are not used to collect mission data available
from tactical datalink messages needed for Air Traffic Control (ATC) messages;

30 and data collection agents are not used to collect mission data available from



I npl emented to conpute an integrated actual conmunications performance 28
I ndi cator; data collection agents are not used to collect m ssion data

avai | abl ewbroanszoaxt i cal datal i nk messages needed for Air PcaftfSor3a3snt r ol
(ATC) nessages; 30 and data collection agents are not used to coll ect

m ssion data avail able from W 03/053013 PCT/ US02/ 32331 -4 tacti cal
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messages. 4 None of the prior art systens creates a software or hardware
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Li nk- 1% nessmmunmaaomsvat@n@d over a civil VHF radio systemin the event
that the Link-16 radio is failed or unavail able. Likew se, the Link-16
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network, link, and phySIcal layers needed to interface with the military
12 communications systems (JTIDS, MIDS, and MILSTAR), and other avionics
devices and end systems. Additionally, SmartBridge will offer the military the

14 capability to bridge between military and civil communications systems allowing
messages to be routed transparently across all available systems. For example,

16 a Link-16 message could be routed over a civil VHF radio system in the event
that the Link-16 radio is failed or unavailable. Likewise, the Link-16 tactical radio

18 could be used to route ATC messages in the event that civil radio [Satellite Date
Unit (SDU), VHF Data Radio (VDR), or High Frequency Data Radio (HFDR)] fail
20 or are unavailable. For aircraft and spacecraft applications, the SmartBridge

function can be implemented in a standalone hardware unit, or as a software
22 application in an on-board computer system, that interfaces with onboard

communications systems.

24
For surface vehicle applications, the SmartBridge function can be
26 implemented in a standalone hardware unit, or as a software application in an on-
board computer system, that interfaces with onboard communications systems.
28 SmartBridge will provide enhanced communication network management
onboard the vehicle along with data routing to other systems. Data collection
30 agents can be used to extract information from internal equipment or extract

information from other onboard messages for reporting.



For surface vehicle applications, the SmartBridge function can be 26

i npl emented in a standal one hardware unit, or as a software application in
an on- bowpd3osepit er system that interfaces wi th onboaracCrarsnusedgat i ons
systens. 28 SmartBridge will provide enhanced conmuni cati on network
managenent onboard the vehicle along with data routing to other systens.
Data collection 30 agents can be used to extract information frominternal
equi pnent or extract information from other onboard nmessages for
reporting. WO 03/053013 PCT/ US02/ 32331 -5 2 For ground-based

comuni cations infrastructures, the SmartBridge function can be

i npl enmented as a software appllcatlon in a conputer systemthat
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st ove- pi ped networks can use SmartBridge to 16 perform advanced data
routing to tmessagtisstpanivit grovetvietiwsrks18 A primary objective of the present
|nvenia on is to provide a nethod and apparatus for perform ng new and
uni que’functions for the mlitary integrating 20 both civil and mlitary

communi cati ons r@b”bd@r@@tr@ alRdppietions (ARirgk! dpscefaft Rarldcesand gidivent | on
is to make it easier for
12 based), the SmartBrldge function can provide interfaces between military and civil
communications systems and bring previously non-connected networks together
14 for enhanced interactions. Additionally, communications networks requiring
interaction with data in other stove-piped networks can use SmartBridge to

16 perform advanced data routing to these disparate networks.

18 . A primary objective of the present invention is to provide a method and
apparatus for performing new and unique functions for the military integrating

20 both civil and military communications requirements.

22 Another objective of the present invention is to make it easier for the

military to get real-time data when they want it and where they want it.

24
Yet another objective of the present invention is to provide a system that
26 integrates data link information within military aircraft avionics and ground vehicle
computer architectures.
28
Another objective of the present invention is to provide a system to
30 transmit and process a variety of different types of data link messages originating

from or-sent to disparate civil and military communication systems onboard an
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26 i ntegrepDaeg/osttin |ink information within mlitary aircr&Co/ser/s3scs and
ground vehicle conputer architectures. 28 Another objective of the present
I nvention is to provide a systemto 30 transmt and process a variety of
different types of data link nessages originating fromor sent to

di sparate civil and mlitary comunicati ORS systens onboard an WD 03/053013
PCT/ US02/ 32331 -6 ai rcraft and ground vehicle as well as providing
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10
Another advantage of the present invention is the reduction of vehicle crew
12 workload by integrating communications datalink equipment and automating
message routing decisions.
14
Yet another advantage of the present invention is the improvement of the
16 overall operational efficiency of the military through intelligent information
management and message handling flexibility across all available
18 communications networks.
20 Another advantage of the present invention is the ability of the system to
be applied to information management and message hand‘ling for commercial
22 transportation businesses (airlines, trucking, trains, ships, etc.)
24 Yet another advantage of the present invention is the system’s intelligent
applications using learning techniques to improve the overall efficiency of
26 integrated military missions, operations, and maintenance activities.
28 Other objectives, advantages and novel features, and further scope of
applicability of the present invention will be set forth in part in the detailed
30 description to follow, taken in conjunction with the accompanying drawings, and

in part will become apparent to those skilled in the art upon examination of the
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THE DRAW NGS The acconpanyi ng draw ngs, which are incorporated into and
forma part 8 of the specification, illustrate several enbodi nents of the
preseré invention and, t&RERDEICRIPTICN &fsdHEHDRAMVINGBve to expl ain the

principles of the invention. . The 1Q draw.ngs ate only for the, purpose pof
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sol ution thgivention and are not to be construed as limiting the invention. In the drawings:

12 Fig. 1 is a system context diagram for the SmartBridge function.
Figs. 2a and 2b are a two part flow chart illustrating the SmartBridge

14 functional flow.
DESCRIPTION OF THE PREFERRED EMBODIMENTS
16 (BEST MODES FOR CARRYING OUT THE INVENTION)
18 The present invention creates a software or hardware solution that

provides an intelligent bridge between disparate vehicle and ground-based

20 communications systems.

22 Fig. 1 illustrates how the SmartBridge function can fit into a layered
architecture. In this context the SmartBridge function becomes an interface layer

24 between applications (on top) and various network layers defined by the
International Standards Organization (ISO) and Open Systems Interconnection

26 (OSI) standard (i.e. transport, network, link, and physical) layers used to interface
with different communications systems. With this layered architecture, the

28 SmartBridge function can be implemented in systems on aircraft, spacecraft, and
surface vehicles as well as in ground-based communications infrastructures to

30 intelligently integrate each together into a global communications network.



provides an intelligent bridge between di sparate vehicle and ground- based
20 comruni cations systens. 22 Fig. | illustrates how the SnartBridge
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applications 100 through 150 and functions 170 through 245 cquld al so be
execut2d i n RO Begane 70 through 245 could be implemented in a stand-alone box
(an example is defined in ARINC specification number 758) and execute on
14 processofs within this box. These same software applications 100 through 150
and functions 170 through 245 could also be executed in other computer
16 equipment where processor resources and communications interface hardware is
available.
18
One example of how SmartBridge 160 could be applied is to expand the
20 data communications capabilities in today's military fighter aircraft. The current
data communications capability of a fighter aircraft is designed for tactical
22 operations and is very limited in its ability to use civil datalink air-ground
communication networks. Fighter aircraft typically use the Link-16 radio system.
24 The Link-16 radio system today only interfaces with military air-ground
communications networks and only exchanges information with other military
26 aircraft equipped with Link-16 radios and military command and control centers.
Incorporating SmartBridge 160 into fighter aircraft will provide the capability to
28 bridge between military and commercial air-ground communications networks.
This will allow information on the fighter aircraft to be exchanged with commercial
30 air-ground networks in addition to the military air-ground networks. This added

capability will allow exchange of information with civil ATC centers as well as with
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Chrough 190 2 Eoga Pt neGRETHS), 220 e BN AR possridtey ViR FrgyBer

i npl ergent ed awgrafotibtadinie obaatiohsWTH misdibresordputeg prd\Ede9BCEESHIdtRE On  the
fighter aircraft. Additional software |ayers can al so be inplenented in the
6 m ssion cERRINEl W'Barﬂr'ﬁiﬁrf@éeﬁiopitf‘ﬁrf@htﬁfi%ﬁ?éa%@@/\ﬁ‘tr@u%ﬁgghat i ons (100
and 4}0) and nmilitary unique functions (180, 220 and 225) that are
associated with fighter 8 aircraft datalink operations. The m ssion

conput er provi ded-ardhieexatrple itds esswmnsdlthatl thetfighyeri aitceaft aloes nobcohiairt agt er
ai rcr&ft (275 .throu

civil COmm%PliC%%g?‘lé raci]igs or end systems or the associated external interfaces
(258 through 270) to the mission computer. It is also assumed that the fighter
14 aircraft does not contain any future military end systems or the associated
external interfaces (290 and 295) to the mission computer. SmartBridge 160 can
16 support these civil radios and end systems and future military end systems if and

when they are added to the fighter aircraft in the future.

18
Using this example, SmartBridge 160 provides the following capabilities to

20 expand the data communications capabilities in today's military fighter aircraft:

22 1. SmartBridge 160 determines which military end systems 275 are
connected to the mission computer and the health of those end

24 systems. SmartBridge 160 determines which military communications
radios are connected to mission computer (280 and 285) and the

26 health of those communications radios. By determining the type of
radio (JTIDS, MIDS, or MILSTAR) SmartBridge 160 knows what

28 communications network 180 to use and the link layer (220 or 230) and
physical layer (225 or 235) protocols that will apply. SmartBridge 160

30 determines the status and performance capability of the available

military radios and computes the Actual Communications Performance



For this exanple it is assuned that the fighter aircraft does not contain
any 12 civil communications radios or end systens or the associated

ext ernal wotoansaces (258 through 270) to the m ssion compawarse2/sx33i s al so
assuned that the fighter 14 aircraft does not contain any future mlitary
end systens or the associated external interfaces (290 and 295) to the

m ssion conputer. SmartBridge 160 can 16 support these civil radios and
end systens and future mlitary end syst: rbs__if and when they are added to
the fighter aircraft in the future. 18 Using this exanple, SmartBridge 160

rovides the foll owi ng capabilities 20 expand e data co ni cati
(F:)apabi lities in toW‘g) W%Iqalﬁ%flr y-h’fei ﬁh%e@n ?Pglﬁ)‘&?‘ﬁ"?h‘%?ﬁﬁ?r%@é’g%d @gel 228
determi nes which m oSy 16'pd @%@hﬁ%ﬁﬁ@ﬂ@@ﬁ%}g@ﬁé%ﬁ% olifi§g HesRidHe.

conputer and the health of those end ys mart Bri dge 160 det erm nes
which mlitary comiihisgmnesalprocess issliustmted mEigt 2d 316 thireughod3&onput er
(280 and 285) and the 26 health of those conmunications radios. By

det er fi ni ng the type of radio (JTIDS, MDS, or MLSTAR) SmartBridge 160

Knows what 28 PO@T‘J?H%%EBrFa%\% 150 St Shs Hatdssliedfientdi@ntd ®kmbaker (220 or
230) and physical layer (225 or 235) protocols that wll I

apply. .
Snart Bri dge 160 30avleblerendsysteonss2Eh ap the fghter faincrath c Ehesepddtal gallgction t he
available mlitary radi,os,and, c ut es t.he Actual Co Ni. |
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nmessage routing decisions. This general process is illustrated in Fi 25. 2a
is

310 through 335. 4 systomestetsiangeiauls asx selieaied ffiom gugilakio End sypieMag
to m)]C tor 6 avail aQJu? aﬁ@%f%@sﬁt%?agg ﬁaQi'&aEigﬁ dfa'tegtét&ﬂle@{éacirr%ttacﬂ_&?se data

col | ection
datalink applications 100. SmartBridge 160 analyzes the engine data

12 and end systems status and faults looking for trends, maintenance
decision aids, and alerts for the pilot. This general process is illustrated
14 in Fig. 2a 395 through 430.

16 3. SmartBridge 160 sends the collected data to civil communications
management applications 120 through 150 where they are formatted

18 into an engine parameter report, maintenance data report and a
position report. Civil communications management applications 120

20 through 150 also schedule the position report to be sent to the current

ATC center, and the engine parameter report and maintenance data

22 report are scheduled to be sent to the military AOC for the fighter
aircraft. These scheduled reports are properly formatted to include the
24 appropriate destination address and then sent to SmartBridge 160 to
be transmitted over the available communications network.
26
4. SmartBridge 160 analyzes the type of reports to be sent and
28 determines their routing criteria. Each individual report is processed

according to its routing criteria and routing instructions are prepared.

30 This general process is illustrated in Fig. 2a 345 through 385.



agents also interface wwth mlitary software applications 100 and 110 to 8
collect tactical and m ssion data. In this exanple engine data and end
system stwows/os30a3 f aul ts are coll ected from avai |l abl e endpsyatserns232i75, 10
and aircraft position and navigation data is collected fromtactical
datal i nk applications 100. SmartBridge 160 anal yzes the engine data 12 and
end systens status and faults |ooking for trends, nmaintenance decision
aids, and alerts for the pilot. This gen raI process is illustrated 14 in
Fig. 2a 395 through 430. 16 3. Smar t Br i dgé I60 sends the collected data to
civil comunications managenent applications 120 t hrough 150 where they
are formatted 18.imerthiderdiGleusas thamusient apbyerk Qﬁ?é‘iﬂﬁtlféﬁ@ﬁ@é"doeé?‘é’sreport
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t hrough 150 al so sc he "pos nhrep e current

ATC center, and themesgadgerqaaingneR@rthisepantplartioe rrm[memmctermiaalazmwilbport
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transmtted over the aval t Bridge
160 amal yzes the t yparanieteeporisatdmaintepatceadata2@pdetar ailove priotiyi basivut i ng

criteria. Each indiyi.dual ort is, oes d _acgprdi to,i routin
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Smart Bridge 160 uses tl!;@ grrent network ‘configuration and status
i nformation and nes22eandphysicalilaysr 226tto dransnot daclemessege E@eé&%fdhe

nessal%e routing. FOjle@ Fadid ?e”mlﬁalt% or‘th[)%/IIL%c“lAcﬁtre%lgltet‘a}nlnglgﬁ)&‘:'}'I 2

12 6. In this example the civil air-ground communications network on the

ground contains a JTIDS compliant Link-16 radio terminal and receives

14 the position report transmitted by the JTIDS Link-16 radio terminal on
the fighter aircraft. The civil ground station equipment also contain

16 SmartBridge 160 functions and civil communications management
functions (120 through 150, 170, 175, and 185 through 215)

18 implemented as software layers and it's own link and physical layers.

Using SmartBridge 160 functions and civil communications
20 management functions (120 through 150, 170, 175, and 185 through
215), the civil ground station equipment determines that the position
22 report is intended for the ATC center and sends it to the proper ATC
system.
24
7. The engine parameter report and maintenance data report transmitted
26 from the fighter aircraft's MILSTAR radio terminal is received by the
MILSTAR communications system. The associated MILSTAR ground
28 station equipment contain SmartBridge 160 functions and civil
communications management functions (120 through 150, 170, 175,
30 and 185 through 215) implemented as software layers and it's own link

and physical layers. Using the SmartBridge 160 function and civil



4 be used to transmt the position report because it has a high priority.
The M LSTAR radio termnal 285 is selected to transmt the engine 6

par anmet erwpeposiand mai nt enance data report on a | ow pri ®@Crtusobasds. This
general process is illustrated in Fig. 2b 445 through 495. 8 SmartBri dge
160 uses the appropriate network |ayer 180, |ink layer 220, and physical

| ayer 225 to transmt each nessage to either the 10 JTIDS radio term nal
280 or the MLSTAR radio term nal 285. 12126. In this exanple the civil

ai r-ground comuni cations network on the ~“‘ground contains a JTIDS conpliant

Link-16 radio termnal and receives 14 the posit] epor t Lt ed, by
the JTIDS Link-16 r%ﬁ@uﬁwpﬂam@??%%e@tﬁaﬂ&&“s 'ﬁ@rté'fcﬁ‘.ghT@’gl%w%g?%nd
statign equi prment ' (=] 3 ' v
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t hrough 215) 18 i npthebthesedepsrts afe inderdéedifertise fightar @irerafWvAOG akd sadd

physi cal | ayers. I ng, Smart Bri dge. 160 ctions and civil conmunications
20 maffagement funcH?‘S to(@?@@ﬂ?’b&@%’i’sﬁ&@%fe@?& and 185 through 215),
the civil ground station equi pnent determ nes that the position 22 report
is intended for the ATC center and sends it to the proper ATC system 24
7. Th& engi ne pafanthesamemgenerahprosashirereyece ern heuspdran thedighien ted 26

fromthe fighter aircraft's M.LSTAR r.adio terni LS recej v : .

M LSTAR communt cat | SFSa0 e efvaeonyi8eierBaehbar i EiFos il s
equi prgent cont ai n - SgRihBdoRtRuARStIONS AbiVTRs aNithid ¥ade SHRMBHUEA6®NS
managenent functions (120 through 150, 170, 175, 30 and 185 through 215)

i npl ement ed as sof t RgEVesdPessAgmsdTen e GXAIlahle RommauyAFtonsladias 288G andisi ng
the SpprtBridge 1604406830288 (L b ARG WIS 15 SLhYWah iRt
instructions contained in each message. SmartBridge 160 sends civil
12 messages, such as ATC or AOC messages, to the appropriate civil
communications management software application 120 through 150.
14 SmartBridge 160 sends military messages, such as Link-16 mission
information, to the appropriate military software applications 100 and
16 110 or requested end systems 275 on the fighter aircraft. SmartBridge
160 also executes its data collection agents to monitor these incoming
18 messages and collects information as required. SmartBridge 160
intelligently routes this collected information to software applications
20 (100 through 150) and end systems 275.

22 This fighter aircraft example illustrates how SmartBridge 160 processes

and routes both civil messages (ATC and AOC) as well as military messages

24 (Link-16 mission information) over the available JTIDS/MIDS radio terminals 280
and MILSTAR radio terminals 285. The fighter aircraft could contain a civil
26 communications radio such as a VDR 258, or a SDU, HFDR or Mode S 260. In

this case SmartBridge 160 would process and route both civil messages (ATC
28 and AOC) as well as military messages (Link-16 mission information) over the
available VDR 258 and SDU, HFDR or Mode S 260 as required.
30



-12 communi cati ons managenent functions (120 through 150, 170, 75, and 2
185 through 215), the MLSTAR ground station equi pnment determ nes that

t hese repwotos/osaoe3 i nt ended for the fighter aircraft ACC amdTgasnzi3283t hem t o
the proper mlitary AOC system 6 8. The sane general process in reverse
can be used on the fighter aircraft to receive incom ng nessages sent from
the civil or mlitary air- 8 ground comunications networks. In this case
Smart Bri dge 160 receives nessages fromt hle3 avai | abl e conmuni cati ons radi os
280 and 10 285 and anal yzes themto determ ne where to send them using

instructions contain d i.n each ness i nds ¢ivi
messages, such as '9—(@@%@@@5“@%0”?S?ﬁ}?eeﬁﬁ'ﬁgg%f')?gtge%c@rﬁ SC”LG&
comuni cat i gogy@nagenent software application 120 through 150. 14

Smart Bri dge 160 sends mi litary nessages, such as Link-16 nission
information, to the appropriate mlitary software appl | cations 100 and 16

ai so decut oe. |3 Aea G alicalgan 00U EE DN GRe BTGy

nmessages a”%oﬁWér@%bﬁhd:é’tfo‘h%rfﬁéﬂ e 3%/bPEEhERE NSRbA @’étéjﬂm%t 356|Qece|ved from
intelligently routes this collected information to software applications

20 (160 t hr angliorisol tapthassystems enever@vailableTatslink petwerksi rcraf t exanpl e
illustrates how Smart Bridge 160 processes and routes both civil messages
(ATC and ACC) as well as mlitary messages 24 (Link-16 i ssion infornation)

over tghe avai | ablSen}itklopbRSppHdatoriset 10 @résé’r&%oﬁwelabbﬁaﬁlaﬂsaﬁap

termnals 285. The fi ghter ai rcraft could contain a civil conmuni cati ons
radi o such #0WdeERNIEEs apd/onseprert Krtartisal daakinicapgsatiops 1DH|e§1dct§§e

Smart Bri dge nd route both civil nessages (ATC 28 and
AQCC) @s wel Ié]rﬁgﬁ%ﬂﬁb?f%&%g??gges (Li nk-16 m ssion information) over the
avai |l abl e VDR 258 and SDU, HFDR or Mdde S 260 as required.

12 Datalink Management (DM) 120 represents software applications that

provides datalink management for avionics end systems in accordance with

14 ARINC specification number 656. DM 120 is a standard civil datalink application
and is used only when an ARINC specification number 656 network path 185 is

16 available.

18 ATN MGMT 130 represents software applications that provide ATN

message management (MGMT) 130. This is an emerging civil datalink
20 application that is currently being developed. These applications will use ATN

protocol functions when available to interface with external civil communications

22 equipment and other devices and end systems (258 through 270). These
protocol functions are Transport Protocol 4 (TP4) 195, Cohnection Less Network
24 Protocol/Router Protocol (CLNP/RP) 200,
8208 205, and 8208 Aviation Packet (AVPAC) 210 and associated link layers
26 230, 240 and physical layers 235, 245.
28 AB23 140 represents software applications that generate ATC messages

in accordance with ARINC specification number 623. A623 140 is a standard civil
30 datalink application and is used when ARINC specification number 623

messages are required.



30 WD 03/053013 PCT/ US02/ 32331 -13 The definitions and applications of the
elenments of Fig. 1 are described as 2 follows. 4 Tactical datalink

appl i cat iwo9308013i.e., Link-16, others) represents mlit &CY/USSDsA3BAar €
applications that use and/or generate m ssion data that is received from 6
and/or sent to other systens or over avail able datalink networks. 8 Service
support applications 110 represent software applications that provide
services and/or support to tactical datal |4nk applications 100 and the 10
Smart Bridge function 160. 12 Datalink I\/an]agerrent (DM 120 represents
software applications that provides datalink nmanagenent for avionics end
systens in accordance with 14 ARI NC specification nunber 656. DM 120 is a

standayd civil | I

speci f I cation nuﬁ) @G@P%é b%ﬁ@%lﬁgﬂéﬁgt%\}%nﬁﬁgﬂ?gﬁ%& &) 130
represents mbbmﬂanaewlimARiN)@$peb1ét:a1}inmnumbeAT&QArfﬁgrstaganagmagmms&em
(MaMI)  130. This i civil licaion that is
Currett 1y bAGl ea@?e”ﬂgl&apegﬁ%%@nw@%r%ﬁ SQE S rwiRghe S pst Seprrd
functions wagR oﬁa‘féﬁr‘nl@g @lc?a‘ﬁohé”tﬁétfnﬂ%ﬁa%W?theé‘ﬁ&é%b%n‘%'éﬁd rot@REdeCROCONS

22 equi prent and ot her devices and end systens (258 through 270). These
prot odol f umeessagesdo @ndrfaorEndt syBterne aoll ava(laiple)condBuniCatioes efoipmets

Net work 24 Protocol/Router Protocol (CLNP/RP) 200, 8208 205, and 8208
Avi ation Packet (AVPAC) 210 and associated link |ayers 26 230, 240 and

physigal |ayers ZhartBA8ge 418048csk48 tfaeﬁhﬁ@%tsgag@fréqws@s patRliveRpfrb@Ns t hat

generate ATC nessages 1inh accordance with NC specification nunber 623.
A623 140 i s eachtappigaiiore(100 thramhitdQ) toletempingdae invessage rpeting edtofiaeif0

AR NCIOSpeC' f f(f:aé 'Zpa ar%mgl% tlgn %f the appropriate network path (170 through 215) to use
in transmitting the message. SmartBridge 160 also processes messages
12 received from each of the available network paths (170 through 215) using the
message handling processes 470 of Fig. 2b, to determine which application (100
14 through 150) each received message is to be sent to. In this manner
SmartBridge 160 manages the message routing decisions so that applications

16 (100 through 150) do not need to be concerned about which network path to use.

18 An example of the benefit SmartBridge 160 provides to the military can be
illustrated with the AOC 150 application. In the civil environment AOC messages

20 only use the A618 215 network path or the ATN network path (195 through 210)
for sending and receiving AOC messages using civil datalink radios 258, 260.

22 SmartBridge 160 will also use the tactical network path 180 to send and receive
AOC 150 messages. By using the tactical network path 180, SmartBridge 160
24 can send and receive AOC 150 messages using the JTIDS/MIDS datalink radio

terminals 280 or the MILSTAR datalink radio terminals when they are available.

26 SmartBridge 160 uses the necessary decision processes 440 and message
handling processes 470 to format AOC messages for transmission over the

28 selected network path and to decode AOC messages received over each network
path. Since the SmartBridge function 160 is implemented in both the vehicle

30 equipment as well as the ground systems equipment, these decision



nmessages are required. WO 03/053013 PCT/US02/ 32331 -14 2 ACC 150
represents software applications that generate AOC nessages in accordance
wi t h ARI N€ogpesioiis cati on nunber 702A flight managenent sy®CermsSoz32836C

andARI NC specification nunber 620. AOC 150 applications are standard civil
datalink applications that interface with end systens and route these AOC
6 nmessages to and fromend systens and avail abl e communi cati ons equi pnent.
8 SmartBridge 160 processes transmt messgge requests received from each
application (100 through 150) to determ ne the nessage routing criteria 340

10 of Fig. 2a and selectl n of th riate ne wor k path(l?Othrough
215) to use PrPgesses4n H@;eqsaeefb@étgﬁ B@‘;r?éns?%ﬂt RREEN) %t%CBr‘B%%%@@s

nmessages 12 i ; ough
215) \&i ng e%@@%@@a%i@ T N o R A el
whi ch appl i m:‘stedcto Hahdle ADL tiessagbs H1B88grikestin thescaa(amﬂlerrsstlsagemes)rooesm sent
to. In this r Smar i.dge. 160 S outi ng deci sions so
that &ppl i cé %U? (%)g’rtthg&ﬂﬁt af%?%snégﬁﬁge an’ia -concer ned about
whi ch net wor k path to use. 18 An exanple of the benefit SmartBridge 160

provides to the mlitary can be illustrated wth the AOCC 150 applicati on.
In thescivil enviTrhibrepi@Sentsssaityesred0nctidng thatinplemsst $he 0S| trenepok pat h

or the ATN networ k h 10 I ndi a receiving. A
Tessages s MEIAOIARTTRA L §r S agth. »68% 1556 RnBd B bk eliane
al so uge thecilmplitivh ORjaMMdtioRal @A@&Qw\ps Sdificaidmh, r ecei ve ACC 150
nmessages. By using the tactical network path 180, SmartBridge 160 24 can

send and recei ve AOC 150 nessages using the JTIDS/ M DS datalink radio

avar | 301 6. 26 St Betb pesui et AR AdEPS R UREQEE 1o ana

message harrddtwa@k RK/EF pF6S0l4 T domindhitatioASwitheshgRseirR!in tacameaings ivith
over the 28 selected network path and to decode AOC nessages received over
each ket wor KARINC specification number 619. A619 170 implements A619 protocols using
Military Standard 1553B (MIL-STD-1553B) link 220 and physical 225 layers.
14 AB19 190 implements A619 protocols using ARINC 429 or Ethernet link 230 and

physical 235 layers.

16
AB56 175, 185 represent software functions that implement the OSI
18 network layer protocols for communications with a flight management system in
accordance with ARINC specification number 656. A656 175 implements AG56
20 protocols using MIL-STD-1553B link 220 and physical 225 layers. A656 185
implements A656 protocols using ARINC 429 or Ethernet link 230 and physical
22 235 layers.
24 TACNET 180 (Tactical Network Router) represents software functions that
implement the OSI network layer protocols for tactical networks. The TACNET
26 180 network layer protocols function 180 uses various link layers 220, 230 and

physical layers 225, 235 to interface with the various military tactical
28 communications systems and associated end systems 275 through 295.



path. Since the SmartBridge function 160 is inplenented in both the vehicle
30 equi pnent as well as the ground systens equi pnment, these decision WO

03/ 053013WB@3hE80R/ 32331 - 15 processes 440 and nessage haodlisny3yspbcesses
470 ensure that each nessage 2 is properly handled and distributed to the
i ntended application(s). The process wused to handl e AOC nessages descri bed
inthis exanple is the sane process 4 that will be used for the other
applications (100 through 140). 6 TP4 195 represents software functions
that inplenent the OSI transport |ayer p}otocols for the ATN net wor k path.

TP4 195 is define Internatlona G v tio ani z t on
(1Ca0) "ATN spect FEeBIHR 2000 Rt Botwarg THopienseiet SBPRERT Hk Shons
that ijpl emens) hbgdilayd? Is' 8 RTNt @b CONNRRO fofihéd end
systens in accordanceh% ﬁﬁ&‘fbﬁfbs Klg{spem%{cafkl {))%trhnunberrR ?doqg §

i npl enent s A@&@eﬁﬂ@t@éﬂ]t\bsmmﬁ@atwnl itary Standard 1553B (M L- STD 15538)
link 220 and physical 225 |ayers. 14 A619 190 inplenents A619 protocols

usi ng ARINC 429 or Ethernet link 230 and physical 235 |ayers. 16 A656 175,

185 represent SOfEI\éﬁfe‘?lt@QOStZGE%RFé@nté gpheaRMunEienSHlat 18 l&%é\'ﬂrﬂérﬂ aMAé
protocols for conmunications wt ht managenent syst em in accordance

with ARI NC sp8tnetwsuk ilayer miatoep!sdostherd sl ristgorpaibnedi(s 2858 defmegrit ocol s
using ML-S physi cal 225 Iayers. A656 185 inplenents
A656  pr ot ocoﬁéﬁ%%e@lf‘&éﬁ@ézfoﬁ%w t Ethernet |ink 230 and physical 22 235

| ayersg 24 TACNET 180 (Tactical Network Router) represents software
functions that inplenment the OSI network |ayer protocols for tactical

net wor ks. The TAdMNEMem§208AVRAGAIO repyeseni® sotbvarafunctiens dintimolameny
varioys |ink, rfééf‘ g?y@% .cai‘% IYRCER! fol EEATNAfworic Bath? EISHhER{ 53 W th

t he vari ous
AVPAC 210 is defined by the ICAO ATN specification.

12
AB618 215 represents software functions that implement the OSI network
14 layer protocols for communications with various air-ground networks in
accordance with ARINC specification number 618.
16

MIL-STD-1553 LINK 220 represents software functions that implement the
18 OSl link layer protocols for network paths that interface with equipment using
MIL-STD-1553B interfaces.
20
MIL-STD-1553 PHYSICAL 225 represents software functions that
22 implement the OSI physical layer protocols for communication with MIL-STD-
1553B controllers.
24
NEW LINK & A429 WILLIAMSBURG PROTOCOLS 230 represents
26 software functions that implement the OSlI link layer protocols for network paths
that interface with equipment using Ethernet or ARINC specification number 429

28 interfaces.



28 conmuni cati ons systens and associ ated end systens 275 through 295. WO
03/ 053013 PCT/ US02/ 32331 -16 CLNP/RP 200 represents software functions
that i nplwomanspast of the 2 OSI network | ayer protocol s fPer/ushz3283N
network path. CLNP/RP 200 is defined by the |ICAO ATN specification. 4

El ement 8208 205 represents software functions that inplenent part of the
6 OSI network |layer protocols for the ATN network path. 8208 205 is defined
by the | CAO ATN specification. 8 El enent $8208 AVPAC 210 represents
software functions that inplement 10 par]t of the OSI network | ayer

protocols for th rk El ement 8208 AVPAC 210 is defin by
Phe 1CAO ATN spedi$ FERS briL/A428 238 roneSeats adbiare UbPoi Dot TRREMATE tida
| mpl ement 1t keSSl I‘P%—:lf pratbcbRYBF cOMMRGOAtN With EABTHBE EGtrAIRSs Wt h
various air-ground netvorks in accordance wth ARINC specification nunber
618. 16 M L-ARINQ 5pacificationaaombent 23 &lighs Speed WeB¢ conimeligrsns t hat i npl emrent
the 18 OSI link |ayer protocols for network paths that interface with
equi pr?’ent using ML-STD-1553B interfaces. 20 M L-STD-1 553 PHYSI CAL 225
represents sof t vgrgd wict IAMSBURE PROTODIRITERA0 réisreSBhtsPiBff i a fuhaionis
protocols for communication with ML-STD- 1553B controllers. 24 NEWLINK &

A429 W LLI ANBBURG!ERETODELGSbHTK leypr pedagels for network paths that will interface
with equipment using standard ARINC specification number 429 interfaces.

8
A429 245 represents software functions that implement the OSI physical
10 layer protocols for communication with standard ARINC specification number 429
controllers.
12
END SYSTEMS 275 represents interface systems that the SmartBridge
14 function 160 will communicate with. FUTURE END SYSTEMS 290 represents
growth for future systems that the SmartBridge function 160 will communicate
16 with.
18 JTIDS/MIDS TERMINALS 280 represents JTIDS and MIDS radio terminal
equipment that TACTICAL DATALINK APPLICATIONS 100, SERVICE
20 SUPPORT APPLICATIONS 110, and military end systems 275, 290
communicate with.
22
MILSTAR TERMINAL 285 represents MILSTAR satellite radio terminal
24 equipment that TACTICAL DATALINK APPLICATIONS 100, SERVICE
SUPPORT APPLICATIONS 110, and military end systems 275, 290
26 communicate with.
28 VDR 258 represents civil VDR equipment that applications 100 through

150 and end systems 265, 270, 275 or 290 communicate with.
30



26 software functions that inplenment the OSI |link |ayer protocols for
network paths that interface with equi pnment using Ethernet or AR NC

speci f i cawpop/osmenber 429 28 interfaces. WO 03/053013 PCTPUSQROB2Z33L - 17
HS PHYSI CAL/ A429 235 represents software functions that inplenent the 2
OSl physical |ayer protocols for communication with Ethernet controllers or
ARI NC specification nunber 429 H gh Speed (HS) controllers. 4 A429

W LLI AVBBURG PROTOCOLS 240 represents softiware functions 6 that inplenent
the OSI |ink |ayer protocols for network paths that will interface wth
equi pnent usi ng stand R Ification nu 429. i nt er . 8 A429
245 represents %%'?’EMA@S@@%MFPW&“&%‘HH e%&pnbﬁsﬁggﬁ 10 | ayer
protocol s f gcﬁﬁ&lr{n ' | @é}(@f Fddtieak mﬁgehr 9
contr02I | er s%hij END’ E\F(g{‘ljg%g g‘?‘ge?i@)r eser&rﬁigblﬁt\{gra f§ gggﬁc{sd;lg? gr?gottﬂat th16w
Smar t Bri dge antiderfcusystems 26602%0) 27 & on@8bicoatreunicate. WiUTURE END SYSTEMS 290
represents growh for future systens that the SmartBridge function 160

wi Il formunicate 16 with. 18 JTIDS/M DS TERM NALS 280 represents JTIDS and

M DS radio term g A499uERNABDED DEYIGASTE EAD BABTENE 2838 teptdser@dS 100,
SERVI CE 20 SUPPORT APPLI CATIONS 110, and military end systenms 275, 290
conmurti cat e eguifmenizhet asticrtiTERIPANropgh 15rwsmnicate WihARakatcel 1ite
radi o ter m nal, o238 RIRILpditadbAT e PATAS HS14RTscaT O\ 100,

SERVI CE

8
ETHERNET ENABLED DEVICES & END SYSTEMS 270 represents
10 equipment that applications 100 through 1560 communicate with that are
connected to ethernet system buses.
12
Fig. 2 illustrates the SmartBridge functional flow in Fig. 2a and Fig.2b, and
14 is organized into four major sections:
Network Configuration and Status 305,
16 Message Routing Criteria 340,
Data Collection Agents 390, and
18 Network Management and Message Distribution 435.
START 300 illustrates the beginning of the functional flow. SmartBridge
20 processes being described are repetitive and will be executed at a pre-defined
rate.
22

Section 1 305 illustrates the NETWORK CONFIGURATION AND STATUS
24 function. DETERMINE NETWORK CONFIGURATION AND STATUS 310
interfaces with all available civil and military communications systems to

26 determine their configuration and operational status. The results are then placed
as stored data in AVAILABLE NETWORKS & STATUS 315. GENERATE

28 NETWORK FAULT MESSAGE 320 uses information received from each
communications network to identify communications system faults and updates

30 NETWORK FAULTS 325 with current fault status. Using AVAILABLE

NETWORKS & STATUS 315 and NETWORK FAULTS 325, COMPUTE ACTUAL



SUPPORT APPLI CATIONS 110, and mlitary end systens 275, 290 26 comruni cate
with. 28 VDR 258 represents civil VDR equi pnment that applications 100

t hrough wb®3asmiend systens 265, 270, 275 or 290 conmuni ®&TAISM/51331 30 WO
03/053013 PCT/ US02/ 32331 -18 SDU, HFDR, MODE S 260 represents civil SDU
equi pnrent, HFDR 2 equi pnent, or Mde S transponder equi pnent that
applications 100 through 150 and end systens 265, 270, 275 or 290

communi cate with. 4 HS A429 ENABLED DEVI CkS & END SYSTEMS 265 represents 6
equi pnent that applications 100 through 150 comunicate with that are

ENaBLED DEVIREAMONTER et 3P MR EE o0 Bos Rt st Eonalyy ad

appl i cati onpehiif df@@”&fle%%%rﬁmr?@éﬁt%%%ﬁdf@émﬁut%s LONRGRIATPL O

et hernet system buses. 12 Il'lustrates the SmartBridge functional
flowin Fig |n<ﬂaaf@m@nH|Lg)d2tbeS AGH’ 33154Witb res@imi zed into four major sections:
Net wor k Configuration and Status 305, 16 Message Routing Criteria 340,
Data @bl | ection Agents 390, and 18 Network Managenent and Message

Di stribution 435. r al
flow. SmartBri dgeS@@ﬁTzr g%&s@lgsrg%ts tﬁ&?\ﬁEé |%$®Zm?%%$lﬁﬁ)g”gﬁ%ﬁ(\%l I
executed at MESSAGERH®UEST345 determlnes |f arequest has been submitted to recelve

or transmit a message. If a request is active, then several processes 350, 360,

8 370, and 380 are performed to evaluate routing criteria and to prepare

instructions for the NETWORK MANAGEMENT AND MESSAGE DISTRIBUTION

10 function in section 4 435. EVALUATE PRIORITY CRITERIA 350 assesses
message priority constraints and updates PRIORITY PROCESSING

12 INSTRUCTIONS 355 with routing instructions. EVALUATE SECURITY
CRITERIA 360 assesses message security constraints and updates SECURITY

14 PROCESSING INSTRUCTIONS 365 with routing instructions. EVALUATE
URGENCY CRITERIA 370 assesses message urgency constraints and updates

16 URGENCY PROCESSING INSTRUCTIONS 375 with routing instructions.
EVALUATE SIZE/BANDWIDTH CRITERIA 380 assesses message size and

18 bandwidth constraints and updates SIZE/BANDWIDTH PROCESSING

INSTRUCTIONS 385 with routing instructions.
20
Section 3 390 illustrates the DATA COLLECTION AGENTS function as a
22 series of processes 395, 405, 415, and 425. PROCESS AGENTS TO COLLECT
" END SYSTEM DATA 395 scans messages received from various end systems

24 interfaced to the SmartBridge function 160 and extracts data of interest. Data
extracted is saved in END SYSTEM DATA 400. ANALYZE DATA FOR TRENDS

26 405 scans current values of END SYSTEM DATA 400 with previous values
collected over a selectable time interval and identifies trends for specific data

28 items, for example engine parameter trend data. Any trends of significance are
saved in TRENDS 410. ANALYZE TRENDS & UPDATE DECISION AIDES 415

30 scans trend values in TRENDS 410 and evaluates threshold criteria established

for decision points. DECISION AIDES 420 is updated with results from this



22 Section 1 305 illustrates the NETWORK CONFI GURATI ON AND STATUS 24
function. DETERM NE NETWORK CONFI GURATI ON AND STATUS 310 interfaces with
al | avai Iablog/ogiovd | and mlitary comuni cati ons systens t®CTASAE$BBM ne
their configuration and operational status. The results are then placed as
stored data in AVAI LABLE NETWORKS & STATUS 315. GENERATE 28 NETWORK FAULT
MESSAGE 320 uses information received fromeach conmunications network to
i dentify conmmuni cations systemfaults an pdates 30 NETWORK FAULTS 325
with current fault status. Using AVAI LABLE NETWORKS & STATUS 315 and
NETWORK FAULTS 325, COVPUTE ACTUAL WO 03/053013 PCT/ USO2/ 32331 -.2119
COVMMUNI CAT| @R8IySERFORMENRETE N TV HEA LB S 42 spallatas Jedsian aidesand h of

L abl ot i e T2 q
poat o, ace SEOBFIES RIS (YRl FTREEES SATD hERiRUEN T e REREE "
ROUTI NG CRI EgBh&ickuaret dgyaniZativBSSAGE REQUEST 345 determines if a-request

has been submtted to receive or transmt a nessage. If a request is
activet then several processes 350, 360, 8 370, and 380 are perforned to

VANAGENENT AND MR e B P R Y R AT
PRI ORI6TY CRIDISRRABBHIONSEIest@s Irisdigledpniotia patsRECISIAN PRACESHR®s
EVALUATE SR e tergotermine niisaederaguiselas nebiotke diatil et andin
VAL UATE . R Rt T A 70 e I e e kd
updat es 16 VRGEMAIAIHRCOEBBINGINSTRUEDIKNS 375 with routing instructions.
10
The decisions 445, 450, 455, 460 and 465 made in DECISION
12 PROCESSES 440 use information saved in AVAILABLE NETWORKS &
STATUS 315, ACP 335, PRIORITY PROCESSING INSTRUCTIONS 355,
14 SECURITY PROCESSING INSTRUCTIONS 365, URGENCY PROCESSING
INSTRUCTIONS 375, and SIZE/BANDWIDTH PROCESSING INSTRUCTIONS
16 385. These stored data items are used to select networks to be used for current
requested message transactions.
18
TACNET SELECTED 445 determines availability of and criteria for using
20 military tactical networks (examples are JTIDS, MIDS, MILSTAR, or others) using
TACNET network layer protocols 180.
22
A618 SELECTED 450 determines availability of and criteria for using
24 various civil air-ground networks 258 and 260 of Fig.1, in accordance with
protocols defined by ARINC specification number 618 215 of Fig. 1.
26
A619 SELECTED 455 determines availability of and criteria for
28 communicating with various civil end systems 265 and 270 of Fig.1, in
accordance with protocols defined by ARINC specification number 619 , 170, 190

30 of Fig.1.



EVALUATE SI ZE/ BANDW DTH CRI TERI A 380 assesses nessage size and 18

bandwi dt h constraints and updates S| ZE/ BANDW DTH PROCESSI NG | NSTRUCTI ONS
385 wi t h wouwsiosy13 nstructions. 20 Section 3 390 il | ustrat @€TIUSe2/RBTA
COLLECTI ON ACGENTS function as a 22 series of processes 395, 405, 415, and
425. PROCESS AGENTS TO COLLECT END SYSTEM DATA 395 scans nessages received
fromvarious end systens 24 interfaced to the SmartBridge function 160 and
extracts data of interest. Data extracteg;is saved in END SYSTEM DATA 400.
ANALYZE DATA FOR TRENDS 26 405 scans current val ues of END SYSTEM DATA 400

wi th previous val I er .a selectable. ti i nterval and
identifies t rends'&g%? %gﬂrggfég A%§t te@%’”??é‘@ﬁamgﬁy qf@é}gipqrgeréq] 'ne paraneter
trend gata. cﬂ?ﬁmhh?d%ﬁ%gﬁ@itfﬁé%%jﬁt'%b@%n@érﬁ sy§%‘fﬁ’@sl intREdees 263 o ¥V E
TRENDS & UPDATE DECI SI Al DES 415 30 scans’'trend values In TRENDS 410 and
eval uat es t Hrigshoincaaoordandeawitls peaibcaladelined bydERING spepification nATESEEH

Al DES 420 i 51}%%%?&#& tTﬂ_r esults fromthis WO 03/053013 PCT/ US02/ 32331

20 andl ysi s. BEIAUTOVATI C ALERTS 425 eval uat es deci sion ai des and 2
generates alerts (saved ALERTS 430) to be distributed to pre-defined
mlitary agencies_and organi zations. 4 Section 4 435 illustrates the
NETWORK MANAGENEMFTM&Eh@é@ﬁ@%deﬂlesmwambﬂl@mf alavh criteriaifor Usindded i nto

two parts, | PRO LNg . ' .
conmuni cat i %ﬂoﬁg%FWWﬁ%%%éggghaﬁ g%SgA&gmﬁlgbﬁ??\lg'tBROCESSEs
470 usgd to metstoidefifsatby eheTEYSQYERN sgéeiﬁc@rm 1 9 kiroaghT240i gf g ons
networks. 10 The deci sions 445, 450, 455, 460 and 465 nade in DECI SI ON
10 Processes 475, 480, 485, 490, and 495 performed in MESSAGE
HANDLING PROCESSES 470 use information saved in stored data 325, 335,
12 400, 410, 420, and 430. NETWORK FAULTS 325, ALERTS 430 and ACP 335
are used to automatically generate ad hoc messages reporting network faults,

14 alerts and the overall communications performance capability. END SYSTEM
DATA 400, TRENDS 410 and DECISION AIDES 420 are used to automatically
16 generate ad hoc messages distributing this information to appropriate military

agencies and/or organizations.
18
PROCESS MESSAGES OVER TACTICAL NETWORK 475 performs
20 network management and message handling for available military tactical
networks JTIDS/MIDS 280, MILSTAR 285 or others 295 of Fig.1.

22
PROCESS MESSAGES OVER A618 NETWORK 480 performs network
24 management and message handling for available civil air-ground networks such
as VDR 258, SDU 260, HFDR 260, MODE S 260 or others of Fig. 1, in
26 accordance with protocols defined by ARINC specification number 618.
28 PROCESS MESSAGES OVER AG619 NETWORK 485 performs network

management and message handling for end systems 265, 270, 275 and 290 of
30 Fig. 1, in accordance with protocols defined by ARINC specification number 619.



12 PROCESSES 440 use information saved in AVAI LABLE NETWORKS & STATUS 315,
ACP 335, PRIORITY PROCESSI NG | NSTRUCTI ONS 355, 14 SECURI TY PROCESSI NG

| NSTRUCTIvONI®386813 URGENCY PROCESSI NG | NSTRUCTI ONS 375, amdTRISEESBANDW DTH
PROCESSI NG | NSTRUCTI ONS 16 385. These stored data itens are used to sel ect
networks to be used for current requested nessage transactions. 18 TACNET
SELECTED 445 determ nes availability of and criteria for using 20 mlitary
tactical networks (exanples are JTIDS, MJS, MLSTAR, or others) using
TACNET network | ayer protocols 180. 22 ABI8 SELECTED 450 determ nes
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determ nes av criterra C I cating wth various
civil end systemmn2éwitndra2d®lefiefied by ARINCaspearifitaiion minlbenast.ocol s
defined by ARI NC specification nunber 619 , 170, 190 30 of Fig.1l. WO

03/ 053013 PCT/ US02/ 32331 -21 A656 SELECTED 460 det er ni nes avai | abil i ty of
and criteria for pREEESHMESSAGEY OVER AlrNoAds Béﬁéﬂﬁérﬂ@iwérkfrﬁ@rﬁ@gfé%@rﬁl
Interfaces 265 or 270 of Fig. 1, in accordance with protocols detined by
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10 Major SmartBridge capabilities are Network Configuration and Status 305,
Message Routing Criteria 340, Data Collection Agents 390, and Network

12 Management and Message Distribution 435.

14 The process flow for Section 1 determining available network configuration

and status 305 is illustrated in Fig.2a. SmartBridge will receive datalink network

16 status from both military and civil communications equipment in the form of digital
data words. SmartBridge will also receive datalink network configuration

18 information from both military and civil communications equipment in the form of
digital data words. SmartBridge will use this data for building an integrated status

20 of available communication devices along with their configuration and capabilities
for use in intelligent routing that will reduce crew workload and increase the end-

22 to-end message delivery success. Health monitoring functions of SmartBridge
will record and alert the crew of any faults detected from connected

24 communications systems. Loss of connections will result in an alert to the crew
along with an outgoing message over another available communication system

26 informing the ground or other vehicles of the communications downgrade.
SmartBridge will also use this data to compute an ACP 335 indicator for the

28 vehicle. With SmartBridge's understanding of the entire network configuration, it
will be able to route outgoing messages over various networks using criteria built

30 into message format or general downlink message conditions. Based on the

network configuration, SmartBridge will differentiate between a secure and non-



10 Processes 475, 480, 485, 490, and 495 perfornmed in MESSAGE HANDLI NG
PROCESSES 470 use information saved in stored data 325, 335, 12 400, 410,
420, and WBM3/0METINORK FAULTS 325, ALERTS 430 and ACP 335 Pamaisozsaidt o
automatically generate ad hoc nessages reporting network faults, 14 alerts
and the overall conmunications performance capability. END SYSTEM DATA
400, TRENDS 410 and DECI SI ON Al DES 420 are used to automatically 16
generate ad hoc nessages distributing thE i nformation to appropriate
mlitary agencies and/or organizations. iB‘PROCESS MESSAGES OVER TACTI CAL
NETWORK 475 performs 20 network managenent and rressa?e_h,andl i ng for

avai | abl e n$édurametwadtancha mikigrnan® SOPTINHEININSEVORG PTRYiIdIBgARO™S35 or ot her s

295 of Fig.1l, 22 PROCESS

24 ma agem‘?ﬂbuéﬁk?sﬁégﬂ%seslgﬁgﬁﬁﬁaggﬁ] ?\%’?ﬁiﬁe Ci \\//i Otgigfcf%r@gllﬁo nelw\{)r ks

oo gares RS e S o L OB 3
ot ocol s define | T '

B CPE e R sememabioARAGES. APk Y B5eerdh R HL Gl REDATAT ane

message han&%‘{aﬂﬁ%}%{ss@@?g ?%azr{) ‘rchBiJr%@g’asEﬁr%én%@iﬁf?Bng%régtruc%ﬂegi(ﬁotHer in

accor dance 0 ned by specification nunber 619. WO
03/ 053013 PEIHitIS82UsARBAE sudrifEQORSEUMESSAGE Sy DVER tadEsraEINIREUpIted
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message han ﬁ%g éor’gg\%algwgﬁ-reé %éﬁ%cgﬁéﬁdo@&r)\d net wor ks sgch as VDR 258,

10 The process flow for section 2 or determining message routing criteria 340
is illustrated in Fig. 2a. SmartBridge will analyze routing criteria against datalink

12 messages to determine proper message handling responses. Output of the
criteria evaluation will be used to route messages to particular communications

14 systems or other equipment on the vehicle or in the ground-based
communications infrastructure. SmartBridge will evaluate various routing criteria

16 associated with each message based upon construction of each message.
Based upon results of criteria analysis, SmartBridge will execute routing

18 operations to transmit messages to particular communications systems that can
best achieve end results of getting messages to intended destinations, while at

20 the same time meeting routing criteria requirements. The following list and
descriptions are examples of integrated routing criteria that SmartBridge will use

22 on datalink messages:
24 Priority 350 - SmartBridge will control message routing inside the system

for all available networks. It will have the ability to prioritize messages scheduled
26 for transmission. SmartBridge will differentiate message priority by definition of
message requests and subsequently place messages ahead of or behind other
28 messages to achieve desired operations. Prioritization will be established for
each available network, as well as across all networks.

30



SDU 260, HFDR 260, MODE S 260, or others of Fig. |I in accordance with 8
protocol s defined by the I CAO ATN specification. 10 Maj or SmartBridge
capabi | i twed3asmiNet wor k Configuration and Status 305, MpPs€Fape2/R36t i ng
Criteria 340, Data Collection Agents 390, and Network 12 Managenent and
Message Distribution 435. 14 The process flow for Section 1 determ ning
avai |l abl e network configuration and status 305 is illustrated in Fig.2a.
SmartBridge will receive datalink network,,16 status fromboth mlitary and
civil communications equipnent in the formof digital data words.

S tBrid il | so, i d i nk_ net k fi ti 18 i nf ti
From bot h i 11 t arSEakY 360 SToenAd99% 4l 6 Eblsqia: BHEAT A RN Tersades o
di gi taj dat g MREHS ”z‘%”@'?&"?véa??@b%@e"]“h Y88 nbhlsed@é goﬁﬁﬁuﬂeéﬂiﬁﬁw_égsaqehs .

i ntegrated status conmuni cati1 on devices along with eir
confi gur at i avill endtaimpata that identifiowhether ion nohtrelsisagesshouldtgngvernasequrel
reduce, crew wor Kkl oa%and i ncrease the end- 22 to-end nessage delivery
succesd. HedFA MM oring functions of SmartBridge will record and al ert
the crew of any faults detected from connected 24 conmuni cati ons systens.
Loss of connections will result in an alert to the crew along with an

out goi fig message WgencydF0heSmauBridaeMmdll tenegninecaigeony diags dhat are contained ng
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Wth Sgrart Brdcdaediaglynsiefosting $hebagbs iover 1Y moet rstiabiy datedink,irpoviagi on, it
will be able to route outgolng nessages over various networks using
criteria buimessagps ahaadelefhgentessages and gedincaormaitio MRSFRAASSR
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secure network and a mlitary and non-mlitary network, providing nore 2
robust ness in nmessage handl i Pt%p_gSmar,t Bridge will provide the condujt, for

upl i nk2 nessages 2ige 801N QPW"(UW%%S'&%SI?W% apggouterlg thezs
and 290 and .t efficient and cost-effective communications system. An example is that it is
14 more cost-effective to transmit a large message over a VHF or HF link rather than
a SATCOM link. Based on other routing criteria such as urgency, these large
16 messages will be stored until a more cost-effective link is available and then

transmitted at that time.

18
Bandwidth 380 - Due to varying communications systems and varying
20 transmission speeds, SmartBridge will route to particular systems based on
bandwidth requirements that are contained in messages. Data will be included in
22 messages to inform SmartBridge what bandwidth is acceptable to use for its
routing decision making.
24
The process flow for section 3 or executing data collection agents 390 is
26 illustrated in Fig. 2a. SmartBridge will execute software algorithms that process -
incoming and outgoing messages to identify selected information to automatically
28 formulate message and distribution instructions. Data collection agents will
collect end system data from all available sources 395, analyze the data for
30 trends 405, analyze any trends to determine decision aides 415, and generate

automatic alerts 425. In addition, equipment health data and mission data



4 civil applications 120, 130, 140, 150, 265 and 270 of Fig.1l. This wll
all ow datalink nessages from ground-based comuni cations infrastructures
or ot her wo 03@bioed es usi ng the supported comruni cati ons sPyswrarss2/ss3ibe
routed to supported applications (exanples are a Link-16 nessage, secure
ACARS nessage for 8 mlitary use, or a civil ATC clearance nessage). 10
The process flow for section 2 or determ ning nmessage routing criteria 340
is illustrated in Fig. 2a. SmartBridge m’bg_anal yze routing criteria

agai nst datalink 12 nessages to determ ne proper nessage handling
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descri @t i ongnainterannepdPrganizatipns.edehlect pravidesign example listofautanatieatlyi dge
will use 22 tali ssages: 24 Priority 350 - SnartBridge wll
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ot her 28 ness ' } ] ergliouns o Priari ti: ' T 1T—he
est abl i shed fo?‘gsggéﬁ %ﬁgﬁ;—gmﬁgéﬁ%sr{d’ agb%\'g{)ﬁ Raésaogférﬁgg'égéﬂl gﬁse wor kg. 30
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format and route nessages to i
Weather, Traffic

Maintenance Data Report Altitude Clearances

Weapon Inventory Report Air Traffic Information Service (ATIS)
Reports based on Position downlink

Fuel Report

Target Information Uplink

Mission Route Modification

System Performance Indicator

10 The process flow for section 4 or Network Management and Message
Distribution 435 is illustrated in Fig. 2b. SmartBridge will use network

12 configuration and status information 315, ACP 335, and various processing
instructions 355, 365, 375 and 385 to manage operation of the available

14 communications networks and make decisions on which active network to use for
each specific message request. As each message request is being processed on

16 a specific network, SmartBridge prepares ad hoc messages 470 using data
collected by data collection agents 390. These automatically generated

18 messages 470 will then be sent out over active networks using pre-defined
message routing criteria 340 and 440. SmartBridge will also be capable of

20 formatting each message in a number of different ways (using network protocols



2 networks that provide both secure and non-secure conmuni cations. Messages
wll contain data that identify whether or not nmessages should go over a
secure 4dwoasabiomk path. 6 Urgency 370 - SmartBridge w || pCceamsgnszel ur gency
flags that are contained in nmessages. SmartBridge will recognize various

| evel s of urgency and respond 8 accordingly by routing nmessages over the
nost reliable datalink, noving nessages ahead of other nessages and addi ng
formats to messages so 10 receiving systeggs understand the |evel of
urgency. 12 Size 380 - SmartBridge will recognize size of nessages and

o o i s ¢ hed Trbugis 218} S peBBR P SamPuEiohs ST A Bhy ) Se B ol s age
over azVHF olinddrstdndkanifti§ethd 8am. The FATLWING lish4nd Bas&btRIMsAre Mtk i ng

criteria such as urgency, these |large 16 neSsages will be stored until a
nore cost - ef fosiing westinafionssthat markridgenwilltintenface vtisiar dedvering messagesre.
18 Bangwi dth 380 - Due to varying conmuni cations systens and varying 20
transm ssi on speeds, SmartBridge will route to particular systens based on

bandwi dt h requi r eTRONET hithet B1eeoaied ardramsmiggases an@@u@ﬁwéa nfiktary
included in 22 messages to inform SnartBridge what bandw dth is acceptable

to usebfor ilasticalg@tvag feeadBadoewt| reyte messagepiathestasticahNebrorkdayeron 3
or executing t i t i | r j o
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data figr 30nidreREeN49%ne EAENES any trends to deternmine decision aides
415, and generate automatic alerts 425. In addition, equipment health data

and m ssi on faacton 180.

12
A618 - SmartBridge will route messages to the A618 network layer 215
14 upon evaluation of message content against routing criteria. This is used to route
messages over civil communications systems. Secure messages can also be
16 routed to this layer for use with compatible secure ACARS communications
systems. Depending on the message routing criteria, this civil datalink
18 connection can be used for military messages created by the onboard military
applications 100, 110, 275 and 290.
20
A619 - SmartBridge will route messages to other onboard end systems by
22 evaluating message criteria and forwarding to the A619 network layer 170 or 190.
This is used when another system on the vehicle uses information received in
24 uplink messages from the ground or other vehicles.
26 AB56 - SmartBridge will route messages to the A656 network layer 175 or
185 upon evaluation of message content against routing criteria. This will consist
28 of data received in uplink messages that SmartBridge provides to a flight

management system.
30



WO 03/ 053013 PCT/ US02/ 32331 -25 available fromtactical datalinks and end
systens will be collected. SmartBridge 2 uses this data to automatically
gener at e WOG3Me®snges per ARINC specification nunber 623pPam@ISBRI2A3D0 219,
and ACC nessages in accordance with ARINC 4 specification nunbers 620 and
702A. This data will also be used to prepare mlitary uni que ACC nessages
for command and control operations as well as for 6 naintenance

organi zations. Table 1 provides an exanmgzust of automatically generated
nmessages. 8 Table 1 - Automatically CGenerated ACC and ATC Messages ACC

Messages ATC MESSACES _ Positi,on.Reports - Trigger . Based Position Reports -
Trigger Based Eriyiile PHRIRUIGE MEfiares with skN Bpaicaliens orengiehost

Weat heg, Tr %Eb%gévf?édye%f@ﬂgﬁ)aﬁ@r@ggwﬂ"féuté' driyt ATIR tﬁ)@%@é&%@é @R BMilitary

I nventory Report "Air Traffic Information Servi'ce (ATIS) Reports based 0on

Posi ti on dowr ¢ivikATRuappliretion to the tpeiuired fcommtnications systemM ssi on Rout e
Modi fication System Perfornmance Indicator 10 The process flow for section
4 or twor k Managenent and Message Distribution 435 is illustrated in

Fig. 2b. SmartBr iﬂimmgri theUfermRinadkbdeh 668driedr iatderail ame pHradular
informati on 315, ACP 335, and various processing instructions 355, 365,

375 anl 385 nefereanade thaserpiefarechembndinggnis) elhire emboslnADIS et adneveB@nor ks
oD ok, CockEheREa, MARRS I ERAURd GRSy RS ©
speci f§c netgwvidus BhiokBrskilied intiepartemddtisintendedtegeserifthesppendat a
claims all such modifications and equivalents. The entire disclosures of all
10 references, applications, patents, and publications cited above, are hereby
incorporated by reference.



coll ected by data collection agents 390. These automatically generated 18
nmessages 470 will then be sent out over active networks using pre-defined
nmessage rwotmngpoesiteria 340 and 440. SmartBridge wi |l al oThsSoragsabl e of
20 formatting each nessage in a nunber of different ways (using network

protocol s WO 03/ 053013 PCT/ US02/ 32331 -26 170 through 215), so receiving
communi cations systens or end systens can 2 understand and use the data.
The followi ng Iist and descriptions are, etwork routing destinations that

SmartBridge will interface with for delivering nmessages. 4 TACNET - Wen
nessages are transmtted over any sup Er mlitary 6 tactical network,
SmartBridge will route nessages to th i cal Network |ayer 180. This

| ayer qinderstands how to interface with these networks, allow ng data 8 to
be transmitted to particul ar devices. SmartBridge provides specific

desti nat i on Wegbisestaimest isuct i ons based on routing criteria in the nmessage
and provides this 10 information to the TACNET function 180. 12 A618 -
Smart Bridge will route nessages to the A618 network |ayer 215 14 upon

eval uation of mespage AL aﬂmtagltatfng;ﬁ{s J lgmlﬁgﬁnamiﬁl Hstd'fee to

route nessages over Ci Vi conmuni catl o re nessages can al so

be 16 ¢out echdtvdrRésahd@ritofriticasle sdléctirpanatofithe aegiliiste MeRBrks, _
comuni cations systens. Depending on the nmessage routing criteria, this

civil dat al iand flser coumiing comessagbdoubeddlectad datalink, thesmgétodr eat ed by
the onboard mlitary  applicatjions 100, 110, 275 and 290. 20 A619 -
Snart B¥ i dge G@MPrigig th s to other onboard end systens by 22

eval uating message crideri g, Afihg 6 gL Gnd ABHRASASIIBREN | utE" 170 of

10 link network comprising a means to transmit and receive civil and
military messages;
12 b) sending and receiving the message through a
physical interface between communication data link equipment and a
14 host computer;
C) formatting the message for delivery to or from the
16 selected data link network; and
d) routing the message to or from fhe selected data

18 link network based on dynamic routing criteria.



This is used when anot her systemon the vehicle uses information received
in 24 uplink nessages fromthe ground or other vehicles. 26 A656 -

Smart Bri dye 03i053013 out e nessages to the A656 network | ayer PCTAIS02/323385 upon
eval uati on of nessage content against routing criteria. This will consist
28 of data received in uplink nessages that SmartBridge provides to a
flight nmanagenent system 30 WO 03/053013 PCT/ US02/ 32331 -27 ATN -

Smart Bridge interfaces with ATN applicabgons to handl e those 2 nessage
requests. SmartBridge will route any ATN type nessage froma mlitary or
civil ATN application to the required comuni cations system 4 Although the
i nvention has been described in detail wth particular 6 reference to these
preferged enbodi ngnts, | t 6 e i i esul ts.

Var i at?ons and m)n%i fi cgﬁ?gﬁgtrg‘@tgﬁg@;?eggnt |%§W¥%ﬁﬁ%ﬁp?%gé§§?obvi ous to
t hose ski | | ddanslating civit datallink riefwiork emskxhdes indo enilitaryt detadiended

clains all such npdifications and equival ents. The entire disclosures of

all 19 ref neliuk forppls aaditearslating éntitarydatadink netwodnmeassagesabove,
are hereby .inpcor gdajt mbﬁ {ef rfence. WO 03/ 053013 PCT/ USO02/ 32331 - 28-
CLA VB 2 wid OPQ’H P IGWOITK 1PrMEtSet hod of integrating multiple
mlitary and civil data link 6 networks, and automatically sel ecting one
of the avail abl e networks,

3. The method of claim 1 further comprising the step of
8 extracting information from the civil and military messages for use in

constructing ad hoc messages.

10

4. The method of claim 3 wherein the ad hoc messages
12 comprises civil air traffic control information.
14 5. The method of claim 1 wherein the dynamic routing

criteria comprise priority, security, urgency, size and bandwidth.

16

6. The method of claim 1 wherein the step of routing the
18 message to or from the selected data link network comprises routing

the message to an alternate data link network if the selected data link
20 network malfunctions.



and then routing a nessage to the selected data |link, the nethod 8
conprising the steps of: a) providing at | east one data |ink network, each
data 10 wprk/oseixwork conprising a nmeans to transmt and PeraisvE3ssvil and
mlitary nessages; 12 b) sending and receiving the nessage through a

physi cal interface between comunication data |ink equi prent and a 14 host
conputer; c) formatting the nessage for delivery to or fromthe 16

sel ected data |ink network; and d) rou1:_i3gg_t he message to or fromthe
selected data 18 link network based on dynamc routing criteria. WO
03/053013 PCT/ US02/ 32331 -29 2 2. The nethod of claim11 further conprising
the step of translating civil data |link network nessages into mlitary

data lpnk 4 netwopk forRBiRefist bf BRheY Kittha? EbRsINALRe St gRet work

messages into civil data etwork formats. e ne of claiml

further conpdéterminingea siuepbef oBaeailalsetdate linkf wetwesrken aftypadfsach vil and
mlitary messages for use in constructing ad hoc nessages. 10 4. The

net hod4of cl ayaiableatailink metwarkhaodeewsdlsieg status ofrpacheaavailable air
traffic control li. forpation. 14 5. The nethod of claimI| wherein the
dynani ¢ rout A& "'@? P?&?ﬁ’%{'corrpri se priority, security, urgency, size and
bandwi gth. 16

8. The method of claim 7 further comprising the step of
8 computing a single communication performance indicator for the
available data link networks.
10
9. The method of claim 7 further comprising the step of
12 constructing and transmitting a communication status message that

comprises the computed communication performance indicator.



6. The nethod of claiml1 wherein the step of routing the 18 nmessage to or
fromthe selected data |ink network conprises routing the nessage to an

al t er nat ewgas@sioihk network if the selected data |ink 20Pogtusor/s331

mal functi ons. WO 03/053013 PCT/US02/32331 -30 2 7. The nethod of claiml
further conprising the step of determ ning a nunber of available data |ink
networks, a type of each 4 available data |ink network, and a working
status of each available data link netwgrk. 6 8. The nmethod of claim?7
further conprising the step of 8 conputing a single comunication
performance indicator for the available data Iink networks. 10 9. The

met hod of claim 7 further conprising the step of 12 constructing and

transmtting a c ni ' shyat oo ' : conput ed
com*ru?cation perfor m’ﬁgﬁéﬁ@cﬂeggﬁ%?gFW@%@@%@”E%%@%E%@? -31 2 10.
A net hod of systegrsatanagantdmaticallyntransaittingnthessrgesdokacty ehdrsystamnd
automatically transmtting ness%%gs to each end system 4 and receiving
nessagés froa@aeeeiving mpssagest iemeach eéndesygiensithg methad eps of 1 6 a)

transm tting_ and .recejving the nmessages through a physical interface
bet ween an W?&'ﬁ@#@pﬁ%pﬁ%fs and a host 8 conputer; b) formatting the

messaggs for delivery 40 orybhGMifing and receiving the messages through a

physical interface between an end system apparatus and a host

8 computer;
b)  formatting the messages for delivery to or from a
10 selected end system apparatus; and
c) routing the messages to or from the selected end
12 system based on dynamic routing criteria.
14 11.  The method of claim 10 further comprising the step of

translating civil end system messages into military end system
16 message formats and translating military end system messages into

civil end system message formats.

18

12.  The method of claim 10 further comprising the step of
20 extracting information from each end system message for use in

constructing an ad hoc message.

22 |

13.  The method of claim 12 wherein the ad hoc message
24 comprises operational control and maintenance information.
26 14.  The method of claim 12 further comprising the step of

analyzing the extracted information from each end system message to

28 determine trend information over a predefined time period.



10 sel ected end system apparatus; and c) routing the nessages to or from
the selected end 12 system based on dynam c routing criteria. 14 11. The
nmet hod ofwoloaiosmol®d further conprising the step of transl &Crrapows2sl end
system nmessages into mlitary end system 16 nessage formats and transl ating
mlitary end system nessages into civil end system nessage formats. 18 12.
The nmethod of claim 10 further conprising the step of 20 extracting
information fromeach end system massa_g\%for use in constructing an ad hoc

message. 22 13. The nethod of claim 12 erein the ad hoc nessage 24

conpri ses operati.gnal n i nt nce information. 26 14, The

net hod of claim 1@% urﬁﬁ%%%@ﬁ%‘r?&&%ﬁntﬁgﬁgﬁﬁ meﬁﬁm@ﬁf%aﬁqmgf extracted
i nformation ddrythRAFY S sage to 28 determine trend information
over a predefined ti peri od. 3/ 053013 PCT/ US02/ 32331 -32 15. The

met hod of claim 14 further conprising the step of 2 constructing a trend
message. 4 16. The nethod of claim 14 further conprising the step of
comput4 ng al erts Hhd de Biethodi efedlaim i fuithercomaptising tHfeostext obn 6 based

defined cr.i ia. 8 . .Ih h f cl ai 16 f1 her . i si
Upon P et ) i B o R oSt L LaeneTE S
met hocg of - clialdad! ApBREHBIiALA EAZ © Touting

8 17.  The method of claim 16 further comprising the step of
constructing an alert and decision aide message.
10
18.  The method of claim 10 wherein the dynamic routing

12 criteria comprise priority, security, urgency, size and bandwidth.



12 criteria conprise priority, security, urgency, size and bandw dth. WO
03/ 053013 PCT/ US02/32331 -33 2 19. The nmethod of claim 10 further

conpri si yotohes®Iep of determ ning a nunber of avail abl e Pemdssysi3ens, a
type of each 4 avail able end system and a working status of each avail able
end system 6 20. The nethod of claim19 further conprising the step of 8
conputing a single system performance indicator for the avail able end
systenms. 10 21. The nethod of claim 19 kyrther conprising the step of 12
constructing and transmtting a conputed system performance indicator
message. WO 03/053013 PCT/ US02/ 32331 -34 2 22. An apparatus for
integrating mlitary and civil data link networks and automatically

sel ectj ng and rouidgng SRR i i d ppar at us
corrprizsi ng: at Ig‘a%'t omg?zta Ilélﬁ?l%lergﬁégiaﬁétle(??@%ﬁ%}#p iﬂg?rsﬁgégo?reans 6 to
transmt andietecminiagcawnumbed ofiavellable erdsystemsaarthpei sfadadhnt er f ace

bet ween communi cation data |link 8 equipnment and a host conputer for

sendi iy and ajlgble eqd sisterms andya; warking staius dfeacglvanailablegende message
for deliveryﬁ%\g or from the selected data |ink; and 12 a router for
routing the €dbe to or fromthe sel ected

6
20. The method of claim 19 further comprising the step of
8 computing a single system performance indicator for the available end
systems.
10
21.  The method of claim 19 further comprising the step of
12 constructing and transmitting a computed system performance

indicator message.



data link based on dynamic routing criteria. 14

10

12

14

WO 03/053013 PCT/US02/32331

— 34—

22.  An apparatus for integrating military and civil data link
networks and automatically selecting and routing a message to a
selected data link, the apparatus comprising:

at least one data link, each data link comprising a means
to transmit and receive civil and military messages;

a physical interface between communication data link
equipment and a host computer for sending and receiving the
message;

a means for formatting the message for delivery to or from
the selected data link; and

a router for routing the message to or from the selected

data link based on dynamic routing criteria.



