1 SYSTEM AND METHOD FOR MANAG NG ACCESS TO SERVI CES OF AN _ ACCOUNT FOR AN
ELECTRONI C COMMUNI CATI ON DEVI CE YI ELD OF DI SCLOSURE 5 100011The present

di sclosure relates generally to a system and net hod for nanagi ng access to
a service relating to an account (such as a voice or data service) for an
el ectroni c comuni cation device. In particular, the invention described
herein relates to nonitoring access pgivileges for an account, determn ning
when the privileges may be restricted and provi di ng nessages and options
regarding the status of the account on the device. 10 BACKGROUND COF
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hi gher flaegz] Asa swisdless)HaRdHeBhoLA Y@ meeation device typically accesses a plurality of

different networks, such as voice and data networks, As wireless communication devices are

portable, they can connect and communicate with several different wireless commimication
15 networks as they roam. Data accounts can provide one or more services such as email, Internet
' access, Really Simple Syndication (RSS) feeds and other services to the device. One popular
data service for a wireless device is email, which provides an ubiquitous means of electronic
communications allowing a user to create and distribute an electronic mcésagc to others. Voice
accounts can provide cellular telephone connectivity, text messaging, Short Message Service
20 (SMBS) and others.

[0003]  Each service that the device subscribes to is typically associated with an account to -
track usage and billings for the device, Accounts may follow any accounting paradigmms, for
example: billing per time period, per use, flat fee, volume based (on either time or amount), etc.
If an account expires for a service (for example upon exhaustion of a preset data amount), a

25  service provider frequently sets a default “rollover” for the account, where the access is
automatically extended, but the pricing and access features of the account are changed to a
different class of account. Frequently, the new class has higher fees. As such, the user having a



2 certain type of account may not be aware that his account has expired and
automatically rolled over into a different account As such, his usage
charges woul d be higher and he may only discover this rollover upon receipt
of his next statement for his account. For exanple, for a trial account,
access is initially provided to the service for alimted tine or data
transfer amount. If 5 the user exhausis his trial account associated wth
t he device, he may not be provided with any i-ndi-cation that his account has
expired and has "rolled over" into a different type of account. [0004] There
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t he device. [00081ln the nethod, upon selection of the option to reactivate
the account, a nessage nay be sent front the device to a server in
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[0005]  In a first aspect of an embodiment, amethod for managing access to a service of an

account associated with an electronic device is provided. The method monitors a siatus of the
account. If the status of the sccount indicates that the account is inactive, then the method:
provides a notification oxt the device that the account is inactive; and provides at least one option

15 inthe notification to reactivate the account.

[0006]  The method may further comprise: upon selection of an option to reactivate the
sccount, initiating a request io reactivate the account; and upon reactivation of the account,

providing access to the service relating to the account.
[0007)  Inthe method, the notification may be provided through a message provided in a
20  graphical user interfacc (GUT) on a display on the device.

[0008] Inthe method, upon selection of the option to reactivaie the account, a messags may
be sent from the device to a server in communication with the device that provides a request to
reactivate the account.
{0009]  Inthe method, while the accountis inactive, another service associated with the
25  account may be accessible by the device.
| [0010]  Inthe method, the service may be to provide access to received emails addressed to

the device.



[0009] I n the nethod, while the account is inactive, another service
associated with the 25 account nmay be accessible by the device. [0010]1In
t he--net hod, the service may be to provide access to received ernails
addressed to the device. 3 [0011]In the nethod, the service my be to
proyi de access to an Internet web site. [0012] The nmet hod may further
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email by the device.

{0015]  Inthe method, the status of the account may be provided in a global flag that is
provided to the device; and the device may evaluate the flag to determine a level of access to the

received email by the device.

15 [0016] In the method, emails relating to the account may be provided to the device on a push
basis from an email interface server. Altematively or additionally, emails relating o the account
may be provided to the device on a pull basis from an email interface server after a request is

initiated from the device.

[00177] In a second aspect, an electronic device providing a communication service relating

20  toan account may be provided. In this aspect, the device comprises five modules. The first
module evaluates a statas flag associated with the account. The second module generates a
notification on a display of the device when the status flag indicates that the account is inactive,
where the notification provides an option to reactivate the account. The third module controls
access to the service related to the account depending on the status flag. The fourth module

25 penerates and sends an outbound message from the device to request reactivation of the account
upon activation of the option to reactivate the account. The fifth module monitors for receipt of
a signal indiceting approval of reactivation of the account and to update the status flag reflecting

the approval.



20 to an account may be provided. In this aspect, the device conprises five
nodul es. The first nodul e evaluates a status flag associated with the
account The second nodul e generates a notification on a display of the

devi ce when the status flag indicates that the account is inactive, where
the.notification provides an option to reactivate the account. The third
nodul e controls access to the service gelated to the account dependi ng on

. the status flag. The fourth nodul e 25 generates and sends an out bound
nmessage fromthe device to request reactivation of the account upon
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[0022]  The device may adjust the limited access rights ;a,fter the status flag indicates the
15  account has been reactivated,

[0023]  In other aspects, various combinations of sets and subsets of the above aspects are

provided.

BRIEF DESCRIPTION OF THE DRAWINGS

20 [0024] Embodiments of the present disclosure will now be described, by way of example
only, with reference to the accompanying drawings, in which:

[0025] Fig.1 is a schematic diagram of a device in communication with a
communication network through an email interface server and in
communication with other networks as provided in an embodiment;

25 [o026] Fig.2 is a block diagram of the email intexface server of Fig. 1;



20 [ 0024] Enbodi nents of the present disclosure wifi now be described, by
way of exanple only, with reference to the acconpanying draw ngs, in which:
[00251Fig. 1lis a schematic diagramof a device in communication with a
comuni cati on network through an email interface server and in
comruni cation with other networks as provided in an enbodi nent; 25
[00261Fig. 2is a block diagramof thesenail interface server of Fig. 1;
[0027] Fig.. 3A 5 [0028] Fig. 38 [0029] Fig. 3C 10 .
[0027) Fig.3A is aschematic diagram of a graphical user interface (GUI) generated on a
display of the device of Fig. 1 when an access request is made to review a
received email related to an account that has expired, as generated by an

embodiment associated with the device of Fig. 1;

5 [0028] Fig. 3B isaschematic diagram of another GUI generated on the display of the
device of Fig. 1 when a request is made to send / genetate an email
relating to an email account that has expired, as generated by an
embodiment associated with the device of Fig. 1;

[0029]  Fig.3C s a schematic diagram of another GUT generated on the display of the
10 -~ device of Fip. 1 when an access request is made to a web site for an
account that Is expired as generated by an embodiment associated with the
device of Fig. 1;
[0030] Fig.4A  isa flowchart of exemplary steps executed by the email interface server of
_ | Fig. 1 when monitoring for emails that are to be forwarded to the device of
15 ' Fig. 1, according to a first protocol;
{0031] Fig.4B isan alternative flowchart of exemplary steps executed by the email

interface server of Fig. 1 when monitoring for emails that are to be
forwarded to the device of Fig. 1, according to & second protocol;

[0032] Fig. 5 is a flowchart of exernplary steps executed by a device of Fig. 1,
20 communicating with the email server of Fig. 1 when attempting to access

& received email in accordance with an embodiment;

[0033] Fig.6 is a schematic representation of the device of Fig. 1 in accordance with an

embodiment; and

[0034] Fig.7  isablock diagram of certain internal components of the device in Fig. 6.

25



[0030] Fig. 4A 15  [0031] Fig. 48 [0032] Fig. 520  [0033] Fig. 6

DESCRIPTION OF PREFERRED EMBODIMENTS

[0035]  The deseription which follows and the embodiments described herein are provided by
way of illustration of an example or examples of particular embodiments of the principles of the
present disclosure. The examples are provided for the purposes of explanation and not limatation
5 of those principles and of the present disclosure. In the description which follows, like parts are
marked throughout the specification and the drawings with the same respective reference

numerals.

[0036]  Generally, an embodiment may provide & system and method managing accesstoa
service (voice or data) for an account assigned te & communicator device. The embodiment may

10 track the status of the account. When it is determined that the account has expired {either for
time or data throughput limits), an embodiment may generate a notification on the device o let
the user know that the account has expired when the device is initiating a request to a service
relating to the account. The notification may be provided through one or more indicators,
including: anicon, & “pop-up™ message generated on the display of the device, activation ofa

15  special lanip on the device or additional notifications. The notification may provide an option fo
the user identifying options for continuing with the service, including options to extend or
change the account limits or status. If an option is selecied that relates to replenishing the
account, the embodiment may then attempt to replenish the account as requested. If the account
is reinstated, then the device may be provided with access to the initially requested service.

20 {0037]  Exemplary details of embodiments are provided herein.

[0038]  First, a description is provided on an exemplary communication device according to
an embodiment that has access to networked voice and data communication services. Referring
to Fig. 1, in system 100 device 108 can communicate with one or more networks, including,
network 102 and networks 110, 124 and 128. Device 108 may be a data communication device,
95  avoice communication device, or a multiple-mode device capable of voice, data and other types
of communications, Device 108 may bé a wireless handheld deviee, cell phone, smart phone,
personal digital assistant (PDA), and / or cornputer (cither desktop or portable) having a



[0034] Fig. 7 is a schematic diagramof a graphical user interface (GU)
generated on a display of the device of Fig. 1 when an access request is
made to review a received email related to an account that has expired, as
generated by an enbodi nent associated with the device of Fig. 1; is a
schemati c di agram of another GUI generated on the display of the device of
Fig. 1 when a request is made to send 7 generate an email relating to an
emai-| account that has expi red, as generated by an enbodi mant associ ated
with the device of Fig. 1, is a schematic diagram of an gener at ed
on the dif¥istless) quhéaf@é‘ﬁ“@ék aiapte agdion neferk infritag coaalior Elf“ap%d nmade to a
web siteglspinpan account that is expired as generated by an enbodi nent
associated with the device of Fig. 1; is a flowhart of exenplary steps
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{0040]  Before specific details are provided on features of an embodiment, & descﬂption is
provided on the networks that communicate with device 108. Network 102 provides a suite of
applications, services and data to its connected devices 104 through its associated servers.

15 Devices 104 connect to network 102 through wired connections or through an external
connection through Intemet 106. Device 108 may connect to network 102 as per device 104,
although this connection is not shown in Fig. 1. Network 102 can be implemented in any known
network architecture topology.

[0041]  As part of network 102, email server 114 provides a messaging client allowing

20  devices 104 (and device 108) to exchange electronic messages and attachments within network
102 and with exterior devices and networks. For an IP-based network, email server 114 has
software configured to monitor specific ports.on which emails to and from its associated devices
104 are sent and received. Two commonly used message servers for email server 114 are
Microsoft Exchange (trademark) and Lotus Domino (trademark). In either server, messages are

25  received by email server 114 from various devices. These messages are then distributed to the
appropriate mailboxes for user accounts addressed in the received message, and then accessed by
a user through a computer system operating as a messaging client, A Wireless Application
Protocol (WAP) gateway provides an alternate interface to a user’s mailbox on email server 114,

through which a list of messages in a user’s mailbox on the email server, and possibly each



way of illustration of an exanple or exanples of particul ar enbodi nents of
the principles of the present disclosure. The exanples are provided for the
pur poses of explanation and not lim.tation 5 of those principles and of the
present disclosure. In the description which follows, |ike parts are nmarked
t hr oughout the specification and the drawings with the sane respective
reference nunerals. 10036] Generally, gn enbodi nent nay provide a system and
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112 and provides an interface for web page requests received from device 108 through network

20  110. The web pages may be stored locally within network 102 or may be located elsewhere in
Internet 106.

[0045]  Email interface server 122 wacks and forwards emails between network 102 and 110
for server 112. Email interface server 122 may be configured to receive all ora selection of
emails from email server 114 and repackage and forward the emails to network 110 for

95  distribution to device 108. As such when emails are provided from email server 114 to interface

server 112, another local copy of the email may be stored in email interface server 122.

[0046]  Wircless network 124 provides another communication link for device 108 to
network 102. Wireless network 124 may be a data-centric network, a voice-centric network, or a



5 account that may need to be activated in order to allow such services to
be provided. One feature of an enbodinent is to track access privileges for
one or nore of the accounts for the services provided to device 108 and to
provide a notification on device 108 when the privileges are about to
change (or have changed). The notification may be generated when a request
for a service for an expired or exhau$ted account is initiated. Options for
(re)activating the account nay be 10 provided in the notification. Once an
option is provided, an account may be re-actiyvated or replg&%aﬂed and t hen
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Specjd i c nt® B sWibifhesSARRd S af Be 803 1k TRy, IGuPreMES Heisod.elaril@ine®s 104 are
sent and recelved. Two commonly used nessage_servers for email server 114

are M cressompasEsis hamlges meduletienisehajoussbat e hemme fempUpIssHORERYcel | n et her

server, oﬁfnﬁm%étir%‘%@ﬂe\éﬁg St RFRirks a8EdeyRiedlih 4né 61QH0Y of thefige devi ces.
These nessades are then distributed to_the appraqpriate, nailboxes far user

account sevarsdlyesdeg of $02¢1 80% He; b @dnd s Sergilic tangnisie ey nd pagmeiers ot g o

through BedeQRRiHA arcMS AR BOR LN B8 NMeSsaging client. A Wreless
Application Protocol (WAP) gateway provides an alternate interface to a

user i§ NBU4OX WikeRERetwore 1 246hcldded an dnfiénBb @il soppeetingdadio &insaiissivRssages in a
bor 1 on BHTEEHIEEIS et A6t & diehrs Arer goREinT L2458 oos AEESERE 0 ovi des
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email s eém\(&{on% %54 a bridge between network 124 and network 102. For security, AP 126A may be
 communicatively coupled to network 102 through a respective firewall and/or VPN (not shewn).
20  The AP provides data distribution services among devices 108 within wireless network 124 and
between devices 108 in wireless network 124 and other deviees in other connected networks.
_ One disuibution service provided by AP 126A for its related stations is to establish a logical
connection to its communicating devices 108. As with network 110, an administrative server

(not shown) may be provided for account(s) associated with device 108 for network 124.

25 [0048] Further, device 108 may communicate with device 108B through cellular network
128. The coverage area of network 128 may overlap with the coverage areas of networks 124
and 110. Cellular network 128 provides voice and data services to devices 108 and 108B. Data-
centric technologies for cellular network 128 include the Mobitex (trademark) Radio Network
(“Mobitex™) and the DataTAC (rademark) Radio Network (“DataTAC). Voice-cenfric



[0042] Gateway 118 provides and nonitors sel ected conmuni cati ons between
elements in network 102 and external devices connected through Internet
106. Emmil server 114 is shown as 5 passing its external (non-wred)
entails through gateway 118. In other network configurations, email server
114" may bypass gateway 118 to access Internet 106. [0043]In network 102, a
series of |inking nodules and serverdgare provided to connect network 102
to other networks. A Wde Access Network (WAN - not shown) nay al so be
connected-to network 102 to allow a renote device 104 to connect o network
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[0050] An Access Point Name (APN) associated with AP 126B identifies what extemal
network(s) are accessible by device 108 from network 128. In managing and processing requests
for data or access to an external service, such as IP access, an embodiment may send S8IM and
provisioning information and other da.ta, such as usemame/password, from device 108 to

20 network 128, so that network 128 can determine which APN to use for device 108, At this point,
an assessment may be made regarding the status of the related account for device 108. If the
account is validated, then a link to the external network (such as a PPP link) may be allowed to
be established for device 108 and the service request is completed,

fﬂﬂSl} Turning back to features relating fo managing an account accessed by device 108 per
25 an embodiment, each of network 102, 110, 124 and 128 can provide a combination of voice and
data services that can be accessed by device 108 (and device 104). Data accounts can provide
one or more services such as email, Internet access and others. An email account is one popular
data service. Voice accounts can provide cellular telephone connectivity, text messaging, SMS,

multimedia messaging services (MMS) and others.



dual - nrode network. In one enbodi nent, wireless network 124 is inpl enented
as a, W-Fi network generally follow ng standards set by the | EEE LAN MAN

St andards Committee, known as | EEE 802, through its working group "11". The
802. 11 standard defines nedia access control (MAC) and physical (PHY)

| ayers in the Open Systens |nterconnection (081) protocol nodel 5 for W.AN
Such standards are known to those of $kill in the art. Admnistrative
functi.ons for wireless network 124 may be provi ded by software controlling.
it. The software may adm ni ster functions_ such_as network identification
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servi ce peayiaPrRitbievl 1096 ndRbrkiil6. Sialilal QehiridativessbretsSndyGe ﬁﬁivﬁibﬂ fgh a
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assog4 at gehinisteiiivdsarrge 108 for network 124. 25 [0048] Further, device 108

may comuni cate with device 10811 through cellular network 128. The
cover agej0es4]a oNowgfumint KetdiPR pravided ve phagpions! blentelie rabaing tegreilantediase of

net wor ks 124 d 110. Cel |l ul ar. net k 1 [.QVi O] .3, Services
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(trade Radi twor k (« Dat aTAG.).. Vol ce- ' ies for
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so-cal l ed t.hird- erat | Q Hﬁf;fuﬁfmm Redsd es for
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(UMTS) . ©tdeeice hef thonih woworkifiil ¢ adhaher exaoiplesy inplementarion ofpmpilerfaep| oyed
i ncl yde, for anpl e, n Ut i -rrfaWB. Mgy Bat a
Opt i zetf BV @Igﬁgeﬂ %’ﬁe@g%e%% ISEQ%SB%@%%S (ﬁ%&%@dgt é . X ain
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associ atl%grkg@&{)ade\'/i ce 108 for network 128. (0049JNetwork 128 may al so have
an access point to connect its devices to other networks.

[0055]  Email interface server 122 is a computer-based system having communication

connections sofrware and data storage. Email interface sexver 122 may provide emails to device




For exanple, network 128 may be inplenmented to support General Packet Radio
Service (GPRS) for a dobal Systemfor Mbile Comunications (GSM and

| 5- 136 nobil e phones. Access point 126B may provide an interface for renote
data and services for devices in network 15128, including device 108.

[ 0050] An Access Point Name (MN) associated with AT 126B identifies what
external network(s) are accessi bl e byizdevice 108 from network 128. In
managi ng and processing requests for data or access to an external service,
such as | P access, an enbodi mrent may send SI M and Srovisioning i,nformation

and ot hel08dat Spusklprbtocn where mmaily spnanémetigallyr(pasiefigelly) ercodgand Hrogdsdde wor k
128, so that t | e MMt LiQér 19eMiage 108. At
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net weg k @gﬂ Si 1hd @knrARBatidnShedlds 2e6 pevide leventyel loperpicny tideadlofder net wor ks

102 and 128 Email interiace server 122 ey 8l 88 (ASASSTn@ SRRV Bletial a rom

server 112, its clients (¢.g., devices 104) communications with email server 114.

[0058]  Monitor module 208 is provided within or is associated with communication modules
206 to provide specific monitoring of new messages as they are being generated by devices

25 communicating with email interface server 122.
[0059]  Communications between device 108 and email interface server 122 and between

email interface server 122 and email server 114 may be conducted through generation,

wransmmission, receiving and processing of predetermined messages by each of device 108 and



[ 00541Now, further detail is provided on operational elenments relaxing to
emai | interface server 122, in regards to its conponents and features that
‘provide an email transm ssion service for device 108 to comunicate entails
for device 108 between network 110 and network 102. Referring to Fig. 2,
emai’l interface server 122 provides a mail transfer agent (MIA) that routes
20 emails and provides a nmail server 1t®r nessages destined for device 108
in network .110. Typically, email interface server 122 is provided with a

copy of each entail and cal endar nessage processed by email s y&g 114. One
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li'st "204 relating to devices tracked for networ k]gllo and comuni cation
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| ocal majlq gﬁﬁolhﬁwlmgm@ﬁuﬁbpm dﬂ&lﬁ?gﬁammfﬁr the 8inhib sdrvice. A brvelgé of
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provi de. f@iik #ab irthide @fGork Of coritiupitibs of thpanelis prppaties, HEthe egauntds ingmEe.sr ul es nay

be inplenented in software and.s age_are W, gsato the
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| at epy Shayamfted damlsABOut TR EenilsmyLe amde statsiblediyaeving108. For example, only a
summary of the email (sender, title, time, attachments, etc.) may be provided in an email

summary list in a GUI on device 108.

[0062] I cmail interface server 122 is operating in a “pull” mode, server 122 receives
external messages destined for device 108 and stores them without antomatically forwarding
25  them to device 108. In order for device 108 to retrieve such queued messages from email server
| 122, device 108 must request such messages to be provided to it. As such, when device 108
wishes to retrieve such emails, the client application operating on device 108 initiates a request
to email server 122 to send a copy of the queued emails to device 108, Email interface server
122 would respond by sending the queued emails to the device 108 for its review and processing.



to status flags for accounts. The list of users 204 provides a database of
local email accounts managed by enmail interface server 122. 20 [00571The
comuni cati on nodul es 206 provide | ower |evel operations that allow for
nonitoring, processing and transferring of messages, signals and emails

anong email interface server 112, its clients (e.g., devices 104)
conununi cations with email server 11414 [ 0058) Monitor nodul e 208 is provided
. Within or is associated wth conmunication nodul es 206 to provide

specific nmonitoring of new nessages as they are bei ng generated by devices
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to thosePSPRi 11 in the art. 5 [0060] Turning now to device 108, in
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el | cagdaﬁcenﬁa;hds%maﬁﬁ, hen & Bitbioedy &cﬁmﬂéﬁdemés)sagcfnmy\hammtcdowmm&l): vi eved

only, viewed only in l'ist, etg or any conbi nation of such ,
access p@@ﬁ@ﬁﬂﬁréﬁcuvﬁ%%%{ggaﬁﬂfwrﬁqﬂ e any one or conbination of the
access properties. |f the acco
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status of the underlying account. However, when device 108 attempts 1o view an email, at thai
20  point the status of the account is checked. (Alternatively, 2 message may be automatically sent
from the netwark to device 108 upon a change in status of the account.) When device 108
attempis to access its locally stored email(s), if the account is active, then access is provided to
the stored email(s). If the account is dormant, restricted or prohibited, then a notification may be
provided and additional commands or access relating to the emails may be restricted. When the
25  accountis reactivated, then the access may be reactivated fully or partially. Qther variations on

determining when access is provided to an email or service may be provided.

[0066]  Coordination of recognition of the status of an account and a level of access to a
related service or daa for the account for a device may be achieved through generation and



20 only limted details about the email nay be made accessi bl e by device
108., For exanple, only a sunimary of the emnil (sender, title, tine,
‘attachnents, etc.) may be provided in an email summary list in a GJ on
device 108. [0062]1f email interface server 122 is operating in a "pull™"-
nod€é, server 122 receives external nessages destined for device 108 and
stores them w thout automatically foryarding 25 themto device 108. In
order for device 108 to retrieve such queued nessages fromenail server
122, device 108 nust request such nmessages to be provided to it. As such,
when devexchadg@®f misshges of wetpscfiaps bopwces thetserversonteollingpscesy o distseryisganddie i on
operatin? on device 108 initiates a request to email server 122 to send a
copy of ﬁ@mﬁueued emails to device 108. Enmil interface server 122 would
respond ndi . i DSanAeY iifSwalit) i revi ew and
processiﬁé§§F14F@%€EH§%%3§§£g'%$%§h§¥%98%Mnlo§%gd to %3%933“?38, one
enbodi meetahstibg)wensisting endiBBgithe stabs o the undsriiog atcovtt & ap pmal] sesvicafagar dl ess
of thg statu f I, Qs i {mRn dynam cal |y
contrgl 5% %§§@3@5F§3§$g§£2§oreﬁﬁgéggp%%?sa aggggﬁgggﬁaﬁgéy?§g$308 if the
account apprenidtedtbatiavaess th pthew setviden suohygs Btdrest actesshBYIS awpregingremote detin use

ei ther "push" or . ' @Eﬁ@é&%to devi ce
108 acco %‘F%Sﬁs’ t {5" “é%“%gr%bggﬁ %ﬁgﬁ ﬁﬁé@g&ntgéﬂ#ggasgg%ﬁg rid protocols.
[ 0063] Anembadimentt 0 data or service for an account for device 108 may be

i npl emented as one of various levels of access, per an enbodi nment. [0064)In
one enboifidg8ht , Bondly, anrmbgdiment tecleiberisus o 2p preowt for davica M8, Wel 5% may be

al | oygd 10.4 %cg%.wrﬁglga&lﬁ,? n%aﬁ%e aliandkdate Whing AR dobBlih Dot of RoreWirddissed nor

restrictions). wever , e status of "the account 1ndicates that the

access t and swsug faga indevice 105 and emgil intoppesssenversl 22 Ithe qiatasaf dhe aceayat, g
not I f i Calladielis PR BRAILE iffbod Gl thdnGiith IGABTOB diivakes SG@EEHE G al | Ng Lo

the data provided by the service be restricted. For exanple, for a
dor mant email pr mmﬁﬁqndwmfmlwép@@éwédh@wﬂﬁ@%%?mt‘However ,

further agld0nSegvalal, fthd Bimistindiied hab@ dicheht & ik iy Bberiee haneirghi bi t ed
whil e the account remai ns dornant | n another. enbodj nent, .if_.an ennil

accodfit thenshesommend propdissds preferilymot aufnmptieally initated, dn hatgipai®atied message

nmay be rgstfdaGéibtlay W RAekiBEPEE Blly dfUeViCPUBIiNEdEy hbhBoackhift ReLsifd My be
reacti vated. [0065% I n”_anat her enbocﬂ

anog Ji tent, .data s conti mua&]l% ushgd to the

devi ce ré’g‘&ﬁm&smmpﬁ@u%H‘%?HPV@We“Bﬁ'ﬁ%ﬁW‘aﬁsé%ﬁﬁﬂ5.‘ ¢ Wwhen

. devi cet 19@&?@{(@%%&%@('ﬁﬂn?i&yﬁf@idbopt&fnsﬁtﬂéuﬁ&oﬂg&ﬂﬁefm%?@t UIS of t[le
account 1s checked. ernatiy , a npssage e auto ica sen
front th@wt«mﬂ&%ﬁmvwf tb%'efﬁmalt &ﬁaﬁfg@f’gﬁy R TRt Ot “@X”ount )
Whenggevigige fOBaRtA SiffibSmbbBioAREHEEsT dati bk pRAIdLY fob biherTitaantrickd, Sych as fveb he
account 1s active, then access IS ro‘\ii ded t(t) the stored email (s). If the

leisyp S

account P@eﬁﬁé%#&?ﬂ)’_,s@é digasign (B} ‘“then a notification may be
Provi ded, aag, Q001 LhQnal COTIRIIS, iR 6 0Buhllb bbbl a1 |5 My be
information about an account among the administrative server, email interface server 122 and
device 108. Two exemplary mechanisms for communicating this status is through status flags or

25  semaphores. One or more status flags (such as an “account active” flag) can be embedded or

attached to data communications sent between email interface server 122 and device 108. As
such, when an email message is being sent from email interface server 122 to device 108, an
additional status flag may be attached to the message. Additionally, email interface server 122
may periodically send an account status message (€.g. active/not active) to device 108. Any



25 account is reactivated, then the access may be reactivated fully or
partially. Oher variations on determ ning when access is provided to an
emai |l or service may be provided. [0066] Coordi nation of recognition of the
status of an account and a | evel of access to a related service or data for
t he account for a device may be achieved through generation and 15
exchange of nessages or status flags Igetween the server controlling access
to the service and the device. [0067] Further details are now provided for
an enbodi ment illustrating nethods for evaluating, transmtting and using

t he stataaecoum)ﬁn@sﬂﬁmmeymweem@d@mﬂmwOMWdeﬂ?E@ema?t devi ce 108
when pr e,ge?%a?e%&egfaﬂaﬂﬁé b Bide Q68 ARIuBR fib 1061 SR (o AR acdX) @@1&5@&1 It vw A

be appr )at acc to other services, such as Internet access,

messagi o ?@mtﬁwﬂ%@apﬁﬁiiﬁééﬁﬁt aﬂtﬁsﬂa'g%y%lﬁéi b BrofsRBlth Rive @G1dba elfedtonpPAr abl e

manner scri bed hérein per another efbodi nent 10068] Br oadl an

enbodi meerta lpeahefifest. tIﬁ@eélﬂ&tsdsﬁJ@Fl t‘ahﬁvaéébhﬂt‘“—ff%ﬂl@éb‘? arewicdglav% @ an 10
emai | 5 aCKORALs vl Rédéeasé%% t&%&m%r@%ueﬁhmévuéume@ms@msmg one

or rmre processes ahd st at us ags 1 n device 10’8 and enail _int erface server
122. | f fdsethayisalohal, diat valee mistgovem prqq@ﬁswap%ﬂdl servaRes- plqraatiyely,ifzastytys flog |y good

standi NGk se kY m&ﬁgd %Opljo%oﬁﬁéy' N8 thafthé ﬁ@g»se»sanuen% b8 Bss6eTRLd wit]

initiates a sen conman r an outbound enmil, the command or request is
al | owed Qrd;y emmwfsmmfmmﬁw)h@c%@%@8=|% Reseping oF fterpH @CC¥unt i s

expi red ¥9Hﬂ?’iéfﬁeﬁﬁd e%ﬁ&%enééaﬁ@ﬁamB&vﬁ@&mﬂ@ngrmr:@sgéest is

preferab y no matlca tiated. In that situation, a pnotjfication

. He dlorneardadde deyrcer 198, By %‘61 Wﬂ-‘iﬁﬂcﬁé@q RS@O%BEY Aigtaebat Hg Vel of e laga c count
| s ex Pi IS Hsdto b&eﬁfﬁr@&&e%gto-ﬁﬂﬁt Reshdel &Rh b&ﬁaﬁ??éﬁ:ﬁ?es%ﬁ \lABR RS Wheiti ndow wi th

a message In a QU erated on the dis notification nmay provide
opti ons qvglmmm@asfia&aﬁlﬂ}n@vﬂd@m%%@%mg%é@mmwy@&te t he command

i f the ageRMBE P 00d {oaRke b Fnbl YcleRARhdor h Mhe@Er 18 WHANEEEs toth?0 some

i
fashi on. A si mnl’ 2 nonitoring process can be provided for other data
servi cesserdgfeh as web accesses, Reall y Sinple Syndication (RSS) feed

formats, etc. [0069]It f| be a reci at eﬂoé‘hat Itth' S Ud‘%rf’ ﬁmmnl cate
and Eoor@07l: e E‘t"&?%ﬁt"?‘ﬁ’fﬁ"r %ﬂﬁ‘“c& (oxoho)uia e ) 18} 0] %Vﬁ i strative

?er ver, ihd flag dﬂhﬁ&iﬁg&@ folFwee Hfa](%&hﬁﬁaﬂd oﬂ&&ﬁh&ao&&??mafmoeeoewp beseyd ar:;‘ec hani sns
or conmuni_cat i this is thro us ags or emaphores. One
or nore %’Eaé]trf}%qs‘fqgé ‘?H’c"?'ihcé tﬁﬁem%bg%ﬂtpng%ﬁté”%ﬁ’ﬁ&m%%d ﬁigl bedded or
attache Hcﬁ@h@p&éﬂﬁﬁbﬂﬂ@ﬁéd mssﬂa'yehmrbaqummeammeanmmstmmfmum 122 and
device 1 e nai, | mBSS Se I

interfa gxgmgmtfg\gte%\g) %W%‘ °T’6°§ |°{1%B"ﬁ%‘im§? ?ﬁ}é ?cfzgié}&rré@ be

at t agde ddelrive DS map 6B gHEnot Al the oornind to baritiatddnt er f ace server 122 may

periodically send an account status nessage (e.g. active/not active) to
deV| ce 1[0872]AnyWhen the status indicates that the account is expired or inactive, notification may be

provided on device 108. Exemplary notifications generated by an embodiment on device 108 are
shown in Figs. 3A-3C. First, in Fig. 3A, email list 300 is shown in a GUI on display of device
108. The account is expired for the present example and that user “A” is the holder of the

25  account associated with device 108. Notification screen 302 is generated when user attempts o
activate email 304 (shown as boxed selection 304), as its associated status flag indicates that it
was sent to device 108 when the account was expired (for this example). Screen 302 provides
options 306 commands, including: Extend Account to Unlimited Account; Extend Account to

Mouthly Account; Extend Account to Per Use Account; and Cancel command, Other options for




16 (account) status flag or nmessage received by device 108 would likely
heed, to be extracted, perhaps stored, and interpreted by device 108 t.hrough
its local email (or data access) application. [0070]1t will be appreciated
that a status flag may be set by protocol to have a global effect or a

| ocal effect. If the flag is defined to have a gl obal effect, then the
protocol may dictate that 5 the flag'yy val ue supersedes any other status

i ndicators. As such, if device 108 receives a status flag that is gl obal
that val ue may govern processing of all services. Alternatively, if a

stat us fﬁ,@gccbﬁmﬁﬁ& bk ?mbiayde Yarly@f slactivifiemiption 306 ipselsetsd Broughe Wlct at e t hat

the flag's value Is to be, associ ated i t kdio2fiail Rfterfgd Vi CeS
(or nesssﬁlye@l)n,mﬁfﬁs'ﬁ@‘%?é?i@w%zﬁé@%g’gpﬁg}do?_ %’?ﬁée%%g%&oacce.s;ees. This may
be inpl e 25 i, UacBhRTR! @couthin i larbeasstéd. et flag fogthg emailsifdent ai |

message orwarded to device 108. ln suc | NSt t Hhet ocol may
di ct at e behupdaed by §BIPERES Q}F@ﬂ%"ﬁ‘f‘&%ﬁ“&gﬁg 53%2%%@#%8%?%0&2? icng of that

message, s(.}&‘ﬁi?ﬂ RS FARE of RUAEEHOE heatleaedpinuiianay bk aypvidphels Bg JPuBEPTE a status
dditio

flag,” a nal data, such as ti,nest E!“p&@g' =@t her

i nf or nat éfelevicedys lﬂé%at%“ﬁﬁ@dﬁ“ﬁ@g% %%{tcgar% nat |°gﬁ&gﬂﬁ{/\hﬁgtgﬁqr to allow
access tﬁermﬁrﬁﬁﬁowm: A;ale[a%zﬂt]ii&Mnbmmﬂi?ﬁnﬁﬁe@hmmaf devi ce
108 may use the status infoymati,on.in t ]

ol 1 ons. omtfondisce RsHfseon ge i ie Troge fs ot S dde a0t fasibBicRh rllBsEROE RS

emai | MBgSRERs {0 tm@hitiay Allfa Qihepethaindows 814/ The sptificatiesrmpy hegtengrgfed Wi at i ng

the command, the |ocal appligcation oper.af] I §fni ’mﬁﬁ@!ﬁbmer
requédt mﬁcﬁé\m‘éﬁ/"fW@gﬁ%%ﬁh&ﬁteﬂﬁeﬁﬁﬁg%%gn gér’tﬁe gccount related to
tHe emai |,5 8¢ ¥ineRited RRRSEGHCA Gorany praderirmitied samiotrvlalit Agein, BESBUM ISt at us, 20
device 108 may or may_nat allow the com -4Q; loBtidaieh k. [ 0072] When t he
status i ﬁmﬂ@ﬁtrﬁ%ﬁ?aﬁa‘{:”t“}‘}%g%%a H?v’?gsaseuﬁlgiﬁr% ngfsp?r#act.i ve, notification may
be provided on device 108 r L L Salkinisive GoeiTakpiey an
enbodi mef073h dgw%t“fl@%% %m%p?/%‘ﬂﬁﬁé? 3A-3C._ First, in Fig. 3A, emil
li st 300pkricaticnsnhat mapbaGsheratnd whepd copmasnd fuon e gatapriCEIST6TAt is expired
for the present .exgnple an lexpifed: | S the hol der of the 25 account
assoé? at By H"lﬁggﬁqgﬁc %grk%?%#ggﬁ%n screen 302 is generated when user
attenpts to activate email 304 (showywps boxed selection 304), as its
associated status flag indicates that it was sent to device 108 wh t he
account was—exptrey gfm this—ekanpl €). SCreenyxihdatidn OVi des optionsi306
comands,| i ncl udi n&" "Ext end Account to Unl inited-Account Extend.Accdunt to
Mont hl y count extend Account TR frinkiisels dhaetated ot sl oGlersbplby, movidirand. O her
opti ons wsiwf%%@?agﬁ?mhsf may kbnyforextindiegkecoprt. Windowary kesarerEy RV {opt i on
306 i s sdeRErEP iRt a QU s glpertiuarsmail el R ¥¥Phen device 108
recogni z The i S E@L0S Wt SWdgeis feferfedad the GUTobthd dpley, pevidingr 1122 t o
reactivat °§fﬁ%%@'§mﬁmm§a fﬁe I'@utmifoweaqldmsmtaﬂ‘ﬂmwgwﬁﬁf?wmd'f or |t he
mai | s ma3lR Warning window is generated on the GUE of the display, providing
* eceipt of an RSS stream ptions for extending sccount and for stopping receipt of the stream.
i i erated on the GUT of the display, providing
:;?:ng:;i:mdli;gg?ccoum 2and for cancelling the command. The
Entry of 8 URL to accessa Web page | pnine window may be generated when specific URLS or categor les
of URLs are entered {including any URL). ,
Werning window Is generated on the GUI of the display, providing
options for extending account and for cancelling the command

Waming window is generated on the GUI of the display, providing
Reccipt of incoming call o ptions for extending accourtt and to decline the cal

O

ctivation of a “new call”” command to
initiate & voice call




be updated by a process operating on email interface server 122 or on
device 108. Once the 5status is reset, further or full access to the
selected email may be provided. In Fig. 313, the user of device 108 has
initiated a process on device 108 to create a new outbound emai|l nessage as
per ‘GJ w ndow 308. As the account is expired, notification 310 is
generated having a simlar option ligg to notification 302. In Fig. 3C, the
use of device 108 has initiated a request for a URL to access the Internet
as a data service per win' dow 312. The notification nmay be generated when
10 speci [hirsy URWhera selaitiog ¢y oade fioin diRtification generaadon devierciO8ch MEfsagky URI . ).
Simlarly, a notjfi.catjon be .genet at Q4 any

pr edet erFRYREPTPV lﬁgmdiif"ﬁe %3%?’9@%052&3{1?51 @E%F?%EEI%?i fication 314

| S gener gdgicbrabMésiigemay b desrateddridaent o anailinterfie sérve 422 oot 2vents,
100731Further to Figs. 3A - .3C,. . Tahle r QY.L . é%ii:@ tpee |ist of
exenpl arsg,whasgeﬁgf.t}wi%i%{l%ﬁgmfﬂsfqu gﬁ@ge‘%&%@éﬁ&ﬁ%aa cgg?:rand for an
ext ergnal nogi&bAion Bay ineRidt the gk bPschicateingesrestdithe time bt haewsgircedust t he
service is expired: Tab vent Notificatl o ' i ‘
hi story ﬂtart‘ést“"’ﬁ’é‘?ﬁ@ﬁé“?'ﬁﬁi’ Jc?ﬁ ?@&%ﬁfﬁ%k%ﬁd%ﬂ%ﬁﬁlﬁé@%@ner ated on the
QU of tRgont sdedied fpp@piidle.ng options for extending account. Wndow nay be
generated only when a particular email is selected for view ng Accessing a

"new i jol75]0NTHRA ebldceion fiarh itheaotifigiion ¥4mdati extodmechanee Vheeraseaugt F Welow i s

enerated on the GU of the di ' 'J‘&tﬁ ' j
gccount SRS %‘F“’(?ﬁﬁgl%g@f 3%h eﬁqér%tgé?rarsxﬁ%th%;eqﬁgggl pt o bgﬂﬁo%%@giﬁ( gg%aﬁvd\gl?ni ng
Wi ndmw | isteffageaeateid? and thi edrBlstraive hervetits ppdate thestasisiof the gocoprtiast allgve

extendi ng account and.for. stopping receipt of the stream Entry of a URL to
access B%(‘p’ﬁﬁ'@qWﬂmmw ndow i s generated on the GUT of the display,

provi di tiops ok | GER KRS thelafed BEBldtifRand Rigepnmand. The
war ni ngn&Pﬁ owoﬁgf/él%éogé%g%t{esgﬁ%nen_ S pg%l&{‘ai ¢ URLs or categories of URIs
‘are ent ehedddgvica dDRmiannd A wetsREs) to email interface server 122 providing det' on the type
of extension selected for the account. When email interface server 122 receives the message, it
15 may send a further message to the admiuistrative server to update its records. The administrative

server may then update its records and send a confirmation message to email interface server

122. The confirmation message may include any amendments made by the administrative server
to the type of cxtension / change actually implemented. Then, email interface server 122 may
review its records and status flags and send updated status flags and / or replacement messages

20  containing previcusly sent emails with updated status flags o device 108. When device 108
receives the updated status flags, it may selectively allow access to the services (emails)
depending on the parameters of the account extension provided from emaeil interface server 122,
If server 122 is operating on a “push” protocol, then previously pushed services and data (emails)
may or may not have their accesses updated secording to the current status of the account. If

25  server 122 is operating on a “pull” protocol, then device 108 may be provided with services and
data (emails) only when the account is active. '
[0077]  Further detail is now shown in Figs. 4A and 4B relating to two exerplary processes

that may be executed on epnail interface server 122 during monitoring of incoming emails,

representing instances of local and global status flags (as described earlier).



Activation of a "new call" conmand to initiate a voice call Warning w ndow
i's generated on the GU of the display, providing options for extending
account and for cancelling the command Recei pt of incom ng call Wrning

wi ndow i s generated on the GU of the display, providing options for

ext endi ng account and to decline the call 18 [00741When a selection is
made froma notification generated ongdevi ce 108, a nessage may be provided
from.device 108 to ermail interface server 122, indicating the selection.
Addi ti onal nessages may be generated and sent to emajl interface server 122
on ot her jpev@nt Skn FigJah, £fdocglnmta flagfor G acconwwtabwis dssogiated adth eachiemgila (data or
voi ce) sepvice device.108. T | £l |« QP A B0l éﬂ&q hent ype of
service ‘gé‘i’frf&“r@g’tf@ﬁié%d% r‘fefrn%caﬁ%gﬁﬁféﬂe%%%gﬁt acg{gg% stgt@'ughl%racked by
devi ce 1Q8y iR eniing @1 deecur sevsrequed 28mmand ta el adminismatiee spen Paaramingke

further actions, as deeped appropriate. | A erdfiem t he
“notifi ca“Sf“otFlE W%ﬁ%t“%‘ﬂgg'%né’ﬁ% rgﬁmgﬁ%ne&éﬁ%@g%%%ﬁeﬁt? ﬁf‘ ?rﬁ&% he ellElss(ranr vi ce,

t hen gressages Ry dasingdfoe daviced D8, seswtn 40dcberevaivedemdil sdwadedipr® anong devi ce
108, emmil 10 interface server 122 an LAl | §he {0 Updat e
the stat 'EE’SB’I‘SS'PHBE“%%@(? egﬂﬁcq&pfgwgégg%dﬁgﬂaﬁ%%ﬁehg%%ﬁg ?\ér\% ce.

[ 007611 f indurpla®e trivdme packapge! ke protess maytic ioan érdlesvloexeranay belaplemeniedd account

for the service, then vice 108 n%&{nis%gsd a nmessage to enmmil interface
server 1¥DMSTYOLIOYIRG O PIOS BB E“YNVE  of ext ensi on sel ected for the

account . n engi.l JLnterf | Hfart 4d0, 15 may
send a f“’)‘\?ﬁer i@l&'égea tgé)ob?lﬁ‘gtagxg%Xﬁog#%éﬁo@%%%ﬁ%ﬂ;gﬁ%ﬁﬁﬁgt e its records.
The poim erhail ineifaseaserver 102 chaoks/fot e satupoftheaceut st (2B aHde BaHgvelve

confirmation nessage to ' MELsy, ThEsua s d i on
rress:age I nﬁﬁ‘ﬁﬁ%ﬂ'gsg;\tilm%ﬂ%ﬁﬁe@?ﬁiﬁgﬁ%@g&%ﬁd%?ﬁe@gi @%;;{\Eig% é/er to the
type of axbensiawsinformh@mgerchonedad tmpail imstiageserverd 22, ) face
server 122 ¢ ;/i;twdwiée 103504 ShsARGo bRKNS bl R6AoR0sl B RGHuundal Tk st al us
f1ags anﬁeana%%éaP‘z e g 8" i

pracenent” messages containing previqusly sent enmails

Wi t h updpoedss stagbeiin ah lewdisss toop demiche INpRmeYRE&H BAYFEPL IYBNS ecei ves t he
updated status flags, it may selectively allow access to the services
(er n&f | sj008ejpenBigngprovidesiaalepsaiptioreafeipsocsts opsraingaadvite MR STEI I ovi ded
frome ”E‘AJﬁ&oh%ﬁéJ ﬁ@@e&? P8 krvied & initihte® 6K ¥ice 188 pdr hcqbdRLs 48 ghdirin " push”
pr ot ocol , en prevliously pushed services and data ,étggaj I ﬁ% %%)é or may not
have t hetithenBigeds exdy phitoted eamisto hgistas phthe preow(l Assasifted vl B s8¥°¢ Be account .
'f preferably determined as part of a request for a service or data. As per the processes in Figs. 4A

and 4B, email interface server 122 has been providing status information to device 108 through

90  messages to device 108. In device 108, after start step 500, device 108 waits for activation of 2

command requesting access to a (data) service in step 502. After the commarid is initiated, at

step 504, the status of the account flag is checked. This may involve evaluating a global account

status flag or 2 local account status flag (per Figs. 4A and 4B), depending on status flag protocol

(es described earlier) provided by network 110. If the account is determined to be active, then at

25  step 506, the service is provided to device 108. If the account is not active, then at step 508, a
notification is generated on device 108, The notification may take the form of any of the
notifications provided in Figs. 3A-3C, depending on the service being initiated. If any option is
selected from the notification, then it is implemented at step 510. As noted easlier, if the option

includes 2 request to extend the account, then once the account is extended, access to the serviee



25 server 122 is operating on a "pull" protocol, then device 108 may be
provided with services and data (enmails) only Wnen the account is active.

[ 0077] Further detail is now shown in Figs. 4A and 4B relating to two

exenpl ary processes that nay be executed on enmanil interface server 122
during nmonitoring of incomng email; representing instances of |ocal and

gl obal status flags (as described eampier). 19 [0078]In Fig. 4A, a "local”
status flag for the account status is associated with each enmail. After
start 400, emuil interface server 122 checks for the status of the account
at step d@%epmmeprmewmwmémﬂemmnamrmmssﬂwm leeprmand to
the admnistrative serv re um nformation is
returnecPrf‘%alb’HWPptlr?l'{“@F?‘:&(‘?@ r'm%ﬁm?ﬁl en an errgrﬁf 11|%s Hﬁnefcs:el ved that is
desti ne%@aedd@mm@ﬁﬁuoﬁhatﬁmm@ﬁﬁse:t;ﬁxedmanmmd‘hemﬂcaﬁ@mﬁyrﬁéﬁped into a
transm SSIO e per . the pr ocol of Networ e of the
account % a?"é’“‘?tllﬁ:a&f’%? F’ﬂ’t‘r(?d?ﬁwéa\c,%' ﬁge ﬁ[?%nhgﬁm%ﬂlss‘é may be in
an engdl E‘c‘éﬁdlh&%ft@a" TotdEin, A8e dritiiee boviitess @stmaof devtee,rrelﬁingrt@ﬂm nmoxkr ot her

progranmm ng_techni ques. [00 [n Fi 4B, a " go for the
account M‘ﬁ%&‘h"&%\ﬁ"ﬂ Piéf”é’r”%‘?’ﬁg Qgéou?tﬁagibgg FACE server 122

checks fﬁcng@%ﬁgmﬁmmmmuommmmo &hpsbelomia | nvol ve sendi ng
an account sta#gg re st conmand to the admi nistrative server. Presum ng

that t he* inforrration is returned to enmil interface sewer

122 t ste
transﬁ’l S@'Qﬁ g‘iﬂ?&d@% 3,? gn Qg{c’%llf‘gn {& a%crik %f%)ﬁe&?%&%?g%tg@bﬂai be in
an epl e»ﬂmﬂeem weviomly rmlmmam@maas road toritere theipecopwll spfellags 5

100801Fi g i.des Riadd sPQeOR2devi ce 108

t hat detw&&?&q%ﬁ 5518%33 ?‘ig&ggtrﬁ%l?%e is initiated on device
108 per deb@]dmg(lhpﬁobﬁwmhesmIMuseprtrtteIgaFa@ushimré‘P“lWBWt?SQlWéf“@é‘h@farI ier,
the status of fhe aggc 5, i h the service is preferably

det er ni FBUSEYS BAF A Fpgﬁ %‘ﬁ‘ﬁi"ét &g?ﬂa#g%rw ce or data. As per the processes
in Figs an - m Vifem g Pigh A, IR Ry PillaMiatts ng st at us
mformatllogﬁlt od[aw?l : {rhgtélﬁﬁgsé%gessages %o devi ce 08...1n device 108,
af t ers stexemphtopeben formssmgxmesﬁ:efm seriess bepwegn device, 8 gnd gmal

requesti Ja i8R oRiR%-in Shérednbbdimentoaiiand i s
initiat et mé?fzg mtegsgw ﬁs‘tlﬁagt%?&is{dug?dt he arccgunt l?l chegc . This may
i nvol ve Mmﬂtﬂmm@mdedﬁmf@q%ﬁpé?aipﬁﬁ%% ‘B‘i“él’“%&‘:‘%’ st at us

flag (per. Fias BAIBORQepdihl MondthagmBodianrodeass sescr | bed
earli er)mﬁr oVl g‘egﬁ%%&gees%ﬁgﬁ f the aggount s deter i‘&‘to be
If the

active, deheribedmbays insforhe 06l intanfacasrvr L and deyics 108 et inge

acca 9&}4 3 t&rméén@&xéaﬁh réto ARl bE iSfimardisogesisglat ed on
dew%H]e 1@0‘%%% no al}i?iangaa?fg% may take the or?'n of, EfﬁhOf t he no%aél cations

pr ovi dedsystermRirdsviceg s @ S@R&b@hﬁl%@ﬁﬂ%%@‘@@“ﬁ) YRR 1 f any

opt i on [ &fof fndibdpgnot i fication, then it is inplenented at step
510. zﬁo Jgﬁ'@ ?ern 1T the option |ncI udes a request to extend the

aCCOU“t [uhéﬁ“ OPGRrbd ¥ s &aSdRhent faf bé Ripfiedintcd foreser typestiafiectyerke. Ew

example, when device 108 is implemented as a celluldr phone and network 128 is implemented

25  as a GSM network, an embodiment may initiate generption of specific messages and / or
notificafions when certain GSM services of the account are accessed (or attempted to be
accessed) by device 108. Again, the contents or issuatice of a notification may depend on the

status of an account. When a notification is generated for one account (or one part of one



20 may be provided. The process may be inplenmented in software or firmnare
as a repeating loop or as an interrupt routine. It wll be appreciated that
in an enbodi nent, the notification is provided upon deternination that the
account is expired or inactive. The notification nmay al so be provi ded as

t he "account is about to becone expired or becone inactive. Inactivity may
be a 5 condition of the |ocation, agezpr other conditions or states of
device, relating to the network providing the service. For exanple, in a
roam ng environment, an account may be set to be inactive as the

comruni caepen), Siegadte iy oy e npdave O8stfietionimposed kn ather sevispwortisswagesdor
predeterﬁ%pﬁgﬂEpéqﬁﬁp&%mm$9081]Upon reactivation of an account, a

consi stency check nmay be performed to determ ne 10 whet her any previously

recei vedgmﬁ?gi ! Scaﬁﬁng@gmﬁ%lﬁaﬁﬁsgﬁmrﬂ%ﬁg}mm&%ﬁﬁﬁ&; Alpabbis mfa* ags

updat ed or whet her itional emalls shou be retrieved ft= _enmal

i nt er f acect 887 gasgway 2pseriaers getinagied fdopnsecamhionsarotle F28(berg.ahovmpss INBmeher at i ng
as a z pugdy . e RNdiet Ak “gmobal "
and lsor %'oggf%ﬁ%ﬁ gi‘t?ﬁre%fapfég&ll t vvi‘apfﬁb%mgag%r eci af%tgaﬁa%ée?{a ﬁé‘q%r ocesses

shown i ndewigysl08 mdetesming the canterits ofdhe HMecard @uesctodyst daviceHE8-hdB42680raypr ocessi ng
request sy far., g&%ﬁ&ﬁﬁ%&fﬁﬁ%&ct\éiﬁ:ﬁﬂ%?@gaﬁmiﬂ'ﬁéﬂfface server 122.

Some of e steps may be con erent ordersS 1 n other enbodinents

and addi @h@ﬂa' Bl AR Rer iy BRAMPERY I REbn Ok R SerBibestpiidell PRt B 18 T enoved.
Simlar or equival ent processes may be expressed in state diagrans._ Further

still, ivhroush@Rd26R pspmvided o device di&beasinoalya8scAl baB coptysta devicerlff andhe enmi |
| Nt efd aCK ARV B adcdtntINAcHRY WiR ARG 108 phShfll s¥or&ilin e VIafihsioided Frith

processing of emails and any notifications related thereto may be
i mpl ementa¥iseiLA8-ofts schivwhep Bevased 08 i infriatad i requestatreptligsceb b emgilgosssed ¢l i ent

system C‘SB{HHéﬂ nEtRbikNA8 h b efibotfihieh® the cBéht dpphikatidf oR HORE 109 s a@hiesfape devi ce
108. [0083] Features of an enbodi nmen be inpl eufente r. types of

t f
net wor k sto Tegest AR AP a0 seﬂﬁwoaggqu@u@@g%%/lgtq%ql%ﬁ%dk% 25530'%@!?‘; &%%k r phone

and net Wi Krathe 8f th8 adcBith SORALSMe BIM 35rd 3f £390e 162V tHe acnEs 0l ia e fkive By
initiate generation of specific nessages and / or notifjcat]ons when

cert k1 n &BNEER Mgy sond theraupyed emallgn Aevics W8, ASIANSSRFSYaSF TP PR EFcad! pe
accesse dﬂzg)bmscdsﬁ/sieﬁte AkQ8red Defdiellonck Howlo4lie€ Mhessqueiied cailainagebofiewednot i f i cati on

for ot BERSGROLE Ao GRER SR Bonah e oL g ot SR AL Ra P8 may not
have a rgfivalidénrackitd) APIER Mag kdipondtH Tt @adingthe qeasagaslsiodevided0s account
R T DL TS P e
" dowpst r aitimAr) BRI e lgkeukd 8mbilkatia, beshitontha guduad emsilstmay be sent with a status

flag marking the account as being “inactive” (or the like) for each email, Upon a review of the

global status flag or the status flags of the received emails, if the account is noted as being

“inactive”, then device 108 may generate a notification as provided in Fig. 3B or 3C and may

provided Yimited access to the emails. Theteafier any response provided by device 108 may be

25  further processed by AP 126, including requests to reactive the account. Depending on the
nature of the response, the account may be reinstated and the queued emails may subsequently be
downloaded to deviéc 108, their status flags reset, and / or access limitations to the emails may

be removed.



5 106). As is known in the art for a GSM network, AP 126B may communi cate
via nmessages wth device 108 to determ ne the contents of the SIM card
‘confiected to device 108. Al' 126B nmay have conponents and nodul es sinilar
to email server 122 as shown in Fig. 2. [0085]In an exenplary GSM
configuration, external services provided to network 128 through AP 126B
are provided to device 108 therein onhy after AP 126B contacts device 108
and 10 eval uates the account associated with device 108 per data stored in
the Sfivl card associated with device 108. As such, when device 108 is
initiatqoioged reliepbouses et GYlsraged toed embadihen descrled fifrihdn deomid is nowt wor k 128, -

in an enbodinent the client. apnl.icatiaon device message
o requaBtrsd ol senpagts bl B g Ut Sl bunsiiir kil SR ERENERER 1057705
1268 woReferfileolFig. beclatraiicdevide 108 & based on micorspuing platfernt wwinglfinetiorebtyd of
device 1Q8. Lf the account.is.vali.d and active. . ; ' d the
queued anan pliapdsd Fedabiy St i ARoRClat o adles, HE I B8R 110
al so she wéastooddharreitrshiddie 608 @nbe baedun ansadiion desigy welfboktiondity of nay be
vi ewed regardl ess of. a subsequent, deactivatio t unt .
Fovever O <PHEHE B tah SRR omaRs, defite vy el SLAMER BTS00

r espond télyphaay eqadtint dn & sy evladimeat,aldcSortioded e il 0Rindi0d:s abdusigyt08end a
status fl nmessage. .t h he. acc LS Aacti ;. I ki y or

alter nat@g&@‘?"%@%‘*g@%ﬂﬁﬁ[} f"(éfwt?f gqggém&ﬁaé{]@g’ aélrrﬁéﬁ (sé%%lbg‘g%%é a&gr t he
queued $ad 5 1 2aytel Bhonetiviadsel dompéiseitod bmicar bhdéj 4rmad & imigyogthane bei ng
"in %ti \e/ﬁﬁ;g ¢EZE$'Oke lmf.or %?1 r&@&ll' Ué%__a o 3ed ia m&ﬁdﬁl Shkpal status
fl ag-or éﬁﬁ ‘gﬁ% 4 Pﬁa‘}s dgwgﬁlg FECEI v‘c"es(?‘néajﬁn&s,p I tﬁe account 1s noted as
bei ng " i108.CEBE &ey 60y be depressedl:Odrgriypatfesferraw&Ad noti fication as provided

in Fig. 3B or 3C and nmay provided limted access to the emails. Thereafter
any resy@8y¢ priowiliteandeystodithat fousb® 6ABganths nege fiomahpsuigble ewsialps il AP 126,

| nel udi fof lifl L o { fth
AR P S I g o

subsequaleticy 18% downl oaded to device 108, their status flags reset, and /
or access limtations to the emails nay be renoved. ,22 [Q086] Wth
prodsssd@oashd @aviseled iwpdahlotosandubwiaiess flephens calisy uHng Foy kpOWE WHEIESS | i s

now pro ?ﬁeds &&nﬁﬁé’%@@@i&b’%{ §fstedft KBbilOGohRdicaabm (GeMY ktknt, Top OCesses
relati n%? 0 An empodi ment Referring . to Fig. 6, el efl{;r%&l,c ﬁ%g 108 is
iuisivn AMbUEn R c3speCD M %ﬁ%@%@ﬁ? sysiems Collvia Ligial Berks per sonal

based o
digital ' 0 nE BlididonaBR A cBest BIDMA R SsidinG Dihdr twiteless phoiiever, to be
5 underé?%ggg%%gﬁnﬁdg{%goni c deviug!ea fogggg@gz&gﬁ%eg o&%@?@t#@]clti on design
and f uncysremasandychule Bietnoth aod drorpapifermg ol , R T rHdBhones,
deskigop 69! (885,31, BRABA SustortvaRk O0Me  Giticalineh lih e Vi quérIFrEVeIE) type a
present enbodi ment, el ectronjc device 108 . ng gq%'e?%a Qﬂ%ﬁéaggﬂf? 19%’:: an LCD
602, spoRERingGdus coMENI3tonsihet SELTmBleY CIrpHETRIGHTS PRERL %esa%ape")
key 610,,ekaudtis@d & phond @lieaacaRr bt aRisegs and inkesphode 616 carbe Wsaitiio614 and a
nm cr ophone 616. Trackbal| 10 608 and C key 610 can be inwardly depressed

as a neareakisiogpdirpdsowddpasrBRsP 9Py to device 108. ESC key 610 nay be

housi ng 18V carR R HRRE P HLcampaisns ofdeie 14} e pRfjBERaGARE LI

of sig | 1700 Thé fandidnaladhpoeyitshes gerérbiihdlsotboic perdetiua! dreles@o-mnechaniskld al |

conpone n(i[egicgsf. Ig %Xritiguqar,l gu%itoprocessor 702 is provided to control and receive almost all data,
transmissions, inputs and outputs related to device 108, Microprocessor 702 is shown
schematically as coupled to keypad 612 and other internal devices. Microprocessor 702

preferably coutrols the overall operation of the device 108 and its components. Exemplary




15 [0088] Device 108 is operable to conduct w reless tel ephone calls, using
—any known w rel ess phone system such as a d obal Systemfor Mbile

Commiuni dati ons (GSM) system Code Division Miltiple Access (CDVA) system
COVA 2000 system Cellular Digital Packet Data (CDPD) system and Tine

" Di-vision Multiple Access (TDMA) system O her wirel ess phone systens can

i ncl ude Bl uetooth and the many fornsypf 802. 11 wirel ess broadband, |ike
802.11a, 20 802.11b, 802.11g, etc. that support voice. O her enbodi nents

i ncl ude Voice over |IP (Vol?) type stream ng data conmuni cati ons that can

si mul at enicropmtistorsior inichaptbepisa 62 ralullsmickprackysdrs d1the Data 95@(ludanark)o | i sten to

Cpeak | arioas st e ERRARME Y A Bl g T RlbpBBIRCC, O

7, functyi hcmmomnmbxmeaédtﬂamﬂexﬂﬁ&mqu:erlo&thdmrghmemsh:émmcal 25 700.

The funct| onal nponents a eral c
- el ectro® ﬁ%ﬁ%ﬂ#fodpvﬂﬁwwgtmﬁﬁ&a PPFCW“SP&H%E%?@&&&%@E%%?S provi ded
t 0 cgnt R@ichalowt & eRkottreaighiis from hiriotigdevices. r Spysopiriaiinersypt fimpurgisand out put s

related to vice 108. M.cropraocessoy 702 is .schematically as coupl ed
to keypgﬂ’vﬁgg‘%’f? r‘?‘f"t"‘ﬁ?@“ﬁﬁf‘é‘?ﬁ’ﬁﬁ %{sggtggte*ﬁ c@gm §sor 702 pr)éf er abl yIo
cont rol overall ration of t j 0 nts.

Ecorp! 2199905 i etiton GGG Bisreion 08, i yidnd dEviR e b S iy Tos e

m cr opr geRasehandticallyieFigal. AIHe&indedeadizplay &02; spsrker 604; maéém serl es and the

P3CA900 series,.all, avail n
M croprS%Wéufﬁﬁuhhgs%%ﬂﬁgéﬁ%ngg G%F# 1%%%3%1%%&%7 dvi ce 108 through a
serijgs diviedsqos; rseﬁmtorcmﬂmmmphm pnﬂ 7i2 for wigromige ﬂﬁpﬂﬂsh moauﬂﬂlﬁwhtﬁh ns.

M:cr opro essor 702 has lﬁﬁﬂé kseli By LifCel Ve
si gnal sP W‘%gwﬁ'ﬁgl?ce opr| ate 1nt | r regslrs provi ded
whi ch remeod,{msntﬁmﬂdbmams mcmdr:hﬁlﬂé‘dgﬂét dodéﬂé@u fzsﬁewesubmtw%{eot [0090] I n

ddi ti to.t
108 ar o ettt DRvR TR EFRFERRS e ¥y bl udeld B9 ?E‘é‘%“%?’?%ﬁ%“%ﬂ%“ Cpeaker

604; ke)madaxﬁﬂs&;a wmmmummmlhseﬂalsmmw 1@316? cation
sub-system 70 Xlol 1 i, g&réeqlgggﬁ ha\%:h(SMBaﬁrOphone
portl§71§°7° op ortllgeréT%{ %%&eﬁ&‘#&%ﬁ? 714 vvklu ch prgw des persi stent

storage(:mftslﬁwwa including | ocal data relating to the status flags used by
an enbodi ment); random access nenory (RAM  716; cl 005 718, a g egher devi ce
sub- sys [094] (n@mmmméeﬁwaytb?@*WW’é Vg *requency
(RF) co d, Waka: B@m@imhdrqmempabl lities.

I n addi ﬁcg'ﬁp‘&%tef\?l ce ﬂ%gﬁglr’%@e{r Hg’?glgnﬂ}e Q pabi leceéé/ g.rﬁm*runl cate
with ot mmmmqymsmb;aste@mnlvmmpﬁdWﬁ@%mm% ek %9 We a SIM
Ca“} g;g 9%2; L&Q&éh@& aegﬁca@mﬁy&tp&r@ BOESfy@sEbenapatinig Idajed e a

8 aSsor 702}

I's prefera sto
volatile store, such as RRM Com};mmcauon mgnals received by the mobile device may

glso be stored to RAM 716.

[009Z]  Microprocessor 702, in addition to its operating system functions, enables execution
of software applications on device 108. A set of software (or firmware) applications, generally
25  identified as applications 720, that control basic device operations, such as voice communication
module 720A and data communication module 7208, may be installed on the device 108 during
manufacture or downloaded thereafier. As well, additional sofiware modules, such as software
module 720N, which may be for instance a personal information manager (PIM) application,



a conputer-readabl e nmedium such as flash nmenory 714, but may be stored in
other types of nenory devices, such as read-only nmenory (ROM or simlar

st orage el enent In addition, 20 system software, specific device
applications, or parts thereof may be tenporarily |loaded into a volatile
store, such as RAM 716. Cormuni cation signals received by the nobile device
may al so be stored to RAM 716. [00921%4 croprocessor 702, in addition to its
operating system functions, enables execution of software applications on
device 108. A set of software (or firmmvare) applications, generall 25

i denti fi ﬁjdybexrmpmdlcmahgmatmfamﬁq ortdowtlodad therehftdy aé éevmdﬂ%d)@p@ﬁmﬂ such

as voice a conmmuni cati on nodul e 7208 may
be mstaF"FtEng‘ CLH’@J‘[ Lgfﬁ%mé‘@ﬁmgrgrinu acture or dovvnl oaded t hereafter.
As wel | al r AN, which
may be fg’?’g? cém%%'ﬁ)ﬁé\r,\gi ﬁm{m @mﬁﬁp%ﬁ%&%ﬁs &RI |%§'t9| on, 24
may be |pmbenbdseddahphcamgnmrﬂﬁv&eﬂﬁ&epwwd§6mﬂ® iberd in randﬁfﬁeddew ce

108. t f "
108. aSSOCItse}f vl lga ) mﬂ%%ﬁ%‘féjgg@%a%%dﬁng S%g"rslgg séggz t LTE[TDV !

i npl errengerfemdnnuﬁsanon sqmms:whweam Tyt towatemrﬂd ﬁtfl?ﬂntd%mi%@d-lOB as provi ded
and described in Figs. 3A-3C and 5 (and 5 their variants described herein),
al | owi ng[mm]i c e ConBicatige fimcdens, inghulitg datpand veisa eomrmumisstioniroRoRoratde

notifica Oréaggeﬁ%%ﬁmw‘r}aﬁg stib-Sete Vi aﬁcﬁﬂé’&ﬁ}t é:%e@&nﬁﬁrﬁ; B subC SR 706.5

initiate uncti ons, udi n ta and voi ce
communi ¢ G:b]lg:nsely,aules;ptymfs 304 706 pmu@hﬂle Iﬂ’@ﬂﬂié?ﬁﬂjn‘ie iferrlisammepicetion 704 and

th 704
e IO oA BRI VRO VoA 78GR i Ghotaiofl ol o

t echnol ogalﬁﬂhqnpmmswoaﬂwmm& Gmnmﬂw bisystam HMsnctedgs pr ovi de t he
oper at | ORAL G S oW kAd\iHe oPHf Gl tihlsRited Are GCANIHIRGA0S A

Conmuni catlon Sub-s udes receiver 722, transmtter 724 and one
or nore GansEREAEnNY %uh&@ﬁé&%@@é@ﬂ%@%ﬁ@@ﬁﬁ##@%ﬂ*ﬁﬂ%ﬁﬂ& ant enna

728. In g 80 1664 oflimtbrd (1C)s)HEHR2S THE OCESSi g
nodul es, gﬁ%‘: d%bh @g l@fgﬁﬁbﬁogléﬁ%‘;{ggg%@gr (DSPf 730 adrjlfd Sﬁ%m oscillators
aepieyy

(LOs}5 73513€cfﬁhée&‘-151 entation pEePmURRTIGation shysR TS SareRdsAYHRAR 85t i on

sub- Syst%&ﬁcdﬁ%nH&ﬁ&@%%cﬂa%etmsmq@tmm@@ﬁa&nme&mﬂg in which device
108 is intended to operate. .For exané[p conmmuni cawl on sub- s%stem 704 of

devi ce 10Bummicasien subrysiam TRt pffevive byS sy qrerwpathf Mybitegg ¥t r ade- mar k)
or Gener gl TREKE deRRL ) br SRAMAIGAcKERRR Séi‘ﬁbé {OP RSP nd b LMt tdinErRinicafon

networks and also operate with any of a variety of voice communication networks, such as

20  Advanced Mobile Phone Service (AMPS), Time Division Multiple Access (TDMA), Code
Division Multiple Access (CDMA), CDMA 2000, Personal Commugication Service (FCS),
Giobal System for Mobile Communication (GSM), efc. Other types of data and voice
(telephonic) networks, both separate and integrated, may also be utilized with device 108, In any
event, communication sub-system 704 provides device 108 with the capability of communicating

25 . with other devices using various communication technologies, including instant messaging (IM)
systems, text messaging (TM) systems and short message service (SMS) syétems.

[0095]  Inaddition to processing communication signals, DSF 730 provides control of

receiver 722 and transmitter 724. For example, gains applied to communication signals in



networ ks and al so operate with any of a variety of voice conmuni cation
networks, such as 20 Advanced Mobile Phone Service (AWPS), Tine D vision
‘Mul ti pl e Access (TDVR), Code Division Miltiple Access (CDVA), C)MA 2000,
Per sonal Conmuni cation Service (F CS), G obal Systemfor Mbile

Comuni cation (GSM, etc. O her types of data and voice (tel ephonic)

net wor ks, both separate and integrateg, nay also be utilized with device
108. In any event, communication sub-system 704 provi des device 108 with
the capability of comunicating 25 with other devices using various

comuni cRidieR 7eEatehagiay24 g beadapiyelyrottied theaghgitoaticighip-copisalens, t ext
messagi n ens,.a rt message service (SM5) systens. [0095] I n
addi t i onggqg‘%%’eﬁ’ie&eﬂﬁdmﬁ%c:at ion signals, DSP 730 provides control of
receiver 724 « Web

e B RISl b S3loo G e R ABBE s W o

adaptiv edlcmnmmd; is plokessbdthiyieuginmnicativatsiie-syyiin 204 and isprovided @r&ﬂtﬂlim%ml npl ement ed

in DSP 730. [ 0096 Q §0&hich SUch as
A R Lt
sub- syst eintidigesdnte irsoupubtol dispthy02 antoian peilisrnol/@ devies B ddegisrisend®. The
recei ved  si gnal en f rther rocesse ch can
t hen gen”é ‘% ?F‘%ﬁ‘tl e'(il'3 ycséﬁ?ﬁs’ @@@?&@B{E@??ﬁ @) g%(/ifliléce 708. A
devi ce ugher mmmmmmw atonthpad armmvatshermﬁbﬂlﬁﬁsﬁﬁé@sce- usi ng
keypad 612, trac L d/ or RS ce 708, such
as a t outlReIPos egla%ﬁbt ?‘F%%Uﬂg'g%ﬁ%y(}?ho ﬁ‘lﬁﬁ‘?’{ en%l/érgéw e conposed
‘dat amtWmmbmmmmwmmwmmmmmmmmﬁrk 110 via 10
conmuni cation.s SYsiem 71,98 g{gw%stem 704 may al so detect when it is out
of corrrru?ﬂ%'ﬁl& °'F an% 'f enote systens. [00971In a voice

conmmuni C@bbﬂhe n%at ow@é@:ﬁﬁbﬁmﬁﬂﬁ bidhd, g%rm e;%%bﬁﬁf deQRe 168 18 StRShRABIY Al | Y

sim |l ar a conmuni cat |1 on node, recei ved Si g als are
out put tsjnidpaalﬂmrdﬂ‘@@ﬂmmammpgwd%@xﬁmfhﬁﬁ%ﬂ%’ﬁﬁl@ reQuiPuy I fepakech§4py

m crophopa 4 g%,gm f@lt‘faﬁ;ﬂnﬁ @S@y&g@deg;nﬁemwdl@ Aﬁeﬁmasmémowh as a
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information.

[0098]  Short-range communication sub-systerm 706 enables commumnication between device

20 104 and other proximate systems or devices, which need not necessarily be similar devices. For
example, the short-range commumication sub-system may include an infrared device and
associated circuits and components, or & Bluetooth (trade-mark) communication module to
provide for communication with similarly enabled systems and  devices.

[0099]  Powering the entire electronics of the mobile handheld communication device is

25  power source 734. In one embodiment, the power source 734 includes one or more batteries. In
another embodiment, the power source 734 is a single battery pack, especially a rechargeable
battery pack. A power switch (not shown) provides an “on/off” switch for device 108. A power
source interface (not shown) may be provided in hardware, firmnware, software or a combination



20 104 and ot her proxinmate systens or devices, which need not necessarily
be simlar devices. For exanple, the short-range comuni cati on sub-system
may i ncl ude ‘an infrared device and associated circuits and conponents, or a
Bl uet oot h (trade-mark) comruni cation nodule to provide for conmmuni cation
with simlarly enabled systens and devi ces. [0099] Powering the entire

el ectronics of the nobile handhel d cghununi cation device is 25 power source
734. In one enbodi nent, the power source 734 includes one or nore
batteries. In another enbodi nent, the power source 734 is a single battery
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are hé& © Ci%ﬁzmc and non-volatile devices described herein and be updated by the hardware, ﬁrmware

and / or software. Other network embodiments may use non-client server architectures for

management of communications.

[00102] [t will further be appreciated that if one service is restricted for an account, other

services may or may not be restricted as well. Alternatively or additionally, if access to one

25  account is restricted then other restrictions may be imposed on other accounts or parts thereof. It

will further be appreciated that embodiments may restrict use of other forms of communications,

such as SMS messages, text messages, voice messages or other forms of communications

depending on the status of any particular account.



managenment of comruni cations. [00102] It will firrther be appreciated that
if one service is restricted for an account other services may or may nhot
‘be restricted as well. Alternatively or additionally, if access to one 25
account is restricted then other restrictions may be i nposed on ot her
accounts or parts thereof. It will further be appreciated that enbodi nents
may restrict use of other forns of cggnunications, such as SMS nessages,

t ext messages, voi ce nessages or oth forms of comruni cati ons dependi ng on
the status of any particular account 27 [.001031 The present disclosure is

defi ned @%&Sz,?reaﬁe@;ge@%}t aigﬁgsgl%ﬁgdéﬁﬁ@ﬁf’the%ﬁ:ﬂ spPRdédHeRns) wWid tiledeEding | on bei ng

nmerely i ments of the _invention, Those of ordinary

ski | |~ medeseriptips beieg meely Hlustravive pf sebodimsnts of e dnyantion, dgeeqbomimgadiiient s
whi ch, 3l e Bk leotd ﬁﬁ%ﬂ%ﬂ ' N@ihofk@dk éxpliciayn t he
scope oﬁnéﬂgﬁﬁﬁ§gﬁ%?§ﬁp&g§h'e‘?ﬂ%d bg the apgg%ﬁéﬁﬂ%%clains. 5% C?Lins:

| . A et hiisbussedrbereini dogiot depart from ithegoepeof the dverionss dafined by e 08¢t ed with an
el ect othngonnunication devi ce; when the status of the account indicates
that the HcCount is inactive: providing a notification on the

el ectroni ¢ comuni cati on device that the account is inactive; providing at

| east one option to reactivate the account,




providing a part of a service of the account to the electronic

communi cati on device, including providing an indication of a received
nessage by the el ectronic comuni cation device. 2. The nmethod of claim1,
wherein the received nmessage is any of an email, an SM5 nessage, a text
message, and a voice nessage. 3. The nethod of claim1l, wherein the at

| east one option to reactivate the account is provided in the notification.
4. The method of claim1l, wherein upon selection of the option to
reactivate the account, a nessage is s&dt fromthe el ectroni c communi cation
device to a server in comunication with the el ectronic conmunication

devi ce pepyindi Ng a request to reactivate the account. 5. The nethod of
claim4, wherein after the account is reactivated by the server, the status
of the account is updated to be active and an access restriction on

recei vedienai | méhékedvsiding: 6. The net hod of any one of the preceding

clainms, wherein ent e st tus of thea unt IS activ
provi ded to t ACTEYEEH ?H“ﬁo HREZEP R 8‘@%'&8”?8(; o%fqrﬁmgrzgaggl at ed with
t he accodatice;ecei ved prior to |nact| vation of the account. 7. The nethod

of any one of gvﬁ' ak\eséélet t8ft§§a céte?th%%the%@é&un?gﬁnﬁ%é on to reactivate

t he account roni ¢ communi cation device
activates a renpveimga‘mtlﬁeatloermnﬂle elsstmlcattoamnwwzaﬂon devieethatthe aggouat isommuand
to send an ﬁ&@lé associated wth the account; t hrough a nessage
provi ded ina graphl cal user interface 'GJ' on a display on the electronic
conmuni cat i onpdmﬁngeat leaetonﬁmatlnetm@acteﬁteathga@@wnbf clainms 1 to 5, wherein

while the accg .—{}@&tg AyicP N SEcoRRE 1 iLelBSRRAR @mﬁmat.bn geeaccount
i's accessi bl e troni ¢ comruni cation devi ce. . The met hod of

claim 8, V\/rieff’-'léﬁi'ﬁm h@V'ﬂWthﬁ*eﬁd'%?é'PmOEé re}?ﬁb’@ﬂﬂﬁs%ﬂ?c@s@eﬁl?‘jé?ﬂ'? nt ernet web

site. 10. ThgmBhidaenabviety one of claims 1 to 5 wherein while the account
is inactive: emails relating to the account are continued to be received by
the el ectroni c conmuni cati on devi ce; emai |l s that are received while

t he accoynt i ghiRtidds chay e, Whereihelk Resiess mpssageliggsofshemaiicaessied
through the el ectroni c comuni cation device. 11. The nethod of any one of

clai ns | (¥$s808,Adeximessage, aRda YPIGe MESEII% he account i s provided in a flag
associated with the recei ved nessage; the el ectroni ¢ comuni cati on device

eval uat es, t he f, Al o Joboh 11 erBint Y & et oRE B th Redlifind BedckSithe R | bY

t he el ect’r oni
provided in the notification.

4, The method of claim 1, wherein upon selection of the option to reactivate the account,
a message is sent from the electronic communication device to a server in communication

with the electronic communication device providing a request to reactivate the account.

5. The method of claim 4, wherein after the account is reactivated by the server, the
status of the account is updated to be active and an access restriction on received email is

removed.

6. The method of any one of the preceding claims, wherein when the status of the
account is inactive, access is provided to the electronic communication device to e-mails

associated with the account received prior to inactivation of the account.

7. The method of any one of claims 1 to 5, wherein the at least one option to reactivate

the account is provided:



12. The nmethod of any one of clains 1 to 5, wherein: t he status of
the account is provided in a global flag that is provided to the electronic
conmruni cat i on devi ce; t he el ectroni c comruni cati on devi ce eval uates
the global flag to determne a | evel of access to the received nessage by
the el ectroni c communi cati on device. 13. The nmethod of any one of clains
Ito 5, wherein emails relating to the account are provided to the

el ectroni c comuni cati on device on a push basis froman email interface
server. 30 14. The nethod of any one2®f clains Ito 5 wherein emails
relating to the account are provided to the el ectronic comunication device
on a pull basiyhedh tHemlstiroRidRbMmuRicatidridevickiciiRiteshd fejiuedt foremlsdil is initiated

fromthe el ectronic conmunication deyjce. 15. An el ectyronic commupication
devi ce cBMACIAFhYN e SPRULY R GQS‘HH?'P%@P(?H" pgemail ass°°'ag‘€f£‘1‘"ﬂ‘a‘f'8 a&""é‘f‘gt us flag
associ at ed w ihiowjh essage pAsadedias gthphichlusehinterfaee tGUUINdrca dispayian thet | on
devi ce; g{%irgﬁrate a natifi %%t.i on on a display of the electronic

comuni ¢ PG EITRHNGIHOR 9K st at us flag i ndicates that the account is

i nactive and an option to reactivate the account, control access to the
service pel at gl | 0,1 A AGEGHIL: SIERERTA By Ae h IS IR 4B0 1 RaradicEer at e and
send an oOut bound nmessage Tromthe el ectroni ¢ comruni Cation Hew ceto
request meatben seati¢eoassotiatet avithdeagtountid accssibie dyithmelgétranicecoppntnigation

reactivatg the account; nmonitor for receipt of a signal indicating
approval "of reactivation of the account and to update the status flag
reflecting the approval; continue to receive i nbound comruni cati on

nessages gf el arhathetiRdldh 81afs § Aibreitid Sndiht? sShRbWPovidedGcbdits ah Bfterhbe
account steblsggct lve,

10. The method of any one of claims 1 to 5, wherein while the account is inactive:
emails relating to the account are continued to be received by the electronic
communication device;
emails that are received while the account is inactive have limited access privileges
when accessed through the electronic communication device.

11. The method of any one of claims 1 to 5, wherein:
the status of the account is provided in a flag associated with the received message;
the electronic communication device evaluates the flag to determine a level of access
to the received email by the electronic communication device.

12. The method of any one of claims 1 to 5, wherein:

the status of the account is provided in a global fiag that is provided to the electronic
communication device;

the electronic communication device evaluates the global flag to determine a level of
access to the received message by the electronic communication device.

13. The method of any one of claims 1 fo 5, wherein emails relating to the account are
provided to the electronic communication device on a push basis from an email interface

server.



provide a list including the inbound communicati on nessages while the
status flag indicates the account is inactive; provide limted
access rights to at | east one of the inbound conmuni cati on nmessages while
the status flag indicates the account is inactive. 16. The electronic
communi cation device of claim 15, wherein the service relates to receiving
i nbound conmuni cati on nessages froma renote server. 17. The electronic
conmmruni cation device of claim 15, wherein the electronic comrunication
devi ce stores received el ectroni ¢ conmdfi cati on nessages froma renote
server and selectively provides access to one or nore of the received

el ect ronijg, COMRa!Metat ioP BNy BIRSHIRENH A%KES, virerdih emalifielting ka®e acGlnt 48. The

el ectronic co ication device of c|aim 15, erei.n while the account is
oot | veProxfiB o e S Pie Sty ietaneficrionarrul BERS i Pt BeuRi o by  he
el ect r onkervecafien aireuesaa inttizvédfeom thESeleclbeaicebmotunaatian devineuni cat i on devi ce
of claim 15, wherein the electronic communication device adjusts the
limted access rights after the status flag indicates the account has been
reactivatigd. ARe@leciorionpomenicatmadizibice gospuisidgng nmedi um conpri si ng

i nstructions I rocessor of an el ectronic comrunication

devi ce wher ei ﬁ)éf%ggslaogs ?@g{e?jc}ﬁs when executed by the processor, cause the
el ectroni ¢ coavawdte astatus fitg\aseeciated pish 2o aasaunbasspeipied pithithreelpettamisd as

clai mred hnAkicis flicg! @ims 1 to 5. 21. The nmethod of claim1, further
conpri si ng: upon detection that the option to reactivate has been
sel ect ed, tr agenaratejamgtiigation op 8 playes hegleqtiopin comeunication dayice when the

conmuNi C @ik RMal ddicefes! tRat tREHESUNT 1§ Hakineadndem dlioh REred&i@tethe account;  UPON
receiving a signal indicating approval of reactivation of the a%co_unt ,
reactivating EPMHrohREEERMIo the service related to the account depending on the status flag;
generate and send an outbound message from the electronic communication device
to request
reactivation of the account upon activation of the option to reactivate the account;
monitor for receipt of a signal indicating approval of reactivation of the account and to
update
the status flag reflecting the approvat,
continue to receive inbound communication messages relating to the account while
the status
flag indicates the account is inactive;
provide a list including the inbound communication messages while the status flag
indicates the account is inactive;
provide limited access rights to at least one of the inbound communication messages

while the status flag indicates the account is inactive.

16. The electronic communication device of claim 15, wherein the service relates to

receiving inbound communication messages from a remote server.

17. The electronic communication device of claim 15, wherein the electronic
communication device stores received electronic communication messages from a remote
server and selectively provides access to one or more of the received electronic

communication messages based on the status flag.
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18. The electronic communication device of claim 18, wherein while the account is
inactive, another service associated with the account is accessible by the electronic

communication device.

19.  The electronic communication device of claim 15, wherein the electronic
communication device adjusts the limited access rights after the status flag indicates the

account has been reactivated.

20. A computer-readable recording medium comprising instructions executable on a
processor of an electronic communication device wherein the instructions, when executed by
the processor, cause the electronic communication device to perform the steps of the

method as claimed in any one of claims 1 to 5.

21.  The method of claim 1, further comprising:

upon detection that the option to reactivate has been selected, transmitting an
outbound message from the electronic communication device to request reactivation of the
account;

upon receiving a signal indicating approval of reactivation of the account, reactivating

the account.



